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Abstract

JPEG images are widely used in multimedia transmission, such as on social media platforms,
owing to their efficiency for reducing storage and transmission requirements. However,
because such images may contain sensitive information, encryption is essential to ensure
data privacy. Traditional image encryption schemes face challenges when applied to JPEG
images, as maintaining compatibility with the JPEG structure and managing the effects
of lossy compression can distort encrypted data. Existing JPEG-compatible encryption
methods, such as Encryption-then-Compression (EtC) and Compression-then-Encryption
(CtE), typically employ a single encryption stage, either before or after compression, and
often involve trade-offs between security, storage efficiency, and visual quality. In this
work, an Encryption-Compression—-Encryption algorithm is presented that preserves full
JPEG compatibility while combining the advantages of both EtC and CtE schemes. In
the proposed method, pixel-block encryption is first applied prior to JPEG compression,
followed by selective coefficient encryption after compression, in which the quantized DC
coefficient differences are permuted. Experimental results indicate that the second encryp-
tion stage enhances the entropy achieved in the first stage, with both stages complementing
each other in terms of resistance to attacks. The addition of this second layer does not
significantly impact storage efficiency or the visual quality of the decompressed image;
however, it introduces a moderate increase in computational time due to the two-stage
encryption process.

Keywords: bitstream; encryption; format compatibility; JPEG image; lossy compression;
security

MSC: 68P25

1. Introduction

Given the current volume of digital image transactions over the internet, im-
age compression has become necessary for reducing transmission times and storage
requirements [1]. JPEG (Joint Photographic Experts Group) is the most widely used format
for such purposes [2], making it especially suitable for platforms like social media, where
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efficient image handling is critical. Another relevant context is the Internet of Things, where
images generated by connected devices must be processed and stored efficiently [3].

However, digital images often contain sensitive information, making them vulnerable
when transmitted over untrusted channels such as the Internet [4]. Cryptography provides
a solution to safeguard the privacy of such content through encryption, using a wide range
of technologies and methods, such as neural networks [5]. According to the encryption
taxonomy proposed by Ahmad et al. [6], algorithms based on number theory and chaos
theory (e.g., [7,8]) are among the most secure, as they are capable of concealing all the
information contained in the image. Another category is perceptual encryption, which
aims to obscure only the human-perceivable information of the image. In this category, pixel-
level operations generally render the image incompressible, whereas block-based approaches
maintain compressibility by performing encryption on pixel blocks. Ahmad et al. [6] conclude
that this represents a trade-off between security and the ability to maintain compatibility
with standard image storage formats.

On the other hand, while JPEG compression effectively addresses the need for reduced
transmission time and storage space, it does not inherently address privacy concerns.
Consequently, there is a need for encryption methods that are compatible with JPEG’s lossy
compression [9], ensuring data security without compromising the usability of the JPEG
file format.

Generally, image encryption schemes that account for compression can be categorized
into three types [10]:

1.  Encryption-then-Compression (EtC), where encryption is performed before compression.

2. Compression-then-Encryption (CtE), where the compression precedes encryption.

3. Simultaneous Compression and Encryption (SCE), where both processes are inte-
grated into a unified framework.

SCE algorithms require specialized decoding mechanisms because the standard com-
pression steps are altered to incorporate encryption, which differs from conventional JPEG
processes. For instance, Li and Lo modified the standard Discrete Cosine Transform (DCT)
by introducing new orthogonal transforms [11], an area that continues to be actively ex-
plored [12]. Another example is the work of Wang and Lo, who used a deep learning-based
compression network that requires this approach for decoding [13]. However, the present
work does not consider such approaches, as it aims to remain fully compatible with the
standard JPEG compression and decompression.

In contrast, the present work does not adopt such approaches, as it aims to remain fully
compatible with the standard JPEG compression and decompression process. Zhang et al.
proposed a JPEG-compatible encryption scheme that simultaneously performs compression
and encryption across three stages of image processing: DCT transformation, quantization,
and entropy encoding [14]. However, in this work, the primary objective is to preserve
the original JPEG compression process, allowing the use of existing, time-optimized JPEG
implementations while avoiding numerical overflows during compression. Therefore,
the proposed method applies encryption techniques from both the EtC and CtE types,
integrating their key features while maintaining full compatibility with the JPEG file format.

However, some EtC algorithms are tailored to non-standard compressed formats.
For instance, Singh et al. employed wavelet-based compression [15] for ensuring the
subsequent decryption. However, in EtC scheme, reconstruction must be performed on
encrypted, lossy data, complicating the process. This necessitates encryption algorithms
that account for such complexity, but it leads to consider more steps for image decryption.
For example, Jian et al. analyzed relationships between compressed images and discarded
pixels to enable accurate reconstruction [16].
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In the context of JPEG-specific EtC approaches, Kurihara et al. introduced a perceptual
encryption method that allows the encrypted image to retain a visually appearance through
four block-based encryption steps [17]. However, their work does not include an analysis
of security metrics such as entropy, correlation, resistance to differential attacks, etc. There
are not quantitative evaluations of encryption, as is done in this work. Subsequently,
Chuman et al. proposed a block-scrambling-based encryption scheme that supports JPEG
compression with grayscale encryption of originally images to mitigate color compression
issues and demonstrated its applicability on social media platforms [18]. However, this
approach requires modifying the image dimensions from X x Y to 3 x X X Y, resulting
in grayscale encrypted content. In addition, no security measures such as entropy were
reported to assess the benefits of this modification. In contrast, our proposal preserves the
original image dimensions and color information, avoiding limitations in applicability of
grayscale encryption. Another related study was conducted by Imaizumi and Kiya, who
applied encryption independently to each color channel within image blocks [19], rather
than encrypting the three-color channels simultaneously as complete pixels. Encrypting
channels independently reduces compression efficiency compared to the conventional
block-based approach. By contrast, our proposal follows the traditional block-based strat-
egy while introducing a second encryption layer that does not further compromise JPEG
compression quality.

Overall, block-based perceptual encryption algorithms have been widely reported as
suitable for JPEG image encryption. For example, Ahmad and Shin enhanced this approach
by incorporating both inter- and intra-block processing [20]. Unlike our proposal, their
scheme includes intra-block encryption techniques designed to improve the security of
typical inter-block EtC methods. However, this additional encryption layer is also applied
before compression, which affects more the compression efficiency. In contrast, our proposal
introduces a second encryption layer applied after compression, which does not directly
impact compression performance, aside from small variations due to JPEG markers. Finally,
in several of these prior works, the improvements in security are considered only before
compression, meaning that the added encryption stages directly degrade compression
performance in terms of visual quality and storage. Moreover, some of these studies omit
essential security metrics, limiting the completeness of their evaluation.

Regarding the CtE works, He et al. proposed a method that permutes quantized DC
coefficient differences directly within the bitstream domain, in alignment with the way
these values are stored [21]. In contrast, Su et al. inverted DC coefficients and then applied
the differential pulse-code modulation (DPCM) step to the modified values, requiring
compression time for DPCM [22]. He’s method has the advantage of preserving file size,
maintaining parity with plain JPEG images. Similarly, Peng et al. introduced a scheme that
permutes DC coefficients while also preserving both file size and format [23]. However,
because these methods perform encryption only after compression, they additionally
require encryption of the AC coefficients to prevent attacks capable of revealing image
edges. By contrast, our proposal incorporates encryption prior to compression, thereby
preventing the preservation of edge structures in the first place. As a result, encryption of
AC coefficients and additional DPCM recompression steps are unnecessary.

In CtE schemes, storage efficiency is typically prioritized alongside security. For
example, Yuan et al. proposed an approach to further reduce storage requirements after
compression by removing AC coefficients and applying permutation steps [24]. While this
reduces file size, it introduces additional computational cost. In comparison, our proposal
considers only permutation after compression. Another example is the work by Hirose
et al.,, who preserved JPEG file format and size by utilizing restart markers strategically
inserted between Minimum Coded Units (MCUSs) for encryption purposes [25]. However,
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this approach requires selecting specific regions of interest within the image. In contrast,
our method applies encryption across the entire image.

In summary, existing proposals for JPEG image encryption presents the following
characteristics. Some proposals emphasize preserving the file format and maintaining
compression efficiency. However, traditional security evaluations, such as entropy and cor-
relation, are often missing [26,27]. To address this limitation, the present work incorporates
not only compression performance and visual quality assessments but also entropy and
correlation metrics. Moreover, most prior studies implement encryption at a single stage.
Exploring encryption across multiple stages offers the potential to combine the strengths of
both approaches in terms of security, storage efficiency, and visual quality. Introducing mul-
tiple encryption phases can also enhance resistance against targeted attacks, whether they
occur before or after compression [28,29]. A central challenge, however, lies in ensuring
compatibility between encryption schemes applied at different stages. Many existing meth-
ods assume encryption is performed on a plain image, or that compression is the final step
before storage the image, which complicates their integration into multi-stage encryption.

Motivation: Most existing encryption algorithms designed to support compression
apply encryption at a single stage (either before, during, or after compression). How-
ever, to achieve enhanced security it may be beneficial to combine encryption techniques
across multiple stages. A primary challenge in doing so lies in preserving compatibility
with the JPEG format, which imposes specific structural and encoding constraints. The
main objective of this work is to design and implement an encryption algorithm that
integrates both encryption-then-compression and compression-then-encryption (CtE) tech-
niques, while maintaining full compliance with the JPEG file format. This integration aims
to enhance security, preserve visual quality, and sustain efficient storage through JPEG
lossy compression.

Contribution: We propose an encryption algorithm that maintains JPEG file format
compatibility while applying encryption both before and after compression, forming a
structure encryption—compression—encryption. This dual encryption-stage approach com-
bines the strengths of EtC and CtE techniques, resulting in improved security and efficient
compression (in terms of storage, and degradation of visual quality).

The structure of this paper is organized as follows: Section 2 presents the materials and
methods used in this work, including the JPEG compression algorithm, the baseline mode,
and the evaluation metrics used to assess security, storage efficiency, and visual quality.
Section 3 describes the decoding process of the JPEG bitstream, including the generation of
Huffman codes, followed by the proposed encryption algorithm, and information about
the key and permutations. The encryption is applied in two stages: prior to compression in
the pixel domain and subsequently after compression in the bitstream domain. Section 4
presents the experimental results, structured according to the three types of evaluation:
security, storage, and visual quality. Section 5 provides a discussion and analysis of the
results, highlighting key findings and comparing them with existing approaches. Finally,
Section 6 concludes the paper.

2. Materials and Methods

This section provides an overview of the JPEG compression, from the image pixels
to the compressed JPEG file. The section also includes the description of the baseline
JPEG mode, as it is the setting mode of the proposed method. The section also outlines
the metrics used to evaluate performance: entropy, linear correlation, and the differential
attack measures for security assessment, bits per pixel (bpp) for storage efficiency, peak
signal-to-noise ratio (PSNR), and the structural similarity index for visual quality.
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2.1. JPEG Owverview

The process of generating a JPEG bitstream involves distinct steps, each critical to the
image compression procedure. Below is a concise explanation (with an example) of the key
steps leading to the creation of a JPEG image.

2.1.1. Color Space Transformation

Any plain image can be represented in a three-dimensional space, known as the RGB
color space, defined by the three primary colors: red (R), green (G), and blue (B), ranging
from 0 to 255. However, JPEG converts the image from the RGB color space to the YCbCr
color space using a system of three equations, as defined in Equation (1),

Y = 0.299R + 0.587G + 0.114B
Cb = —0.169R — 0.331G + 0.500B + 128 (1)
Cr = 0.500R — 0.419G — 0.081B + 128,

where:

¢ Y: Luminance channel.
e (Cb: Blue chrominance channel.
. Cr: Red chrominance channel.

The purpose of this step is to separate the image into its luminance and chrominance
components, ranged from 0 to 255. Since the human visual system is more sensitive
to variations in brightness (luminance) than to color (chrominance), this separation al-
lows for more intensive compression of the chrominance components, compared to the
luminance component.

2.1.2. Subsampling and Blocks Division

In this stage, the chrominance components undergo subsampling, while both lumi-
nance and subsampled chrominance components are divided into blocks of 8 x 8 elements,
as the subsequent processing stages operate exclusively on 8 x 8 blocks. On the other hand,
the subsampling factors indicate the way of subsampling. The values used in this work are:

1. Luminance: A vertical sampling factor of 2 and a horizontal sampling factor of 2.
2. Chrominance (Cb and Cr): A vertical sampling factor of 1 and a horizontal sampling
factor of 1.

The vertical sampling factor of one indicates that for every chrominance block read
in this direction, two luminance blocks are vertical processed, as the vertical subsampling
factor for luminance is set to two. Similarly, this proportion applies in the horizontal
direction. As a result, for every 16 x 16-pixel area (256 pixels) of the image, four 8 x 8 lumi-
nance blocks are processed, while only one 8 x 8 block each of blue and red chrominance
is retained.

2.1.3. Discrete Cosine Transform

After dividing the image into blocks of size 8 x 8, each of the 64 elements in every
block is subtracted by 128. This operation shifts the original intensity range of Y, Cb,
Cr, from [0, 255] to [—128,127], resulting in a new block, having entries for each channel
denoted as f(x,y), for x,y € {0,1,...,7}. Subsequently, each modified block undergoes the
Discrete Cosine Transform (DCT), as defined in Equation (2). This transformation produces
a new 8 x 8 block consisting of 64 frequency-domain coefficients, denoted as F(u,v) for
u,v € {0,1,...,7}. Each one is derived by combining all spatial-domain values f(x,y)
weighted by the cosine basis functions.
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where:

*  f(x,y): Represents the intensity values within an 8 x 8 block (64 elements) of the Y,
Cb, or Cr channels after subtracting 127. The elements are indexed from 0 to 7 along
both the x and y directions.

e F(u,v): Denotes the Discrete Cosine Transform (DCT) coefficients corresponding to
the 8 x 8 block of Y, Cb, or Cr channels, indexed from 0 to 7 in the u and v directions.

e cos: The cosine function, evaluated in radians (7).

*  a: Normalization factors defined in Equation (3).

@, k=0
a(k) = ©)

B \/%, if k > 0.

2.1.4. Quantization

The block resulting from the application of Equation (2), the values F(u,v) are divided
by a fixed quantization table, denoted as Q(u,v), which is applied entry by entry to all
blocks. This quantization step serves two primary purposes. First, it introduces zeros in the
DCT coefficients F(u, v) with low magnitudes, which typically represent less perceptually
significant information. Second, it reduces the magnitude of the remaining significant
coefficients, enabling more efficient compression by requiring fewer bits for storage. The
result of the division, denoted as Fy(u,v), is computed by rounding the quotient to the
nearest integer | |, ensuring that subsequent steps work exclusively with integers. This
process is mathematically represented by Equation (4).

F(u,0) J

Q(, 0) ©

Fo(u,v) = {

where:

®  F(u,v): The DCT coefficient located at coordinates (u,v).

*  Q(u,v): The quantization value corresponding to the frequency position (u,v).

*  Fg(u,v): The quantized DCT coefficient obtained after dividing F(u,v) by Q(u,v) and
rounding to the nearest integer.

2.1.5. Zig-Zag Permutation

Next, the 64 quantized DCT coefficients F are rearranged according to the Zig-Zag
permutation, as illustrated in Figure 1a. The first element in this sequence is Fp(1,1),
referred to as the DC coefficient, which captures the most significant information in the
block. Following Equation (2), F(1,1) corresponds to eight times the average of the input
values F(u,v). The remaining 63 coefficients are known as AC coefficients, representing
the higher-frequency components of the block. To facilitate the compression, each AC
coefficient is assigned an index from 1 to 63, following the order imposed by the Zig-Zag
pattern. This indexing is illustrated in Figure 1c.

2.1.6. Run-Length Encoding

This compression technique, known as Run-Length Encoding (RLE), is applied exclu-
sively to the AC coefficients. The method involves forming pairs of values in the following
manner (see Figure 2):
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1. The first value s indicates the number of consecutive zero-valued coefficients preced-
ing a non-zero coefficient.
2. Thesecond value t represents the non-zero AC coefficient that terminates the sequence

of zeros.
VR RO VE S [P S T Y
A | A~
T\ 4| A\ ||| A A
AN
YA A| v A A A
| A A 0| o G | Al
| o —1’  o | A A
K| ’—»/ ' g VN
(a)
11 —4 0 4 —14 3 9 —4 2 2 2 -7 8 -3 -2 3
AC; |AC, |ACs A, [Acs [ACs [AC, [ACs |ACs [ACK, [ACK [ACK, |ACs |ACL, [ACKs [AC
1 0 -1 0 -1 -1 -1 0 3 -1 1 0 -3 1 0 0
—_44 ACy7 |ACyg [AC9 |ACyg [ACy; [AC,; |ACy3 |ACy, [AC,s |ACys [ACy; |ACsg [ACyg [AC3 |AC3y |[ACs,
DC -1 0 -1 -1 -1 0 -1 0 -1 1 -1 0 -1 0 0 -1
AC33 |AC34 |AC35 |AC36 |AC37 |AC3g |AC39 |ACyg |ACs1 |ACs, |ACs3 |ACsy |ACss |ACss |ACs7 |ACss
-1 0 0 0 1 -1 0 -1 0 0 -1 -1 0 -1 0
ACy9 |ACsg |ACs; |ACs; |ACs3 |ACss |ACss |ACs6 |ACs7 [ACsg |ACsg |ACgo |ACs1 |ACs, |ACes

(b) (©)

Figure 1. Zig-Zag permutation. (a) Zig-Zag scanning pattern (following the arrows) used to nu-
merate the 64 quantized DCT coefficients. (b) Identification of the DC coefficient F5(1,1). (c) Index
assignment of AC coefficients (1-63) according to the Zig-Zag order.

Rather than storing each zero individually, this approach compactly represents long
runs of zeros, which are common due to the Zig-Zag ordering introduced in the previous
stage. To illustrate this process, the AC coefficients from Figure 1c are compressed using
Run-Length Encoding. The resulting encoded output of Figure 1 is shown in Figure 3.

Number of consecutive AC S t Value of the AC coefficient
coefficients equal to zero before | - different to zero: AC; ¢
a coefficient different to zero

ACy, ..., ACi4s

Figure 2. Representation (s, t) of AC coefficients from AC; to AC; s with RLE.

o [ufo 4]t [aJo]-4]fo]3]o]o]o]-4]o]:
AC, AC, | AC,AC, | AG ACs AC, ACy ACy
o[ 2]ofz2]o[7]o]s8]o]3][0o]2]0]3]0]1
Ay ACyy AC;; ACis ACy ACss ACiq Ay
t v afo|lafo [t [3]o]l-1]o]1]1]-3
ACyg,ACy9 |ACy, ACy; ACyy ACy3 ACy4,ACys ACys ACyy ACypg, ACyg
o[t 2 ]aftJafo]afolalt ][]l [aloe]n
AC3o ACs1, AC3, A | ACg4, AC3s ACze ACsy AC3g,AC39 |ACy0, ACyy ACq,
o[l [alz2]afoe]als] o]l ][]z
ACy3 AC 44, ACy5 | ACs6ACs7, ACsg ACyq Cs0,ACs1, ACs2, ACs3 ACsy ACs5s5, ACsg | ACs7,ACs, ACsg
o [t [-1]o]o
ACqo ACe1.ACq; |  ACegs

Figure 3. Run-Length Encoding (RLE) applied to the AC coefficients obtained from the Zig-Zag
ordering in Figure 1c. Each pair represents a run of zeros followed by a non-zero AC coefficient.
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2.1.7. Differential Pulse Code Modulation

The encoding of DC coefficients differs from that of AC coefficients because each 8 x 8
block contains only a single DC coefficient. In JPEG compression, DC coefficients are not
stored using their original values (except for the first block’s DC coefficient, DC;). Instead,
each DC coefficient is encoded as the difference ADC; between its value DC; and the DC
value of the previous adjacent block DC;_1. This technique is known as Differential Pulse
Code Modulation (DPCM). The differential value, denoted as ADC;, is computed according
to Equation (5). For the first block, since no previous DC coefficient exists, its value is stored
directly: ADC; = DC;.

Abc. _ J PG ifi=1 )
" IbpC —-DC;,, ifi>1,

where:

e DC;: The DC coefficient of block i.
*  DC;_q: The DC coefficient of the block immediately preceding block i.
e ADC;: The differential value of DC; with respect to the previous DC coefficient DC;_1.

Thus, the value actually stored in the JPEG file is ADC;, not the original DC;. The
advantage of this method lies in the fact that adjacent blocks often have similar values,
resulting in small differences. This makes |[ADC;| = |DC; — DC;_4| typically smaller
in magnitude than DC; itself, allowing for more efficient compression. This process is
illustrated in Figure 4, which shows the transformation of four DC coefficients into their
corresponding differential values via DPCM.

—44 —54 —52 —46
[ N N ]
DC, DC, DC; DC,
Differential Pulse Code Modulation
—44 -10 2 6
[ N N ]
ADC4 ADC, ADCsg ADC,

Figure 4. Example of Differential Pulse Code Modulation (DPCM) applied to four DC coefficients.
Each DC value (except the first) is replaced by the difference with its preceding block’s DC value,
reducing the magnitude of values to be stored and improving compression efficiency.

2.1.8. Huffman Symbols and Additional Bits

Huffman symbols: In this step, the AC coefficients encoded with RLE are processed as
follows: the first number in each pair s, indicating the number of preceding zeros, is now
represented with four bits s1525354. Subsequently, these are concatenating it with four bits
x1X2x3x4 that indicate the number of bits required to represent the absolute value (|¢|) of the
following non-zero coefficient. The result of this concatenation is known as the Huffman
symbol. In summary, the Huffman symbol (HS) is always 8 bits long and represents a byte
value x, as it is illustrated in Figure 5.

Since DC coefficients are not preceded by sequences of zeros, the first four bits of their
Huffman symbol are always set to zero. The remaining four bits, denoted as x1xyx3xy4,
represent the number of bits required to encode the absolute value of the differential
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coefficient |[ADC;|. Thus, the complete Huffman symbol for a DC coefficient takes the form:
x = 0000x7x2x3x4 (see Figure 6).

Additional bits: To complete the AC coefficient representation, Additional Bits (AB)
are appended immediately after the Huffman symbol. These bits are denoted by the value
y, as shown in Figure 5. Unlike the Huffman symbol, which always consists of 8 bits, the
number y of additional bits varies depending on the binary length required to encode the
coefficient t. The key issue in encoding ¢ is that AC coefficients can be either positive or
negative, and binary representation must reflect the sign. To handle this, a sign convention
is applied according to Equation (6). If t > 0, then y = t. If t < 0, the convention involves
computing a power of 2, [log, (|t|) | + 1 the number of bits needed to represent the positive
number |¢|, and & the XOR operation. The procedure for encoding the additional bits (y) for
DC coefficients follows the same approach as with AC coefficients. Instead of encoding the
number ¢, the differential value ADC; is used. This value is then assigned to the variable y.

Then, an example of encoding the 8 x 8 block, following the application of RLE for AC
coefficients (Figure 3) and DPCM for DC coefficient (Figure 4), is presented in Figure 7. The
encoded output is organized sequentially, starting with the Huffman symbol x followed by
its corresponding additional bits y. Together, these components represent both the DC and
AC coefficients of the block.

Value that indicate the number
7 of bits to represent |t|.

S = 51525354 ‘VX|X2’\X3X/S
N y Additional bits (AB) representing the
Huffman Symbol . value of the AC;;s coefficient,
(HS) X =5.5,5,8,% X X X, encoded as a positive value that
includes the sign information.
ACj, e, ACi4s

Figure 5. Structure of the Huffman symbol x for AC coefficients: the first 4 bits s1575354 indicate the
run-length of preceding zeros, and the second 4 bits x1x,x3x4 specify the number of bits required to
encode the non-zero AC value. Additional bits y follow the symbol to complete the encoding of the
AC coefficients.

Number of bits to
v represent [ADC;].

e
Huffman Symbol «— X 0000k x x x y Additional bits (AB) representing

(HS) et ~, the value of the ADC;coefficient,
encoded as a positive value that

includes the sign information.

ADC;

Figure 6. Structure of the Huffman symbol for DC coefficients. The first four bits are fixed as
zeros (indicating no preceding zeros), and the remaining four bits encode the bit-length required
to represent the magnitude of the differential value ADC;. Additional bits y follow the symbol to
complete the encoding of the DC coefficients.

() = (2loga(tNI+1 — 1) @ |¢|, ift <O ©)
Y t, ift >0,

where:

*  t: Represents either the differential DC value ADC; or a nonzero AC coefficient.
¢ y: The binary representation used to encode the coefficient t as a positive value.
*  @: The bitwise XOR (exclusive OR) operation.

®  |t|: The absolute value of the coefficient f.

* log,: The base-2 logarithm function.
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00000110 010011 00000100 1011 00000011 o1 00010011 100 00000100 0001 00000010 11 00000100 1001 00000011 011 00000010 10
HSy AB, HS; AB; HS, AB, HS3 ABjy HS4 AB, HSs ABsg HSg ABg HS; AB; HSg ABg
DC AC, AC, ACs, AC, ACs AC AC, ACq AC,
00000010 10 00000010 10 00000011 000 00000100 1000 00000010 00 00000010 01 00000010 11 00000001 1 00010001 0
HSo ABy HSo AByy HS;1 ABy, HS;2 AB,, HS;3 ABy3 HSy4 AByy HS;5 ABy5 HS6 ABy¢ HSy7 AB;,
ACyyp ACqq ACy, ACi3 ACyy ACys ACy¢ ACy, ACyg,ACqg
00010001 0 00000001 0 00000001 0 00010010 1 00000001 0 00000001 1 00010010 00 00000001 1 00100001 0
HS;g AByg HS9 AByq HS,o ABy, HS; ABy,; HS;, AB;;, HS,3 ABy3 HS,4 ABy, HS,5 ABys5 HSz6 AByq
ACy0,ACy; | ACy, ACys  |ACy4 ACys | ACye ACy; | AChACss |  ACsy  |ACwACLACH
00010001 0 00000001 0 00000001 0 00010001 0 00010001 0 00000001 1 00000001 0 00010001 0 00100001 0
HSy7 ABy; HS,g AByg HS39 AByg HS30 AB3o HS3; AB3, HS3, AB3;, HS33 ABjy3 HS34 AB34 HS35 ABj5
AC34,ACss |  ACss ACs;  |ACsg ACs0 |AC4,ACs | ACs, ACys | ACuq ACys |ACiACHACs
00000001 0 00110001 1 00000001 o 00010001 0 00100001 0 00000001 o 00010001 0 00000001 0
HSy | ABsg | HSy | ABy, | HSy | ABsy | HSwy | ABsy | HSw | ABw | HSw | ABy | HSp | ABy | HSi; | ABy
ACuq  PCsoACuACuACs|  ACs, ACss, ACsg |ACsACsACs | ACqq ACq1, ACes, ACqg3

Figure 7. Encoded representation of a 8 x 8 block. The encoding includes the Huffman symbols x and
the corresponding additional bits y, derived from the DPCM process for the DC coefficient (Figure 4)
and the RLE results for the AC coefficients (Figure 3).

After this stage, the Huffman code is applied only to the Huffman symbols [30], the
additional bits remain with the same value.

2.2. Bitstream Decoding of Coefficients

Since the second stage of the proposed encryption scheme operates on the bitstream
domain, it is essential to understand how AC and DC coefficients are decoded from the
JPEG bitstream. For AC components, we refer to the quantized AC coefficients, and for
DC components, to the quantized values of the differential DC coefficients. The first step is
decoding the Huffman symbols, which were initially encoded using Huffman codes prior
to storage. In other words, the JPEG bitstream does not directly store the Huffman symbols
themselves; instead, it stores their corresponding Huffman codes, which are variable-length
binary sequences.

As the bitstream is composed of a continuous sequence of bits without explicit de-
limiters between symbols and coefficient values, the start and end of each Huffman code
must be identified. Neither does the JPEG format explicitly store which Huffman code
corresponds to each Huffman symbol. Rather, it provides the code-length counts which is
a list with the number of Huffman codes utilized of each length from 1 to 16 bits, and a
list of the Huffman symbols used. The mapping between Huffman codes and symbols is
determined by the order in which the symbols appear: they are assigned in sequence to
the codes of increasing length, as specified by the code-length counts. This information is
sufficient to reconstruct the Huffman codes and their interpretation of Huffman symbols in
the bitstream.

Throughout the JPEG bitstream, specific markers indicate the start of structural ele-
ments such as the Define Huffman Table (DHT) marker, composed of two bytes: “FFC4”,
which signals the beginning of the Huffman table. This section contains all the information
of the Huffman codes length and the Huffman symbols. Immediately following the marker
are two additional bytes, which together define the length e (in bytes) of the Huffman table
segment. This length includes the two bytes used to specify it, so the actual content of the
table spans e — 2 bytes (see Figure 8a). The first byte after the length field is divided in
two: The first four bits (from left to right) indicate the Table ID. A value of 0 designates the
Huffman table for the luminance channel, while a value of 1 designates the chrominance
channel. The remaining four bits specify the table type. A value of 0 indicates a DC
coefficient table, and a value of 1 indicates an AC coefficient table.
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The next 16 bytes define the number (#) of Huffman codes for each possible code
length, from 1 to 16 bits. For example, if the first byte has a value of 0, it means there are
no Huffman codes of length 1. If the second byte has a value of 2, it indicates there are
two Huffman codes of length 2, and so on. However, this section does not specify which
Huffman codes correspond to those lengths, only how many codes exist for each length.
The sum of the 16 values provides the total number w of Huffman symbols, each of which
is represented by a single byte. Therefore, the next w bytes in the bitstream contain the
Huffman symbols, ordered according to the lengths defined in the previous 16 bytes. All
this information can be found in Figure 8a.

An example of this process is illustrated in Figure 8b, which is a part of the JPEG
bitstream beginning with the DHT marker ff c4. The two subsequent bytes define the
Huffman table length: 00 1d, indicating a total of 29 bytes. The following byte contains
00, where the first half indicates Table ID = 0 (luminance) and the second half (0) indicates
DC coefficient table. This configuration is summarized in Figure 8c. The next 16 bytes
define the number of Huffman codes for each length, and their total sum is 10. Thus,
10 Huffman symbols follow, as illustrated in Figure 8d, which summarizes the mapping
between Huffman symbols and their corresponding Huffman code lengths.

It is important to note that decoding the DC and AC coefficients is in the Start of Scan
(SOS) marker, which is identified by the hexadecimal value “FFDA”. In the JPEG baseline
mode, there is only one scan. Immediately following the marker, the length of the scan
segment is specified using two bytes. This two-bytes value does not count the two bytes
used to indicate the marker (“FFDA”) or the two bytes used to specify the length itself.

The next byte indicates the number of color components involved in the scan, typically
three for color images (Y, Cb, and Cr). Subsequently, for each component, two bytes follow:

1. The first byte identifies the component number (1 for Y, 2 for Cb, and 3 for Cr).

2. The second byte is divided into two parts: the upper 4 bits indicate the Huffman table
used for DC coefficients, and the lower 4 bits indicate the Huffman table used for
AC coefficients.

Then, the next three bytes "00 3F 00" are standard in the JPEG baseline scan header.
Following this header, the compressed image data is presented, encoding the quantized
DC and AC coefficients.

2.3. Huffman Code Generation Procedure

Below, we describe the process for generating Huffman codes based on the number of
codes for each bit length. The 16 bytes that store this information in the JPEG bitstream
compose the Number of Huffman Codes array, denoted as NHC. In this array, the entry
NHC]i] indicates the number of Huffman codes of length i bits, for i = 1 to 16.

1.  Step 1. Initialize the variable cd to 0. This variable represents the current Huffman
code being generated and is updated iteratively throughout the process.
2. Step 2. For each code length i from 1 to 16:

(a) If NHC[i] = 0, this means there are no Huffman codes of length i, and the
variable cd is updated as cd = cd x 2 (i.e., cd = cd « 1) to prepare for the next
code length.

(b) If NHC[i] > 0, then for each of the NHC[i] Huffman codes of length i (from
j = 1to NHC[i]):

i Assign the current value of cd as a Huffman code of length i.
ii. Increment cd by 1 (i.e., cd =cd + 1).

(c) After all codes of length i have been assigned, update cd = cd x 2 to ensure
the correct prefix property for the next code length.
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The generated Huffman codes are assigned to the Huffman symbols in the order in
which the symbols appear in the JPEG bitstream. In this way, each Huffman symbol is
paired with a unique Huffman code of specified length. The resulting Huffman codes
corresponding to the lengths defined in Figure 8d are illustrated in Figure 9a, where the
mapping between Huffman symbols and their generated Huffman codes is shown.

Additionally, Figure 9b presents an example bitstream as it appears in a JPEG file,
where the bits are arranged sequentially. In this example, the first bit does not correspond
to any valid Huffman code. Therefore, two bits are considered. Referring to Figure 9a,
this two-bit sequence matches the second Huffman code, which maps to the second stored
Huffman symbol (with a value of 6 in this case).

Decoding involves replacing each Huffman code in the bitstream with its correspond-
ing Huffman symbol. For DC coefficients, the decoded symbol indicates how many ad-
ditional bits should be read. These additional bits follow immediately after the Huffman
code and represent the actual DC value. This decoding process is illustrated in Figure 9c.

e=2+1+16+w
A

N 1 byte
2 bytes for DHT 2 bytes for the for the 16 bytes for the frequencies of the Huffman codes 3
Length e of w bytes for the w Huffman symbols
marker ID and length
Huffman Table
type
(a)
ff c4 00 1d 00 00 02 02 03 01 01 01 00 00 00 00
Dang | #Huffman | #Huffman | #Huffman | #Huffman | #Huffman | # Huffman | # Huffman | # Huffman | # Huffiman | # Huffiman | # Huffman
DHT marker Length of Huffman Table o an codes of codes of codes of codes of codes of codes of codesof | codes of codesof | codes of codes of
ype lenght 1 lenght 2 lenght 3 lenght 4 lenght 5 lenght 6 lenght 7 lenght 8 lenght 9 | lenght 10 | lenght 11
00 00 00 00 00 05 06 03 04 02 07 08 01 00 09
#Huffman | #Huffman | # Huffman | #Huffman | #Huffnan | Huffman | Huffman | Huffman | Huffman | Huffman | FHuffman | Huffman | Huffman | Huffman | Huffiman
sl | eamar | smedr | maser | el symbol symbol symbol symbol symbol symbol symbol symbol symbol symbol
lenght 12 | lenght 13 | lenght14 | lenght15 | lenght16
Number of Number of
Length Huffman Length Huffman
Codes i symbols Codes Fntinan symbols
Codes M Codes M
Parameter Value 1 bit 0 9 bits 0
Length of Huffman 001d= 29 bytes 2 bits 2 5,6 10 bits 0
Table
D 0 (ndicate 3 bits 2 34 Ilbits |0
Luminance) 4 bits 3 2,78 12 bits 0
Type 0 (For DC R R
coefficients) S bits 1 1 13 bits 0
6 bits 1 0 14 bits 0
(¢ : :
7 bits 1 9 15 bits 0
8 bits 0 16 bits 0

Figure 8. Example of a Huffman Table in the JPEG Bitstream with hexadecimal format. (a) Bits
distribution of the Huffman Table. (b) Example of a DHT segment in the JPEG bitstream. (¢) Summary
of the table length and luminance DC Huffman table. (d) Summary of the number of Huffman codes
per code length and the corresponding Huffman symbols.
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Figure 9. Huffman symbol decoding. (a) Mapping between Huffman symbols and their generated
Huffman codes. (b) Example JPEG bitstream with bits sequentially presented, staring with Huffman
code 01. (c) Reconstruction of the DC coefficient by interpreting the Huffman code 01 decoding the
Huffman symbol 6 and its associated additional bits.

2.4. JPEG Baseline Mode

The JPEG (Joint Photographic Experts Group) standard, developed by a committee of
the same name, defines two main types of image compression: lossless and lossy [31]. For
the lossy compression scheme, the baseline mode refers to the simplest and most widely
supported variant of JPEGs. It is characterized by a straightforward encoding and decoding
process and is particularly favored for its balance between compression efficiency and
computational simplicity. Its key features are outlined below [32,33]:

*  Processes the image in non-overlapping blocks of size 8 x 8 pixels.

*  Employs a sequential rather than progressive encoding approach, meaning the image
is encoded in a single scan from left to right and top to bottom.

*  Uses the Type-II Discrete Cosine Transform, as defined in Equation (2), instead of
wavelet-based prediction techniques.

*  Relies on Huffman coding for encoding Huffman symbols, rather than arithmetic coding.

e Utilizes default Huffman tables where the Huffman codes are reconstructed by the
decoder, as Huffman codes are not included within the compressed image file.

*  Supports compression in various color spaces, with better performance in those that
separate chromatic (color) and achromatic (luminance) components (e.g., YCbCr).

*  Employs at most two sets of Huffman tables: one for the luminance (achromatic) com-
ponent and another for the chrominance (chromatic) components. Each set includes
one table for DC coefficients and another for AC coefficients.

*  Marks the beginning of a baseline-compressed frame with the Start of Frame (SOF0)
marker, which has a hexadecimal value of FFCO.

2.5. Information Entropy

Information entropy, denoted as H and defined by Equation (7), quantifies the degree
of randomness or unpredictability within a sequence of bits. In the context of cryptography,
it is widely used to assess the security of encrypted data [34]. In this study, entropy is
calculated for each color channel (red, green, and blue) of the compressed and encrypted
images independently.

The function log, represents the base-2 logarithm. An ideal encrypted image should
exhibit an entropy value close to the maximum of 8.0, which indicates a highly random
distribution of pixel values and, therefore, a stronger resistance to statistical attacks.



Mathematics 2025, 13, 3482 14 of 35
255

H= - P(x)log, P(x), (7)
x=0

where:

*  x: The intensity level of a pixel ranging from 0 to 255.
e P(x): The probability that a pixel in the encrypted and compressed image takes the
value x.

2.6. Correlation Coefficient

The correlation coefficient r is a statistical measure (from —1 to 1) used to evaluate
the linear dependency between adjacent pixels in an image. In encryption analysis, lower
correlation values are desirable, as they suggest a greater disruption of spatial relationships,
thereby indicating stronger encryption [35]. A correlation value close to zero indicates
minimal linear relationship, which is ideal for ensuring effective image encryption. It is
calculated according to Equation (8) and applied separately to each color channel (red,
green, blue).

A Im-9) o
Vo (T (i = 02 (E (v — 7))

where:

*  w: The number pixels randomly selected from the image.

*  x;: The value of pixel i.

*  y;: The value of the adjacent neighbor pixel of pixel i.

e X =3, x;/w: The mean of the sampled pixels.

e ¥ =Y,yi/w: The mean of the corresponding neighbor pixels.

2.7. Number of Pixel Change Rate and Unified Average Changing Intensity

The robustness of the proposed encryption scheme against differential attacks is
evaluated using two metrics: the Number of Pixel Change Rate (NPCR) and the Unified
Average Changing Intensity (UACI). Both metrics measure the sensitivity of the encryption
algorithm to variations in the input image, specifically analyzing how a one-pixel change
in the plain image affects the resulting encrypted image, at each position (i, j) [36].

In this evaluation, two plain images of identical dimensions p X g, differing only in
the value of a single pixel, while all other pixel values are equal, where:

*  Cis the encrypted image of the initial plain image.

e (' isthe encrypted image of the image that differs in one pixel of the plain image.
*  pis the number of pixel rows.

*  gis the number of pixel columns.

The NPCR metric measures the percentage of pixels whose values differ between two
encrypted images and is defined as Equation (9):

NPCR =

i
Lii DD o0, )
pxq

0, ifC(i,j) =C'(i,),
D(i,j) = (10)
1, ifC(i,j) #C'(i,f),
where:

*  C: The encrypted image of the initial plain image.
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e (': The encrypted image of the image that differs in one pixel of the plain image.
*  p: The number of pixel rows.
*  g: The number of pixel columns.
*  D(i,j): The variable defined in Equation (10).
On the other hand, UACI measures the average intensity difference between the
original encrypted image C and the encrypted image C" using Equation (11):

1
pxq |5

A desirable NPCR value is 99.5693, and for UACI a value within the range of
[33.3730, 33.5541].

y C(i,J) = C'(i.))]

UACI = 255

x 100%. (11)

2.8. Peak Signal-to-Noise Ratio

To assess the visual quality of images before and after lossy compression, the Peak
Signal-to-Noise Ratio (PSNR) is employed, as shown in Equation (12).

28 -1
PSNR = 20log _ )
(V L T 1) - K(z',mz)

where:

*  I(i,j): The value of pixel (i, j) of the original uncompressed image I.
*  K(i,j): The value of pixel (i, j) of the decompressed image K.

This metric is derived from the Mean Squared Error (MSE) between the correspond-
ing pixel intensities of the two images. The MSE quantifies the average of the squared
differences between corresponding pixel values in I and K [37]. This value constitutes
the denominator in the PSNR expression. The numerator reflects the dynamic range of
pixel values in the image, which for 8-bit images is 255. The PSNR is then computed as
the logarithm (base 10) of the ratio between the dynamic range and the MSE, scaled by
a factor of 20. A higher PSNR value indicates better preservation of image quality after
compression. In this work, PSNR is computed separately for each color channel (red, green,
and blue). In addition, the PSNR is utilized to measure the encryption quality [36], where
the lower PSNR value the better quality of encryption.

2.9. Bits per Pixel

Bits per pixel (bpp) represents the average number of bits required to store a single
pixel in an image. It is calculated by dividing the total number of bits used to store the
image by the total number of pixels, as shown in Equation (13). This metric is particularly
useful for evaluating the efficiency of compression algorithms by comparing the storage
requirements of compressed images with those of uncompressed formats. For instance, a
standard uncompressed 24-bit image uses 24 bits per pixel. Alternative metrics such as
bytes per pixel or bits per channel can be derived from the bpp value if needed [38].

Image size in bits

13
T (13)

bpp =

3. Methodology

This section presents the proposed scheme, named ECEA (Encryption-Compression—
Encryption Algorithm), which performs encryption both before and after JPEG compression
while maintaining format compatibility. In other words, the output remains a valid JPEG
file that can be recognized and displayed by any standard image viewer. The proposed
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method is designed for JPEG images in baseline mode, as its features were described
in Section 2.4. The ECEA process consists of two encryption stages: pre-compression
encryption in the pixel domain and post-compression encryption in the bitstream domain.
Both encryption stages are applied in a way that preserves the JPEG format structure,
ensuring compatibility and visualizability of the encrypted output in a JPEG image viewer.

3.1. Proposal

Given an input plain image of size p x g (i.e.,, p rows and g columns), the ECEA
procedure follows these steps:

Pre-compression Encryption:

The first encryption stage operates on the raw pixel data before compression. The
image is divided into non-overlapping blocks of size n x n, where n is a multiple of
8 to align with the block size used in JPEG compression. Each block undergoes the
following operations:
= Pxq

n2
of size n x n, with n being a multiple of 8 (see Figure 10a). Apply a permutation

e  Step 1: Block Permutation. Divide the image into r non-overlapping blocks
to shuffle the block positions (see Figure 10b), altering the spatial location of the
pixel blocks.

*  Step 2: Negative—Positive Transformation. Perform the negative—positive transforma-
tion on each block, as Equation (14) indicates.

pl(i,j) ifR =0

14
pl(i,j)P2** -1 ifR=1, (14)

pl'(i,j) =

where:
- pl(i,j): The pixel value at position (i, ) of the plain image of 24 bits with three
color channels.

- pl'(i,j): The encrypted value of pixel pl(i, ).
- R: A Bernoulli random-variable.
If selected, transform each pixel pl(i,j) in the block as pl(i,j) = 255 — pl(i, ), other-
wise pl'(i,j) = pl(i,j) (see Figure 10c). Therefore, pixel values remain within valid
ranges but are altered for encryption

e  Step 3: Compression. The resulting image, now encrypted at the pixel level, is then
compressed using standard baseline JPEG compression.

(a) (b) (c)

n pixels
< »

A

n pixels

>

Figure 10. Illustration of the first two steps of the proposed ECEA scheme. (a) Division of the image
into non-overlapping color-pixel blocks of size n x 1. (b) Block permutation to shuffle spatial positions.
(c) Application of the negative—positive transformation to individual blocks.



Mathematics 2025, 13, 3482

17 of 35

Post-Compression Encryption

Different to other proposals there is a second encryption stage, where the post-
compression encryption is done over an encrypted image. It is done directly on the
JPEG bitstream, where pixels have already been transformed into Huffman-encoded DC
and AC coefficients. In this part it is assumed that it is known the value of each Huffman
code for each Huffman symbol following the procedure described in Section 2.2.

e  Step 4: Decode DC coefficient. Identify the presence of a Huffman code within the
JPEG bitstream and decode it to retrieve the corresponding Huffman symbol (see
Figure 11a(1)). Based on the value of the decoded Huffman symbol, determine the
appropriate number of bits required to extract the associated Additional Bits (see
Figure 11a(2)). With the extracted Additional Bits, reconstruct the coefficient (see
Figure 11a(3)).

e Step 5: Decode DC coefficients. Repeat the step 4 for each DC coefficient, and identify
them with their own sign (see example of Figure 11b).

e Step 6: Grouping. Consecutive DC coefficients with the same sign are placed in the
same group G; (see example of Figure 11c). In each group, the DC coefficients keep
the same sign for the same group.

*  Step 7: Groups Permutation. Apply different permutations within each group G; to
shuffle the DC coefficients (see example of Figure 11d).

*  Step 8: Bistream encryption. The DC values are re-inserted into the original bit-
stream, following the permutation of the previous stage and replacing the original DC
coefficients order (see example of Figure 11e).

This post-compression manipulation ensures the image remains in valid JPEG format
but is encrypted beyond the pixel leve, before and after compression.

‘ HCpei | ABpes Bits.. ‘
@ a (

Bits of 63 AC HC AB Bits of 63 AC
coefficients B1 G2 D€z | coefficients B2

HCpcy | ABpcy HCpcs | ABpcs Bits...

(b) |ADC1+ | |ADCZ+ |ADc; ‘ ‘ADC; | |ADc5+ ‘ |ADC; ‘ |ADC7‘ ‘ ‘ADC{;
(c) ADC; [ADCF |ADC§' ADC; | |ADCE ADCg ‘ADC;

Y Y Y

Gy Gy G3 Gy
(d) ADC3 |ADc; |ADC{ ADCy | |ADCE ADC; ‘Ach

Y Y

Gy G G3 Gy

Step8

Bits of 63 AC Bits of 63 AC .

(e) HCpca | ABpca coefficients B1 HCpcs | ABpcs coefficients B2 HCpe1 | ABpcs Bits..

Figure 11. [Illustration of the process for encrypting DC coefficients in the JPEG bitstream.
(a) Decoding a DC coefficient: (1) identify and decode the Huffman code to obtain the Huffman
symbol; (2) extract the corresponding Additional Bits based on the Huffman symbol; (3) reconstruct
the original DC coefficient. (b) Example of decoded DC coefficients with their respective signs.
(c) Grouping of consecutive DC coefficients with the same sign into groups G;. (d) Permutation of DC
coefficients within each group G; to achieve intra-group shuffling. (e) Reinsertion of the permuted
DC coefficients back into the JPEG bitstream, replacing the original DC order.
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3.2. About the Key, Permutations, and NPT

The encryption algorithm employs a 512-bit secret key, which in this case is represented as:
123456789abcdef123456789%9abcdef123456789abcdef123456789abcedef
123456789abcdef 12345678 .

In this work, the key is further multiplied by the mathematical constant 7t [39], lever-
aging its statistical properties [40]. The binary representation of 7r used in this study
corresponds to a 4 MB file, obtained from [41]. The resulting product is then used in the
following processes.

1.  Permutation of Pixel Blocks. From the product, the first 2 x r bytes are extracted and
grouped into r non-negative 16-bit integers a;. These values are used to compute
another set of r integers c;, derived according to Equation (15). The collection of these
values forms the array C:

¢i=a; (modr—1), (15)

where:

¢ r: The number of blocks to permute.

* g;: The coefficient number i from the product of the key and 7.

e ¢;: Entry number i of the array C (C[i]).
The permutation array P is then generated by iteratively applying Equation (16) for
0<i<r—1:

(16)

where:

* [: An array initialized with integers from 0 to » — 1 in ascending order.
® P: The permutation array.

2. NPT Random Variable. To generate the random variable R for use in the NPT, the
following 2 x r bytes of the product are extracted to obtain r additional non-negative
integers. For each block, the value of R is determined based on the parity of the
corresponding integer: if the number is even, R = 0; otherwise, R = 1. This procedure
is repeated for all r blocks.

3. Permutation of DC Coefficients. This step is performed for each group G;. The number
of bytes required depends on the cardinality of the group, |G;|. If |G;| > 1, the next
2 x |G;| bytes from the product are extracted, and the pixel block permutation proce-
dure described above is executed to permute the DC coefficients within the group.

For example, assume that the image to be encrypted consists of r = 4096 pixel blocks.
In this case:

* 2 X 4096 bytes are required for the pixel block permutation,

* 2 X 4096 bytes are required for generating the NPT random variables, and

e if the total sum of the cardinalities of all groups G; with |G;| > 1is ¥ |G;| = 2429, then
2 x 2429 bytes are required for the DC permutation.

Thus, the total number of bytes extracted from the product for encrypting the image is:
(2 x 4096) + (2 x 4096) + (2 x 2429) = 16 384 bytes.

4. Results

To evaluate the proposed ECEA methodology, five images were used: Airplane
(Figure 12a), Baboon (Figure 12b), Donkey (Figure 12c), Peppers (Figure 12d), and Sailboat
(Figure 12e). All images are color images of 512 x 512 pixels. The images are used for
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academic and non-commercial research purposes, the images are standard benchmarks in
image encryption, and all copyright belongs to the original holders [42]. JPEG compression
was performed using the built-in functionality of C++ Builder 12 Community Edition, that
presents a compression quality of 75%. For encryption, three different block sizes were
tested: 8 x 8,16 x 16, and 32 x 32 pixels. It is important to note that in order to maintain
compatibility with JPEG compression, block sizes must be multiples of 8.

Figure 12f shows the Airplane image encrypted with ECEA using an 8 x 8 block size.
Similarly, Figure 12g—j present the encrypted versions of the Baboon, Donkey, Peppers, and
Sailboat images, respectively.

It is important to emphasize that all results, even those labeled as “plain image,”
correspond to JPEG images. The notation used in the tables of this section is as follows:

1.  “C” refers to the image that has only been JPEG-compressed.

2. “EC” indicates an image that was first encrypted and then JPEG-compressed.

3. “ECE” refers to an image that underwent encryption, followed by JPEG compression,
and then a second encryption stage on the compressed bitstream.

Results are reported for each block size: 8 x 8,16 x 16, and 32 x 32. Additionally, the
results are presented per image and per color channel. The rows labeled “R,” “G,” and
“B” refer to the red, green, and blue color channels, respectively, while the row labeled “A”
reports the average across all three color channels. The results are organized into three

categories: security analysis, storage analysis, and visual quality assessment.

Figure 12. Sample images used for testing the proposed scheme and their encrypted versions with
ECEA (block size 8 x 8). (a) Original Airplane image. (f) Airplane image encrypted. (b) Original
Donkey image. (g) Donkey image encrypted. (c) Original Baboon image. (h) Baboon image encrypted.
(d) Original Sailboat image. (i) Sailboat image encrypted. (e) Original Peppers image. (j) Peppers
image encrypted.

4.1. Security Results

Table 1 presents the entropy results, where values closer to 8.0 indicate higher entropy,
and stronger encryption security, while Table 2 provides a comparison with other works.
Additionally, using three alternative keys different from the one employed in Table 1,
the Baboon image was also encrypted, and the resulting entropy values are reported in
Table 3. Table 4 shows the correlation coefficients, where values closer to 0.0 indicate weaker
linear correlations between adjacent pixels, which enhances security. Conversely, values
approaching 1.0 or —1.0 suggest strong linear dependencies, which are less desirable for
encryption. In addition, Table 5 presents a correlation comparison. Finally, Tables 6 and 7
present the distribution of consecutive DC coefficients with identical signs for both the
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Baboon and Donkey images, illustrating the effect of block sizes and encryption before
compression on DC coefficient grouping.

Table 1. Entropy values for original, encrypted—compressed, and encrypted—-compressed—encrypted
images using three block sizes. Higher entropy values (closer to 8.0) indicate stronger security.

Color Plain 8 x 8 16 x 16 32 x 32

Image C EC ECE EC ECE EC ECE
R 6.783 7.378 7473 7.340 7.445 7.329 7.407

Airplane G 6.828 7.350 7.474 7.329 7.444 7.335 7.420
B 6.356 7.350 7.485 7.206 7.367 7.152 7.219

A 6.656 7.360 7477 7.292 7.419 7.272 7.349

R 7.757 7727 7.733 7.776 7.774 7.796 7.790

Baboon G 7471 7.490 7,516 7.493 7.507 7.494 7.505
B 7.765 7.802 7.811 7.838 7.843 7.855 7.858

A 7.664 7.673 7.687 7.703 7.708 7.715 7.718

R 2.981 4.446 4.922 3.912 5.324 3.861 5.485

Donkey G 2.980 4.404 4.880 3.913 5.310 3.859 5.463
B 3.002 4462 4.905 3.935 5.309 3.881 5.479

A 2.987 4438 4.902 3.920 5314 3.867 5476

R 7.361 7.603 7.684 7.575 7.648 7.565 7.628

Pebpers G 7.611 7.851 7.888 7.840 7.864 7.827 7.851
PP B 7.142 7.901 7.899 7.883 7.876 7.846 7.852
A 7371 7.785 7.824 7.766 7.796 7.746 7777

R 7.334 7.532 7.635 7.458 7.547 7.436 7514

Sailboat G 7.636 7.702 7.788 7.700 7.774 7.697 7.757
B 7.330 7.594 7.711 7.547 7.669 7.524 7.625

A 7.433 7.609 7.711 7.568 7.663 7.553 7.632

Table 2. Entropy comparisons with other schemes.

Image Color Proposal Ref. [11] Ref. [14]
R 7.473 7.712 7.809
Airplane G 7.474 7.776 7.845
B 7.485 7.669 7.799
R 7.733 7.721 7.770
Baboon G 7.516 7.766 7.784
B 7.811 7.650 7.753
R 7.684 7.722 7.795
Peppers G 7.888 7.816 7.842
B 7.899 7.688 7.792
R 7.635 7.745 7.772
Sailboat G 7.788 7.779 7.811
B 7.711 7.719 7.756

Table 3. Entropy values for encrypted-compressed, and encrypted-compressed—encrypted images of
Baboon with three different keys.

Color 8 X 8 16 X 16 32 X 32
Image EC ECE EC ECE EC ECE
R 7.726 7.736 7.777 7.771 7.796 7.791
Key 2 G 7.490 7.525 7.493 7.509 7.493 7.508
B 7.802 7.812 7.839 7.846 7.857 7.859
A 7.673 7.691 7.703 7.709 7.715 7.719
R 7.725 7.733 7.776 7.770 7.795 7.791
Key 3 G 7.491 7.526 7.493 7.509 7.493 7.504
B 7.800 7.810 7.837 7.842 7.852 7.856
A 7.672 7.690 7.702 7.707 7.713 7.717
R 7.727 7.739 7.774 7.769 7.793 7.790
Key 4 G 7.490 7.524 7.492 7.502 7.488 7.501
B 7.803 7.808 7.837 7.838 7.845 7.850
A 7.673 7.690 7.701 7.703 7.709 7.714
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Table 4. Correlation coefficients for original, encrypted—compressed, and encrypted—compressed—
encrypted images using three block sizes. Lower correlation values (closer to 0.0) indicate reduced
linear relationships and improved performance.

Color Plain 8 X 8 16 X 16 32 x 32
Image C EC ECE EC ECE EC ECE
R 0.924 0.736 0.744 0.865 0.843 0.912 0.899
Airplane G 0.939 0.750 0.756 0.874 0.851 0.919 0.907
B 0.884 0.753 0.756 0.876 0.857 0.923 0.912
A 0.916 0.746 0.752 0.872 0.850 0.918 0.906
R 0.829 0.672 0.684 0.752 0.755 0.793 0.792
Baboon G 0.748 0.578 0.591 0.658 0.664 0.705 0.704
B 0.847 0.699 0.707 0.778 0.781 0.821 0.819
A 0.808 0.650 0.661 0.729 0.733 0.773 0.772
R 0.792 0.732 0.738 0.850 0.844 0.912 0.888
Donkey G 0.796 0.734 0.742 0.852 0.845 0.913 0.889
B 0.790 0.731 0.739 0.850 0.843 0.911 0.887
A 0.793 0.732 0.740 0.851 0.844 0.912 0.888
R 0.958 0.724 0.756 0.851 0.853 0.908 0.900
Peppers G 0.978 0.808 0.809 0.890 0.892 0.935 0.932
B 0.956 0.818 0.821 0.900 0.903 0.943 0.942
A 0.964 0.783 0.795 0.880 0.883 0.929 0.925
R 0.922 0.606 0.653 0.755 0.751 0.820 0.810
Sailboat G 0.967 0.773 0.773 0.868 0.856 0.907 0.901
B 0.969 0.774 0.776 0.871 0.860 0.910 0.905
A 0.953 0.718 0.734 0.831 0.822 0.879 0.872

Table 5. Correlation comparisons with other schemes.

Image Proposal Ref. [11] Ref. [14]
Airplane 0.752 —0.027 0.405
Baboon 0.661 0.092 0.080
Peppers 0.795 0.108 0.454
Sailboat 0.734 0.045 0.247

Table 6. Frequency distribution of consecutive DC coefficients with the same sign for different block
sizes of the Baboon image.

Consecutive DC Coefficients Number of Groups G;
Keeping the Same Sign Plain 8 X 8 16 X 16 32 X 32
1 1536 1667 1650 1581
2 748 743 579 697
3 251 216 231 237
4 40 65 93 53
5 17 7 29 24
6 7 0 6 8
7 1 0 6 2
8 1 0 0 2
9 1 0 0 0
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Table 7. Frequency distribution of consecutive DC coefficients with the same sign for different block
sizes of the Donkey image.

Consecutive DC Coefficients Number of Groups G;
Keeping the Same Sign Plain 8 X 8 16 X 16 32 X 32
1 591 1572 770 700
2 261 597 212 231
3 82 234 59 61
4 18 76 101 31
5 11 36 67 23
6 9 18 11 6
7 3 4 40 8
8 4 1 33 29
9 5 0 28 31
10 4 0 9 10
11 1 0 30 4
0

4.2. Storage Results

Table 8 reports the file size (in bytes) of each JPEG image, including the plain image,
the encrypted and compressed image for various block sizes, and the final encrypted—
compressed-encrypted (ECE) image. Table 9 presents the number of bits per pixel (bpp),
representing the number of bits required to store a pixel with three color components.

Table 8. File sizes (in bytes) of JPEG images under different stages, for three block sizes of encryption.

Plain 8 X 8 16 X 16 32 X 32
Image C EC ECE EC ECE EC ECE

Airplane 38,599 43,175 43,175 39,485 39,479 39,106 39,115
Baboon 77,392 84,411 84,416 78,406 78,426 78,023 78,024
Donkey 28,985 31,290 31,287 29,900 29,901 29,499 29,498
Peppers 40,654 51,137 51,134 42,634 42,634 41,950 41,942
Sailboat 52,062 57,312 57,307 52,909 52,915 52,612 52,610

Table 9. Bits per pixel (bpp) required to store each image (including all three color components),
using different block sizes for encryption.

Plain 8 X 8 16 X 16 32 X 32
Image C EC ECE EC ECE EC ECE

Airplane 1.1779 1.3176 1.3176 1.2050 1.2048 1.1934 1.1937
Baboon 2.3618 2.5760 2.5762 2.3928 2.3934 2.3811 2.3811
Donkey 0.8846 0.9549 0.9548 0.9125 0.9125 0.9002 0.9002
Peppers 1.2407 1.5606 1.5605 1.3011 1.3011 1.2802 1.2800
Sailboat 1.5888 1.7490 1.7489 1.6147 1.6148 1.6056 1.6055

4.3. Visual Quality Results

Table 10 also includes the Peak Signal-to-Noise Ratio (PSNR) values, which provide
an indication of visual information quality following JPEG lossy compression. The PSNR
values are computed after full decryption of the DC coefficients and decompression back
to the pixel domain. These results are reported for each color channel and each block size.
It is important to note that the lossy compression occurs only after the first stage of pixel-
domain encryption; the second encryption stage operates on the compressed bitstream and
does not affect PSNR results; then, the visual quality of EC is the same as ECE. In addition,
Table 11 presents the PSNR values comparing the original uncompressed image and the
encrypted ones to measure the visual security.
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Table 10. Peak Signal-to-Noise Ratio (PSNR) of decrypted images for different block sizes, compared
to the original uncompressed images.

Image Color PlainC ECE8 x 8 ECE16 x 16 ECE32 X 32
R 32.21 29.42 30.99 31.31
Airolan G 34.45 32.67 33.67 33.86
plane B 30.65 26.66 28.84 29.60
A 32.44 29.58 31.16 31.59
R 27.84 22.82 25.26 26.40
Baboon G 30.15 28.21 29.32 29.72
B 25.74 21.86 23.98 24.82
A 27.91 24.30 26.19 26.98
R 38.02 37.76 38.01 38.02
Dok G 38.11 37.90 38.09 38.10
€y B 37.71 37.47 37.71 37.71
A 37.95 37.71 37.94 37.95
R 29.47 21.24 2418 26.27
Pebpers G 32.32 26.86 29.21 30.63
PP B 28.73 20.70 24.06 25.89
A 30.17 22.93 25.82 27.59
R 27.78 24.17 26.16 26.81
Suilbont G 30.27 28.70 29.63 29.90
B 27.68 25.11 26.69 27.19
A 28.58 25.99 27.49 27.97

Table 11. PSNR of encrypted images for different block sizes, compared to the original uncompressed

images.

Image Color ECES8 x 8 ECE16 x 16 ECE32 X 32

R 8.718 8.555 8.743

Airolanc G 8.215 8.005 8.118

p B 8.316 8.222 8.401

A 8.416 8.261 8.421

R 10.359 10.127 9.839

Bab G 11.692 11.652 11.733

aboon B 9.566 9.381 9.267

A 10.539 10.387 10.280

R 3.778 3.846 4.309

Donk G 3.701 3.761 4214

onkey B 3.787 3.859 4327

A 3.755 3.822 4283

R 10.951 10.819 10.859

Pepbers G 7.845 7.888 7.473

pp B 7.910 7.866 7.602

A 8.902 8.858 8.645

R 11.444 11.946 12.198

Sailboat G 7.557 7.554 7.635

B 7.550 7.496 7.559

A 8.850 8.999 9.131

5. Result Analysis and Discussion

This section is organized according to the three main evaluation criteria: security,
storage efficiency, and visual quality. It includes commentary on the previously presented
tables and figures, reflecting on the significance of the results and comparing them with
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findings from related works. The analysis highlights trade-offs between security and
compression, as well as the impact of different block sizes on each performance metric.

5.1. Security

This work includes a security analysis to highlight existing vulnerabilities in JPEG
image encryption and to show how combining multiple encryption stages can enhance pro-
tection. While many previous encryption works focus solely on compression performance
and visual quality [18], this paper also reports quantitative security metrics as well.

5.1.1. Entropy and Correlation

As shown in Table 1, the entropy values generally improved after the second stage
of encryption compared to the results obtained after the first stage. This improvement
indicates enhanced randomness in the encrypted image data, which is a desirable property
for secure image encryption. Importantly, these gains in security were achieved without
degrading visual quality, unlike in some prior works improve security came at the cost
of perceptual distortion [19]. The explanation of this benefit is because the second en-
cryption stage is performed on the compressed bitstream, and thus does not introduce
information loss.

Although the ideal entropy value of 8.0 was not reached, the results approached
it closely, improving upon the original values. For example, in the case of the Donkey
image, the entropy value nearly doubled after the second encryption stage. The highest
entropy value observed was 7.899, corresponding to the blue channel of the Peppers image.
This image also exhibited a higher entropy among those evaluated in similar schemes of
JPEG encryption [43]. The value surpasses those reported in [11] (7.69), [22] (7.76), [44]
(7.83), [45] (7.85), and [14] (7.79), indicating a higher level of security achieved by the
proposed method. However, as shown in Table 2, the entropy of the Airplane image is
slightly lower than that obtained with the schemes presented in [11,14]. Nevertheless,
for the Baboon, Peppers, and Sailboat images, the results are competitive, particularly
the blue channel of the Peppers image, which surpasses both references. Among all
tested configurations, the 8 x 8 block size produced the best overall entropy results,
followed by the 16 x 16 block size. This behavior can be attributed to the higher number of
independently encrypted blocks, which effectively reduces repetitive patterns.

In addition, the improved entropy is not solely attributed to the specific encryption
key used. To illustrate this, the Baboon image was encrypted using three different keys
in addition to the one employed for generating the results presented in Table 1. The
corresponding results are shown in Table 3, where it can be observed that the entropy
increases when applying the proposed ECE scheme compared to using only the initial EC
stage. The magnitude of the increase varies depending of the key employed. For instance,
when encrypting the image using blocks of size 16 x 16, the average entropy improvement
was 0.06 when using Key 2, whereas it was only 0.02 with Key 4. Moreover, the results
indicate that the second encryption stage achieves better performance for 8 x 8 blocks. This
improvement is important, since traditional EtC schemes typically do not focus on further
enhancing the achieved entropy. The proposed method aims to improve entropy because
this value for encrypted JPEG images is lower than in traditional encryption schemes, and
each increase represents a gain for reducing that security gap.

Figure 13 presents the histograms of the encrypted Baboon image shown in Figure 12g,
in the red, green, and blue color channels. The histograms display a relatively symmetric
and partially uniform distribution across intensity levels. The presence of some non-
uniform regions explains why the ideal entropy value of 8.0 was not fully achieved. These
results highlight the progress made in randomness through encryption, while also indicat-
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ing the potential for further development in encryption strategies to enhance histograms
uniformity, which is a current security opportunity [43].

‘‘‘‘‘‘‘‘‘‘‘‘

(2;)‘ . = Al (C,):

Figure 13. Histograms of the encrypted Baboon image (Figure 12g) for the red (a), green (b), and blue
channels (c). The distributions show partial uniformity and symmetry,

Regarding pixel correlation, Table 4 shows that the 8 x 8 block size again performed
best, substantially reducing the correlation values compared to the plain image. In contrast,
the 32 x 32 block size showed the weakest performance, with correlation values remaining
close to those of the original image. This is likely due to the larger number of pixels within
each block, which maintains stronger internal correlations even after encryption.

In JPEG compression, high intra-block correlation contributes to compression effi-
ciency. Therefore, reducing correlation in encrypted images must be done carefully to
avoid degrading compression performance in the EtC stage. This makes it challenging to
minimize correlation while maintaining both storage efficiency of the encrypted image and
visual quality of the decrypted images. In this context, the proposed encryption scheme
reduces correlation to enhance security while preserving a degree of correlation to support
compression in the EtC stage. The lowest correlation value was observed in the green
channel of the Baboon image, decreasing from 0.748 to 0.591, close to the value of 0.567
reported in [22]. However, as shown in Table 5, since the methods in [11,14] do not incor-
porate EtC-type encryption, they achieved lower correlation values (0.04, 0.08) for their
encrypted images.

5.1.2. Consecutive DC Coefficients with the Same Sign

Further insight into the security is provided by Table 6, which reports the frequency of
consecutive DC coefficients with the same sign in the Baboon image. The most common
group size was two, which is similar to the plain image. However, in the encrypted image,
these consecutive DC values are not strongly related, as they result from permuted blocks
introduced in the first encryption stage. In other words, the statistical conditions required
for the second encryption stage remain similar to those of the plain image, despite the
disruption introduced by the initial encryption. One notable observation is that, in the
plain image, and particularly for larger block sizes, longer sequences of DC coefficients
with the same sign can occur (from 7 to 9 consecutive values). However, such cases were
rare and occurred only twice across the image.

Regarding the Donkey image, which contains large uniform areas, the distribution
of DC coefficient groups differs from Baboon, as shown in Table 7. In the plain image, the
groups G; exhibit much greater lengths. For space considerations, only the distribution
until groups of length 11 is reported; however, the longest observed group consists of
303 consecutive DC coefficients sharing the same sign. However, the encryption process
applied before compression modifies this characteristic. Specifically, the block permutations
and the NPT disrupt the large uniform regions. This effect is more evident when using
smaller block sizes. For instance, with blocks of 8 x 8, the maximum observed group length
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is reduced to only eight consecutive DC coefficients with the same sign. However, as the
block size increases, more uniform regions remain after EtC. For block sizes of 16 x 16, the
largest group length increases to 24, and for 32 x 32, it reaches 47.

The presence of these larger groups with more DC coefficients available for permu-
tation explains the greater improvement in entropy achieved by the second encryption
stage for the Donkey image when using 16 x 16 and 32 x 32 blocks, as shown in Table 1. In
contrast, for the Baboon image, the lengths of the DC coefficient groups remain relatively
consistent across different block sizes, resulting in a less pronounced entropy gain.

5.2. Resistance Against Attacks

Below, it is presented the potential attacks on the proposal, considering its two-stage
encryption process.

5.2.1. Attacks on Encryption Before and After Compression

The first encryption layer, applied before lossy compression, involves blocks permuta-
tion and the NPT. Due to the block permutation, breaking this encryption step is analogous
to solving a jigsaw puzzle, where the attacker must rearrange the blocks into their original
order. Computational jigsaw solvers have been developed for this purpose [46], and some
have been employed to attack encrypted images, including those encrypted using block per-
mutation and NPT techniques [47]. In general, the effectiveness of these attacks decreases
as the number of blocks increases, the block size decreases, and when color transformations
are applied. For example, in [47], for an image containing 1728 pixel blocks of size 14 x 14,
approximately 30% of the blocks were recovered when attacking the permuted image,
while only 10% were recovered from the image encrypted using both permutation and
NPT. Similarly, for an image with 432 blocks of the same size, 60% of the blocks were
correctly reconstructed when only permutation was applied, compared to 9% when both
permutation and NPT were used. This tendency becomes even more evident for larger
blocks of 28 x 28, where 90% of the blocks were successfully recovered using permutation
alone, and only 14% when permutation and NPT were combined.

In the proposed scheme, the block size is set to 8 x 8, which is smaller than the
14 x 14 blocks that provide higher security than 28 x 28 blocks. Consequently, for a
512 x 512 image, the proposed configuration yields 16,777,216 blocks, more than the
1728 pieces considered in [47]. As indicated by the trends observed in [47], this signif-
icantly larger number of smaller blocks would increase the reconstruction complexity for
an attacker. Additionally, the integration of NPT and the color modifications introduced
by the DC coefficients permutation in the second encryption stage further enhance the
resistance against these attacks.

Regarding the second encryption stage, after compression, a commonly studied attack
targets the encryption of DC coefficients. This approach attempts to replace the encrypted
DC coefficients with alternative values to reconstruct the approximate image edges by
exploiting the unencrypted AC coefficients [21]. However, these replacement values must
be carefully selected to prevent coefficient overflows.

It is important to note that this traditional attack assumes that the replacement DC val-
ues correspond to neighboring blocks of the original, unencrypted image. In our proposed
method, however, the DC values belong to neighboring blocks of the encrypted image, not
the original one. Consequently, replacing DC values does not reveal meaningful edge infor-
mation from the plaintext image. Furthermore, even if the replacement were performed
without causing overflow, the reconstructed edges would remain indistinguishable because
the initial encryption stage (prior to compression) removes edge information. Therefore,
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encrypting the AC coefficients in addition to the DC coefficients is not strictly necessary in
this proposal.

5.2.2. Brute-Force Attack

The key space of the proposed scheme is determined by the key length, which in this
case is 512 bits. Therefore, the total key space is 2°1? possible combinations. In addition,
to quantify the number of internal states, it is analyzed the encryption procedure for an
image of p rows and g columns of pixels, encrypted in non-overlapping blocks of size nn x n,
where 7 is a multiple of 8.

1. Block Permutation: As described in Step 1, the total number of blocks in the image is
given by: r = pszq Since all 7 blocks can be permuted, the total number of possible
permutations is: ¥Pr = r!, where ! indicates the factorial of the number.

2. Negative-Positive Transformation (NPT): The encryption process applies a binary
random variable R to each pixel block, where R € {0,1}. As R can independently
take two possible values for each of the r blocks, the total number of possibilities for
the variable is 2".

3. Permutation of DC Coefficients: This stage depends on the number [ of consecutive
DC coefficients with the same sign that form a group G;, as well as the number L; of
groups with that length . These values vary depending on the specific JPEG image
being encrypted. For example, an image with L, = 748 groups each contain [ = 2
consecutive DC coefficients with the same sign. The number of possible permutations
within these Ly groups is: 2748, In general, the total number of permutations of DC
coefficients is given by: Hg\]:Tz I'h1, where Nt represents the maximum number of
consecutive DC coefficients with the same sign.

It is important to note the encryption after compression, which involves the permu-
tation of DC coefficients, causes the internal-states space of the encryption algorithm to
vary depending on the image being encrypted. For example, the effective one for the
Baboon image is shown in Table 12, where the calculation is based on the coefficient lengths
presented in Table 6. In contrast, the space of internal states for the first two encryption
steps remains constant and independent of the image content, as these steps rely solely on
block permutation and binary transformations, which are fixed for given image dimensions.
Consequently, the number of internal states of the proposal is equal to the product of the
number of internal states from EtC and CtE, which provides greater strength compared
to using only a single encryption layer. For instance, in Ref. [18], which employs only an
EtC-based approach, the number of internal states is calculated as #! x 2" x 8" x 6.

Table 12. Number of internal-states for Baboon encryption with different block sizes, where ! indicates
the factorial of the number.

B. Size Blocks Per. NPT DC Per.
8 x 8 4096! 24096 21743 . 31216 . 4165 . 517
16 x 16 1024! 21024 21579 . 31231 . 4193 . 5129 . 616 . 716
32 x 32 256! 2256 21697 31237 . 4153 . 5124 . 618 . 712 . 812

5.2.3. Differential Attack

Regarding the resistance of the proposed scheme to differential attacks, the results
of NPCR, presented in Table 13, indicate that only up to 0.07% of the pixels change when
a single pixel is modified in the plain image. This relatively low NPCR value suggests
limited resistance to differential attacks, especially when compared to conventional image
encryption methods, which typically achieve NPCR values close to 99% when a single-pixel
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change is introduced in the plain image [48]. Similarly, the UACI values of Table 14 follow
the same trend, with maximum observed values of 0.0005%, which are far below the ideal
UACI value of approximately 33%. These results demonstrate that the proposed scheme
behaves differently from traditional encryption methods with respect to diffusion.

The main challenge in achieving strong resistance to differential attacks in JPEG
image encryption arises from the block-based nature of the EtC process. Since JPEG
compression operates on disjointed blocks, encryption is also applied on a per-block basis.
Consequently, modifying a single pixel affects only the block to which the pixel belongs,
without significantly impacting the encryption of neighboring blocks. As a result, changes
in the encrypted image remain largely imperceptible because the encryption values of other
blocks are not influenced by the modified pixel.

It is important to note that the encrypted values are modified by the lossy nature of
JPEG compression. Consequently, applying a chained modification of pixel values across
different blocks would cause cumulative degradation of visual quality, since decryption
would operate on already degraded pixels. Each decryption operation over such degraded
data would further amplify the distortion.

By performing encryption per block, the resulting visual degradation remains localized
to each block rather than spreading across the entire image. Therefore, introducing a global
chained diffusion step that relates pixels from different blocks would negatively combine
with the lossy compression, despite its potential security benefits. In this way, to preserve
JPEG compression compatibility /applicability, a trade-off is made in which some degree of
security is sacrificed.

Additionally, during the second encryption stage, which takes place after compression,
the selective encryption is applied only to the DC coefficients. Since the DC coefficient
represents the average intensity of a block, changing the value of a single pixel within a
block is unlikely to cause a significant variation in its DC value. Consequently, the sequence
of DC coefficient signs tends to remain unchanged between the encrypted image and the
version encrypted after a single-pixel modification, which further explains the low NPCR
and UACI values.

Table 13. NPCR values of images of Figure 12 changing one pixel value.

Image Color ECE8 X 8 ECE16 X 16 ECE32 X 32
R 0.0465 0.0458 0.0221
Airolane G 0.0706 0.0797 0.0538
P B 0.1087 0.1102 0.0793
A 0.0753 0.0786 0.0517
R 0.0244 0.0919 0.0244
Bab G 0.0931 0.0774 0.0530
aboon B 0.1095 0.0900 0.0854
A 0.0757 0.0864 0.0543
R 0.0206 0.0206 0.0206
Donke G 0.0206 0.0206 0.0206
y B 0.0206 0.0168 0.0206
A 0.0206 0.0193 0.0206
R 0.0568 0.0195 0.0195
P G 0.0797 0.1312 0.0732
cppers B 0.1022 0.2480 0.1041
A 0.0796 0.1329 0.0656
R 0.0233 0.0237 0.0237
Sailboat G 0.0233 0.1488 0.0824
B 0.0233 0.2037 0.1644
A 0.0233 0.1254 0.0902
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Table 14. UACI values of images of Figure 12 changing one pixel value.

Image Color ECES8 X 8 ECE16 x 16 ECE32 X 32
R 0.0003 0.0003 0.0002
Airolane G 0.0004 0.0005 0.0004
p B 0.0009 0.0010 0.0010
A 0.0005 0.0006 0.0005
R 0.0009 0.0014 0.0009
Baboon G 0.0014 0.0012 0.0010
aboo B 0.0033 0.0016 0.0015
A 0.0019 0.0014 0.0011
R 0.0001 0.0001 0.0001
Donk G 0.0001 0.0001 0.0001
onkey B 0.0001 0.0001 0.0001
A 0.0001 0.0001 0.0001
R 0.0004 0.0002 0.0002
Penper G 0.0006 0.0006 0.0005
eppers B 0.0020 0.0025 0.0017
A 0.0010 0.0011 0.0008
R 0.0011 0.0012 0.0012
Sailboat G 0.0011 0.0017 0.0014
aiboa B 0.0011 0.0044 0.0023
A 0.0011 0.0024 0.0016

5.3. Variations in File Size

Variations in file size observed during the encryption and compression processes can
be attributed to two main factors. The first variation arises from the encryption applied
prior to JPEG compression. In this step, pixel blocks are permuted, meaning that adjacent
blocks in the encrypted image may originate from distant and unrelated regions of the
original image. While AC coefficients are computed from pixels within the same block, DC
coefficients are encoded using DPCM, which depends on the difference between the DC
value of the current block and that of its preceding block. Since DC coefficients values are
related to the average intensity of each block, rearranging blocks from unrelated image
regions increases the differences between adjacent DC values. Consequently, the DPCM
step requires more bits to encode these differences, thereby increasing the file size.

This effect is most evident when using encryption with blocks of size 8 x 8 pixels,
as shown in Tables 8 and 9. Because JPEG compression also operates on 8 x 8 blocks, all
blocks in this configuration are subject to permutation, breaking all the spatial relationships
of the blocks. In contrast, larger block sizes (e.g., 16 x 16 or 32 x 32) allow some degree of
internal spatial consistency within the larger blocks. For example, a 32 x 32 block includes
sixteen 8 x 8 sub-blocks; grouping them preserves similarity among DC values, reducing
the differences and thus the bit storage. A similar but less pronounced effect is observed
with 16 x 16 blocks. In general, larger encryption block sizes tend to yield smaller file sizes,
due to reduced disruption in the DC coefficient storing.

The second variation occurs during the second stage of encryption, which is applied
after JPEG compression. Although this step does not drastically change the file size, it
can still result in either an increase or decrease in size. This phenomenon is related to the
handling of JPEG markers in the bitstream.

JPEG markers serve as delimiters to define different sections of the bitstream and begin
with the byte “OxFF”, followed by another byte indicating the marker type (e.g., “0xC4” for
Huffman tables beginning, as in Figure 8b. During decoding, any byte equal to “OxFF” is
initially interpreted as the start of a marker. To prevent accidental misinterpretation when
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an actual data byte equals “OxFF”, the JPEG file requires the insertion of a “0x00” byte
immediately following the “OxFF” byte, this is known as byte-stuffing.

As a result, during the second encryption phase, when the DC coefficients are per-
muted, the structure of the compressed bitstream changes. If a permutation removes a
“0OxFF” byte from the bitstream, the corresponding “0x00” byte is also removed, slightly
reducing the file size. Conversely, if the permutation introduces a new “OxFF” byte into the
stream, an additional “0x00” byte must be inserted, slightly increasing the file size. These
small adjustments result in minor, but measurable, variations in the final file size after the
second encryption stage, as can be observed in Tables 8 and 9.

Additionally, the primary reason for the increase in file size is attributed to the
encryption-then-compression stage. For instance, as shown in Table 8, the Baboon im-
age exhibits a file size increase of 0.82% when using a block size of 32 x 32, which is
higher than the 0.35% reported for compression-then-encryption schemes applied to the
same image [43]. However, as also indicated in Table 8, the subsequent encryption of the
compressed information does not result in a significant additional increase in file size.

5.4. Visual Quality

Table 10 compares the visual quality (measured in PSNR) of decompressed and de-
crypted images against the original uncompressed images. First, for reference, as expected,
the plain compressed images achieved the highest visual quality, with PSNR values ap-
proaching or exceeding 30 dB, indicating excellent preservation of visual information
despite the lossy nature of JPEG compression.

Among the encrypted cases, the best visual quality was observed for block sizes of
32 x 32 pixels, with PSNR results very close to those of the plain compressed images.
Conversely, the lowest visual quality was recorded for the 8 x 8 block size, which had
earlier achieved the strongest security performance. This aligns with previous observations,
where larger block sizes offered poorer security but better image fidelity

For instance, in the Peppers image, the PSNR for the blue channel decreased from 28.73
(plain image) to 20.70 after decryption using 8 x 8 blocks, while it remained at 25.89 for the
32 x 32 block configuration. These results denote a clear trade-off between security and
visual quality. In other words, greater encryption strength tends to incur visual degradation
of lossy compression, necessitating a balance based on application requirements.

Lastly, the visual quality of the decompressed and decrypted image is traditionally
assessed in EtC schemes, as this type of encryption directly affects the lossy compression
process. In contrast, CtE schemes encrypt the image after compression, meaning the
encryption does not influence the compression performance, since the plain image is first
compressed and only then encrypted. As shown in Table 10, some PSNR values exceed
30 dB. For example, the green channel of the Airplane image achieves 32.67 dB, which
is comparable to the values reported in previous studies, such as 32.28 dB and 31.32 dB
in [18].

While the PSNR values of the encrypted images compared to their corresponding
original images range from 7.4 dB to 12.1 dB, with an average value of approximately
8.5 dB, it is important noting that the Donkey image shows lower PSNR values, between
3.7 dB and 4.3 dB. These results are presented in Table 11. For comparison, in traditional
image encryption schemes that do not involve lossy compression, entropy values close to
7.99 have been reported, with PSNR values typically ranging from 4.7 dB to 9.7 dB [49].
Since lower PSNR values indicate stronger visual security, the proposed approach achieves
a level of perceptual security close to that of the most robust encryption algorithms.
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5.5. Integration of Encryption Before and After Lossy Compression
5.5.1. The Compatibility of the Two Encryption Layers

Exploring encryption techniques compatible with both pre- and post-lossy compres-
sion stages (while preserving the JPEG file format) is necessarily. A primary limitation of
adding CtE to EtC lies in its assumption that the input to the JPEG compression is a plain
image, rather than an encrypted one. One risk associated with this is the potential decom-
pression errors, such as values falling outside the valid color range. However, combining
encryption before and after compression can help address this issue.

In the present work, the image starts with EtC in the pixel domain via permutation of
pixel blocks. This operation preserves intra-block pixel correlation, as the pixel values them-
selves remain unchanged. Furthermore, as previously demonstrated by the authors [50],
the application of a negative—positive transformation also maintains the internal correlation
of pixel blocks.

As a result, the compression performance of the encrypted image remains like that
of the original plain image. This compatibility enables the possibility of applying CtE
techniques without compromising decompression integrity. For instance, the method pro-
posed by He et al. [21] avoids DC coefficient overflow under the condition that coefficients
retain consistent signs, a condition that remains valid in the present proposal. As shown in
Table 6, the compression performance per block for the encrypted image closely mirrors
that of the plain image, and DC coefficients with the same sign can also be observed across
permuted blocks.

Therefore, combining encryption techniques before and after lossy compression can
successfully integrate the advantages of both approaches. It is important to note that EtC
techniques generally reduce visual quality and increase storage requirements but offer
stronger security. In contrast, CtE approaches tend to maintain or even reduce file size and
preserve visual quality, as they operate after lossy compression, though achieving a high
level of security may be more challenging.

5.5.2. Benefits of Combining EtC with CtE

Security: One of the main weaknesses of using CtE techniques, particularly when
encrypting DC coefficients, is their potential vulnerability to attacks capable of partially
revealing image edges [21]. In the proposed scheme, this limitation is mitigated by applying
EtC encryption before CtE. Since the EtC stage conceals the image edges during the initial
encryption, prior to compression, the vulnerability associated with CtE alone is addressed.
Furthermore, both encryption stages modify pixel values to enhance image security. The
EtC stage not only alters the spatial arrangement of pixels but also modifies pixel values
through the NPT process. Similarly, the lossy nature of JPEG compression introduces
additional changes to pixel values due to information loss. In the corresponding CtE stage,
the permutation is applied to DC coefficients derived from encrypted pixel blocks. As each
DC coefficient is related to the average intensity of its block, permuting them alters these
averages, implicitly modifying the reconstructed pixel values within the corresponding
8 x 8 blocks in the RGB space. This process adds an additional layer of encryption on top
of that provided by EtC. The improvements achieved by CtE are particularly evident in
images where EtC alone cannot fully eliminate uniform regions, as larger groups of DC
coefficients with the same sign are available for permutation, complementing the security.

Visual Quality: The primary source of visual quality degradation occurs during the
EtC stage since pixel values are modified before compression. Previous studies have
demonstrated that encryption methods involving color transformations can significantly
reduce pixel correlation, which adversely affects decompression quality [18]. To mitigate
this effect, the proposed scheme employs EtC techniques that preserve local pixel cor-
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relation, such as block permutation and NPT [50]. Moreover, the subsequent CtE stage,
implemented through DC coefficient permutation, adds an additional encryption layer
without degrading visual quality. This is because CtE operates after lossy compression;
thus, its encrypted coefficients are not subjected to further compression-induced distor-
tions. Consequently, the second encryption stage enhances security without introducing
additional visual degradation.

Storage: The EtC stage increases the final compressed file size due to pixel modifi-
cations prior to compression; this difference is about 10% compared with the file size of
the plain compressed image. In contrast, the CtE stage operates after compression and
therefore introduces negligible changes to the final file size, as it follows the JPEG structural
rules and marker syntax. As a result, the second encryption layer strengthens security
without compromising storage efficiency.

The encryption times are reported in Table 15 for the Baboon and Donkey images. The
EtC stage requires identical time for both images because it depends on the number of
pixels, which is the same for each image. Encrypting with larger block sizes (e.g., 32 x 32)
is faster than with smaller ones (e.g., 8 x 8), since fewer blocks require permutation. In
contrast, the CtE stage shows different runtimes because the number and length of DC-
coefficient groups vary, and the permutation operations depend on these parameters. For
example, with 32 x 32 blocks, the Baboon image contains 1023 groups for permutation,
whereas the Donkey image contains 525. Despite this difference, encryption times remain
comparable: approximately 300 ms for the Baboon image and 260 ms for the Donkey image.
In both cases, the CtE stage accounts for roughly 50-60% of the total time. However, the
total execution time is higher than that required for a single encryption stage. For instance,
applying all the encryption steps of the EtC-based proposal of [17] required an additional
25 ms to the utilized in the proposed EC stage. Since initial encryption requirements
are already established (such as the block division), this suggests the potential for future
extensions by incorporating additional techniques that remain compatible across both
encryption stages, without significantly increasing the current ECE time. The experiments
were conducted on a computer running Windows 11 Home with an Intel Core i5-1135G7
processor at 2.40 GHz.

Table 15. Encryption times (ms) for the Baboon and Donkey images under EC, CE, and ECE.

Image 8 X8 16 X 16 32 X 32
EC 122 118 110
Baboon CE 172 174 186
ECE 294 292 296
EC 122 118 110
Donkey CE 126 141 156
ECE 248 259 266
Image of 512 x 512 EtC Ref. [17] 147 129 118

6. Conclusions

In this work, an encryption—compression—encryption (ECE) cryptosystem was pro-
posed, consisting of an initial pixel-block encryption, followed by JPEG compression,
and a subsequent selective-coefficient encryption in which the quantized DC coefficient
differences are permuted. This design reinforces overall security while preserving full
compatibility with the JPEG file format. The integration was facilitated by assuming that
CtE schemes operate on compressed plain images exhibiting high intra-block pixel cor-
relation. By preserving this correlation during the EtC stage, the proposed framework
enables the effective combination of EtC and CtE techniques. The inclusion of a second
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encryption stage improves the entropy achieved by the first encryption alone. The highest
security performance was observed with a block size of 8 x 8, although this configuration
produced less favorable visual quality in decryption. Conversely, larger block sizes such as
32 x 32 yielded improved visual quality but lower security. A key advantage of adding the
second stage is that, since it operates over the compressed bitstream, it does not introduce
additional degradation in visual quality or a notable increase in file size, unlike the first
encryption stage. However, the two-stage process results in an increase in total encryption
time compared to a single-stage approach.

The combined use of EtC and CtE enhances resistance to attacks. While the EtC stage
may be vulnerable to jigsaw puzzle solver attacks, this risk is significantly reduced due to
the large number of encrypted blocks and the color modifications introduced by the NPT
and the subsequent CtE stage. Conversely, although CtE methods are typically susceptible
to attacks aiming to reconstruct image edges by manipulating DC values, in the proposed
scheme these edges are already concealed during the EtC stage, preventing meaningful
reconstruction. Moreover, in uniform regions that EtC cannot fully eliminate, longer
groups of DC coefficients with identical signs provide a greater number of coefficients
for permutation, yielding a higher entropy gain by the CtE stage compared to cases with
shorter sign groups. In addition, the number of internal states of the proposal is equal
to the product of the stages from EtC and CtE, which is substantially larger than a single
encryption phase. Nevertheless, the block-based encryption in EtC inherently limits global
diffusion, since excessive inter-block diffusion in this context could amplify distortions
introduced by lossy compression.
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Abbreviations
The following abbreviations are used in this manuscript:

JPEG Joint Photographic Experts Group

EtC Encryption-then-Compression

CtE Compression-then-Encryption

SCE Simultaneous Compression and Encryption
DCT Discrete Cosine Transform

DPCM Differential Pulse-Code Modulation
MCUs  Minimum Coded Unit



Mathematics 2025, 13, 3482 34 of 35

bpp Bits per pixel

PSNR  Peak Signal-to-Noise Ratio

ECEA  Encryption-Compression—-Encryption Algorithm
NPCR Number of Pixel Change Rate

UACI  Unified Average Changing Intensity

HS Huffman symbol
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