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Abstract

As a typical representative of complex networks, the Internet of Vehicles (IoV) is more
vulnerable to malicious attacks due to the mobility and complex environment of devices,
which requires a secure and efficient authentication mechanism. Radio frequency finger-
printing (RFF) presents a novel research perspective for identity authentication within the
IoV. However, as device fingerprint features are directly extracted from wireless signals,
their stability is significantly affected by variations in the communication channel. Further-
more, the interplay between wireless channels and receiver noise can result in the distortion
of the received signal, complicating the direct separation of the genuine features of the trans-
mitted signals. To address these issues, this paper proposes a method for RFF extraction
based on the physical sidelink broadcast channel (PSBCH). First, necessary preprocessing is
performed on the signal. Subsequently, the wireless channel, which lacks genuine features,
is estimated using linear minimum mean square error (LMMSE) techniques. Meanwhile,
the previous statistical models of the channel and noise are incorporated into the analysis
process to accurately capture the channel distortion caused by multipath effects and noise.
Ultimately, the impact of the channel is mitigated through a channel-equalization operation
to extract fingerprint features, and identification is carried out using a structurally opti-
mized ShuffleNet V2 network. Based on a lightweight design, this network integrates an
attention mechanism that enables the model to adaptively concentrate on the most distin-
guishable weak features in low signal-to-noise ratio (SNR) conditions, thereby enhancing
the robustness of feature extraction. The experimental results show that in fixed and mobile
scenarios with low SNR, the classification accuracy of the proposed method reaches 96.76%
and 91.05%, respectively.

Keywords: complex networks; internet of vehicles; radio frequency fingerprint; identifica-
tion learning; linear minimum mean square error; ShuffleNet V2

MSC: 68T07

1. Introduction
With the rapid advancement of intelligent transportation systems, cellular vehicle-

to-everything (C-V2X) has emerged as a pivotal technology in the fields of autonomous
driving and smart transportation [1]. Based on cellular communication networks, C-V2X
facilitates efficient information interaction between vehicles, vehicles and infrastructure,
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vehicles and pedestrians, as well as vehicles and networks, providing crucial support for
traffic safety, efficiency and intelligence [2–4].

However, with the in-depth application of the IoV, the complexity of data transmission
and the expansion of network scale have led to increasingly prominent security issues. Its
broadcast characteristics are vulnerable to physical layer attacks, such as radio frequency
interference and spoofing, as well as protocol vulnerabilities. For instance, the encryption
mechanism in the EPS-AKA authentication scheme based on the international mobile
subscriber identity and the universal subscriber identity module card is vulnerable to
side-channel attacks and denial-of-service attacks [5,6]. The traditional cryptographic
methods face the risk of being compromised, making it challenging to meet the high-
security demands of the IoV [7]. RFF utilizes inherent hardware imperfections, such as I/Q
imbalance and nonlinearity in power amplifiers, as unclonable physical identifiers. This
approach not only circumvents issues related to computational complexity but also ensures
that RFF possesses properties of forgery resistance and uniqueness, establishing it as an
excellent medium for device identification and authentication [8,9].

Despite its advantages, the practical deployment of RFF faces substantial obstacles
due to the dynamic and complex nature of wireless channel environments. Frequency-
selective channels and time-varying channels make it difficult to directly extract pure
and stable RFF features that are decoupled from channel characteristics, which results in
poor identification performance in multi-path and mobile scenarios. Relevant experimental
studies have shown that channel interference can directly cause the classification accuracy of
Wi-Fi devices to decrease by up to 80% [10]. This issue is especially acute in multipath-rich
scenarios typical of C-V2X applications. Consequently, the development of a channel-
robust RFF-based identification mechanism is essential to enable secure and reliable C-V2X
communications.

To this end, this paper introduces a PSBCH-based RFF identification method. It is
specifically engineered to mitigate the detrimental impacts of wireless channel variations,
thereby strengthening the physical layer security in C-V2X systems. The main contributions
of this paper are as follows:

(1) A novel RFF extraction method based on LMMSE channel estimation is proposed.
This method optimizes the channel response estimation by combining the channel co-
variance matrix and noise statistical information and removes the channel response to
generate initial fingerprint features, improving the robustness of fingerprint extraction
in complex environments.

(2) The ShuffleNet V2 network architecture is optimized for low SNR and dynamic
channel conditions through the integration of an attention mechanism module.
This approach can preserve high feature-extraction capabilities while maintaining a
lightweight network, enhancing the model’s adaptability and generalization perfor-
mance to ensure stable identification results.

(3) During the training process, data collected from diverse scenarios is integrated to
enhance the model’s generalization ability. By increasing the informational richness
of the features, both computational load and the number of parameters are effectively
reduced. This strategy improves computational efficiency while ensuring detection
accuracy, thereby achieving a lightweight network. Experimental validation demon-
strates the effectiveness of the proposed method, achieving classification accuracies of
96.76% and 91.05% in low-SNR stationery and mobile scenarios, respectively.

The remainder of this paper is organized as follows. Section 2 introduces the related
work. Section 3 introduces the system model. Section 4 provides a detailed description of
the signal preprocessing. Our proposed method is presented in Section 5. In Section 6, the
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effectiveness of the proposed method is validated through experiments. Finally, Section 7
concludes the paper.

2. Related Work
Existing research on mitigating channel effects in RFF can be broadly categorized into

two main categories: the pursuit of channel-invariant features and methods that explicitly
model or compensate for the channel. The first category focuses on maintaining both
the wireless channel and data-transmission characteristics, aiming to mitigate distortion
caused by channel variations and modulation data. The goal is to extract fingerprints
that are inherently insensitive to these factors. Initial efforts focused on a transmitter’s
transient features [11], like the signal’s turn-on and turn-off phases, as these segments
are devoid of modulated data. However, transient-based methodologies impose stringent
requirements on the operational environment and instrument precision, thereby suffering
from poor replicability.

To overcome the limitations of transient features, several works utilize signal pro-
cessing techniques to engineer features that are theoretically robust against channel vari-
ations. Some studies have proposed utilizing carrier frequency offset (CFO) as a device-
identification feature [12,13]. However, CFO suffers from insufficient temporal stability
and low inter-class separability. This makes reliable device classification difficult in multi-
path fading and multi-device scenarios [14]. In recent years, deep learning has propelled
data-driven methods to the forefront of this research. Researchers attempt to automati-
cally learn decoupled feature representations from data through complex neural networks.
Tsipras proposed using adversarial examples as augmented data and constraining feature
extractors through strong regularization [15], but this sacrifices model sensitivity and stan-
dard accuracy. Xie introduced a disentangled representation learning framework [16]. It
separates device-specific features from channel-related components through adversarial
training and signal decomposition to suppress overfitting to channel statistics. However,
this could potentially discard subtle but critical RFF details. This vulnerability constrains
the model’s ability to generalize when faced with complex and dynamic channel conditions.

The second technical category mainly addresses the impacts of data and the channel.
Existing research has explored the use of data augmentation [17,18] and artificial noise injec-
tion [19] as strategies to mitigate channel interference. However, these methods have flaws.
Data augmentation significantly increases training overhead. Artificial noise injections rely
on a flawed linear assumption, creating a model mismatch. In addition, although systems
such as Wi-Fi [20] and LoRa [21] can achieve channel compensation using protocol-specific
frame structure features, their methodologies are limited by the heterogeneity of wireless
communication standards. These methods cannot be directly migrated to the C-V2X system
architecture. Other methods attempt to leverage channel reciprocity. for instance, the
Quotient of the Estimated Channel State Information method [22] reduces channel effects
by utilizing reciprocal Channel State Information. However, such approaches typically
require the stacking of multiple consecutive frame samples from the same transmitter. This
requirement is difficult to fulfill in many communication protocols.

In the field of Internet of Vehicles (C-V2X), many researchers focus on the pursuit of
channel and data invariant characteristics. For example, Yin proposed a method for con-
structing differential constellation trajectory diagrams based on the transient characteristics
of physical random-access channels [23]. It extracts the RFF features during the transient
turn-on and turn-off phases using a multi-channel convolutional neural network. However,
experiments have shown a significant degradation in classification accuracy for persistent
symbol features like the demodulation reference signal (DMRS). Furthermore, as another
approach to eliminate channel effects, Chen proposed the least squares (LS) method to
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directly remove the influence of the wireless channel through channel estimation [24], but
this approach relies solely on pilot data, neglecting the characteristics of noise and the
channel. In a low signal-to-noise ratio environment, noise is significantly amplified, leading
to severe distortion in channel estimation [25].

Considering the limitations of the above-mentioned methods, we propose a feature-
extraction method that utilizes LMMSE estimation and an attention-based deep learning
model. A consolidated overview of the discussed methods and their trade-offs is presented
for reference in Table 1.

Table 1. Comparison of different channel-mitigation strategies in RFF identification.

(Method/Approach) Advantages Limitations

Transient Features [11,23] No data demodulation
required.

Significant performance
degradation on
persistent symbols.

CFO Features [12,13] Simple concept, channel
estimation-free.

Insufficient stability and
inter-class separability.

Adversarial Training [15]
/Disentanglement [16]

Data-driven, automatic
decoupling.

Risk of “over-purifying”
and losing RFF details.

Data Augmentation [17,18] Enhances model’s
tolerance to variations.

Increases model
training overhead.

Noise Injection [19]
Leverages physical
principles, no
preamble needed.

Mismatches with the
physical model of the
actual channel.

Protocol-Specific
Compensation [20,21]

Performs well within its
native system.

Relies on specific
frame structures.

Channel Reciprocity [22] Enhances model’s
tolerance to variations.

Requires stacking of
multiple consecutive
frames from the
same transmitter.

LS Channel Estimation [24] Simple to implement,
direct channel removal.

Performance degrades
under low SNR.

3. System Overview
The system utilizes the PSBCH as the source for RFF extraction and is designed to

perform device classification by leveraging the interplay between protocol-level structures
and hardware-level features. This section primarily introduces the structure of the PSBCH
format and the system framework.

3.1. PSBCH

In sidelink mode, the transmission technology for C-V2X is predominantly Single-
Carrier Frequency Division Multiple Access (SC-FDMA). It supports six bandwidths: 1.4, 3,
5, 10, 15 and 20 MHz, corresponding to 1920, 3840, 7680, 11,520, 15,360 and 30,720 sample
points, respectively. In this work, the maximum bandwidth mode is selected. In C-V2X
communication scenarios, the peak relative velocity between terminals can reach up to
500 km/h, and the system operates in the 5.9 GHz frequency band. The combination of
this high mobility and the high-frequency carrier results in a significant Doppler shift,
which severely degrades both the accuracy of channel estimation and the stability of
symbol synchronization. To mitigate these effects, the C-V2X protocol implements channel-
adaptive optimizations within the PSBCH frame structure [26,27]. These optimizations
include: (1) Pilot Enhancement: Three DMRS are inserted within each subframe at the
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5th, 7th and 10th symbol positions to enhance time-varying channel tracking capabilities.
(2) Guard Period (GP) Configuration: The 14th symbol is utilized as a redundant buffer
against multipath delay spread to suppress Inter-Symbol Interference.

As shown in Figure 1 [26], a standard subframe is composed of two time slots, and the
symbol allocation is as follows: the primary sidelink synchronization signal (PSSS) and sec-
ondary sidelink synchronization signal (SSSS) are configured at the 2nd–3rd and 12th–13th
symbol positions, respectively, to achieve rapid time and frequency synchronization. The
DMRS cluster, located at the 5th, 7th and 10th symbols, provides high-resolution channel
state information. A GP is deployed at the 14th symbol to mitigate the effects of multipath
delay spread. The remaining symbols are allocated for the PSBCH payload.
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Figure 1. Physical sidelink broadcast channel subframe signal structure.

3.2. System Framework

The RFF investigated in this study is composed of various non-ideal characteristics
of the transmitter’s hardware circuitry. These include the I/Q DC offset of the Digital-to-
Analog Converter, frequency response deviations of filters and the non-linear distortion
of the Power Amplifier. Collectively, these characteristics form a unique radio frequency
fingerprint for each device.

During signal transmission, a V2X terminal (such as an on-board unit, or a roadside
unit) sends data to other devices over the wireless channel, with its inherent RFF features
embedded within the transmitted signal. The system framework of the method proposed in
this paper is illustrated in Figure 2. At the receiver, the signal first undergoes a preprocess-
ing procedure, which includes signal acquisition and high-precision time synchronization.
Based on the synchronization signals, a specifically designed algorithm is employed to
extract the RFF features, while advanced signal processing techniques are used to effectively
suppress interference from wireless channel fading and additive noise. Furthermore, this
paper proposes a modified ShuffleNet V2-based neural network to per-form high-precision
device classification.

Data 
gathering

Time 
synchronization, 

etc.

Valid symbol 
acquisition

LMMSE channel 
estimation

Neural 
network

Classifica
tion

...

Device 12

Device 1

Device 1

Data preprocessing Fingerprint extraction

Figure 2. Schematic diagram of RFF system.
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4. Data Preprocessing
The signal preprocessing stage primarily includes signal detection, timing synchro-

nization and CFO compensation.

4.1. Signal Detection

In the signal detection process, this paper employs a method based on block energy
difference and thresholding to locate the signal’s starting point and subsequently utilizes a
dynamic cropping strategy to determine the effective signal segment. The received signal
y(n), where n = 1, 2, . . . , N corresponds to the length of the baseband signal, is partitioned
into non-overlapping data segments of length W. The energy e(k) is then computed for
each block:

e(k) =
w

∑
i=1

|y((k − 1)W + i)|2 = ykyH
k (1)

In equation, yk represents the k-th data block and i is the sample index. The onset of a
signal typically manifests as a sharp increase in energy relative to the preceding noise floor.
Therefore, we detect this jump by calculating the energy ratio between adjacent blocks. A
signal energy jump is considered to have occurred at the beginning of the k-th block when
the following condition is met:

e(k)
e(k − 1)

> T (2)

where T is an empirically derived energy ratio threshold and T = 4 in this work. When the
energy ratio between adjacent blocks exceeds a threshold, the starting point of the signal is
identified as being in the vicinity of n0 = (k − 1)W + 1. This process thereby achieves the
localization and detection of the target signal segment N.

4.2. Frame Synchronization

For the PSBCH signal, the Fast Fourier Transform (FFT) size is set to NFFT , with Cyclic
Prefix (CP) lengths defined by the vector Ng. In this configuration, the CP length for the 1st
and 8th symbols is 160 samples, while for the remaining symbols, it is 144 samples, which
conforms to the normal CP configuration for the sidelink. Coarse synchronization leverages
the strong periodic properties of the PSSS symbol. A locally generated, standardized PSSS
sequence Spsss, is cross-correlated with the received signal using an amplitude-normalized
operation to yield the correlation function R(i):

R(i) = cor(
|y(i : i + L − 1)|

max(|y(i : i + L − 1)|) ,

∣∣Spsss
∣∣

max(
∣∣Spsss

∣∣) ) (3)

where L = NFFT + Ng is the correlation window length. Subsequently, the two highest
peaks of the correlation curve p1 and p2 are then located. A valid detection occurs if the
interval between these peaks matches the known separation of the two PSSS symbols
within a subframe. Next, fine synchronization based on the CP is performed to further
refine the synchronization accuracy. A local search range is defined around the coarse
synchronization point. The final synchronization point is determined by finding the offset
Γ that maximizes the accumulated CP cross-correlation metric:

Γ =
M

∑
m=1

∣∣cor(y(im : im + Ng(m)− 1),
y(im + NFFT : im + NFFT + Ng(m)− 1))

∣∣ (4)

where m is the OFDM symbol index and M is the total number of symbols over which the
correlation is accumulated.
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4.3. CFO Compensation

The CFO compensation process is divided into two stages: coarse compensation and
fine compensation. First, coarse compensation is performed based on the synchronization
symbols. Leveraging the repetitive nature of the two consecutive PSSS, which are identical,
and likewise for the SSSS, the frequency offset is estimated using an autocorrelation method
on the received signal [28]. This avoids the need to regenerate a reference sequence. The
coarse frequency offset estimate ∆ fsss, is obtained by calculating the phase difference from
the conjugate cross-correlation of the relevant signal segments:

∆ fsss =
fs

2πNsss
arg{

NFFT−1

∑
n=0

[r2(n)r∗3(n)] +
NFFT−1

∑
n=0

[r12(n)r∗13(n)]} (5)

where Nsss = NFFT + NCP = 2192, which is the time interval (in samples) between the two
repeated synchronization symbols, and r2, r3 and r12, r13 denote the correlation segments
for the PSSS and SSSS, respectively. According to the principle of the autocorrelation
frequency offset estimation algorithm [29], its unambiguous range is ±1/(2 · Tdelay), where
Tdelay = Nsss/ fs. At a sampling rate of fs = 30.72 MHz, the theoretical successful capture
range of the algorithm is approximately ±7 KHz. Subsequently, fine compensation is
performed based on the CP. By iterating over 13 symbols, the CP segment and the corre-
sponding segment from the end of the symbol’s data portion are extracted. The phase
difference is then calculated and averaged to obtain a high-precision frequency offset ∆ fcp:

∆ fcp =
fs

2πN
arg{

M

∑
m=1

Ng(m)

∑
i=1

[r(i + Nstart(l))r∗(i + Nstart(l) + N)]} (6)

where N is the FFT size, Nstart is the FFT starting position and fs is the sampling rate.
Finally, assuming the signal after timing synchronization is x(n), the compensated signal
r(n) is obtained through phase rotation:

r(n) = x(n) · e−j2πn∆ fn/ fs (7)

The total frequency offset estimate ∆ fn is the sum of the course and fine estimates, i.e.,
∆ fn = ∆ fsss + ∆ fcp.

4.4. Resource Grid Demodulation

Resource grid demodulation is a critical step for extracting the frequency-domain
resource grid from the synchronized time-domain signal. Its performance influences
subsequent channel estimation. For each symbol, the demodulation process is based on
an FFT window starting time of Ng(m) · 0.55, where the 0.55 factor ensures, the starting
point is positioned in the middle of the Cyclic Prefix to minimize Inter-Symbol Interference.
During demodulation, a time-domain sample segment of length NFFT is first extracted. This
segment is then multiplied by a factor HF for half-subcarrier frequency offset compensation.
Subsequently, an FFT is performed on the compensated time-domain signal to convert it
to the frequency domain. To correct for the phase distortion introduced by the Fstart, the
transformed frequency-domain signal is further multiplied by a phase compensation factor
PC. Finally, the zero-frequency component is shifted to the center. The factors HF and PC
are defined as:

HF(i) = e(−j· π·i
NFFT

)

PC(idx) = e(j·2π· Ng(m)−Nstart
NFFT

·idx)
(8)
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where idx is an index vector ranging from 0 to 2047. This method leverages the structural
properties of the Cyclic Prefix and eliminates the effects of time-domain offsets and subcar-
rier misalignment through phase and half-subcarrier compensation, thereby yielding the
frequency-domain resource grid.

5. Fingerprint Extraction and Classification
In the task of device identification, a critical challenge is how to effectively mitigate

the influence of the channel while completely preserving the integrity of the RFF features.
To this end, this section employs the LMMSE algorithm to perform channel compensation
and extract the RFF features. Subsequently, these features are utilized to train a neural
network to accomplish the final device-identification task.

5.1. Channel Estimation and Equalization

The channel-estimation process is conducted in three independent stages, targeting
the PSSS, the SSSS and the DMRS, respectively. After preprocessing and CP removal, the
received time-domain SC-FDMA symbols of the PSBCH are transformed into the frequency
domain. By loading the predefined resource mapping, the LS estimation method pro-
vides an initial, coarse channel response by calculating the ratio of the received signal to
the known reference sequences. Although the LS method is computationally simple, its
accuracy is highly susceptible to noise and multipath effects, thus necessitating further
optimization. In C-V2X systems, the Root Mean Square (RMS) delay spread is a critical
parameter for channel estimation. It is particularly crucial for LMMSE-based channel
estimation, where it is used to construct the channel autocorrelation matrix to enhance
estimation accuracy. The RMS delay spread reflects the temporal dispersion of multi-
path components in the channel and directly influences its frequency-selective fading
characteristics. The procedure for its estimation is detailed below.

First, the channel power σ2
h is estimated to characterize the signal energy according to

the formula:

σ2
h = max( 1

n·NC

n·NC
∑

i=1
|HLS(i)|2 − σ2

n , 0)

NC =

{
62, C = 2, 3, 12, 13
72, C = 5, 7, 10

(9)

where, Nc is the number of subcarriers occupied by the reference signal. The term HLS(i)
represents the squared Frobenius norm of the LS channel estimates. For the PSSS, which
occupies two symbols, this corresponds to a total of 124 subcarriers. σ2

n is the input
noise power estimate, which is calculated by averaging the energy over a known noise
segment. The subtraction of the noise power can sometimes result in a negative value due
to estimation errors. Therefore, a non-negative constraint is applied to ensure the stability
of the final channel power estimate. The LS estimation results HLS are then averaged
across the symbol dimension. Averaging the LS estimates over multiple symbols serves to
suppress out noise and enhance the reliability of the channel response. Subsequently, a zero-
padded inverse fast fourier transform (IFFT) is applied to the average frequency-domain
channel response to convert it into the time-domain channel impulse response (CIR), which
contains the amplitude and delay information of the multipath components. The zero-
frequency position of CIR is adjusted to ensure delay alignment, and the Power Delay
Profile (PDP) is calculated to provide the energy distribution of the multipath components:

PDP = |CIR|2 (10)
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The PDP represents the energy distribution of the multipath components. The zero-
padding applied during the IFFT stage increases the resolution of the PDP, allowing for
a more detailed analysis of the multipath structure. To mitigate interference from weak
paths, a dynamic threshold ts is set based on the estimated signal-to-noise ratio SNRe to
focus on the dominant paths:

ts = max(PDP) · 10−max(5,SNRe)/10 (11)

The threshold is obtained by converting the dB value to a linear scale and multiplying
it by the maximum value of the PDP. The max(5, SNRe) ensures a minimum attenuation,
preventing the threshold from becoming excessively high in low-SNR conditions. Subse-
quently, the Power Delay Profile is normalized to transform it into a probability distribution,
which facilitates the statistical analysis of delay characteristics. Assuming a delay vector τ,
it is defined as:

τ(i) = i · Ts (i = 0, 1, . . . , NC − 1) (12)

where Ts = 1/(Nc · ∆ f ) is the time-domain sampling period and ∆ f = 15 kHz is the
subcarrier spacing. The RMS delay spread τrms is defined as the root mean square deviation
of the delay and is calculated using the following formula:

µτ =
NC−1

∑
i=0

PDP(i)·τ(i)

τrms =

√
NC−1

∑
i=0

PDP(i) · (τ(i)− µτ)
2

(13)

where µτ is the mean delay, which is the expected value of the delay based on the Power
Delay Profile.

The construction of the channel autocorrelation matrix RHH is based on the Root Mean
Square delay spread and is finally defined as:

RHH(p, q) = σ2
h · 1

1 + j2π(p − q)∆ f τrms
(p, q = 1, 2, . . . , NC) (14)

Here, (p − q)∆ f represents the frequency difference between pairs of subcarriers.
Multiplying it by 2πτrms yields the phase offset associated with the delay spread. This
formulation models the channel’s frequency correlation, simulating induced by multipath
channels. To eliminate numerical errors introduced during computation, the matrix RHH

is adjusted to enforce Hermitian symmetry by averaging the original matrix with its
conjugate transpose. This procedure ensures the matrix remains positive semi-definite.
Given that the channel-estimation process in the IoV environment is highly susceptible to
noise and multipath effects—particularly under low SNR or complex channel conditions
where estimation accuracy can degrade significantly—an a priori SNR SNRp, derived
from the correlation matrix RHH , is introduced to optimize the LMMSE estimation. By
integrating channel correlation and delay information, SNRp reflects more accurate channel
statistical properties:

SNRp =
trace(RHH)/Nc

σ2
n

(15)

A dynamic regularization term λ is then generated based on SNR_prior. When SNRp

is high, the influence of regularization is reduced to preserve channel details. Conversely,
when SNRp is low, the regularization strength is increased to enhance matrix stability.
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The frequency-domain channel estimate for the i-th symbol is then calculated using the
following equation:

W = RHH · (RHH + σ2
n · I(NC))

−1

HLM = W · HLS
(16)

W is the LMMSE weighting matrix, which utilizes channel correlation to correct for noise
and systematic errors in the LS estimate, thereby enhancing estimation accuracy. In mul-
tipath channels, the Channel Impulse Response (CIR) is typically concentrated on a few
samples in the time domain, a characteristic related to the RMS delay spread. In C-V2X,
typical values for this spread range from 0.1 to 5 microseconds, reflecting the transient
nature of multipath components in urban or highway environments. In contrast, noise
and radio frequency interference are more broadly distributed across the time domain and
do not exhibit the concentrated nature of the CIR. Consequently, the obtained frequency-
domain channel estimate HLM can be further refined. By transforming it into the time
domain via an Inverse Discrete Fourier Transform and applying a windowing operation,
the widespread noise components can be effectively removed. This process yields a more
accurate channel estimate because the noise components are suppressed while the principal
multipath components of the channel are preserved. Finally, the windowed time-domain
estimate is transformed back into the frequency domain using a Discrete Fourier Transform
to obtain the final frequency-domain estimate. In low- to medium-speed vehicular scenar-
ios, the channel transformation experienced by adjacent symbols is minimal. Therefore, the
frequency-domain estimates of adjacent symbols can be considered approximately identi-
cal. By averaging these estimates, the redundancy of the reference signals is leveraged to
smooth out noise and interference, yielding the final frequency-domain channel estimate.

The initial RFF is then extracted by removing the channel information through equal-
ization. Let the received signal for the C-th frequency-domain SC-FDMA symbol, after
preprocessing, CP removal and DFT, be denoted as YC(k). The specific channel-equalization
operation is as follows:

R(i) =
Y(i)

HLM(i)
(17)

Furthermore, the initial RFFs corresponding to the same data sequence can be further
averaged and subsequently used for identification in the proposed network. Figure 3 shows
the comparison of subframes before and after channel processing.

5.2. Improved ShuffleNet V2 Network

In C-V2X systems, RFF identification technology provides a critical safeguard for
secure vehicular communications by leveraging physical layer characteristics for device
authentication. The performance of RFF identification is highly dependent on the quality
of feature extraction and the effectiveness of the classification model. ShuffleNet V2 [30]
inherits the lightweight design philosophy of its predecessor, ShuffleNet V1 [31] and con-
structs a novel network architecture based on four principles for efficient network design.
These principles include: (1) maintaining an equal number of input and output channels
in convolutional layers to optimize computational speed; (2) balancing the use of group
convolutions, which increase memory access overhead and reduce efficiency; (3) simpli-
fying network branching, as an increased number of branches can degrade performance;
and (4) reducing element-wise operations, which are computationally expensive. These
design principles ensure that ShuffleNet V2 achieves high computational efficiency within
a lightweight framework, making it suitable for resource-constrained scenarios such as
on-board vehicular units and embedded systems. However, the original ShuffleNet V2
was designed for two-dimensional image classification. When directly applied to the
RFF identification task in C-V2X systems, which involves processing one-dimensional
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frequency-domain signals, it exhibits limitations such as an insufficient capacity for captur-
ing frequency-domain features and a lack of task-specific optimization. To address these
issues, this section proposes a series of targeted improvements, including adjustments to
the channel and layer structures and the integration of an attention mechanism.

Figure 3. (a) RFF processed without channel in a static scene. (b) RFF after channel processing in a
static scene. (c) RFF processed without channel in a mobile scene. (d) RFF after channel processing
in a mobile scene. (e) RFF processed without channel in a low SNR scene. (f) RFF after channel
processing in a low SNR scene.

5.2.1. Network Architecture Design

The Inverted Residual module is the core component of ShuffleNet V2, used to con-
struct the various stages of the network. This module employs an inverted bottleneck
structure: it first increases the number of channels in an expansion phase using a pointwise
convolution, then utilizes a depthwise separable convolution to extract frequency-specific
features from the one-dimensional (1D) frequency-domain data and finally reduces compu-
tational complexity through another pointwise convolution in a linear bottleneck layer.

As illustrated in Figure 4, for the case where stride = 1, a channel split operation is used
to reduce computational load while an identity mapping is retained to support the residual
connection. For the case where stride = 2, two separate branches are employed to process
the feature dimensions and increase the number of channels. Considering that the extracted
RFF signal is 1D frequency-domain data, the network’s computational units have been
adapted to a 1D configuration to facilitate feature extraction along the frequency axis. This
allows the model to directly learn and model the correlations between frequency points.
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Figure 4. (a) Basic module. (b) Downsampling module.

Regarding the adjustments to the channel and layer structure, as shown in Figure 5,
the number of blocks in Stage 2 was set to 4 with 116 output channels, and the number of
blocks in Stage 3 was set to 8 with 232 output channels. This modified network structure
enhances the ability to extract deep patterns from frequency-domain signals, making it
particularly suitable for capturing the subtle spectral differences between devices. The
channel adjustments increase feature diversity, enabling the network to represent a wider
range of potential frequency-domain features. Stage 4 was maintained with 1024 channels
to strike a balance between representational power and computational cost.
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Figure 5. Improve the overall architecture of the ShuffleNet V2.

The channel shuffle operation from ShuffleNet V2 is retained to facilitate efficient
feature fusion and mitigate the information isolation caused by group convolutions. Let B
be the batch size, G the number of groups, C the number of channels and L the signal length.
When shuffling along the channel dimension, the specific dimensional transformation
process is as follows:

x = Reshape(x, [B, G, C
G , L]) →

Transpose(x, [1, 2]) → Flatten(x, [B, C, L])
(18)
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5.2.2. Attention Mechanism

To enhance the network’s ability to focus on the frequency-domain features that
are crucial for RFF identification, we integrate a convolutional block attention module
(CBAM) [32] after the final convolutional layer. CBAM combines channel attention (CA)
and spatial attention (SA) to adaptively adjust feature weights, thereby highlighting key
spectral characteristics. Its implementation is detailed below.

The CA module, as illustrated in Figure 6, extracts channel-wise features through
both global average pooling and global max pooling. These features are then processed
by fully connected layers to generate channel weights. The operation is expressed by the
following formula:

CA(X) = σ(W2 · ReLu(W1 · (GAP(X) + GMP(X)))) (19)

where X is the input feature, GAP and GMP represent global average pooling and global
max pooling, respectively. The features are processed through two fully connected layers
for dimensionality reduction and subsequent restoration: a dimensionality-reduction layer
W1 reduces computational complexity, and a dimensionality-restoration layer W2 restores
the channel dimension. σ denotes the sigmoid activation function.

Avgpool

Maxpool

Channel
 Attention

Input features
Shared MLP

Figure 6. Channel attention module.

The SA module, as illustrated in Figure 7, models the one-dimensional spatial structure
of the feature maps to focus on critical regions while suppressing noise and redundant
information. Operating on the feature maps that have been weighted by the channel
attention module, spatial features are generated by applying average pooling and max
pooling along the channel dimension. A one-dimensional convolution is then utilized to
generate the spatial weights, as expressed by the following formula:

SA(X) = σ(Conv1D(Concat(Mean(X, 1), Max(X, 1))))
Xout = X · CA(X) · SA(X)

(20)

The input X is sequentially weighted by CA and SA to produce the final output Xout.
Through this joint optimization across both channel and spatial dimensions, the CBAM
module enables the network to dynamically focus on the critical spectral features within
the RFF signal.

[Maxpool，Avgpool]
Spatial 

Attention

Channel-refined feature

Figure 7. Spatial attention module.
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6. Results and Discussion
6.1. Experimental Environment

The experiment utilized twelve identical C-V2X modules for PSBCH subframe trans-
mission across a 20 MHz bandwidth. Signal reception was handled by a Universal Software
Radio Peripheral (USRP) B205mini-i (Ettus Research, Austin, TX, USA), configured with
a 5.9 GHz carrier frequency and a 30.72 Msps sampling rate. Our data collection encom-
passed a diverse range of environments. a direct-connection setup, stationary Line-of-Sight
(LOS) and Non-Line-of-Sight (NLOS) scenarios, and three mobile scenarios. These mo-
bile scenarios included MOV1 (LOS), MOV2 (NLOS) and MOV3 (a blend of LOS and
NLOS conditions). Throughout the collection process, transmitted PSBCH subframes were
randomized. We captured approximately 1000 subframes from each device in every sce-
nario. Following preprocessing and fingerprint extraction, the final fingerprint features
used for classification are complex vectors, with their dimensionality corresponding to
the number of effective subcarriers occupied by the PSBCH, these captured subframes
formed the training and testing datasets. All models were implemented in Python 3.12 and
trained for approximately 100 epochs. The model demonstrating the best performance was
subsequently selected for the final testing phase.

6.2. Evaluation Criteria

Overall Accuracy, the primary evaluation metric, measures the proportion of correctly
classified device fingerprint samples. In addition, the macro-F1 score, which is the harmonic
mean of precision and recall, is employed to assess the balanced performance of the model
across all classes.

Accuracy =

N
∑

i=1
TPi

N
∑

i=1
(TPi + FNi)

Macro − Recall =
1
N

N
∑

i=1
Recalli =

1
N

N
∑

i=1

TPi
TPi + FNi

Macro − Precision =
1
N

N
∑

i=1
Precisioni =

1
N

N
∑

i=1

TPi
TPi + FPi

Macro − F1 =
1
N

N
∑

i=1
2 · Precisioni · Recalli

Precisioni + Recall

(21)

In the equations above, TPi represents the number of true positives for a specific class i,
that is, samples that actually belong to class i and are correctly classified as such by the
model. FPi is the number of false positives, representing samples that do not belong to
class i but are incorrectly classified as i. FNi is the number of false negatives, denoting
samples that belong to class i but are incorrectly classified as another class. Finally, TNi

represents the total number of true negatives, which are samples that do not belong to class
i and are correctly predicted by the model as not belonging to class i.

6.3. Experimental Results and Discussion
6.3.1. Classification Under Different SNR

This section analyzes the accuracy of two channel-estimation methods under varying
SNR conditions. As shown in Figure 8, which illustrates the trend in identification accuracy
over an SNR range from 0 dB to 30 dB, the accuracy of both methods exhibits an upward
trend as the SNR increases. In the low-SNR region (0–10 dB), the accuracy of the LS method
is comparatively low, starting from a lower initial value and increasing slowly, which reflects
its limited capability for noise suppression. In contrast, the LMMSE method effectively
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suppresses noise interference at low SNRs by leveraging information about the channel’s
autocorrelation and noise variance. At SNRs below 5 dB, its accuracy remains above 90%,
and its performance increases more steadily, demonstrating its superior robustness under
low-SNR conditions. At high SNRs (above 20 dB), both methods achieve near-perfect
accuracy. Nevertheless, the LMMSE method consistently maintains a slight performance
advantage, confirming its robustness even in favorable channel conditions.

Figure 8. Accuracy at different signal-to-noise ratios.

6.3.2. Classification in Different Scenarios

As shown in Table 2, which presents the cross-authentication results of the fingerprints
extracted after the proposed LMMSE channel estimation on a multi-scenario test set, high
classification accuracy was achieved, with a maximum of 100% and a minimum of 95.64%.
The experimental results indicate that the composition of the training set has a significant
impact on the classification performance on the test sets. Taking the Direct-connection
(DC) scenario as an example, when the training set consisted solely of DC data, the cross-
authentication accuracies on the LOS, NLOS and mobile scenarios (MOV1, MOV2, MOV3)
were 99.75%, 98.82%, 99.01%, 98.09% and 99.59%, respectively. However, when the training
set was expanded to a combination of direct-connection and NLOS data, the accuracy on
the MOV1 scenario reached 99.89%, while the accuracy on the direct-connection scenario
decreased to 95.64%. This is attributed to the fact that the multipath effects in the NLOS
scenario enhance the distinctiveness of the fingerprints, whereas the channel uniformity in
the direct-connection scenario reduces feature diversity after equalization. Furthermore,
because the collection locations in the stationary scenarios are identical, the resulting
consistent channel conditions can lead to fingerprints that are less distinctive after channel
equalization. Consequently, the superior results of mobile scenes in some cross-scenario
tests can be attributed to their greater channel variation compared to the more uniform
conditions of stationary scenes. Overall, however, the combination of different training sets
has a marked impact on classification performance.

6.3.3. Comparison of Different Models

To evaluate the generalizability of the proposed method to other deep learning architec-
tures, a comparative analysis was conducted against several models, including DenseNet,
MobileNet, EfficientNet, MobileViT, ConvNeXt and the original ShuffleNet V2. Table 3
summarizes the performance of each model in the mobile scenario. The proposed model
achieved an overall accuracy of 99.01% and demonstrated superior performance in terms
of macro-precision and macro-F1 score, outperforming the other models. The improved
channel estimation provides the model with more precise device fingerprint features, while
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the integration of the computationally efficient CBAM attention mechanism enhances the
model’s ability to focus on discriminative features, particularly in the environment of
the mobile scenario. In contrast, although DenseNet and MobileNet offer advantages in
computational efficiency, their lower precision and F1 scores indicate limitations in pro-
cessing the multi-scenario fingerprint dataset. It is noteworthy that most existing models
rely on offline training. However, discrepancies between offline and live data, which can
arise from factors such as device aging, often lead to performance degradation in practical
applications. The lightweight nature of our proposed model makes on-site training and
fine-tuning a feasible solution to this challenge.

Table 2. Classification under different scenarios.

Training Set
ACC/F1 (%)

LOS NLOS MOV1 MOV2 MOV3

DC 99.75/99.73 98.82/98.56 99.01/98.05 98.09/98.51 99.59/99.59
DC + LOS 100/100 99.96/99.94 99.28/98.23 99.41/99.51 100/100

DC + NLOS 95.64/95.06 100/100 99.89/99.92 96.51/97.35 99.67/99.67
DC + MOV1 100/100 99.32/99.33 100/100 97.72/98.6 99.87/99.87
DC + MOV2 99.96/99.97 99.82/99.8 98.73/97.19 100/100 99.96/99.96
DC + MOV3 100/100 99.58/99.67 99.6/99.57 99.54/99.63 100/100

LOS 100/100 99.28/98.74 98.07/98.19 95.68/95.71 99.87/99.85
LOS + NLOS 99.99/99.99 99.99/99.97 99.98/99.98 98.27/98.12 100/100
LOS + MOV1 100/100 98.99/99.16 100/100 98.89/98.92 99.93/99.91
LOS + MOV2 100/100 99.28/99.4 99.92/99.92 100/100 100/100
LOS + MOV3 100/100 98.27/98.68 99.24/99.48 95.74/95.22 100/100

Table 3. Comparison of different models.

Model Overall Accuracy (%) Macro Precision (%) Macro F1 (%)

DenseNet 95.19 93.15 93.92
MobileNet 92.7 88.93 88.12

EfficientNet 96.63 97.02 96.24
MobileVit 86.47 85.08 84.22
ConvNeXt 96.72 94 95.43

ShuffleNet V2 96.74 95.02 95.19
Ours 99.01 97.44 98.05

6.3.4. Model-Authentication Performance Evaluation

To evaluate our model, we designed an experiment for device authentication in an
open environment. This experiment tests the model’s generalization and robustness on
new, untrained devices.

(1) Experimental Setup

We used data from nine devices (CX1 to CX9) to train our network model. This process
aims to help the model learn a compact and representative feature space. In this space,
signal features from the same device are clustered together. The test set includes entirely
new data from all twelve devices (CX1 to CX12). These data were not seen during the
training phase. Among them, three devices (CX10, CX11, CX12) are unknown devices.
To evaluate authentication performance, we constructed sample pairs from the test set.
These pairs were divided into two categories. The first is genuine pairs, where both signal
samples in a pair come from the same known, legitimate device. The second is imposter
pairs. These include two scenarios: pairs from two different known devices, and pairs
with one known and one unknown device. The second scenario simulates an unknown
device attack.
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(2) Authentication Method

Our authentication process is based on metric learning in the feature space. For
each signal sample, the trained model first maps it to an N-dimensional feature vector.
Subsequently, for a sample pair (v1, v2) to be verified, we measure their similarity by
calculating the Euclidean distance, d, between their feature vectors:

di = D(v1, v2) =

√√√√ N

∑
j=1

(v1,j − v2,j)
2 (22)

where N = 128 is the dimension of the feature vector. The calculated distance d is then
compared with an adjustable decision threshold τ. If d ≤ τ, the system determines the
device is legitimate. If d > τ, the system determines the device is unknown.

(3) Performance Metrics

By varying the decision threshold τ across all sample pairs in the test set, we calculate
two key performance metrics. One is the False Acceptance Rate (FAR). It is the probability
of the system incorrectly identifying an imposter pair as genuine.

FAR(τ) = P(d ≤ τ|Imporster) (23)

The other is the False Rejection Rate (FRR). This is the probability of the system incorrectly
identifying a genuine pair as an imposter.

FRR(τ) = P(d > τ|Genuine) (24)

(4) Evaluation Criteria

By continuously varying the decision threshold τ across the entire test set, we calcu-
lated the corresponding FAR and FRR. We then plotted the Equal Error Rate (EER) curve,
as shown in Figure 9. The FAR and FRR curves have an intersection point. The error rate at
this point is the EER. EER is a core metric for the system’s overall performance, representing
the error rate when FAR equals FRR. Our experimental results show that the model’s EER
is 5.4%. Even when faced with new devices completely unseen during training, our model
maintained a low error rate. This demonstrates the feasibility and effectiveness of our
method in open-set authentication scenarios.

Figure 9. Authentication performance (EER curve).



Mathematics 2025, 13, 3124 18 of 19

7. Conclusions
This paper has proposed and validated a RFF identification framework based on

channel estimation for C-V2X environments. During the fingerprint-extraction phase, the
framework leverages the channel’s second-order statistics via the LMMSE estimator to
mitigate noise and multipath effects. For the fingerprint-classification stage, this paper
constructs a lightweight ShuffleNet V2 network, structurally optimized for fingerprint
features, and incorporates an attention mechanism. Experimental results demonstrate that
the framework achieves high classification accuracy in both stationary and mobile scenarios
under low SNR conditions. Furthermore, tests conducted on various deep learning models
have confirmed the generalizability and extensibility of the fingerprint-extraction method
proposed herein. The robustness and lightweight characteristics of the proposed framework
highlight its potential for on-site training and deployment in real-world IoV environments,
offering an effective technical solution to the security-authentication challenges in IoV. It
should be emphasized that the term lightweight in this paper refers specifically to our
model itself, and not the entire RFF identification system.
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