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Abstract

The security of video data requires cryptographic techniques that are resilient to both
classical and quantum threats. This study presents an encryption framework based on
association schemes and algebraic combinatorial tools that enable systematic and secure
data transformations. In the classical setting, video encryption is achieved through random
matrix transformations applied to the relations of an association scheme, producing secure
and imperceptible ciphertext. Experimental evaluations, including statistical and error
analyses, confirm the robustness and efficiency of the proposed method. We extend the
framework to quantum cryptography by exploring unitary encryption operators derived
from the Bose-Mesner algebra of association schemes. These operators are used to encrypt
quantum-encoded multimedia data. The results demonstrate the potential of association
schemes to support secure multimedia encryption in both classical and quantum domains.

Keywords: cryptography; video encryption; quantum cipher; association scheme

MSC: 05E30; 94A60; 81P9%4; 94A08

1. Introduction

In today’s rapidly evolving digital landscape, the widespread adoption of video
across domains such as pay television, video surveillance, video-on-demand (VOD), and
conferencing platforms highlights the pressing need for robust security mechanisms. The
open nature of transmission channels poses significant threats to the confidentiality and
integrity of video data [1,2]. Additionally, new environments such as multi-UAV systems
further necessitate secure, scalable encryption schemes [3].

The literature has explored several techniques aimed at securing two-dimensional
data through various transformations, including optical, chaotic, and scrambling-
based approaches [4-9]. Traditionally, video security can be achieved through three
main techniques: video encryption (cryptography), video watermarking, and video
steganography [10-17]. Cryptography stands out due to its ability to offer high confi-
dentiality through mathematically driven key-based transformations. Within this space,
algebraic combinatorics, specifically association schemes, offer a powerful foundation
for constructing structured and efficient encryption algorithms. Multiple recent schemes
have been developed for the secure transmission of video data, focusing on improving
encryption speed, compression compatibility, and cryptographic strength [18].
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Recent research into multimedia security has explored increasingly sophisticated
techniques for robust content protection. Zhang et al. [19] proposed a frequency-domain,
attention-guided, adaptive, robust, watermarking model that enhances resistance to di-
verse attacks while maintaining visual quality. In another direction, a visually meaningful
triple-image encryption algorithm based on 2D compressive sensing and multi-region
embedding [20] demonstrated how high-capacity multi-image encryption can be com-
bined with visually meaningful outputs. These emerging approaches align with the
present study’s aim of leveraging algebraic structures, particularly association schemes,
for the development of classical and quantum cryptographic models tailored to secure
multimedia transmission.

Association schemes, originally formalized by Bose and Shimamoto [21], are algebraic
structures that describe relationships within a finite set through a partition of its Cartesian
square. These schemes are widely used in coding theory, group theory, and design theory
due to their strong combinatorial regularity and algebraic symmetry [22,23]. In particular,
symmetric and commutative association schemes exhibit desirable properties that make
them suitable for secure transformations. A complete exposition of definitions, algebraic
properties, and examples of association schemes can be found in [22,23].

Sabharwal et al. recently introduced non-symmetric commutative association schemes
for product groups such as Zy, X Zy, X - - - X Zy, and demonstrated their utility in securing
image and text data via algebraic ciphers [24,25]. These schemes provide algebraic flexibility
and cryptographic strength for multidimensional data structures.

Motivated by the versatility and strong algebraic foundation of association schemes,
this work develops a dual cryptographic model operating in both classical and quantum
settings. In the classical framework, we apply a Random Matrix Transformation on Associa-
tion Schemes (RMTAS), where structured random matrices act on scheme relations over Z/,
to realize systematic, key-driven pixel transformations for video encryption. In the quan-
tum framework, we exploit the Bose-Mesner algebra of a symmetric association scheme to
construct unitary encryption operators that act on quantum-encoded multimedia states.
This approach is inspired by recent work by Chan and Martin [26], who demonstrated
how association schemes can be applied in quantum information theory, particularly in
problems such as the quantum isomorphism of graphs. By formulating both models within
a unified algebraic framework, the study highlights the scalability of association schemes
across computational paradigms and their potential as a mathematical bridge between
current and quantum-secure cryptographic systems.

In this study, Section 2 presents the proposed classical cryptographic framework using
association schemes and random matrix transformations. Section 3 reports the experimental
results for the classical scheme, followed by detailed error analysis in Section 4. Section 5
provides a comparative evaluation with existing techniques. Section 6 introduces the
quantum cipher construction, outlining the quantum encoding model and the unitary
operator derived from the Bose-Mesner algebra. Finally, Section 7 concludes this study
and discusses future research directions.

2. Proposed Approach for Secure Video Transmission

Cryptography is the process of protecting sensitive information and communications
through encryption and decryption. During encryption, information is converted into
ciphertext using an encryption key, making it unintelligible to unauthorized individuals. In
this study, we propose a technique for securing color video data using association schemes.

Our approach involves first encrypting the original video data using random matrix
transformation for the relations of an association scheme over Z}, resulting in an initial
encrypted video. This video is then further scrambled using the Arnold transformation,
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which enhances security by making data more resistant to statistical and structural attacks.
This layered encryption technique effectively safeguards the video content against unau-
thorized access. The decryption process follows a similar strategy, enabling the recovery of
the original video frames.

2.1. Random Matrix Transformation on Association Schemes (RMTAS)

Let (a,b, ¢, d) be the RMT parameters, k; be the relation index in the association scheme,
and n be the number of permissible symbols (including alphabetical letters, digits, and
special characters). The value of k; is preferably chosen to be between 1 and n” — 1.

The RMT uses thetransformation matrix

1 a 0
b ab+1 0
c d 1

which is applied to the relation Sy, of the association scheme over 73, as described in
Theorem 3 of [24]. Applying the RMT to Sy, involves multiplying the above matrix by
the column vector formed by the base-n digits of each trigraph. The transformation is
performed for every trigraph in the data, producing encrypted trigraphs that represent
the ciphertext.

For decryption, let 5¢ = 5;. Apply the same RMT to the relation 5; and then apply
the relation R; to each encrypted trigraph. This process reconstructs the original plaintext.

2.2. Encryption and Decryption of Colored Video Using RMTAS and Arnold Transformation

We begin by encrypting the original data, which are in the form of a colored video,
using random matrix transformation for an association scheme over Z},. Let R, G, and B
be matrices over Z,, representing the red, green, and blue pixel values of a video frame,
respectively. Now, consider a single matrix M over Z3. Each element x;; of matrix M

is a 3-tuple (x(l) xl(]?), o i(jl), xi(jz), and xi(;’) are the (i,j)th entries of R, G, and

ij ’ ij
B, respectively.

), where x

Let (a,b,¢,d, k1, ky) be the encryption keys shared with the receiver. Here, a,b, ¢ and d
are used as the RMT parameters to form the transformation matrix, which is then applied to
the relations of the association scheme over Z> (see Theorem 3 of [24]) relative to key k1. This
results in a new set of relations. By applying the selected relation to each element (x;;, y;;),
)th encrypted pixel in matrix C. Using Yij = (yl(]-l), yl(]-z), ygf)), we
)th

we compute y;;, the (i,j
determine the value of y;;, the (i,j)™ element of matrix C. Here, each element y;; of C
represents the encrypted pixel value.

In the final step, the Arnold transformationor cat map, introduced by V. Arnold [27],
is iteratively applied k; times to scramble the encrypted data. The number of iterations
(kp) acts as part of the decryption key. The procedure used to generate the final encrypted
video using this approach is outlined in Algorithm 1.

A similar procedure is followed to recover the video during decryption, as shown
in Algorithm 2. The inverse Arnold transformation is applied k; times to unscramble the
frames. Then, the decryption key ! is computed from k; using the association scheme. The
original video is retrieved by applying the inverse of the RMT to relation R;.
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Algorithm 1 The encryption of colored video using RMTAS and the Arnold transformation

Require: Original video A, encryption keys (a,b,¢,d, kq,k7)
Ensure: Encrypted video E

1: procedure ENCRYPT(A, (a,b,¢,d, kq,k2))

2 Generate RMT matrix M using keys (a,b,c,d)

3 Generate relations R of the association scheme over Z3 relative to k;
4. Initialize an empty video A’

5: for each frame f in A do

6 Apply M to the relations R on frame f to obtain f’

7
8
9

Add f' to A’
end for
: fori =1toky do

10: Apply Arnold transformation to each frame of A’ to obtain A”
11: A A"
12: end for
132 E« A
14: return E

15: end procedure

Algorithm 2 The decryption of colored video using RMTAS and the Arnold transformation

Require: Encrypted video E, encryption keys (a,b,c,d, ki, k)
Ensure: Decrypted video D

1: procedure DECRYPT(E, (a,b,c,d, k1, k2))

2 Initialize an empty video A’

3 fori =1tok, do

4 Apply inverse Arnold transformation to each frame of E to obtain E’
5: E« F

6 end for

7 A"+ E

8 Determine decryption key [ from k; using the association scheme
9: Generate RMT matrix M using keys (a,b,c,d)
10: Generate relation R; from the association scheme
11: Initialize an empty video D
12:  for each frame f in A’ do
13: Apply M to the relation R; on frame f to obtain f’

14: Add f' to D

15: end for

16: return D

17: end procedure

3. Experimental Results

This section provides a comprehensive evaluation of the proposed classical video en-
cryption method using association schemes and random matrix transformations (RMTAS).
This analysis was based on computer simulations and experimental results focused on
the secure transmission of colored video, particularly emphasizing statistical performance
metrics. The simulations were implemented in MATLAB R2021b in a Windows 11 environ-
ment and executed on a laptop equipped with a 12th Gen Intel® Core™ i7-1255U CPU @
1.70 GHz with 16 GB RAM(Intel Corporation, Santa Clara, CA, USA).

For evaluation, three distinct color videos, namely Akiyo, Coastguard, and Foreman (see
Figure 1a,d,g), were chosen. These videos underwent encryption utilizing RMTAS and the
Arnold transformation (see Figure 1b,e,h). Notably, the recovered data (see Figure 1c,f,i)
showed no noticeable distortion, confirming the reversibility of the transformations.
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This analysis included an assessment of the peak signal-to-noise ratio (PSNR), mean
square error (MSE), histogram analysis, pixel intensity correlation graphs, correlation coef-
ficient (CC), unified average changing intensity (UACI), and number of pixel change rate
(NPCR) to evaluate the cryptosystem’s robustness. The choice of these metrics reflects the
dual goals of the RMTAS and Arnold transformation scheme: achieving strongconfusion
of pixel values (reflected in high NPCR and UACI) and strongdiffusion of spatial infor-
mation (reflected in low correlation and uniform histograms). Theoretically, the algebraic
mapping of RMTAS ensures each pixel’s RGB value is transformed in a key-dependent and
non-linear way, while the Arnold transformation scrambles positions, producing statistical
uniformity and resistance to both statistical and differential attacks.

Akiyo
Original

video. Encrypted video. Decrypted video.

(b) (0)

Coastguard
Original video. Encrypted video. Decrypted video.

(d)

()

Foreman
Original video. Encrypted video. Decrypted video.

(h)

Figure 1. Original, encrypted, and decrypted videos for the test sequences: (a—c) Akiyo: (a) original,
(b) encrypted, (c) decrypted; (d—f) Coastguard: (d) original, (e) encrypted, (f) decrypted; (g—i) Fore-
man: (g) original, (h) encrypted, (i) decrypted.

3.1. Histogram Analysis

A histogram analysis was conducted to compare the original, encrypted, and de-
crypted versions of the selected videos, providing insight into the effectiveness of the
encryption scheme. Figures 2—4 demonstrate that the histograms of the encrypted videos
exhibit a significantly altered distribution of pixel intensities compared to the original.
This altered distribution is theoretically expected because RMTAS applies transformations
derived from association schemes that uniformly permute pixel values across the full range
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[0,255]. This uniform distribution prevents leakage of statistical patterns, while the Arnold
transformation disrupts spatial structure, reinforcing histogram uniformity.

After decryption, the histograms of the recovered videos closely match those of the
original, confirming lossless recovery due to the bijective nature of both RMTAS and the
Arnold transformation.

Original Encrypted Decrypted
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Figure 2. Histogram analysis of ‘Akiyo”: (a) original frame, (b) encrypted frame, (c) decrypted frame.
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Figure 3. Histogram analysis of ‘Coastguard’: (a) original frame, (b) encrypted frame, (c) decrypted
frame.
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Figure 4. Histogram analysis of ‘Foreman’: (a) original frame, (b) encrypted frame, (c) decrypted
frame.
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3.2. Pixel Intensity

Pixel intensity measures the brightness or color value of pixels within encrypted
or decrypted video frames. Figures 5-7 illustrate that the encrypted frames have pixel
intensity distributions drastically different from the original frames, a direct consequence of
the confusion stage of RMTAS and the diffusion stage of the Arnold transformation. These

changes ensure that even partial pixel value guesses are useless without spatial context,
which is also scrambled.

Original

Average Pixel Intensity Over Time

Average Pixel Intensity Over Time
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Figure 5. Pixel intensity of ‘Akiyo”: (a) original frame, (b) encrypted frame, (c) decrypted frame.
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Figure 6. Pixel intensity of ‘Coastguard”: (a) original frame, (b) encrypted frame, (c) decrypted frame.
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Figure 7. Pixel intensity of ‘Foreman’: (a) original frame, (b) encrypted frame, (c) decrypted frame.
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4. Error Analysis

The analysis of the original, encrypted, and decrypted videos for the selected test cases
is shown in Tables 1 and 2.

The high NPCR values (around 99%) and UACI values (around 0.33) demonstrate the
scheme’s strong sensitivity to changes in the input data. In practice, altering a single pixel
in the original video triggers widespread changes in the encrypted output. Low correlation
coefficients (close to 0) indicate that adjacent pixel dependencies in the original frames are
destroyed, consistent with the goal of defeating statistical attacks. The high PSNR and
zero MAE for the decrypted videos confirm the reversibility of the scheme, which follows
from the invertible nature of both RMTAS and the periodic Arnold transformation. The
histogram uniformity and high diffusion make the cipher robust against chosen-plaintext
and known-plaintext attacks.

These theoretical properties align with the statistical observations, demonstrating that
the performance metrics are not arbitrary but are a direct consequence of the cryptosystem’s
algebraic and scrambling design. The formulas for these metrics are given below.

Themean absolute error (MAE) for videos measures the average absolute difference
between the corresponding pixel values of two videos across all frames and color channels.
The formula is given as

Y Z\Vf irj,e) = V3 (iijc)

1 F
MAEgGs = 5%
3Fc RZ: lelH z 17=1

where F is the total number of frames, H and W are the height and width of the frames,
and c represents the color channels (red, green, blue).

Themean square error (MSE) is a basic measure used to gauge differences be-
tween two images or video frames. It calculates the average squared difference of
corresponding pixels:

1
mn

Ms

n
MSE = Z orlgmal i ] Iprocessed (i/ ] ) ) 2

i=1j

In the context of encrypted and decrypted videos, the MSE helps to assess how
accurately data are retrieved.

Thepeak signal-to-noise ratio (PSNR) is a widely used metric for evaluating the quality
of reconstructed images and videos compared to their original versions. It quantifies the
difference between the original and processed content, with higher values indicating better
quality. The PSNR is defined by the following formula:

MAX?2 )

where MAX is the maximum possible pixel value of the image (e.g., 255 for an 8-bit image)
and MSE (the mean squared error) is the average squared difference between the original
and processed images.

Thecorrelation coefficient (CC) measures the strength and direction of the linear
relationship between two variables, such as pixel intensities in video frames:

1 Z] 1( original (1 ]) Idecrypted (i/ ]))
\/Z =1 Z] 1 orlgmal(l ])) i:l 2;1:1 (Idecrypted<irj))2
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Table 1. Error analysis of original and encrypted videos.

Video Channel MAE MSE PSNR (dB) CcC NPCR UACI
Red 82.1936  10,625.02 30.28 0.0004 0.9962 0.3223
Akiyo Green 75.1655  8597.16 30.11 0.0002 0.9952 0.2948
Blue 112.9831 17,483.27 30.91 0.0009 0.9980 0.4431
Red 88.7241  11,664.90 29.15 —0.0001 0.9969 0.3479
Coastguard ~ Green 88.8102  11,684.98 29.21 —0.0001 0.9969 0.3483
Blue 95.3885  13,334.72 30.26 0.0000 0.9969 0.3741
Red 100.3074  14,732.89 26.94 0.0003 0.9974 0.3934
Foreman Green 96.8257  13,867.12 27.04 0.0002 0.9972 0.3797
Blue 97.1248  13,715.84 28.50 0.0000 0.9968 0.3809

Table 2. Error analysis of original and decrypted videos.

Video Channel MAE MSE PSNR (dB) CC NPCR UACI

Red 0 0 Inf 1 0 0

Akiyo Green 0 0 Inf 1 0 0
Blue 0 0 Inf 1 0 0

Red 0 0 Inf 1 0 0

Coastguard ~ Green 0 0 Inf 1 0 0
Blue 0 0 Inf 1 0 0

Red 0 0 Inf 1 0 0

Foreman Green 0 0 Inf 1 0 0
Blue 0 0 Inf 1 0 0

Thenumber of pixel change rate (NPCR) quantifies the difference between two video
frames based on the percentage of pixels that change their values. It is calculated using the
following formula:

Number of changed pixels
mxn

NPCR = x 100%
where m and 7 are the dimensions of the frames.

Theunified average changing intensity (UACI) measures the average intensity differ-
ence between corresponding pixels of two images or video frames. It is calculated using
the following formula:

UACT = 1 i i |Ioriginal(irj) - Iprocessed(i/ ]>|

mn = = 255

Here, m and n denote the dimensions of the images or frames, while Iorigmal(i, j) and
Iorocessed (1, j) represent pixel intensities from the original and processed images, respec-
tively. In video analysis, the UACI provides valuable insights into the average pixel
intensity changes between frames.

5. Comparative Analysis

To evaluate the performance of the proposed classical video encryption method using
association schemes and random matrix transformations, we compared it with existing
techniques, including those devised by Hosny et al. [1], Kotel et al. [28], Elkamchouchi
et al. [29], Cheng et al. [16], and Hafsa et al. [15]. Using the standard ‘Foreman’ test
video, we assessed performance using metrics such as the PSNR, MAE, NPCR, UACI, and
correlation coefficient, as shown in Table 3.
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The results demonstrate that the proposed method achieves high NPCR (greater
than 99%) and UACI values (approximately 0.33), indicating strong resistance to differ-
ential attacks and ensuring that small changes in the plaintext propagate widely in the
ciphertext. The low CC values (close to 0) confirm that spatial correlations between ad-
jacent pixels are effectively removed. These outcomes are expected from the design: the
RMTAS algebraically transforms pixel values in a key-dependent, non-linear way, while
the Arnold transformation disperses pixel positions across the frame, jointly ensuring
confusion and diffusion.

In terms of the PSNR, the decrypted video achieves values comparable to or better
than those of other methods, reflecting the lossless nature of the encryption—decryption
process. This stems from the invertibility of both the association scheme mapping and the
Arnold transform. MAE values are near zero for decrypted videos, further confirming
error-free reconstruction.

Overall, the combination of algebraic structure from association schemes and spatial
scrambling yields a cipher that maintains competitive performance with state-of-the-art
methods while providing a mathematically rigorous framework suitable for extension into
quantum encryption models.

Table 3. A comparison of encryption techniques.

Technique PSNR (dB) MAE NPCR (%)  UACI (%) Correlation Coefficient
H A% D
VCMAB [29] 13.2146 86.6952 98.63 34.03 0.0019 0.0045 0.0033
VCMTH [29] 14.9887 87.3515 99.37 35.14 0.0025 0.0037 0.0049
Hosny et al. [1] 7.98 - 99.61 33.46 —0.0099 —0.0043 0.0116

Kotel et al. [28]

Cheng et al. [16]

Hafsa et al. [15]
Proposed

6.6528

- - - 0.0056 2.28 x 1075 0.0091

- - —0.0045 —0.0026 —0.0081
98.0860 99.71 35.6518 —0.0002 6.81 x 107° —0.0004

6. Proposed Quantum Cipher Framework

In this section, we describe the theoretical foundation and model of the proposed
quantum cipher designed for image and video encryption. The scheme integrates the
algebraic structure of association schemes into the construction of quantum encryption
operators. The framework consists of three key components, quantum data encoding,
unitary encryption using association scheme-derived operators, and decryption using
inverse unitary operations, as shown in Figure 8.

6.1. Quantum Encoding of Classical Multimedia Data

Classical image or video data are first mapped into quantum states. A grayscale
image of dimensions h x w with 8-bit pixels is represented by a quantum state en-
coded over n = 8 x h x w qubits. For RGB images, each pixel consists of three values
(R,G,B) € {0,...,255}3, requiring 24 qubits per pixel.

The encoded quantum image is given as

N
“Yimage> = ® |Pi>/
i=1

where p; is the intensity or RGB value of the i-th pixel and N is the total number of pixels.
Each |p;) is a computational basis state in a qubit register.
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For video encryption, the sequence of frames {F;}]_, is treated as a temporal
quantum register:

T

|‘Pvideo> = ® |‘PB>'

t=1

Encryption Key K

Y

Unitary Operator Construction
Uk = T @A

Y

[Quantum Encoding of Classical Multimedia Data]

Y

UK Encryption
|‘Yenc >
UI-E Decryption
|Torigina1 >

Figure 8. Quantum cipher framework based on association schemes. The classical encryption key K
defines the coefficients «; for constructing the unitary operator Uk, which acts on quantum-encoded
multimedia data for encryption. Decryption is achieved using U;E

6.2. Construction of Unitary Operator from Association Schemes

Let {Ag, A1,..., Ay} be the adjacency matrices of a symmetric association scheme
defined over a finite set X, such that each A; is a real symmetric matrix satisfying
AiAj =Yk PZ-Ak. These matrices form the basis for the Bose-Mesner algebra A, a com-
mutative algebra with dimensions d + 1.

We define the quantum encryption operator as

d
Uk = ) A,
i=0
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where a; € C are coefficients derived from the classical encryption key K, chosen so that
Uk is unitary (see Figure 9). The unitarity condition can be ensured through normalization
or algebraic constraints on the «;.

In the proposed quantum cipher, the encryption key K is a classical key that determines
the structure of the unitary encryption operator Uk. Specifically, K encodes the set of
coefficients a; used in the Bose-Mesner algebra expansion above, where A; are the adjacency
matrices of the association scheme. These coefficients are derived from the shared secret
key material and are chosen to satisfy the unitarity condition, ensuring that U is reversible.
The same key K allows the legitimate receiver to reconstruct U} and recover the original
quantum-encoded data.

Association

pletices ) | Scheme relations
{x1,x0,..., %4}

ROIRII“‘IRd

Adjacency Matrices
Ao, A1, ..., Ay

Key Coefficient ) Unitary Operator
X0, &1, - Uk = T aiA;

o0

Figure 9. A block diagram for the construction of the unitary encryption operator Uy from an
association scheme.

This unitary operator acts on the encoded quantum image or video state as follows:

|1Yenc > = Uk | ‘Pimage /video > .

6.3. Decryption Process

Since Uk is unitary, decryption is straightforward:

|1Pimage /video > = u;z |1Penc > .

Thus, anyone with access to the shared classical key K, as well as knowledge of the
association scheme structure, can reconstruct U}, and recover the original data.

7. Conclusions and Future Research

This study presents a secure video encryption technique based on association schemes,
combining random matrix transformations and Arnold scrambling. The experimental
results confirm the method’s robustness through statistical and error analyses, while
comparisons with existing techniques highlight its effectiveness and structural advantages.
A quantum extension using unitary operators derived from association schemes has also
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been proposed, offering a foundation for quantum-secure multimedia encryption. Future
research will focus on implementing the proposed quantum model using simulation tools
such as Qiskit. This will be further extended by integrating quantum key distribution and
error correction techniques to enhance security in next-generation communication systems.
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