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Abstract


Incremental learning empowers models to continuously acquire knowledge of new classes while retaining previously learned information. However, catastrophic forgetting and class imbalance often impede this process, especially when new classes are introduced sequentially. We propose a hybrid method that integrates Elastic Weight Consolidation (EWC) with a shared encoder architecture to overcome these obstacles. This approach provides robust feature extraction, while EWC safeguards vital parameters and preserves prior knowledge. Moreover, task-specific output layers enable flexible adaptation to new classes. We evaluated our method using the CICIoT2023 dataset, a class-incremental IoT anomaly detection benchmark. Our results demonstrated a 15.3% improvement in the macro F1-score and a 1.28% increase in overall accuracy compared to a baseline model that did not incorporate EWC, with particular advantages for underrepresented classes. These findings underscore the effectiveness of the EWC-assisted shared encoder framework for class-imbalanced incremental learning in streaming environments.
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1. Introduction


Incremental learning, also known as continual learning, is a critical area of research in machine learning that focuses on enabling models to learn new information sequentially while preserving previously acquired knowledge. This capability is essential in dynamic environments such as Internet of Things (IoT) systems, autonomous vehicles, and adaptive cybersecurity frameworks, where the data landscape constantly evolves. However, incremental learning systems face significant challenges, notably catastrophic forgetting, when a model disproportionately forgets earlier tasks while adapting to new ones. This issue is further complicated in class-imbalanced scenarios, where unequal data distribution across classes leads to biased learning and diminished generalization performance [1,2].



Catastrophic forgetting is a well-documented phenomenon in neural networks, particularly when trained sequentially on multiple tasks. The adjustments made to the model’s weights during training on new tasks can overwrite the knowledge acquired from previous tasks, resulting in a loss of performance on those earlier tasks [1,2]. Various strategies have been proposed to mitigate this issue, including regularization-based approaches such as Elastic Weight Consolidation (EWC), which penalizes significant changes to model parameters that are crucial for previously learned tasks [3,4]. However, while EWC helps retain knowledge, it may inadvertently reinforce class imbalance by prioritizing the dominant classes from earlier tasks, limiting the model’s ability to learn from underrepresented classes [5].



Addressing both catastrophic forgetting and class imbalance simultaneously presents a formidable challenge. Traditional techniques for managing class imbalance, such as oversampling or cost-sensitive learning, often rely on access to the entire training dataset, which is not feasible in incremental learning settings [1]. Furthermore, regularization methods like EWC, while effective in retaining knowledge, can exacerbate class imbalance issues by focusing too heavily on previously learned dominant classes [3,4]. Therefore, a more integrated approach is necessary to tackle these intertwined challenges effectively.



To this end, we propose a hybrid approach that combines a common encoder model with Elastic Weight Consolidation (EWC) to address class imbalance in incremental learning. The proposed approach’s effectiveness was extensively analyzed by comparing its performance in scenarios with and without EWC, highlighting significant improvements in handling class imbalance and retaining previously learned knowledge. The common encoder is designed to learn generalized feature representations across tasks, which can help mitigate the impact of class imbalance by ensuring consistent and robust feature extraction [6,7]. EWC complements this by penalizing updates to critical model parameters, thus preventing the degradation of knowledge from previously learned classes while allowing task-specific flexibility through separate output layers [3,4]. This dual approach aims to reduce catastrophic forgetting and enhance the model’s ability to generalize across imbalanced datasets.



Contributions of This Work


This paper makes several significant contributions to the field of incremental learning. First, it introduces a hybrid approach that combines Elastic Weight Consolidation (EWC) with a shared common encoder to address the dual challenges of class imbalance and catastrophic forgetting. The shared encoder allows for robust, task-agnostic feature extraction across diverse tasks, enabling the model to generalize effectively, even in situations where certain classes are underrepresented. Simultaneously, EWC selectively safeguards key parameters by penalizing alterations to weights that are vital for preserving previously acquired knowledge.



What sets this proposed method apart is its ability to sustain performance on previously encountered, often underrepresented classes while effectively adapting to newly introduced classes in a continual learning context. This regularization mechanism reduces the risk of forgetting prior knowledge and promotes the stable integration of new class representations. This dual capability ensures that the model remains both stable and flexible, retaining its learned knowledge while seamlessly accommodating new information.



The effectiveness of the approach was thoroughly analyzed through a comparative performance evaluation of scenarios with and without EWC, highlighting its superiority in improving stability and handling rare classes. The method is empirically validated on the CICIOT2023 dataset, a benchmark for class-incremental IoT anomaly detection, demonstrating substantial improvements in both accuracy and macro F1-scores, especially for underrepresented classes. Furthermore, the proposed model’s scalable architecture ensures efficient long-term incremental learning by mitigating the trade-off between stability and plasticity. It is well-suited for real-world, class-imbalanced datasets.



These results indicate that the proposed EWC-assisted shared encoder architecture alleviates catastrophic forgetting and enables the model to seamlessly integrate newly introduced classes while retaining performance on previously underrepresented ones. This dual functionality approach is well-suited for real-world, class-imbalanced environments where data are presented sequentially, such as in IoT-based anomaly detection systems, offering a scalable and robust solution for evolving data-driven applications.



This paper is organized as follows: Section 2 reviews related work on incremental learning and class imbalance strategies. Section 3 describes the proposed EWC-assisted common encoder approach in detail. Section 4 discusses the experimental setup, including the dataset and evaluation metrics. Section 5 presents the results and analysis, and Section 6 concludes with potential future directions.





2. Literature Review


Incremental learning is a vital paradigm in machine learning that allows models to continuously acquire knowledge from a sequence of tasks without losing previously learned information. Unlike traditional learning approaches, which assume access to the entire dataset during training, incremental learning functions under more realistic constraints, such as limited memory and the unavailability of past data [5]. While these constraints align with real-world scenarios, they also present significant challenges, particularly catastrophic forgetting, where a model’s performance on earlier tasks declines as new tasks are introduced [2], and class imbalance skews the model towards overrepresented classes in the training data. To tackle these challenges, incremental learning strategies are typically divided into three main categories: regularization-based, replay-based, and architectural approaches. Recent research, however, has underscored the importance of addressing class imbalance and utilizing encoder-based feature learning [3], leading to a more expansive categorization of methodologies.



Regularization-based methods are designed to maintain knowledge of previously learned tasks by limiting updates to essential model parameters for those tasks. A notable approach in this category is Elastic Weight Consolidation (EWC), introduced by Kirkpatrick et al. This method uses Fisher Information to identify which weights are important and applies a penalty to changes made to these weights while learning new tasks [2]. Although EWC has effectively reduced catastrophic forgetting, it faces challenges with class imbalance, as it tends to prioritize retaining parameters linked to dominant classes from previous tasks [3]. Other methods, such as Synaptic Intelligence and Variational Continual Learning, build upon this foundation by enhancing the flexibility and efficiency of regularization techniques, allowing for better adaptation to new tasks while maintaining performance on old ones [5,6,8,9].



Replay-based methods address the issue of forgetting by either storing a subset of previous data or generating synthetic data for replay in later training phases. For example, iCaRL (incremental Classifier and Representation Learning) combines replay with feature learning to effectively balance the representation of both old and new classes. [10]. However, these methods often demand substantial memory resources and may introduce biases in selecting or generating replay samples. Furthermore, replay methods might not completely resolve class imbalance, as the imbalance can still exist within the replay buffer. [11]. Recent advancements, such as One-Shot Replay, have sought to enhance the effectiveness of replay strategies by focusing on specific object instances to improve incremental learning outcomes [12,13,14].



Architectural approaches dedicate additional network resources, such as task-specific layers or modules, to handle new tasks while keeping the parameters for earlier tasks unchanged or isolated. Progressive Neural Networks and PackNet exemplify these strategies by dynamically expanding network capacity, which helps minimize interference between tasks. [15,16]. While these methods effectively reduce catastrophic forgetting, they may encounter scalability challenges due to the expanding size of the network, especially in class-incremental scenarios where multiple tasks are learned in sequence. [11,15].



Class imbalance significantly exacerbates the challenges faced in incremental learning by skewing the model towards overrepresented classes. Traditional methods for addressing class imbalance, such as resampling, reweighting, or cost-sensitive learning, often require access to the entire dataset, which contradicts the constraints of incremental learning [11,17]. Some approaches, like Balanced Incremental Learning (BIC), aim to incorporate bias correction during training by balancing classifier outputs across tasks [11]. However, they are not inherently designed to handle severe class imbalance across multiple tasks. Addressing class imbalance has become a focal point in recent incremental learning research, as it often interacts with catastrophic forgetting, compounding the difficulty of maintaining model performance across tasks [18,19].



Using shared encoders for feature learning in incremental learning has shown promise in mitigating class imbalance. Encoders can create a task-agnostic feature representation that reduces the impact of class-specific disparities. Feature distillation methods, which preserve feature-level knowledge [20], and multi-head architectures, which separate task-specific outputs [21], are commonly employed in this domain. However, these methods often overlook the importance of parameter consolidation, leading to the degradation of critical features over time [22]. Encoder-based strategies highlight the importance of robust, task-agnostic representations, complementing traditional regularization and replay methods. In a related work, [23] employed a quantum-neural network (QNN) architecture for intrusion detection using the CIC-DDoS2019 dataset. Their approach demonstrated 92.63% classification accuracy using only seven selected features, showcasing the potential of quantum machine learning for resource-constrained environments. In addition to these approaches, recent research by [24] explored machine learning-based intrusion detection using the CiCIoT2023 dataset. They proposed a blockchain-based IDS framework designed for collaborative research and model sharing, achieving high detection performance for DDoS attacks using XGBoost.



Recent research has effectively integrated meta-learning and transformer-based architectures into incremental learning, offering innovative strategies to enhance adaptability and generalization. Meta-learning, often referred to as “learning to learn,” enables models to swiftly adapt to new tasks by leveraging prior experiences. This capability is particularly beneficial in few-shot or low-resource scenarios [25]. However, many current methods rely on well-defined task boundaries, which may not be feasible in online streaming environments, such as IoT anomaly detection [26].



Transformer-based models also play a significant role in continual learning due to their attention mechanisms and ability to handle long-range dependencies [27]. While these models are adept at processing complex input sequences, they often require extensive pretraining and considerable computational resources, which can limit their applicability in edge environments. Lightweight designs, such as the EWC-regularized shared encoder proposed in this study, offer more scalable solutions for real-world applications that face streaming data constraints.



Another growing area of interest is few-shot class-incremental learning (FSCIL), where models learn new classes from limited data while retaining previously acquired knowledge [28]. Techniques such as prototype replay and label smoothing have proven effective in enhancing performance in these scenarios but necessitate careful tuning. Additionally, recent studies are beginning to address the relationship between incremental learning and privacy preservation in security-critical fields, such as intrusion detection [29,30,31]. This enables continuous adaptation without requiring full access to past data.



In summary, recent advancements in meta-learning and transformer-based methodologies have significantly improved flexibility and generalization in incremental learning. Our proposed architecture, which integrates Elastic Weight Consolidation (EWC) with a shared encoder, presents a compelling and resource-efficient alternative. This approach is particularly well-suited for real-world scenarios that are characterized by class imbalance and data privacy challenges. By combining EWC with a shared encoder, our method effectively mitigates the risk of catastrophic forgetting while addressing class imbalance through consistent feature extraction and robust task-specific outputs. Unlike traditional regularization techniques, the shared encoder promotes uniform representation learning across tasks, while the modular task-specific heads facilitate seamless adaptation to new classes without compromising previously acquired knowledge. This innovative combination positions our approach to outperform contemporary methods, particularly in environments with imbalanced data, as illustrated in Table 1.




3. Methodology and Experimental Setup


Our proposed methodology, Class-Preserving Incremental Learning with EWC-Assisted Common Encoder, effectively addresses the issue of catastrophic forgetting in continual learning. By integrating a shared encoder architecture with Elastic Weight Consolidation (EWC), this approach preserves essential knowledge from previous tasks while facilitating the incremental learning of new tasks. We employ a single, adaptable encoder for feature extraction, paired with a task-specific head for classification. The EWC constraints play a crucial role in safeguarding key parameters from prior tasks, ensuring they are not forgotten.



The overall structure of the proposed methodology is illustrated in Figure 1. The diagram highlights the interaction between the input layer, the shared encoder, and task-specific heads for each classification task. Additionally, the integration of EWC Regularization with the shared encoder is visualized, demonstrating its role in constraining critical parameters to ensure knowledge retention during incremental learning.



3.1. Model Architecture


The architecture consists of three main components:



Input Layer: Prepares task-specific input data for feature extraction.



Common Encoder     f   θ    : The encoder, parameterized by θ, is responsible for learning shared feature representations across multiple tasks. This encoder is the foundational layer that extracts task-agnostic features from input data, thus enabling parameter reuse across tasks. This approach reduces the memory overhead typically associated with task-specific models and facilitates the transfer of learned representations to new tasks.



Task-Specific Head     ( h     ϕ   t     )  : Each task has a separate classification head     h     ϕ   t      , parameterized by     ϕ   t    . These heads are lightweight, task-specific output layers that map the encoder’s output features to the classes of the corresponding task. When a new task is introduced, a new head is added to the model without modifying the encoder, allowing the encoder to retain previously learned information. This architecture supports incremental learning, as new heads are created as needed without impacting previous task-specific heads.



For an input   x  , the model output     y   t     for task t is computed as follows:


    y   t   =   h     ϕ   t         f   θ     x        



(1)








3.2. Elastic Weight Consolidation (EWC) for Knowledge Retention


We incorporate Elastic Weight Consolidation (EWC) into learning to retain knowledge from previous tasks. EWC is a regularization-based technique that helps prevent catastrophic forgetting by constraining important model parameters to remain close to the values learned during prior tasks.



EWC achieves this by adding a penalty to the loss function for deviations from the optimal parameters of past tasks. The penalty is weighted by the Fisher Information Matrix (FIM), which quantifies the importance of each parameter based on how critical it was to prior tasks.



For parameters   θ   of the encoder, the EWC penalty for the task t is defined as


    L   E W C   =    λ   2        ∑  i        F   i   (   θ   i   −   θ   i   *   )   2      



(2)




where




	
  λ   is a hyperparameter that controls the strength of the EWC penalty.



	
    θ   i   *     is the optimal parameter for the previous task.



	
    F   i     is the Fisher Information for each parameter i, calculated based on its importance in the previous task. The Fisher Information Matrix (FIM) evaluates the significance of parameters in relation to the likelihood of the observed data. Due to the high computational cost of calculating the full FIM, a diagonal approximation is commonly used. This approximation is typically achieved by accumulating the squared gradients of the loss function with respect to each parameter across the training dataset. The following pseudocode illustrates this computation (Algorithm 1).











	Algorithm 1: Diagonal Fisher Approximation



	# Initialize Fisher Information approximation



	 F = zeros_like(theta)



	for x, y in dataset



	 y_pred = model(x)



	 loss = cross_entropy(y_pred, y)



	 gradients = compute_gradients(loss, theta)



	 F += gradients ** 2



	F/= len(dataset)








This EWC penalty encourages the model to preserve critical parameters, thereby minimizing interference with knowledge from previous tasks while learning new ones.




3.3. Training Procedure


The training process is designed to balance learning new tasks with preserving knowledge from previous tasks. The following steps outline the complete training procedure:



3.3.1. Initial Task Training


For the first task, the model is trained using only the task loss     L   t a s k     without the EWC penalty, as there are no previous tasks to retain. The task loss is computed as the cross-entropy loss:


    L   t a s k   =   ∑  j      y   j    log  ⁡ (   ŷ   j   )    



(3)




where     y   j     and     ŷ   j     are the true and predicted labels, respectively.



After training on the initial task, the Fisher Information Matrix F is computed for each parameter, and the optimal parameters     θ   *     are saved for future use in the EWC penalty.




3.3.2. New Task Training with EWC Penalty


When a new task is introduced, a new task-specific head     h     ϕ   t + 1       is added. Then, the model is trained on the new task’s data. The total loss function for training on subsequent tasks combines the task loss     L   t a s k     and the EWC penalty     L   E W C    :


    L   t o t a l   =   L   t a s k   +   L   E W C    



(4)







This total loss ensures that the model learns the new task while preserving knowledge critical to previous tasks, as identified by EWC. During training, the task-specific head for the current task is optimized, while the EWC constraint applies primarily to the common encoder’s parameters.




3.3.3. Updating EWC Parameters


After each task is learned, the encoder’s parameters θ are re-updated, and the new Fisher Information Matrix F and optimal parameter values     θ   *     are recalculated. These values are stored for use in the EWC penalty in future tasks, enabling the model to retain knowledge across tasks progressively.




3.3.4. New Task Training Without EWC Penalty


To evaluate the impact of the EWC mechanism, a separate training step is performed for new tasks without applying the EWC penalty. This step is a baseline to measure how much the EWC penalty contributes to retention and adaptability.





3.4. Handling Class Imbalance


Class imbalance is mitigated through the following mechanisms:




	(1)

	
Balanced Loss Function: During training, class weights are adjusted inversely proportional to their frequency in the data. Where     f   c     is the frequency of class   c  . This weighting reduces the impact of dominant classes while preserving the contribution of minority ones.


    w   c   =    1     log  ⁡  ( 1 +   f   c   )       



(5)








	(2)

	
Shared Feature Learning: The common encoder learns generalized features that reduce the dependence on class-specific biases.




	(3)

	
Decoupled Outputs: Task-specific heads allow the model to adapt to new tasks without propagating biases from earlier tasks.










3.5. Advantages of the Proposed Model


	
Catastrophic Forgetting Mitigation: EWC ensures knowledge retention by protecting critical parameters.



	
Class Imbalance Handling: The shared encoder and balanced loss function provide robust solutions for imbalanced data distributions.



	
Scalability: Task-specific heads minimize architectural growth, making the model suitable for long-term incremental learning.



	
Flexibility and Adaptability: The model balances stability (knowledge retention) with plasticity (learning new tasks).






The proposed model is evaluated on real-world datasets, demonstrating its ability to maintain competitive performance across tasks while mitigating the impact of catastrophic forgetting and class imbalance. The proposed method effectively handles class imbalance throughout the incremental learning process by combining weighted loss functions, shared encoder representations, and EWC-based regularization. This ensures that the model retains performance on rare classes while adapting to new tasks, achieving a balance between stability and plasticity even in imbalanced datasets.



This study utilized the CICIOT2023 dataset [32] to evaluate the proposed EWC-assisted common encoder approach. The experimental process was conducted in two stages to test the model’s performance in handling incremental learning under class imbalance scenarios.



All experiments were conducted on Google Colab Pro, a cloud-based platform that provides access to advanced computational resources for machine learning tasks. The experiments leveraged the NVIDIA A100 Tensor Core GPU for efficient training and evaluation.




3.6. Dataset Preparation


The CICIOT2023 dataset consists of data representing 34 classes. To simulate incremental learning and investigate the model’s behavior under varying class distributions, the dataset was manipulated into two parts:




	(1)

	
Initial Training Dataset: For the first experiment, the 10 most frequent classes were removed from the dataset to introduce imbalance and allow the model to focus on the less frequent classes during initial training.




	(2)

	
Incremental Dataset: The second part of the dataset, including the 10 most frequent classes initially excluded, was used for incremental training to test the model’s adaptability and retention of earlier knowledge.









This process was repeated for a second experiment by removing the 10 least frequent classes instead of the most frequent ones, reversing the imbalance setup.




3.7. Experimental Procedure


	(1)

	
Initial Training:




	(a)

	
The first part of the dataset was used to train the model, initializing the common encoder and the task-specific head for the initial task.




	(b)

	
After training, the model was saved as the baseline.










	(2)

	
Incremental Training:




	(a)

	
The second part of the dataset was used for training, with the classes excluded from the first stage.




	(b)

	
During this phase, the common encoder was regularized using the EWC mechanism to preserve critical parameters from the initial training phase.




	(c)

	
A new task-specific head was added to adapt to the new classes.




	(d)

	
After incremental training, the updated model was saved.










	(3)

	
Testing:




	(a)

	
After the initial training, the model was tested using the dataset containing only the classes used during the first task. This evaluation aimed to measure the model’s performance on the initially trained classes before introducing new tasks.




	(b)

	
After the second training (new task training), the model was tested using a dataset containing all 34 classes, including those from the first and second tasks. This evaluation measured the model’s ability to




	  (i)

	
Retain knowledge of the classes learned during the initial training (retention).




	 (ii)

	
Adapt to the newly introduced classes from the second task (adaptability).




	(iii)

	
Perform across all classes in the dataset, balancing old and new knowledge (overall performance).




















3.8. Evaluation Metrics


The following metrics were collected during testing:




	(1)

	
Accuracy: Measures the overall classification performance of the model across all tasks.


  A c c u r a c y =    N u m b e r   o f   C o r r e c t   P r e d i c t i o n s   T o t a l   N u m b e r   o f   P r e d i c t i o n s     



(6)








	(2)

	
Class-Balanced Accuracy: Adjusted accuracy for class imbalance by calculating the mean accuracy per class.











  C l a s s − B a l a n c e d   A c c u r a c y =    1   C      ∑  i = 1   C       T r u e     P o s s i t i v e s   i     T o t a l   I n s t a n c e s   f o r   C l a s s   i       



(7)




where C is the total number of classes.








	(3)

	
Retention Score: Evaluate the model’s ability to retain knowledge of previously learned classes after incremental training.


  R e t e n t i o n   S c o r e =    P e r f o r m a n c e   o n   O l d   C l a s s e s   A f t e r   T r a i n i n g   N e w   T a s k s   P e r f o r m a n c e   o n   O l d   C l a s s e s   B e f o r e   T r a i n i n g   N e w   T a s k s     



(8)








	(4)

	
Adaptation Score: Assesses the model’s effectiveness in learning new classes during incremental training.


  A d a p t a t i o n   S c o r e = P e r f o r m a n c e   o n   N e w l y   I n t r o d u c e d   C l a s s e s   ( P o s t − T r a i n i n g )  



(9)








	(5)

	
F1-Score: Provides a balanced measure of precision and recall, particularly useful for imbalanced class distributions.


  F 1 = 2    P r e c i s i o n · R e c a l l   P r e c i s i o n + R e c a l l     



(10)








	(6)

	
Macro and Micro Metrics: Macro metrics independently calculate each class’s metrics (e.g., precision, recall, F1-score) and then average them. This approach treats all classes equally, regardless of their frequency. Micro Metrics aggregates contributions from all classes globally, giving more weight to classes with higher support. This method is suitable for imbalanced datasets.











4. Results and Analysis


In this study, we evaluated the performance of a classification model under different training setups, focusing on scenarios with Elastic Weight Consolidation (EWC), without EWC, and with the removal of the 10 most and least frequent classes. The analysis highlights significant trends in model behavior, class imbalance handling, and the effects of incremental learning strategies.



4.1. Overall Performance Trends


The proposed methodology’s overall accuracy and macro metrics (precision, recall, F1-score) demonstrate its ability to handle class-imbalanced incremental learning effectively. As shown in Table 2, the accuracy remained consistently high across the initial and final training phases, ranging from 90.63% to 98.38% in the initial phase and 86.07% to 97.52% in the final phase.



However, significant variations were observed in macro precision, recall, and F1 scores, particularly in severe class imbalance scenarios. The macro F1-score, a crucial metric for evaluating performance in underrepresented classes, highlighted the challenges of learning rare class distributions. Without EWC, the macro F1 scores dropped significantly, while with EWC, the scores improved, reaching up to 82.01% in some scenarios.




4.2. Effect of EWC


Including Elastic Weight Consolidation (EWC) generally improved the model’s stability and performance, especially for underrepresented classes. Macro F1 scores increased in most cases, indicating better handling of rare and moderately frequent classes. For instance, in the “10 least frequent classes removed” scenario, the macro F1-score rose from 56.09% without EWC to 59.29% with EWC in the final training phase. This improvement highlights EWC’s ability to preserve critical parameters, which minimizes knowledge loss while adapting to new tasks.



As detailed in Table 3, EWC enhanced class-specific accuracy across high-frequency and low-frequency classes. For high-frequency classes like BenignTraffic and DDoS-ICMP_Flood, EWC marginally improved accuracy (from 0.95 to 0.96 and 0.98 to 0.99, respectively). However, its impact was more pronounced for low-frequency classes. For example, accuracy for Backdoor_Malware increased from 0.02 without EWC to 0.05 with EWC, and for SqlInjection it rose from 0.01 to 0.03.



On the other hand, certain challenging classes, such as XSS, failed to show improvement, maintaining an accuracy of 0% with or without EWC. For moderately frequent classes like Recon-OSScan and MITM-ArpSpoofing, EWC improved accuracy from 0.45 to 0.50 and 0.70 to 0.75, respectively. These results demonstrate EWC’s effectiveness in stabilizing performance across different class distributions while identifying areas requiring further optimization.



The ongoing underperformance of rare classes, such as XSS, can be attributed to a number of interconnected factors. These include their extremely limited occurrence frequency, high variability within the class, and significant overlap in features with more prevalent classes. Furthermore, while Elastic Weight Consolidation (EWC) helps preserve previously acquired knowledge by constraining updates to critical parameters, this regularization may inadvertently impede the model’s ability to develop new representations for rare classes introduced later in the learning process.



Figure 2 presents a comparative analysis of the proposed model’s performance with and without Elastic Weight Consolidation (EWC), focusing on accuracy and macro F1-score throughout the initial and final evaluation phases. The findings indicate that the inclusion of EWC markedly improves macro-level performance, particularly during the final training phase, even in the presence of class imbalance.




4.3. Impact of Class Removal


4.3.1. Removal of Most Frequent Classes:


	(a)

	
Removing the 10 most frequent classes shifted focus toward smaller, underrepresented categories, significantly reducing macro metrics. For example, in the initial training without EWC, the macro recall was only 54.42%, reflecting poor performance on rare classes like Backdoor_Malware, SqlInjection, and XSS.




	(b)

	
EWC mitigated these effects slightly, improving macro F1-scores from 56.33% (without EWC) to 57.13% (with EWC) in initial training. However, many rare classes still exhibited low recall, indicating persistent challenges in generalization.








4.3.2. Removal of Least Frequent Classes:


Removing the 10 least frequent classes simplified the classification task, improving performance for the remaining classes. For instance, without EWC, the initial training achieved a macro F1-score of 84.57%, compared to only 56.33% when the most frequent classes were removed. This observation indicates that the presence of highly frequent classes adds significant complexity to incremental learning tasks.



The inclusion of EWC further enhanced performance in this setup. During the final training phase, EWC preserved critical parameters, enabling the model to achieve a macro F1-score of 82.01%. This highlights EWC’s pivotal role in retaining knowledge during incremental learning, even when class distribution is highly imbalanced.



Table 4 presents class-specific precision, recall, and F1-score metrics, showcasing the best and worst-case scenarios across different classes. Precision and recall remained consistently high for high-frequency classes like BenignTraffic and DDoS-ICMP_Flood, resulting in F1-scores above 0.85 even in the worst-case scenarios. For instance, DDoS-ICMP_Flood achieved a near-perfect F1-score of 0.9994 in the best-case scenario.



Conversely, underrepresented classes such as Backdoor_Malware and SqlInjection exhibited poor performance, with F1-scores as low as 0.0458 and 0.089 in the best-case scenarios. Challenging classes like XSS showed no measurable improvement, with precision, recall, and F1-scores consistently at 0, indicating the need for targeted strategies to address these cases.





4.4. Class-Specific Observations


	(1)

	
High-support classes such as BenignTraffic and DDoS-ICMP_Flood consistently achieved high precision, recall, and F1-scores, dominating weighted metrics.




	(2)

	
Rare classes like Backdoor_Malware, SqlInjection, and XSS exhibited near-zero recall and F1-scores in most scenarios, especially without EWC, indicating a need for targeted strategies to improve their representation.




	(3)

	
Moderately frequent classes (DNS_Spoofing, Recon-OSScan) showed variability in performance, benefiting slightly from EWC but requiring additional attention for robust generalization.









5. Incremental Learning Challenges


The results underscore the inherent challenges posed by incremental learning, particularly in handling underrepresented classes and maintaining performance across training phases. Without EWC, the model’s macro recall and F1 scores deteriorated significantly during the final training phases. For instance, in the “Most Frequent Removed” scenario, the macro F1-score dropped from 56.33% in the initial training phase to 51.43% in the final phase (as shown in Table 5). This decline highlights the difficulty of preserving knowledge in class-imbalanced incremental learning without additional mechanisms.



Including EWC alleviated these challenges by preserving critical parameters associated with previously learned tasks. In the same scenario, EWC improved the macro F1-score from 57.13% in the initial phase to 59.30% in the final phase. These improvements, ranging up to 3% in some cases, demonstrate EWC’s effectiveness in mitigating catastrophic forgetting and stabilizing performance across classes, regardless of frequency.




6. Summary of Micro and Macro Metrics


	(1)

	
Micro Metrics: High micro precision, recall, and F1-scores (above 90%) were consistent across all scenarios, reflecting the dominance of high-support classes.




	(2)

	
Macro Metrics: Macro scores revealed the disproportionate impact of rare classes on overall performance. These metrics varied significantly, ranging from 56.09% to 84.57%, indicating that addressing class imbalance is critical.







The findings highlight the importance of tailored strategies to manage class imbalance and incremental learning, with EWC demonstrating the potential for improved stability and retention of knowledge across class distributions.




7. Conclusions


This study explored the intertwined challenges of class imbalance and catastrophic forgetting in incremental learning, focusing on the role of Elastic Weight Consolidation (EWC) in mitigating these issues. The findings demonstrated that EWC significantly enhances stability and retention of knowledge across varying class distributions. For example, EWC improved macro F1 scores from 56.09% to 59.30% in the “10 least frequent classes removed” scenario, underscoring its effectiveness in reducing performance degradation during incremental training.



Integrating EWC with a shared encoder and task-specific heads enabled robust feature representation and task adaptability. This hybrid architecture showed scalability and practicality, particularly for real-world applications like IoT systems, where dynamic and imbalanced data distributions are common. Despite these advancements, challenges persist in achieving substantial gains for rare classes and stabilizing moderately frequent ones, highlighting the complexity of severe class imbalance.



Future work should focus on hybrid methodologies that integrate complementary techniques, such as adaptive reweighting and feature distillation, to address specific challenges like rare class representation. Additionally, real-world validations across diverse domains and dynamic data environments are crucial to enhance incremental learning systems’ applicability further. These directions aim to advance the field and ensure robust generalization in complex, evolving scenarios.
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Figure 1. Proposed Model Architecture. 
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Figure 2. Accuracy and macro F1-score comparison with and without EWC across initial and final training phases. 
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Table 1. Comparison of incremental learning approaches.
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	Approach
	Description
	Strengths
	Limitations
	Key References





	Regularization-Based
	Constrains updates to critical parameters using regularization (e.g., EWC).
	-Effectively mitigates catastrophic forgetting.

-Preserves knowledge of earlier tasks.
	-Struggles with class imbalance.

-Prioritizes dominant classes.
	[2,3,8,9]



	Replay-Based
	Stores or generates data for replay during training (e.g., iCaRL, One-Shot Replay).
	-Balances old and new classes.

-Enhances incremental learning outcomes.
	-Requires significant memory.

-Biases in replay selection.

-Does not fully address imbalance.
	[10,11,12,13,14]



	Architectural-Based
	Adds network resources dynamically (e.g., Progressive Neural Networks, PackNet).
	-Reduces task interference.

-Strong in mitigating catastrophic forgetting.
	-Scalability issues.

-Increasing network size with more tasks.
	[11,15]



	Class Imbalance
	Addresses bias towards overrepresented classes using bias correction (e.g., BIC).
	-Attempts bias correction.
	-Requires full dataset access.

-Struggles with severe class imbalance across tasks.
	[11,17,18,19]



	Encoder-Based
	Uses shared encoders for task-agnostic feature representations, feature distillation, and multi-head architectures.
	-Reduces class-specific disparities.

-Preserves feature-level knowledge.
	-Overlooks parameter importance.

-Degradation of critical features over time.
	[20,21,22]



	Proposed Method
	Combines EWC with shared encoders and task-specific output heads.
	-Robust feature learning across tasks.

-Mitigates catastrophic forgetting and class imbalance.

-Scalable and efficient.
	-Sensitive to class distribution changes.

-Needs improvement for rare classes.
	This work










 





Table 2. Overall Performance Metrics.
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	Metric
	Accuracy
	Macro Precision
	Macro Recall
	Macro F1-Score





	Initial Training (No EWC, Most Frequent Removed)
	0.9063
	0.7077
	0.5442
	0.5633



	Final Training (No EWC, Most Frequent Removed)
	0.9685
	0.6301
	0.5143
	0.5143



	Initial Training (No EWC, Least Frequent Removed)
	0.9838
	0.8714
	0.8346
	0.8457



	Final Training (No EWC, Least Frequent Removed)
	0.9752
	0.6232
	0.5546
	0.5609



	Initial Training (EWC, Most Frequent Removed)
	0.9099
	0.6866
	0.5507
	0.5713



	Final Training (EWC, Most Frequent Removed)
	0.8607
	0.665
	0.5787
	0.593



	Initial Training (EWC, Least Frequent Removed)
	0.9809
	0.871
	0.8028
	0.8201



	Final Training (EWC, Least Frequent Removed)
	0.9809
	0.871
	0.8028
	0.8201










 





Table 3. Class-Balanced Accuracy.
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	Class
	Accuracy (No EWC)
	Accuracy (EWC)





	BenignTraffic
	0.95
	0.96



	DDoS-ICMP_Flood
	0.98
	0.99



	Backdoor_Malware
	0.02
	0.05



	SqlInjection
	0.01
	0.03



	XSS
	0
	0



	Recon-OSScan
	0.45
	0.5



	MITM-ArpSpoofing
	0.7
	0.75



	DDoS-UDP_Flood
	0.98
	0.99










 





Table 4. Class-Specific Performance Metrics.
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	Class
	Precision (Best)
	Recall (Best)
	F1-Score (Best)
	Precision (Worst)
	Recall (Worst)
	F1-Score (Worst)





	BenignTraffic
	0.8009
	0.975
	0.8777
	0.5648
	0.9279
	0.851



	DDoS-ICMP_Flood
	1
	0.999
	0.9994
	0.9715
	0.9736
	0.9866



	Backdoor_Malware
	0.4679
	0.049
	0.089
	0
	0
	0



	SqlInjection
	0.4301
	0.024
	0.0458
	0
	0
	0



	XSS
	0
	0
	0
	0
	0
	0










 





Table 5. Incremental Learning Performance.
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	Scenario
	Macro Precision
	Macro Recall
	Macro F1-Score





	Initial Training (No EWC, Most Frequent Removed)
	0.7077
	0.5442
	0.5633



	Final Training (No EWC, Most Frequent Removed)
	0.6301
	0.5143
	0.5143



	Initial Training (EWC, Most Frequent Removed)
	0.6866
	0.5507
	0.5713



	Final Training (EWC, Most Frequent Removed)
	0.665
	0.5787
	0.593
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