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Abstract: This paper presents the cloud vendor lock-in prediction framework (CVL), which aims to
address the challenges that arise from vendor lock-in in cloud computing. The framework provides a
systematic approach to evaluate the extent of dependency between service providers and consumers
and offers predictive risk analysis and detailed cost assessments. At the heart of the CVL framework is
the Dependency Module, which enables service consumers to input weighted factors that are critical
to their reliance on cloud service providers. These factors include service costs, data transfer expenses,
security features, compliance adherence, scalability, and technical integrations. The research delves
into the critical factors that are necessary for dependency calculation and cost analysis, providing
insights into determining dependency levels and associated financial implications. Experimental
results showcase dependency levels among service providers and consumers, highlighting the
framework’s utility in guiding strategic decision-making processes. The CVL is a powerful tool that
empowers service consumers to proactively navigate the complexities of cloud vendor lock-in. By
offering valuable insights into dependency levels and financial implications, the CVL aids in risk
mitigation and facilitates informed decision-making.

Keywords: cloud vendor lock-in; dependency analysis; cost evaluation; cloud service providers; risk
mitigation
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1. Introduction

Cloud computing has become an integral part of businesses and personal lives due to
its scalability, cost-effectiveness, accessibility, and user-friendliness. Its popularity has led to
widespread adoption by people and businesses alike, resulting in significant market growth.
By 2022, the market size is expected to reach around USD 490 billion, with annual growth
predicted to be 15.7% from 2022 to 2030. This trajectory would result in a market size of USD
1500 billion by the end of the next decade. The rising demand for cloud services is fueled by
digital transformation initiatives, the surge in remote work, and the increasing reliance on
online services. However, potential factors such as technological breakthroughs, evolving
regulations, economic fluctuations, and shifts in business approaches may influence the
growth rate.

Cloud computing is essential in contemporary society, as it enables sizable enterprises
to lease their hardware infrastructure to smaller businesses that lack the means to procure
the hardware independently. This includes an array of services such as storage, servers,
databases, networking, analytics, software, and intelligence, all delivered via the Internet.
One of the most significant advantages of cloud computing is its inherent scalability,
allowing businesses to expand seamlessly while accommodating evolving needs and
reducing operational expenses.

In a broad context, cloud computing represents a forward-thinking abstraction of
Internet-based computing resources and services, harnessed by system developers to
implement intricate web-based systems [1]. In simpler terms, cloud computing leverages
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a network of remote servers hosted on the Internet for data storage, management, and
processing, supplanting the traditional local server approach. A finer understanding of
cloud computing emerges when examining its deployment models and service categories.
Four distinct deployment models shape the landscape: private, public, community, and
hybrid. A public cloud is universally accessible, whereas a private cloud is owned by a
specific entity. The community-based model is shared among multiple entities, while the
hybrid model amalgamates elements of the other three. Furthermore, three core cloud
service models categorize its functionalities. Software as a Service (SaaS) encapsulates
complete software applications complete with user interfaces. Infrastructure as a Service
(IaaS) supplies machines, storage, and networking resources that developers manage by
incorporating their supportive assets. Platform as a Service (PaaS) furnishes a platform
where developers deploy their applications [2].

The cloud computing industry faces several challenges, including data breaches,
compliance with regulatory mandates, a lack of IT expertise, cloud migration, unsecured
APIs, insider threats, and many others. These challenges usually fall into three main
categories: security and privacy, data protection, and vendor lock-in.

1.1. Security and Privacy

Ensuring the security of cloud computing requires a comprehensive approach that
takes into account the persistent growth of challenges that come with technological ad-
vancements. As technology evolves, it becomes increasingly important to provide robust
protection. Protecting digital environments requires mitigating potential threats and pre-
empting attacks to build user confidence in using services, platforms, and software. The
level of security provided by a cloud service is directly linked to user adoption and ac-
ceptance. Unlike traditional systems where physical access often leads to vulnerabilities,
the remote nature of cloud computing changes this dynamic. However, the increasing
sophistication of hackers remains a significant challenge. To enhance cloud computing
security, a combination of strategies is essential. This includes implementing strict authenti-
cation mechanisms, robust encryption protocols, and vigilant intrusion detection systems.
In addition, proactive monitoring, the timely patching of vulnerabilities, and continuous
security audits are critical. Emphasizing user education and awareness regarding best
security practices can also play a crucial role in fortifying the overall cloud environment. By
addressing security concerns comprehensively, cloud providers and users can contribute to
a safer ecosystem that safeguards against threats and creates a climate of trust, enabling
cloud services to thrive despite evolving cyber threats [3].

1.2. Data Protection

Organizations must ensure that their data comply with regulations such as GDPR,
HIPAA, and industry-specific standards. The location of data storage and processing can
impact compliance [4]. Given that computing takes place over the Internet, the eventu-
ality of a data breach is a concern that necessitates proactive measures to safeguard both
businesses” and their customers’ data. While striving to strike a balance amidst various
challenges can be complex, prioritizing prevention is advisable. Mitigating the occurrence
of breaches is key to pre-empting a potential fallout. Furthermore, the onus often falls on
the cloud computing provider to furnish a significant portion of the security framework.
However, this dynamic can limit the extent of control businesses possess over the security
protocols. Hence, a strategic approach involves collaborative efforts between stakeholders
to ensure a robust security posture while navigating the inherent complexities of cloud
computing. By adopting a foresighted and preventative approach, businesses can mitigate
risks, enhance security, and establish a resilient cloud environment that instills trust and
safeguards data integrity. As of 2023, the Cost of a Data Breach report jointly conducted by
IBM and the Ponemon Institute reveals that the average expense incurred due to a data
breach has surged to an all-time high of USD 4.45 million [5].
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Our paper focuses on addressing the challenge of vendor lock-in in cloud computing.
Our goal is to develop a framework that goes beyond current considerations and predicts
future instances of vendor lock-in. This forward-looking approach will provide stakehold-
ers with anticipatory insights and enable proactive strategies to mitigate the risks associated
with vendor lock-in. By predicting future occurrences, our research seeks to empower
organizations with the knowledge needed to make informed decisions, ultimately fostering
a more resilient and adaptable cloud computing environment. The main contributions of
our work are as follows:

e The CVL offers a detailed analysis of the cost structures associated with different cloud
service providers. This includes pricing models, charges for resource consumption,
and any additional fees related to data transfer, storage, and computing resources. By
quantifying the financial impact of each provider, our framework provides service
consumers with a valuable tool to effectively compare and contrast the economic
aspects of available offerings, thereby improving decision-making processes.

* The CVL assesses the degree of reliance on each cloud service provider. Higher
reliance levels indicate potential challenges in transitioning to alternative providers in
the future. This provides critical insights for strategic planning and risk mitigation.

¢  The CVL has introduced a new methodology that aims to assign rankings to cloud
service providers. This ranking system is based on the data collected regarding the
cost of services and the level of dependency on these services. Providers with lower
service costs and reduced dependency levels will receive higher rankings. This new
system will make it easier for consumers to make informed decisions when selecting
optimal cloud service solutions.

*  The CVL enables service consumers to make informed decisions that align with their
organizational goals. Choosing a cloud service provider with lower dependency levels
not only minimizes the risk of vendor lock-in but also provides financial benefits by
potentially reducing overall service costs.

¢  The CVL enables service consumers to manage and mitigate challenges associated
with vendor lock-in. By guiding the selection of providers with lower dependency
levels, organizations gain flexibility, simplifying the process of adapting to evolving
business needs.

This paper explores the challenges associated with vendor lock-in in the realm of
cloud computing, as discussed in Section 2. Section 3 provides an overview of related work
in the field. Moving forward, Section 4 introduces a proposed method, while Section 5
outlines the experimental framework utilized to assess the effectiveness of this approach.
The conclusions drawn in the final section emphasize the importance of mitigating vendor
lock-in to enhance the widespread adoption of cloud computing solutions across various
corporate applications and services.

2. Vendor Lock-In

Vendor lock-in is a situation in cloud computing where a customer becomes heavily
dependent on a specific cloud provider due to various reasons such as technical aspects,
contract terms, or other factors. This dependency can result in limited options for the
customer to switch to another provider, even if the current provider is not performing
well. This creates difficulties for customers who want to switch to a different provider,
as it involves significant obstacles, expenses, and disruptions. Vendor lock-in can occur
when a cloud provider uses proprietary technologies, formats, or interfaces that are not
easily interoperable with other providers, making it difficult for the customer to migrate
their applications and data. It can also result from exclusive licensing terms, complex
integration requirements, or custom configurations that tie the customer to the specific
provider’s ecosystem. This lack of portability and flexibility can limit the customer’s
ability to adapt to changing needs or take advantage of competitive offerings, potentially
impacting cost-effectiveness and innovation.
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2.1. Vendor Lock-In Scenario

Company TechWay, a rapidly growing Software as a Service (SaaS) provider, initially
selected Cloud Provider XYZ to host their application and oversee their cloud infrastructure.
They were drawn by competitive rates, dependable services, and most features aligned
with their needs.

Over time, TechWay integrated its application with Cloud Provider XYZ'’s offerings,
relying on databases, serverless functions, and Al services for data processing. However,
challenges arose when their evolving needs exceeded Cloud Provider XYZ’s Al services.
They turned to Cloud Provider ABC, which offered advanced machine learning options
like natural language processing and image recognition (see Figure 1).
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Figure 1. TechWay company scenario.

At this point, the vendor lock-in issue emerged. Shifting from Cloud Provider XYZ to
Cloud Provider ABC would be intricate and time-intensive. They would need to modify their
code, adapt data formats, and restructure workflows to align with Cloud Provider ABC. Fur-
thermore, high data egress charges by Cloud Provider XYZ added to the migration expenses.

TechWay also faced the hurdle of their proficient developers specializing in Cloud
Provider XYZ’s tools. Adapting to Cloud Provider ABC would require training or hiring
new talent familiar with their ecosystem.

Cloud computing is marked by the arduous and costly process of transferring applica-
tions and data to alternate providers. Cloud software vendors employ various strategies to
bind customers, such as creating systems that are incompatible with other vendor software,
utilizing closed architectures or proprietary standards that lack interoperability with other
applications, and imposing exclusive licensing conditions [6]. This practice dissuades orga-
nizations from embracing cloud technology, posing a formidable obstacle that demands
substantial efforts to surmount [7].

As elucidated by [7], the mounting market demand and the quest for increased
customer engagement exert pressure on cloud providers to prioritize interoperability—
a direct advantage that circumvents the pitfalls of vendor lock-in. Prior studies have
largely explored interoperability issues and the concerns tied to vendor lock-in. Numerous
standardization solutions have emerged to enhance interoperability [8,9]. However, limited
research has been devoted to a comprehensive investigation of vendor lock-in review and
its implications for cloud computing adoption.

2.2. Vendor Lock-In Types

In cloud computing, vendor lock-in appears in different ways, such as technical lock-
in, data lock-in, service lock-in, certification lock-in, contract lock-in, economic lock-in, and
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network lock-in (Figure 2). The technical lock-in occurs when a cloud service provider offers
proprietary technologies, APIs, or data formats that are not easily transferable to other
providers. Customers become dependent on these unique features, making it challenging
to migrate to alternative platforms without significant redevelopment effort. For example,
when the service consumer is using database solutions with cloud-specific functions.

Vendor Lock-in

Database solution
—————» Technical Lock-in AP

Service Functions

EEEEEE— Data Lock-in baa f.mm?t
Data migration
) . AWS

p——->p Service Lock-in Azure
Google

¥ Certification Lock-in Re-ecaluation

> Contract Lock-in Early termination fees
E— Economic Lock-in Training

Business process

—_— Network Lock-in Reconfigration

Figure 2. Vendor lock-in Ttypes.

In data lock-in, the data storage formats and structures are owned by the cloud
providers. Cloud consumers should store their data in the specified formats, which makes
it difficult to move these structured data to another service provider or to a different
infrastructure. The migration of service consumer data will need transformation, which
will increase the data migration complexities. Data transformation will lead to high costs
and time-consuming processes. Service lock-in occurs when a service provider offers a
wide range of services, such as analytical services, serverless computing, and machine
learning. Service consumers who integrate these services into their applications will find
it challenging to switch to another cloud provider because of the tight coupling with the
provider’s system. For example, AWS Lambda functions are not easily transferable to Azure
Functions or other cloud providers, such as Google. In certification lock-in, some industries
require specific certifications or standards. The service consumer should follow the roles
and standards listed in the cloud provider certifications. Switching service providers
requires a re-evaluation of the roles and standards of the certification, which will be costly
and time-consuming. Contract lock-in appears in many cases especially when it is a long-
term contract with cloud providers. Most of the contracts have penalties and/or termination
fees for early termination, making it financially challenging for service consumers to
switch to another service provider. Over time, service consumers may invest heavily in
a specific cloud provider’s ecosystem, which can lead to economic lock-in. This includes
the direct costs associated with cloud services, the training of staff, the development of
cloud applications, and the adoption of specific tools. The last type is network lock-in,
which appears when the cloud providers offer a variety of networking services, and service
consumers configure their network infrastructure to work with a particular provider’s
services. Migrating to a new provider will require network re-configuring.
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Mitigating cloud vendor lock-in involves careful planning, the use of open standards
and technologies when possible, and adopting strategies like multi-cloud or hybrid cloud
architectures. It is crucial for organizations to weigh the benefits of cloud services against
the potential lock-in risks when making cloud-related decisions.

This paper’s contribution establishes a cornerstone for prospective analyses and
evaluations concerning the influence of vendor lock-in on the uptake of corporate cloud
computing applications and services.

3. Related Work

As we discussed before, vendor lock-in is a situation where a customer becomes
dependent on a particular vendor’s products or services to the extent that it becomes
challenging to switch to an alternative vendor without extra costs or disruption. In this
section, we discussed the related work about vendor lock-in by studying the types of vendor
lock-in, the risks and costs of vendor lock-in, and vendor lock-in in specific industries [8-10].
Table 1 illustrates the features and challenges of different cloud services.

In [11], the authors discussed the issues of vendor lock-in in cloud computing and
offered solutions. They also addressed concerns about moving cloud services, empha-
sizing security. Vendor lock-in arises due to differences in vendor technologies and a
lack of interoperability. They conclude that preventing vendor lock-in or reducing its
effects aligns with maintaining interoperability across various cloud computing systems
and services.

The authors of [6] claimed that to build trust in cloud adoption and avoid vendor
lock-in, it is vital to make it easy for users to switch cloud providers with their data. Just
having a copy of the data is not enough if they are in a proprietary format. So, not only
should users have access to their data, but they should also be in a format with a publicly
available specification. Giving organizations control over their data and enabling smooth
transitions between cloud providers is key to establishing trust and a vendor-neutral cloud
environment.

The study in [7] explored the solutions related to interoperability, security, porta-
bility, and governance in the cloud. Concerning interoperability, they categorized the
solutions into three groups: standardization bodies, industry solutions, and brokering
and management.

While cloud providers typically ensure data’s high availability and reliability, there
are scenarios where a cloud provider’s client may encounter difficulties accessing their
data. One such scenario arises when the issue of vendor lock-in manifests itself. In [12],
Razavian et al. studied how the vendor lock-in problem prevents organizations from
migrating toward cloud storage by investigating how system parameters (i.e., failure rate,
redundancy ratio, and the number of blocks) impact data accessibility. In this paper, they
examined the dispersion of a large file across multiple cloud providers as a solution to
address the issue of vendor lock-in.

The goal of the paper in [13] was to tackle vendor lock-in by using a unique approach.
The authors” approach combined a versatile infrastructure setup using the Constructs
Programming Model with the creation of abstraction layers that manage the integration
with specific service providers. The proposed framework simplified the complexities of
various serverless platforms, which allows developers to focus on their specific functions.
The framework evaluation involved deploying a benchmark application on various cloud
providers to showcase how easy and flexible the framework is.

There are many proposed techniques to solve the lock-in problem. In [14], the authors
proposed a multi-cloud architecture. A multi-cloud architecture involves utilizing the
services of multiple cloud service providers simultaneously to host different aspects of
an organization’s IT infrastructure. This approach offers several advantages, including
reducing vendor lock-in, enhancing redundancy and resilience, optimizing costs, ensuring
compliance with data regulations, improving performance, fostering innovation, and sim-
plifying disaster recovery and business continuity planning. It also enables organizations
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to deliver specialized services by leveraging the strengths of different cloud providers. In
essence, multi-cloud architecture provides flexibility, autonomy, and adaptability in cloud
strategy, making it an appealing approach in today’s dynamic cloud computing landscape.
Multi-cloud architectures allow for greater flexibility when it comes to delivering special-
ized services. Numerous cloud service providers each excel in a distinct set of specialized
services. Organizations can select the most suitable provider for each individual use case,
thereby capitalizing on distinctive advantages. For instance, one service provider may
offer sophisticated Al capabilities, whereas another may focus on Internet of Things (IoT)
services. Because of this flexibility, businesses can tailor a cloud environment that is high-
performing, efficient, and cost-effective to meet the varied requirements of their operations.
A multi-cloud architecture gives businesses the ability to capitalize on the benefits of cloud
computing while minimizing their dependence on a single vendor and the risks that come
along with it. As a result, it is becoming an increasingly appealing strategy for effectively
navigating the constantly changing landscape of the cloud computing industry. Implement-
ing a multi-cloud architecture introduces several challenges: managing resources across
multiple providers requires specialized orchestration, monitoring, and governance tools
and skills; ensuring smooth data integration and interoperability can be complex, especially
when moving data between various environments; while cost optimization offers benefits,
it demands meticulous cost monitoring and management to prevent overspending and; to
maintain data integrity and regulatory compliance, organizations must establish consistent
security and compliance practices across multiple cloud providers [15].

In the work in [9], containerization and Kubernetes were instrumental in address-
ing the challenge of cloud vendor lock-in in modern cloud computing. Containerization,
exemplified by Docker, encapsulates applications and their dependencies into portable,
self-contained units called containers. This abstraction reduces reliance on the underlying
infrastructure, enabling applications to run consistently across multiple cloud providers.
Developers can create and test containers locally, promoting portability and mitigating
vendor lock-in by facilitating easy migration between providers or between cloud and
on-premises environments. Kubernetes, an open-source container orchestration platform,
complements containerization by simplifying the management and scaling of containerized
applications. It abstracts infrastructure complexities and offers automated load balancing,
scalability, and self-healing, ensuring consistent performance across diverse cloud envi-
ronments. The combination of containerization and Kubernetes offers several advantages,
including vendor-agnostic deployments, streamlined migration processes, choice and flexi-
bility in cloud service selection, improved scalability, and cost optimization through the
continuous evaluation of cloud pricing.

Table 1. Features and challenges of different cloud services.

Reference Features Challenges
[14,16,17] Reduces vendor rehance.by using multiple Management complexity due to multiple vendors
cloud providers
[18-20] Enhances redundancy and ensures business continuity Data integration challenges when moving
between clouds
[21,22] Improves robustnes§, as workloads can migrate Resource and cost optimization across providers
during outages
[23,24] Enables cost optimization by selecting the best provider ~ Security and compliance management across vendors
[9,25] Facilitates comphgnce Wlt}.l regulations by Operations and administration complexities
choosing locations
[26,27] based on data residency requirements Migration of applications to different clouds
[16,28,29] Promotes innovation by dpvmg competition Training and capability development for multi-cloud
among providers
[30-32] Facilitates disaster recovery through data replication Continual assessment and adaptation of cloud strategy
[33-35] Portability of applications using containers Data storage and database management in multi-cloud
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The authors of [26] proposed that serverless computing is a powerful strategy for
addressing cloud vendor lock-in concerns, offering organizations a flexible and vendor-
agnostic approach to cloud application development and deployment. It abstracts much
of the underlying infrastructure management, freeing developers from vendor-specific
constraints. Serverless platforms, like AWS Lambda, Azure Functions, and Google Cloud
Functions, enable developers to focus solely on writing code, promoting portability and
compatibility with a multi-cloud strategy. Serverless applications typically follow an event-
driven architecture, responding to triggers or events from various sources, making them
cloud-agnostic and interoperable. Minimal vendor-specific code, often written in popular
programming languages, facilitates migration between cloud providers and deployment on
an on-premises infrastructure. Cost-effectiveness is another key benefit of serverless com-
puting, with organizations billed based on actual execution time and resource consumption,
reducing costs and minimizing financial impact when switching providers. Automatic
scalability and load balancing ensure efficient traffic adaptation, regardless of the host-
ing cloud. The serverless ecosystem includes cross-cloud development and deployment
tools that abstract cloud-specific details, enhancing portability. Serverless architectures are
compatible with multi-cloud strategies, offering redundancy and resilience by deploying
functions across multiple providers or an on-premises infrastructure.

Serverless computing platforms provide event bridges and connectors for integration
with various cloud services, APIs, and data sources, simplifying vendor-specific integra-
tions and promoting interoperability. Despite its portability and autonomy, serverless
functions can still interact with cloud-specific services as needed, providing flexibility in
selecting cloud services. Rapid deployment and updates are a primary advantage of server-
less computing, allowing organizations to iterate on applications and respond to changing
requirements, irrespective of the hosting cloud provider. Careful planning is essential
for factors like data storage and databases to ensure complete portability. Additionally,
prioritizing monitoring, security, and compliance is crucial when adopting serverless archi-
tectures across multiple cloud providers or environments for an effective cloud strategy.
The last method is the one proposed by [28]. They were establishing common standards,
utilizing containerization technologies, employing cloud-neutral management tools, and
adopting hybrid or multi-cloud architectures as key strategies for addressing vendor lock-
in concerns in the cloud computing industry. Notable standards like OpenStack and
Kubernetes promote interoperability, while containerization technologies like Docker and
Kubernetes enhance portability across various cloud environments. Cloud-neutral tools
like Terraform and Ansible abstract cloud provider specifics, ensuring infrastructure con-
sistency. Multi-cloud APIs and platforms simplify interaction with multiple cloud services
through unified interfaces, reducing adaptation efforts. Hybrid and multi-cloud architec-
tures increase flexibility and resilience by distributing workloads. Cloud brokerage services
act as intermediaries, optimizing multi-cloud deployments. Open-source databases offer
vendor-independent alternatives, and data portability using open standards is crucial.
Contractual agreements should include clear data extraction and ownership terms, and the
continuous evaluation and monitoring of cloud strategies is essential to minimize vendor
lock-in risks. In summary, most of the related work tried to solve one specific issue that
comes as a result of vendor lock-in (see Table 2).
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Table 2. Different vendor lock-in techniques.

Technique Benefits

Reduces reliance on a single vendor
Enhances redundancy

Increases robustness

Selects cost-effective providers

Uses multi-cloud to meet data residency
Simplifies disaster recovery planning
Has global reach

Multi-Cloud Architecture

Multiple cloud platforms
Consistency

Scale applications

Cut costs

Containerization and Kubernetes

Standards ensure compatibility
Cloud-neutral management tools
Cloud-independent connectors
Hybrid architectures

Data transfer

Standardization and Interoperability

Inherently portable
Serverless Computing *  Pay-per-use pricing
*  Rapid deployment

4. Cloud Vendor Lock-In Prediction Framework (CVL)

In this section, we will introduce our solution to tackle the issue of vendor lock-in. We
have developed a method called the cloud vendor lock-in prediction framework (CVL).
The approach taken by the CVL involves evaluating the level of dependence between
the service provider and the service consumer. This is followed by predicting the risks
associated with entering into a contract with that particular provider. Additionally, the
CVL conducts an extensive cost analysis for each provider, which is customized to meet
the specific requirements of the service consumer.

The CVL addresses several critical factors associated with assessing vendor lock-in
challenges in the cloud computing domain. Firstly, it evaluates the comprehensiveness
of a cloud service provider’s service offerings and the degree of dependency an orga-
nization may develop on specific features or technologies. The framework assesses the
interoperability of services across different cloud platforms, examining how easily data
and applications can be migrated or integrated with alternative providers. Moreover,
the CVL considers the pricing models and contractual terms. It also assesses the level of
customization and adaptability of applications, ensuring that organizations can maintain
flexibility and control over their IT infrastructure. The security and compliance concerns
are integral components. In general, the CVL comprehensively addresses factors such as
service dependency, interoperability, pricing models, customization, security, compliance,
and performance. By evaluating these critical elements, organizations can make informed
decisions and proactively mitigate the risks associated with vendor lock-in in the dynamic
landscape of cloud computing.

The figure shown in reference to Figure 3 demonstrates an important step in evalu-
ating and handling dependencies on cloud service providers. During this stage, service
consumers evaluate several cloud service providers to determine how much they depend
on each provider. This evaluation involves inputting weighted factors into a dedicated
Dependency Module, which then produces a comprehensive cost analysis and Dependency
Degree for each service consumer.
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Figure 3. Cloud vendor lock-in framework.

The main components in the proposed framework (CVL) are as follows:

Cloud service providers: Represented in the figure are multiple cloud service providers,
each depicted with their respective logos or names. These providers offer various
cloud services and solutions to service consumers.

Service consumer input: Service consumers, which can be organizations or individuals,
actively participate in the assessment process. They input specific weighted factors
that are pertinent to their usage and reliance on each cloud service provider.
Weighted factors: The weighted factors entered by service consumers reflect the critical
aspects of their dependency on cloud service providers. These factors may include
service costs, data transfer costs, service features, data security, compliance adherence,
and more. Consumers assign relative weights to each factor based on their importance.
Dependency Module: At the heart of the figure is the Dependency Module. This
module receives the weighted factors input by service consumers and processes these
data to perform a comprehensive analysis. It provides insights into how different
services contribute to the overall expenses, allowing consumers to make informed
decisions based on their budget constraints and cost optimization goals.

Cost analysis: The module calculates the cost implications associated with each cloud
service provider based on the weighted factors. It considers factors such as pric-
ing models, data transfer costs, and service-specific charges to provide an accurate
cost analysis.

Dependency Degree: The Dependency Module computes the Dependency Degree
for each service consumer—provider relationship. This metric quantifies the level of
reliance or dependency of a service consumer on a particular cloud service provider.
It takes into account the weighted factors and their impact on the overall dependency.

The Dependency Module of the CVL helps service consumers make informed decisions

by evaluating critical factors such as service costs, data transfer expenses, security features,
compliance adherence, scalability, and technical integrations. It assesses pricing structures,
revealing both explicit and hidden costs, while also scrutinizing data transfer policies to
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help users manage expenses effectively. The module examines security features, ensuring
alignment with data protection needs and compliance standards. Additionally, it evaluates
the scalability of services, which is crucial for organizations anticipating growth, and
assesses technical integrations, including APIs and protocol support. By providing a
comprehensive understanding of these dependencies, the CVL enables consumers to
navigate and weigh these factors, facilitating optimal choices in selecting cloud service
providers that align with their specific requirements and goals.

Cloud service providers will input their respective weight factors into a prediction
model. The total weight added should be 100%. Afterward, users will specify how much
weight they want to give to each factor. Then, the module will use the trained data to
calculate the overall cost and predict the Dependency Degree between the service consumer
and service providers. Finally, the recommended system will deliver a report to the user.
The report will include a cost comparison and the Dependency Degree assessment for each
of the service providers.

To reduce the risk of being locked into a particular vendor, the service consumer needs
to follow the recommendations from the CVL. They should choose a service provider
that best fits their specific requirements. This decision will also help them understand
how dependent they are on the service provider, which in turn will help them predict the
likelihood of vendor lock-in occurring in the future.

There are many benefits of using the CVL before selecting a service provider:

* By utilizing the dependency analysis, service consumers gain valuable insights into their
reliance on multiple cloud service providers. This information enables them to make
informed decisions regarding vendor lock-in, cost optimization, and risk management.

*  The framework’s cost analysis component assists service consumers in identifying
potential cost-saving opportunities by comparing the cost implications of different
cloud service providers.

*  Service consumers can use the Dependency Degree to assess the level of risk associ-
ated with their cloud service provider relationships. This allows them to implement
strategies to mitigate vendor lock-in risks and enhance operational flexibility.

¢ Armed with the insights from the framework, service consumers can develop tailored
cloud strategies that align with their specific requirements, cost constraints, and
desired levels of dependency on individual providers.

To put it simply, the cloud vendor lock-in (CVL) is a structure that helps in the exami-
nation and control of dependencies on several cloud service providers. It enables users to
make informed decisions based on data, manage expenses, and efficiently maneuver the
intricate terrain of cloud computing.

In the following sections, we define the main factors in the dependency calculation
and cost analysis.

4.1. Dependency Degree

Measuring the Dependency Degree between a cloud provider and a consumer is
essential for assessing the potential risks and understanding the level of reliance on the
cloud provider, which will lead to vendor lock-in. In the CVL, we are considering many
factors to calculate the dependency level as follows:

—  Service-level agreements (SLAs): SLAs specify the level of service, availability, and per-
formance guarantees. Analyze how these SLAs align with an organization’s business
needs. The tighter the SLAs, the higher the dependency.

—  Data storage and ownership: Evaluate where the data are stored and who owns them.
If the critical data resides primarily within the cloud provider’s infrastructure, this
implies a high degree of dependency.

—  Resource scaling: Examine how easily an organization can scale its resources up or
down within the cloud provider’s environment. A lack of flexibility in resource scaling
can indicate a higher degree of dependency.
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Service integration: Analyze the extent to which the organization’s services and
applications are tightly integrated with the cloud provider’s services. The more tightly
integrated, the greater the dependency.

Exit strategy: Develop an exit strategy, which includes a plan for migrating away from
the cloud provider if necessary. The complexity and cost of the exit strategy can give
organizations an idea of their dependency level.

Downtime and outages: Assess the historical downtime and outages experienced
with the cloud provider’s services. Frequent and prolonged outages can be a sign of
dependency risk.

Cost analysis: Evaluate the cost structure of the organization’s cloud services. Under-
stand how changes in usage and pricing can affect the organization’s financial stability.
Rapid cost increases can indicate a high level of dependency.

Technical dependencies: Document the technical dependencies the organization’s
applications and services have on specific cloud services or APIs. Analyze how
difficult it would be to replace or adapt these dependencies.

Skills and training: Assess the skills and training of the organization’s IT staff. If
the team is heavily trained in a particular cloud provider’s services, it can increase
dependency.

Monitoring and performance: Continuously monitor the performance and availability
of the cloud resources. Sudden drops in performance or frequent downtime can
indicate dependency issues.

Third-party tools: Evaluate any third-party tools or services the organization uses to
manage or enhance its cloud infrastructure. These tools may introduce additional
dependencies.

4.2. Cost Analysis

Cost analysis data for vendor lock-in is highly specific to individual organizations,

their cloud usage patterns, and the cloud providers they are currently using or considering.
Here are some general cost analysis considerations related to vendor lock-in:

Pricing models: Different cloud providers offer various pricing models, such as pay-as-
you-go, reserved instances, or spot instances. Evaluate how these pricing models align
with the organization’s workload and budget. Consider the potential cost savings of
switching to a different provider or adopting a multi-cloud strategy.

Data egress costs: Some cloud providers charge fees for transferring data out of their
ecosystems. Calculate the potential data egress costs if the organization needs to
migrate its data to a different provider. This cost can be a significant factor in vendor
lock-in scenarios.

Service costs: Analyze the costs of the specific services and features the organization is
using with its current provider. Compare these costs with equivalent services offered
by other providers to assess potential cost savings.

Licensing and support costs: Take into account any licensing or support agreements
the organization has with its current provider. Consider how these costs may change
if they switch to another provider or adopt a multi-cloud strategy.

Exit costs: Calculate the potential costs associated with migrating the organization’s
applications, data, and workloads away from its current provider. This includes
factors like re-configuration, re-testing, and potential downtime during the migration
process.

Resource scaling: Assess how well the current provider accommodates resource
scaling and whether there are any associated costs. Evaluate whether a different
provider or multi-cloud approach offers more cost-effective scalability options.

Idle resource costs: Consider the costs of idle or underutilized resources. Some
providers offer tools for optimizing resource allocation and cost management. Assess
whether a different provider can help minimize idle resource costs.
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—  Cost optimization tools: Evaluate the cost optimization tools and features provided by

the current provider and compare them with those offered by other providers. Look
for tools that help identify cost-saving opportunities.

—  Cost of compliance: Factor in the cost of maintaining compliance with regulatory

requirements in different cloud environments. Some industries may have specific
compliance obligations that can affect costs.

-  Projected growth: Consider the organization’s projected growth and how it may

impact costs with the current provider. Assess whether alternative providers or
multi-cloud strategies can accommodate future scalability needs more cost-effectively.

To conduct a thorough cost analysis for vendor lock-in, organizations must gather
detailed financial data about their cloud usage, contracts, and anticipated changes. This
analysis should be a part of a broader evaluation of cloud strategies, which should consider
the financial repercussions of vendor lock-in in the short and long term, as well as potential
strategies to minimize its impact.

5. Experiment and Results

There are numerous studies, outlined in the related work section [17,29,32,34,35], that
utilize various equations for computing cost. This paper introduces a cost analysis module
that will employ Equation (1):

Annual Costs = (N x C) X (S+ M)), (1)

where:

N = Number of users;

C = A complexity multiplier from 1.00-2.00;

S = Security requirements rated on a 100-300 scale;

M = Monitoring requirements rated on a 100-300 scale.

To calculate the total cost of using a service provider, an equation is used. The equation
takes into account several factors including the base cost, compute cost, storage cost, and
data transfer cost. A service consumer must input the number of users and the complexity
of the resources, which ranges from 1.00 to 2.00. The maximum complexity multiplier is
two. Additionally, the security and monitoring provided by the service providers are rated
on a scale from 100 to 300. The question about costs arises from a careful examination
of previous studies that delved into cost calculations, pinpointing the key factors that
can sway annual expenditures. These factors include the number of users (N), where a
larger user base often translates to increased infrastructure demands, higher licensing
costs, and potentially elevated expenses for security and monitoring. The complexity
multiplier (C) acknowledges the diverse nature of systems, recognizing that not all are
equally intricate; it provides a means to adjust costs based on a system’s complexity arising
from configurations, integrations, or customization. Security requirements (S) take center
stage as a critical consideration in any IT system accommodating varied security levels
and factoring in associated costs for advanced security measures. Likewise, monitoring
requirements (M) are essential for system health and performance, with the scale providing
flexibility to address diverse monitoring needs. Systems with heightened complexity or
stringent performance demands may incur higher monitoring expenses.

We have analyzed three cloud service providers, namely Provider A, Provider B, and
Provider C, based on our dataset. For each provider, we calculated the cost of using their
services at various scales, taking into account the number of users, complexity, and security
requirements. In Figure 4, we compared the cost of the three providers with the same
number of users but different complexity scales. Our analysis shows that Provider A has
the least complexity, followed by Provider B, and Provider C with the highest complexity.
In terms of monitoring requirements, Provider C has the highest requirements, while
Providers A and B have the same scale. Furthermore, we compared the cost of the three
providers with the same number of users but different security scales as shown in Figure 5.
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Our findings indicate that Provider A has the lowest security scale, followed by Provider C,
and then Provider B with the highest security scale.

Total Cost
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Figure 4. Total cost for three providers with different complexity scales.
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Figure 5. Total cost for three providers with different security scales.

In the second step of the CVL, the degree of dependency is calculated. The service con-
sumer assigns weight to technical (TL), data (DL), service (SL), certification (CL), contract
(OL), economic (EL), and network (NL) factors. The Dependency Score is then calculated
using Equation (2):

n

Dependency Score = Y _(w; X f;), (2)
i=1
where:
n is the number of factors considered.
w; is the weight assigned to factor i (a value between 0 and 1, representing its im-
portance).
fi is the normalized score for factor i (a value between 0 and 1, representing the level
of dependency for that factor).

We collected data from three providers and fifteen consumers. Figure 6 shows their de-
pendency levels. Figure 7 demonstrates how varying weights impact the dependency levels.
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Figure 7. Dependency level for three different service providers and one service consumer.

The cloud vendor lock-in framework (CVL) involves generating a comprehensive
report that assesses and ranks different cloud service providers. This approach aims to give
service consumers valuable insights, helping them make informed decisions and mitigate
the challenges associated with vendor lock-in. The CVL provides clear insights into how
much an organization relies on specific cloud services, including the financial impact of
these dependencies. By analyzing factors like service cost and level of dependency, the
CVL helps decision-makers understand potential risks and hidden costs. This information
enables them to make smart choices, avoiding excessive reliance on a single cloud vendor
and ensuring alignment with organizational goals and budgets. In summary, the CVL
simplifies the complex landscape of cloud vendor dependencies, allowing for more strategic
decision-making.

The research conducted under the CVL has significant implications for both managerial
decision-making and academic discourse. By comparing the results of various studies with
the literature review, potential alignments or divergences can be observed based on the
specific focus and methodologies used in each study. From a managerial perspective, the
findings of the CVL offer valuable guidance to decision-makers who are facing challenges
related to cloud vendor lock-in. The research provides insights into the levels of dependency,
financial implications, and comparative analyses of service providers, which can help
organizations optimize their cloud infrastructure. This information empowers managers to
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mitigate risks, make informed vendor selections, and strategically plan cloud adoption in
line with organizational objectives.

The CVL'’s research contributes to the existing literature by presenting a systematic
framework for evaluating dependencies and financial implications in the context of cloud
vendor lock-in. This research enriches academic discussions surrounding cloud computing,
vendor management, and strategic decision-making. It not only advances our under-
standing of these dynamics but also provides a practical foundation for future studies to
build upon.

It is important to recognize certain limitations in the proposed methodology. One
notable limitation is the dependence on historical data, which may not fully reflect the
rapidly changing landscape of cloud services. Moreover, the sensitivity of the methodology
to variations in organizational structures, sizes, and industry regulations should be ac-
knowledged. Along with these challenges, a significant consideration involves determining
the weights assigned to factors from the perspective of the service consumer. Selecting
these weights and deciding their application in the equation represent key challenges in
the methodology. These limitations highlight the need for cautious interpretation and
application of the research findings in practical settings.

6. Conclusions

The cloud vendor lock-in prediction framework (CVL) is a solution that addresses the
issue of vendor lock-in in cloud computing. This paper presents an innovative approach
that evaluates the relationship between cloud service providers and consumers, enabling
predictive risk analysis and detailed cost assessments for informed decision-making. The
Dependency Module, which is at the core of the CVL, integrates consumer input with
factors such as service cost, security, compliance, scalability, and technical integrations,
producing comprehensive reports. These reports empower users with the insights needed
to make educated decisions, mitigate vendor lock-in risks, optimize costs, and tailor cloud
strategies to organizational needs. This paper provides in-depth insights into varying
Dependency Degrees and associated monetary implications, with a focus on key factors
in dependency calculation and cost analysis. The experimental results demonstrate the
effectiveness of the CVL, showcasing diverse dependency levels between service providers
and customers and highlighting its data-driven approach to strategic decision-making.

In essence, the CVL proves to be an invaluable tool, empowering users to proactively
address vendor lock-in challenges and make informed decisions for strategically tailored
cloud strategies in the dynamic cloud computing landscape. In future developments, the
intention is to extend the application of the method to large-scale datasets and explore
additional factors that can contribute to the calculation of the Dependency Degree. This
expansion aims to enhance the robustness and applicability of the approach, allowing for a
more comprehensive and nuanced evaluation of the relationship between service providers
and consumers in the dynamic landscape of cloud computing.
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