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Abstract: This paper addresses the problem of distributed constrained optimization in a multi-
agent system where some agents may deviate from the prescribed update rules due to failures or
malicious adversarial attacks. The objective is to minimize the collective cost of the unattacked
agents while respecting the constraint limitations. To tackle this, we propose a resilient distributed
projected gradient descent algorithm for online optimization that achieves sublinear individual
regret, defined as the difference between the online and offline solutions. Additionally, we extend
the cost function from convex combinations to more general distributed optimization scenarios.
The proposed algorithm demonstrates resilience under adversarial conditions, allowing it to handle
an unknown number of adversarial nodes while maintaining performance. Compared to existing
methods, this approach offers a robust solution to adversarial attacks in constrained distributed
optimization problems.

Keywords: distributed projected gradient descent; resilient online optimization; adversarial attack;
multi-agent systems

MSC: 68M14; 90C25

1. Introduction

Many problems in cyber-physical systems (CPSs) with a large number of intercon-
nected subsystems (agents) can be posed in the framework of distributed optimization, the
objective of which is to minimize a global objective function collaboratively [1]. Denoting n
and () as the number of agents and the closed convex set over the network, respectively,
the standard distributed optimization problem with projection constraint can be described
as follows:

n

min® Y fi(x), M

xeQn b

where f;(+) is the local objective function of node 7 and the exact explicit expression is known
only to itself. The goal of problem (1) is to minimize the sum of all local objective functions,
while all local variables x are consistent within the closed convex set constraint [2,3].

Due to the mechanism of independent information processes and instant communi-
cation among agents, external adversarial cyber-attacks against distributed CPSs become
exceptionally easy [4,5]. Adversarial attacks are currently one of the most significant threats
to CPSs, as they might render existing distributed algorithms vulnerable or even invalid,
resulting in system damage and even paralysis [6,7]. Therefore, it is imperative to design

Mathematics 2024, 12, 3439. https:/ /doi.org/10.3390/math12213439

https://www.mdpi.com/journal /mathematics


https://doi.org/10.3390/math12213439
https://doi.org/10.3390/math12213439
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com
https://orcid.org/0000-0002-2191-4560
https://orcid.org/0009-0008-0606-030X
https://orcid.org/0000-0001-7457-4902
https://doi.org/10.3390/math12213439
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com/article/10.3390/math12213439?type=check_update&version=2

Mathematics 2024, 12, 3439

20f17

algorithms to resist adversarial attacks or to make the system more resilient. Most of the
current distributed optimization algorithms against adversarial attacks are based on outlier
filtering rules. A weaker version of the distributed optimization problem formed as a con-
vex combination of local cost functions was defined and a variant of the gradient descent
method was proposed in [8] to make the system fault-tolerant. Based on the above weaker
version of the distributed optimization problem, an online style of distributed adversarial
optimization was put forward in [9], with the assumption that the eigenvectors of the
transition matrix are equal to the convex combination coefficients, which is hardly possible
due to the time-varying characteristics of adversarial nodes. A new set of outlier-filtering
rules, named local filtering dynamics, was presented to guarantee the non-adversarial
nodes converge to the convex hull of the minimizers in [10], while the maximum number
of adversarial nodes had to be limited to a certain range. Moreover, the RDO-T algorithm
endowing a certain connected dominating set (CDS) of nodes with high security was pro-
posed in [11], for when the number of adversarial attacks is large and unknown. Although
these above works are able to obtain optimal solutions in the presence of adversarial attacks,
they all deal with unconstrained distributed optimization problems. In order to tackle
the weaker version of the distributed optimization problem against adversarial attacks
with the closed convex set constraint, a collaborative projected gradient descent method
was proposed in [12]. In addition, a Byzantine-resilient distributed bandit online convex
optimization algorithm named BR-DBOCO that can tolerate up to B Byzantine agents was
developed in [13].

In practice, the objective function of distributed optimization often changes over time,
and these changes are unpredictable [14-16]. Therefore, distributed online optimization is
of wide practical interest. Based on the push-sum algorithm, the first-order and one-point
zeroth-order gradient methods for the unconstrained distributed online optimization prob-
lem were presented in [14,17], respectively. Further, to handle the constrained distributed
online optimization problem, a family of algorithms based on projections and Lagrange
multipliers are studied in [18-21]. However, a constrained distributed online optimization
algorithm against adversarial attacks has not been proposed so far.

Therefore, in this paper, we are motivated to design a resilient distributed online
convex optimization named R-DOCO, which is based on the projected gradient descent
method, for constrained distributed optimization against adversarial attacks. Compared
with the resilient distributed optimization algorithms in [8-11], an online version of re-
silient distributed optimization algorithms is proposed for the constrained distributed
optimization problem against adversarial attacks with an arbitrarily large and unknown
number of adversarial nodes. Furthermore, we also relax the form of the cost function from
convex combination to the general distributed optimization problem.

The remainder of this paper is organized as follows. We begin in Section 2, where we
describe the network model and the problem formulation. Section 3 is devoted to outlining
the R-DOCO algorithm and giving the properties of the transition matrix. Section 4 states
the main convergence results with the key proof. Numerical experiments are presented in
Section 5, following which we conclude this study in Section 6.

We use boldface to distinguish between vectors and scalars or vectors of different
dimensions. We consider the Euclidean inner product endowed with (-, -) and the Euclidean
norm ||x|| = y/(x, x). We use 1 to denote a vector of ones, and I for a unit matrix. Pq|[x] is
denoted as the projection of the point x on the set (.

2. Network Model and Problem Formulation
2.1. Network Model

Consider a network modeled by an undirected graph G = (V, £), where V is the set of
n agents and £ =C V x V is the set of edges, consisting of n(n > 3) agents. For the sake of
comprehension, agent and node are used interchangeably in the following context. Denote
the neighbor set of nodeias N; = {j € V| (j,i) € £} and (i,]) € £ < (j, i) € € since the
undirected graph is G.
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The nodes are divided into three types: trusted nodes, normal nodes, and adversarial
nodes [11]. Specifically, the trusted nodes have high security, where they will not crash or
be compromised by the attacker. The normal nodes may crash or be compromised by the
attacker. The adversarial nodes contain malicious and Byzantine nodes that are aware of
the global network topology, while they are also acquainted with the update rules of the
normal nodes, which can be readily accomplished by using a latent probe over a length of
time [22]. If an adversarial node delivers an identical value to all of its out-neighbors at
each time step, we call it malicious. In contrast, if an adversarial node delivers different
values to different neighbors at each time step, we call it Byzantine [10].

Suppose that each node can recognize the trusted nodes among their neighbors. The
sets of trusted nodes, normal nodes, and adversarial nodes are denoted by V;, V,, and
Va, respectively. Let n; = |V4|, n, = |Vy|, and n, = |V,| represent their cardinalities,
respectively. To simplify the notation, define the set of all the trusted and normal nodes
as ng = ny + ny. Different from the topological network without adversarial nodes, let
A € R™>" be the adjacency matrix consisting of all normal and trusted nodes, where
the element 4;; = 1 if and only if (i,j) € £, and a;; = 0 otherwise. The CDS composed of
non-adversarial nodes is essential in the distributed algorithm design against adversarial
nodes. The definition of CDS is given as follows.

Definition 1 ([23]). A set C of graph G = (V, &) is a CDS if each node which does not belong to
C has at least one neighbor in C and all nodes in C form a connected graph.

Definition 2 ([23]). G; = (Vy,&7) is the subgraph of G, where Vi = V3 UV, and & € & includes
all edges connecting trusted nodes and all directed edges from trusted nodes to neighboring normal
ones. Denote the diameter of graph Gy as d.

Supported by the above definition, the following assumption about the network
structure for resilient distributed optimization is given.

Assumption 1. Trusted agents induce a CDS of G = (V, £).

Remark 1. Assumption 1 is particularly relevant in the context of dynamic or large-scale networks,
where maintaining efficient communication and connectivity is crucial. The CDS property ensures
that every node not included in the set has at least one neighbor in the CDS, which facilitates effective
coverage and communication. However, in dynamic environments where nodes frequently join or
leave, the ability to continuously maintain a CDS can be challenging. For instance, the mobility of
nodes or the introduction of new agents may disrupt existing connections, necessitating a robust
mechanism for updating the CDS in real-time to preserve its connectivity.

2.2. Problem Formulation

The attacker selects certain normal nodes to be compromised so that they become
adversarial nodes, which can update their states arbitrarily and broadcast different states
to different neighbors. Consider the worst-case scenario in order to endure such attacks,
i.e., adversarial nodes alter their local cost functions and follow the iteration protocol
like normal nodes and keep communication with all nodes synchronized. In this case,
the optimization objective of the overall system is transformed into a sum consisting of
all the non-adversarial nodes’ local objective functions, i.e., the distributed optimization
problem (1) takes the following form:

mini Z fi(x). (2)

X€QNO ey,

Problem (2) cannot be solved perfectly in a distributed manner, i.e., the best solution
cannot be attained in a completely distributed way, since the normal or trusted nodes are
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unable to detect and identify the compromised nodes through local interactions if each
node maintains the confidentiality of its local cost function [8].

The distributed online optimization of this paper differs from the general online
optimization form due to the presence of adversarial nodes. The evaluation index for
online optimization performance is the regret function, which is defined as the difference
between the accumulated cost over time and the cost incurred by the best fixed decision
when all functions are known in advance [18,20,24]. Due to the presence of adversarial
nodes, the regret for agent j, corresponding to problem (2) fromt = 1to T, where T € Z"
is the time horizon, is presented as follows:

. T no | T no
Regr =) Y filx(1) = }_ ) fi(z"), 3)

t=1i=1 t=1i=1

where z* € argmin,cq Y11 Y%, fi(2) is the best fixed offline decision. Throughout this

paper, we assume that the minimizer set is nonempty. The objective here is to design a
strategy for the compromised multi-agent system so that it achieves a regret that is sublinear
in T, that is, lim supy_,,, Reg}./ T = 0, which guarantees that the average regret over time
goes to zero [24]. Further, we give the following assumption for the local objective functions,
which is common in distributed optimization.

Assumption 2. Each local objective function satisfies the following assumptions:

(1) fi(x) is u-strongly convex and continuously differentiable; ¥i € V, t € {1,...T}.

(2)  fi(x) is Lipschitz continuous, i.., ||gi(t)|| < L, Vi € V,t € {1,... T}, where g;(t) denotes
the gradient of f!(x) and L is a positive constant, respectively.

3. R-DOCO Algorithm
3.1. Algorithm Design

In this subsection, we provide an R-DOCO algorithm in which each normal node only
utilizes its neighbor’s states, restricted by neighboring trusted nodes and itself, to defeat
adversarial attacks. The R-DOCO is divided into two main steps, i.e., the filter step and
protocol updates.

Firstly, According to Algorithm 1, each node i identifies the set of all neighboring
trusted nodes, i.e.,, T; = {j € Nj,j € V;}, after receiving the messages from its neighbors.

Algorithm 1: R-DOCO: Resilient Distributed Online Convex Optimization
Input: Each node i initializes x;(0) randomly.
1 fort =1to T do
2 Filter Step: Each node i obtains the set R;(f), i.e.,
Ri(t) = {j [ ' (t) < x;(t) < x}(t),j € NjU{i}};
Protocol Updates: Each node i updates x;(t + 1) according to (4):

1
d;i(t) = (1), 4
(t) ‘Ri(t)| je%-:(t) x](t) (4a)

xi(t+1) = Paldi(t) —a(t)gi(t)], (4b)

where «(t) is the step size and |R;(t)| denotes the cardinality of R;(t).
3 end
Output: x;(t),Vi,j € ViU V,.

Next, for any j € T;, node i sorts x;(t) to yield the maximum and minimum states
represented by xM(t) = max{x;(t) | j € T;U{i}} and x/"(t) = min{xj(t) | j € T;U{i}},
respectively. Then, node i iteratively updates x;(t) based on (4) with the non-negative
learning rate «(t) at each time . Meanwhile, the learning rate a(t) decays with time ¢
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and satisfies Y i° ya(t) = co and Y_§° a2 (t) < co, which can guarantee that nodes’ states, at
steady state, converge to the same optimizer [2]. The projection operator method is used
in (4b), where P [x] is denoted as the projection of the point x on the closed convex set
0, i.e,

P = i — .
alx] = argminjx — |

The above projection has inequality and non-expansiveness properties, i.e., for any x,

(Palx] =x)T(y — Palx]) > 0,7y € Q, ©)
(Palx] = Paly]) < [x —yl,Vxy. ©6)

The properties listed in the following lemma are also used.

Lemma 1. Let Q) be a nonempty closed convex set in R. Then, for any x € Rand forall y € (),
we have

(Palx] —x)T(x —y) < —|Palx] — x[°, 7)
|Palx] =y < |x —y[> = |Palx] — x|~ ®)

3.2. Transition Matrix and Backward Product

This subsection states the properties of the transition matrix and the auxiliary variable
that is essential to analyze convergence for R-DOCO. Firstly, define e;(t) as follows:

ei(t) = Paldi(t) — a(t)gi(t)] — (di(t) — a(t)gi(t)). ©)
Then, the algorithm (4) can be rewritten as
xi(t+1) = d;i(t) — a(t)gi(t) + ei(t). (10)
The compact form of (10) can be represented as
x(t+1) =M(t)x(t) — a(t)g(t) + e(t), (11)

where M(t) is the transition matrix at time . The construction of M(t) satisfies the require-
ments of [25], and can obtain the following properties.

Lemma 2. If Assumption 1 holds, under R-DOCO, there exists M(t) = [M;;(t)] € R"0*™ for
all tand i,j € V4 UVy, such that

(1) M(t) is a row stochastic matrix, i.e., Z;ZilM,'j(t) =1;

(2) Mij(i‘) #0if(i,j)e&ori=j;

(3) VMj(t) # 0, Myj(t) >y = m

It should be noted that the transition matrix M(t) can be thought of as a weight matrix
if there no attacker invades. Thus, (11) can be further expanded under the transition matrix
as follows:

x(t+1) = M()x(f) —a(t)g(t) + e(t)
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t+1

= ®(t,0)x(0) — E Ot ka(k—1)glk—1) + tf Dt k)e(k—1), (12)
k=1 k=1

where ®(t,k) = M(t)M(t —1)---M(k),Vk < t+ 1 is denoted as the backward product,
with ®(t,t) = M(t) and ®(t,t + 1) = I, We can directly obtain the following lemma for
the backward product via [8,11,26].

Lemma 3. If Assumption 1 holds, under R-DOCO, ®(t, k) has the following properties for all
k>t

(1) For ®(t,k), it holds that lim_,. ®(t, k) = 10" (k), where (k) is a stochastic vector depen-
dent on k and elements in 0(k) all satisfy 0;(k) < 1,

(2)  Forany ®(t,k), | ®(t,k) — 6;(k)| < C(1— )", where C > 0 and y € (0,1];

(3)  For any fixed k, ny nonzero entries in 6(k) are lower-bounded by "™, i.e., there are ny nonzero
entriesi € {1,...,ng} such that 6(k) > ™.

Through some properties of the above transition matrix and its backward product,
we transform the analysis of distributed optimization with adversarial attacks into the
time-series mode. Nevertheless, our goal is to obtain the sublinear convergence of the
network regret and agent’s regret, respectively. Before all convergence results are given,
we need to give the auxiliary variable y(t), which represents the local variable x;(t + 1)
will converge to. The main idea of the following analysis is inspired by [11,12]. Thus,
R-DOCO is based on the projected gradient descent method against different Byzantine
adversarial attacks.

Assuming that for t > f, g;(t) = 0,i € V; UV, we can obtain that from (12)

x(t+F)
:q><t,f—1)x(f—1)+iq>(t k)e i gk —1)
k=1 k=1
= ®(t, ) [cp(t —1,0)x(0) + i O(F—1,k)e(k—1)
k=1
- i O(F—1,K)a(k —1)g(k — 1)} — @(t, Hx(F). (13)
k=1

Ast — oo, we have

tIE?O x(t+F)

f f
= lim (q> £O)x(0) + Y — Y ot k)a(k—1)g(k - 1))
t—oc0 =1 =1
f
—tli)rglocth ;hmcbtk e(k—1)
f
Z im (¢, k)a(k — 1)g(k—1). (14)

From Lemma 3, (14) can be further derived as

lim x(t + )

t—o0

=1607(0)x(0) + ZwT —1) - ilGT(O)zx(k—l)g(k—l)
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] f
= (16(0), x(O) + Y- (0(0), elk — 1)) — Y alk ~ 1)(8(0), gk~ 1)) (15)
k=1 k=1
Let y(f) denote the limiting vector of x(¢ + f), which is a constant related to x(0). Since

all entries in the limiting vector are identical, y(f) = [y(f),.. ., y(D]". Thus, from (15),
we have

F+1 f+1
y(F+1) = (6(0),x(0)) — ki (k- 1) (6(6), gk — 1)) +ki<e<k>,e<k— 1)
=1 =1
— (D) + 0+ 1), e(D) — (PO +1), 8(D). 16)

Since the subsequent content has no effect on the relationship between t and f, we use f to
replace f, yielding

y(t+1) = y(t) —a(t)(0(t +1),8(1)) + (6(t + 1), (). (17)

In the following section, we provide y(k) to which the local variable x;(k) will converge,
and then, prove that the individual agent’s regret has a sublinear rate.

4. Main Results

In this section, we show how the R-DOCO algorithm (4) can be used to bound the
individual regret defined in (3). The following theorem is the main result of this paper.

Theorem 1. (Agent’s Regret) Suppose Assumptions 1 and 2 hold, the agents use R-DOCO to
generate the sequence{x;(t)}, i € {1,2,...,ng}, with step size a(t) = 1/ (nouty"). Then, for
each j € ng, we have

Regh < Hy + Hy(1+InT) + Hz(1 + In(T))% (18)
where
no 3y" +1
Hy = Z3y(0) = 2] + moCL= 2 i (0) |
CT’Z() 0
+ B0y 11i(0) | ly(0) — =]l
T i
C+2y 2ngLC I
Hy = oL =5 Lly(0) = 281l + 5y le i(0)]
+M1/
H :4L2w(1+ln(n)2
3 129210 ’
with
12 » ¥ +C  4ngyL? +2nyCL?
= 21’10,”72”0 ‘ur)/ﬂ()+1 y72ﬂ0+1
2L 2CL

nopy™o | ot

is a constant.
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Before proving this result, we first define another type of regret, known as network
regret, to simplify the process of studying the convergence result for the individual regret
in (3).

T nog
Regr = Z th xi(t) = Y ) fi(Z): (19)
t=1i= t=1i=1

Then, the statement for the performance of network regret is as follows.
Theorem 2 (Network Regret). Suppose Assumptions 1 and 2 hold, the sequence {x;(t)},

i€{1,2,...,n0}, generated by R-DOCO with step size a(t) = 1/ (nouty™), satisfies the network
regret bound

Regr < Hy + Hy(1+1InT) + H3(1+1In(T))?, (20)
where
~  Ngy 14 o™
Hy = —=ly(0) — 2| + ngCL— T H x(0) ||
Cl’lo 20 *
+ VT Y1) y(©) = =",
C+2y L 2mgLC &
H2—2"0L7 T LIy =2+ 5 Xll i)
+ My,
2moCpu+p+1 2
Hy = 412 == ——(1+1n(T))?,
p2y?
with
12 » Y+ C  4ngyL?*+2nyCL?
= 2710#’)’2710 V/),Vlo-‘rl ‘u,),2n0+1

is a constant.

Remark 2. R-DOCO employs a projected gradient descent method specifically designed for con-
strained distributed optimization problems, offering enhanced resilience compared to existing al-
gorithms. Unlike previous approaches, such as those by [9-11], R-DOCO proposes an online
version that effectively handles an arbitrarily large and unknown number of adversarial nodes. This
capability significantly increases its practical applicability in real-world scenarios where the number
of adversarial agents may vary. Furthermore, R-DOCO relaxes the cost function’s structure from
a convex combination to encompass a broader range of distributed optimization problems, thereby
enhancing its versatility. Owverall, the unique features of R-DOCO position it as a substantial
advancement in the field of resilient distributed optimization.

Proof of the Main Result
The main concept is to first bound the network regret Regr, then utilize the relationship

between Zt 1 Zz 1 t(x]( )) and Zt 1 Zl 1 t(xz( ))-

Before giving the proof of Theorem 2, some lemmas need to be given first, which will
be used during the proof. First, we give the convergence bound for x;(t) with the auxiliary
variable y(t) as the measurement criteria.
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Lemma 4. Under Assumptions 1 and 2, the sequence {x;(t)},i € {1,2,...,ng} is generated by
R-DOCO. Then, for step size a(t) = 1/ (nouty™), t > 1, and any finite horizon T, we have

T ng
tz ZHxi(t) -

noC o +C
= ZH %i(0 )||+2L]Ln —(1+InT). 21)

i=

Proof. From (12), we have that the x;(t) for each node i can be written as
no t no
t) = Z q)l](t — 1,0)3(](0) — 2 2 q)ij(t/ k)e](k — 1)
j=1 k=1j=1
t ng
+ Y Y @it k)a(k—1)gj(k—1). (22)
k=1j=1

The same as for the online optimization analysis in [14,17], we set «(0) = 0 to eliminate
the influence caused by the absence of the step size a(t) when t = 0. Then, from [2] and
Lemma 3, we subtract x;(t) with y(¢) to obtain

(a(k = 1) ZH = 0;()|lllg;(k = 1))

[ 2:(¢)

s o

g”zn -0 ek~ )

# 2@t 1.0) -0 0
t) ]; 0;(1)]|8i(t) — &;(1)]]

<C(1—7) ! %Hx](O)H +2ngLa(t)

+2nCL Z —Da-ypt* (23)
k=1

Considering the step size 1/ (nouty") and summing from t = 1 to T, (23) yields
T T 1o T
Y150~y (O < € Y1) Y x,(0) | +2m0L Y a(t)
t=1 t=1 j=1 t=1
T ¢
+21nCL Y. Y a(k—1)(1—9)"F
t=1k=1

Cc o +C
< =Y [|x(0)]| +20- J (1 +nT), (24)
] pyo

where the last inequality is due to the fact that 1 —y € [1,0) and

I+ i %) 1+n(T)

Y (25)
k=1 v r

Summing from i = 1 to ng yields (21), which completes the proof. [
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Lemma 5. Under Assumptions 1and 2, the sequence {x;(t)},i € {1,2,...,ng} is generated by
R-DOCO. Then, for step size a(t) = 1/ (nouty™), t > 1, and any finite horizon T, we have

LI L2 4ngyL? + 2noCL?
. N <
L L)) ) < (Znomho e ) (1 In(T)
noCL ¢ nop & N
+ o L (o) + " LIy -z
n *
+ %”Hy(ﬂl) - 6)
Proof. From Lemma 3, we can obtain
T ng T no T -
Y Y ity ) = 2<2g1<t>,y<t> —z*> = Y- (1Tg(t),y(t) - =)
t=1i=1 t=1 \i=1 t=1
1 T
< o LA+ 1), gO)1y(1) —27). (27)
t=1

From (17), with Lemma 1 and Assumption 1, we have

ly(t+1) = 2*1* = ly(5) —2*|1°
= [ly(t) — a(t)(0(t +1), (1)) + (Ot + 1), e(t)) — z*|1* = [|y(t) — z"|°
w(£)(0(t +1),8(t)) — (6(t+ 1), e(1))|*

-y
<( O(t+1),g(0)) — (6(t + 1, (1) ) 1y(0) - ")
a?(t)L

—2a(t)((6(t + 1), g(1))1, y(t) — 27)
+ <<9(t+1), (D)L y(t) —27). (28)

Due to Lemma 1 with z* having to satisfy z* € (), we can obtain
el (1)(di(t) — a(h)gi(t) = 2*) < ~[lei(t)]]* (29)
Since (11), the left-hand side of (29) can be further obtained:
e] (1)((di(t) —a(t)gi(t) —2%) = ¢ (1) (y(t) —2*) +e] (1) (xi(t +1) —e;(t) = y(t)).  (30)
Substituting (30) into (29) and rearranging, yields
T —2) < el (Dt +1) —elt) —y(t) = les()]
< llei () |[[]xi(t+1) = y(B)]- (31)

Combining (12) and (23), we can obtain
[[xi(t +1) =y ()]

< 3316000) - @4 10D 0] + 1 X609 - @503 k1)

_1]

+ i“@j(t,t—l— Dej(k—1)| + Z;]|®ij(t,t+ Da(k—1)gi(k — 1)]|
j= =

+ Z ZH @ii(t, k) )a(k = 1)g;(k = 1) |
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L) t
<C(1—1)"" Y ||%(0)| +4noLa(t) +2n0CL Y ar(k —1)(1 — )" ¥, (32)
j=1 k=1

where the last inequality is because ®(t, k) = I, with t < k. Then, since Lemma 3, we have
10
((0(t+1),e(t))L,y(t) —z*) < noLa(t) (C(l — )" Y ||x;(0) || + 4noLa(t)
j=1

+2nCL Zt:zx(k— (1 —7)”‘). (33)
k=1

Then, by rearranging (28) with (33) and summing from t = 1 to T, we obtain

T
Y (0t +1),8(1))1,y(t) —2*)

t=1
ly() —=I* _ Jy(t+1) —=*|? | a()L?
= t;( 2a(t) 2a(t) T
T
((6(t+1),e(t)Ly(t) —z*)
2 a(t)
T *[2 T
2y alt) | fly() -z
<L )» + 20(1) +n0Lt; <4noer(t)
10 t
+C1 =)' Y |Jxi(0)]| +2n0CL Y a(k — 1)
j=1 k=1
t—k L * (2 1 1
=9 ) + Lyt 0 =) (5551~ i) N
Setting a(t) = 1/(nouty™), (34) can further obtain
T
Z ((6(t+1),8(t))1,y(t) —z¥)
L? 4ngyL? 4 2nyCL? nOCL
<2nom”0 pyotl ) (1+1In( D'x’
no ng T
+ 2 y() 2P+ 2B zlny(m)fz*n? (35)
t=

The proof then follows immediately using (27) and (35). O

Denote X = pu||x;(f) —y(#)|||y(t) — z*||, and the final stepping stone in the proof of
Theorem 2 is stated next.

Lemma 6. Under Assumptions 1 and 2, the sequence {x;(t)},i € {1,2,...,ng} is generated by
R-DOCO. Then, for step size a(t) = 1/ (nouty™), t > 1, and any finite horizon T, we have

LI Cn . noC +
Y 50X < BCM0 §0 1 0)l1y(0) — 2| + 412 (14 In(1))?
t=1i=1 -] py?

C+ ZnOLC
ZHOLWOHH?() 2+ T Z||z (1+1n(T)). (36)
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Proof. From (17), we can write

y(t+1) = Xt: O(k+1),g(k)) + (0(k+1),e(k)).

Subtracting z* on both sides and using the triangle law, we obtain

ly(t+1) =2 = [ly(0 *Z*||+ZZ9 (k+1)]le;(R)
_]]

t no t
+kzllx(k) ;9j(k+ Dllgi(®)|| < lly(0) —z*|| +2noL ) a(k
= j=

k=1
Thus, we can directly obtain

t
ly(T+1) —2*|| < [ly(0) —2"|| +2noL } , a(k
k=1

2 (14+In(T)).

< ly(0) -z

From (23) and (37) with «(0) = 0, we have

X < |2nopLa(t) +pC(1 —7)"" ZHXJ )|l
t—1 ‘ t—1

+ 2n0uCL Y (k) (1 — 1)~ —1} [||y<o> — 2 + 200l Y (k)
k=1 k=1

= 2nopLa(t)[|y(0) — z*|| + uC(1 — ”):Hx (0)][1ly(0) — z*||

+ 2nouCL||ly(0) — z*|| Z ) k= 1+4n(2)yL2¢x(t) Y a(k)

+ 2ngLuC(1 — )1 2||x] )| Z a(k)
j=1 k=1
t—1 t—1

+ 4n%yCL2 Z a(k)(1— 7)t7k71 Z a(k)
k=1 k=1

Recalling a(t) = 1/ (nouty™), we have

noL

Z ZZWOﬂL’X )ly(0) — 2| <

t=1i=

-~ Iy(0) = z"[[(1 +In(T)),

no t—1 2
Y andul?a(t) ¥ a(k) < ok
i—1 k=1 pyn

M’ﬂ

~(1+1In(T))?,

t=1

where we use the fact that Y/ _; 1/s < 1+ In(T). Due to (25), we also have

L -1 « — HCnp &
Y Y nCA=7)"" Y [x(0)[[lly(0) —z*|| < Y 2|1 ()}lly(0)
t=1i=1 j=1 j=1

*Z*”/

(37)

(38)

(39)

(40)

(41)

(42)
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-1
zzwym— ”znx] ) E f’i%‘ifznj Ol +In(T)). @

t=1i=
Finally,
T

. 2noCL .
zzmwm/fwzw -1 S SR IO (14 In(T) (44
t=1i=1

T ng ) ) t—1 k1 t—1 41/10CL2 ’
Y Y 4nguCL? Y a(k)(1—1y) Y a(k) < . (1+1n(T))". (45)
t=1i=1

k=1 k=1

In (44) and (45), by rearranging the summation, we have Zthl Zé;% ((1 — 'y)tfkfl / s) <
((14+1In(T)) /7). Using (40)—(45) in (39) then yields the result. [

We are now in a position to prove Theorem 2.

Proof of Theorem 2. Due to the convexity of f, it follows that

T np T ng
Regr = 123 (Alul0) ~A16) < L1 (40 —fw@nmﬁw)
T ng T ng
= Y Y i) 1) () + ()~ =)~ B Y Y )~y +y(0) - 7
t=1i=1 t=1i=1
T ng
S2%;(Umﬁ%ﬁﬁw+@#Lﬂﬂ—f%ﬁwwﬂ—ﬂﬁﬂﬂ—f0
”_l/‘iT 2
3 CRE R 5

Then, from Lemma 5, we have

L2 4nyyL? 4 2noCL? nOCL
Regr = (2n0V72”0 pry?rotl >(1 +In{ o+l ZH i
* noH *112

+#ZZ\|xZ Oy () =2+ == y(T+1) =27
+L 2 Z||xl

t=1i=

L2 4ngyL? 4 2nyCL? nOCL
= (21’10‘14’)/2”0 ‘u')/ZTlOJFl >(1 +1 n0+1 ZH Xi
1’10 0
”Hy(TH 2|+ p Z lexl Oy () = 2"
t=1i=

T no
+L) 2||xl . (47)

t=1i=

From (38), we can directly obtain

2
an+n—fW<(ww—ﬂu+;iu+mwﬁ)

412
= ly(0) — z*|* + WO IIy( ) —z"[|(1+In(T)) + W(Hlm(ﬂ)z- (48)
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Substituting Lemma 4, Lemma 6, and (48) into (47), then yields the result. O

In order to demonstrate the proof of Theorem 1, using the preceding result about the
network regret, we provide an upper bound on the individual regret.

Proof of Theorem 1. First, from the convexity of cost functions, note that

T ng T np

Reg/‘T—Reng Zth x] Zth x;i(t

t=1i= t=1i=

T ) T 1o
SHNCIOTORLICIE WY

g/ (t HHx] —x(®)]. 9

The term can be bounded by (23):

(1) — x:(D)]]* = |6 () — y(t) +y(t) — (1))

< 4((:(1 — )t ioluxj(o)u +2a(t)L
=

2
+2nCL Zt; a(k—1)(1— ’y)tk) . (50)

k=1

Now, by choosing the step size as a(t) = 1/(nouty™), from inequalities (49) and (50),
we obtain

. T
Regh. — Regr < 2ngL ) (c ) 1Z|\x, )| +2a(t)L
t=1

+2nCL i alk—1)(1— ’y)t_k)

k=1

2L 2CL
< ZnOL( 2||x1 )+ s (14 In(T) + W(l +ln(T))>
2L 2CL 2n0LC
- (nom”o i Ww“)(l“ "0 2” K oy

Finally, the proof of Theorem 1 follows by utilizing the network regret bound in
Theorem 2 and the bound on the difference between the individual regret and the network
regret, obtained above. The proof is complete. [

5. Numerical Results

A simple example is provided to illustrate the performance of our algorithm in this
section. Motivated by [11], we consider a sensor network shown in Figure 1a with n = 8
nodes, including three adversarial, three trusted, and two normal nodes. These sensors
are used to observe a vector x € R?, which is randomly sampled. Each sensor i € 1 can
receive a time-varying measurement vector z;(t) € R% at time f. We assume that each
measurement z;() is associated with some noise, modeled as a linear function, which
can be expressed as z;(t) = Vix + ¢;, where V; € R4*4 js the observation matrix with a
bounded norm and ¢; is the white noise. We use £; to denote the local estimate for x; to
minimize the cost function

£ = 3l ~ Vit 52)
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Figure 1. Network example and performance evaluation with adversarial attacks. (a) Example;
(b) convergence.

We then explore how R-DOCO performs under adversarial attacks. For t > 1, adver-
sarial nodes update their states as x5 = 30sin(0.027t x ) + 30, x¢ = (¢/25)2, and x7 = 60.
We select V; = 1. All the states are satisfied in the interval [20,50]. From Figure 1b, we
see that all the local variables of normal agents and trusted agents will converge under
adversarial attacks.

The convergence performance of R-DOCO is presented in Figure 2, which shows that

the average individual regret, (Reg]T/ T), of sensor j € ng tends to zero as T tends to 100.
Finally, we present the simulation results of the network regret (Regr/T) with R-DOCO
and projected distributed gradient descent (P-DGD) in Figure 3. P-DGD is an optimization
algorithm that solves large-scale distributed problems by enabling multiple agents to
collaboratively update a global parameter vector. Each agent computes gradients based
on local data and performs a projection to maintain feasibility within specified constraints.
This decentralized approach reduces communication overhead by sharing only updates
instead of entire datasets. It is obvious from Figure 3 that the regret of P-DGD cannot even
converge, while the network regret under R-DOCO tends to zero fast.

25 T T T T T T T T
Agent 1
——— Agent 2
Agent 3
20 Agentd| |
Agent 8
—
= 15 1
©
ey
>
@
n
€
o 10 i
=]
<
5 i
H
D b
1 1 I | i | 1 1 ! i |

10 20 30 40 50 60 70 80 90 100 110
Time (t)

Figure 2. Average individual regret versus the total number of iterations T for all the normal and
trusted sensors in the network.
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Figure 3. Network regret (Regr /T) with R-DOCO and P-DGD.

6. Conclusions

In this article, we analyzed the distributed constrained optimization problem in the
presence of adversarial attacks, where certain agents fail or act maliciously, thus not
following the update rule. To address this, we proposed a resilient distributed projected
gradient descent online optimization algorithm, named R-DOCO, capable of handling
large and unknown numbers of adversarial nodes. We provided specific bounds for both
individual regret and network regret, demonstrating that the individual regret bound
grows linearly in an 8-node network. Potential future directions include improving the
regret bounds and extending R-DOCO to non-convex functions, thereby broadening its
applicability. Additionally, adapting the algorithm for dynamic networks with node
mobility could enhance its performance in applications such as decentralized control,
resource allocation, and edge computing. Exploring R-DOCQO’s impact on specific graph
structures, like small-world or scale-free networks, may further reveal insights into its
resilience and efficiency across various topologies.
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