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Abstract: The study presents a comprehensive framework for integrating foundation models (FMs),
federated learning (FL), and Artificial Intelligence of Things (AIoT) technologies to enhance aircraft
health monitoring systems (AHMSs). The proposed architecture uses the strengths of both central-
ized and decentralized learning approaches, combining the broad knowledge capture of foundation
models with the privacy-preserving and adaptive nature of federated learning. Through exten-
sive simulations on a representative aircraft fleet, the integrated FM + FL approach demonstrated
consistently superior performance compared to standalone implementations across multiple key
metrics, including prediction accuracy, model size efficiency, and convergence speed. The framework
establishes a robust digital twin ecosystem for real-time monitoring, predictive maintenance, and
fleet-wide optimization. Comparative analysis reveals significant improvements in anomaly detection
capabilities and reduced false alarm rates compared to traditional methods. The study conducts a
systematic evaluation of the benefits and limitations of FM, FL, and integrated approaches in AHMS,
examining their implications for system robustness, scalability, and security. Statistical analysis con-
firms that the integrated approach substantially enhances precision and recall in identifying potential
failures while optimizing computational resources and training time. This paper outlines a detailed
aviation ecosystem architecture integrating these advanced AI technologies across centralized pro-
cessing, client, and communication domains. Future research directions are identified, focusing
on improving model efficiency, ensuring generalization across diverse operational conditions, and
addressing regulatory and ethical considerations.

Keywords: aviation health monitoring systems; foundation models; federated learning; Artificial
Intelligence of Things; predictive maintenance; aircraft safety; machine learning in aviation; cognitive
computing
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1. Introduction
1.1. Background and Motivation

The aviation industry has always been at the forefront of technological innovation,
driven by the imperative to ensure safety, reliability, and efficiency in one of the most
complex and demanding operational environments. In recent years, the rise of artificial
intelligence (AI) with advanced machine learning (ML) techniques, particularly foundation
models (FMs) and federated learning (FL), has offered new opportunities to enhance avia-
tion health monitoring systems (AHMSs). These systems play a crucial role in monitoring
the health of aircraft, predicting potential failures, and optimizing maintenance schedules,
thereby ensuring that aircraft remain safe and operational.

Foundation models, known for their ability to generalize across a wide range of tasks
due to their training on massive and diverse datasets, hold great potential for AHMSs.
They can analyze vast amounts of data to detect patterns and predict failures that might
not be apparent through traditional methods. However, these models are typically trained
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in centralized environments, which can pose significant risks to data privacy and security,
especially when dealing with sensitive aircraft operational data.

On the other hand, federated learning offers a decentralized approach that mitigates
some of these privacy concerns by keeping data localized on individual aircraft. This
method allows each aircraft to learn from its own data and share only model updates with
a central server, which then aggregates these updates to refine the global model. While
this approach preserves privacy, it introduces new challenges, such as ensuring that the
global model generalizes well across different aircraft and operating conditions, managing
communication overhead, and protecting against potential security vulnerabilities during
the federated learning process.

The article explores a synergistic approach to aircraft health management systems,
harmonizing the strengths of foundation models and federated learning. This integrated
methodology seeks to use the comprehensive knowledge base of foundation models while
capitalizing on the distributed, privacy-preserving nature of federated learning, thus
offering a nuanced solution that addresses the complex demands of modern aviation
maintenance and safety protocols.

1.2. Related Works

From a technical standpoint, FMs are not entirely new, as they build upon long-
established deep neural networks and standard transfer learning techniques. However, the
combination of their immense scale and the large datasets used for training has led to novel
emergent capabilities that can be transferred across applications and further fine-tuned to
create a wide array of AI-driven solutions.

Foundation models, as defined in [1], refer to “any model that is trained on broad data
and can be adapted to a wide range of downstream tasks.” These models are characterized
by task-agnostic pre-training followed by fine-tuning for specific applications, representing
a new approach to the construction and deployment of AI systems. This shift, often referred
to as a paradigm shift in AI, presents both significant opportunities and challenges [2], a
central theme explored in this manuscript. Foundation models may be trained on a single
modality, such as language, vision, robotics, or reasoning, or demonstrate multi-modal
capabilities [3] with some prominent examples include OpenAI’s GPT series [4]. While
foundation models are applied across various domains, their pre-training paradigm has
been particularly influential in advancing benchmarks in natural language processing,
where applications like ChatGPT, based on the GPT foundation model, are now capable of
generating text that closely mimics human writing [5].

Report [6] provides a comprehensive overview of the FMs and their implications
for competition and consumer protection. It explores the rapid expansion of foundation
models, highlighting key trends such as the increasing number of small but capable models,
advancements in on-device deployment, and the growing influence of open-source FMs.
The report identifies critical inputs for FM development, including data, compute, and
expertise, emphasizing the strategic role of partnerships and collaborations in accessing
these resources. The document also delves into the integration of FMs across various
platforms, particularly by major technology firms, and discusses early adoption trends in
digital markets.

Monitoring aircraft structural health under varying loads is essential for aviation and
aerospace engineering, yet traditional load calibration methods through ground testing are
expensive and inefficient. Study [7] demonstrates the application of foundation models in
aviation by introducing a deep learning-based aircraft load model for strain prediction and
load calibration. The proposed model follows a two-phase approach; first, it establishes
the causal relationship between key flight parameters and strain data, before integrating
the prediction equation into the monitoring process to develop a general load model for
real-time calibration of load coefficients.

The use of datasets plays a significant role in advancing the development and appli-
cation of FMs in aviation, particularly in tasks such as aircraft recognition, classification,
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and automated analysis of aircraft features. The FGVC-Aircraft dataset [8] is one of the
examples of such datasets. It is a specialized benchmark designed for fine-grained visual
categorization of aircraft. This dataset consists of over 10,000 images, representing 102 dis-
tinct aircraft variants, categorized across a four-level hierarchy: model, variant, family,
and manufacturer.

NASA and IBM have jointly released a groundbreaking open-source Geospatial AI
Foundation Model based on NASA’s Harmonized Landsat Sentinel-2 dataset [9]. This
foundation model represents a significant advancement in the use of AI for Earth observa-
tion and analysis, using the power of deep learning to handle vast geospatial datasets for
monitor natural disasters and predict environmental outcomes.

Paper [10] explores the application of FMs, particularly generative AI models, in avia-
tion safety analysis to improve efficiency and accelerate the processing of incident reports.
An FM was employed to generate concise incident synopses from aviation safety narratives.

Federated learning is a technology in which multiple local clients and a central server
cooperate to learn a global model in a situation where data are decentralized, and local
clients are IoT devices [11].

Paper [12] presents a systematic review of FL, where multiple consumers collectively
solve machine learning problems while keeping training data distributed and private. The
review categorizes FL, explores its application areas, and examines its relationship with
blockchain technology.

Paper [13] introduces a novel clustering FL method incorporating a self-attention
mechanism for bearing fault diagnosis in aerospace applications, where traditional fault
diagnosis techniques are hindered by data scarcity and security issues. By developing a
deep neural network that captures both local and global information from raw input for
feature extraction and clustering data from different equipment with similar distributions,
the method effectively utilizes distributed data while ensuring privacy.

Paper [14] discusses the crucial role of condition monitoring in enhancing industrial
productivity through intelligent fault diagnosis systems, which help in accurately schedul-
ing condition-based maintenance. Highlighting the challenges of data privacy, security
risks, and competitive barriers often encountered due to data distribution among different
regions or institutions, it proposes FL as a solution to collaboratively train reliable fault
diagnosis models without compromising data security.

Paper [15] proposes an FL-based, privacy-preserving intrusion detection system to
safeguard against uplink and downlink cyber-attacks on controller–pilot data link com-
munication systems. To validate the efficacy of this solution, a unique training dataset
was created using air–ground communication data near Arlanda airport in Sweden. The
resulting anomaly detection model, trained through FL, outperformed centrally and locally
trained models in accuracy and precision, thus demonstrating its suitability for securing
sensitive aviation communications.

Study [16] evaluates distributed collaborative learning techniques, specifically FL, for
predictive maintenance in the aircraft industry’s prognostic and health management (PHM)
systems. Traditional centralized degradation estimation methods have faced scalability and
data privacy issues, which FL addresses by enabling privacy-preserving, decentralized ML
directly at the network edges. Through experiments comparing federated average (FedAvg)
and federated proximal term (FedProx) algorithms in feed-forward neural networks, it was
found that while FedAvg achieves prediction errors comparable to centralized models, it
shows variability in accuracy across iterations. Conversely, FedProx demonstrates a steady
decrease in prediction error when using specific parameter settings, suggesting its potential
for more stable and accurate PHM implementations in aviation.

Article [17] discusses enhancing unmanned aerial vehicles (UAVs)’ network intelli-
gence using ML to address traditional cloud-centric ML issues like privacy, latency, and
resource burdens in both civil and military applications. A decentralized FL model is
proposed to allow UAVs to collaboratively train an ML model without centralizing data,
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mitigating risks such as single points of failure and adapting to unreliable UAV network
nodes and links.

Maintenance is one of the most prominent areas for the application of AI, and it
represents a vast domain for AI’s practical use. The study in [18] examines the use of convo-
lutional neural networks alongside autonomous drones for automating visual inspections
during aircraft maintenance. Building on earlier research, the paper introduces techniques
to enhance defect detection, achieving improved accuracy in identifying issues such as
dents by employing specific image augmentations and pre-classification strategies.

In [19], a novel ML and Internet of Things (IoT)-based approach is presented to predict
the thermal performance of aircraft wing anti-icing systems. The approach, which utilizes
an artificial neural network, is demonstrated to be more efficient and timesaving than
traditional computational fluid dynamics methods, highlighting its potential application
within aviation.

Paper [20] surveys various statistical and ML methods aimed at providing more ef-
ficient, accurate, and data-driven analyses of aircraft environmental impacts, including
fuel burn, emissions, and noise. It summarizes key research themes and identifies opportu-
nities for further integration of these techniques to enhance the sustainability of aviation
operations.

In [21], the use of deep neural networks and transfer learning on images of aircraft lap
joints is proposed for automatically detecting corrosion. The method achieves precision
comparable to that of trained human operators, offering support for maintenance personnel
and enabling more automated condition-based maintenance procedures.

A study focused on helicopters in [22] explores the potential for active vibration
control, specifically using individual blade control to reduce vibration loads at the hub. By
integrating various models and methods, including a fuzzy neural network, the research
indicates that this method can effectively reduce hub vibration loads, offering valuable
insights for designing helicopter vibration control laws.

Four data-driven frameworks for predicting the exhaust gas temperature baseline of
aeroengines, which is essential for engine health analysis and flight safety, are discussed
in [23]. Using real engine data, ML methods were trained, with the generalized regression
neural network model demonstrating the highest accuracy and efficiency, making it highly
suitable for practical airline applications.

Article [24] provides a comprehensive review of the application of ML to lithium-ion
battery research, particularly in areas such as material research, battery health estimation,
and fault diagnosis, with a specific focus on aviation batteries and green aviation technology.
The study outlines the strengths and weaknesses of various ML techniques and highlights
the potential for future advancements in the field.

In [25], the use of ML, specifically a multilayer perceptron neural network, is explored
to model the transient performance of aero engines, with a focus on heat transfer during
transient operations. This model, trained on finite element simulation data and refined with
actual measurements from aero engines, accurately replicates thermal transients, proving
useful for aviation applications.

A data-driven approach to predicting base pressure in suddenly expanded flows,
which influences base drag in aerodynamic vehicles, is introduced in [26]. ML models
trained on data from response equations accurately predict base pressure, aiding in opti-
mizing base drag for rockets and missiles.

The study in [27] introduces ML techniques, specifically a deep neural network (DNN)
and a random forest classifier (RFC), to predict null motions in a four-control moment
gyroscope used for satellite attitude control. The RFC method is shown to outperform the
DNN in accuracy, allowing for reliable predictions of null motions even for maneuvers not
present in the training data.
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1.3. Research Gaps, Contributions, and Paper Structure

In recent years, advancements in AI have significantly impacted health monitoring
systems across various sectors. However, in aviation, the application of AI-based health
monitoring still faces considerable challenges. Existing research primarily focuses on either
foundation models or federated learning independently. Foundation models offer powerful
generalization capabilities but are usually implemented in centralized architectures, which
can impose significant privacy and data security risks. Conversely, federated learning
presents a decentralized approach, allowing data to remain local while only model updates
are aggregated. Despite the promise of these approaches, limited research has explored their
combined application in aviation health monitoring, leaving an opportunity to enhance
system robustness, scalability, and adaptability by leveraging the strengths of both.

One of the primary gaps in current research is the scalability of AI-based health
monitoring systems in aviation. The sheer size and complexity of modern aviation fleets
generate massive, diverse datasets that require efficient processing for real-time decision-
making. Traditional centralized systems can become bottlenecks due to the extensive data
aggregation required, often resulting in delayed insights that are not viable for dynamic,
safety-critical environments like aviation. This research addresses this gap by proposing a
scalable architecture that integrates both centralized and decentralized AI models, using the
generalization capabilities of FMs to manage broad patterns across the fleet while allowing
local adaptations through FL to capture aircraft-specific conditions.

Another key gap pertains to privacy and security concerns inherent in centralized data
processing. Aircraft health monitoring data are sensitive, with substantial implications for
both security and competitive advantage. While centralized foundation models can utilize
vast datasets, they also introduce vulnerabilities related to data breaches and unauthorized
access, as raw operational data need to be transmitted to a central server. This research
bridges this gap by incorporating federated learning principles, which mitigate privacy
risks by keeping data localized on each aircraft while sharing only model updates. This
decentralized approach not only enhances data privacy but also aligns with emerging data
protection regulations and best practices in secure data handling, thus ensuring a robust
privacy-preserving framework for AI-driven health monitoring.

Another critical challenge in applying AI to aviation health monitoring is achieving
compliance with strict regulatory standards. The “black box” nature of many AI models
limits transparency, making it difficult for aviation professionals and regulators to interpret
and validate these systems’ decisions. This lack of interpretability hampers adoption in
safety-critical domains where every decision must be justifiable and auditable. To address
this, the proposed architecture incorporates explainable AI techniques that improve model
interpretability, offering insights into the decision-making process. By providing clear
and interpretable outputs, this study enhances the explainability of the integrated model,
ensuring that the system’s predictions can be scrutinized and verified, which is crucial for
regulatory compliance in the aviation industry.

The aviation environment is highly variable, with diverse operational conditions
across fleets and individual aircraft. Many existing AI approaches in aviation struggle
to adapt effectively to this variability, often leading to suboptimal performance in non-
standard or highly specific conditions. By integrating FL, this study presents a model
that dynamically adjusts to local operational contexts while benefiting from the broader
knowledge encapsulated by FMs. This hybrid approach allows the health monitoring
system to capture fleet-wide patterns through a generalized model, which can then be
fine-tuned for each aircraft, thus achieving a balance between general applicability and
local relevance.

The purpose of this article is to address these gaps by proposing a comprehensive
framework that integrates foundation models, federated learning, and AIoT technologies
for aircraft health monitoring. Specifically, this study aims to present an integrated archi-
tecture that uses the strengths of both centralized and decentralized learning approaches,
explore scalable solutions for fleet-wide deployment of AI-driven health monitoring sys-



Mathematics 2024, 12, 3428 6 of 32

tems, discuss strategies for ensuring data privacy and model security in aviation contexts,
examine methods for enabling real-time processing and decision-making using edge com-
puting and efficient model design, consider the regulatory implications of AI in aviation
and propose approaches for compliance, and investigate techniques for improving the
interpretability and explainability of AI models in aircraft health monitoring. By addressing
these gaps, this article presents a new approach to aviation health monitoring through the
possibilities of AI and IoT technologies.

The remainder of this paper is structured as follows. Section 2 presents the framework
for collaborative intelligence in aircraft health monitoring, detailing its main components,
including AIoT technologies, FMs, FL, and the integrated model approach. Section 3
discusses the results of implementing this framework, addressing the architecture of the
aviation ecosystem and providing a comparative analysis of FMs, FL, and the integrated
approach in the context of big data and cognitive computing for AHMS. Section 4 provides
a discussion on the comparative analysis of the three approaches, examining their benefits
and limitations, and explores future directions of research in AI-driven AHMS. Section 5
concludes the paper, summarizing the key contributions and implications of this work for
the future of aircraft health monitoring and aviation safety.

2. Framework for Collaborative Intelligence in Aircraft Health Monitoring

The study framework for collaborative intelligence (SFCI) in aircraft health monitoring
(AHM) represents a comprehensive approach to using advanced data processing and cog-
nitive computing technologies in the aviation industry. This framework (Figure 1) outlines
a progression from foundational Artificial Intelligence of Things (AIoT) technologies to a
sophisticated, integrated architecture for aircraft health monitoring.

Figure 1. Study framework for collaborative intelligence in AHM.

The framework begins with the fundamental application of AIoT technologies in
aircraft health monitoring. This stage sets the groundwork for data collection and initial
processing. AIoT in this context refers to the integration of IoT devices with AI capabilities
directly on aircraft. These technologies enable real-time data collection from various aircraft
systems and components, creating a rich dataset for analysis and decision making.

Building upon the AIoT base, the framework introduces foundation models for data
processing and cognitive computing. These models represent a centralized approach to
ML in the aviation ecosystem. Foundation models are trained on large, diverse datasets
aggregated from multiple aircraft and flights. They capture broad patterns and insights
applicable across various aircraft types and operational scenarios. This centralized approach
allows for the development of robust, generalizable models that can serve as a baseline for
aircraft health monitoring across a fleet.

A foundation model for AHM integrates data from multiple sources, such as sensors,
maintenance logs, and flight operations data, to build a generalized understanding of
aircraft health and performance. By training on comprehensive datasets, the FM captures
patterns and trends across different aircraft and operational conditions, enabling accurate
predictions and insights into system health. In this essay, we will explore the structure,
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functionality, and benefits of the FM as applied to AHM, highlighting its role in data
processing and cognitive computing.

The framework then incorporates federated learning, which represents a paradigm
shift towards decentralized machine learning. In this approach, individual aircraft or
groups of aircraft train models on their local data without sharing raw information. This
method preserves data privacy and reduces the need for massive data transfers. The locally
trained models are then aggregated to create a global model that benefits from the collective
learning of the entire fleet. Federated learning is particularly valuable in aviation due to the
sensitive nature of operational data and the diverse conditions each aircraft experiences.

FL fundamentally changes how data are processed in AHMS by decentralizing the
model training process. Rather than aggregating all the data from multiple aircraft into
a central server for model training, FL allows each aircraft to train a model locally on its
own operational and maintenance data. The locally trained models are then shared with a
central server, which aggregates the model parameters (such as weights) rather than the
raw data.

The framework culminates in an integrated or hybrid model that combines the
strengths of both FMs and FL. This approach uses the broad insights from FMs while
allowing for personalization and adaptation through FL techniques. In practice, this could
involve starting with an FM trained on centralized data, which are then fine-tuned using
FL based on the specific operational data of each aircraft. This hybrid approach optimizes
the balance between generalized knowledge and aircraft-specific insights.

The integrated model for AHM combines the strengths of both FMs and FL into
a hybrid framework that enhances data processing and cognitive computing across the
aviation ecosystem. This model ensures that the broad generalization capabilities of the
FM are augmented by the localized learning and fine-tuning provided by FL, creating a
system that is both scalable and adaptable to the needs of individual aircraft.

The final component of the framework is the overarching architecture of the aviation
ecosystem built on AIoT technologies. This architecture integrates all the previous elements
into a cohesive system. It encompasses not only the aircraft themselves but also ground
systems, communication networks, data centers, and various stakeholders in the aviation
industry. This comprehensive ecosystem approach ensures that the insights generated from
aircraft health monitoring can be effectively utilized across the entire aviation value chain.

3. Results
3.1. Aircraft Health Monitoring on the Base of AIoT Technologies

The integration of AIoT technologies in AHM has significantly transformed the way
modern aircraft are monitored, maintained, and operated. AIoT-based AHM systems
continuously monitor aircraft systems, process large quantities of data, and provide ac-
tionable insights in real time. This enables early fault detection and predictive decision
making, thus improving operational safety, reducing unplanned downtime, and optimiz-
ing aircraft performance. The architecture of AIoT-based AHM is composed of several
interrelated components:

• Sensors installed throughout the aircraft monitor critical subsystems such as engines,
avionics, hydraulics, and environmental systems. These sensors collect data on pa-
rameters like temperature, pressure, vibration, fuel consumption, and more, which
are then transmitted to edge computing devices or cloud systems for further analysis.
By gathering continuous data on the health of various systems, these sensors provide
real-time insights into potential malfunctions or areas of concern.

• Edge computing plays a pivotal role in real-time data processing within the aircraft.
With the vast amounts of data generated by sensors, processing some of these data
locally through onboard computing devices reduces the need to transmit large datasets
to the cloud. AI models embedded in edge devices perform initial analysis, such
as predicting component failure or detecting anomalies in the system. This local
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processing improves the speed of decision making, ensuring critical actions are taken
without delay.

• AIoT has the ability to analyze massive datasets and generate insights with AI-driven
analytics. AI algorithms process both historical and real-time data to make predictions
about system health, maintenance needs, and operational optimizations. ML models
are trained on historical maintenance logs, operational data, and sensor readings
to identify patterns of failure and predict future issues. Additionally, cognitive AI
systems can interpret unstructured data such as pilot reports or technician notes and
correlate this information with sensor data to generate actionable insights.

• Cloud platforms serve as central repositories for processing and storing the large
volumes of data generated by aircraft sensors. These platforms provide the computa-
tional power required for training AI models and running advanced data analytics.
Data lakes store the data from multiple aircraft, allowing for aggregated analysis and
continuous improvement of AI models. With centralized data, aviation stakeholders
can collaborate to enhance aircraft performance, monitor fleet health, and implement
long-term improvements.

• Communication infrastructure is vital for the successful operation of AIoT-based
AHMS. Data must be transmitted securely between aircraft and ground stations,
and insights must be relayed in real time to relevant stakeholders. Communication
networks include satellite communication (SATCOM), which allows data transmission
during flights over remote regions, and 5G/6G networks, which provide high-speed
connections for data uploads when the aircraft is on the ground. These networks
enable seamless data flow between the aircraft, ground systems, and cloud platforms,
ensuring that information is always up-to-date and available.

3.2. Analysis of FM, FL, and Integrated Model Approaches in AHMS

In the modern aviation industry, the convergence of big data and cognitive computing
has paved the way for advanced AHMS. This section explores the FM, FL, and integrated
model approaches, comparing how they interact with big data and cognitive computing to
enhance aviation systems.

3.2.1. Foundation Model Approach in AHMS

The FM approach relies heavily on centralized data management and processing. In
this model, data from various sources across the aviation ecosystem such as aircraft sensors,
maintenance logs, and flight operations are aggregated into a centralized data lake. This
central repository enables comprehensive analysis and model training, utilizing large-scale
datasets. The centralized nature of this approach allows for scalability, as it can manage the
volume, velocity, and variety of data characteristic of big data environments.

From a cognitive computing perspective, the FM is a large, pre-trained model that
captures general patterns and knowledge from the aggregated data. This pre-training
phase uses cognitive computing techniques to simulate human-like understanding and
reasoning, allowing the model to generalize across multiple tasks such as anomaly detection,
predictive maintenance, and flight optimization. Once trained, the FM can be deployed
across the fleet, where it can process new data, make predictions, and support decision
making in real time.

In the FM approach, data are centralized and processed in large batches. Let D
represent the total dataset collected from various sources, where

D = {d1, d2, . . . , dn}

Each di represents a multidimensional vector of sensor readings, environmental condi-
tions, and historical maintenance logs associated with different aircraft subsystems. The
dataset D captures both operational and environmental variables, which are necessary for
accurate health monitoring.
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Data preprocessing is crucial for reducing noise and ensuring the model is trained
on useful features. The preprocessing function P is applied to the dataset to extract
meaningful features:

D′ = P(D)

where D′ is the preprocessed dataset ready for training.
The foundation model M is trained using machine learning techniques, such as deep

learning, to identify correlations between input data and aircraft system health outcomes.
Training is performed on the preprocessed dataset D′:

M = T
(

D′)
where T represents the training function, typically involving gradient descent optimization
over a large neural network architecture. The model learns to minimize a loss function
L that measures the discrepancy between predicted outcomes and actual outcomes (e.g.,
component failures, wear, and tear).

The training process can be represented as the minimization of the loss function L
over the parameters θ of the model:

min
θ

L
(

D′; θ
)

Once trained, the foundation model is deployed for real-time aircraft monitoring. The
model receives continuous data streams from the aircraft’s onboard sensors during flight
operations. Let xt represent the real-time input vector of sensor readings at time t. The
foundation model processes this input and generates a health prediction ŷt, which could
represent probabilities of failure, wear rates, or system anomalies:

ŷt = M(xt)

This output can trigger maintenance alerts or further inspections based on predefined
thresholds.

A key function of FM in AHMS is detecting anomalies in system behavior. The model
continuously evaluates new data inputs xt and compares them with the expected system
behavior. An anomaly score S(xt) is computed based on the deviation of real-time sensor
data from typical operating conditions:

S(xt) = ∥M(xt)− y∥

where y is the expected system behavior under normal operating conditions. If the anomaly
score exceeds a threshold τ, an alert is generated:

Alert if S(xt) > τ

The FM can also predict future failures by analyzing trends in historical and real-time
data. Given the current health state ŷt and the system’s operational history, the FM can
predict the time to failure t f :

t f = f (M(xt), Ht)

where Ht represents the historical data, and f is a predictive function that estimates the
time remaining before a component reaches a critical state.

The FM can be continuously fine-tuned using new data from multiple aircraft. Let
Dnew represent new incoming data, as follows:

M′ = T
(

D′ ∪ Dnew
)

This allows the model to adapt to changing operational conditions and maintain
accuracy over time.
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Cognitive capabilities are developed through the model M, which can generalize
across various tasks:

O = I(M, Dnew)

Foundation models provide a powerful approach to aircraft health monitoring by
processing large-scale data and enabling predictive maintenance. The mathematical frame-
work of FM focuses on data aggregation, preprocessing, training, real-time monitoring,
anomaly detection, and predictive maintenance scheduling. By using continuous learning,
FMs can maintain high performance and adaptability in diverse operational environments.

Figure 2 represents the aviation ecosystem using the foundation model approach. This
diagram illustrates how the various layers interact within the three-domain infrastruc-
ture model.

Figure 2. Aviation ecosystem with foundation model approach.

The above diagram shows how the FM approach relies heavily on the centralized
component for model training and improvement, while using the decentralized components
(aircraft and aviation services providers) for data collection and model execution. The
communication channels play a crucial role in facilitating the exchange of data and models
between these components.

One of the defining features of the FM for AHM is its ability to support cognitive
computing, i.e., the simulation of human-like reasoning and decision-making processes.
Cognitive computing allows the model to analyze data, generate insights, and make predic-
tions that go beyond basic pattern recognition, incorporating elements of understanding,
reasoning, and learning.

Anomaly detection is a key function of the FM. By analyzing historical data and real-
time sensor readings, the model can detect deviations from normal operating conditions,
indicating potential system failures. For example, an engine sensor may show an unusual
increase in vibration, which could be an early sign of mechanical wear. The foundation
model flags this anomaly and generates an alert, prompting further inspection and potential
maintenance actions.

In addition to anomaly detection, the FM excels at predictive maintenance. By an-
alyzing patterns in sensor data over time, the model can predict when a component is
likely to fail and recommend maintenance before the failure occurs. This proactive ap-
proach minimizes unexpected downtime, reduces the risk of in-flight issues, and optimizes
maintenance schedules by ensuring that parts are only replaced when necessary.
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The FM provides real-time decision support to pilots, ground crews, and maintenance
teams. During flight operations, the model continuously processes incoming data from
aircraft systems, generating insights and recommendations in real time. For example, if a
sensor detects abnormal behavior in the hydraulic system, the model can assess the severity
of the issue and suggest corrective actions, such as adjusting flight parameters or preparing
for maintenance after landing.

This real-time capability is powered by edge computing, where parts of the model are
deployed directly on the aircraft to enable immediate data processing and decision-making.
The foundation model’s cognitive computing capabilities allow it to prioritize actions based
on the severity of issues and the current operational context, ensuring that critical decisions
are made quickly and accurately.

3.2.2. Federated Learning Approach in AHMS

In contrast to the centralized FM approach, the federated learning approach operates
on a decentralized model. Data are kept locally on each client, such as individual aircraft,
addressing significant concerns related to data privacy and security. This decentralized
approach fundamentally alters the interaction with big data. Instead of aggregating data
in a central repository, each client processes and analyzes its data locally, requiring robust
local storage and computing capabilities.

FL reduces the need for centralized data storage by focusing on local data processing
and sharing only model updates, such as gradients or weights, with a central server. This
approach mitigates communication overhead and preserves privacy, as raw data never
leave the local environment. However, managing these decentralized data flows and ensur-
ing effective communication across the network introduces new complexities, especially
when dealing with the diverse and heterogeneous data typical in aviation systems.

From a cognitive computing standpoint, FL empowers each client to develop cognitive
capabilities that are highly specialized to its local environment. These localized cognitive
models are then aggregated into a global model, representing a collective intelligence
that benefits from the diverse experiences across the fleet. This approach aligns well
with privacy-preserving cognitive computing principles, allowing the development of
sophisticated cognitive models without compromising data privacy.

In the FL approach, data Di

Di =
{

di
1, di

2, . . . , di
ni

}
represent the local dataset on the i-th aircraft, where ni is the number of data points
available on aircraft i, and N is the total number of participating aircraft. Each local dataset
Di consists of sensor readings, operational logs, and historical maintenance records.

Each aircraft independently trains a local model on its dataset. Let Mi(θi) represent
the local model on the i-th aircraft, parameterized by θi. The loss function Li(θi, Di) on the
i-th aircraft is minimized locally using gradient descent:

θ
(t+1)
i = θ

(t)
i − η∇θi Li(θi, Di)

where θ
(t)
i represents the model parameters at iteration t on the i-th aircraft, η is the

learning rate, and ∇θi Li is the gradient of the local loss function with respect to the model
parameters.

This process allows each aircraft to fine-tune its model based on local data without
sharing the raw data themselves.

After each aircraft i trains its local model Mi(θi) t communicates only the model
updates (gradients or parameter changes) to a central server, without transmitting the raw
data. The central server aggregates the model updates to form a global model Mglobal that
represents the knowledge gained from all participating aircraft.



Mathematics 2024, 12, 3428 12 of 32

The most used aggregation algorithm in FL is federated averaging. The server com-
putes the global model by taking a weighted average of the local model parameters:

θ
(t+1)
global =

1
N

N

∑
i=1

wiθ
(t)
i (1)

where

θ
(t+1)
global represents the global model parameters after aggregation at iteration t + 1,

θ
(t)
i represents the local model parameters on aircraft i at iteration t,

wi = ni
∑N

i=1 ni
is the weight assigned to each aircraft, proportional to the size of its local

dataset ni,
N is the total number of participating aircraft.

After each global model update, the new global parameters θ
(t+1)
global are sent back to

each aircraft, where they are used to update the local models. Aircraft can proceed with
either of the following:

• Directly replacing their local models with the global model:

θ
(t+1)
i = θ

(t+1)
global

• Fine-tuning the global model using their local data:

θ
(t+1)
i = θ

(t+1)
global − η∇θi Li

(
θ
(t+1)
global , Di

)
This fine-tuning process allows for personalization, where the global model serves

as a starting point but is further adapted to local operational conditions and aircraft-
specific data.

Since transmitting large models frequently can be bandwidth-intensive, especially in
the context of aviation where satellite communication may be required, several strategies
are employed to reduce communication overhead.

• Model compression, where only significant changes in the model parameters (i.e., those
above a certain threshold) are transmitted, thus reducing the amount of data shared.

• Sparse updates, where instead of sharing all parameters, only a fraction of parameters
that have undergone the most significant updates are transmitted.

• Periodic communication, where instead of transmitting updates after every local
iteration, updates are shared after a fixed number of local training steps.

Mathematically, if θ
(t)
i is the local model at iteration t, the model update is computed

as follows:
∆θ

(t)
i = θ

(t)
i − θ

(t)
global

Then, only a compressed or sparse version of ∆θ
(t)
i is transmitted to the server.

In the context of AHMS, the global objective is to minimize the aggregate loss across
all participating aircraft. The central server’s role is to iteratively minimize this global loss
by aggregating local updates from the aircraft and updating the global model accordingly.

In AHMS, different aircraft may experience vastly different operating conditions,
leading to non-identically distributed data across the fleet. This poses a challenge for the
FL model, as global models may struggle to generalize across all aircraft when local data
distributions differ significantly.

Local model training on each client is represented by Ti:

Mi = Ti(D ′
i

)
where Mi is the locally trained model on client i.
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The local models Mi are aggregated to form a global model Mglobal . The aggregation
function A can be represented as follows:

Mglobal = A(M1, M2, . . . , Mn)

where n is the number of clients (aircraft).
The global model Mglobal represents a collective cognitive capability, using the diverse

experiences across all clients.
Real-time inference on each client uses the locally trained model:

Ort,i = Ii(Mi, xi)

where xi is the real-time data input on client i, and Ort,i.
Federated learning in AHMS provides a privacy-preserving, scalable, and efficient

framework for predictive maintenance and anomaly detection across a fleet of aircraft.
By combining local model training on each aircraft with global aggregation, FL ensures
that sensitive operational data remain localized while still benefiting from the collective
knowledge of the entire fleet. The mathematical framework of FL focuses on local training,
global model aggregation, efficient communication, and strategies for handling non-IID
data, making it a robust solution for modern AHMS.

Figure 3 represents the aviation ecosystem using the federated learning approach.

Figure 3. Aviation ecosystem with FL model approach.

There are some key differences from the FM approach:

• More processes occur in the decentralized component (on aircraft), including
model training.

• The centralized component is lighter, focused on aggregation rather than direct model
training.

• Communication channels primarily transmit model updates and aggregated models,
not raw data.

• There is a more prominent feedback loop between local training and global aggregation.

The Figure 3 shows how the FL approach distributes the computational load and pre-
serves data privacy by keeping most operations on individual aircraft, while still benefiting
from fleet-wide learning through the aggregation process.

FL in AHM is not just about decentralized data processing; it also integrates cogni-
tive computing to enable higher-level decision making and reasoning. Cognitive com-
puting allows the system to go beyond simple data analysis by mimicking human-like
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thought processes, such as understanding context, learning from new data, and making
informed decisions.

With FL, each aircraft can generate cognitive insights that are tailored to its specific
operational environment. Cognitive computing enables the local model to interpret com-
plex patterns in data, learn from past experiences, and provide actionable insights for
maintenance and operations.

For example, if an aircraft consistently experiences high levels of turbulence during cer-
tain flight paths, the local model may learn to correlate these conditions with increased wear
on certain components, such as the landing gear or hydraulic systems. The cognitive system
can then recommend specific maintenance actions based on these insights, ensuring that
the aircraft remains in optimal condition even under challenging operational conditions.

These localized insights are valuable because they reflect the unique experiences of
each aircraft. By processing data on the edge, the cognitive system can provide real-time
recommendations that are specific to the aircraft’s current flight and maintenance history.

While each aircraft benefits from localized cognitive insights, FL allows these insights
to be shared with the broader fleet through the aggregation of model updates. After local
models are trained on individual aircraft, the model updates are sent to a central server,
where they are aggregated to create a global model.

This global model benefits from the collective intelligence of all participating aircraft.
Each aircraft contributes to the overall knowledge of the system, enabling the global model
to learn from the diverse operational experiences of the entire fleet. The global model is
then redistributed to each aircraft, where it can be further fine-tuned based on local data.
This cycle of learning ensures that the model continuously improves and adapts over time,
both at the local and global levels.

The collaborative nature of FL enables the AHMS to provide cognitive insights that
are not only relevant to individual aircraft but also reflective of the broader operational
environment. This enhances the overall decision-making capabilities of the system, enabling
fleet-wide optimizations in maintenance planning, operational efficiency, and safety.

3.2.3. Integrated (FM with FL) Model Approach

The integrated model approach combines the strengths of both the FM and FL, creating
a hybrid system that uses both centralized and decentralized big data processing. Initially,
large-scale data are centralized to train an FM, which provides a general-purpose cognitive
baseline. This centralized training allows the system to exploit the benefits of big data
processing, such as deep learning on extensive datasets, resulting in a robust FL that
captures broad patterns across the aviation ecosystem.

Once the FL is deployed to individual aircraft, the system shifts to a decentralized
mode, where each client uses its local data to fine-tune the model. This localized fine-
tuning ensures that the cognitive model is not only generalized but also adapted to the
specific operational environment of each aircraft. FL is then employed to periodically
aggregate these locally fine-tuned models into an updated global model. This process
allows the global model to benefit from the collective knowledge across the fleet, while still
maintaining the privacy and security advantages of decentralized data processing.

The integrated model approach represents a balance between the centralized and
decentralized paradigms, combining the scalability and generalization capabilities of the
FM with the privacy-preserving and context-specific learning capabilities of FL. In terms of
cognitive computing, this approach enables the development of both general and special-
ized cognitive capabilities. The FM provides baseline cognitive intelligence, which is then
enhanced and adapted through localized fine-tuning and continuous learning.

The integrated model approach combines centralized and decentralized data
management.

The foundation model serves as the baseline model, pre-trained on a large, diverse,
and centralized dataset Dglobal , which aggregates data from various sources, including
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historical maintenance records, sensor data, operational logs, and external factors such as
environmental conditions.

Let θFM represent the parameters of the FM. The model is trained using a machine
learning algorithm that minimizes a global loss function Lglobal based on the centralized
dataset Dglobal :

θFM = arg min
θ

Lglobal

(
θ, Dglobal

)
where θFM represents the optimized parameters of the foundation model after training,
Lglobal

(
θ, Dglobal

)
is the loss function that measures the discrepancy between the model

predictions and actual outcomes in the global dataset.
The FM can capture generalized patterns across diverse aircraft and operational

environments, providing a robust baseline for further personalization using FL.
After the centralized FM is trained, it is deployed to individual aircraft. Each aircraft

receives the global model θFM and uses its local dataset Di to fine-tune the model to better
reflect its specific operational conditions. This is achieved through federated learning,
where each aircraft updates the model based on local data.

Let θi represent the local model on the i-th aircraft. The local training process on aircraft
i involves minimizing a local loss function Li, which is adapted to the local dataset Di:

θ
(t+1)
i = θ

(t)
FM − η∇θi Li

(
θ
(t+1)
FM , Di

)
where η is the learning rate, Li(θ, Di) represents the local loss function for the i-th aircraft,
and θ

(t+1)
i are the updated model parameters after fine-tuning on the local dataset Di.

This process allows each aircraft to personalize the global FM model based on its
own operational history, capturing aircraft-specific nuances that the global model may not
fully reflect.

After the local models have been fine-tuned using the local data, each aircraft sends
only the model updates (not the raw data) back to the central server. The central server
aggregates these updates using a weighted averaging method, commonly referred to as
federated averaging.

The aggregated global model is computed in accordance with (1).
The global aggregation combines the knowledge from all participating aircraft, ensur-

ing that the updated model reflects both the general patterns learned by the FM and the
specific adaptations from local datasets.

The integrated approach operates in a continuous learning cycle. After each round of
global aggregation, the updated global model θ

(t+1)
global is redistributed to all aircraft for further

fine-tuning on their local data. This iterative process allows the model to continuously
improve over time, adapting to new data, changing operational conditions, and evolving
system health patterns across the fleet.

At each iteration t + 1, the updated global model is as follows:

θ
(t+1)
global =

1
N

N

∑
i=1

wi

[
θ
(t)
global − η∇θi Li

(
θ
(t)
global , Di

)]
The iteration continues until the global loss function Lglobal converges or reaches a

desired threshold.
In the integrated approach, the overall objective is to minimize both the global loss

on the centralized dataset and the local loss on each aircraft. The total loss function
Ltotal can be expressed as a combination of the global loss Lglobal and the local losses Li
from the individual aircraft. This combined loss function ensures that the global model
captures both general and specific patterns, optimizing for fleet-wide performance as well
as aircraft-specific needs.
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In AHMS, aircraft may experience significantly different operating conditions, leading
to non-identically distributed (non-IID) data. The integrated FM + FL approach is well
suited to handling such variations, as it allows each aircraft to fine-tune the FM using its
specific data.

A key aspect of handling non-IID data is to ensure that the local models do not diverge
excessively from the global model. To achieve this, a regularization term can be added to
the local loss function, encouraging the local models to stay close to the global model:

Lregularized
i (θi, Di) = Li(θi, Di) + λ

∥∥∥θi − θglobal

∥∥∥2

where λ is the regularization parameter, which controls the trade-off between local adapta-
tion and global consistency.

This regularization term helps prevent overfitting to local data and ensures that the
local models maintain alignment with the global model, while still allowing for personal-
ization based on local operating conditions.

The integrated FM + FL approach in AHMS provides a powerful solution that balances
the need for generalization across a fleet with the necessity for personalized adaptations
to individual aircraft. By combining the global knowledge captured by the foundation
model with the local adaptations made possible by federated learning, this approach en-
sures robust and accurate aircraft health monitoring, predictive maintenance, and anomaly
detection across diverse operational environments. The mathematical framework includes
global model training, local fine-tuning, iterative aggregation, and communication effi-
ciency strategies, making it highly suitable for complex, real-time systems like AHMS.

Figure 4 represents the aviation ecosystem using the integrated model approach, which
combines elements of both the FM and FL approaches.

Figure 4. Aviation ecosystem with integrated model approach.

Figure 4 highlights several key aspects of the integrated model approach.

• The hybrid nature of the system, combining centralized foundation model training
with decentralized federated learning.

• The dual role of the central component in both FM training and FL aggregation.
• The enhanced role of communication channels, facilitating various types of data and

model exchanges.
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• The continuous cycle of centralized training, local fine-tuning, global aggregation, and
model redistribution.

There are key differences of integrated model from both FM and FL pure approaches,
detailed as follows:

• It includes both a centralized data lake for FM training and local processing for FL.
• The central component performs both FM training and federated aggregation.
• Communication channels are more diverse, handling raw data, foundation models,

local updates, and aggregated models.
• There is a more complex feedback loop involving both centralized and decentralized

learning processes.

Integrated approach allows for a robust global model trained on comprehensive data
while still enabling personalization and privacy-preserving learning on individual aircraft.
This hybrid approach enables aircraft to benefit from a global understanding of fleet-wide
trends while allowing for personalized model adaptation based on local data.

The integrated model not only enhances data processing but also enables advanced
cognitive computing, which involves mimicking human-like reasoning, understanding, and
decision-making capabilities. The integrated model enables real-time anomaly detection by
continuously processing sensor data from the aircraft. Cognitive computing algorithms are
embedded within the model to recognize deviations from normal operating conditions. For
instance, if an engine’s temperature begins to rise beyond normal thresholds, the model
can detect this anomaly and alert the maintenance team before the situation escalates into a
critical failure.

The integrated model excels in predictive maintenance. By analyzing historical data
and current operational conditions, the model can predict when a specific component is
likely to fail. Maintenance teams can use this information to proactively schedule repairs
or part replacements, reducing unplanned downtime and improving the overall reliability
of the aircraft.

One of the key features of cognitive computing in the integrated model is its ability
to provide context-aware decision support. This means that the system not only detects
anomalies or maintenance needs but also considers the operational context in which these
issues occur. For example, the system might consider factors such as the aircraft’s current
flight route, altitude, and weather conditions when making recommendations.

This context-aware decision-making capability ensures that the actions recommended
by the model are relevant and timely. In some cases, the model might suggest adjustments
to the flight path to avoid excessive turbulence, which could impact sensitive components
such as landing gear or hydraulic systems.

The integrated model benefits from adaptive learning, meaning that it continuously
improves its performance based on new data from both individual aircraft and the entire
fleet. The model is constantly updated through the FL process, ensuring that it evolves in
response to changing operational conditions and emerging trends in aircraft health.

This continuous learning capability is crucial for maintaining the accuracy and rel-
evance of the model over time. As new aircraft are introduced into the fleet or as envi-
ronmental conditions change, the model can adapt to these changes without requiring a
complete retraining from scratch. This adaptive nature makes the integrated model both
efficient and scalable.

3.2.4. Loss Function Structure

It is possible to define a universal form of the loss function for all three approaches
(FM, FL, and the integrated FM + FL) in the context of AHMS. However, the specific
adaptation and application of the loss function will vary depending on the architecture
and characteristics of each approach. The core structure of the loss function can remain
consistent across all three methods, while modifications are made based on how data are
processed and models are trained (centrally, locally, or in combination).
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1. Universal Loss Function Structure

At its core, the loss function in AHMS aims to minimize prediction errors (e.g., anoma-
lies, failures, or continuous health metrics). A universal loss function can be expressed
as follows:

Ltotal(θ) =
N

∑
i=1

wiLi(θ, Di)

where Li(θ, Di) is the local loss function on the i-th dataset Di, wi are the weights that
control the contribution of each aircraft’s local loss to the total loss, and θ represents the
model parameters being optimized (a global model for FM and integrated approaches, and
local models for FL).

This structure can accommodate the following:

• Classification tasks (binary for anomaly detection or multi-class for failure modes).
• Regression tasks (continuous health metrics like remaining useful life).

Now, let us look at how this universal loss function is applied in each approach.

2. Foundation Models

In the FM approach, the loss function is primarily focused on centralized data pro-
cessing. The model is trained on a large dataset Dglobal , and the loss is computed globally
across the entire dataset:

LFM

(
θ
(t+1)
global , Dglobal

)
=

N

∑
i=1

wiLi

(
θglobal , Di

)
This global loss function allows the model to capture general patterns across the fleet

of aircraft. Depending on the task, Li(θ, Di) could be one of the following:

• Binary cross-entropy for anomaly detection (binary classification).
• Categorical cross-entropy for multi-class failure mode classification.
• Mean squared error (MSE) or mean absolute error (MAE) for predicting continu-

ous metrics.

3. Federated Learning

In the FL approach, the loss function is computed locally on each aircraft and optimized
independently. Each aircraft i has its local dataset Di, and the model parameters θi are
updated based on local data. The global loss is then a weighted average of these local
loss functions:

LFL

(
θglobal

)
=

N

∑
i=1

wiLi(θi, Di)

After local optimization, the model updates are aggregated centrally. Each local loss
function Li will be similar to the loss used in the FM approach, but applied to local data,
as follows:

• Binary cross-entropy for anomaly detection.
• Categorical cross-entropy for multi-class classification.
• MSE/MAE for regression tasks.

FL allows each aircraft to optimize its own loss function independently based on local
conditions while contributing to the global model.

4. Integrated FM + FL Approach

In the integrated FM + FL approach, the loss function has both global and local
components. The global FM is first trained on a large dataset and then fine-tuned on each
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aircraft using FL. The total loss can be represented as a combination of the global loss (from
the FM) and the local losses (from FL):

LFM+FL(θ) = αLglobal

(
θglobal , Dglobal

)
+

N

∑
i=1

βiLi(θi, Di)

where

Lglobal

(
θglobal , Dglobal

)
is the global loss from the FM trained on the centralized dataset;

Li(θi, Di) is the local loss for each aircraft, fine-tuning the model using FL; and
a and βi are weights that control the contribution of global vs. local losses.

Like the previous two approaches, Li can take the form of binary cross-entropy, cate-
gorical cross-entropy, or MSE/MAE, depending on the specific task being performed on
each aircraft.

While the core structure of the loss function is universal across FM, FL, and FM + FL
approaches, it can be adapted to specific tasks, as follows:

• Anomaly detection—binary cross-entropy for detecting abnormal states.
• Failure mode classification—categorical cross-entropy for classifying types of failures.
• Health metric prediction—MSE or MAE for continuous predictions like remaining

useful life or wear levels.

These specific adaptations affect how the loss is computed but follow the same overall
structure across all approaches.

While the core mathematical structure of the loss function is universal across FM, FL,
and FM + FL approaches, the way it is applied and optimized differs. FM focuses on global
optimization, FL emphasizes local optimization with subsequent global aggregation, and
FM + FL combines both global and local optimization strategies. The specific form of the
loss function (binary, multi-class, or regression) is determined by the type of task but can
be integrated into a common framework for all three approaches.

3.3. Architecture of an AIoT-Based Aviation Ecosystem Integrating FM and FL Approaches

The modern aviation industry requires sophisticated systems to ensure the safety,
reliability, and efficiency of aircraft operations. To achieve this, an integrated approach
combining various advanced technologies such as FMs, FL and the AIoT platform has been
proposed. This approach harnesses the strengths of these technologies, offering a robust
and scalable architecture capable of addressing the complex challenges faced by AHMS.

The Figure 5 represents the architecture of comprehensive solution for modern AHM,
integrating the capabilities of modern technologies within a unified framework.

 

Figure 5. Architecture of aviation ecosystem for AHM.
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The architecture is divided into three main domains:

1. Centralized processing domain;
2. Client domain;
3. Communication domain.

Each domain plays a crucial role in the operation of the aviation ecosystem, ensuring
that data are collected, processed, and utilized effectively across the entire system.

1. Centralized processing domain

This domain is the heart of the architecture, where large-scale data processing and
model training take place. It comprises three key components, detailed as follows:

• The FM serves as the core of the system, providing a general-purpose cognitive baseline
that is trained on a comprehensive dataset aggregated from various sources within
the aviation ecosystem. This model captures broad patterns and relationships that are
applicable across different scenarios and aircraft, making it a crucial component for
generalized decision-making and predictive analytics.

• The data lake acts as the central repository where all collected data are stored. These
data include aircraft sensor readings, maintenance logs, flight operations data, and
external data such as weather reports. The data lake enables extensive data analysis
and model training, leveraging big data technologies to manage the volume, velocity,
and variety of data.

• While the FM provides a strong starting point, the FL component allows for the
decentralized fine-tuning of models on individual aircraft. This ensures that the global
model benefits from local adaptations, reflecting the unique conditions experienced
by different aircraft. FL aggregates the locally fine-tuned models to update the global
model periodically, preserving data privacy and reducing communication overhead.

• The AIoT platform integrates these components, enabling seamless interaction be-
tween centralized data processing, FM training, and FL. The platform manages the
orchestration of these processes, ensuring that data flow smoothly between compo-
nents and that the system remains responsive and adaptable.

2. Client domain

The client domain consists of various stakeholders within the aviation ecosystem, in-
cluding aircraft manufacturers; original equipment manufacturer (OEM) suppliers; airlines;
maintenance, repair, and overhaul (MRO) providers; airports; and air traffic control (ATC).

Each stakeholder generates and processes data relevant to their operations. Aircraft,
equipped with AHMS, collect real-time data on both the ground and in-flight. These
data are processed locally using edge computing devices, where the foundation model is
fine-tuned to reflect the specific conditions of each aircraft.

The AHMS on each aircraft operates in real time, using the fine-tuned model to
provide insights such as predictive maintenance recommendations, anomaly detection, and
operational optimization. The results are shared with relevant stakeholders, ensuring that
decisions are informed by the latest data and model predictions.

3. Communication domain

The communication domain facilitates data transfer between the client domain and
the centralized processing domain. It encompasses several levels, detailed as follows:

• The cloud data center acts as the central hub for storing and processing data, as well
as hosting the foundation model and federated learning algorithms.

• The space domain includes communication satellites in GEO, MEO, and LEO orbits,
which provide global connectivity for data transmission, especially in remote or
airborne operations.

• The air domain encompasses the various aircraft types, including traditional aircraft,
UAVs, airships, and balloons. These platforms generate data and require communica-
tion links for real-time data transfer and model updates.
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• The ground domain consists of ground stations and cellular networks (e.g., 5G/6G)
that facilitate communication between airborne platforms and the central data center.

• The IoT level represents the IoT devices embedded within aircraft and ground infras-
tructure, which collect and transmit data to the AIoT platform for processing.

The communication layer is crucial for maintaining the integrity of the system. It
ensures that data collected by aircraft are securely transmitted to the centralized processing
domain and that updates to the global model are efficiently distributed back to the clients.

4. Integration of models within the architecture

This architecture uses the strengths of FMs, FL and AIoT to create a resilient and
adaptive aviation ecosystem. The FM provides a robust baseline for decision making across
the fleet, while FL ensures that the model is continuously updated based on the latest
operational data from individual aircraft. The AIoT platform orchestrates these processes,
managing the data flows and ensuring that the system remains scalable and secure.

By integrating these technologies, the architecture can handle the diverse and dynamic
environments encountered in aviation, from the unique conditions faced by individual
aircraft to the broader trends captured in the centralized data lake. This multi-layered
approach ensures that the AHMS can provide personalized, real-time insights for individual
aircraft while using fleet-wide data for continuous improvement.

4. Discussion
4.1. Simulation-Based Case Study

This case study explores three approaches to AHMS: foundation models, federated
learning, and an integrated approach that combines elements of both FM and FL. The FM
approach uses large, pre-trained models that capture broad patterns across entire fleets.
FL, on the other hand, enables personalized model training on individual aircraft while
preserving data privacy. The integrated approach aims to harness the strengths of both
methods, potentially offering a more robust and adaptable solution.

This study simulates a fleet of 100 aircraft, each equipped with sensors monitoring
critical engine parameters. The performance of these three approaches in predicting engine
failures is then compared. Through this comparison, this study aims to shed light on
the relative strengths and weaknesses of each method, particularly in terms of prediction
accuracy, adaptability to individual aircraft characteristics, computational efficiency, and
privacy preservation.

By analyzing these approaches in a simulated environment, this research seeks to
provide insights that can guide the development and implementation of more effective
AHMS in real-world aviation contexts. This case study serves as a practical exploration
of the theoretical concepts discussed in the broader research on integrating foundation
models and federated learning in AIoT-based aircraft health monitoring systems.

The simulation results and subsequent analysis offer a comprehensive evaluation of
each approach, highlighting their respective advantages and limitations. These findings
contribute to the ongoing discourse on optimizing AHMS and may inform future directions
in aviation safety and maintenance strategies.

4.1.1. Simulation Methodology for AHMS Experiment

The objective of this simulation is to compare the performance of three approaches to
AHMS: FM, FL and integrated FM + FL. The evaluation focuses on prediction accuracy,
error rates, training efficiency, and adaptability to individual aircraft characteristics.

To evaluate the proposed health monitoring models, we generated synthetic data for
100 aircraft over 1000 flight hours, incorporating a wide range of operational scenarios and
simulating realistic aircraft behavior. Each aircraft was assigned unique characteristics, such
as engine age, historical maintenance data, and typical flight routes, to introduce variability
across the dataset. For each flight hour, synthetic sensor readings were generated, covering
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parameters such as engine temperature, vibration levels, fuel consumption, oil pressure,
and exhaust gas temperature.

The data generation process involves setting normal operating ranges for each param-
eter, adding aircraft-specific bias to simulate individual variations, incorporating random
noise to mimic sensor fluctuations, introducing gradual drift to represent wear and tear
over time, and injecting failure patterns.

In our synthetic dataset, we introduced failure patterns to simulate realistic degra-
dation and fault scenarios for select aircraft, creating nuanced data reflective of potential
failure conditions. For five randomly selected aircraft, we emulated gradual component
degradation by progressively altering key sensor readings. These alterations were based
on known patterns in aircraft maintenance data, simulating conditions such as increased
vibration levels, rising engine temperatures, fluctuating oil pressures, and excessive fuel
consumption that typically signal early-stage wear and potential failure.

Each failure pattern was designed to exhibit a distinct progression, where deviations
from normal sensor ranges began subtly, increasing in severity over the simulated flight
hours. For example, minor increases in engine vibration were introduced initially, followed
by further increments to reflect progressive mechanical imbalance. Similarly, for oil pressure
anomalies, slight pressure reductions over time were embedded to mimic issues like
lubrication deficiencies. This staged approach aimed to train the model on early warning
signs, offering insights into gradual wear before reaching a critical failure threshold. Such
an approach ensures that the model can detect both immediate anomalies and gradual
trends, enhancing its predictive power for real-world applications.

For the foundation model implementation, a deep neural network with three hid-
den layers is employed. The model is trained on 80% of the entire fleet’s data and val-
idated on the remaining 20%, using a centralized training process on a simulated high-
performance server.

The federated learning approach utilizes a lightweight neural network with two
hidden layers. Each aircraft uses its own data for training, with 100 rounds of federated
averaging and five epochs of local training per round. The FedAvg algorithm is used
for aggregation.

The integrated FM + FL approach begins by training an initial foundation model on
10% of the fleet’s anonymized and aggregated data. This model then serves as a starting
point for federated learning, with the last layer allowed to be personalized for each aircraft.
The process involves 50 rounds of federated averaging, with three epochs of local training
per round.

Evaluation metrics for each approach include accuracy, precision, recall, F1 Score,
Area Under the ROC Curve (AUC-ROC), training time, model size, and communication
overhead (for FL and integrated approaches).

The simulation procedure involves several steps:

1. Generating synthetic data for 100 aircraft over 1000 flight hours, including failure
patterns for five randomly selected aircraft.

2. Training and validating the FM on the aggregated data, then deploying it to all aircraft
in the test set.

3. Initializing models on each aircraft for FL, performing 100 rounds of federated learning
and evaluating the personalized models.

4. Training the initial FM for the integrated approach, performing 50 rounds of federated
fine-tuning, and evaluating the personalized models.

5. Using the trained models from each approach to predict engine failures on a held-out
test set and calculating all evaluation metrics.

6. Conducting statistical tests to determine the significance of differences between
approaches.

7. Performing sensitivity analysis by varying key parameters such as the number of
aircraft, failure rate, and noise levels to assess the robustness of each approach under
different conditions.
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Data analysis and visualization includes creating comparative tables and charts, plot-
ting learning curves, generating receiver operating characteristic (ROC) curves, creating
confusion matrices, analyzing feature importance, and examining specific case studies of
individual aircraft.

The simulation environment utilizes Python 3.13.0 as the programming language [28]
and TensorFlow 2.17 [29] as the deep learning framework. TensorFlow Federated (Release
0.88.0) [30] is used for federated learning implementation. NumPy 2.1 [31] is employed for
synthetic data creation, while Pandas 2.2.2 [32], Matplotlib 3.9.0 [33], and Seaborn 0.13 [34]
are used for data analysis and visualization.

Potential extensions to the simulation include multi-component health monitoring,
simulating dynamic fleet composition, testing transfer learning scenarios, implementing
privacy analysis with differential privacy, and simulating varying network conditions to
test the robustness of FL and integrated approaches.

This comprehensive simulation methodology provides a rigorous framework for com-
paring the three AHMS approaches, generating meaningful, quantitative results that demon-
strate the strengths and weaknesses of each approach in a realistic, simulated environment.

4.1.2. Results of Simulation

The results of the simulation provide a detailed comparative analysis of the three
AHMS approaches: FM, FL and the integrated FM + FL approach. These visualizations
are derived from extensive simulations conducted on a fleet of 100 aircraft over a period of
1000 flight hours, with various sensor data points collected to predict potential engine fail-
ures. Figures 6–13 collectively illustrate the performance differences and critical evaluation
metrics for each approach.

Figure 6 presents the model size comparison, showing that the FM approach requires
significantly larger storage and computational resources than FL and the integrated ap-
proach. This demonstrates that FL and FM + FL are more suitable for resource-constrained
environments in which minimizing model size is a priority.

Figure 7 depicts the training time across the different approaches. The integrated
FM + FL approach strikes a balance, reducing the computational burden associated with
centralized FM training while maintaining a robust model performance similar to FL. FL
exhibits lower overall training time due to its decentralized nature but at the cost of reduced
generalization capabilities.

Figure 6. Model size chart.

Figure 8 summarizes the key performance metrics, including accuracy, precision, recall,
and F1 score, highlighting that while the FM approach performs best in terms of overall
accuracy, the integrated approach offers a comparable performance with better adaptability
to individual aircraft variations, as reflected in its improved precision and recall scores.

Figure 9 illustrates the learning curves over multiple training epochs, with the inte-
grated approach demonstrating faster convergence compared to both FM and FL. This
indicates that the integrated method efficiently combines the strengths of global model
learning with localized fine-tuning, leading to faster and more stable learning.
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Figure 7. Training time chart.

Figure 8. Comparative performance chart displaying key metrics (in percent).

Figure 9. Learning curves that illustrate how model performance improves over training epochs
(in percent).

Figure 10 displays the receiver operating characteristic (ROC) curves, where the area
under the curve (AUC) is highest for the integrated FM + FL approach, indicating superior
performance in distinguishing between normal and anomalous aircraft behavior, crucial
for accurate failure predictions.

Figure 11 focuses on error rates, showing that while the FM approach generally
maintains a lower overall error rate, the integrated approach balances error minimization
across multiple aircraft, resulting in more consistent performance across the fleet.



Mathematics 2024, 12, 3428 25 of 32

Figure 10. ROC curves.

Figure 11. Error rate chart.

Figures 12 and 13 present case studies for a specific aircraft (Aircraft A). Figure 12
ranks the relative significance of various sensor readings in predicting engine failure,
with the integrated approach offering more accurate and contextually aware predictions.
Figure 13 compares normal operational ranges with actual readings across different engine
parameters, highlighting the integrated approach’s ability to adjust for individual aircraft
characteristics while maintaining fleet-wide accuracy.

Figure 12. The relative significance of different sensor readings in predicting engine failure (case
study for aircraft A).

The analysis of these visual representations provides insights into the relative merits of
each approach and the potential benefits of integrating foundation models with federated
learning in the context of aircraft health monitoring.

The integrated approach provides a scalable solution that retains high accuracy while
optimizing resources, model size, and adaptability to individual aircraft characteristics.
This approach demonstrates potential for real-world implementation in predictive aircraft
health monitoring systems.
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Figure 13. Comparison of normal operating ranges with actual readings across various engine
parameters (case study for aircraft A).

4.2. Comparative Analysis of FM, FL and Integrated Approaches in AHMS

The FM approach relies on centralized, large-scale AI models trained on vast datasets
encompassing various aspects of aircraft health and performance. This centralization
offers significant advantages in terms of global consistency and comprehensive knowledge
integration. All users of the system benefit from the same, extensively trained model,
ensuring uniformity in health monitoring and predictive maintenance across an entire fleet
or even multiple airlines. The ability to quickly incorporate new data and simultaneously
update all users is a notable strength, particularly in responding to industry-wide issues or
newly discovered fault patterns.

However, the centralized nature of foundation models also introduces vulnerabilities
that impact system robustness. The most glaring issue is the risk of a single point of failure.
If the central server experiences downtime or network connectivity issues, it could poten-
tially disrupt AHMS operations across the entire user base. This centralization also presents
a high-value target for cyber-attacks, with the potential for large-scale data breaches that
could compromise sensitive operational data from multiple airlines or fleet operators.

Moreover, while FMs excel at capturing general patterns and common scenarios,
they may struggle with local variations or rare conditions not well represented in the
central dataset. This limitation could lead to suboptimal performance in unique operational
environments or failure to detect anomalies specific to aircraft or routes.

In contrast, the FL approach distributes the learning process across multiple nodes,
typically individual aircraft or airline operations centers. This decentralized architecture
inherently enhances several aspects of system robustness. Fault tolerance is significantly
improved, as the system can continue functioning even if some nodes fail or lose connectiv-
ity. This graceful degradation ensures that AHMS capabilities persist, albeit potentially at a
reduced capacity, in the face of partial system failures.

FL also shines in its adaptability to local conditions. Each node trains on its local data,
allowing the model to capture and respond to specific operational environments, aircraft
configurations, or regional factors. This localization can lead to more accurate and relevant
health monitoring for individual aircraft or fleets.

From a security and privacy standpoint, FL offers robust protection of sensitive data.
Raw operational data remain local, with only model updates being shared. This approach
significantly reduces the risk of large-scale data breaches and helps in complying with data
protection regulations.

However, the decentralized nature of FL introduces its own set of challenges to system
robustness. Maintaining global consistency across all nodes can be difficult, potentially
leading to divergent model behaviors in different parts of the system. This inconsistency
could result in varying levels of monitoring quality or conflicting maintenance recommen-
dations across a fleet. Additionally, FL systems may struggle with rare event detection,
as unusual occurrences might not propagate effectively through the network of locally
trained models.
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The integrated approach, combining elements of both FL and FL, attempts to harness
the strengths of both while mitigating their weaknesses. This hybrid system can start with a
foundation model that encapsulates broad industry knowledge, which is then continuously
refined and adapted through federated learning techniques.

This integration enhances system robustness in several ways. It reduces the single
point of failure risk associated with pure FMs by allowing for continued operation based
on local models if connection to the central system is lost. The periodic synchronization
between local and global models helps to maintain a balance between global consistency
and local optimization. This approach is particularly adept at handling both common and
rare scenarios, using the comprehensive knowledge of the FM while remaining adaptable
to local conditions.

In terms of security and privacy, the integrated approach maintains many of the
advantages of FL. Sensitive operational data primarily remain local, reducing the risk of
large-scale data breaches. At the same time, the FM component allows for the incorporation
of industry-wide insights and patterns that might not be captured in any single node’s
local data.

However, the integrated approach is not without its challenges. The complexity of
managing both global and local model components can introduce new failure modes
and increase the overall system’s complexity. Ensuring smooth integration and resolving
conflicts between global and local models require sophisticated algorithms and careful
system design.

Table 1 compares the benefits and limitations of using an integrated model versus
using an FM or FL independently.

Table 1. Comparison of FM, FL, and integrated model (FM + FL) approaches.

Approach Strengths Limitations Suitable Use Cases

Foundation Model

- High generalization across fleet
- Consistent model performance

across systems
- Capable of handling large

datasets centrally

- Limited adaptation to
individual aircraft

- Requires centralized data,
raising privacy concerns

Fleets with similar operating
conditions where centralized data
processing is feasible

Federated Learning

- Preserves privacy by keeping data
local

- Adapts to specific conditions of
individual aircraft

- Reduces risk of single point
of failure

- Potential inconsistencies due to
local learning

- Limited fleet-wide
generalization for rare events

Scenarios requiring privacy
protection and adaptive learning
to diverse environments

Integrated (FM + FL)

- Combines generalization of FM
with FL’s local adaptation

- Balances global insights with
fleet-wide personalization

- Flexible in diverse
operational settings

- Added complexity in managing
centralized and decentralized
components

- Requires sophisticated
synchronization and
computational resources

Large fleets with varied
operational conditions and a need
for privacy and adaptability

Each approach is analyzed based on its strengths, limitations, and suitable use cases.
This table aims to highlight key distinctions and the specific advantages and trade-offs of
each method. Notably, the FM approach excels in providing a broad, generalized model
but may lack local adaptation and privacy. In contrast, FL is advantageous for privacy-
preserving, locally adaptable learning but can encounter challenges with consistency across
the fleet. The integrated FM + FL approach offers a hybrid solution, combining global
insights with local flexibility, though it introduces added complexity. This comparative
analysis supports informed decision making on model selection based on an organization’s
operational priorities, privacy needs, and computational resources.
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To enhance the robustness of AHMS, regardless of the chosen approach, several
strategies can be employed. Implementing hybrid connectivity solutions that allow for both
online and offline operation can ensure continuity during network disruptions. Multi-level
redundancy, whether in server infrastructure for FMs or in node participation for federated
systems, can significantly improve fault tolerance.

Advanced anomaly detection systems that monitor not just aircraft health but also
model behavior itself can provide an additional layer of robustness, alerting to unexpected
model outputs or performance degradation. Employing secure enclave technologies for
sensitive computations can enhance security across all approaches.

For federated and integrated systems, adaptive learning rates can help balance be-
tween global consistency and local adaptations. Blockchain-based versioning for model
updates can ensure integrity and traceability of model evolution. Regular fuzzing and ad-
versarial testing can identify and address potential vulnerabilities, while carefully designed
graceful degradation protocols can maintain core functionalities even when the system
operates with reduced capabilities.

As aviation continues to embrace AI technologies, the robustness of AHMSs will
remain a critical concern. Ongoing research and development in this field should focus
on further enhancing the strengths and mitigating the weaknesses of each approach. The
future of AHMS likely lies in increasingly sophisticated integrated systems that can provide
the global insights of FMs, the adaptability and privacy of FL, and the high-level reliability
demanded by aviation safety standards.

4.3. Challenges in Integrating FM and FL

Integrating foundation models (FMs) with federated learning (FL) within an aircraft
health monitoring system presents several technical and operational challenges that need
to be carefully addressed to ensure a functional and scalable solution.

One of the primary challenges in combining FM and FL is maintaining synchroniza-
tion across decentralized learning nodes (i.e., individual aircraft) while updating a central,
foundation-based model. The decentralized nature of FL relies on local updates that need to
be effectively aggregated with the FM to avoid inconsistencies that could reduce model ac-
curacy or robustness. This requires advanced aggregation algorithms and synchronization
protocols that can balance local adaptations with global model coherence.

Integrating FM and FL increases the computational demands on both centralized
servers and local aircraft devices. For FL, models must be trained on distributed nodes with
limited computing capacity. Balancing this demand with the FM’s requirement for central-
ized processing necessitates optimized resource management and, where feasible, the use
of lightweight model architectures. Resource constraints are particularly pronounced in
real-time applications, where model updates need to be processed without interrupting
critical onboard systems.

While FL inherently offers privacy advantages by keeping data localized, integrating
it with a centralized FM framework introduces new privacy and security considerations.
Protecting sensitive operational data requires secure aggregation protocols and encryption
techniques to prevent unauthorized access during model updates and synchronization.
This is particularly important in aviation, where data breaches could impact safety and
regulatory compliance.

Aircraft operate under diverse conditions, resulting in data distributions that are
often non-identically distributed across the fleet. An integrated FM + FL approach must
address these variations to ensure the model’s predictive accuracy across different operating
environments. This is challenging because an FM trained on generalized data may not
always capture localized patterns effectively, while FL’s decentralized approach might
overly adapt to specific conditions. Balancing global generalization with local adaptation
requires carefully designed algorithms to handle data heterogeneity without compromising
model performance.
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These challenges highlight the complexity of designing a robust, scalable FM + FL-
based health monitoring system for aviation. Addressing these issues is essential to
ensure that the integrated model can effectively meet the diverse operational, privacy,
and performance requirements of a real-world aviation context.

4.4. Future Directions of Research in AI-Driven AHMS

As the aviation industry continues to embrace digital transformation, the integration
of advanced ML techniques into AHMS represents a critical area of innovation. The combi-
nation of FMs and FL has shown significant potential in enhancing the safety, reliability, and
efficiency of aircraft operations. However, to fully realize the benefits of these technologies,
ongoing research is necessary to address the challenges and limitations inherent in their
application. This section explores future directions of research that could advance the field
of AHMS, focusing on scalability, robustness, security, and the seamless integration of AI
technologies into the complex ecosystem of aviation.

One of the primary challenges in deploying AI-driven AHMS is ensuring scalability
across a global fleet of aircraft. As the size and diversity of data increase, so do the demands
on computational resources and communication infrastructure. Future research should
focus on developing more efficient algorithms for FL that reduce communication overhead
and optimize the aggregation of model updates. Techniques such as federated optimization,
hierarchical FL and gradient compression could play crucial roles in making these systems
more scalable and responsive.

As FMs continue to grow and complexity, there is a need for more efficient model
architectures that can deliver high performance without requiring prohibitively large compu-
tational resources. Research into lightweight models, such as distilled or quantized versions
of FMs, could enable their deployment on edge devices, such as those onboard aircraft,
without compromising accuracy or functionality. These advances would facilitate real-time
health monitoring and decision making, even in resource-constrained environments.

Ensuring that AHMS can generalize across diverse operational conditions and aircraft
types is another key area for future research. While FMs provide a strong starting point,
they must be continually adapted and fine-tuned to reflect the specific environments in
which they operate. Research into more sophisticated transfer learning techniques, which
allow models to transfer knowledge from one domain to another with minimal retraining,
could help to improve the robustness and adaptability of AHMS.

Additionally, developing more robust FL algorithms that can handle non-independent
and identically distributed data distributions is essential. Aircraft in different regions
may experience vastly different operating conditions, and a one-size-fits-all model may
not perform well across all scenarios. Future research should explore personalized FL
approaches that enable each aircraft to benefit from global knowledge while also retaining
highly customized models that reflect their unique operational contexts.

Security and privacy are paramount in the aviation industry, where the consequences
of data breaches or system failures can be catastrophic. While FL offers inherent privacy
advantages by keeping data localized, it also introduces new vulnerabilities, such as the
risk of adversarial attacks or model poisoning. Future research should focus on enhancing
the security of FL frameworks through techniques such as differential privacy, secure
multi-party computation, and homomorphic encryption.

As AI systems become more integrated into critical aviation infrastructure, ensuring
their resilience against adversarial attacks is crucial. Research into adversarial robustness
(developing models that can withstand and correctly respond to manipulated inputs) will
be essential for maintaining the integrity and reliability of AHMS. This includes exploring
adversarial training techniques and anomaly detection systems that can identify and
mitigate potential threats in real time.

The future of AHMS research must also address the challenge of integrating AI-driven
models with existing aviation systems and workflows. The aviation industry is heavily
regulated, with stringent requirements for safety, reliability, and compliance. Any AI
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system deployed in this context must not only meet these standards but also be compatible
with the existing technological infrastructure.

Research into explainable AI is critical in this regard. As AI models become more
complex, their decision-making processes often become opaque, making it difficult for
human operators and regulators to understand how specific conclusions were reached.
Developing AI systems that can provide clear, interpretable explanations for their decisions
will be crucial for gaining trust and ensuring that these systems can be safely integrated into
aviation operations. Research should focus on creating interoperable AI systems that can
easily integrate with existing maintenance management systems, flight control systems, and
other aviation software. This includes developing standardized interfaces and protocols
that allow seamless communication between AI-driven AHMS and other critical systems
in the aviation ecosystem.

As AI becomes more prevalent in aviation, ethical and regulatory considerations will
increasingly come to the forefront. Future research must address the ethical implications of
AI-driven decision-making in aviation, particularly in areas such as predictive maintenance,
where the stakes are high. This includes exploring the potential biases that might be
embedded in AI models and ensuring that these models are developed and deployed in
ways that are fair, transparent, and accountable.

Additionally, as regulatory bodies begin to develop guidelines and standards for AI
in aviation, research should support these efforts by providing evidence-based insights
into the best practices for AI development, deployment, and monitoring. This includes
collaborating with regulators to develop frameworks that ensure AI systems meet the
highest safety and reliability standards without stifling innovation.

By addressing these challenges through focused research and development, the avia-
tion industry can harness the full potential of AI to enhance safety, efficiency, and reliability
in aircraft operations.

5. Conclusions

This paper has explored the integration of foundation models, federated learning, and
AIoT technologies in aviation health monitoring systems, presenting a novel framework
that promises to dramatically change aircraft safety, efficiency, and reliability. The proposed
architecture uses the strengths of both centralized and decentralized approaches, offering a
robust solution to the complex challenges faced in modern aviation.

The integration of FMs provides a strong baseline for generalized knowledge across
the aviation ecosystem, capturing broad patterns and insights from diverse data sources.
This is complemented by the FL approach, which enables personalized model adaptation
while preserving data privacy and reducing communication overhead. The incorporation
of AIoT technologies further enhances the system’s capabilities, allowing for real-time data
collection, edge computing, and seamless communication across the aviation network.

The comparative analysis of FMs, FL and the integrated approach has highlighted the
unique advantages and limitations of each method. The integrated model emerges as a
promising solution, combining the global consistency and comprehensive knowledge of
FMs with the adaptability and privacy benefits of FL. However, this approach also presents
challenges in terms of complexity, resource requirements, and the need for sophisticated
orchestration between centralized and decentralized processes.

The proposed architecture for the aviation ecosystem, encompassing centralized pro-
cessing, client, and communication domains, provides a roadmap for implementing these
advanced technologies in real-world aviation environments. This multi-layered approach
ensures that the health monitoring system can provide personalized, real-time insights for
individual aircraft while using fleet-wide data for continuous improvement.

Key challenges identified in this study include ensuring scalability across large, diverse
fleets of aircraft, maintaining model robustness in the face of heterogeneous data and
operational conditions, safeguarding against security threats and privacy breaches, and
addressing the ethical and regulatory implications of AI-driven decision-making in aviation.



Mathematics 2024, 12, 3428 31 of 32

Future research directions outlined in this paper point towards developing more
efficient algorithms for FL, exploring lightweight versions of FMs for edge deployment,
enhancing the security and privacy of FL frameworks, and improving the explainability
and interpretability of AI models in aviation contexts. Additionally, the integration of these
advanced AI systems with existing aviation infrastructure and workflows presents both a
challenge and an opportunity for future innovation.

The collaborative intelligence framework proposed in this study represents a new
step forward in aviation health monitoring. By combining the strengths of FMs, FL and
AIoT technologies, this approach has the potential to dramatically enhance predictive
maintenance capabilities, optimize operational efficiency, and improve overall safety in the
aviation industry.
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