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Abstract: LoRa (long range) is a communication technology that employs chirp spread spectrum
modulation. Among various low-power wide area network (LPWAN) technologies, LoRa offers
unique advantages, including low power consumption, long transmission distance, strong anti-
interference capability, and high network capacity. Addressing the issue of power-constrained end
devices in IoT application scenarios, this paper proposes an adaptive data rate (ADR) algorithm
for LoRa networks designed for power-constrained end devices (EDs). The algorithm evaluates
the uplink communication link state between the EDs and the gateway (GW) by using a combined
weighting method to comprehensively assess the signal-to-noise ratio (SNR), received signal strength
indication (RSSI), and packet reception rate (PRR), and calculates a list of transmission power and
data rates that ensure stable and reliable communication between the EDs and the GW. By using
ED power consumption models, network throughput models, and ED latency models to evaluate
network performance, the Zebra optimization algorithm is employed to find the optimal data rate for
each ED under power-constrained conditions while maximizing network performance. Test results
show that, in a single ED scenario, the average PRR achieved by the proposed ADR algorithm for
power-constrained EDs in LoRa networks is 14% higher than that of the standard LoRaWAN ADR
algorithm. In a multi-ED link scenario (50 end devices), the proposed method reduces the average
power consumption of EDs by 10% compared to LoRaWAN ADR, achieves a network throughput
of 6683 bps, and an average latency of 2.10 s, demonstrating superior performance overall. The
proposed method shows unique advantages in LoRa networks with power-constrained EDs and
a large number of EDs, as it not only reduces the average power consumption of the EDs but also
optimizes network throughput and average latency.

Keywords: LoRa; ADR; power-constrained; Zebra optimization algorithm; network throughput

MSC: 68T05

1. Introduction

LoRa (long range), proposed by Semtech, employs chirp spread spectrum technology.
In low-power wide area networks (LPWAN), LoRa offers advantages such as low power
consumption, long transmission distance, strong anti-interference capability, and high
network capacity [1]. LoRaWAN, built on LoRa technology, is suitable for a variety of
remote IoT applications. Since end devices are often deployed in environments that are
difficult to maintain and rely on battery power, they need to operate in a low-power state
for extended periods to prolong battery life.

The physical layer of LoRa technology employs specific modulation and coding
schemes [2,3], allowing devices to select an appropriate data transmission rate based on the
scenario. The data rate is adjusted by configuring the spreading factor (SF) and bandwidth
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(BW), and signals with different SFs do not interfere with each other. Gateways in a
LoRa network can simultaneously demodulate LoRa signals with different SFs and BWs.
LoRaWAN (long range wide area network), an open standard maintained by the LoRa
Alliance, operates as an MAC layer protocol on top of LoRa and is designed to handle
traffic from large numbers of low-power devices. LoRa technology is widely used in
applications such as smart homes, precision agriculture [4,5], smart metering, and remote
healthcare [6,7], favored for its low cost, long transmission distance, ease of deployment,
and excellent scalability. Its chirp spread spectrum modulation technology allows flexible
adjustment of the data rate, achieving wide coverage and low power consumption.

In practical operation, the link of a LoRa network is affected by the low power con-
sumption of EDs and environmental factors. The communication link is unstable and
time-varying, requiring an evaluation and optimization of link stability. Since Class A
EDs in LoRa networks use the ALOHA scheme for transmission, a fixed data rate cannot
guarantee optimal network performance. The typical architecture of a LoRaWAN network
includes end devices (EDs), gateways (GWs), network server (NS), and application server
(AS), as shown in Figure 1. The GW and EDs use a star topology, where the ED transmits
data to the GW using LoRa modulation. The GW forwards the data to the NS, which
processes the data and sends them to the application server. The GW is responsible only
for data forwarding and does not participate in data processing.

intelligent meter

trash container

smart light

smoke alarm

fire hydrant

LoRa radio-frequency signal TCP/IP

End Nodes Gateway Network Server Application Server

Figure 1. LoRaWAN network architecture.

Most existing adaptive data rate (ADR) algorithms are based on the LoRaWAN ar-
chitecture, primarily operating on the NS side and typically optimizing only the uplink
communication link of EDs or certain aspects of network performance [8]. To address this
limitation, this paper first establishes an evaluation model for the stability and reliability
of the communication link. Then, based on the characteristics of data transmission from
EDs in a LoRa network, models for ED power consumption, network throughput, and
ED latency are constructed. Based on these models, an ADR algorithm is proposed that
optimizes overall network performance based on the communication link state. Through
a two-level optimization—link state and network performance—the algorithm aims to
reduce ED power consumption while improving network performance.

The remainder of this paper is organized as follows. Section 2 reviews the current
research on ADR algorithms for LoRa networks. Section 3 constructs a link state evalua-
tion model using the weighted combination method based on the characteristics of LoRa
communication links. Section 4 determines the performance evaluation methods for LoRa
networks by establishing models for network throughput, average power consumption of
EDs, and average latency of EDs. Section 5 introduces the algorithm for obtaining selectable
parameters for EDs based on link state and the ADR control method based on network
performance optimization. Section 6 presents the verification and analysis of the algorithm.
Section 7 summarizes the paper and describes future work to be carried out.
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2. Related Work

The ADR algorithm in LoRaWAN [9,10] dynamically allocates the transmission rate
of EDs based on network conditions to reduce power consumption and enhance network
capacity and stability. ADR algorithm consists of two main mechanisms: on the ED side, the
data rate is lowered to increase communication range and ensure connectivity with the GW;
on the network server side, the data rate and transmission power are adjusted according
to the maximum signal-to-noise ratio (SNR) of each packet, thereby reducing the power
consumption of the EDs. This algorithm analyzes the link status of the EDs and flexibly
adjusts communication parameters to ensure communication robustness and reliability.

In further optimizing the ADR mechanism, M. Slabicki et al. proposed the ADR+
algorithm [11], which uses the average SNR of the most recent 20 packets instead of the
maximum SNR value, improving performance under unstable link conditions. This allows
the ED to maintain better communication quality even in fluctuating channel conditions.
Abdelfadeel proposed the FADR algorithm [12], which allocates the spreading factor and
transmission power based on RSSI to achieve fairness between EDs and reduce collisions.
However, FADR has limitations in network scalability, as the addition or removal of nodes
affects fairness, limiting its application in large-scale networks.

In addition, Davide et al. proposed the I-SFA algorithm [13], focusing on addressing
channel variations by adjusting fixed spreading factors. While effective initially, it lacks the
ability to adaptively adjust the data rate, resulting in inadequate performance in dynamic
environments. In contrast, Riccardo et al. proposed the CA-ADR algorithm [14], which
reduces collision probability during data transmission by considering the distribution of all
EDs, improving packet success rate and network throughput, particularly in large, dense
networks. This algorithm reduces conflicts between nodes by assigning different spreading
factors and further optimizes data rates through collision awareness.

Zhou et al. proposed the DRCC algorithm [15], which dynamically adjusts data rates
and channel control to support large-scale ED deployments. The algorithm can evaluate
channel conditions in real time and reduce collisions through multichannel load balancing,
thereby improving network throughput and reducing latency, making it ideal for dense
ED scenarios. Sandoval et al. [16] employed a reinforcement learning method to maximize
ED throughput. Although highly scalable, the algorithm’s complexity is high, and it
does not adequately address the power consumption of EDs, limiting its effectiveness in
practical applications.

Zhao et al. proposed the EF-LoRa algorithm [17], which enhances energy fairness
among EDs (EDs) and extends network lifetime by optimizing spreading factors, transmis-
sion power, and channel allocation. The algorithm employs a max–min fairness model and
uses a greedy algorithm for resource allocation, demonstrating significant advantages in
large-scale network simulations. However, the algorithm struggles with dynamic network
changes and may lead to performance fluctuations in large-scale networks. Additionally,
the algorithm lacks granularity in ED resource allocation, preventing real-time adaptive
adjustments, which could result in delays in resource distribution.

Pang et al. [18] introduced a channel quality rating and prediction method that incor-
porates the concept of channel quality scores, offering a more precise evaluation of link
quality compared to packet reception rate (PRR). This method uses a gated recurrent unit
(GRU) algorithm to build a channel quality rating model, classifying EDs based on their
current channel quality scores and spatial channel parameters (SCPs). While this approach
improves evaluation accuracy, its complexity can lead to prediction biases. Additionally,
the method faces challenges in real-time performance and environmental adaptability.

Park et al. [19] proposed the EARN mechanism, an enhanced ADR algorithm that
adapts coding rate (CR) based on the capture effect, optimizing data transmission success
rate and energy consumption. Although EARN improves energy efficiency, its focus
is primarily on uplink communication, lacking system-level optimization for the entire
LoRa network. Gabriel et al. [20] introduced the ADRx adaptive data rate algorithm,
which dynamically adjusts link margin values in real time to overcome the limitations of
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traditional ADR in estimating channel quality, thus improving data extraction rate (DER)
and energy efficiency. By dynamically adjusting ED data rates, ADRx optimizes ED power
consumption while also enhancing overall network performance.

Jiang et al. [21] applied the ordinary kriging (OK) function to analyze the spatiotem-
poral correlation of signal-to-noise ratio (SNR) across different time points, proposing
the K-ADR algorithm. This algorithm accurately detects changes in link conditions and
predicts future link status in real time, improving ADR performance under challenging
channel conditions. However, as overall channel conditions deteriorate, the packet delivery
rate advantage of K-ADR diminishes, though improvements in ED energy consumption
are still observed.

Lodhi et al. [22] proposed the ND-ADR algorithm, which dynamically adjusts link
parameters by combining RSSI and SNR values. This algorithm provides a more accurate
assessment of communication quality and dynamically adjusts network parameters, improving
communication reliability in harsh environments and reducing power consumption.

In terms of physical layer optimization, Xia et al. proposed the XCopy algorithm [23],
which improves SNR by repeatedly retransmitting weak signals and coherently accumu-
lating them, providing more than 10 dB of gain in low-SNR environments. This makes
communication more reliable, particularly for EDs in harsh conditions. Sun et al. [24]
introduced the FLoRa algorithm, which improves the energy efficiency and reliability of
firmware updates over-the-air (FUOTA) in LoRa networks through incremental updates,
channel coding, and beamforming techniques. This effectively addresses the low energy
efficiency and unreliable transmission issues in traditional FUOTA. Hou et al. [25] proposed
the one-shot method, which aggregates data from multiple nodes, significantly improving
transmission accuracy and efficiency, especially in large-scale LoRa networks.

Although these physical layer optimization algorithms perform well in improving
communication reliability and energy efficiency, they also increase the hardware cost for
EDs. In contrast, ADR algorithms flexibly adjust ED parameters, leveraging LoRa’s features
to optimize link connectivity and network performance. Table 1 compares the different
algorithms, listing their optimization approaches and objectives.

Table 1. Comparison of adaptive data rate algorithms.

Ref. Proposed Solution Optimization Approach Link
Reliability

Link
Stability

Power
Consump-

tion

Network
Through-

put
ED

Latency

[9,10] LoRaWAN ADR Parameter Resource Optimization ✓ ✓

[13] I-SFA Parameter Resource Optimization ✓ ✓

[14] CA-ADR Parameter Resource Optimization ✓ ✓ ✓

[17] EF-LoRa Parameter Resource Optimization ✓ ✓

[21] K-ADR Parameter Resource Optimization ✓ ✓

[23] XCopy CommunicationProcess Optimization ✓ ✓ ✓ ✓

Proposed Algorithm Parameter Resource Optimization ✓ ✓ ✓ ✓ ✓

3. Link State Evaluation
3.1. Characteristics of LoRa Communication Link

A LoRa communication link refers to the connection between the ED and the GW. Due
to the complex environment in which EDs often operate and their power consumption
limitations, the link state is difficult to predict. In wireless communication, signal fading
is divided into large-scale fading and small-scale fading. Large-scale fading is mainly
caused by path loss, which is proportional to the propagation distance; the greater the
distance, the higher the loss. Small-scale fading occurs due to multipath interference, where
the signal rapidly fades over short periods or short distances, making large-scale fading
negligible [26].

When the received signal experiences line-of-sight (LOS) propagation, the direct signal
is the main component, and the multipath signals are superimposed on it. The envelope of
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the received signal follows a Rician distribution. When there is no direct signal, i.e., non-line-
of-sight (NLOS) propagation, the signal reaches the receiver through reflection, refraction,
diffraction, and other paths, and the envelope follows a Rayleigh distribution [27,28].

3.2. Link State Parameters

In a LoRa network, ED collects sensor data and transmits them to the GW via LoRa
modulation. The GW uploads the data packets to the NS, where the server gathers link
quality information, including RSSI, SNR, and PRR. RSSI and SNR are physical layer
parameters that can instantly reflect link conditions but are susceptible to fluctuations [29].
PRR, as a soft metric at the data link layer, more accurately reflects link quality but requires
a longer time to be statistically meaningful and cannot be obtained directly [30]. In a
LoRa network, link state evaluation should be accurate and comprehensive, and using
PRR alone is insufficient to fully capture the link condition [31]. The link state is dynamic,
with short-term fluctuations reflected by physical layer parameters and long-term trends
indicated by PRR.

Assuming the statistical window size for packet reception is n, the SNR and RSSI of the
received packets within the window are recorded, and the PRR is calculated. Let SNRavgi

and RSSIavgi represent the average SNR and average RSSI within the window, respectively,
and let CVSNRi and CVRSSIi represent the coefficients of variation for SNR and RSSI within
the window, respectively. The values SNRavgi , RSSIavgi and PRR measure the reliability of
the link, while CVSNRi and CVRSSIi measure the stability of the link. The specific calculation
formulas are shown in Equations (1)–(4).

SNRavgi =

n
∑

j=1
SNRj

n
(1)

RSSIavgi =

n
∑

j=1
RSSIj

n
(2)

CVSNRi =

√
1
n

n
∑

j=1

(
SNRj − SNRavgi

)2

SNRavgi

(3)

CVRSSIi =

√
1
n

n
∑

j=1

(
RSSIj − RSSIavgi

)2

RSSIavgi

(4)

The evaluation of link state includes measuring various parameters that reflect the
link state and calculating the combined weights of these parameters. The determination of
weights is achieved using a combined weighting method. Subjective weights are calculated
using the fuzzy analytic hierarchy process (FAHP), while objective weights are determined
through the improved CRITIC method and further optimized using the VIKOR method.
Finally, the subjective weights and the optimized objective weights are combined using the
multiplicative comprehensive method to obtain the final combined weight. The calculation
of the link state score is shown in Equation (5).

score = (ω1, ω2, ω3, ω4, ω5)


SNRavgi

RSSIavgi

PRR
CVSNRi
CVRSSIi

 (5)
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Among them,
(
SNRavgi , RSSIavgi , PRR, CVSNRi , CVRSSIi

)T represents the normalized
values of various link state parameters, while (ω1, ω2, ω3, ω4, ω5) represents the combined
weights corresponding to each parameter. The link state score ranges from 0 to 1.

3.3. Combined Weighting Theory

Combined weighting is used in multiattribute decision analysis to handle problems
involving multiple evaluation criteria [32]. It determines the weight of each criterion by
combining subjective and objective weighting methods to more accurately and comprehen-
sively reflect the importance of each criterion. Since each individual method has its own
advantages and disadvantages, using combined weighting can improve the rationality and
credibility of decision making.

3.3.1. Fuzzy Analytic Hierarchy Process

The fuzzy analytic hierarchy process (FAHP) combines fuzzy mathematics and the
analytic hierarchy process (AHP) to solve complex decision-making problems [33,34]. In
FAHP, criteria and alternatives are represented using triangular fuzzy numbers. The specific
representation of fuzzy sets is given by Equation (6):

A = (x, µA(x))|x ∈ X (6)

Among them, A is the triangular fuzzy number, X is the domain of the input variable
x, and µA(x) is the membership degree of x. The membership function can be expressed as

µA(x) =


x−a
b−a , a ≤ x ≤ b
c−x
c−b , b ≤ x ≤ c
0, otherwise

(7)

Equation (7), a, b, and c are the left, middle, and right vertices of the upper triangle,
respectively. In a triangular fuzzy number, b represents the maximum degree of truth, while
a and c reflect the experts’ reservations. Assuming that the fuzzy numbers M1 and M2 are
determined by the three-dimensional data (a1, b1, c1) and (a2, b2, c2), the basic operations
for triangular fuzzy numbers are as per Equation (8).

M1 ⊕ M2 = (a1, b1, c1)⊕ (a2, b2, c2) = (a1 + a2, b1 + b2, c1 + c2)
M1 ⊗ M2 = (a1, b1, c1)⊗ (a2, b2, c2) = (a1a2, b1b2, c1c2)

(a1, b1, c1)
−1 =

(
1
a1

, 1
b1

, 1
c1

)
MM2

1
∼=
(

aa2
1 , bb2

1 , cc2
1

) (8)

Equation (9) represents the geometric mean of the corresponding row parameters in
the crisp matrix GMi.

GMi =

(
M

∏
j=1

bij

) 1
M

(9)

Equation (9), bij represents the value in the crisp comparison matrix at the i-th row
and j-th column, and M represents the number of parameters in the comparison matrix.
The weight of the variable ωi can be expressed using Equation (10).

ωi =
GMi

M
∑

j=1
GMj

(10)

In the fuzzy analytic hierarchy process, the relative importance scale ranges from 1 to
9. Table 2 presents the fuzzy relative importance scale, where α represents the fuzzy factor.
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Table 2. Definition of the fuzzy relative importance scale.

Scale Fuzzy Score Meaning

1 (1,1,1) Indicates equal importance between two factors.
3 (3−α, 3, 3+α) The former factor is slightly more important than the latter.
5 (5−α, 5, 5+α) The former is significantly more important than the latter.
7 (7−α, 7, 7+α) The former is strongly more important than the latter.
9 (9−α, 9, 9+α) The former is extremely more important than the latter.

2, 4, 6, 8 (x − α, x, x + α) Intermediate values between two adjacent judgments.

3.3.2. Improved CRITIC Method

The CRITIC method is used for objective weight assignment in multiattribute decision
making, helping to avoid uncertainties caused by subjective weighting [35]. The traditional
CRITIC method reflects data variability through standard deviation but can only capture
linear relationships, potentially leading to weighting errors. The improved D-CRITIC
method [36] introduces distance correlation, enabling a more accurate measurement of
nonlinear relationships between criteria. This results in more stable weight generation,
enhancing the accuracy and reliability of decision analysis, especially for complex or
large-scale decision matrices.

Step 1: Data standardization. Let the original decision matrix be X =
(
xij
)

m×n. By
standardizing the data, the differences in units or magnitudes between the indicators are
eliminated, resulting in the standardized matrix X′ =

(
x′ij
)

m×n
. The standardization

formula is given as Equation (11).

x′ij =
xij − xmin

j

xmax
j − xmin

j
(11)

where xmin
j and xmax

j represent the minimum and maximum values of the j-th
indicator, respectively.

Step 2: Calculate the standard deviation sj for each indicator. The formula is given as
Equation (12).

sj =

√
1

m − 1

m

∑
i=1

(
x′ij − x′j

)2
(12)

In Equation (12), x′j represents the mean value of the j-th indicator, and m is the number
of samples.

Step 3: Calculate the distance correlation coefficient between indicators. Distance
correlation (instead of Pearson correlation rjk) is used, and dCor

(
cj, ck

)
; the calculation

formula is given as Equation (13).

dCor(cj, ck) =
dCov(cj, ck)√

dVar(cj) · dVar(ck)
(13)

In Equation (13), dCov
(
cj, ck

)
represents the distance covariance between cj and ck,

and dVar
(
cj
)

and dVar(ck) represent the distance variances of cj and ck.
Step 4: Calculate the information content for each indicator. The information content Ij

depends not only on the standard deviation sj but also on the distance correlation coefficient
dCov

(
cj, ck

)
. The information content can be calculated using the following formula, as

shown in Equation (14).
Ij = sj · ∑

k ̸=j

(
1 − dCov(cj, ck)

)
(14)
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Step 5: Determine the target weights. Based on the information content Ij, calculate
the objective weight ωj for each evaluation indicator. The formula is given as Equation (15).

ωj =
Ij

n
∑

q=1
Iq

(15)

where Ij represents the information content of the j indicator.

3.3.3. VIKOR Method

The VIKOR method is a multiattribute decision-making approach that evaluates
alternatives by calculating their overall performance (S value), worst performance (R
value), and overall index value (Q value) to optimize objective weights [37]. The specific
steps are as follows:

Step 1: Data standardization. Based on the data standardization in the improved
CRITIC method, the standardized matrix X′ =

(
x′ij
)

m×n
is obtained.

Step 2: Calculate the S and R values. The comprehensive performance value Si
and the worst performance value Ri are calculated using the following formulas in
Equations (16) and (17):

Si =
n
∑

j=1
ωj

(r+j −r′ij)

(r+j −r−j )

Rj = max
1≤j≤n

(
ωj

(r+j −r′ij)

(r+j −r−j )

) (16)

Rj = max
1≤j≤n

(
ωj

(r+j − r′ij)

(r+j − r−j )

)
(17)

where ωj represents the objective weight calculated using the improved CRITIC method;
r′ij represents the standardized value of the i-th alternative on the j-th indicator; and
r+j and r−j represent the positive ideal solution and negative ideal solution for the j-th
indicator, respectively.

Step 3: Calculate the Q value. The Q value combines the comprehensive performance
and the worst performance of each alternative. The calculation formula is as follows:

Qi = v
(

Si − S−

S+ − S−

)
+ (1 − v)

(
Ri − R−

R+ − R−

)
(18)

In Equation (18), S+ = max
1≤i≤m

Si, S− = min
1≤i≤m

Si, R+ = max
1≤i≤m

Ri, R− = min
1≤i≤m

Ri; v is

the decision-making coefficient, and v ∈ [0, 1].
Step 4: Optimize objective weights. Update the objective weights ω′

j based on the Q
value. The calculation formula is given as Equation (19).

ω′
j = 1 − Qi

m
∑

i=1
(1 − Qi)

(19)

Finally, the combined weight of each indicator is calculated using the multiplicative
comprehensive method. The subjective weight ωi is derived from the fuzzy analytic
hierarchy process, and the objective weight ω′

j is obtained through the improved CRITIC
method and the VIKOR method. The combined weight ωk of the k-th indicator can be
determined by the following formula, as shown in Equation (20).
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ωk =
ωik · ωjk

n
∑

k=1

(
ωik · ωjk

) (20)

3.4. Link State Evaluation Model

The fuzzy analytic hierarchy process (FAHP) constructs the decision structure through
different levels. The first level is the objective, and the third level consists of the criteria
and indicators, as shown in Figure 2.

LoRa link status 
score

Reliability Stability

Average 
Received 

Signal 
Strength 
Indicator

C1

Packets 
Received 

Ratio 
C2

Average 
Signal to 

Noise Ratio
C3

Variable 
coefficient of

RSSI
C4

Variable 
coefficient of 

SNR
C5

Figure 2. Link state scoring FAHP evaluation model.

The weight of each parameter is calculated based on the fuzzy numbers corresponding
to the score of each indicator, and a sensitivity analysis is conducted using six sets of fuzzy
factor values (0, 0.2, 0.4, 0.6, 0.8, 1) (see Table 3). The results show that although the weights
vary with changes in the fuzzy factor, the ranking of the parameters remains unchanged,
indicating that the weight calculation is reasonable.

The subjective weights are calculated using the judgment matrix and FAHP algorithm,
while the objective weights are calculated using the improved CRITIC method. The
objective weights are further optimized through the VIKOR method, resulting in the final
combined weights, as shown in Table 4. Based on this, the link state score can be calculated
using the five parameters.

Table 3. Sensitivity analysis of the decision model.

Category α = 0 α = 0.2 α = 0.4 α = 0.6 α = 0.8 α = 1

C1 0.1325 0.1332 0.1337 0.1337 0.1335 0.1334
C2 0.2432 0.2417 0.2428 0.2426 0.2425 0.2423
C3 0.3215 0.3224 0.3220 0.3218 0.3216 0.3214
C4 0.1987 0.1998 0.1992 0.1993 0.1995 0.1997
C5 0.1025 0.1036 0.1023 0.1027 0.1030 0.1032

Table 4. Weight results for each parameter.

Category C1 C2 C3 C4 C5

FAHP Weights 0.1337 0.2428 0.3220 0.1992 0.1023
Improved CRITIC Method Weights 0.3304 0.2881 0.1885 0.0549 0.1381
VIKOR Method Optimized Weights 0.3173 0.2793 0.1897 0.0694 0.1443
Combined Weights 0.1981 0.3166 0.2851 0.0968 0.1034
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4. LoRa Network Performance Evaluation
4.1. Network Throughput Model

In a LoRa network, EDs use the pure ALOHA protocol for random access packet
transmission. Assume that nodes generate packets according to a Poisson process, with
an average generation rate of λ packets per second, and the packet length is L. EDs in the
network use m different data rates for packet transmission, with Ni EDs using each rate
Rb_i. Let Gi represent the number of packets generated by EDs transmitting at the rate Rb_i.
Under the pure ALOHA protocol, the probability of a LoRa ED successfully transmitting a
packet without collision at rate Rb_i is given by Equation (21).

Psuccess = e−2Gi (21)

The time required for ED i to transmit a packet Ti is given by Equation (22).

Ti =
L

Rb_i
(22)

The data rate Rb_i can be calculated using Equation (23).

Rb_i = SF · BW
2SF · 4

4 + CR
(23)

where SF represents the SF used by the ED, BW is the modulation BW during the packet
transmission, and CR represents the coding rate, with values ranging from 1 to 4.

The total traffic generated by all EDs transmitting at the rate Rb_i per unit time is given
by Equation (24).

λi =
Ni

Tinterval
(24)

The traffic generated by EDs transmitting data packets at a rate Rb_i is Gi = λiTi, and
the collision probability is given by Equation (25).

Pcollision_i = 1 − e−2λiTi = 1 − e
−2· λi ·L

Rb_i (25)

The average throughput of the ED is given by Equation (26).

Γi = λ · L · Psuccess = λ · L · e
−2· λi ·L

Rb_i (26)

When a total of m different data rates are used for transmission in the network,
and there are Ni EDs using data rate Rb_i, the total network throughput Γ is given by
Equation (27).

Γ =
m

∑
i=1

Γi · Ni (27)

When only one data rate is used in the LoRa network, the impact of the number of
EDs on network throughput is investigated. From Figure 3a–c, it can be seen that network
throughput first increases and then decreases as the number of EDs increases. Different
SFs significantly affect the peak throughput and the number of devices. Increasing the SF
reduces network capacity and throughput. Smaller SFs (e.g., SF = 7) and larger BWs (e.g.,
250 kHz) significantly improve network throughput, while larger SFs (e.g., SF = 12) and
smaller BWs reduce data rates and throughput. Reasonably adjusting the SF and BW can
effectively enhance the performance and capacity of the LoRa network.
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Figure 3. Network throughput variation with different SFs when CR = 4/5 and TP = 17 dBm.

4.2. ED Power Consumption Model
4.2.1. ED Hardware Design

The LoRa ED is a fundamental component of the LoRa network, responsible for
collecting sensor data and uploading them to the NS. Its hardware design must meet
the requirements for multiple sensor interfaces, power supply options, and low power
consumption. The ED uses the STM32F103RCT6 microcontroller (MCU) (manufactured by
STMicroelectronics, Geneva, Switzerland) as the main controller and Semtech’s SX1262 RF
chip (manufactured by Semtech Corporation, Camarillo, CA, USA) as the communication
module. The device is compatible with UART and RS-485 interfaces, making it suitable for
a variety of sensors. A physical diagram of the ED hardware is shown in Figure 4.

Figure 4. Physical diagram of ED hardware.
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4.2.2. ED Operating State Classification

After the ED is powered on for the first time, it enters the initialization phase, complet-
ing ED initialization, sending a network join request, receiving a join response, collecting
data, sending data, receiving an ACK, and then entering sleep mode. Class A EDs use the
pure ALOHA protocol, switching from sleep mode to active mode only when data need
to be uploaded. The state classification in normal operation mode is shown in Figure 5.
After the ED sends data to the GW, the GW will send an acknowledgment frame (ACK)
within two receive windows. The ED should open the first receive window (RX1) within
a specified time RECEIVE_DELAY1 after sending the data, using the same communica-
tion parameters as when sending the data packet. If no data are received in the first
window, the ED should open the second receive window (RX2) within a specified time
RECEIVE_DELAY2, using the slowest data rate to receive the acknowledgment frame. If
the data frame is not successfully transmitted due to a collision, the ED will not receive an
ACK within the two receive windows and will then enter sleep mode. After a while, the
ED will wake up again and repeat the normal operating state. A diagram of the ED’s failed
data transmission state is shown in Figure 6.
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Figure 5. ED normal operating state classification.
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Figure 6. ED failed data frame transmission state classification.

4.2.3. Analysis of ED Power Consumption in Different Operating States

When a LoRa ED sends a data frame, it switches between various operating states
until the transmission is successful. The energy consumption of the ED can be evaluated by
calculating the average power consumption for successfully transmitting a data frame. The
total power consumption Etotal for successfully transmitting one frame equals the sum of
the sleep power consumption Esleep and the active power consumption Ework. However, in
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actual testing, Esleep is found to be negligible compared to Ework. Therefore, the total power
consumption for successfully transmitting one frame Etotal is given by Equation (28).

Etotal = Esleep + Ework ≈ Ework (28)

In the pure ALOHA model, a LoRa ED may encounter two scenarios: collision or
successful transmission. Assuming the probability of successful transmission without
collision is p, which follows a binomial distribution, successfully transmitting one data
frame requires k-1 failures and 1 success. Thus, the average power consumption for
successfully transmitting one data frame is given by Equation (29).

Ework =
∞

∑
k=1

(1 − p)k−1 p ·
[
(k − 1)E f ail + Esuccess

]
=

1 − p
p

· E f ail + Esuccess (29)

In Equation (29), the energy consumption for successful transmission Esuccess is equal to
the energy consumed by the ED when sending the data frame and successfully receiving the
ACK. The energy consumption for a failed transmission due to collision E f ail is equal to the
energy consumed by the ED when waking up, collecting data, sending the data frame, and
experiencing ACK timeout in both receive windows, as shown in Equations (30) and (31).

Esuccess = U
[

IawakeTawake + IsampleTsample + ItxTtx + Ireceive_delay1Treceive_delay1 + Irx_RX1Trx_RX1

]
(30)

E f ail = U
[

IawakeTawake + IsampleTsample + ItxTtx + Ireceive_delay1Treceive_delay1 + Irx_RX1Trx_RX1

+ Ireceive_delay2Treceive_delay2 + Irx_RX2Trx_RX2

] (31)

The power consumption of the ED when in the data transmission state is ETX =
U · ITX · TTX. The time required for a LoRa signal to travel from the transmitter to the
receiver is defined as the time on air (ToA), that is, the time TTX = ToA during which the
ED sends the data frame. ToA is calculated as in Equation (32).

TToA =
1

Rs
× Nsymbol(s) (32)

In the formula, Rs is the symbol rate, which can be calculated as Rs = BW/2SF

(symbols/s), where Nsymbol represents the number of symbols in the data frame trans-
mitted by the ED. A LoRa data frame [2] consists of a preamble and a payload, i.e.,
Nsymbol = Npreamble + Npayload.

Assuming that in the LoRa network, an ED using data rate Rb_i and transmission
power TPi successfully sends a total of Ni data packets, the average power consumption
for the ED to successfully send one data frame is given by Equation (33).

Eavg_i =
1
Ni

Ni

∑
k=1

Etotal_ik (33)

Equation (33), Etotal_ik represents the power consumption of the ED when transmitting
the k data frame using data rate Rb_i and transmission power TPi, Ni represents the number
of successfully transmitted data packets.

Assuming there are n EDs in the LoRa network, and a total of m different data rates
and transmission power combinations (Rb_i, TPi) are used, with ni EDs for each combina-
tion, the average power consumption Eavg of the EDs in the entire LoRa network can be
calculated using a weighted average as per Equation (34).

Eavg =
m

∑
i=1

ni
n
· Eavg_i (34)
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For a specific LoRa ED, the power consumption is mainly related to the working
current and duration in each operating state. Using a LoRa ED equipped with an SX1262
chip and connected to an inclination sensor, the current and duration in each operating
state are recorded, as shown in Table 5.

Table 5. Working current and duration of LoRa ED with SX1262 chip.

Type Value

Iawake 150.69 mA
Isample 182.55 mA

Ireceive_delay1 ∼ Ireceive_delay2 108.82 mA
Irx_RX1 ∼ Irx_RX2 119.72 mA

Isleep 0.01 mA
Tawake 0.73 s
Tsample 1.19 s

Treceive_delay1 ∼ Treceive_delay2 1.00 s
Trx_RX1 ∼ Trx_RX2 1.50 s

The common transmission power range of LoRa EDs equipped with the SX1262 chip
is from 2 dBm to 20 dBm. The working current in the LoRa transmission state varies with
different transmission power levels. To determine the relationship between the two, the
working current of the ED in the transmission state at different transmission power levels
was measured, as shown in Table 6.

Table 6. Working current of ED in transmission state at different transmission power levels.

Transmission Power Working Current

2 dBm 143.85 mA
5 dBm 153.51 mA
8 dBm 167.72 mA

11 dBm 183.39 mA
14 dBm 205.22 mA
17 dBm 222.89 mA
20 dBm 236.41 mA

Figure 7 shows the impact of different data rates and transmission power levels on the
transmission power consumption of the ED. As shown in the figure, BW has a relatively
large effect on the power consumption of the ED. When the SF, transmission power, and
coding rate are fixed, EDs using larger BWs consume less energy to successfully send one
data frame. Therefore, when the coding rate is fixed, optimizing the transmission power
consumption of EDs requires paying attention to the allocation of transmission power
and BW.

4.3. LoRa Network ED Latency Analysis

The latency of an ED can be defined as the time interval between the generation of a
packet by the ED and the reception of the packet at the NS [14]. In a LoRaWAN network,
compared to the LoRa communication between the ED and the GW, the connection between
the GW and the NS via Ethernet means that TGW−NS and Tproc

NS can be ignored. The ED
latency mainly includes the time to generate a packet Tproc

ED and the time on air ToAUL.
Assuming that the process of generating data packets in the network follows a Poisson

process with an average generation rate of λ packets per second, and the packet length is
L, the EDs in the LoRa network use m different data rates to transmit data packets. There
are Ni EDs for each data rate Rb_i, and Gi represents the number of packets generated
by the EDs transmitting at rate Rb_i. Under the pure ALOHA protocol, the probability
Psuccess of successful transmission without collision by EDs using rate Rb_i is calculated
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using Equation (21). Assuming that failed transmissions can be retransmitted infinitely, the
number of failures k-1 plus 1 success is required to successfully transmit a data frame. For
EDs using data rate Rb_i, the average latency Tavg_i can be calculated using Equation (35).

Tavg_i =
∞

∑
k=1

(1 − psuccess)
k−1 p

[
(k − 1)Tf ail + Tsuccess

]
=

1 − psuccess

psuccess
Tf ail + Tsuccess (35)

Figure 7. Comparison of ED transmission power consumption at different data rates and transmission
power levels.

In Equation (35), the latency for a successful transmission Tsuccess is given as Equation (36).

Tsuccess = Tproc
ED + ToAUL (36)

The latency for a failed transmission Tf ail includes the time from when the ED gen-
erates a packet to when it waits for an ACK timeout, as well as the time interval Tinterval
before the next retransmission. Thus, the latency for a failed transmission Tf ail is given by
Equation (37).

Tf ail = Tproc
ED + ToAUL + 2 · Twait + 2 · TRX + Tinterval (37)

where Twait is the time when the ED opens the receive window after sending the data
packet; TRX is the duration of the receive window (assuming the duration of both receive
windows is the same); and Tinterval is the time interval before the ED retransmits the data
packet after a failed transmission. Since the process of generating data packets by the ED
follows a Poisson process with an average generation rate of ρ packets per second, the
time interval between two packet transmissions follows an exponential distribution with
parameter ρ. Therefore, the average time interval between two packets is Tinterval =

1
ρ .

Assuming there are n EDs in the LoRa network, and a total of m different data rates
are used, with ni EDs for each data rate, the average latency Tavg of the EDs in the entire
LoRa network can be calculated using a weighted average, as shown in Equation (38):

Tavg =
m

∑
i=1

ni
n
· Tavg_i (38)

Figure 8 shows the relationship between the number of EDs and the average latency
at different data rates. As the SF increases (resulting in a lower data rate), the time required
for the ED to send a data packet increases, leading to a longer average latency. Additionally,
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as the number of EDs using lower data rates increases, the probability of packet collisions
rises, further increasing the average latency. Therefore, to optimize the average latency, it is
necessary to reasonably control the number of EDs using the same data rate.
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Figure 8. Relationship between the number of EDs and average latency at different SFs.

4.4. LoRa Network Performance Evaluation Model

The calculation of the network performance evaluation score is shown in Equation (39),
where

(
Γ, Eavg, Tavg

)
represents the normalized values of the three performance indicators,

and (v1, v2, v3) represents the weight of each parameter. The LoRa network performance
score is calculated based on the weights and normalized parameters, with a value range
of [0, 100]. The evaluation indicators include total network throughput Γ, average power
consumption of the EDs Eavg, and average latency of the EDs Tavg. These indicators are
affected by the number of EDs using different data rates in the network. The weight of
each network performance parameter is obtained using the combined weighting method
introduced in Section 3.4. The specific calculation formula is given as Equation (39).

S = (c1, c2, c3) ·

 Γ
EAvg
TAvg

× 100 (39)

5. Adaptive Data Rate Algorithm Design

LoRaWAN leverages the advantages of the LoRa physical layer by optimizing the
communication performance of EDs through adjusting data rates (i.e., LoRaWAN ADR). In
actual network deployments, adjusting the data rate requires balancing communication
quality and network performance. When the environment where the ED operates is
subject to interference, communication quality should be prioritized. Additionally, since
LoRa networks use the pure ALOHA protocol, data rate allocation must also consider
network performance optimization. A new ADR algorithm based on link state and network
performance optimization is proposed. Based on the link state, the transmission power
and a list of selectable data rates are first determined, followed by the optimal data rate
allocation in combination with network optimization. Figure 9 shows the overall flowchart
for designing the adaptive data rate algorithm.



Mathematics 2024, 12, 3371 17 of 33

Network optimization

End device optional 

parameter acquisition 

algorithm based on link 

state awareness

End device transmit 

power and optional data 

rate list

Link optimization

LoRa network 

performance 

evaluation model

Adaptive data rate control 

algorithm based on network 

performance optimization

Adaptive optimal 

data rate for each end 

device

All end device 

transmit powers and 

optional data rate lists

Reliability

Stability

End device link 

status score

Current data rate 

of end device

Network performance

Total network 

throughput



End device average 

energy consumption

avgE

End device average 

latency time

avgT

PRRPRR

avgSNRavgSNR

avgRSSIavgRSSI

SNRCVSNRCVSNRCV

RSSICVRSSICVRSSICVRSSICV

Figure 9. Overall flowchart of the ADR algorithm.

5.1. ED Optional Parameter Acquisition Algorithm Based on Link State

The ED optional parameter acquisition algorithm based on the link state determines
the selectable data rate for the current ED based on the link state score. Every time the ED
sends 20 data packets, it is considered a statistical window, during which the values of
SNR, RSSI, and PRR are recorded. The link state score is calculated according to the link
state evaluation method described in Section 3.

The inputs to the algorithm include the ED’s current data rate, transmission power
combination, and link state score. First, the calculation methods for SNR margin SNRm arg in
and link budget LM are clarified. The formulas are given as Equation (40).{

SNRmargin = SNRavg − SNRmin − M1
LM = RSSIavg − Sensitivity − M2

(40)

where SNRavg and RSSIavg represent the average SNR and RSSI of the received packets
within the window, respectively; SNRmin represents the minimum demodulation SNR
for the current ED’s SF, with the corresponding relationship between SF and minimum
demodulation SNR shown in Table 7; Sensitivity represents the receiver sensitivity under
the ED’s current communication parameters; and M1 and M2 represent the extra margins
for two margins. The calculations for M1 and M2 are given as Equation (41).{

M1 = 10(1 − Score)
M2 = 30 − 20 · Score

(41)

where Score ∈ [0, 1] represents the current ED’s link state score, which measures the
reliability and stability of the communication. When the link state score is low, both M1
and M2 take larger values, as the link stability is poor and adjustments to the data rate
should be more conservative. Conversely, when the link state score is high, both M1 and
M2 take smaller values.

Table 8 provides the description of each parameter in Algorithm 1. The detailed
process of the ED optional parameter acquisition algorithm based on link state awareness
is shown in Algorithm 1.
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Table 7. Correspondence between SF and SNRmin.

SF SNRmin (dB)

7 −7.5
8 −10
9 −12.5
10 −15
11 −17.5
12 −20

Algorithm 1 End device optional parameter acquisition algorithm based on link state.

Input: SFnow, BWnow, TPnow, score, SNRavg, RSSIavg, nodenum
Output: nodenum, TP, list(SF), list(BW)
M1 = 10(1 − score), M2 = 30 − 20 · score
SFtemp = SFnow, BWtemp = BWnow, TPtemp = TPnow, list(SF) = [], list(BW) = []
SNRmargin = SNRavg − SNRmin − M1, LM = RSSIavg − Sensitivity − M2

Nstep = int
( SNRmargin

2.5

)
if Nstep > 0 then

while Nstep > 0 and SFtemp > SFmin do
SFtemp = SFnow − 1, LM = LM − 2.5 dB, Nstep = Nstep − 1

end while
while Nstep > 0 and TPtemp > TPmin do

TPtemp = TPnow − 3 dB, LM = LM − 3 dB, Nstep = Nstep − 1
end while

else
if Nstep < 0 then

while Nstep < 0 and TPtemp < TPmax do
TPtemp = TPnow + 3 dB, LM = LM + 3 dB, Nstep = Nstep + 1

end while
while Nstep < 0 and SFtemp < SFmax do

SFtemp = SFnow + 1, LM = LM + 2.5 dB, Nstep = Nstep + 1
end while

end if
end if
if LM > 0 then

while LM − 3 dB > 0 and BWtemp < BWmax do
BWtemp = BW × 2, LM = LM − 3 dB

end while
else

while LM + 3 dB < 0 and BWtemp > BWmin do
BWtemp = BW/2, LM = LM + 3 dB

end while
end if
while BWtemp > BWmin do

append BWtemp to list(BW), BWtemp = BWtemp/2
end while
Return: nodenum, TP, list(BW), list(SF)

Algorithm 1 outlines the basic steps of the ED optional parameter acquisition algorithm
based on link state. The specific process is as follows: First, based on the obtained SNR
margin, the sufficiency of link resources is determined. When there is redundancy in
the link resources, the SF is reduced to increase the data rate or the transmission power
is lowered to reduce power consumption. When the link resources are insufficient, the
transmission power is increased to improve the signal quality or the SF is increased to
reduce the data rate. Additionally, when the theoretical link budget is large, the BW is
increased to improve the data rate; when the theoretical link budget is small, the BW is
reduced to lower the data rate. Based on the values of the SNR margin SNRMargin and
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theoretical link budget LM, the algorithm outputs a selectable list of transmission power
and data rate under the premise of maintaining the communication reachability of the ED.

Table 8. Description of parameters in Algorithm 1.

Parameter Description

nodenum Unique identifier of the ED.
SFnow, BWnow, TPnow The SF, BW, and transmission power currently used by the ED.
SNRavg, RSSIavg The average SNR and RSSI of packets received during the statistical window.
TP The transmission power of the ED after adjustment.
list(SF), list(BW) The list of selectable SFs and BWs available to the ED.
SNRmargin, LM The SNR margin and link budget for the ED.
M1, M2 The extra margin calculated from the link state score.
Nstep The number of iterations in the algorithm.
SFmin, SFmax The minimum and maximum SF values, from 7 to 12.
BWmin, BWmax The minimum and maximum BW values, from 62.5 kHz to 500 kHz.
TPmin, TPmax The minimum and maximum transmission power, from 2 dBm to 20 dBm.

5.2. Adaptive Data Rate Control Algorithm Based on Network Performance Optimization

The goal of network performance optimization is to allocate a data rate to each ED
to maximize the network performance score and achieve optimal network performance.
During the optimization process, it is essential to ensure the communication link quality
between each ED and the GW. The optimal data rate must fall within the range of selectable
data rates and other communication parameters determined by Algorithm 1. Additionally,
the characteristics of the receiver and other relevant constraints must also be considered.

5.2.1. Zebra Optimization Algorithm

The Zebra Optimization Algorithm (ZOA) is a metaheuristic algorithm that solves
optimization problems by simulating the foraging and defensive behaviors of zebras,
searching for the global optimal solution from an initial solution [38,39]. Zebras rely on
keen perception and swift running while foraging and evading predators. The algorithm
includes foraging behavior and defensive behavior, and the basic steps are as follows:

Step 1: Initialization phase. An initial population of zebras (candidate solutions) is
generated within the search space, where each zebra represents a potential solution.

Step 2: Foraging phase. The positions of the population are updated through foraging
behavior. In this phase, the best member of the population (the lead zebra) guides the other
members toward its position. The position update is represented by Equations (42) and (43).

xnew,P1
i,j = xi,j + r ·

(
PZj − I · xi,j

)
(42)

Xi =

{
Xnew,P1

i if Fnew
i < Fi

Xi else
(43)

Equation (42), xnew,P1
i,j represents the new position of the i-th zebra in the j-th dimen-

sion, and xi,j represents the current position of the i-th zebra in the j-th dimension. r is
a random number within the range [0, 1], introducing randomness. PZj represents the
position of the lead zebra (current optimal solution) in the j-th dimension, while I is a
binary number that indicates the update strength, typically 0 or 1. Equation (43), Xi rep-
resents the current position of the i-th zebra, and Xnew,P1

i is the updated position of the
i-th zebra in foraging mode. If the fitness value Fnew,P1

i of the updated position is better
than the current fitness value Fi, the position is updated to Xnew,P1

i ; otherwise, the position
remains unchanged.

Step 3: Defense phase. This phase simulates the defensive actions of zebras to update
the position of each member. When a zebra is attacked by its natural predator, the lion,
its position is updated using S1 in Equation (44). When it is attacked by other predators
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(non-natural enemies), its position is updated using S2 in Equation (44). The final update
of the position is achieved using Equation (45).

xnew,P2
i,j =

{
S1 : xi,j + R · (2r − 1) ·

(
1 − t

T
)
· xi,j, if Ps ≤ 0.5

S2 : xi,j + r ·
(

AZj − I · xi,j
)
, else

(44)

Xi =

{
Xnew,P2

i , if Fnew,P2
i < F

Xi, else
(45)

Equation (44), xnew,P2
i,j represents the updated value of the i-th zebra in the j-th dimen-

sion in defense mode. Here, xi,j denotes the current position of the i-th zebra in the j-th
dimension; Ps is a randomly generated probability in the range [0, 1]; S1 and S2 are adaptive
scaling factors used to adjust the search range; R is a constant typically set to 2.5; r is a
random number in the range [0, 1]; t and T represent the current iteration count and the
maximum number of iterations, respectively; AZj represents the position of the lead zebra
in the j-th dimension; and I is a constant used for adjustment. Equation (45), Xi represents
the updated position of the i-th zebra. If the fitness value Fnew,P2

i of the updated position is
better than the current fitness value Fi, the position Xi is updated to Xnew,P2

i ; otherwise, the
position remains unchanged.

5.2.2. Adaptive Data Rate Algorithm for Network Performance Optimization

The main factors affecting network performance are the number of different data rates
and the number of EDs using the same data rate. As the receiver of data from LoRa EDs,
the GW can simultaneously demodulate LoRa signals with different data rates without
interference. However, most GWs can demodulate a maximum of eight different data rates
at the same time, which serves as a constraint for network performance optimization. Using
the optional communication parameters for each ED obtained in Algorithm 1 as constraints,
the implementation of the network performance optimization algorithm becomes a solution
to an engineering optimization problem.

Assuming there are n EDs in the network and different data rates, the selectable
transmission power for each ED obtained through Algorithm 1 is TPi, the selectable SF list
is listSFi, and the selectable BW list is listBWi. The number of EDs using data rate DRk is
numk. The optimization objective of this problem is to maximize the network performance
score S

(
Γ, Eavg, Tavg

)
, and this optimization problem is represented by Equation (46).

max S
(
Γ, Eavg, Tavg

)

s.t.



m
∑

k=1
numk = n

m ≤ 8
TPi = TPi
SFi ∈ listSFi
BWi ∈ listBWi

(46)

Table 9 describes each parameter used in the algorithm, and the algorithm flow of the
network performance optimization algorithm is shown in Algorithm 2.

Algorithm 2 is an ADR algorithm based on network performance optimization, with
the goal of obtaining the optimal transmission parameter combination for each ED in the
network. The specific steps of the algorithm are as follows:

First, the algorithm takes each ED’s TP, list(SF), and list(BW) as inputs, and selects
the minimum SF and maximum BW to generate the initial configuration. Based on these
initial configurations, the algorithm calculates the network performance score, including
the average power consumption of the EDs, network throughput, and average latency
of the EDs. Next, the algorithm generates an initial set of candidate solutions through
the initialize_population() function, where each solution contains different ED configura-
tion combinations.
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Table 9. Description of parameters in Algorithm 2.

Parameter Description

{nodenum, TPi, listi(BW), listi(SF)} The set of optional parameters for each ED in the network
list(nodenum, TP, SF, BW) The optimal parameter combination for each ED in the network
Bestscore The current optimal network performance score
calculate_score() Score based on the current ED parameter combination
initialize_population() Initial zebra population to find feasible candidate solutions
iter, max_iterations Iteration count and maximum number of iterations
Ps Probability values for different states in the defense phase
r Random values used to adjust ED parameters
zebra A set of candidate solutions for multiple EDs in the network
terminal The optional parameters of a particular ED in the candidate solution
combination_count The number of optional data rates for EDs in the network
max_combinations The maximum number of data rates for EDs
total_terminal_count The number of EDs in the candidate solution
network_count The total number of EDs in the network

Algorithm 2 Adaptive data rate algorithm for network performance optimization.

Input: {nodenum, TPi, list(BW), list(SF)}, where i ∈ (1, 2, . . . , N)
Output: list(nodenum, TP, SF, BW)
Bestscore = 0, list(nodenum, TP, SF, BW) = []
for each nodenum do

TP = min(list(SF)), BW = max(list(BW))
append (nodenum, TP, SF, BW) to list(nodenum, TP, SF, BW)
Score = calculate_score(list(nodenum, TP, SF, BW))
if Score > Bestscore then

Bestscore = Score
end if

end for
Zebra_population = initialize_population(list(nodenum, TP, SF, BW))
for iter = 1 to max_iterations do

Ps = random(0, 1), r = random(0, 1)
if Ps ≤ 0.5 then

for each terminal in Zebra_population do
nodenum, TP, SF, BW = terminal
SFnew = random(list(SF)), BWnew = random(list(BW))
terminal = (nodenum, TP, SFnew, BWnew)

end for
else

for each terminal in Zebra_population do
nodenum, TP, SF, BW = terminal
AZterminal = best_solution(nodenum)
SFnew = SF + r · (AZSF − SF)
BWnew = BW + r · (AZBW − BW)
terminal = (nodenum, TP, SFnew, BWnew)

end for
end if
Score = calculate_score(list(nodenum, TP, SF, BW))
if Score > Bestscore then

if combination_count ≤ max_combinations and total_terminal_count =
network_count then

Bestscore = Score
list(nodenum, TP, SF, BW) = Zebra_population

end if
end if

end for
Return: list(nodenum, TP, SF, BW)
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During the iterative process, the zebra population is updated using random probabil-
ities and adjustment values. The selection method involves either randomly generating
new configurations or adjusting based on the current best solution. For each updated
configuration, the algorithm recalculates the network performance score. If the new score
is higher than the current best score and meets the constraints (such as the maximum
number of ED data rate combinations and the total number of EDs), the best score and
configuration are updated. When the maximum number of iterations is reached or the
optimal configuration is found, the algorithm returns list(nodenum, TP, SF, BW). Through
this process, the algorithm gradually finds the optimal ED configuration combination in
the complex search space, thereby improving overall network performance.

6. Testing and Result Analysis

To test the proposed ADR algorithm, this section designs an experimental scenario
to verify the effectiveness of the algorithm from two perspectives: link state and network
performance, assessing its performance in real-world applications. The experiment aims
to determine whether the algorithm can effectively improve both link state and network
performance. To ensure the accuracy of the results, the experiment was conducted in a
real-world environment, testing multiple network performance metrics, including PRR,
network throughput, average power consumption of the EDs, and average latency of the
EDs. The experiment also compared the performance of this algorithm with the I-SFA
scheme mentioned in [13], the LoRaWAN ADR algorithm, and the ADR+ algorithm.

6.1. Construction of LoRa Network
6.1.1. GW Hardware Design

The LoRa GW plays a key role in the LoRa network by serving as a protocol converter,
responsible for converting IP packets from the network server into LoRa signals to be sent
to the EDs and encapsulating the LoRa packets from the EDs into IP packets for upload to
the network server. It mainly handles the forwarding of uplink and downlink messages,
connecting LoRa EDs and the network server. Due to varying deployment environments,
the GW needs to possess multiple networking capabilities, such as using Ethernet or Wi-Fi
in urban areas, while relying on 3G/4G network connections in rural or outdoor settings.
Additionally, the GW must support remote debugging and OTA (over-the-air) upgrades,
and provide a certain level of computing power to support edge computing, thereby
alleviating the burden on the network server.

In terms of hardware, the GW uses the MediaTek MT7620A (manufactured by Medi-
aTek Inc., Hsinchu, Taiwan) as the main control chip, which not only has strong computing
capabilities but also supports the OpenWRT system for easier development. The RF section
employs a four-channel MCU + SX1262 unit instead of Semtech’s SX1301 chip, reducing
costs while supporting bandwidth adjustment. To meet network demands, the system is
designed to operate with two GWs working in coordination, with each GW equipped with
four antennas, collectively achieving a configuration of eight antennas. Each RF unit is
controlled by the main control chip through USB-extended serial ports and driven by the
MCU to operate the SX1262. The GW also includes a 4G module for wireless access, LAN
and WAN ports for Ethernet connections, and a Wi-Fi module for client access. Figure 10
shows the schematic diagram of the GW hardware architecture; Figure 11 displays the
physical image of the GW.

6.1.2. ED Hardware Design

In the LoRa network, the EDs are critical components responsible for collecting sensor
data and transmitting them to the gateway. The hardware design needs to support multiple
sensor interfaces to accommodate different types of sensors while considering low power
consumption requirements. To meet these demands, the STM32F103RCT6 was selected as
the microcontroller (MCU), paired with Semtech’s SX1262 chip as the LoRa communication
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module. The SX1262 chip features higher transmission power, smaller packaging, and
lower power consumption, making it highly suitable for low-power EDs.

MT7620A main control chip

SX1262

SX1262 SX1262

SX1262

MCU

MCU

MCU

MCU

Debugging 

serial ports

Ethernet 

interface

4G module

MT7620A main control chip

SX1262

SX1262 SX1262

SX1262

MCU

MCU

MCU

MCU

Debugging 

serial ports

Ethernet 

interface

4G module

Figure 10. Schematic diagram of gateway hardware architecture.

Figure 11. Physical image of the gateway.

For the power supply design, an AC–DC conversion chip was employed, supporting
both 5 V or 3.3 V DC input and AC power supply options. Additionally, the ED is equipped
with an SMA RF interface, connecting to the antenna via an SMA to IPEX RF cable for the
transmission of LoRa signals. This design ensures reliable communication for EDs across
various application scenarios. Figure 12 shows the structural diagram of the ED hardware
module, while Figure 13 displays the physical image of the ED.
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Figure 12. Schematic diagram of the ED hardware architecture.
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Figure 13. Physical image of the ED.

6.1.3. NS Design and Implementation

The NS is the core of the entire LoRa network, responsible for managing all devices
and meeting various application service requirements. The NS designed for this study is
developed using Java and deployed on an Alibaba Cloud Ubuntu 20.04 operating system.
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It utilizes Docker technology to package the relevant environment and server program
into a Docker image, simplifying the deployment process and enabling easy migration to
different platforms.

The architecture of the NS is based on the Spring Boot, MyBatis, and Netty frame-
works to enhance system scalability. The front end uses the React framework and adopts
a separation of front-end and back-end design to ensure low coupling. The back-end
program is quickly built using Spring Boot, which simplifies the coding, deployment, and
configuration processes. Additionally, MyBatis is used as the persistence layer framework,
significantly reducing the complexity of SQL connection queries and storage procedures.

Given that the NS needs to support concurrent connections from multiple gateways
and devices, the Netty framework is employed to build TCP/UDP network applications,
enabling it to handle large-scale, high-concurrency connections among network devices,
thereby ensuring network stability and efficiency. Figure 14 shows the functional design of
the NS.
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Device Information

End device data analysis

Gateway data analysis

Figure 14. Functional design of the NS.

6.2. Single ED Communication Link Testing Scenario

In this test scenario, the GW was deployed on the roof of a 20 m high building, while
the ED was located on a floor inside the same building, with a straight-line distance of
50 m between them. The deployment diagram of the ED and GW is shown in Figure 15.
The initial communication parameters of the ED are shown in Table 10, configured with a
500 kHz modulation BW and SF 7. The node generates one 20-byte data packet per second.

The position of the GW is fixed, while the EDs select suitable locations within the
given distances for testing in a campus environment, such as inside buildings (50 m), on the
playground (300 m), at the north gate (500 m), and in the northeast corner of the campus
(1000 m). This scenario aims to test the optimization effects on the link performance of a
single ED and compare the impact on PRR among I-SFA, LoRaWAN ADR, ADR+, and the
algorithm proposed in this paper over a period of 3600 s.
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Figure 15. Schematic diagram of GW and ED distribution at different distances.

Table 10. Initial communication parameter configuration of the ED.

Parameter Value

Channel Frequency 500 MHz
BW 500 kHz
SF 7
Transmission Power 22 dBm
Coding Rate 4/5
Transmission Interval 20 s
Actual Data Rate 21.88 kbps

Figure 16 shows the variation of PRR over 3600 s for four adaptive data rate adjust-
ment schemes under a single ED communication link at different testing distances, while
Figure 17 compares the average PRR at four distances. The test results indicate that the
proposed algorithm maintains a PRR of over 90% across all testing distances, with its
advantages becoming increasingly apparent as the distance increases. Inside the building
environment (50 m), the proposed algorithm is able to maintain a reliable link performance
despite the link fluctuations caused by building shading and people walking around. At a
distance of 1000 m, the PRR of the proposed algorithm improves by 20% compared to the
standard LoRaWAN ADR algorithm.

Although the ADR+ algorithm shows performance improvements over the standard
LoRaWAN ADR algorithm, it still has limitations compared to the proposed algorithm. The
I-SFA scheme primarily allocates the spreading factor during the initial phase at the ED,
configured according to the sensitivity of the gateway, but does not consider the reliability
and stability of the link, nor does it possess the ability to adaptively adjust the spreading
factor. The standard ADR scheme uses the maximum SNR within a fixed time window
to assess link status, while the ADR+ scheme employs the average SNR. However, both
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schemes inadequately assess the stability of the link, failing to effectively address short-term
fluctuations in link status, resulting in limited improvements in packet reception rates.

(a) GW and ED at a distance of 50 m (b) GW and ED at a distance of 300 m

(c) GW and ED at a distance of 500 m (d) GW and ED at a distance of 1000 m

Figure 16. PRR variation curve at different distances for different ADR algorithms of a single ED.

(a) GW and ED at a distance of 50 m (b) GW and ED at a distance of 300 m

(c) GW and ED at a distance of 500 m (d) GW and ED at a distance of 1000 m
Figure 17. Comparison of average PRR at different distances for different ADR algorithms of a
single ED.
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In contrast, the proposed algorithm evaluates the link state from both stability and
reliability perspectives, taking into account factors such as average SNR, average signal
strength, PRR, SNR variance, and signal strength variance. This multidimensional assess-
ment method provides a more accurate judgment of link conditions, allowing the algorithm
to demonstrate significant advantages in long-distance communication.

6.3. Multi-ED Network Performance Testing Scenario

The GW is deployed on the roof of a 20 m high building, with 50 EDs distributed
around the GW in campus and urban environments. Table 11 shows the initial communica-
tion parameter configuration of the EDs in the network. Figure 18 illustrates the distribution
of the GW and EDs in the LoRa network.

This experimental scenario is used to test the proposed algorithm’s optimization of
network throughput, average energy consumption of EDs, and average latency of EDs in the
LoRa network, and compares the network performance with the I-SFA scheme, LoRaWAN
ADR, and ADR+ algorithms. Figure 19 shows the actual deployment environment of the
EDs and the GW.
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Figure 18. Deployment distribution of GW and ED in the LoRa network.

The results show the number of EDs corresponding to different data rates, as calculated
by the NS after the algorithm has been completed. According to the algorithm’s results,
EDs that are closer to the GW and have better link quality are preferentially assigned higher
data rates, thereby minimizing the use of lower data rates while ensuring communication
reachability. There are 17 end devices (EDs) operating with the combination of spreading
factor (SF) 7 and bandwidth (BW) 500, while 4 EDs use SF 7 and BW 250. For the com-
bination of SF 8 and BW 500, 10 EDs are in operation, and 4 EDs use SF 9 and BW 500.
Additionally, 5 EDs operate with SF 10 and BW 250, and 3 EDs use SF 11 and BW 500.
Finally, 5 EDs correspond to the combination of SF 12 and BW 500, and 2 EDs use SF 12 and
BW 125. To optimize network performance and reduce ED power consumption, a larger
number of EDs are assigned higher data rates, while fewer devices are assigned lower data
rates. This reduces the probability of packet collisions during transmission.
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(a) GW actual location (b) EDs deployment example
Figure 19. Actual deployment of GW and EDs.

Table 11. Initial communication parameter configuration of EDs in the network.

Parameter Value

BW 62.5 kHz
SF 12
Coding Rate 4/5
Preamble Length 10 Bytes
Packet Length 20 Bytes
Transmission Power 20 dBm
Channel Frequency 500 MHz
Packet Generation Rate 1 packet every 20 s

At the beginning of network operation, all EDs work at the lowest data rate, generating
a 20-byte data packet every 20 s. Figure 20 shows a comparison of the average power
consumption of EDs under four different ADR algorithms. The results indicate that the
proposed algorithm reduces the average power consumption of EDs by 15.9% compared
to the I-SFA scheme; in contrast, the LoRaWAN ADR algorithm and the ADR+ algorithm
reduce power consumption by 6.2% and 11.3%, respectively. This advantage arises from the
comprehensive evaluation of the link state in the proposed algorithm, which determines
the optimal data rate for each ED, thereby effectively reducing power consumption. The
I-SFA scheme, on the other hand, assigns SFs based solely on RSSI without optimizing
power consumption. The LoRaWAN ADR and ADR+ algorithms rely on partial statistical
information, causing EDs to tend to use faster data rates, which increases the probability of
packet collisions and, consequently, the average power consumption of the EDs.

Figure 21 shows a comparison of network throughput and average latency of EDs
for four different ADR algorithms. The results indicate that the proposed algorithm
significantly increases the network throughput corresponding to the data rates of EDs,
surpassing the I-SFA scheme and outperforming the LoRaWAN ADR algorithm and the
ADR+ algorithm. At the same time, the average latency of the EDs under the proposed
ADR algorithm is slightly lower than that of the other three algorithms. This is primarily
due to the proposed algorithm’s link state awareness, which obtains the transmission
power and a list of selectable data rates for each ED, optimizing the stability and reliability
of communication links. To further optimize network performance metrics, the algorithm
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continuously adjusts the data rates of the EDs, ultimately finding a set of optimal data rate
combinations that minimize packet collision probability, maximize network throughput,
and minimize average latency. By comprehensively considering the link state of the EDs
and network performance, the algorithm minimizes average power consumption while
maximizing network throughput and minimizing average latency.

Figure 20. Comparison of average power consumption of EDs for different ADR algorithms.

Figure 21. Comparison of network throughput and average latency of EDs for different ADR algorithms.

6.4. Algorithm Complexity Analysis

On a standard server equipped with a 2.4 GHz CPU and 8 GB of memory, the execution
time of the algorithm can be divided into two parts. First, the transmission power and
selectable data rate list for each ED are extracted based on the link state, with the algorithm’s
complexity being. The runtime for a single ED is 8.012 ms, which includes saving the
relevant information. Second, based on the selectable communication parameters of the
EDs in the network, the data rate required to achieve optimal network performance for each
ED is calculated, with the complexity increasing as the number of EDs in the network grows.
In a scenario with 50 EDs and 500 iterations, the total execution time of the algorithm is
0.95 s. This demonstrates that the algorithm can meet application requirements.

7. Conclusions and Future Work

This paper proposes an ADR algorithm specifically designed for LoRa networks
with EDs constrained by limited power in actual deployments. First, based on link state
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awareness, the algorithm assesses the transmission power and optional data rate list for
each ED in the network. Second, considering network throughput, average ED power
consumption, and average ED delay, an optimization model is established to determine
the objective function for network performance enhancement, leading to the design of an
algorithm capable of adaptively adjusting the data rate. Finally, the proposed algorithm is
validated in a deployed LoRa network.

The proposed ADR algorithm achieves adaptability in static ED scenarios through link
state awareness and dynamic adjustments. Specifically, the algorithm dynamically selects
appropriate transmission power and data rates by real-time evaluation of link states such
as SNR and RSSI. This effectively addresses fluctuations in channel quality, interference,
and changes in network topology, ensuring optimal communication performance across
various scenarios. The proposed algorithm, based on real-time monitoring and parameter
adjustment, demonstrates adaptability in multiple scenarios, including static and dynamic
node deployments and variations in network density. Additionally, by integrating ED
power consumption, network throughput, and delay models, the algorithm can flexibly
optimize communication parameters to enhance overall network performance.

In future work, the LoRa communication characteristics inside the building environ-
ment can be explored, while by combining with techniques such as transfer learning or
few-shot learning, the flexibility and adaptive capability of the system can be further en-
hanced, especially when facing brand new scenarios or environments with sparse business
data; the system will be able to adapt faster to different deployment environments or new
network conditions, and utilize a small amount of data for rapid learning and adjustment,.
This further enhances the system’s adaptive capability.
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