

  mathematics-12-01437




mathematics-12-01437







Mathematics 2024, 12(10), 1437; doi:10.3390/math12101437




Article



A Hybrid Optimization Model for Efficient Detection and Classification of Malware in the Internet of Things



Ijaz Ahmad 1,*, Zhong Wan 1, Ashfaq Ahmad 1 and Syed Sajid Ullah 2,*





1



School of Mathematics and Statistics, Central South University, Changsha 410083, China






2



Department of Information and Communication Technology, University of Agder (UiA), N-4898 Grimstad, Norway









*



Correspondence: ijazicup@csu.edu.cn (I.A.); syed.s.ullah@uia.no (S.S.U.)







Citation: Ahmad, I.; Wan, Z.; Ahmad, A.; Ullah, S.S. A Hybrid Optimization Model for Efficient Detection and Classification of Malware in the Internet of Things. Mathematics 2024, 12, 1437. https://doi.org/10.3390/math12101437



Academic Editors: Chi-Yao Weng, Shoko Wakamiya, Chun-Ta Li, Cheng-Ta Huang and Ioannis G. Tsoulos



Received: 30 March 2024 / Revised: 25 April 2024 / Accepted: 29 April 2024 / Published: 7 May 2024



Abstract


The proliferation of Internet of Things (IoT) devices and their integration into critical infrastructure and business operations has rendered them susceptible to malware and cyber-attacks. Such malware presents a threat to the availability and reliability of IoT devices, and a failure to address it can have far-reaching impacts. Due to the limited resources of IoT devices, traditional rule-based detection systems are often ineffective against sophisticated attackers. This paper addressed these issues by designing a new framework that uses a machine learning (ML) algorithm for the detection of malware. Additionally, it also employed sequential detection architecture and evaluated eight malware datasets. The design framework is lightweight and effective in data processing and feature selection algorithms. Moreover, this work proposed a classification model that utilizes one support vector machine (SVM) algorithm and is individually tuned with three different optimization algorithms. The employed optimization algorithms are Nuclear Reactor Optimization (NRO), Artificial Rabbits Optimization (ARO), and Particle Swarm Optimization (PSO). These algorithms are used to explore a diverse search space and ensure robustness in optimizing the SVM for malware detection. After extensive simulations, our proposed framework achieved the desired accuracy among eleven existing ML algorithms and three proposed ensemblers (i.e., NRO_SVM, ARO_SVM, and PSO_SVM). Among all algorithms, NRO_SVM outperforms the others with an accuracy rate of 97.8%, an F1 score of 97%, and a recall of 99%, and has fewer false positives and false negatives. In addition, our model successfully identified and prevented malware-induced attacks with a high probability of recognizing new evolving threats.
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1. Introduction


In recent years, the surge in interconnected smart devices, known as the Internet of Things (IoT), has spanned industries like home appliances, vehicles, healthcare, and smart grids, offering convenience. However, widespread IoT adoption brings security challenges due to the lack of standardized security measures [1]. IoT devices, with lightweight protocols and low power consumption, become flexible but vulnerable to cyber threats, particularly malware. The absence of a comprehensive security protocol exposes devices to severe network attacks. The escalating accessibility of internet-connected devices intensifies cyber threats [2], with new malware variants and development tools complicating accurate identification. Traditional security mechanisms, such as static or signature-based detection, struggle with zero-day attacks. In 2022–2023, the global count of IoT cyber-attacks surpassed 112 million incidents. This marks a substantial surge from approximately 32 million cases identified back in 2018 [2].



Fixed-architecture machine learning algorithms are insufficient for detecting complex cyber breaches, necessitating advanced adaptive techniques for IoT security [3]. Traditional malware detection methods utilize both behavior-based and signature-based detection techniques. Signature-based detection involves comparing a program’s code against a repository of known signatures; if a match is found, the program is flagged as malware. While effective against established strains, it struggles with novel malware and requires frequent signature updates, demanding significant resources [4,5]. Behavior-based detection, on the other hand, focuses on monitoring program behavior rather than code, excelling in combating unknown or zero-day attacks. However, behavior-based detection may produce false positives and demands continuous system monitoring [6].



To overcome these limitations, machine learning-based approaches are suggested. These involve training models on extensive datasets of known malware and benign programs, allowing the identification of new malware. Decision trees, support vector machines, and neural networks are common algorithms employed for malware detection [7]. Yet, these techniques face challenges, including the need for large and diverse malware datasets, susceptibility to bias, overfitting, and the “adversarial machine learning” problem, allowing attackers to manipulate input data [8].



Deep learning algorithms seem to be a promising solution for malware detection and classification since deep learning algorithms can detect intricate patterns and features in data and quickly spot and react to novel, previously unnoticed malware. Nevertheless, deep learning models take a lot of computing power and time to train, which might be a problem for IoT devices [9].



In the research community, machine learning-based techniques have made great strides in advancing the detection of malware in IoT devices. However, they have various limitations when applied to large datasets and struggle to find new and uncommon forms of malicious software. This is primarily due to the fact that the data in these datasets are highly dimensional and complex and cause scalability issues for an algorithm like SVM. Moreover, the SVM deployment of hyperparameters, such as the kernel type and the regularization parameter, is not flexible enough to capture the rapidly changing characteristics of novel malware strains. Furthermore, traditional SVM solutions to classification problems are unable to distinguish rarely encountered instances in the testing data due to class imbalance or a lack of representation in the training data. These shortcomings underscore the need for enhanced detection approaches to address the advancing danger of threats related to IoT. Some of the most effective methods to overcome these challenges are based on hybrid models that integrate various detection methodologies, thus enhancing and making the detection process efficient. The studies [10,11] recently unveiled the hybrid model, which integrates signature-based, behavior-based, and machine learning-based techniques to address the detection of known and unknown forms of malware. Through feature selection, the hybrid model integration improves efficiency by reducing dataset dimensionality, identifying proper attributes, and discarding irrelevant ones, which in turn reduces computational overhead [12].



1.1. Understanding the Complexities of Securing IoT Devices


Recently, the rapid proliferation of IoT devices has led to various cybersecurity challenges caused by the interconnected nature of these devices. To form a well-rounded picture of the various challenges in securing IoT environments, it is important to discuss the shortcomings that render these devices vulnerable to cyber penetration.



	
Resource limitation: IoT devices are normally considered resource-constrained. This inherently restricts the level at which adequate security can be implemented, making them vulnerable targets for actors with malicious intent.



	
Outdated software and firmware: Despite the need to operate with the most current software and firmware, a vast number of IoT devices were unable to be updated due to a lack of updating mechanisms or existing ones being ineffective. As a result, a great many devices have widely recognized vulnerabilities that malefactors can take advantage of in order to compromise the security of the device.



	
Weak authentication mechanism: Most IoT devices have an easily penetrable authentication mechanism that uses default or hardcoded passwords. In IoT, devices pose a low-bar authentication that permits malicious actors or cybercriminals to gain access to a device and network.



	
Flawed encryption methods: The flaws in implementation and specific encryption technologies undermine the safety of the encryption process for IoT devices. This means that compromised encryption is likely to provoke a cyber-attack on the devices. Likewise, devices using that encryption will similarly be affected and may suffer data breaches for data extortion.



	
Lack of standardization: There are a variety of devices that make up the IoT ecosystem, and they are developed and manufactured by various vendors. Often, each device has its own form of communication with other devices.



	
Physical vulnerabilities: The presence of IoT devices in an uncontrolled environment raises the probability of physical exposure. An adversary with access to the hardware could take over the device or steal the data.



	
Limited update capabilities: A substantial proportion of IoT devices cannot receive or install security updates on a regular basis. Therefore, they easily remain vulnerable to known threats.






By elucidating these specific deficiencies, we gain insights into the intricate challenges of securing IoT devices and can devise targeted strategies to bolster their resilience against cyber threats.




1.2. IoT Attack-Related Tangible Damage


The actual damage caused by the IoT is multifaceted and includes ramifications for operations, finances, and privacy. An example of a significant occurrence is a large-scale denial-of-service (DDoS) attack that was organized using hacked IoT devices [13]. The attacker normally creates a powerful botnet by taking advantage of flaws in networked devices, which disrupts a targeted internet service supplier and results in significant service unavailability. Organizations and enterprises incur substantial financial costs as a result of these attacks due to the disruptions in operations and the expenses associated with the analysis and resolution of cyber events [14].



On the other hand, critical infrastructure can be disrupted as a result of attacks on the IoT environment. An attack on Industrial Internet of Things devices might lead to power outages, traffic congestion, etc. The affected sectors rely on these devices, from manufacturing to electrical networks [15]. Supply chains are affected by this operational disruption, which leads to inefficiencies and financial losses. IoT attacks may do serious harm in many ways, including violating people’s privacy. Unwanted monitoring and identity theft become more likely when security holes in household and healthcare IoT devices permit unauthorized access to private data [16].



In addition, having the capability of modifying data adds an additional layer of risk. Modified readings from sensors or control signals in industrial IoT contexts might result in poor judgments, putting workers’ safety at risk and perhaps leading to mishaps or equipment damage. Critical sectors like hospitals and travel are also concerned about safety, as hacked IoT devices can endanger lives [17].



One common topic in the wake of IoT hacks that affect companies as well as service providers is harm to reputation. When businesses neglect to safeguard their IoT infrastructure, confidence among consumers declines and there are implications for their brand perception. Regulatory agencies are increasingly holding businesses responsible for breaches of data and inadequate cybersecurity procedures, resulting in legal repercussions [18].



The real-world consequences of IoT hacking attempts highlight the need for thorough cybersecurity plans, cooperative commercial initiatives, and regulations. Although IoT devices are interconnected, it is essential to actively minimize the different risks associated with their increasing ubiquity in everyday life.




1.3. Motivation and Contributions


Most existing studies on malware detection have focused on static or dynamic analysis, machine learning, or ensemble techniques, with some exploring hybrid analysis and big data approaches [13,14,15,16,17]. AI-based malware detection is gaining attention, particularly through ensemble learning, which exhibits promise by training multiple classifiers. While signature-based detection is a prevalent approach, its effectiveness is constrained to identifying and mitigating just those malware versions that are already known. The integration of passive and active analytic techniques effectively tackles the challenge of deciphering concealed malware behavior; unfortunately, this comes at the cost of significant resource allocation [18]. The presence of a class imbalance between benign and malicious instances is a significant difficulty, requiring the implementation of strategies that address both balanced and unbalanced datasets [19].



This study presents a novel optimized hybrid model for IoT malware detection, integrating support vector machines (SVM) with optimization methodologies. The design model improves the effectiveness of machine learning techniques by using mean decrease impurity (MDI) sequences of malware samples for feature extraction. Furthermore, it optimizes SVM parameterization, using NRO and ARO, to address overfitting concerns. Hence, the SVM will be optimized, and the identification efficiency will be advanced due to computational efficiency. Integrating static and dynamic analyses, SVM classification, NRO, ARO, and PSO optimization into a single ensemble learning methodology for continuous data streams on different devices has not been elaborated upon in the literature. Our optimized SVM models have substantially improved malware detection systems, and we provide practical insights into their key contributions.



	
Enhanced SVM models: Three ensemble learning methods, NRO-SVM, ARO-SVM, and PSO-SVM, were developed to boost the performance of the traditional SVM method. These optimized SVM models leverage the full capacity of three distinct optimization algorithms, resulting in improved accuracy and efficiency in malware detection.



	
Performance improvement: Our proposed algorithms outperform existing schemes by significantly reducing time complexity, mitigating overfitting, and efficiently handling large datasets while achieving an impressive accuracy range of 96% to 98%. This enhancement ensures the effectiveness of our approach in handling real-world data challenges.



	
Adaptability and scalability: The proposed model demonstrates adaptability to newly discovered malware samples and effectively addresses the evolving nature of malware attacks. Moreover, its scalability enables it to handle large volumes of data without compromising accuracy or efficiency, making it suitable for widespread malware detection applications and contributing to the growing demands of cybersecurity.






The paper’s remaining sections are organized as follows: Section 2 briefly reviews related work in malware detection and classification. Section 3 elaborates on the proposed optimized hybrid model, including its components and operations. Section 4 presents the experimental outcomes and assesses the proposed model’s performance. Finally, Section 5 concludes the paper with a summary of our research.





2. Literature Review


A lot of research has been carried out in the field of IoT abnormality and intrusion detection to address issues and improve the accuracy of detection systems. Numerous strategies and algorithms have been used to provide outcomes that are solid and trustworthy.



The method set presented in [20] is one noteworthy advancement in the field of anomaly detection; it uses recurrent neural network models to identify anomalies in Internet of Things settings. With respect to Dataset Kitsume, the system’s accuracy rating of 98% was achieved through the examination of sequential data patterns. But one important factor that has to be taken into account is the testing period, which was not specifically addressed in the study. This constraint makes it difficult to conduct a thorough assessment of its scalability and real-time suitability in extensive IoT setups.



A method for detecting and preventing attacks directed at IoT devices was presented by [21] in the field of IoT attack detection. The method showed an impressive accuracy rate of 98.8% in accurately categorizing attack occurrences using the DS1-D1 and DS1-P datasets that contained examples of known attacks. Nevertheless, one of the most important shortcomings of this research is the use of an old dataset; recent attack trends and strategies are not included, affecting its application in real-world environments. To address the problem of secure analysis across a widespread IoT infrastructure, Taheri et al. [22] proposed “federated approaches for multiparty computing using IoT devices”. Despite its accuracy rate of 56%, the algorithm was still unable to detect objects with a reasonable degree of accuracy, which warrants more exploration and enhancement. These solutions include testing with other deep learning architectures, expanding the set of training information sources, and tuning algorithm parameters.



To evade corrupted IoT devices, Wu et al. [23] introduced the self-learning system D’IOT, reaching an accuracy rate of 95.6%. This constraint could be overcome by considering feature selection techniques, thus increasing not only detection accuracy but also overall efficiency. Future research could investigate more complex feature selection techniques, such as information gain or genetic algorithms. To spot IoT malware with an accuracy rate of 98%, Toldinas et al. [24] added a DL-empowered LSTM method for malware based on opcodes. The study used a subpar dataset, and thus additional research with larger and more varied datasets is needed to determine the method’s utility.



Several authors have proposed DL-based methodologies to address IoT cybersecurity issues by enhancing detection and prevention mechanisms. Nisa et al. [25] provided an accuracy of 99.20% using a DL-based technique to detect and prevent attacks by aggregating deep learning models. However, the model is not practical for real-world applications where the dataset does not include any IoT traffic or attack conditions due to dynamic and intricate patterns. Dhabal [26] investigated RNN-based DL-powered intrusion detection with competitive recall and precision; however, its real-time application is restricted due to the model’s lengthy detection test period.



The academic industry has suggested a deep learning method for botnet identification that makes use of statistically determined network flow data that are acquired by using DNN [27]. The study’s astounding 99% accuracy rate attested to the efficacy of this strategy. Nevertheless, further investigation is required to completely evaluate the system’s performance in real-world scenarios, including testing duration computations. With 90% accuracy, Yilmaz et al. [28] presented a deep learning-based algorithm to detect bots on online sites. The fact that detection accuracy may still be increased emphasizes how crucial it is to use feature selection strategies in order to increase precision. One of the study’s shortcomings was that it did not include a thorough analysis of relevant data, including testing time, confusion matrix, and other evaluative metrics.



The authors in [27] recommended a deep learning approach for identifying botnets through the usage of DNN-obtained statistical network flow data. The model offers a 99% level of accuracy. However, more research will be necessary in order to fully assess the potential performance of this system in real-life circumstances, such as computations of testing time. Yilmaz et al. [28] suggested a deep learning-based algorithm to identify bots on the internet but with a lower accuracy of 90%. Hence, there is a need to adopt feature selection techniques, given that detection levels can still be optimized.



The authors in [29] presented a bidirectional long short-term memory (BLSTM) that achieved an accuracy of 99% in packet-level detection in IoT. However, the authors failed to provide sufficient details on the testing time, in-depth ROC curve, and confusion matrix. Another study used Q-learning to identify malware on mobile devices, and it achieved 67% accuracy [30]. Although 99.14% accuracy was claimed for enhanced intrusion detection utilizing deep belief networks and probabilistic neural networks, important parameters like false positive and false negative rates were absent. Notwithstanding the progress made [31], further investigation is required to surmount constraints and augment precision, efficacy, and relevance in actual Internet of Things contexts. Table 1 shows a compressive summary of the above-discussed literature.



In view of the current literature and research progress in this area, there is still a need for robust algorithms for malware detection, given the significant increase in attacks, as indicated by Figure 1.



Despite the progress that has been made, additional research is required to overcome constraints and improve accuracy, efficiency, and applicability in Internet of Things contexts. Our proposed optimized malware detection framework is detailed in Section 3.




3. Materials and Methods


This article employs a hybrid approach, utilizing 8 malware datasets (see Section 3.1) to develop a machine learning model for malware detection. First, the dataset is loaded into data frames, and then all of the datasets that include the target column are merged together, with the target column being classified as either malicious or benign. Subsequently, exploration data analysis (EDA) uncovers data patterns. To address the imbalance, the target variable distribution is adjusted to prevent overfitting. Feature engineering techniques, including one-hot encoding, are applied for data transformation, while feature scaling standardizes data within the range of independent variables.



The XGBoost algorithm and mean decrease impurity (MDI) identify the most crucial features integrated into the Zeek Analysis Tool (ZAT) data frame for the efficient handling of large datasets. With the help of the silhouette score measure, the studied data are clustered using the k-means and principal component analysis techniques. Then the data are prepared for machine learning analysis using the method of an isolation forest, which detects abnormalities and outliers in the data. The data are separated into 25% for testing and 75% for training. The SVM parameters are optimized based on the NRO, ARO, and PSO methods.



Furthermore, 11 out of the best techniques are used for validation of the model, including normalized cross-correlation (NCC), decision tree classifier (DTC), logistic regression (LR), SVM-GridSearch, Naïve Bayes (NB), XGBoost, linear model (LM), UnTuned-SVM (UTSVM), ADAboost (ADA), linear discriminant analysis (LDA) and k-nearest neighbor (KNN). Performance metrics include accuracy, Matthew’s correlation coefficient, precision, confusion matrix, recall, ROC, complexity, and F1 score to evaluate the performance of proposed and previous state-of-the-art models. Figure 2 illustrates the suggested model’s flow chart, with detailed steps discussed in the subsequent subsections.



3.1. Dataset


The IoT-23 dataset comprises current network traffic data from diverse IoT devices, featuring eight instances of adverse activities involving various malware-infected devices. Additionally, three benign scenarios represent regular IoT device traffic [32]. These scenarios are embedded in eight network captures (PCAP files) from infected IoT devices and three captures displaying network activity from legitimate IoT devices. PCAP files rotate every 24 h to accommodate prolonged malware execution, though certain files may terminate prematurely due to rapid growth, leading to varied capture times. Table 2 details the eight malicious scenarios, providing information on ID, dataset name, operation hours, packet count, and Zeek ID flows from the conn.log file. The table also includes details on the size of the original PCAP files and potentially the identity of the malware sample infecting the device. Recognized as a vital resource, the IoT-23 dataset supports IoT security exploration, aiding algorithm enhancement and serving as a valuable tool for training and evaluating IoT security solutions.




3.2. Preprocessing


Before we applied classification methods to our data, we employed various techniques for analyzing and pre-processing it. First, we loaded all the data into a single data frame and concatenated it with the target column.



The pre-processing steps were thereafter executed in a sequential manner, and we will now elaborate on each step in a comprehensive manner.



3.2.1. Target Variable Distribution


The target variable in malware detection often takes on a binary form, designating whether a particular sample is dangerous (coded as 1) or benign (coded as 0). The distribution pattern of the target variable is of utmost significance because it has a substantial influence on the efficiency with which the ML model is being utilized for detection functions [33]. If there is a considerable imbalance in the distribution of the target variable, characterized by a large number of benign occurrences and a small number of malicious cases (or vice versa), the model may become biased and favor the majority class. In an illustrative scenario where the distribution of samples consists of 95% benign samples and 5% malicious samples, a basic model that consistently predicts the benign state would yield an observed accuracy of 95%. But by its very nature, this model would be unable to recognize any of the potentially malicious samples. Different statistical measures are used as quantifiers in order to evaluate the target variable’s distribution. Among these metrics are the proportion that contains harmful instances, the total number of data points in each class, and the mean and variance of the intended parameter. Equation (1) can be used to definitively state this:


  p = n _ m a l / ( n _ m a l + n _ b e n )  



(1)




where n_mal means the number of malicious samples and n_ben means the number of benign samples. Considering p as the proportion of detrimental samples, with nmalicious denoting the count of malicious samples, and nbenign indicating the count of benign samples, an alternative approach to calculate the mean as well as the variance of the target variable has been outlined [33], presented in Equations (2) and (3):


  m e a n =   n _  m a l   × 1 + n _ b e n  × 0   n _ m a l + n _ b e n    



(2)






  v a r i a n c e =   ( n _  m a l      ( 1 − m e a n )   2   + n _  b e n        0 − m e a n     2     ( n _ m a l + n _ b e n )    



(3)







Both the variance and the mean of the target parameter are important statistical measures in the field of malware identification. The mean or average value of the target variable provides a close representation of the proportion of malicious samples present in the collection.



Within the extensive domain of statistical analysis, the concept of variance unveils its complex characteristics, demonstrating the degree to which the target variable deviates from the alleged mean value. These significant metrics provide us with access to a vast amount of information, offering invaluable perspectives on the intricate nature of the distribution of the target variable. As we set off on our quest in the vast ocean of machine learning models to determine which one is the most accurate in detecting malware, the statistics outlined below are nothing short of critical to evaluate the efficiency and abilities of our models with rigorous scrutiny.




3.2.2. One-Hot Encoding for Feature Engineering


Each malware sample from the provided dataset is defined specifically for malware classification. An 8-bit vector and the method of one-hot encoder are used to realistically present different types of viruses. Specifically, the method defines that every point in the vector is a unique type of virus [33]. To illustrate, the Gagfyt malware type could manifest as [1, 0, 0, 0, 0, 0, 0], while the Hide and Seek malware type could be denoted as [0, 1, 0, 0, 0, 0, 0, 0]. The result is a single hot encoded vector engaging that uniquely identifies the relevant malware class, hence trimming down the effort of representing each and every element in our entire collection. To illustrate, the order [0, 0, 0, 0, 1, 0, 0] gets used to represent a specimen that has been tagged as Muhstik. The same process is used consistently for all of the samples in our dataset.



Malware labels are transformed into vectors using a single-hot encoding process. Moreover, machine learning algorithms built expressly to identify as well as classify malware use these vectors as inputs. Through the analysis of these vectors, the algorithms are able to identify complex relationships and patterns between various malware strains by analyzing their unique one-hot encoded representations. The algorithms are then enabled to classify fresh malware samples in accordance with their different kinds by means of the information that has been obtained.




3.2.3. Feature Scaling


Samples tagged with different kinds of malware, such as Gagfyt and Hide and Seek, are included in the malware data collection. These samples may have different ranges, which makes assessment and comparison more difficult. Feature scaling, a critical preprocessing step, standardizes the range of these features, enhancing the effectiveness of machine learning algorithms [34].



To achieve uniformity among feature values, we adopt normalization, gracefully rescaling them to a range between 0 and 1. The process involves uncovering minimum and maximum feature values across all malware samples. Equation (4) is given by [34]:


    x   ′   =     x − x   m i n         x   m a x   − x   m i n      



(4)







Consider the malware specimen Gagfyt, with properties measuring 100, and mirai, measuring 50. Applying normalization to these values involves utilizing the unique minimum and maximum values for each feature within the dataset. For Gagfyt, with values ranging from 50 to 500, and mirai, with values ranging from 20 to 200, the normalization equation unveils a symphony of scaled magnitudes.



Normalized Gagfyt value:     G a g f y t   ′   =   100 − 50   500 − 50    , The result is 0.1876. This indicates that the average value of the Gagfyt attribute for this sample is 0.1876, as stated.



Normalized mirai value:     M i r a i   ′   =   50 − 20   200 − 20    , the output is 0.326. This indicates that the normalized mirai feature value for this sample is 0.326.



The transformative power of attribute scaling ensures harmonious proportions among features, facilitating precise comparison and analysis. By placing all feature values on the same scale, machine learning algorithms, when applied to our dataset, exhibit enhanced performance and accuracy of malware categorization.



Practical issues become critical in circumstances where the endless nature of the incoming information makes its range unpredictable. Statistical metrics created from the given data are a regularly used method in handling such cases. For the aim of data standardization, we employ reliable statistical metrics like the mean and standard deviation over global minimums and maximums. For the purpose of standardizing the data and converting them to a conventional normal distribution, the mean is subtracted, and the deviation from the mean is divided. This technique has proven to be reliable and broadly applicable, especially when the input data range cannot be explicitly defined. Our scaling procedure guarantees flexibility to the intrinsic characteristics of the data by utilizing statistical measures that are directly extracted from the dataset. This technique improves the flexibility and reliability of our analysis in situations where the exact spectrum of input data is uncertain.




3.2.4. Feature Importance


Feature importance is integral for understanding machine learning model predictions, especially in malware detection, aiding in recognizing and classifying essential malware traits. XGBoost is the most popular algorithm for accurate malware models which relies on the MDI technique to determine the importance of features. This approach measures how much impurity is diminished when splitting the data with respect to a given feature, hence identifying important features for detecting malware.



Moreover, one must have access to the feature significance property to obtain and rank the scores, and the model must be fit to determine the importance of the attributes in XGBoost for the identification of malware using MDI. Thereafter, the scores are studied to identify the distinct characteristics that malware have in common, which can be the basis for improving the acquired model. Moreover, this discovery improves efficiency due to the reduction in the same components, simplicity, and better performance but also detection accuracy. The method is effective in detecting and categorizing malware as it emphasizes the major infection signs [35].




3.2.5. Zero Access Tool (ZAT) to Convert Dataframe to Matrix


ZAT is a standalone Python program that can process multiple file formats, but it was designed to analyze and visualize malware data exclusively. The functionality DataFrame to Matrix offers an opportunity to generate a matrix representation from the malware-related data that are stored in a data frame, as it is infeasible to use matrices directly. In order to scale numerical features and encode categorical data, one must transform the matrix, making it possible to apply machine learning recommendations to instances, such as clustering and classification [36].



Mathematically, the transformation of a data frame to a matrix representation can be formulated in the following way: the original DataFrame X introduced in Equation (5) is presented with n rows and m columns, while a row is a sample, and a column is an attribute:


  Y =     x   1   ,   x   2   , … ,   x   n      



(5)







Let     f   i     denote the i-th feature in the feature set   X  . Let   X ′   be a matrix depiction of the target variable   Y  , where each row corresponds to a sample, and every column represents a feature. This is in accordance with Equation (6) [36].


    Y   1   = [ h 1 ( e 1 ) , h 2 ( e 1 ) , … , h k ( e 1 ) … , h ^ k ( e ^ 2 ) ; … h 1 ( e k ) , h 2 ( e k ) , … , h m ( e k ) ]  



(6)







The term “hi(yk)” in the given scenario denotes the numerical value assigned to the i-th feature for the j-th sample. Depending on the properties within the original data frame, various encoding and scaling techniques may be applied before transforming the data into a matrix representation.




3.2.6. Making Clusters Using k-Means and PCA


k-means and PCA clustering are valuable techniques for malware detection because they help to collect malware samples that have identical characteristics. It may be simpler to find various malware and more accurate to detect the various changes happening in the data under testing.



PCA and k-means clustering were used in [37] to identify malware cases. The dataset should undergo feature engineering and preparation to identify distinguishing features for different malware instances. PCA is used to find a reduced set of orthogonal axes that encapsulate the most important variance in data. In this way, the dimension of space in which the feature space exists is fundamentally reduced. Later on, k-means clustering is applied to group malware samples in this lower-dimensional feature space according to their newly generated feature representation. The primary objective of k-means clustering is to partition a dataset X with n malware samples (C1, C2,…, Ck), each characterized by m attributes, into k different clusters. In order to facilitate clustering, Equation (7) reduces the overall linear length [37] among instances of malware Xj and their center points µi.


  M i n i m i z e    ∑   i = 1   k    =   ∑  x = 0   k      x   j   ∈   C   i     |     X   j   −   μ   i     |   2        



(7)







When PCA is implemented, the aim is to transform dataset X, comprising n malware samples, each with m features, into a new set with k features. This transformation is designed to maximize the extraction of variance from the data. ‘Ci’ in this method denotes the collection of instances of malware that are associated with the node of the cluster i’s centroid. The transformation is governed by Equation (8), as outlined below.


  Y = X W  



(8)




where X’s covariance matrix’s k orthogonal eigenvectors and W’s matrix have the same k greatest eigenvalues.



After categorizing the malware samples with k-means clustering and PCA, it becomes possible to identify various types of malwares. These types include Gagfyt, Hide and Seek, Kenjiro, Linux Hajime, Mirai, Mu-hstik, Okiru, and Tori, which are useful in the classification of malware.




3.2.7. Silhouette Score


Silhouette scoring assesses clustering quality by evaluating how well clusters group instances. A high score indicates effective clustering, which is crucial in malware detection. This tool helps identify shared traits in malware samples, aiding the detection of new strains. In malware detection, silhouette scoring evaluates clustering algorithms depending on patterns like mirai and okiru. Let X be the feature vectors representing malware. A clustering method then yields C clusters, and the cluster of instances I is denoted by c(i). Equation (9) uses trait-based clustering to efficiently identify emerging risks by calculating the silhouette coefficient for each occurrence I in X [38].


  s c ( k ) = ( v ( k ) − g ( k ) ) / m a x g ( ( k ) , v ( k ) )  



(9)







The silhouette scoring tool assesses cluster quality by evaluating the effectiveness of clustering instances within clusters and cluster divisions. Where a high score indicates successful clustering, the measure aids in uncovering novel malware strains and uncovering inherent qualities. The effectiveness of a clustering algorithm based on its ability to identify malware is ascertained by computing each element’s silhouette coefficient in dataset X. The coefficient ranges from −1 to 1, and a value of 1 indicates an instance that is best attuned to remaining in its cluster. The distance is calculated as the average silhouette coefficient, according to Equation (10), which measures dissimilarities between instances in other clusters and within the same cluster [39].


  S = ( 1 / | X | ) × s u m ( s ( i ) )  



(10)




where |X| is the number of instances in set X.



Equation (10) shows how we can consider the efficiency of our clustering algorithm in accurately putting similar malware samples into one group. A high silhouette score will indicate how quickly we can differentiate clusters and the presence of similar instances in a cluster. Then, our clustering algorithm efficiently reveals distinct patterns in these malware samples.




3.2.8. Model of Isolation Forests


The use of the isolation forest technique for malware detection [40] illustrates a novel machine learning approach that can aid in unraveling the mechanics of malevolent malware. This method seeks to identify heterotypic patterns, including virus samples, by forming random decision trees that distinguish them from the majority of instances. The random forest of the model, trained and tested with the aforementioned features X for normal malware datasets, then isolates previously undetected malware with heterozygous behavior patterns. By utilizing the dividing criteria and replication functions, the isolation forest locally isolates the data points. The abnormality of a given data point is represented by a single, h(x), which measures the number of times that the particular data point has actually been isolated by selecting hyperplanes. The lower the h(x), the higher the anomaly, as exemplified by malware samples with heterozygous feature assortment [40].


  s   x   =   2   ( −   E   h   x       C   n     )    



(11)







The model further considers several parameters, including the normalization factor, C(n), the aggregate number of data points, and the average route length a data point x takes across all trees, E(h(x)). Higher values of the anomaly score, s(x), indicate more substantial irregularity. The score ranges from 0 to 1. The program, which was trained on existing malware samples, recognizes new and possibly hazardous samples that display unique behavior. It then marks such samples as anomalous and proposes a new malware.





3.3. Model of Ensemble Classification


Support vector machines (SVM) are used as the main classifier in this study, along with optimization techniques. The ensemble approach has also been validated using eleven state-of-the-art methods. A thorough explanation and assessment of each model are provided below.



3.3.1. SVM


A potent supervised learning tool for classification, regression analysis, and anomaly detection is the support vector machine (SVM) [24]. SVMs look for the best hyperplane to divide data into different groups. The margin is determined by how far the hyperplane is from the closest points (also known as the support vectors) in each class.



Depending on the kernel function selected, an SVM’s decision boundary may be linear or nonlinear. The input data are transformed by the kernel function into a higher-dimensional feature space, enabling nonlinear data separation. The linear, polynomial, radial basis function (RBF), and sigmoid kernel functions are often utilized. The SVM optimization problem can be expressed mathematically as follows [26] in Equation (12):


   R e d u c e :   1   2       w g t     2 + C  ∑  u   = 1 m ξ z    S u b j e c t   t o :   t   i   ( w g t •   z   i   + b s ) ≥ 1 − ξ u , ξ u ≥ 0   



(12)







    z   i     and     t   i     are the input feature vector and label for the   n t h   training example, where b is the bias term and w is the weight vector. C is a hyperparameter that manages the trade-off between increasing the width of the margin and decreasing the classification error, and I is the space variable that permits soft margin classification.



Typically, quadratic programming approaches tackle optimization, which entails minimizing a quadratic objective function while adhering to linear constraints. The best solution to the Lagrange dual issue may also be determined, leading to the construction of the SVM as a linear combination of support vectors [27], as in Equation (13):


  f ( z ) = ∑ u = 1 α u   t u   K ( z u , z ) + b s  



(13)







The Lagrange multiplier is I, the bias term is bs, and the kernel function is K(zu, z). The non-zero Lagrange multipliers of the support vectors determine the decision boundary’s placement. The optimized version of SVM is graphically presented in Figure 3.




3.3.2. Artificial Rabbits Optimization


ARO is a metaheuristic optimization method inspired by rabbit foraging behavior [41]. In the domain of malware classification, ARO is utilized to discover the optimal hyperparameters for support vector machines (SVMs). SVMs are widely employed in malware classification tasks due to their effectiveness in handling large datasets and non-linearly separable classes. The selection of appropriate hyperparameters, such as the bias term, normalization parameter, and kernel function, significantly influences the performance of SVMs. The ARO algorithm working flow is shown in Figure 4. The arrows shows the data flow in the process.



In the application of ARO to SVM hyperparameter optimization, the solution domain is explored using a population of artificial rabbits. These rabbits are categorized into three groups based on their behavior: explorers, exploiters, and breeders.



	
Explorers are moving across the solution space randomly, visiting different regions. They help to implement the exploration part of the optimization when all areas of the solution space are reviewed.



	
Exploiters are more concentrated and move closer to the best solution that has been found so far. In this process, they exploit certain information retrieved through the exploration part to refine the solutions. Therefore, exploiters implement exploitation.



	
Breeders generate new solutions by combining the concepts exploited by exploiters. This obviously helps to maintain population diversity by combining attractive solutions.






The ARO algorithm employs three unique artificial rabbit behaviors, namely exploring, exploiting, and breeding, to dynamically adjust the behavior of artificial rabbits. ARO uses breeds to ensure that a bunny continues to explore more regions of the arrangement space, exploring both variations and promising regions to refine solutions. Because ARO balances both approaches, using ARO to discover optimal or near-optimal configurations for SVMs in malware classification is effective.



In SVM-based malware classification, the fitness function is measured with model accuracy as well as complexity. ARO optimizes the hyperparameters of SVM, including the kernel function, kernel parameters, regularization parameter, and bias parameter to improve performance. The decision boundary is tuned to optimally separate malware and non-malware classes, as defined in Equation (14) [42]:


  f ( z ) = s i g n ( ∑ α _ u   t _ u   K ( z u , z ) + b s )  



(14)







This technique optimizes hyperparameters in SVM for malware classification. It explores the hyperparameter space to select the optimal kernel function and parameters, balancing the accuracy and the model’s complexity. The kernel, therefore, is chosen in such a way that data are most effectively transformed for linear separation. Accuracy is measured using validation or cross-validation, and complexity is controlled using support vectors or the regularization parameter [42].




3.3.3. Nuclear Reactor Optimization (NRO)


Model name = Nuclear Reactor Optimization, short name = NRO. NRO maintains the tradeoff between exploration and exploitation by a dynamic process inspired by nuclear reactors. NRO uses the principle of the process in a nuclear reactor to optimize hyperparameters in malware detection with a major focus on SVM [42]. The process in a nuclear reactor is based on the two principles of fission and neutron absorption:




	
Fission refers to the splitting of nuclei to create new candidate solutions that could be explored. In the context of optimization, fission refers to the exploration nature of the problem as new solutions are created by expanding the search space.



	
Neutron absorption also improves the current solutions via the absorption of neutrons. This is the exploitation part of the optimization process, which involves improving the solutions found by using the information acquired from the exploration part.








In the optimization process, NRO tunes hyperparameters such as the kernel function, regularization, and bias term for SVMs used in malware detection. It achieves this by randomly dividing solutions, updating them with random values inspired by the fission and neutron absorption principles, and evaluating their fitness based on SVM correctness. The steps are shown in Figure 5.



By dynamically balancing the generation of new solutions through fission and the refinement of existing solutions through neutron absorption, NRO effectively maintains the exploration and exploitation tradeoff. This ensures that the optimization process explores diverse regions of the solution space while also exploiting promising areas to improve the quality of solutions, ultimately leading to the discovery of optimal or near-optimal hyperparameter configurations for SVM-based malware detection.



The fitness function and parameter optimization are expressed in Equations (15) and 16, showcasing NRO’s role in refining SVM for enhanced malware classification.


  F i t n e s s = a c c u r a c y − c o m p l e x i t y  



(15)






  O p t i m a l   h y p e r p a r a m e t e r s = N R O ( S V M   h y p e r p a r a m e t e r s ,   f i t n e s s f u n c t i o n )  



(16)







The ARO approach is used to search the hyperparameter space for the ideal kernel function and its parameters that optimize the accuracy of the SVM model while minimizing its complexity. Accuracy may be assessed using a validation set or a cross-validation approach. The number of support vectors or the value of the regularization parameter can be used to determine the complexity.




3.3.4. Particle Swarm Optimization (PSO)


PSO is a metaheuristic algorithm that models a swarm of particles moving in a search space to find the optimal solution [43]. Each particle in the swarm represents a candidate solution. In malware detection, PSO can tune the hyperparameters of an SVM. The optimization process involves the following steps:




	
Create a swarm of N particles with positions   p ( i )   and velocities   v ( i )  , where   i = 1,2 , . . . , N   and   p ( i )   and   v ( i )   are n-dimensional vectors.



	
Evaluate the objective function   f ( p ( i ) )   for each particle’s current position   p ( i )  .



	
Initialize the personal best position   p b e s t ( i ) = p ( i )   and the global best position   g b e s t = a r g m a x f ( p ( i ) )  .



	
For each iteration   t = 1,2 , . . . , T   :



	
Update the velocity of each particle using the velocity update equation:



	
  v ( i , t + 1 ) = w v ( i , t ) + c 1 r a n d ( ) ( p b e s t ( i ) − p ( i , t ) ) + c 2 r a n d ( ) ( g b e s t − p ( i , t ) )  



	
where w is the inertia weight, c1 and c2 are the acceleration coefficients, and rand() is a random number between 0 and 1.



	
Update the position of each particle using the position update equation:



	
  p ( i , t + 1 ) = p ( i , t ) + v ( i , t + 1 )  



	
Evaluate the objective function   f ( p ( i ) )   for each particle’s new position   p ( i )  .



	
Update the personal best position   p b e s t ( i )   if   f ( p ( i ) )   is greater than   f ( p b e s t ( i ) )  .



	
Update the global best position   g b e s t   if   f ( p ( i ) )   is greater than   f ( g b e s t )  .



	
Return the global best position   g b e s t   as the optimal solution.








Each particle’s location   p ( i )   in this situation denotes a set of SVM hyperparameters. The PSO algorithm iteratively adjusts these hyperparameters to maximize the classification accuracy of the SVM. The objective function   f ( x i )   indicates the SVM’s classification accuracy using those hyperparameters. The PSO approach explores the hyperparameter space for the set that optimizes the SVM’s classification accuracy on a given dataset. Graphically the steps for finding an optimum solution are shown in Figure 6.



The exploration and exploitation tradeoff is maintained through the collective behavior of particles navigating the search space.



Exploration: In PSO, exploration is facilitated by the stochastic movement of particles through the search space. Each particle represents a potential solution, and its position in the search space corresponds to a candidate solution. During the exploration phase, particles explore the search space by adjusting their positions based on two key factors:




	
Global best position: Each particle is aware of the best solution found by any particle in the swarm. This global best position serves as a guide for exploration, pulling particles toward promising regions of the search space.



	
Local best position: Each particle keeps track of the best position it has ever encountered when moving. The local best position influences the particle to search the surrounding area of the search space.








The stochastic movement and interactions with both global and local best positions allow particles to search various parts of the search space, which leads to searching for new solutions.



Exploitation: The exploitation in PSO includes promising solutions or findings, refining and modifying the search process. Particles modify their velocities as they traverse the search space to get closer to the optimal solutions or suboptimal regions. The velocity updating equation in PSO is based on two main parts:




	
The cognitive component directs a particle towards its personal best position, thus promoting the exploitation of the local solution.



	
The social component directs a particle towards the global best found by a particle, thus exploiting the entire swarm.








The exploration and exploitation are balanced through particles’ interaction with global and local best positions while managing the velocities by continuously adjusting according to personal and global best positions. The exploration is based on the initial position, while exploitation is through the possible situation they have identified. Thus, in the above expression of PSO, the search mechanism proceeds through the exploration of different parts of the search space while exploitation refines the exploration process through convergence to an optimal point.






4. Experimental Results


The proposed model is implemented with TensorFlow on the Google Colab environment using the premium GPU-based end-to-end open-source ML platform.



The experimental process consists of recording the feature obtained from incoming packet data extracted from a prespecified set of features given by the category. To simplify processing complexity, a feature selection approach will be adopted. Corresponding features are extracted from the input traffic pattern as a pre-processing step. Subsequently, the packet data extracted are sequentially passed through individual attack detection sub-engines. Figure 7 illustrates boxplots showcasing the distributions of various features within the dataset. Each boxplot offers a visual representation of a specific feature’s distribution, with the median represented by the central line, the interquartile range (IQR) depicted by the box, and the whiskers extending to illustrate the data range. Any outliers, if present, are also depicted as individual points lying beyond the whiskers. This graphical representation facilitates the examination of the spread and variability of each feature, aiding in the detection of potential outliers and enhancing comprehension of the dataset’s overall distribution characteristics.



The core component of this proposed framework is the attack detection sub-engines responsible for identifying various types of attacks. Multiple sub-engines comprise the detection engine, each dedicated to detecting specific attack types. The number of distinct sub-engines depends on the number of attacks in the training database. In our proposed framework, firstly, the entire dataset is loaded into data frames. Then, the Traffic column is labeled with the malicious type, and if it is benign, the values are simply kept as benign. Furthermore, unnecessary columns are dropped during the pre-processing stage, and white spaces are removed before and after the string. The next step involves filtering out portscan packets, okiru packets, and other malicious packets, such as DDOS and C&C.



Next, we apply target variable distribution to some columns to observe malicious and benign data distribution, as depicted in Figure 8.



Figure 9 illustrates our further exploration of the data to analyze the outliers present in the data. The correlation of data indicates that the records in the dataset are more relevant. However, some records significantly differ from the actual data and are considered outliers.



Moreover, when examining the quantity of packets received from various protocols, it is evident that there is a greater number of packets for TCP in comparison to UDP and ICMP. This discovery highlights the need for greater scrutiny prior to categorization. Furthermore, we created a customized diverging color map pattern to represent the features and showcased their significance using a heatmap, as depicted in Figure 10. It also illustrates the correlations between the dataset’s numerical characteristics. The intensity and direction of correlations are clearly communicated by the color gradient that moves from warm to cold tones. Strong positive associations are shown by abundant red hues, while strong negative correlations are indicated by deep blue hues. Near zero, lighter hues indicate minuscule or moderate associations. The identification of feature interdependencies and the strategic choice of characteristics for modeling are greatly aided by this depiction. It also helps identify multicollinearity issues, offering a concise yet informative assessment for intelligent decisions in further investigations and modeling projects.



The MDI method, often employed alongside XGBoost, is a widely recognized technique for feature selection. It assesses the importance of each feature by examining how much it contributes to reducing impurity when included in the decision tree. In essence, it measures a feature’s impact on the decision-making process of the tree. The results of the MDI analysis, as depicted in Figure 11, show the relative significance of each feature in the dataset, with importance typically expressed as a percentage. Features are ranked based on their importance, with those contributing most significantly assigned higher percentages. Understanding Figure 11 requires recognizing that features with higher importance scores are more influential in shaping the model’s output. Therefore, prioritizing features with high-importance scores is advisable, as they offer valuable insights into explaining the target variable. When many features exhibit comparable relevancy assessments, further investigation utilizing methods like correlation analysis or feature selection algorithms might assist in determining the most vital group of information for the predictive algorithm.



We employed the ZAT data processing module to manage categorical data, ensuring explicit conversion before inputting them into the transformer. The analysis and grouping of malware samples involved the application of two widely recognized techniques, namely k-means and PCA clustering. The findings are presented in Figure 12, which illustrates the visualization of grouped data points in two or three dimensions following PCA reduction and k-means clustering. The resulting plot visually shows each individual data point as a colored dot, serving as an indicator of its respective cluster. Figure 12 aids in identifying patterns or trends, offering insights into malware behavior and characteristics. Clusters are distinctly separated, suggesting notable dissimilarities within each cluster. Silhouette scoring assessed clustering quality by calculating the average distance within a cluster and spacing to the nearest neighboring cluster.



Higher values of silhouette scores, a scale from −1 to 1, suggest better clustering outcomes. If a data point has a score of 1, it is successfully assigned to its designated cluster and not to any neighboring clusters. Conversely, a score of −1 indicates that the data point is given to neighboring clusters rather than its own cluster.



The next step involves forwarding the data to classification methods. We began by tuning the hyperparameters of the ARO_SVM, NRO_SVM, and PSO_SVM. The hyperparameters are passed through the optimization methods, and then the model is trained and evaluated on each combination of the SVM. Optimization methods help find the best solution for handling large malware data. The best combination of parameters determined by different optimization methods is presented in Table 3.



In order to evaluate our model, we conducted an assessment of the performance of the ARO_SVM, NRO_SVM, and PSO_SVM algorithms. This evaluation involved optimizing the hyperparameters of the SVM model through these aforementioned optimization methods. The optimization techniques successfully acquired the optimal parameters for SVM, as outlined in Table 3. These parameters were subsequently employed in the training and testing processes. Furthermore, we assessed the performance of the proposed model by calculating the true positive and true negative values, which are graphically shown in Figure 13a for both the proposed and existing techniques. Figure 13b shows how three proposed optimized algorithms (ARO_SVM, NRO_SVM, and PSO_SVM) work to find the best kernel function for detecting malware. The x-axis tracks the number of iterations, or rounds of optimization, while the y-axis measures the loss incurred during each iteration. It can be interpreted that the lower the values on the y-axis, the better the optimization.



Firstly, we can observe the algorithms’ behavior with time. ARO_SVM and NRO_SVM both have a gradual decrease which proves that they are constantly improving. Meanwhile, PSO_SVM has many ups and downs, showing that sometimes it does not find the optimal solution. Thus, analyzing the plot above, one can learn which of the algorithms minimizes loss better, and hence gives the resulting optimal kernel function that is used for detecting malware.



ARO_SVM, NRO_SVM, and PSO_SVM have great results in efficiently managing large datasets and achieving good accuracy scores and ROC curve values. The SVM model has been tested for accuracy values. The accuracy values are shown in Figure 14 below. The range of accuracy values falls between 0 and 1. If the value is closer to 1, the accuracy score is high; otherwise, the score is low if it is closer to 0.



As shown in Table 4 below, performance metrics of various algorithms were evaluated using five-fold cross-validation for the considered dataset. Specifically, each fold was a split of the data, with one fold used as the test set and the remaining used for training. In different folds, the corresponding F1 score, accuracy, precision, and recall metrics for each algorithm are displayed in the table below. This means that for each fold, F1 score, accuracy, precision, and recall were obtained and analyzed for all algorithms. Furthermore, at the end of the table, average values of these performance measures across all folds are presented. Among all algorithms, the performance of NRO_SVM is remarkable and the highest.



For the purpose of determining the accuracy of binary classification, Figure 15 utilized the Matthews correlation coefficient (MCC), considering true positives, true negatives, false positives, and false negatives. This indicates that the model is performing better in terms of successfully identifying malware samples when the MCC value is higher. An MCC value near 1 indicates accurate predictions, while values closer to 0 or −1 suggest incorrect predictions. NRO_SVM achieves a 93% MCC value and outperforms other existing and proposed optimized methods. The statistical analysis in Table 5 validates the hypothesis acceptance rate for existing and proposed methods.



The system under consideration consists of two main components: a feature selection module and a model selector module. The feature selection module is responsible for reducing the number of original features, while the model selector module is designed to identify classifiers that demonstrate superior performance in terms of accuracy and processing times for each sub-engine. Our “hybrid” categorization approach produces a lighter and more accurate system than the traditional detection architecture.



Table 6 intends to give an in-depth understanding of the technical advantages and disadvantages of each model. Researchers, practitioners, and cybersecurity specialists who want to understand the intricacies of cutting-edge malware detection techniques may find it very helpful. The features that have been emphasized provide a thorough understanding of the models’ capabilities and aid in decision-making when choosing an appropriate strategy for IoT malware detection.




5. Conclusions


This study aimed to design a detection framework to counter the escalating cyber-attacks targeting IoT devices. By employing advanced techniques in feature selection, distribution, and clustering, our primary objective was to achieve precise and efficient detection capabilities. Our proposed detection framework, integrating hybrid classification methods such as ARO_SVM, NRO_SVM, and PSO_SVM, exhibited remarkable proficiency in identifying diverse types of attacks on IoT devices, including both known and novel threats. Notably, NRO_SVM emerged as the most accurate method, boasting an impressive F1 score of 0.962 and an accuracy of 0.978. The implications of our findings are substantial for the cybersecurity domain, particularly within IoT ecosystems. The ability to accurately detect and mitigate cyber threats can significantly enhance the security posture of IoT environments. Moreover, the lightweight nature of our framework ensures minimal resource utilization, making it suitable for deployment in resource-constrained environments.



Future research endeavors will focus on several areas for improvement. Extensive validation of our detection framework in diverse IoT environments will be undertaken to evaluate its performance under real-world conditions. Furthermore, exploration of advanced machine learning techniques and anomaly detection algorithms will be pursued to enhance the system’s capabilities. Additionally, efforts will be directed toward developing methodologies for efficiently isolating compromised devices and devising adaptive defense mechanisms against evolving cyber threats.
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Figure 1. Prevalence of IoT cyber-attacks. 
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Figure 2. Comprehensive flow diagram for the hybrid system model. 
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Figure 3. Optimized SVM representation. 
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Figure 4. ARO steps for finding the optimum solution. 
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Figure 5. NRO steps for finding the optimum solution. 
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Figure 6. PSO steps for finding the optimum solution [44]. 






Figure 6. PSO steps for finding the optimum solution [44].



[image: Mathematics 12 01437 g006]







[image: Mathematics 12 01437 g007] 





Figure 7. Exploring the distribution. 
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Figure 8. Exploring the distribution of malicious features in relation to other dependent variables. (a) Feature protocol distribution; (b) Feature duration. 
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Figure 9. Outlier analysis and packet counting w.r.t different protocols. 
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Figure 10. Heat map correlation analysis of features and their dependency. 






Figure 10. Heat map correlation analysis of features and their dependency.



[image: Mathematics 12 01437 g010]







[image: Mathematics 12 01437 g011] 





Figure 11. Evaluating the significance of features in target prediction analysis. 
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Figure 12. Clustering for different group identification based on silhouette scores. 
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Figure 13. ROC curve analysis and optimization algorithm convergence. (a) ROC Curve Analysis; (b) Convergence of Optimization Algorithms. 
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Figure 14. Performance evaluation of accuracy values. 
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Figure 15. MCC values of existing algorithms and proposed ensemble methods. 
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Table 1. Overview of the literature.
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	Ref. No.
	Dataset Used
	Detection Sources
	Objective
	Results
	Limitations





	[20]
	Kitsune
	Network Traffic
	Introduce RNN-based anomaly detection system.
	Accuracy: 98%
	Unspecified testing duration.



	[21]
	DS1-D1, DS1-P
	Network Traffic
	Present detection of Internet of Things attack.
	Accuracy: 98.8%
	Relies on an outdated dataset.



	[22]
	Self-generated
	Network Traffic, API Calls
	Propose federated DL technique for IoT device security.
	Accuracy: 56%
	Struggles to achieve promised precision.



	[23]
	D’IOT
	Network Traffic
	Introduce self-learning scheme for the detection of compromised IoT devices.
	Accuracy: 95.6%
	Poor detection accuracy; lacks feature selection techniques.



	[24]
	ARM-based IoT
	Network Traffic
	Propose LSTM algorithm for IoT malware detection based on opcodes.
	Accuracy: 98%
	Limited by a minimal dataset.



	[25]
	NSL-KDD
	Network Traffic
	Present DL-based cybersecurity for IoT using deep and shallow models.
	Accuracy: 99.20%
	Dataset lacks IoT traffic/threats; based on standard network landscape.



	[26]
	NSL-KDD
	Network Traffic, App Permissions
	Introduce DL-enabled IDS using RNN-IDS.
	Accuracy: 97.09%
	Lengthy detection testing time.



	[27]
	CTU-13
	Network Traffic
	Propose DL-based botnet detection using statistical network flow features.
	Accuracy: 99%
	Unspecified testing duration.



	[28]
	Cresci et al.
	Content, Metadata
	Present DL-based model for bot detection using content and metadata.
	Accuracy: 90%
	Poor detection accuracy; lacks feature selection approaches. No testing time calculation. Missing FDR, confusion matrix, FOR, ROC curves, FPR, and FNR values.



	[29]
	Mirai and Self
	Network Traffic
	Propose novel DL-based packet-level detection in IoTs and networks.
	Accuracy: 99
	No testing time calculation. Missing confusion matrix and ROC curve analysis.



	[30]
	Real-time
	Network Traffic
	Provide an optimal offloading malware detection solution for mobile devices with Q-learning.
	Accuracy: 67%
	Insufficient precision.



	[31]
	DARPA KDDCUP99
	Network Traffic
	Introduce DL-based intrusion detection using deep belief network and PNN.
	Accuracy: 99.14%
	Missing FPR, FDR, FNR, and FOR values.
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	S/N
	Name of Dataset
	Name
	PCAP Size
	Duration (h)
	Packets
	Zeek Flows





	1
	TCU-IOT 4-2
	Tori
	3.7 MB
	24
	50,000
	3278



	2
	TCU-IOT 4-1
	Muhstik
	52 MB
	35
	496,000
	15,6804



	3
	TCU-IOT 5-1
	Okiru
	23 MB
	23
	1,300,000
	1,364,813



	4
	TCU-IOT 49-1
	Mirai
	1.30 MB
	24
	130,000
	3,394,746



	5
	TCU-IOT 18-1
	Kenjiro
	431 MB
	23
	60,000
	54,669



	6
	TCU-IOT 10-1
	Linux Hajime
	8.31 MB
	24
	637,000
	6,378,394



	7
	TCU-IOT 50-1
	Gagfyt
	3. 8 MB
	12
	217,000
	35,811



	8
	TCU-IOT 2-2
	Hide and Seek
	172 MB
	113
	1,786,000
	1,008,759










 





Table 3. Optimized parameter values by metaheuristic algorithms.
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Optimization Algorithm

	
Parameters

	
Computed Values






	
PSO_SVM

	
Best Solution

	
[2.8089, 744.65716]




	
Best Kernel

	
rbf, Best c: 744.65




	
Best Accuracy

	
[0.92748]




	
ARO_SVM

	
Best Solution

	
[2.9699, 441.7176]




	
Best Kernel

	
rbf, Best c: 441.71758




	
Best Accuracy

	
[0.94748091]




	
NRO_SVM

	
Best Solution

	
[2.16138857 197.13344351]




	
Best Kernel

	
rbf, Best c: 197.1334




	
Best Accuracy

	
[0.96759]











 





Table 4. Accuracy values of the proposed scheme and existing methods.
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k-Fold

	
Algorithms

	
NRO-SVM

	
ARO-SVM

	
PSO-SVM

	
SVM-GS [21]

	
KNN [25]

	
SVM [25]

	
ADA

	
LDA [25]

	
LG [19]

	
DTC [23]

	
NB [24]

	
NCC [22]

	
LM

	
XGB

	
GNGRUE [44,45]






	
Fold 1

	
F1 score

	
0.97

	
0.95

	
0.93

	
0.92

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Recall

	
0.99

	
0.99

	
0.98

	
0.99

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Precision

	
0.94

	
0.93

	
0.94

	
0.9

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.63

	
0.63

	
0.58

	
0.92




	
Accuracy

	
0.97

	
0.95

	
0.93

	
0.92

	
0.64

	
0.64

	
0.64

	
0.64

	
0.64

	
0.63

	
0.63

	
0.63

	
0.4

	
0.22

	
0.91




	
Fold 2

	
F1 score

	
0.96

	
0.94

	
0.92

	
0.93

	
0.69

	
0.66

	
0.67

	
0.69

	
0.64

	
0.62

	
0.68

	
0.33

	
0.34

	
0.7

	
0.93




	
Recall

	
0.98

	
0.98

	
0.97

	
0.98

	
0.69

	
0.66

	
0.67

	
0.69

	
0.64

	
0.62

	
0.68

	
0.33

	
0.34

	
0.7

	
0.93




	
Precision

	
0.94

	
0.93

	
0.94

	
0.91

	
0.57

	
0.57

	
0.57

	
0.57

	
0.57

	
0.57

	
0.57

	
0.62

	
0.62

	
0.57

	
0.92




	
Accuracy

	
0.96

	
0.94

	
0.92

	
0.93

	
0.63

	
0.63

	
0.63

	
0.63

	
0.63

	
0.62

	
0.62

	
0.62

	
0.4

	
0.21

	
0.92




	
Fold 3

	
F1 score

	
0.98

	
0.95

	
0.93

	
0.91

	
0.71

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.92




	
Recall

	
0.99

	
0.99

	
0.98

	
0.99

	
0.71

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.92




	
Precision

	
0.94

	
0.93

	
0.94

	
0.89

	
0.59

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.63

	
0.63

	
0.59

	
0.91




	
Accuracy

	
0.98

	
0.95

	
0.93

	
0.91

	
0.65

	
0.64

	
0.64

	
0.64

	
0.64

	
0.63

	
0.63

	
0.63

	
0.4

	
0.23

	
0.9




	
Fold 4

	
F1 score

	
0.97

	
0.95

	
0.93

	
0.93

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Recall

	
0.99

	
0.99

	
0.98

	
0.99

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Precision

	
0.94

	
0.93

	
0.94

	
0.91

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.63

	
0.63

	
0.58

	
0.92




	
Accuracy

	
0.97

	
0.95

	
0.93

	
0.93

	
0.64

	
0.64

	
0.64

	
0.64

	
0.64

	
0.63

	
0.63

	
0.63

	
0.4

	
0.22

	
0.92




	
Fold 5

	
F1 score

	
0.97

	
0.94

	
0.92

	
0.92

	
0.7

	
0.66

	
0.67

	
0.69

	
0.64

	
0.62

	
0.68

	
0.33

	
0.34

	
0.7

	
0.93




	
Recall

	
0.94

	
0.93

	
0.94

	
0.9

	
0.58

	
0.57

	
0.57

	
0.57

	
0.57

	
0.57

	
0.57

	
0.62

	
0.62

	
0.57

	
0.92




	
Precision

	
0.99

	
0.98

	
0.97

	
0.98

	
0.7

	
0.66

	
0.67

	
0.69

	
0.64

	
0.62

	
0.68

	
0.33

	
0.34

	
0.7

	
0.93




	
Accuracy

	
0.97

	
0.94

	
0.92

	
0.92

	
0.64

	
0.63

	
0.63

	
0.63

	
0.63

	
0.62

	
0.62

	
0.62

	
0.4

	
0.21

	
0.91




	
Mean

	
F1 score

	
0.97

	
0.94

	
0.93

	
0.92

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Recall

	
0.99

	
0.99

	
0.98

	
0.99

	
0.7

	
0.67

	
0.68

	
0.7

	
0.65

	
0.63

	
0.69

	
0.33

	
0.34

	
0.7

	
0.93




	
Precision

	
0.94

	
0.93

	
0.94

	
0.9

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.58

	
0.63

	
0.63

	
0.58

	
0.92




	
Accuracy

	
0.97

	
0.94

	
0.93

	
0.92

	
0.64

	
0.64

	
0.64

	
0.64

	
0.64

	
0.63

	
0.63

	
0.63

	
0.4

	
0.22

	
0.91











 





Table 5. Statistical analysis of the models.
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	Techniques
	XGB
	NB
	LG
	BERT
	SVM
	KNN
	GNGRUE
	CNN
	NRO_SVM





	Pearson’s
	−2.52
	0.878
	−5.95
	0.892
	0.967
	−2.52
	1.02
	0.02
	0.97



	Spearman’s
	−3.91
	0.864
	−1.06
	0.876
	0.952
	−3.87
	1.02
	0.02
	0.94



	Kendall’s
	−2.66
	0.689
	−5.65
	0.805
	0.819
	−2.66
	1.02
	−2.31
	0.91



	Chi-squared
	0.02
	13547.19
	0.204
	107.56
	3932.86
	0.062
	73,432
	−1.24
	1500.02



	Student’s
	0.842
	9.115
	−1.74
	16.37
	−0.205
	−3.47
	2.77
	0.026
	12.02



	Paired Student’s
	0.349
	23.9
	−8.1
	71.08
	−0.957
	−4.12
	0.02
	0.02
	30.02



	ANOVA
	0.842
	82.73
	−1.74
	267.22
	0.071
	−3.47
	7.56
	0.026
	70.02



	Mann–Whitney
	0.41
	20,718.02
	−5.46
	39,227
	37,020
	0.805
	31916
	0.0212
	1200.02



	Kruskal
	0.8
	82.45
	−1.07
	203.07
	0.098
	−4.5
	9.22
	0.0224
	50.02










 





Table 6. Comparison of the technical aspects with the recent trend.
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	Technical Aspects
	NRO_SVM
	ARO_ARO
	GS_SVM
	GNGRUE [44,45]





	Optimization Method
	Nuclear Reactor Optimization
	Artificial Rabbits Optimization
	Grid Search
	Jaya Algorithm (JA)



	Feature Extraction Strategy
	MDI sequences
	MDI sequences
	MDI sequences
	MDI, XGBoost, k-means, PCA, GNGRUE



	Computational Complexity
	Minimal
	Minimal
	Minimal
	Moderate



	Generalization Capability
	Strong
	Strong
	Strong
	Moderate



	Ensemble Learning Impact
	Yes (GS-SVM)
	No
	Yes (GS-SVM)
	Yes (GNGRUE)



	Resource Efficiency
	High
	High
	High
	Moderate



	Innovation in Malware Analysis
	Yes (MDI sequences)
	Yes (MDI sequences)
	Yes (MDI sequences)
	Yes (MDI, XGBoost,

k-means, PCA, GNGRUE)

increased complexity



	Adaptability to IoT Constraints
	Yes
	Yes
	Yes
	Moderate



	Potential for Future Enhancement
	Yes
	Yes
	Yes
	Moderate



	Integration of Optimization Algorithms
	Yes (NRO, ARO)
	Yes (ARO)
	No
	Yes (JA)



	Impact on Overfitting
	Reduced Overfitting
	Reduced Overfitting
	Reduced Overfitting
	Potential Overfitting (RNN)



	Performance Improvement
	Superior
	Superior
	Superior
	Good



	Time Complexity Reduction
	Yes (10% reduction)
	Yes (10% reduction)
	Yes (10% reduction)
	N/A



	Interpretability
	High
	High
	Low
	Moderate
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