
Citation: Yao, Y.; Zhu, Y.; Jia, Y.; Shi,

X.; Zhang, L.; Zhong, D.; Duan, J.

Research on Malware Detection

Technology for Mobile Terminals

Based on API Call Sequence.

Mathematics 2024, 12, 20. https://

doi.org/10.3390/math12010020

Academic Editor: Ioannis G. Tsoulos

Received: 7 October 2023

Revised: 24 November 2023

Accepted: 1 December 2023

Published: 21 December 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

mathematics

Article

Research on Malware Detection Technology for Mobile
Terminals Based on API Call Sequence
Ye Yao, Yian Zhu * , Yao Jia, Xianchen Shi , Lixiang Zhang, Dong Zhong and Junhua Duan

School of Computer Science, Northwest University of Technology, Xi’an 710072, China;
yaoye@nwpu.edu.cn (Y.Y.); jiayao2255@163.com (Y.J.); shixianchen@mail.nwpu.edu.cn (X.S.);
zhongdong@nwpu.edu.cn (D.Z.); duanjunhua@nwpu.edu.cn (J.D.)
* Correspondence: zhuya@nwpu.edu.cn

Abstract: With the development of the Internet, the types and quantities of malware have grown
rapidly, and how to identify unknown malware is becoming a new challenge. The traditional malware
detection method based on fixed features is becoming more and more difficult. In order to improve
detection accuracy and efficiency for mobile terminals, this paper proposed a malware detection
method for mobile terminals based on application programming interface (API) call sequence, which
was characterized by the API call sequence and used a series of feature preprocessing techniques
to remove redundant processing of the API call sequence. Finally, the recurrent neural network
method (RNN) was used to build the model and perform detection and verification. Furthermore,
this paper constructed a malware detection model based on a two-way recurrent neural network and
used the two-way long short-term memory network model (LSTM) to train the data set containing
5986 malware samples and 5065 benign software samples to obtain the final detection model and its
parameters. Finally, the feature vector of the APK file to be detected was passed into the model and
obtained the detection results. The experimental results indicated that the detection accuracy of this
method can reach 93.68%.

Keywords: cloud platform; deep learning; mobile terminal; malware detection

MSC: 68U01; 68U99; 68W99

1. Introduction

As one of the best-selling platforms in the mobile intelligent terminal market, the
Android system has a higher market share with the popularization of smart phones, tablet
PCs and smart wearable devices in recent years.

According to the 46th “Statistical Report on Internet Development in China” [1] of
the China Internet Information Center in 2020, in the first half of 2020, affected by the
epidemic, employment pressure has increased significantly in China. New businesses and
new models under the Internet platform economy have added a large number of jobs and
are becoming an important force supporting employment. Personal Internet applications
have shown a steady increase and expansion. In 2020, the Internet penetration rate reached
67.0%, and the proportion of Chinese Internet users using mobile terminals to access the
Internet reached 99.2%.

At the same time, malicious software for the Android system emerged in a large
stream. “The special report on Android malware in 2019” [2] pointed out that in the
whole year of 2019, the 360 Brain of Security intercepted about 1.809 million new malicious
program samples on mobile terminals, an increase of 5000 new mobile phone malicious
program samples every day on average. The 360 Brain of Security has intercepted about
950 million malicious program attacks for mobile phone users nationwide, with an average
of about 2.592 million attacks on mobile phones every day. In terms of the number of
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vulnerabilities in 2019, the product which had been ranked first in the Android market has
44 vulnerabilities. Therefore, the comprehensive detection of Android system malware has
been a major problem in the industry field.

At present, the methods for detecting Android malware are divided into static detec-
tion and dynamic detection [3]. The first detection method mainly analyzes APK files and
also features from configuration files and code files by the decompilation technique. The
dynamic detection method mainly monitors data and function calls in the software running
process, then processes and fuses features for matching [4,5].

For example, Cui Yanpeng [6] and others put forward an Android malware detection
method based on an abstract API call sequence. The method adopted the API package
name, confusion name and user-defined name to abstract the API call sequence so that
the abstracted sequence did not depend on the API version. On this basis, the random
forest classification algorithm was used to detect the malware. This method only detected
malicious software from the static analysis point of view but ignored the action of dynamic
features. In the same way, the detection method proposed by Song Xin et al. based on the
random forest algorithm [7] only defined authority permissions based on Android, and
the accuracy of the detection results was relatively low. In addition, the detection method
of mining data’s hidden features proposed by Zhang Yuling [8] and the detection method
based on an improved association rule mining algorithm proposed by Yan Zhe [9] et al. did
not analyze and detect the dynamic behavior of software during the runtime. Although
Wu Fan [10] obtained some hybrid features based on dynamic analysis and static analysis,
respectively, the analysis and extraction of dynamic features were not comprehensive and
did not fully consider the user’s current software operating status, as Su also found [11].

In summary, the research methods for mobile terminal malware detection by domestic
and foreign researchers have their own merits and advantages. However, the features they
extract or analyze have been limited to a certain aspect, have only used Android permis-
sions as valid features or have only analyzed the native code, and the above-mentioned
researchers did not fully explain the basis for the selection of features.

Therefore, in order to improve the detection accuracy and efficiency for mobile termi-
nals of its malware, this paper proposed a mobile terminal malware detection method based
on API call sequences. Firstly, the paper analyzed the dex object of mobile terminals soft-
ware, obtained its API call sequence and then used the AndroGuard [12] tool to obtain the
function call graph of APK files. Secondly, the paper used a series of feature preprocessing
techniques to remove the redundant processing of the API call relationship and obtained
the time series-based API call sequences. Finally, the recurrent neural network method
(RNN) was used to build the model and perform detection and verification. Furthermore,
this paper constructed a malware detection model based on a two-way recurrent neural
network and used the two-way LSTM network model to train the data set. The contribution
of our malware detection technology is mainly reflected in the following four points:

(1) The paper proposed an Android malware detection method based on API call se-
quences, which used the API call sequence as training and detection samples, used a
two-way recurrent neural network as its detection model and adopted the cloud platform
system as its deployment platform to improve the efficiency of malware detection;

(2) The paper proposed an API call sequence extraction method through analysis of the
dex object of mobile terminals software to improve malware detection accuracy and
efficiency for mobile terminals;

(3) The paper proposed a series of feature preprocessing techniques, such as redundant
subsequence removal and continuous same mode API removal, to remove the redun-
dant processing of the API call relationship and obtained the time series-based API
call sequence;

(4) The paper adopted the recurrent neural network method to build the detection method
and perform its detection and verification, which constructed a malware detection
model based on a two-way recurrent neural network and used the two-way LSTM
network model to train the data set.
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The remainder of the paper is organized as follows. Section 2 discusses the related
work. Section 3 describes the Android malware detection model, which mainly includes an
API call sequence extraction method, API call sequence processing method, API vectoriza-
tion and malware detection model based on a recurrent neural network. Section 4 presents
the cloud platform system design and deployment. Section 5 discusses the experimental
setup and result analysis. Section 6 concludes the article and gives future work.

2. Related Works

Dynamic detection and static detection are currently the mainstream methods for
detecting malicious software. The first one refers to running malicious software in a
simulated environment and analyzing whether it contains malicious behavior during
program operation. However, the static detection method refers to the use of relevant
tools to extract the behavioral characteristics of malicious software, such as opcodes, APIs,
binary sequences, etc., without running the software; the detection method only uses the
above data to complete detection and judgment.

Bernardi [13] et al. proposed a process-oriented and dynamic mining detection method.
This method identified the relationships and repeated execution patterns in the system
call traces collected from the application software by the process mining technology to
characterize its behavior. Jerbi [14] et al. proposed an AMD method based on the ge-
netic algorithm, which discovered new malicious behaviors by evolving a set of API call
sequences and following this evolutionary rule. Kuma [15] and others proposed a deep
learning technology based on LSTM and encoding–decoding neural network architecture
to detect and analyze malware by detecting the CPU, memory and battery usage. The
above three sets of methods analyzed the process, API call sequence and system status,
respectively, but they were all in a single way and did not detect or analyze multiple
features. As a result, detection accuracy can only be improved by their own algorithms.
Venkatraman et al. [16] proposed an image-based hybrid method and deep learning archi-
tecture, which were applied in malware classification. This method measured detection
performance by using various similarity measures of malware behavior patterns and a
cost-sensitive deep learning architecture; the shortcomings of this method were reflected in
the relatively single selection criteria in the process of software behavior pattern screening.
Han et al. [17] proposed a program behavior semantic detection method based on sequence
analysis of program behavior operations. Although this method could more accurately
understand the operational intent of malicious software, semantic detection often required
a large amount of feature data and computational resources. Zhao et al. [18] proposed a
dynamic analysis method based on an API dependency graph, but this method adopted
the method of calling API functions from the application layer, making many lower-level
system call function methods unable to be monitored, which to some extent affected the
accuracy of its detection. Hemalatha et al. [19] used a visualization-based method to de-
scribe malicious software binaries as two-dimensional images and classified the software
using a deep learning model. The authors of [20] proposed a method for extracting mali-
cious features based on adaptive software which compared and analyzed three types of
software features according to three aspects—effectiveness, system load and security—by
combining different search strategies and adjusted the weight of each feature to meet the
detection requirements of different malware. However, this method did not effectively
integrate the semantic features of malicious software, so there were certain shortcomings in
feature construction.

Furthermore, based on the above advantages, more and more studies in recent years
have tended to use cloud platforms to solve problems [21–23]. This paper proposes a
malware detection system based on a recurrent neural network on a cloud platform, which
uses a recurrent neural network algorithm to build a model for malware detection. While
improving the detection accuracy, this platform also strengthens the generalization ability
of the model. Since the construction of detection models and tasks requires high computing
capabilities, in order to ensure the detection efficiency of the detection system, the entire
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system is built on a cloud platform to give full play to the advantages of cloud comput-
ing, which can effectively reduce the burden on the client and improve the overall the
detection efficiency.

3. Android Malware Detection Model

In this section, the API call sequence extraction method is proposed first, which mainly
includes obtaining a function call graph, internal complete sequence acquisition and API
call sequence, etc. Next, the paper presents an API call sequence processing method, which
consists of redundant subsequence removal and continuous same mode API removal.
Furthermore, this section puts forward an API vectorization method. Lastly, the paper
describes the malware detection model based on RNN.

The cyclic neural network malware detection model based on the API call sequence
is mainly based on the API call sequence extracted from the decompiled APK file. The
feature vector is obtained after the feature preprocessing operation to train the cyclic neural
network malware detection model, which is used to detect malware. The detection model
architecture is shown in Figure 1.
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3.1. API Call Sequence Extraction Method

In this section, the API call sequence extraction method is proposed first. Through
analysis of the .dex files, the function call graph is extracted using AndroGuard. Then, the
depth-first traversal algorithm is used to obtain the internal complete sequence acquisition
from the function call graph and to obtain the API call sequence based on address information.

The paper fist analyzes the dex object for the APK file and obtains the API call graph
in the dex files. Then, it processes the edge information in the function call graph above
and obtains the API call relationship within each category. Next, it uses the depth-first
traversal algorithm to perfect each API call sequence in order to obtain and sort the multiple
complete in-class call sequences in light of the address information of the sequence head
node in the memory. At last, all the in-class call sequences are spliced together in order of
increasing address to construct a complete API call sequence. The above operation flow is
shown in Figure 2.
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The specific algorithm is shown in Algorithm 1.

Algorithm 1: Android software API call sequence extraction algorithm

Input:
APK file sample set
Output:
Android software API call sequence data set
Begin
Step 1: Input the APK files in the APK file sample set into the processing module.
Step 2: Obtain the package name of the main class in the current APK file.
Step 3: Use AndroGuard to construct a function call relationship graph under the corresponding
package name.
Step 4: Remove isolated nodes that do not have a function call relationship during the
construction process.
Step 5: Input the generated function call relationship graph into the extraction module.
Step 6: Record the node information in the function call relationship graph in nodes[].
Step 7: Traverse the edge information to obtain the calling sequence of all source nodes and record
in allSeqs[].
Step 8: Use the depth-first traversal algorithm to traverse allSeqs[] to obtain the complete call
sequence of all source nodes and record them in hasInternal[].
Step 9: Sort the sequence in hasInternal[] according to the increasing order of the source node
address information.
Step 10: Remove the internal nodes in hasInternal[] to obtain noInternal[].
Step 11: Splice the call sequence in noInternal[] in order from top to bottom to obtain the API call
sequence.
Step 12: Output the API call sequence to the specified file.
End

In Algorithm 1, the extraction of the API call sequence of the APK file can be divided
into two stages in general. The first one is to extract the function call relationship diagram,
including steps one to three. This stage is mainly completed by AndroGuard. In the first
stage, it is necessary to obtain the package name of the main class under the APK file. The
purpose is to extract the function call relationship diagram in a targeted manner to reduce
the redundant information that has little effect on the detection of malware. There are
isolated nodes with function call relationships. These nodes are still redundant information
and need to be removed. The second stage is the function call relationship graph analysis



Mathematics 2024, 12, 20 6 of 26

stage, which includes steps 4 to 9. The main purpose of this stage is to obtain API calls for
APK files sequence, so there are two problems to be solved: one is whether the obtained
call sequence is complete, and the other is whether the final call sequence is an API call
sequence based on time series. Steps 6 and 9 use a depth-first traversal algorithm and a
sequence integration method based on address information to solve these two problems
and to ensure that the output in step 10 is the key time series-based API call sequence in
the APK file. The activity diagram of the Android software API call sequence extraction
method is shown in Figure 3.
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3.1.1. Use AndroGuard to Obtain Function Call Graph

This paper mainly uses AndroGuard to obtain the function call graph of the APK file.
In order to make the obtained function call graph as concise as possible under the premise
of ensuring the integrity of the data, this paper only extracts the function call graph under
the package of the main class. There are mainly the following two steps:

(1) Determine the package name where the main class of the APK file is located;
(2) Construct a function call graph under a specific package name.

The function call graph obtained is a .gml file. In order to make the function call graph
look more intuitive, this method uses Gephi to visualize the .gml file. In the function call
graph, the function nodes are represented by black dots, and each function node has its
own label, which indicates the specific function represented by the function node. The
label also contains information such as the node number, function path, function name and
whether it is an external node (the function implementation is not in the current class), and
the label of the internal node (the function is implemented in the current class) also contains
the corresponding address information, located after the @ symbol. The calling relationship
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between function nodes is represented by a directed arrow, and the node pointed to by the
arrow is the called node.

3.1.2. Internal Complete Sequence Acquisition Based on Depth-First Traversal

After obtaining the API call graph, this paper analyzes the .gml file and obtains the
following two points: the first one is the number of nodes in the .gml file, and the last one
is the edge of API call graph.

In order to obtain the first one above, this method traverses all the leaf nodes in the file,
saves all the target nodes with call relationships under the same source node and integrates
the API call sequence of the source node in the order of the increasing number of nodes. In
response to the issue mentioned in (2) above, this method obtains the call sequences of all
source nodes and uses a depth-first traversal algorithm to obtain each call sequence.

3.1.3. Obtain API Call Sequence Based on Address Information

After obtaining multiple complete call sequences and sorting according to the address
information of the source node of each call sequence, the method removes all internal nodes
to obtain multiple call sequences with only external nodes.

After the obtained sequence is analyzed, it is found that there are repeated calling
sequences. These repeated calling sequences represent the same software behavior, and
only one copy is kept. It is necessary to perform repeated call sequence removal processing
so that only one copy of the same call sequence is retained in the API call sequence. For the
sake of sequence integrity, this detection technique keeps the calling sequence that appears
multiple times in the longest sequence and deletes the others. Finally, these sequences
are spliced together in order from top to bottom and end to end to get a complete API
call sequence.

3.2. API Call Sequence Processing Method

In this section, the paper presents an API call sequence processing method. After
analyzing the API call sequence of part of the malware, it is evident that there are a
large number of subsequences in the obtained sequence that have little effect on sam-
ple classification, so removing redundant subsequences and using a continuous same
mode API method to improve model training efficiency and increase detection accuracy is
put forward.

3.2.1. Redundant Subsequence Removal

The API call sequence extraction technology extracts the time series-based API call
sequence from the APK file. However, due to the different number of API calls between
different samples, the API sequence length of each sample obtained by the above method
is different. And by analyzing the API call sequence of part of the malware, it is found
that there are a large number of subsequences in the obtained sequence that have little
effect on sample classification, so it is necessary to remove these redundant subsequences
to improve model training efficiency and increase detection accuracy.

(1) Sample subserialization

This detection technology is based on the N-gram algorithm to subserialize the API
call sequence. The basic idea of the adopted N-gram algorithm is that in the obtained API
call sequence, a sliding window of size N is used to divide the entire long sequence into
multiple short sequences of length N.

Figure 4 is an integer sequence corresponding to an API call sequence, and the process
of subsequence division based on the N-gram method of this detection technology. The
size of the sliding window is 4, and the sliding step of the sliding window is 1.
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(2) Subsequence validation

The number of subsequences obtained after N-gram sample subsequence extraction
is very large. It is necessary to screen out those subsequences that have a large effect on
classification in the detection process. In this paper, a feature selection method based on
information gain is used to select subsequences. The main idea of information gain is that
for a subsequence, the amount of information contained in the system is different with
and without it. The difference between the amount of information before and after this is
the amount of information that the subsequence brings to the system. The following is an
example to illustrate the operation of this method, as shown in Table 1.

Table 1. Information gain application examples.

Normal Malicious Total

Number of samples 5 10 15
Subsequence 1 3 5 8
Subsequence 2 2 5 7

Information entropy:

E(S) = − 5
15

log2(−
5

15
)− 10

15
log2(−

10
15

)] = 0.9182

Conditional entropy of subsequence 1:

E(g1) =
8
15

[
−3

8
log2(−

3
8
)− 5

8
log2(−

5
8
)] = 0.51115

Conditional Entropy of Subsequence 2:

E(g2) =
7
15

[
−2

7
log2(−

2
7
)− 5

7
log2(−

5
7
)] = 0.40278

Information gain of subsequence 1:

IG1 = E(S)− E(g1) = 0.9182 − 0.51115 = 0.40705

Information gain of subsequence 2:

IG2 = E(S)− E(g2) = 0.9182 − 0.40278 = 0.51542

Through the information gain algorithm, the amount of information contained in
each subsequence is calculated, and then the subsequence with higher information con-
tent is selected as the effective feature subsequence. Such subsequences can better re-
flect the difference between normal samples and malicious samples because they have
better distinction.
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(3) Effective subsequence ordering

The subsequences filtered by the information gain are all valid subsequences, that is,
they exhibit good distinction between whether the software is malicious or not. Now it is
necessary to integrate all the effective subsequences to obtain an effective long sequence
based on time. This article uses the list of sample subsequences obtained through N-gram
as a dictionary set. The set of effective subsequences selected by the information gain
is called a data set. Extract the N-gram subsequences existing in the data set from the
dictionary set and connect them according to the order of the dictionary set to obtain an
effective long sequence based on time, as shown in Table 2.

Table 2. Four-gram subsequence connection.

Subsequence a Subsequence b Result

S1S2S3S4 S3S4S5S6 S1S2S3S4S3S4S5S6

S1S2S2S2 S2S2S2S2 S1S2S2S2S2S2S2S2

3.2.2. Continuous Same Mode API Removal

As shown in Table 2, after the effective subsequence is serialized, adjacent feature
items may appear in the effective long sequence, which has no effect on distinguishing
normal software from malicious software and is also redundant information. In order to
reduce the length of the feature sequence input to the model but not decrease the amount
of information retained by the call, the continuous same API function removal method in
reference [13] in this article is used. Table 3 shows the method of continuous same mode
API removal adopted in preprocessing.

Table 3. Continuous same mode API removal.

Continuous Same Pattern After Removal

S1S2S2S2S2S2S2S2 S1S2
S2S2S2S2S2S2S2S2 S2S2

3.3. API Vectorization

In this section, the paper puts forward a Mikolov’s skip-gram network model to obtain
the API vectorization so that it can be input into the neural network to be processed. For the
API called by the software, the above operations have been preprocessed. In order to input
the neural network, it needs to be converted into a vector. This paper refers to Mikolov’s
skip-gram network model [19] to train the API word vectors. Mikolov’s skip-gram network
mode architecture is shown in Figure 5.
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In order to find the word representations, the paper uses the skip-gram mode to
predict the surrounding words in a sentence or document, which includes the following
four steps:

Step 1: For each API function, this model adopts a specific integer representation, and
the integers correspond to different API functions, which are all different.

Step 2: For the entire API data set, the model performs a one-hot encoding method as
in Table 4, which illustrates the one-hot encoding rules.

Table 4. API one-hot encoding.

API Name Index One-Hot Vector

getAllCellInfo() 0 [1, 0, 0, 0, 0]
isActiveNetworkMetered() 1 [0, 1, 0, 0, 0]

getPhoneCount() 2 [0, 0, 1, 0, 0]
getSimState() 3 [0, 0, 0, 1, 0]

dataChanged() 4 [0, 0, 0, 0, 1]

Step 3: Use all one-hot encoded API vectors as the input data to train the skip-gram model.
Step 4: The range parameter can be set according to the specific scenarios which are

in the output layer of the skip-gram model. In this model, the larger n is, the more the
training examples are generated, and the higher the accuracy will be. However, the training
time will also increase. After the training is performed, this model outputs the embedding
weight matrix and uses the results of the one-hot vector of the API sequence and the weight
matrix to represent the embedding vector of the sequence (Figure 6).
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Assume that the weight matrix of embedding is the dense matrix W [vocabSize, embed-
dingSize], where the parameter vocabSize is the number of all items. The other parameter,
embeddingSize, is the vector length, which can be classified according to where the effect
is set, which is set to 5 before the start of training. In the function Embedding_Lookup (W,
var), the parameter var is a one-hot vector of a certain API, the size of which is from 1 to
vocabSize. The one-hot vector in this method is multiplied by the matrix W [vocabSize,
embeddingSize], and the result is a vector [1, embeddingSize]. In this paper, the value of
the embedding weight matrix W could be initialized randomly before the start of training,
which is updated with continuous automatic derivation, so that the embedding vector
corresponding to each API will gradually stabilize with training process (Algorithm 2).

Algorithm 2: API call sequence vectorization algorithm based on skip-gram model

Input:
API call sequence in the sample set
Output:
API call sequence vector matrix
Begin

Step 1: Perform one-hot encoding for each API function in the API call sequence to obtain a sparse
matrix based on one-hot encoding.
Step 2: Set the window size c of the output layer in the skip-gram model.
Step 3: Determine the number of API functions near the center API function.
Step 4: Input the one-hot encoded sparse matrix into the skip-gram network model and train each
API function in the API call sequence as the central word in turn.
Step 5: Obtain the conditional probability of generating the background word given the central
word. It is calculated as follows:

P(ωo|ωc) =
exp(uT

o vc)
∑i∈V exp(uT

i vc)

(where the total number of APIs in the API call sequence is V, and the index of the API function in
the API call sequence is i. When it is the central word, the vector is expressed as vi, and when it is
the background word, the vector is expressed as ui. Suppose the central word ωc is in the API, the
index in the calling sequence is c, and the background word ωo is indexed in the API calling
sequence).

Step 6: After obtaining the above conditional probability, substitute the calculation result into the
loss function:

−
T
∑

t=1
∑

−m≤j≤m,j=0
logP

(
ω(t+j)

∣∣∣ω(t)
)

logP(ωo|ωc) = uT
o vc − log

(
∑

i∈V
exp

(
uT

i vc
))

Step 7: Use the gradient descent method to derive the head word:

∂logP(ωo |ωc)
∂vc

= uo −
∑j∈V exp

(
uT

j vc

)
uj

∑i∈V exp(uT
i vc)

= uo − ∑
j∈V

P
(

ωj

∣∣∣ωc

)
uj

Step 8: After the central word gradient is obtained, it can be updated iteratively according to this
gradient.
Step 9: After the central word update is completed, the same method is used to update the
background word;
Step 10: After the training is completed, for any API function with index i in the API call sequence,
two sets of word vectors vi and ui of the API as the central word and the background word can
be obtained.

(Generally speaking, the central word vector will be used as the representation vector
of the word).
End



Mathematics 2024, 12, 20 12 of 26

3.4. Malware Detection Model Based on Recurrent Neural Network

In this section, the paper constructs a malware detection model based on a two-way
recurrent neural network and uses the two-way long short-term memory network model
(LSTM). Finally, the feature vector of the APK file to be detected is passed into the model
and the detection results are obtained.

3.4.1. Two-Way LSTM Network Model

The application of the recurrent neural network in malware detection mainly uses
time series-based API call sequence information extracted from APK files as the sample
features to train the recurrent neural network algorithm model and then uses this model
to detect whether unknown software is malware. This detection model is mainly trying
to find the difference between malware and normal software in some API call sequences,
mining the hidden information in the API sequence information and trying to understand
the true intention of the program through the API sequence.

The recurrent neural network selected in this article is LSTM. While the LSTM re-
current neural network exhibits selective memory, the unidirectional LSTM model faces
the challenge of uneven output information distribution [24,25]. Specifically, positional
information that is distant from the output unit is prone to being easily ignored. Therefore,
the idea of the bidirectional cyclic neural network is used to construct a bidirectional LSTM
network model. The basic idea of the two-way recurrent neural network is to use two
recurrent neural networks: one network uses the forward sequence for training, the other
one uses the reverse sequence for training, and finally the outputs of the two recurrent
neural networks are combined. The advantage of this structure is that the complete context
information is provided for each datum in the input sequence, which makes the judgment
of the current input more accurate. The six unique weights in the entire network are
repeatedly used at each step, and the six weights correspond to the follows: input to the
forward and backward hidden layers (w1, w3), the hidden layer to the hidden layer itself
(w2, w5), and the forward and backward hidden layer to the output layer (w4, w6). The
recurrent neural networks in both directions have their own states, and there is no direct
connection between them. The network architecture is shown in Figure 7.
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In the two-way LSTM network model constructed in this paper, two LSTM networks,
one forward and one reverse, are trained at the same time so that the API sequence
covers its own context information, and the final state hn output by the two networks is
combined. As the training result of the sample, the training result can be judged through a
sigmoid function.
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In the LSTM structure, there are multiple state values at the same time. Figure 8 shows
the use of a single LSTM unit in a malware detection scenario.
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An API call sequence contains multiple API functions called at different moments.
When the API call sequence is input into the LSTM cyclic neural network, different API
functions are regarded as the input information at different moments.

In Figure 8, xt is the input at the current time, which is the API function called at time
t in the API call sequence, ht−1 is the state of the hidden layer at the previous time, ht is
the state of the hidden layer at the current time, ct−1 is the state of the unit at the previous
time, ct is the state of the unit at the current time, and yt is the output of the node at the
current time.

The LSTM involves the calculation of forget gates, input gates and output gates when
performing forward calculations [26,27]. The forget gate mainly determines how much
information in the API call sequence can be retained until the current moment as of the
last moment. The processing flow is shown in Figure 9. In this figure, [ht−1,xt] means
that the two vectors are spliced in at the same time; the reserved information in the API
call sequence up to the current moment and the API function at the current moment are
connected into a vector, where ω f is the weight matrix of the forgetting gate, ft is the
output of the forgetting gate at the current moment, σ is the sigmoid function, and b f is the
forgetting gate.
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The input gate is mainly to avoid some common API functions and API functions
that benign applications will also call from entering the network by examining how much
information in the API function called at the current moment can be recorded. The pro-
cessing flow is shown in Figure 10, where ωi is the weight matrix of the input gate, it is
the output of the input gate at the current moment, bi is the bias value in the input gate,
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ωc is the weight matrix of the unit, and c‘
t is the temporary state of the unit at the current

moment. The unit state at the current moment is mainly obtained by the product of the
unit state at the previous moment and the output of the forgetting gate, and it adds the
output of the input gate at the current moment and the temporary state of the cell. In this
way, the unit state can be saved in the previous API call sequence. Due to the control of the
input gate, it is possible to prevent the API functions that have little effect on the detection
of malware from entering the network.
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The output gate mainly controls the historical API call sequence information, which
filters the content that can be used for the final output and controls the impact of long-term
memory on the current output. The processing flow is shown in Figure 11, where ωo is
the weight matrix of the output gate, bo is the offset value in the output gate, and ot is the
output of the output gate at the current moment.
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When LSTM conducts reverse propagation, the back propagation of the error term
mainly involves two directions as follows:

(1) Back propagation along time, that is, starting from the current time t, the method
calculates the error term at each time. The learning objectives involved here are mainly
eight sets of parameters, which are the weight matrix and bias values ω f and b f of
the forgetting gate. The method needs to input the weight matrix and bias values ωi
and bi of the gate, output the weight matrix and bias values ωo and bo of the gate and
calculate the weight matrix and bias values ωc and bc of the unit state.
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(2) To propagate the error to the next level, the calculation formula here is as follows:

∂E
∂netl−1

t
= (δT

f ,tω f x + δT
i,tωix + δT

∼
c ,t

ωcx + δT
o,tωox) ◦ f ′(netl−1

t ) (1)

where
δT

f ,t = δT
t ◦ ot ◦

(
1 − tanh(ct)

2
)
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2
)
◦ ∼
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∼
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◦ it ◦

(
1 − ∼

c
2
)

(4)

δT
o,t = δT

t ◦ tanh(ct) ◦ ot ◦ (1 − ot) (5)

In Formulas (1)–(5), the symbol ◦ represents cycle multiplication.

3.4.2. Embedding Layer Preprocessing Technology

Usually, the LSTM network needs to set up an embedding layer before performing
the task. The function of this layer is to re-encode the one-hot vector of the input data to
change the input matrix from a sparse matrix to a dense matrix [18].

Figure 12 shows the conventional operation of the embedding layer, which performs
one-hot encoding of the feature vector and then through training of the embedding layer
converts it into a dense feature matrix and then inputs it into the detection model. The
weight matrix of the embedding layer here is initialized randomly. This operation method
will cause the input feature vector to lose some attributes during the training process, and
the training of the embedding layer takes a lot of time, which leads to a high cost of training
time for the malware detection model. Therefore, this paper puts the embedding matrix
trained during API vectorization directly into the embedding layer here, which speeds up
the model convergence while preserving the input attributes.
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3.4.3. Network Model Training

After the design of the parameters and structure of the cyclic neural network model for
malware detection is completed, the model needs to be trained to detect unknown software.
The learning algorithm of the recurrent neural network model for malware detection is
shown as Algorithm 3. The activity diagram of the malware detection algorithm based on
a recurrent neural network is shown as Figure 13.
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Algorithm 3: Malware detection algorithm based on recurrent neural network

Input:
APK file training data set
T = {X1, X2, X3, . . . , XN}
where
Xi = (x1, x2, x3, . . . , xt, . . . , xn), i = 1, 2, 3, . . . N
is the API call sequence corresponding to the APK file.
Output:
LSTM network model in malware detection
scenarios
Begin

Step 1: Initialize the malware detection network. Clarify the number of nodes m, h, n of the input
layer, hidden layer and output layer of the network.
Step 2: Initialize the weights, hidden layer and output layer bias between them.
Step 3: Initial weights and biases are generally initialized randomly to −1 to 1 or between 0.5 and 0.5.
Step 4: Determine the excitation function and learning rate.
Step 5: Signal forward transmission process: The input vector, representing the sequence of API
calls, traverses the hidden layer, undergoes nonlinear transformation and influences the output
node to produce the predicted classification result. The calculation method of each threshold in
the forward conduction process is as follows.
Step 6: Update forget gate output:

ft = σ
(

W f ht−1 + U f xt + b f

)
Step 7: Update input gate output:

it = σ(Wiht−1 + Uixt + bi);
at = tanh(Waht−1 + Uaxt + ba)

Step 8: Update cell state:

ct = ct−1 ⊙ ft + it ⊙ at.

Step 9: Update output gate output:

ot = σ(Woht−1 + Uoxt + bo);
ht = ot ⊙ tanh(ct)

(In the above formula, W f , Wi, Wa, and Wo are the weight coefficient vectors of the forget
gate, the input gate and the output gate, respectively. U f , Ui, Ua, andUo, respectively, correspond
to the linear relationship coefficients of the three gate control devices, and b f , bi, ba, bo,
respectively, correspond to the offset of the linear relationship of the three gate control devices).

Step 10: Get the predicted output of the current APK file:

ŷt = σ(Vht + c)

Step 11: Calculate the error between the predicted classification value of the output layer after the
malware detection network and the label value of the APK file itself.
Step 12: Error back propagation: the output layer error is transmitted in the opposite direction
(output layer → hidden layer → input layer) to update the weight of each connection and the bias
of each node.
Step 13: The same method above (step 12) is used as the traditional RNN idea; through gradient
descent, the method iteratively updates all parameters.
Step 14: When LSTM is propagating backward, only δct is propagating backward, and

δht only helps the current layer calculation:
δht =

∂L
∂ht

= VT(ŷt − yt)

δct =
∂L
∂ct

= δht ⊙ ot ⊙
(

1 − tanh2(ct)
)
+ δct+1 ⊙ ft−1

Step 15: In recursive training, the iteration ends when the predicted error rate is lower

than the preset threshold.
End
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The malware detection model, based on a recurrent neural network, is trained using
the API call sequence as the feature. Throughout the training process, the parameters in the
detection model are continually adjusted based on the degree of fit between the classification
results of the training software and the actual outcomes. Eventually, a malware detection
model with discerning capabilities from benign software is derived. This detection model
can then be employed to identify test software or unknown software.

4. Cloud Platform System Design and Deployment

In this section, the cloud platform-based malware detection and storage subsystem
are proposed first. Next, the paper presents a cloud platform-based malware detection
computing subsystem and analysis subsystem. In order to accelerate the training process
of the malware detection model, this paper adopts the distributed parallel computing
framework based on cloud computing architecture. Finally, the data flow diagram of the
malware detection and analysis subsystem based on a cloud platform is described in detail.

The data processing process of the malware detection cloud platform constructed
in this paper can be roughly divided into the data collection phase, the data persistence
phase, the data processing phase and the result feedback phase. The data collection stage is
divided into two parts. The first one is manual collection, which is mainly to collect the
data set required for the training of the malware detection model. The second one will
collect a variety of Android installation software packages and transmit them over the
network. In the data persistence stage, the cloud platform will be responsible for receiving
the installation software package transmitted by the client and the training data set of the
storage model [28–31]. The data processing stage includes a series of substages, such as
feature extraction, feature data preprocessing and model training, which is the core stage
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of the entire detection cloud platform. The result feedback stage is mainly to return the test
results of the cloud platform to the user according to the upload order of the client, which
gives the user a clear visual test result.

The cloud platform system comprises the malware detection storage subsystem, the
malware detection computing subsystem and the malware detection analysis subsystem
according to their functions.

4.1. Cloud Platform-Based Malware Detection and Storage Subsystem

In this section, the paper presents a cloud platform-based malware detection and
storage subsystem system architecture, which is integrated on Hadoop common storage
components and some specific ones.

The main functions of this subsystem are the parallel transmission of files and the
distributed storage of files. Good fault tolerance, seamless scalability to handle big data and
convenient access to massive data sets are essential requirements. The specific architecture
is illustrated in Figure 14.

Mathematics 2023, 11, x FOR PEER REVIEW 19 of 27 
 

 

feature extraction, feature data preprocessing and model training, which is the core stage 
of the entire detection cloud platform. The result feedback stage is mainly to return the 
test results of the cloud platform to the user according to the upload order of the client, 
which gives the user a clear visual test result. 

The cloud platform system comprises the malware detection storage subsystem, the 
malware detection computing subsystem and the malware detection analysis subsystem 
according to their functions. 

4.1. Cloud Platform-Based Malware Detection and Storage Subsystem 
In this section, the paper presents a cloud platform-based malware detection and 

storage subsystem system architecture, which is integrated on Hadoop common storage 
components and some specific ones. 

The main functions of this subsystem are the parallel transmission of files and the 
distributed storage of files. Good fault tolerance, seamless scalability to handle big data 
and convenient access to massive data sets are essential requirements. The specific archi-
tecture is illustrated in Figure 14.  

To integrate based on Hadoop [32] common storage components, the specific com-
ponents are as follows: 
(1) HDFS is a distributed file system [33]. It can detect and respond to hardware failures 

and is used to running on low-cost general-purpose hardware. It provides high-
throughput application data access functions through streaming data access; 

 
Figure 14. Cloud platform-based malware detection and storage subsystem architecture diagram. 

(2) HBase is a scalable, highly available, high-performance and column-oriented dy-
namic database designed for unstructured data [34]. The data stored in HBase can be 
processed using MapReduce; 

(3) Hive is a data warehouse architecture based on Hadoop [35], providing data storage 
management and query and analysis capabilities for large data sets; 

(4) Finally, considering the efficiency of the cloud platform on certain occasions in actual 
application development, it is also necessary to deploy and build an efficient data 
caching component Redis, which provides a data caching function based on computer 
memory and supports multiple data types and storage methods (key-value type). 
At this point, the malware detection storage subsystem based on the cloud platform 

has basically been constructed. The storage subsystem designed through the above archi-
tecture has the following advantages: 

Figure 14. Cloud platform-based malware detection and storage subsystem architecture diagram.

To integrate based on Hadoop [32] common storage components, the specific compo-
nents are as follows:

(1) HDFS is a distributed file system [33]. It can detect and respond to hardware failures
and is used to running on low-cost general-purpose hardware. It provides high-
throughput application data access functions through streaming data access;

(2) HBase is a scalable, highly available, high-performance and column-oriented dynamic
database designed for unstructured data [34]. The data stored in HBase can be
processed using MapReduce;

(3) Hive is a data warehouse architecture based on Hadoop [35], providing data storage
management and query and analysis capabilities for large data sets;

(4) Finally, considering the efficiency of the cloud platform on certain occasions in actual
application development, it is also necessary to deploy and build an efficient data
caching component Redis, which provides a data caching function based on computer
memory and supports multiple data types and storage methods (key-value type).

At this point, the malware detection storage subsystem based on the cloud platform has
basically been constructed. The storage subsystem designed through the above architecture
has the following advantages:

(1) Extremely strong scalability and easy maintenance. From an architectural point of
view, the subsystem itself is independent of other cloud platform-based malware
detection subsystems, so it can be used in the future according to changes in specific
usage scenarios make improvements;
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(2) Reliability and security: The bottom layer of the cloud platform-based malware
detection storage subsystem uses the distributed file management system unique
to Hadoop as the data storage core, which is solved by uniformly using the storage
disks provided by the cluster. A large amount of data is stored on a single computer.
This design greatly improves the reliability and security of the cloud platform-based
malware detection storage subsystem in terms of data storage;

(3) Multiple types of data storage: The malware detection and storage subsystem based
on the cloud platform integrates multiple data storage components, so that it can
not only store APK files but can also provide a way to store feature vectors and
detection results.

4.2. Cloud Platform-Based Malware Detection Computing Subsystem

In this section, the paper presents a Cloud platform-based malware detection comput-
ing subsystem architecture, which is integrated on MapReduce and Spark components.

The main task of this subsystem is to complete the computational tasks in malware de-
tection, as its system structure and functional components directly affect the training speed
of the malware detection model. The main components of this subsystem include MapRe-
duce and Spark. The working principle of the malware detection calculation subsystem is
shown in Figure 15.
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MapReduce primarily handles the computation of offline tasks. This component
abstracts the entire parallel computing process into two functions: it reads and preprocesses
data in the map phase, and then sends the preprocessed results to the reduce phase for
merging. A MapReduce program only needs to specify map(), reduce(), input and output;
the framework takes care of the rest.

Spark is responsible for the processing of real-time tasks. The Spark cluster is com-
posed of driver, cluster manager (Standalone, YARN or Mesos) and worker node. For
each Spark application, there is an executor process on the worker node, and the executor
process includes multiple task threads. After the task on Spark is started, the driver applies
for resources from the cluster manager, and the cluster manager sends a call-up signal to
certain work nodes. The recruited work node starts the executor process to respond to the
call and applies for tasks from the driver, and the driver distributes the program code of
the task and different data pieces to the work node. Each work node performs a complete
logical task based on the data it receives. After completing the training, the task parameters
are summarized and sent to the driver program. Finally, the parameters are averaged.

The malware detection computing subsystem based on the cloud platform designed
in this paper uses the Spark on YARN operating mode. The operating process of the
subsystem is as follows:
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(1) After the malware detection task is started, the corresponding driver initiates a re-
source application request to the resource manager in YARN;

(2) After receiving the resource application request, YARN selects an agent node in
the cluster as the first container of the malware detection program and opens the
application manager of the malware detection program in the current container;

(3) Register the application manager of the malware detection program in Resource
manager so that the resource manager can be used to observe the execution of the
malware detection program;

(4) The application manager of the malware detection program performs the remaining
resource allocation tasks;

(5) After the application manager completes the application for the required container, it
initiates a task request to the Spark context in the driver by communicating with the
rest of the work node;

(6) Spark context assigns tasks to work nodes. Each work node returns the execution
status of the current task to the application manager while executing the detection
program. Through the application manager, the execution status of all tasks under the
work node can be learned;

(7) While waiting for the task execution to end, the driver will summarize and output the
task running results, and the application manager will log off the malware detection
program to the resource manager.

In order to accelerate the training speed of malware detection models, the malware de-
tection module based on the cloud service adopts the Spark distributed parallel computing
framework for parameter training. The working principle of the parallel training process
of the malware detection model is shown in Figure 16.
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4.3. Cloud Platform-Based Malware Detection and Analysis Subsystem

In this section, the paper presents a cloud platform-based malware detection and
analysis subsystem architecture, which serves as the core of the malware detection system,
constructed upon the storage subsystem and the computing subsystem. The core logic code
of the malware detection technology is executed within this subsystem.

The data flow of this subsystem is illustrated in Figure 17. The data flow of the
subsystem is designed as follows:

(1) Input the APK file sample set from the storage subsystem and perform the API call
sequence feature extraction operation on the sample set;

(2) After the feature extraction is completed, it enters the data preprocessing stage. In
this stage, the skip-gram network model needs to be trained with the sample set, and
then the output of the model is preprocessed;
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(3) Use the preprocessed data to train the detection model. The detection model selected
here is a two-way LSTM network model. The model here is built on the core engine
of Spark, which can ensure the rapid construction of the model;

(4) After completing the model training, store the trained model in the cloud model ware-
house;

(5) Input the APK file to be detected from other subsystems to the analysis subsystem, call
the corresponding malware detection model, and finally generate predictive analysis
of the data.
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This paper used the experimental sample data provided in Section 5 to test the ma-
licious software detection method proposed in this article on PC machines and cloud
environments. The time required for detecting different samples is shown in Table 5. It can
be seen that the cloud-based malware detection deployment method has sufficient com-
puting resources, storage resources and network resources, and the experimental results
indicate that a malicious detection method in a cloud platform environment has lower
detection time and higher detection efficiency than in PC computing ones.

Table 5. The experimental sample data for PC machines and cloud environments.

Deployment 50 Samples 200
Samples

500
Samples

1000
Samples

2000
Samples

PC 1.21 (s) 2.34 (s) 4.53 (s) 9.71 (s) 15.32 (s)
Cloud sys. 0.74 (s) 0.91 (s) 1.12 (s) 1.34 (s) 1.68 (s)

5. Experiment and Result Analysis

The experiments in this paper were performed on three servers with i7-10700K CPU,
32 G memory, 3.9 GHz main frequency, NVIDIA 3060 graphics card and Ubuntu 20.04 system.

Before the experiment, the data sources tested in this article were first introduced. The
samples were collected between August 2010 and October 2012 and were provided by the
MobileSandbox project. The Canadian Institute of Cyber Security provided the second part
of the publicly available CICAndMal2017 data set, namely CICInvesAndMal2019, which
includes permissions and intents as static functions, the API calls and all the generated
log files as dynamic functions, which are divided into three steps (during installation,
before restart and after restarting the phone). In this part, by combining the previous
dynamic features (80 network flows using CICFlowMeter-V3) with the two-gram sequence
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relationship of API calls, the performance of the malware category and family classification
improved by about 30%. In addition, these features were checked in the presented two-
layer malware analysis framework. The company also provides other capture functions,
such as battery status, log status, packages, process logs, etc.

For the sake of evaluating the effectiveness of malware detection methods, this paper
proposed some indicators, such as detection accuracy and recall rate, etc. In order to reduce
the error caused by the imbalance between the test set and the training set, the 10 times
10-fold cross-validation method was used in the experiment. In this test validation, the
paper obtained a total of the 10 times 10-fold cross-validation tests, and the average of the
results obtained from these validation tests was used as the final performance test result.

In order to determine the optimal size of the window value in the N-gram algorithm
on the current sample set, this paper changed the window value while increasing the
number of training sets and compared the changes in the evaluation indicators of the
malware detection model.

Figure 18a–d illustrate changes in accuracy, precision, recall and F1 value across
different window sizes and sample set numbers, and the different colors in the figure
represent the changes in performance indicators with different WINDOWS sizes.The ac-
curacy demonstrates an overall upward trend with an increase in the number of sample
sets. It consistently rises and peaks when the sample set reaches its maximum, and the
window size is four. In terms of recall, the overall index is higher, and it is on the rise
with the increase in the number of sample sets. The main reason for this phenomenon
may be malware samples in the sample set being larger, as the malware detection model
tends to divide the software to be detected into malware. The F1 value of the malware
detection model also reaches the maximum when the number of samples is the largest and
the window size is four. Based on the above analysis, for the window value in the N-gram
algorithm, it is most appropriate to choose four under the current data set.
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length of the newly formed feature vector. The amount of information contained in feature



Mathematics 2024, 12, 20 23 of 26

vectors of different lengths is also different. Generally speaking, the longer the vector,
the greater the amount of information, but when the length of the feature vector input to
the malware detection model increases, the training time of the model also increases. It
will become longer, and the detection efficiency will decrease. Therefore, a comparative
experiment was used to determine the optimal number of subsequences in the current
test environment.

Figure 19a–d, respectively, show the changes of accuracy, precision, recall and F1 val-
ues under different numbers of subsequences and different sample sets, and the different
colors in the figure represent the changes in performance indicators with different WIN-
DOWS sizes. From the figure, it can be seen that the accuracy as a whole increases with
the number of sample sets. It is on the rise, but at different stages of the number of sample
sets, when the number of sequences is small, the accuracy is lower. When the number of
sample sets reaches the maximum and the number of subsequences is 1200, the accuracy
reaches the maximum. The reason for this phenomenon may be that when the number of
subsequences is small, the malware detection model cannot collect enough information to
distinguish malware. The precision as a whole increases with the increase in the number of
sample sets, and the change is relatively stable. When the sample set reaches its maximum,
subsequence precision peaks at 1200 sequences. Recall starts above 50% from the beginning
and steadily increases with the growth of the sample sets. This trend indicates that the
malware detection model tends to classify the software under detection as malware. The
malware F1 of the detection model reaches the maximum when the number of sample sets
reaches the maximum and the number of subsequences is 1200. In summary, the number
of subsequences is 1200 in the current data set.
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In order to verify the effectiveness of the detection model (Mod1) proposed in this
paper, the API sequence-based recurrent neural network detection model (Mod2) [3]
constructed by Xu Hao of Beijing University of Posts and Telecommunications and the API
feature-based detection model constructed by Wang Tianqi of Beijing University of Posts
and Telecommunications were selected. A logistic regression detection model (Mod3) [7]
was compared. The experimental results obtained are shown in Table 6.
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Table 6. Evaluation indicators for different detection models.

Index Mod Mod1 Mod2 Mod3

Accuracy 93.68% 88.72% 93.53%
Precision 88.64% 91.7% 92.66%

Recall 96.53% 97.91% 93.00%
F1 92.42% 94.70% 92.83%

Figure 20 shows the comparison between several malware detection models. It can
be seen from the figure that the detection model constructed in this paper is the best for
ACC, but its precision is significantly lower than the other two detection models. The main
reason may be the model. Given the concern about overfitting and to address the issue of
some omissions in identifying certain malware, this paper restricts the number of iterations
for the model. A less complex network model is chosen, acknowledging that this may
result in some limitations in identifying certain types of malware.
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6. Conclusions

This method separates the malware software detection of mobile terminals into four
steps. The first part is API call sequence extraction, which uses AndroGuard to obtain a
function call graph, then based on depth-first traversal to achieve an internal complete
sequence acquisition and, finally, relying on address information, to obtain an API call
sequence. Second, the paper adopts a preprocessing technique to remove the redundant
subsequence and the continuous same mode API. Third, the paper presents the malware
detection model based on a recurrent neural network, which uses the two-way LSTM
network model to train the data set containing malware samples and benign software
samples to obtain the final detection model and its parameters. Lastly, malware software
detection of mobile terminals based on a cloud platform system is presented. The experi-
mental results show that the proposed malware detection method can effectively improve
detection accuracy. The application of deep learning algorithms combined with cloud
platforms can not only greatly accelerate detection speed but can also improve detection
accuracy. With the development of deep learning algorithms and the continuous maturity
of cloud platform technology and applications, malware detection technology will become
more specialized and personalized.
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