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Abstract: This article proposes a new AdaBoost method with k’k-means Bayes classifier for imbal-
anced data. It reduces the imbalance degree of training data through the k’k-means Bayes method
and then deals with the imbalanced classification problem using multiple iterations with weight
control, achieving a good effect without losing any raw data information or needing to generate more
relevant data manually. The effectiveness of the proposed method is verified by comparing it with
other traditional methods based on numerical experiments. In the NSL-KDD data experiment, the
F-score values of each minority class are also greater than the other methods.
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1. Introduction

Classification technology is widely used in finance [1], medicine [2], meteorology [3],
physics [4], road safety [5-7], and many other fields. The problem of imbalanced classi-
fication has attracted much attention for a long time in machine learning and artificial
intelligence. In fact, imbalanced data occurs more often than balanced data, and the mi-
nority category is more of a concern. For example, the number of fraudulent transactions
in a bank is far lower than that of normal, but abnormal transactions bring losses to the
bank and have to be detected. The current number of COVID-19 patients is far lower than
healthy people, but it is particularly important to detect the COVID-19 patients accurately
as much as possible. In the field of road safety, fatal crashes represent roughly 2-3% of the
total crashes, however, the correct classification of the minority class makes more sense. In
the face of imbalanced data, the traditional algorithms cannot detect the minority classes
accurately; they can only get high accuracy and recall on the majority classes. Hence, we
need to improve the traditional algorithms and pay more attention to the detection of the
minority classes rather than the majority classes.

A lot of improvement methods based on data and algorithms have been proposed.
Resampling methods based on data mainly include over-sampling [8], under-sampling [9],
and data synthesis [10]. The over-sampling method reduces the imbalanced degree by
copying the minority data, but it is easy to cause over-fitting. The under-sampling method
deletes most of the majority of data to achieve the balance between different categories,
which makes it easy to lose important data information. The data synthesis methods
like SMOTE(Synthetic Minority Oversampling Technique) [11] and ADASYN(Adaptive
Synthetic Sampling) [12] methods synthesize new data based on the raw data, which
avoid duplication and loss of data compared to the over-sampling method and the under-
sampling method, and get better results. Based on an algorithm, there are mainly cost-
sensitive learning approaches [13], boosting algorithms [14], bagging algorithms [15], and
random forest algorithms [16]. The cost-sensitive learning approach obtains more recall
and higher accuracy by giving wrong classification costs. The boosting method increases
the weight of the wrong sample to improve the prediction results. The random forest
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improves the prediction result by integrating the decision results of multiple decision trees.
However, most of the existing methods have good performance in binary problems but
work badly in multi-class problems.

A new method that makes improvements to both the algorithm and data is proposed
in this paper. First, we reduce the imbalance degree between categories by clustering
method without changing the data information; second, we increase the weight training
for the samples that are difficult to predict to make them more likely to be accurately
predicted using the AdaBoost algorithm. Additionally, based on the advantage of naive
Bayes [17] in handling multiple classifications, this algorithm can solve both binary and
multi-classification problems.

Given an imbalanced data set, we follow the k'k-means method proposed in 2021
in [18] to reduce the imbalance degree between categories to a reasonable level, then use the
AdaBoost [19] method based on the naive Bayes method as the based classifier to improve
the prediction effect of the minority. The key to this method is to restore the new categories
generated by clustering to the raw labels at each iteration. Because we do not care whether
the predictions of the newly generated categories are correct or not, what we really care
about is whether the raw minority categories can be accurately identified.

In the following sections, we introduce three methods in Section 2, they are the naive
Bayes method, the k’k-means method, and the proposed AdaBoost Bayes method with a k'k-
means Bayes classifier. Then, In Section 3, we prove the advanced nature of the proposed
method by numerical experiments. Finally, the last section summarizes the conclusions.

2. The AdaBoost k'k-Means Bayes Method
2.1. The Naive Bayes Classification

There is a training set T = {(x1,y1), (x2,¥2), -+, (XN, ¥N) }, where the number of
samples is N, x; € R™ represents a dimensional array, y; represents the class label with
yj € {0,1,2,---,t}. From the Bayes theorem, a test sample x(x € R™) will be predicted
to belong to the class y; when it has the highest posterior probability conditional on x.
The predicted posterior probability is denoted as follows,

P(y;)P(x|y;)

P M)

¥ (x) = argmax P(y;|x) = arg max
] ]

where P(y;) refers to the prior probability of class y;, P(x|y;) refers to the priori proba-
bility of x conditional on y;, and P(x) refers to the prior probability of x also named the
normalization factor.

Making the naive assumption of class condition independence can reduce the compu-
tation in evaluating P(y;) P(x|y;). Mathematically, it means that

P(xly;) = [ [ P(xily)), )
=1

where x; denotes the value of the i-th attribute of test sample x and P(x;|y;) denotes the
conditional probability of the i-th attribute on y;.

To calculate each P(x;|y;), the numerical variable is usually typically supposed to
follow a normal distribution with the following probability density function:

1 [xi = Hify )2
P(xily;) = —=——exp{——55—"—}, 3)
V27 iy ) 20y;)

where (), y is the mean and (7(2” ) is the variance of the i-th variable for class y;.

lv;)

]
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Hence, the classification result of the naive Bayes method can be achieved as follows:
n

P(x) = argm;lxp(yj)HP(Xilyj)- 4)
i=1

2.2. The k' k-Means Bayes Method

For any classification problems, the number of normal categories is usually very large,
where the largest category is named the majority; the number of abnormal categories that
we really care about is very small, in which the smallest category is called the minority. Let
N(y;) represent the number of samples in the n-th class, then the number of the majority
category is max{N(y;) }, the number of the minority class is min{N(y;) }. The degree of
imbalance  is defined as follows:

¢ = max{N(y;)}/min{N(y;)}. ©)

Obviously, the large value of { means that the number of each category varies sig-
nificantly. First, after the majority is updated into k subsets using the k-means method,
the imbalance degree  is calculated. When ( falls within a reasonable range, the K'k-
means method stops. Generally speaking, an imbalance degree greater than 99 is con-

sidered an extreme imbalance classification problem. If { > 99, the threshold is set

to 50; otherwise it is set to % Specifically, max{N(y;)} needs to be recalculated after

each update. However, min{N(y;)} is fixed. Due to the k'k-means method can elimi-
nate the influence caused by imbalanced data, smaller categories do not have to be di-
vided from the raw category into smaller categories which will effectively prevent invalid
loops in the program. Finally, after the k'k-means method, the raw data set is updated
into T = {(x1,¥]), (x2,¥5),- -, (xn,¥y)} where y;- € {1,2,---,(Kk — k' 4+ t)} contains
(K'k — k' + t) categories. A definite one-to-many mapping relationship f between y; and
yjisdenoted asy; = f (y;) In the process of data classification being updated, the Bayes
classifier can calculate the probability value of the test sample belonging to each category,
and the sample will be predicted to belong to the corresponding category with the maxi-
mum probability value. For a test sample x, the final predicted label § can be achieved as

7(x0) = f(¥(x0))- (6)

The procedure of the k'k-means Bayes method is presented as follows.

The proposed k' k-means Bayes method keeps the complete information of raw data
without changing the samples, such as deleting or adding samples. Using the k’ times
k-means method eliminates the impact of data imbalance on the model. The classification
boundary is obtained by training in a relatively balanced sample environment. It deals
with imbalanced data effectively from the perspective of data.

2.3. The AdaBoost k'k-Means Bayes Classification

AdaBoost (Adaptive Boosting) is an iterative algorithm. It assigns higher weights
to hard-to-train samples by updating again to obtain a series of base classifiers. Let ¢(x)
obtained using k'k-means Bayes in Section 2.2 act as the basic classifier in AdaBoost. First,
initialize the weight distribution of the training data T as follows:

1 1 1

Dy = (611,612, -, 64i, - -+ ,01n) = (ﬁrﬁ/"' fﬁ).

)
For the m-th iterative, the weight of training data is denoted as D,,. The k'k-means

Bayes classifier is represented as 1, (x) whose classification error on the training data is

given as
Ky = 110 1=em
m= 58 em

sem = P(Pm(x;) # yi)- 8)
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Then, the weight allocation of the data is further updated as follows

9 .
D1 = Opms1)1 Oma1y2  Oma1yir +Oma1),N) s Omar),i = ZﬂnjeXp(focmyilpm(xi)), )

where Z; = YN, 0, exp(—amyi¥m(x;)) is the regularization factor.

When the classification result is wrong, it is clear that y;¢,(x;) < 0, which can
make 6, 1), bigger. This is in line with our expectation of increasing the weight of the
misclassified samples in the next classifier.

Finally, the AdaBoost classifier based on a k’k-means Bayes is represented as

M

H(x) = sign( Z P (X)). (10)

m=1

In this section, the prediction results of difficult training samples can be improved
by increasing the weight of wrong score data from the perspective of the algorithm. Let
the naive Bayes method be used as the based classifier when the imbalance degree is
effectively reduced using the k’k-means method; the method combined with AdaBoost can
significantly improve the classification of imbalanced sample data.

3. Numerical Experiments

In this section, the effectiveness and superiority of the proposed new method will
be demonstrated in contrast to the traditional naive Bayes method, the under-sampling
method, the over-sampling method, the k-means Bayes method [20], and the AdaBoost
Bayes method using simulated data and real data respectively. It is obvious that the predic-
tion results depend on feature engineering largely, while in this paper, without considering
the optimization scheme caused by variable selection, we discuss the progressiveness and
effectiveness of the proposed method when compared with the traditional method. First,
in Section 3.1, a multi-class simulation imbalanced data set is considered, and the prediction
results of each method are compared. Then, the prediction results of the proposed method
and other traditional methods are compared and analyzed based on network intrusion
NSL-KDD data.

3.1. Performance Metrics

In this section, we introduce some common metrics to evaluate the performance
of imbalanced classification methods. A confusion matrix is a visual matrix that can
represent the relationship between predicted and true values, as shown in the figure.
The elements on the main diagonal represent the number of samples correctly predicted,
and the remaining elements represent cases where the predicted values and true values do
not match. According to the elements in the matrix, several common evaluation metrics of
the imbalanced classification algorithm can be calculated according to Table 1.

Table 1. The results of different methods.

True Value Predict cq Predict ¢; Predict ¢,
Co a1 a2 a13
1 a1 a a3

(%] as1 asp as3
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Using class ¢ as an example, we can calculate the following metrics where FPR refers
to the false positive rate.

Recall = L

a1 +app +ais
Precision = ﬁ

a211}i— a3121 31 (1)
FPR= —————
ay +az1 +as

F— score — 2 Precision - Recall

" " Precision + Recall

3.2. On Simulation Study

Without loss of generality, a data set containing 20 characteristic variables from the
Gaussian distribution is constructed, the number of which is 30,000, including three
categories. The sample sizes of the three categories are presented as N(cy) = 25,000,
N(c1) = 4950,and N(cp) = 50, respectively. It is obvious that it is an imbalanced multi-
classification problem, and the imbalance degree is as high as { = 500. The samples are
divided into a training set and test set according to 5:1, and the prediction results obtained
using the six methods are shown in Table 2.

Table 2. The results of different methods.

Method Classification FPR Recall Precision F-Score
o 0.169 1 0.831 0.908
Naive Bayes €1 - 0 0 0
o)) - 0 0 0
o 0.166 0.371 0.834 0.513
Under-sampling Bayes c1 0.839 0.276 0.161 0.203
o)) 0.998 0.5 0.002 0.005
o 0.169 0.544 0.831 0.657
Over-sampling Bayes c1 0.835 0.261 0.165 0.202
o)) 0.998 0.286 0.002 0.005
o 0.139 0.925 0.861 0.891
K-means Bayes c1 0.584 0.267 0.416 0.325
o)) - 0 0 0
o 0.169 0.564 0.831 0.672
AdaBoost Bayes €1 0.841 0.432 0.167 0.24
o) 1.000 0 0 0
o 0.168 0.713 0.832 0.768
AdaBoost K’K-means Bayes c1 0.829 0.274 0.171 0.211
o) 0.994 0.071 0.006 0.011

From Table 2, it can be seen that when faced with imbalanced data, the naive Bayes
method predicts all samples to be the majority class. Since the number of the minority
takes up a small proportion, the method can still achieve a higher index result. However,
this is not the method that we want. Both the k-means Bayes method and AdaBoost Bayes
method fail to detect the “c;” class. As can be seen from the confusion matrix in Figure 1,
the under-sampling Bayes method has a high recall rate, but also has a very high false
positive rate. The over-sampling Bayes method has not only a stable false positive rate
but also a moderate number of minority classes. The proposed AdaBoost k'k-means Bayes
method has the largest recall and the lowest false positive rate. Among the performances
of the six methods, the AdaBoost k’k-means Bayes method is the best.
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Figure 1. The confusion matrices of the six methods.

3.3. On Real Data Study

In this subsection, real imbalanced multi-class data will be used to demonstrate the
effectiveness of the proposed method. The data is the famous NSL-KDD data set which
comes from Canadian Institute for Cybersecurity (https://www.unb.ca/cic/datasets/nsl.
html, accessed on 27 March 2023).

We will determine whether a piece of network data is normal behavior or a cyber-
attack, and predict what type of attack it is. There are 42 variables in the data test where
the target variable attack type contains “normal,” "DOS” (Denial of Service), "U2R” (User-
To-Root), "R2L” (Remote-to-Local), and “probe” 5 values shown in Table 2. The total
sample size of the training data is 125,973, where the number of normal samples is 67,343,
accounting for 53.46%, and the number of class “U2R” is only 52, accounting for 0.041%.
The imbalance degree { is 1295 and can be calculated clearly so that it can be analyzed as a
typical imbalanced multi-classification problem. Then, we will simultaneously compare
the proposed method with the traditional naive Bayes, under-sampling, over-sampling,
k-means Bayes, and AdaBoost Bayes methods based on the NSL-KDD data simultaneously
to discuss which one has superiority (Table 3). The results are provided in Table 4.

Table 3. The distribution of attack type.

Data set Classification Training Data Percentage Testing Data Percentage
normal 67,343 53.46% 9711 43.08%
DOS 45,926 36.46% 7635 33.87%
NSL-KDD U2R 52 0.04% 200 0.89%
R2L 995 0.79% 2574 11.42%
probe 11,656 9.25% 2423 10.75%
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Table 4. The results of different methods.
Method Classification FPR Recall Precision F-Score
normal 0.780 0.032 0.22 0.056
DOS 0.670 0.828 0.33 0.472
Naive Bayes U2R 0.992 0.06 0.008 0.014
R2L 0.997 0 0.003 0.001
probe 1.000 0 0 0
normal 0.116 0.498 0.814 0.618
DOS 0.780 0.163 0.22 0.187
Under-sampling Bayes U2R 0.963 0.3 0.037 0.067
R2L 0.941 0.05 0.059 0.009
probe 0.746 0.96 0.254 0.402
normal 0.861 0.017 0.139 0.031
DOS 0.510 0.816 0.49 0.612
Over-sampling Bayes U2R 0.990 0.41 0.01 0.02
R2L 0.996 0.001 0.004 0.001
probe 1.000 0 0 0
normal 0.373 0.811 0.647 0.72
DOS 0.348 0.009 0.184 0.016
K-means Bayes U2R 0.797 0.545 0.014 0.028
R2L 0.989 0.029 0.395 0.054
probe 1.000 0.136 0.155 0.145
normal 0.353 0.874 0.63 0.732
DOS 0.816 0.728 0.652 0.688
AdaBoost Bayes U2R 0.986 0.175 0.203 0.188
R2L 0.605 0.002 0.011 0.003
probe 0.845 0 0 0
normal 0.188 0.919 0.817 0.865
DOS 0.093 0.708 0.84 0.768
AdaBoost K’K-means Bayes U2R 0.273 0.055 0.367 0.096
R2L 0.533 0.379 0.463 0.417
probe 0.466 0.642 0.512 0.57

For this data case, we are more concerned about how much more the attack data is
detected than the normal type. As shown in Table 4, the type “normal” always performs
well, and the type “DOS” with a large amount of data performs well in all of the six
methods; however, what we are more concerned about is the performance of the other three
types with a smaller amount of data. The AdaBoost Bayes method has the highest recall
on the “U2R” type, but the precision is very low. The method with the best performance
on the “probe” is the under-sampling; it is disappointing that it performs very poorly on
the other types of indicators and loses a lot of raw data information in order to achieve the
balance with “probe.” The new method proposed in this paper is slightly worse than the
AdaBoost Bayes method in the recall of “U2R,” which has the best performance among the
six methods for the other categories. In terms of the results of the F-score for each category,
the proposed method is the best.

Next, we specifically analyze the results obtained from each method using the con-
fusion matrices presented in Figure 2. The lager values on the diagonal suggest better
prediction. It is obvious that (a), (b), and (c) do not satisfy this rule. The greater the value
beyond the diagonal, the higher the false positive rate. The results show that the proposed
method has the highest precision and the best recall in each index.
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Figure 2. The confusion matrices of the six methods.

There are four parameters that need to be determined in two steps for the proposed
method. First, the base classifier can be determined by determining the appropriate k and k'.
It is well known that one of the difficulties in the k-means clustering method is determining
the value of k. However, in the application of this paper, we only divide the majority
class into many smaller subsets using the k-means method to reduce the imbalance degree,
and do not care about the rationality and accuracy of the classification result, which will
not affect our prediction results. So the determination is not as difficult and complicated as
in the k-means clustering method. The values of k’ and { are interdependent. We cannot
determine the value of k' subjectively, but we can obtain a reasonable value k’ by adjusting
the imbalance parameter of the data. Hence, we can give a reasonable ¢ as 50 empirically,
an initial k as %, and then adjust it.

Second, the two parameters n-estimators and learning-rate need to be determined in
AdaBoost method. The parameter n-estimators in the method is the maximum number of
iterations of the base classifier, and the larger the value, the more likely it is to be overfitting.
The parameter learning-rate represents the weight reduction coefficient of the base classifier,
whose meaning is equivalent to that of the regularization term, and the value range is in
[0, 1]. These two parameters require joint debugging. In the NSL-KDD data, the values of the
four parameters are respectively k’ = 18, k = 50, n-estimators = 10, and learning-rate = 0.05.

Then, after combining the test data and training data of KDD-NSL into a new data
set, the generalized method of the proposed method is discussed through multiple cross-
validation experiments. The data sets for cross-validation are obtained by changing the
percentage of test samples and random seeds. Table 5 shows the results of 6 cross-validation
experiments. The test data percentages and random seeds are (30%, 100), (35%, 180), (20%,
260), (40%, 40), (20%, 47), and (30%, 106). It can be found that the result fluctuation of each
experiment is very small, and the prediction ability is stable. It is shown that the proposed
method is generalized.
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Table 5. The results of 6 cross-validation experiments.
Classification Cross Validation Recall Precision F-Score Testing Data
Number
1 0.734 0.945 0.826 23,134
2 0.769 0.936 0.844 26,939
normal 3 0.777 0.948 0.854 15,488
orma 4 0.776 0.938 0.85 30,607
5 0.782 0.942 0.855 15,555
6 0.765 0.936 0.842 23,221
1 0.887 0.762 0.82 16,022
2 0911 0.748 0.821 18,749
DOS 3 0.873 0.774 0.82 10,692
4 0.843 0.742 0.789 21,604
5 0.874 0.726 0.793 10,595
6 0.889 0.755 0.816 16,017
1 0.024 0.028 0.026 82
2 0.046 0.062 0.053 87
3 0.073 0.1 0.084 55
UZR 4 0.031 0.055 0.039 98
5 0.043 0.045 0.044 46
6 0.041 0.073 0.052 74
1 0.68 0.258 0.374 1128
2 0.656 0.29 0.402 1225
ROL 3 0.66 0.313 0.424 688
4 0.667 0.314 0.427 1418
5 0.646 0.318 0.426 673
6 0.62 0.285 0.39 1067
1 0.491 0.419 0.452 4189
2 0.396 0.471 0.43 4981
robe 3 0.538 0.433 0.48 2780
P 4 0.392 0.344 0.367 5679
5 0.339 0.366 0.352 2834
6 0411 0.395 0.403 4176

3.4. Experiments Result

In the simulation data experiment, the imbalance degree of the generated data is 500.
There are three methods that can not recognize any “c;” class, while the AdaBoost k'k-
means Bayes method has the largest F-score of each class of the remaining three methods.

In the real data experiment, the imbalance degree of the NSL-KDD data is 1295. Three
methods can not identify the “probe” class at all; however, the AdaBoost k'k-means Bayes
method has the largest F values of each of the six classes.

Based on the classification results of different methods and cross-experiments, it can be
concluded that the proposed method is more effective than other methods and generalized
as well.

4. Conclusions

For the imbalanced multi-classification problem, a new AdaBoost method with a
k'k-means Bayse classifier is proposed, which makes improvements on both data and
algorithm to achieve better results compared to the traditional classification methods. It
reduces the imbalance degree of training data using the k'k-means Bayes method, which
avoids the change of the raw information caused by adding or removing samples in the
resampling method. It increases the weights of samples that are difficult to predict using a
multi-iterative method by improving its prediction accuracy. It is worth mentioning that
in each iteration, the new categories generated with the k’k-means method need to be
mapped to the raw categories to calculate the prediction results. The performances of the
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proposed method are proven to be the best using some detailed comparisons with some
other traditional methods based on simulation data and the NSL-KDD data.

We have proposed a more effective solution for multi-class imbalanced classification
for both continuous and discrete variables, which can be used for both binary classification
and multi-classification. In the future, it may be possible to generalize this idea to combine
it with other classical algorithms to solve more complex problems.
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