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Abstract: This paper explores an approach to solving the problem of detecting time series anomalies,
taking into account the specifics of the subject area. We propose a method based on the integration
of a neural network with long short-term memory (LSTM) and Fuzzy OWL (Fuzzy Web Ontology
Language) ontology. A LSTM network is used for the mathematical search for anomalies in the first
stage. The fuzzy ontology filters the detection results and draws an inference for decision making in
the second stage. The ontology contains a formalized representation of objects in the subject area and
inference rules that select only those anomaly values that correspond to this subject area. In the article,
we propose the architecture of a software system that implements this approach. Computational
experiments were carried out on free data of technical characteristics of drilling rigs. The experiments
showed high efficiency, but not the maximum efficiency of the proposed approach. In the future, we
plan to select a more efficient neural network architecture for mathematical anomaly detection. We
also plan to develop an algorithm for automatically filling the rules of inference into the ontology
when analyzing text sources.

Keywords: time series; fuzzy ontology; Fuzzy OWL; anomaly; LSTM; SWRL; inference
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1. Introduction

Anomaly detection is an area of data mining that allows one to find values that stand
out from the total mass.

An anomaly is a section of the time series in which the behavior of an object does not
correspond to expected forecasts or deviates significantly from typical behavior [1].

There are many methods for detecting anomalies. Most methods examine individual
objects for differences from normal objects. However, they do not take into account the
aspect of the temporal significance of the data. These anomalies are also referred to as
point anomalies.

The anomaly detection problem for time series (TS) is a traditional anomaly detec-
tion problem. Numerous studies including Chandola et al. [2], Agyemang et al. [3], and
Hodge et al. [4] have studied the problem of anomaly detection. Several methods have
been proposed for character sequence anomaly detection. They are presented in a review
by Chadola et al. [5]. At the same time, there are a limited number of methods for detecting
anomalies for one-dimensional and multidimensional TS.

It is important to pay attention not only to the detection of anomalies by the value of
the parameter, but also to the detection of anomalies by the time intervals of the series [6-8].

The time series anomaly can manifest itself in different ways [9,10]. It may appear:

e Inthe long-term preservation of a certain trend;
e Infrequent changes of tendencies;
e Inchanging the frequency of the series;
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e In the value of the indicator below or above, a certain threshold value for a long period
of time.

The following anomaly search tasks are distinguished:

Recognition of anomalies by the context of the studied series [11];
Identification of discrepancies when compared with the ideal (predicted) series;
Recognition of anomalies in noisy series (separation of noise and anomalous values) [12].

Anomalies can be classified according to the problem of detecting anomalies in time
series data:

Detection of contextual anomalies in TS [13-15];
Detection of an anomalous subsequence within a given time series [16,17];
Detection of anomalous time series from database time series [18].

In addition to the classification of anomalies, the methods for detecting these anomalies
are also important. All methods can be conditionally divided into two groups:

e  Methods for searching for anomalies based on the analysis of only the original time series;
e  Anomaly search methods based on comparison of the original time series with refer-
ence time series.

The anomaly search methods related to the first group were considered above. Let’s
consider what methods exist for searching for anomalies based on comparing the obtained
time series with the reference ones. These methods include:

Methods based on the basic kernel [19-30];
Methods based on windows [31-33];
Markov methods [28,30];

Hidden Markov methods [34—40].

Currently, approaches to managing complex technical systems using hybrid algorithms
are actively being developed.

For example, the author of [41] proposes the Virtual Reference Feedback Tuning of a
combination of two control algorithms, Active Disturbance Rejection Control as a model-
free control algorithm and fuzzy control, in order to exploit the advantages of data-driven
control and fuzzy control.

In the paper by [42], an indirect adaptive iterative learning control scheme is proposed
for both linear and nonlinear systems to enhance the P-type controller by learning from
set points.

In [43], the authors counted about 158 different methods of anomaly search algorithms,
which belong to different groups. The papers [44—48] also present a set of approaches for
detecting anomalous points and anomalous sequences. Most of the considered approaches
are based on machine learning algorithms.

As can be seen from the above examples, most of the existing methods for searching
for time series anomalies (including in control problems) depend on the training sample,
and past values and cannot take into account the specifics of a particular subject area. In
one subject area, a particular value is anomalous, but in another, it is not. In this regard, an
urgent task is to develop a hybrid approach that would take into account the semantics of
time series and at the same time not lose efficiency in the search for anomalies.

In addition, the problem of semantic interpretation of the results of the analysis and
taking into account the features of the subject area is relevant [49]. Within the framework
of this study, an iterative approach was developed to identify anomalies in time series,
taking into account the characteristics of the subject area. The subject area is represented as
a Fuzzy OWL (Fuzzy Web Ontology Language) ontology.

The article is organized as follows: Section 2 introduces the general structure of the
developed time series anomaly search algorithm. The block diagram of the algorithm and
the architecture of the LSTM network are presented. The LSTM network is used at the first
stage of the anomaly search algorithm. It also describes the process of fuzzification of the
output values of a neural network for integration with a fuzzy ontology.
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Section 3 presents the rig domain ontology model, lists the classes and axioms. The
axioms validate the numerical values obtained at the output of the LSTM network. Section 3
provides an example of an SWRL rule. The inference of the anomaly analysis results is
carried out using a set of SWRL rules.

Section 4 describes in detail the software architecture that implements the proposed
algorithm.

Finally, experiments on the application of the developed anomaly search method using
the rig domain ontology are presented and discussed in Section 5.

Concluding remarks and directions for future research are presented in Section 6.

2. Hybrid Time Series Anomaly Search Algorithm

A feature of the proposed approach is the consistent application of the anomaly de-
tection technique using LSTM networks (long short-term memory) to time series, the
fuzzification of values, and the logical inference of search results using an ontology con-
taining a set of SWRL (Semantic Web Rule Language) rules including fuzzy modifiers [50].
The general algorithm is shown in Figure 1.

Loading TS

v

Creating test and training sets

LSTM-network training

v

Comparison with test data

v

Comparison of deviations from forecast
values using MAE

v

Adding a value to OWL-ontology
as an individual

7

Fuzzification of added values

v

Composition of fuzzified values of TS
and the conditional part of precise SWRL-rules

v

Fuzzy implication calculation

¥

Inference of anomaly search results

End

Figure 1. Proposed anomaly detection algorithm.

The first step is to search for an anomaly by means of a neural network of the structure
shown in Figure 2 [51].
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Figure 2. Neural network structure.

The autoencoder uses the backpropagation method.
The proposed neural network architecture includes the following layers:

e  ConvLSTMI1D is an LSTM layer. All input and output transformations within ConvL-
STM1D are convolutional transformations.
Conv1DTranspose is the transposed convolutional layer.
Dropout is a layer that serves to prevent retraining of the neural network [52-55].

This type of neural network architecture was chosen based on previous studies [56].
However, the goal of our study was not to choose the most efficient neural network
architecture in determining the anomaly of the time series. Our goal is to create an approach
that takes into account the semantics of the subject area. Therefore, instead of the LSTM
network, any efficient neural network architecture can be used that satisfies the conditions
of the problem [56].

After receiving a set of anomalous values, the algorithm assumes the following operations:

e  Fuzzification of anomalous TS data. Fuzzification involves the interpretation of clear
anomalous xg values as a fuzzy point.

e  Composition of the input variable and the conditional part of the SWRL rules contained
in the ontology: xg o Aj, yo © B;. The ontology contains a set of SWRL rules that
contain fuzzy modifiers. If the fact is given by a fuzzy point, then at this stage the
corresponding degree of membership is calculated.

e  Calculation of fuzzy implication

(XO o Az) AN (yo o Bl) — CZVR

The result of these steps for all rules is n fuzzy values for output Z.

3. Applying a Domain Ontology

OWL-ontology (Web Ontology Language) was applied for semantic interpretation
and filtering of anomaly search results in time series.

The OWL-ontology contains classes and objects of the subject area on which the
experiments were carried out. The developed model of the ontology includes a set of SWRL
rules in addjition to classes, objects, and relations. Rules contain the following elements:

Classes of the subject area;

Class of anomalous values;

Relationships between classes of the subject area;

Auxiliary relation, which confirms the truth of the judgment about the anomaly of the
time series;

e  Variables [57].

The subject area of drilling rigs was chosen for experiments. All data are publicly
available on the Internet.

The data used contains information about 5 drilling rigs. More than 3000 values of
time series of several characteristics of drilling rigs were used to train the neural network
and experiments.
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The architecture of the developed ontology is shown in Figure 3.

owl:Thing

Index_petrophys ‘ | Mame | | Depth | | Gamma_emission |
ics

Figure 3. Fragment of the developed OWL ontology.

The ontology includes the following classes:

“Well” includes the corresponding real domain objects.
“Measurement” includes time series values that correspond to objects of the “Metrics”
class.

e “Metrics” includes objects that establish a relationship between a “Measurement” and
some domain metric.

The SWRL rules included in the ontology also include the classes described above. An
example of the developed SWRL rule is shown in Figure 4.

ell{?w)* hasMeasurement(?w, ?m)"* Measurement(?m) *
hasMetrics(?m, ?index) * Index_petrophysics{?index) * hasindexP(?index, ?indexValue) * hasMetrics{?m, ?dep) *
Depth(?dep) * hasDepth(?dep, ?depValue) * swrib:lessThan{?indexValue, 0.5) -= hasAnomaly(?m, "rule1”)

Figure 4. An example of the developed SWRL rule.

The presented SWRL rule provides the solution for the following tasks:

Checking the completeness of rig metrics data.
Checking the value of the petrophysical index for reaching the threshold value of 0.5.

This rule uses the obtained value of the time series and draws a logical conclusion
using a parameter that is not used in the neural network.

The atom consists of checking the achievement of a constant parameter. If the value
is not reached, then the measurement can be considered abnormal, otherwise the value
is correct.

The ontological analysis of anomaly search results using LSTM networks begins with
the removal of all existing objects in the ontology. The algorithm writes to the ontology all
the anomalies found by the neural network at each iteration. The algorithm unloads all the
values available in the ontology after the operation of the SWRL rules.

Objects are written into the ontology in accordance with the described ontology model
(Figure 3). The rules are run after recording the anomalous values found by the neural
network [58].

4. Time Series Anomaly Search Software System

The software system that implements the described algorithm consists of several
modules. The architecture of the developed software system is shown in Figure 5.
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The initial data for analysis are loaded from an external file. The ontology is stored in
a file with the owl extension.
The developed software system uses the following libraries:

e  OWLReady2 provides ontology processing in Python. The owlready? library is used
to unload and load ontology classes, objects, and relations from external sources.

e  The sqrlb library functions are used for validation. The individual is put true in the
identity property if all predicates are true.

e  SWRL API provides an interface for creating and editing SWRL rules in the Protege
5 ontology editor [57,58].

The data preprocessing software module loads data from files, extracts table column
headers and transfers them to the DataFrame structure. The timestamps for the data are
the indexes of the rows in the resulting table.

The software system as a sequence of business processes with input data is shown as
an IDEFO diagram in Figure 6. The controllers are data about the subject area entered into
the ontological model by an expert. The output of each block is sequentially passed to the

next block.
[\
L Documentation
Processed with domain area
. data features
Preprocessing| |
~— of source data | }! N | Resuﬂ?f
neura
Al eural | e Filled
Network \ ontological
Time series anomaly | \ Y " model
data search \ Using \
A2 ontological
7'y model A Time series
A3 Logical anomalies )
'Y . e
» conclusion
Expert in
Neural i
netwuork Ontological knowledge ‘
model domain Logical gutput
\ machine
> T*i (reasoner)

Figure 6. IDEFQ system view.

More about the neural system module and the ontology module in the IDEF3 diagrams
is shown in Figures 7 and 8.
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Figure 8. IDEF0 ontology module.

At the user’s choice, it is possible to use an existing ontology for analysis or train a
new one using the selected data.

At the user’s choice, it is possible to use an already completed ontology for loading
anomalies or to form a new model by a domain expert.

5. Experiments

The data used contain information about five drilling rigs [59]. The data are the
facies logs from nine wells from the Council Grove gas reservoir located in Kansas. Facies
are studied from core samples in every half foot and matched with logging data in well
locations. Feature variables include five from wireline log measurements and two geologic
constraining variables that are derived from geologic knowledge.

More than 3000 values of time series of several characteristics of drilling rigs were
used to train the neural network and experiments.

Characteristics of the drilling rigs selected for the experiments are the following:

GR—measure gamma emission;

Delta PHI—porosity index in petrophysics;

ILD_log10—resistivity measurement.

Graphs of the initial data are presented in Figure 9.

The measurements were carried out at regular intervals. Timestamps are placed from
the current day to the end of measurements in one day increments. Storing the date in
indexes allows the data to be processed faster and build graphs.

Experiments were carried out with different sizes of the training set to assess the
accuracy of the neural network and reduce the amount of initial data for network training.
The graph of the result is shown in Figure 10. The proximity of the indicator to zero
indicates a greater similarity of the predicted values to the present.
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Figure 9. Fragment of source data.
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Figure 10. Dependence of accuracy on the size of the training set.

The data show overfitting of the model with a sample of more than 80%, the recom-
mended values are about 55-65%, and a slight deviation from the forecast with a small
training sample of 25-35%. This indicates the possibility of using a small amount of data for
training. This will lead to an increase in the number of false positives that will be processed
later at the stage of the ontological model.

The initial data are an array of independent samples of different oil rigs. Data can be
displayed on graphs. The preprocessed data are fed into the neural network described in
Section 2. Gamma radiation measurements were used for the experiments for presentation
on graphs. Each graph refers to a separate well; 50% of the original data were used to train
the neural network, 50% were used as a test set.

About 400 measurements are in the examples presented. The results of applying the
LSTM-neural network are shown in Figures 11-13. Anomalous values found by the neural
network are highlighted in red.
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Figure 13. Data sampling 3.

Most of the anomalous values are found by the neural network. However, the neural
network does not allow for taking into account the complex behavior of data and the
features of the subject area. Therefore, the ontology is used to filter the found anomalous
values at the next stage.

All objects are written into the ontology in accordance with its model. In the loop,
the anomaly flag is checked and all values accepted by the ontology as truly abnormal are
selected (Figure 14).
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Figure 14. Results of the system operation.

The left side of the graphs shows the anomalous values found only by the neural
network. On the right side of the graphs, the result of applying the ontology is presented.
Different colors of points correspond to different applied SWRL rules from the ontology.
Each of the rules uses different metrics from GR, Delta PHI, and ILD. Separation by several
rules can also classify anomalies into categories.

The Mean Absolute Error (MAE) metric was used to assess the quality of the developed
algorithm. MAE reaches 80% in the framework of the experiments. This value is not the
maximum. Neural networks of this type achieve an accuracy well over 90 percent.

Advantages of the developed approach are as follows:

e  The algorithm takes into account the specifics of the subject area when searching for
anomalies in time series. A particular value is anomalous in one subject area, but
not in another. The use of neural networks does not solve this problem, and since it
is based on training data, training data may not be enough. An ontology stores the
knowledge of experts in a given subject area.

e  The algorithm showed high efficiency (but not maximum) in accordance with the
MAE metric.

However, this approach has a number of disadvantages:

e  Experts develop an ontology of the subject area, in particular, experts develop a set of
SWRL rules that filter anomaly search results using a neural network. This approach is
labor intensive. Therefore, we plan to develop an approach for automated extraction
of rules from text resources.

e  The efficiency of anomaly detection at the first stage of the algorithm (using neural
networks) depends on the quality of the training sample. Therefore, the approach
works more efficiently on large data samples. This problem is partially solved by
taking into account the regularities of the subject area, embedded in the ontology.

6. Conclusions

This article presents the developed method for detecting anomalies in time series, tak-
ing into account the specifics of the subject area, presented in the form of a fuzzy ontology.
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The approach involves the use of LSTM networks for the mathematical search for
anomalies. A fuzzy ontology filters anomaly detection results and draws inferences for
decision making. The paper also presents a number of computational experiments to search
for anomalous values in the technical characteristics of drilling rigs. For this, open data
were used. Based on the results of the experiments, the following conclusions can be drawn:

e Using an ontology together with neural networks allows you to semantically filter
anomaly search results. Using only machine learning algorithms does not solve the
problem in which a particular value is anomalous in one subject area, but not in
another. Using only machine learning does not fully solve the problem, since it is
based on training data, training data may not be enough. An ontology stores the
knowledge of experts in a given subject area. Thanks to this, the developed algorithm
can be transferred from one subject area to another: to find deviations in the traffic of
computer networks, in the oil pressure of helicopter units, in weather temperature, etc.
It is just the ontology that is needed to be changed.

e  The algorithm showed high efficiency (but not maximum) in accordance with the
MAE metric. It is possible to modify the architecture of the neural network to
improve efficiency.

During the development of the project, we plan to conduct a series of experiments to
change the architecture of the neural network. This is necessary to obtain higher anomaly
detection results at the first stage of the algorithm.

At the second stage of the algorithm, we plan to add metric classes. This will allow
you to operate with variables that are not tied to the names of specific parameters, but have
links with metric classes.

We plan to expand the set of SWRL rules to more accurately take into account
the features of the subject area under consideration. We also plan to develop an ap-
proach for automated extraction of rules from text resources using NLP methods (Natural
Language Processing).
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