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Abstract: This paper investigates the problem of sparse covariance matrix estimation while the
sampling set contains sensitive information, and both the differentially private algorithm and locally
differentially private algorithm are adopted to preserve privacy. It is worth noting that the require-
ment of the distribution assumption in our work is only the existing bounded 4 + ¢ (¢ > 0) moment.
Meanwhile, we reduce the error bounds by modifying the threshold of the existing differentially
private algorithms. Finally, the numerical simulations and results from a real data application are
presented to support our theoretical claims.
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1. Introduction

The covariance matrix plays an important role in modern multivariate analysis. Many
methodologies, including regression analysis, principal component analysis and discrimi-
nant analysis, rely on the estimation of the covariance matrices. Such estimation problems
arise in various fields of science; for example, risk management [1], gene expressions [2],
social networks [3], among others. Up to now, many methods have been developed to
estimate the covariance matrix. One of the most popular approaches is to impose the sparse
structure on the covariance matrix (see [4,5]).

In the big data era, sampling databases usually include personal financial or health
information, such as those used in social science, biomedicine and genomics, so it is
inevitable that one must deal with sensitive data. In recent years, the differentially private
algorithm (DPA) and locally differentially private algorithm (LDPA) have become widely
used methods that can prevent privacy leakage and defend against differential attacks,
and these methods have been developed in the real world by Apple [6], Microsoft [7] and
Google [8]. The DPA and LDPA aim at hiding the true information while keeping the basic
property of the whole dataset. A popular idea to achieve this goal is to add some special
noise into the original model [9-11].

This paper focuses on efficient estimation for a form of general sparse covariance
matrix based on both DPA and LDPA in order to protect sensitive information. Although
the study of datasets with the DPA and LDPA brings difficulties, it also makes it possi-
ble to use some special methods to break this bottleneck. In this paper, we adopt the
Gaussian mechanism to keep the differentially private property of algorithms, and use the
thresholding method to deal with the covariance matrix.

1.1. Related Work and Our Contributions

There are several papers developing the theory of covariance matrix estimation based
on the DPA or LDPA to provide private protection. Jiang et al. [12] added Wishart-
distributed noise to construct a DPA, and applied it to keep privacy while establishing the
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covariance matrix estimation; however, the Wishart distribution seems a strong condition.
Amin et al. [13] used the Laplace mechanism to construct a DPA, and they utilized it to
protect sensitive samples while estimating the covariance matrix; nonetheless, their method
is just for the low-dimensional case. Kamath et al. [14] considered high-dimensional co-
variance matrix estimation with a DPA to protect privacy, but they did not assume the
sparse structure of the covariance matrix, so it led to a large error bound. Moreover, the
distribution assumption is required to be Gaussian. Recently, Wang and Xu [10] reduced the
distribution assumption from Gaussian to sub-Gaussian and imposed the sparse structure
on the covariance matrix, which led to a low convergence rate, while using a DPA and
LDPA to preserve privacy.

Our contributions are as follows: (i) For the random vector X = (Xy, - - -, Xp)T € R?,
the requirement for the distribution of X; is only the existing bounded 4 + ¢ (¢ > 0) moment.
However, previous work requires that X is Gaussian [14] or sub-Gaussian [10], which is
equivalent to any existing bounded moment of X; i=1,---, p) (see [15]). Moreover,
if X; (i =1,---,p) is subjected to a heavy-tailed distribution, i.e, the distribution of X;
satisfies [, e'*dF;(x) = oo for any t > 0, then it is obvious that this distribution can be
covered by our distribution, and cannot be handled by the existing literature. (ii) We adjust
the threshold in the original algorithms of Wang and Xu [10], which leads to the error
bound becoming smaller under both the DPA and LDPA (see Remarks in 3 and 7). (iii) We
measure the error bounds not only by the spectral norm and matrix operator norm, but also
by the Frobenius norm, which has not previously been considered as far as we know. (iv)
The sparse structure of the covariance matrix in the present paper contains that of Wang
and Xu under an extra condition as a special case (see Remark 1).

1.2. Notations

For a random variable Z, EZ and DZ denote the expectation and variance of Z, re-
spectively. For a vector X = (Xy,---,X,)T € RP, we define its I, norm by || X[, =
(8 1Xi|“)Y« with w € [1,00) and [|X]|;, = max; |X;|. For a matrix A = (a;;) € RF*?,
the spectral norm is defined as ||A|, = SUP||x|, <1 | AX][|j,; the matrix /; norm and the

Frobenius norm are defined by [|A[|; = max; Y7, |a;j| and [|Al[p = 1/ij:l |aj;|?, respec-
tively. Moreover, the matrix [, operator norm is given by [|A||w = supyy, < [[AX],. For

two sequences of real numbers {a,},>1 and {b,},>1, “a, = O(b,)” stands for a, < Cb,
for some constant C > 0 independent of 7.

1.3. Organization of this Paper

The remainder of this paper is outlined as follows. Section 2 introduces some important
definitions and lemmas. In Section 3, we firstly establish the sparse covariance matrix
estimation based on the DPA, while any component of the random vector just has a
bounded 4 + ¢ (¢ > 0) moment. Then, the estimation problem is extended to utilize the
LDPA. Finally, the results from several numerical experiments and a real data example are
presented to support our theoretical results. All proofs are relegated to Appendix A.

2. Preliminaries
2.1. Sparse Covariance Estimation

In this paper, we always assume the real random vector X = (Xy,-- -, XP)T c RP
satisfying the following conditions, denoted as X ~ P (K, 9, 54,5, M).

Condition (i) For a polynomial-type moment, assume EX = 0, || X[z = 1, and for
some positive constants 7, 7, K and € = ¢(7y), itholds p < n?,

X;
/DX,

. X; X
and minj<; i<y D(A) > 7.

/DXDX;

44-¢
<Kfor1<i<p

E|
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Condition (ii) The covariance matrix X of the random vector X belongs to the /;-sparse
space as follows:

p
Uy (Sn,p, M) := {Z = (0ij)pxp >0 m]axz |07 < sn/p,m]axa]'j < M}
i=1
Remark 1. Condition (i) mainly means that the distribution of the any component of X satisfies
the existing bounded 4 + € (¢ > 0) moment. Note that if X is subjected to a multivariate normal
distribution N, (u, L) or a multivariate t-distribution T, («; u, L) with freedom a > 4 + ¢, then
Condition (i) holds. Moreover, the relationship p < n" is necessary for proofing Lemma 1. Mean-
while, the parameter e controls the level of moment; K, M can be determined if the distribution of X
and the covariance matrix X are given.

Condition (ii) is a common assumption for the high-dimensional covariance matrix X of X
(see [4] and [5]). Moreover, we find that the parameter space defined in Wang and Xu [10] is

Go(snp) = {E = (0ij)pxp >0 mj{ﬁlXZ|Ui]‘|0 < Sn,p}- o
i#j

Then, it is obvious that there exists a constant C > 0, such that

gO(Sn,pIM) = {Z S gO(Sn,p)/ 0< ojj < M(G=1,--- /P)} - MO(CSH,P/M)r ()

i.e., the sparse space (1) with the extra condition of 0 < ¢j; < M (j =1,-- -, p) can be seen as a
special case of Up(sn,p, M).

iid.
~Y

Let Xy, -+, Xy P(K,T0,5n,p, M), where X; = (Xy;,--- ,sz-), then, the sample
covariance matrix is given as

. . 1 &
e Yoxix!. ®)
i

The following conclusion about the difference between ¢;; and 0;; was acquired by [4].

Lemma 1. For any y > 2 and some € > 0,
P{ley — oyl = 1\/(Blogp)/m, F1 <ij < p} = O((logp)~2p~1"2+n7*),
where éZ] = % 2;(1:1 (Xikak - @])2

2.2. Differential Privacy: Gaussian Mechanism and Post-Processing Property

This paper adopts the differentially private mechanism to protect sensitive data, which
requires no significant change in the outcome if a single data point of a dataset varies.

Definition 1 ([9]). Two datasets, X and X' € XP, are called neighbors if they only differ in only
one entry, denoted as X ~ X'.

A similar explanation can be found in Cai et al. [11].
Definition 2 ([13]). A randomized algorithm M is (e, 6)-differentially private (DP) if
P(M(X) € O) <eP(M(X') € O)+6

holds for every pair of neighbors, i.e., X and X' € XP, where O is any measurable event in the
output space of M.
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This paper adopts the Gaussian mechanism to guarantee the algorithm being (e, §)-DP.

Definition 3 ([16]). For any algorithm f mapping a dataset XV to R?, the Gaussian mechanism
is defined as

Mc(X) == f(X)+Y,
where Y = (Yy,---,Y,)T with Y; "% N(0,2(Ay(f)/€)?1og(1.25/8)) and Do(f) =
sup [|f(X) = fF(X)|1,-

X~X/

In fact, post-processing a differentially private algorithm preserves privacy.

Lemma 2. Post-processing property [11]: If My is a (e, 6)-differentially private algorithm and M
is any deterministic algorithm, then the composition Ma(M(+)) is (€, 6)-differentially private.

3. Two Methods for Privacy Protection
3.1. Differentially Private Algorithm

Firstly, we introduce the (e, §)-differentially private algorithm, which post-processes
the perturbed sample covariance matrix by the modified threshold. After thresholding,
eigenvalue selection is conducted to guarantee a positive semi-definite property. For details,
see the following description of Algorithm 1. Moreover, we provide Theorem 1 to bound
the errors between X € U, (sy,p, M) and the output £ of Algorithm 1.

Algorithm 1 Modified DP-Thresholding

Input: Xi,---, X, Lid. P(K,To,sn,p,M), e, 6 € (0,1), ¢ K, M > 0 and
n=2
1: Compute

- 1¢
2= (Uij)lﬁi,jgp = ; E XleT + N, (4)
i=1
where N = (1;;)1<;j<p is a symmetric matrix for i < j, n;; Hid- N(0,0%) with 0% =
410g(1.25/6)/ (ne)>.

2: Define the thresholding estimator £¥ = (65)1<ij<p With

. 5 4/2 2 [lo
‘Tig = 0jj - I{|ffij| > TUKHSM —ip +4(71(logp)1/2}.

3: Compute the eigen-decomposition Z* = ¥V A,v;0T and A} = max{A;, 0}, then let
$T _ P 3ty T
Z:LL = E£:1 )Ll- 0i0; .

4: return X7.

In Algorithm 1, the parameters € and J control the level of privacy protection, and the
privacy constraint becomes more stringent as € and § tend to 0. The parameter # is usually
chosen by cross-validation in the simulation experiment in order to decrease the error.

Remark 2. Algorithm 1 is (€, 6)-differentially private. Since Theorem 1 in [17] states that Step 1
in Algorithm 1 preserves (€, 6)-differential privacy, then this, along with Lemma 2, implies that
Algorithm 1 is (e, 8)-differentially private. Note that the process of verifying differential privacy is
long and elementary [18], so we omit it here.
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Theorem 1. Foranyn > 2 and some ¢ > 0, there exist positive constants C1 := C1(q,1,K, M, ¢),
Cy := Ca(q,1,K, M, ¢), such that the output )f.i of Algorithm 1 satisfies

. : - logp \/logé—llogp 1—q
. T <
Oyt Pxe{ I < iy (1182 4 | 1980 Loy oy

>1- O((IOgiﬂ)*%if”+2 +nt+ P’%):

1« log p logé—llogp\1-1/2
PX\P{%HZ“«TF - Ll < CZ\/Sn,p(\/ s \/ o ) }

>1- O((log p)2p Rt P_%)-

(i).

inf
PeP(K,10,51,p,M)

Remark 3. In Theorem 1, the condition > 2 is necessary. Otherwise, O((log p)~ : p12 4 nE)
may be larger than 1 for some € > 0, which leads to results (i)—(ii) being trivial. According to the
results in Theorem 1, we find that when the levels of sparsity (i.e., sn,p) and the dimension p of the
random vector increase and the sample size n decreases, the errors between L € Uy(sn,p, M) and
the output £7_ of Algorithm 1 become larger. Moreover, if € and & become smaller, which means
stronger privacy protection and noise disturbance, the errors become larger. This theoretical analysis
is consistent with the results of the simulation experiments in Section 4.1.

Note that the error bound under the spectral norm over the parameter space Go(sn,p) (see

P 2 o
(1)) in Wang and Xu [10] is O (Sn,p <\/10% + \/logo 1 logp) + 1052:4 1 ), while guaranteeing DP

n2e2

Theorem 1(i), together with (2), states that our error bound over Go(spn,p, M) is O (sn,p ( logp .

n

J@) ) , which performs better than that of Wang and Xu if the space Go(sy,p) has an extra

condition. However, the distribution assumption in our work is weaker than that of Wang and Xu,
and we also consider the case with 0 < q < 1.

Remark 4. In a non-private case, result (i) of Theorem 1 reduces to

. < log p ‘2 1 _ 5
T o n+2 €
Pe79(1<{£(lfsn,p,M)PX‘P{HZ+ Zll2 Sclsn’p( n ) } 21 O((log p)2p " P 2)’

which is consistent with Theorem 1(ii) in [4], i.e., we extend the work of [4] from a non-private
mechanism to a (e, §)-differentially private mechanism.

Remark 5. From the proving process of Theorem 1(i), we find that

1—q
g logp logé—llogp
||ET_Z,H1 < Clsn,p (\/ n + \/ 22

holds under event E defined by (A1).
On the other hand, the Riesz—Thorin interpolation theorem [19] states that the I, operator
norm of the symmetric matrix A satisfies |Al|, < |A||;. Hence, we obtain

1=q
- logp logé—1logp
||ZT_Z‘||W < Clsﬂ,r’<\/ n +\/ n2e2

under event E. This, along with Lemma A1, implies that

. - logp \/logé—llogp 1—q
N Ca—
PeP(Kl,gfsn,p,M) x|P{HZ Zlw ,C1Sn,p( o a2 ) }

>1-0((logp) 2p 1240 4 p73),
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i.e., we can provide the upper error bound under the ., operator norm of the matrix.

3.2. Locally Differentially Private Algorithm

Differential privacy in the local model. In the locally differentially private (LDP)
model, there exists a data universe D, n users who hold private data x € D and a server. In
each round, the server sends a message, each user selects a differentially private algorithm
and runs it on their data in order to encrypt it, and then sends the output back to the server.

Definition 4 ([20]). A randomized algorithm M is (e, 6)-locally differentially private if
P(M(x) € S) <eP(M(X')eS)+4
holds for all pairs of x, X' € D, where S is any measurable event in the output space of M.

In fact, the idea of Algorithm 2 is that each X; perturbs its sample covariance matrix in
order to aggregate the noise disturbance in the algorithm.

Algorithm 2 Modified LDP-Thresholding

Input: Xy, , X, & P(K1,80,,M), ¢, & € (0,1), & K, M > 0 and
n>2

1: foreachk € {1,---,n} do

2:

X XF + R,
where RF = (7’5)131‘,]’3;; is a symmetric matrix and for i < j, rffj N (0,0%) with
o3 =2log(1.25/5)/€>.
3: end for

4: Compute
n

. 1
Y= (Uij)po = ; Z(kalz +Rk).
k=1

5: Define the thresholding estimator £7 = ((VT;)lgi,jS p with

. « . 42 2 /1o
0'{; =0jj I{|0’1‘]‘| > 73 1’]K4+sM 7527 +4O’2(10gp)1/2}.

6: Compute the eigen-decomposition L7 = Ef:l /V\iviviT and )V\f = max{A;,0}, then let
T _ yvP  +5.0T
XY = 25.:1 Al viv; .

7: return XT.

Remark 6. In fact, Step 2 in Algorithm 2 can be viewed as a special case of Algorithm 1 in [21]
that keeps (e, 6)-locally differentially private. Then, using the post-processing property leads to
Algorithm 2 being (e, 6)-locally differentially private. Here, we omit Step 2 to verify the preservation
of local differential privacy.

Theorem 2. Foranyn > 2and some e > 0, there exist positive constants C := C3(q,1,K, M, €),
Cq := Cy(q,1,K, M, €), such that the output )f.fr of Algorithm 2 satisfies
« logé~1logp L
i). inf P YT — Xl € G5y | 2—752F
() pepinf B IEL — Zll < Casnp (F25758) 7

>1-0((logp) 2p 12 4n 4 p1);
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. 1 .« logé~1lo i1
(i) Pyp{ —=IE] — Ellr < Cay/enp (B2 BE) ]

VP ne?
-1 —y+2 —€ -3
>1-0((logp)~2p "2 400 4 p73).

. inf
PeP(K,10,5n,p,M)

Remark 7. The reason for setting 1 > 2 and e > 0 is the same as in Theorem 1. Moreover, the
parameters sy, and p are positively correlated with error bounds, and n, € and & are negatively
correlated with error bounds, respectively, and these results are consistent with the simulation
studies in Section 4.1.

It is easy to see that the error bound under the spectral norm over Go(sy p) in Wang and

Xu [10] is O(sn,p\/ %) while maintaining LDP. Moreover, our Theorem 2(i) and (2)

imply that the error bound under the spectral norm over Go(sy,p, M) differs with that of Wang and
Xu only in theory. However, according to the numerical studies in Section 4, the output of our
Algorithm 2 outperforms that of Wang and Xu. In addition, our assumption of the distribution is
weaker than Wang and Xu's condition, and the parameter space with 0 < q < 1 is considered in
our work.

Remark 8. According to the proving process of Theorem 2, we observe that the error bounds under

) -1 1-9
spectral and Frobenius norms can be O (sn,p (\/ lo%p + \/ %) ) and O ( /Su,p ( logp

n

[logo—Tlogp ) ~1/2 . . . .
+ %) ), respectively. Comparing these results with the conclusions of Theorem 1,

it is easy to see that the upper bound of Theorem 2 is larger than that of Theorem 1. This is reasonable
since Algorithm 2 enforces a stronger privacy protection mechanism, so it has to pay a larger price.

4. Numerical Experiments
4.1. Simulation Studies

In this subsection, we investigate the numerical performances of the outputs £% and
£7 of Algorithms 1 and 2, respectively. Moreover, we also compare these two estimators
with the outputs £ and L7 of the DP-thresholding and LDP-thresholding algorithms
proposed by Wang and Xu [10], respectively.

Data generation

The following models for the covariance matrix & = (0j;)pxp are considered:

Model 1. ;; = 0.6/ ~/1;

Model 2. Oij = 1, Oii+1 = Oi+1,i = 0.6, Oiit+2 = Oi42,i = 0.3 and 0'1']' = 0 for |i - ]| > 3.

Then, we generate samples X3, - - - , X;; in two different ways:

(@) X % N0, Zpxp);

(ii) X are independent from multivariate t-distribution T, («; 0, Zpx ) with freedom
a =5,

Experimental settings

(i) Set p = {50,100,200}, n = {200,300}, e =1/2, € = 0.5and 6 = 1/400;

(ii) Set p = 100, n =200, e =1/2, § =1/400 and € = {0.1,0.4,0.6,0.7};

(iii) Set p = 100, n =200, e =1/2, ¢ = 0.5and § = {1/50,1/100,1/200,1/500}.

In each setting, we choose the tuning parameter 7 in the threshold by 10-fold cross-
validation, as proposed by Cai and Liu [4]. Moreover, we measure the errors by the spectral
and Frobenius norms, respectively. We run each experiment 50 times and take the average
errors as the final result (with standard errors in parentheses).

Experimental results

From Tables 1 and 2, we find that the output £7_ of Algorithm 1 (differentially private
algorithm) performs better than the output Z; of the DP-thresholding algorithm proposed
by Wang and Xu [10]. The above property also holds for our Algorithm 2 (locally differen-
tially private algorithm) compared with the LDP-thresholding algorithm of Wang and Xu.
Moreover, we observe that the dimension p increase leads to the errors becoming larger.
Meanwhile, if the sample size n becomes larger, then the errors become smaller. It can
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also be seen that the errors under Model 1 are larger than those under Model 2, since the
covariance matrix in Model 1 is more dense.

Tables 3 and 4 demonstrate that if the privacy parameter € increases (resulting in
weaker privacy protection), the errors will become smaller. Moreover, Tables 5 and 6
show that when the privacy parameter ¢ decreases, the errors will become larger. These
phenomena are also consistent with our theoretical results. In addition, the following
numerical results are in line with the theoretical findings indicated by Remark 8§, i.e., the
error estimation of Algorithm 1 is smaller than that of Algorithm 2.

Table 1. Comparison of different outputs of the algorithms with normal distributions.

Spectral Norm Frobenius Norm
(p.n) £T £ £t £f £T £F £t £5
Model 1
(50,200) 1.92(0.12) 2.50 (0.14) 4.31 (0.23) 4.95 (0.48) 4.41(0.17) 5.90 (0.31) 8.15 (0.36) 9.77 (0.40)
(50,300) 1.52 (0.13) 1.89 (0.15) 3.70(0.29) 4.18 (0.25) 3.74 (0.16) 4.65(0.13) 6.58 (0.30) 7.65 (0.44)
(100,200) 2.13 (0.13) 2.79 (0.08) 5.44 (0.29) 7.67 (0.43) 6.83(0.17) 9.34(0.23)  10.71(0.25)  14.11(0.39)
(100,300) 1.76 (0.08) 2.18(0.11) 4.73(0.17) 6.73 (0.43) 5.86 (0.17) 7.13 (0.26) 8.81(0.37)  11.07(0.28)
(200,300) 1.89 (0.07) 2.56 (0.14) 6.08 (0.25) 8.81 (0.41) 8.73(0.10)  10.10(0.23) 11.68(0.27)  15.28 (0.19)
Model 2
(50,200) 1.01 (0.16) 1.56 (0.15) 3.46 (0.29) 4.11 (0.29) 3.32(0.21) 4.90 (0.28) 6.42 (0.29) 8.95 (0.46)
(50,300) 0.74 (0.16) 0.92 (0.15) 3.13 (0.27) 3.51 (0.24) 2.87 (0.06) 3.23 (0.13) 5.20 (0.26) 7.16 (0.37)
(100,200) 1.28 (0.16) 1.78 (0.06) 4.19 (0.28) 5.04 (0.23) 4.99 (0.15) 8.07 (0.31) 8.03(0.33)  13.35(0.30)
(100,300) 0.82 (0.13) 1.43 (0.09) 3.60 (0.26) 4.30 (0.18) 4.29 (0.07) 5.30 (0.25) 5.75(0.41) 9.53 (0.39)
(200,300) 0.93 (0.12) 1.63 (0.11) 4.00 (0.17) 5.35(0.17) 6.28 (0.09) 8.93 (0.34) 8.94 (0.31)  13.84(0.24)
Table 2. Comparison of different outputs of the algorithms with t-distributions.
Spectral Norm Frobenius Norm
(p,n) £ £ T £ £ £ T £
Model 1
(50,200) 4.48 (0.10) 5.31 (0.10) 8.64(0.26) 1045(0.13) 9.44(0.21) 11.41(0.20) 13.75(0.26) 15.44 (0.42)
(50,300) 3.69 (0.20) 4.63 (0.08) 7.79 (0.48) 9.36 (0.37) 7.95 (0.28) 9.80(0.14)  12.74(0.46) 13.63(0.33)
(100,200) 4.81 (0.08) 5.56 (0.04) 9.98(0.35) 13.75(0.12) 14.10(0.25) 16.78(0.09) 20.32(0.28) 22.97 (0.28)
(100,300) 4.35 (0.09) 5.08 (0.10) 8.73(0.35)  11.69(0.44) 12.53(0.27) 14.84(0.21) 18.72(0.48) 19.42(0.32)
(200,300) 4.59 (0.04) 542 (0.03)  10.62(0.30) 14.61(0.31) 18.91(0.21) 20.59 (0.24) 23.09 (0.20)  24.10 (0.14)
Model 2
(50,200) 2.81(0.27) 4.23 (0.44) 7.34 (0.48) 9.42 (0.40) 6.06 (0.33) 7.29(0.28)  10.85(0.44) 11.78(0.27)
(50,300) 2.27(0.21) 3.35(0.42) 6.19 (0.49) 7.47 (0.43) 4.86 (0.26) 5.88 (0.30) 9.53(0.35)  10.77 (0.42)
(100,200) 3.91 (0.36) 4.61 (0.39) 8.46(0.27)  10.95(0.30) 9.68(0.25)  13.17(0.40) 14.58 (0.21) 16.69 (0.32)
(100,300) 2.94 (0.17) 3.73 (0.26) 6.69 (0.39) 8.52 (0.46) 7.63(0.29) 10.83(0.31) 11.95(0.37) 13.65(0.20)
(200,300) 3.56 (0.27) 4.46 (0.34) 9.36(0.24) 11.48(0.22) 12.25(0.36) 15.81(0.25) 15.46(0.32) 18.42(0.22)
Table 3. Comparison of different privacy levels € with normal distributions under Model 2.
Spectral Norm Frobenius Norm
e £T £F £T £ £ £ £ £
Model 1
0.1 2.60 (0.06) 3.04 (0.02) 7.49 (0.23) 9.84 (0.22) 7.69(0.21)  11.14(0.13) 12.74(0.26)  17.54(0.35)
0.4 1.51 (0.15) 2.12 (0.06) 5.25(0.33) 6.88 (0.38) 5.95(0.29) 9.11 (0.17) 9.82(0.46) 14.72(0.32)
0.6 1.08 (0.14) 1.70 (0.07) 3.31(0.25) 4.07 (0.17) 4.66 (0.14) 7.64 (0.31) 7.67(0.09)  12.67 (0.15)
0.7 1.03 (0.16) 1.65 (0.10) 3.03 (0.14) 3.34 (0.16) 445 (0.11) 7.02 (0.33) 7.16 (0.04)  11.66 (0.06)
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Table 4. Comparison of different privacy levels € with t-distributions under Model 2.
Spectral Norm Frobenius Norm
€ £ £ I g £ g I pang
Model 1
0.1 6.98 (0.28) 8.29(0.28)  15.03(0.16) 17.59(0.17) 12.99(0.21) 16.58 (0.47) 19.70 (0.35)  22.18 (0.24)
0.4 4.71 (0.39) 572(0.36)  10.37(0.42) 12.88(0.31) 10.78(0.43) 14.34(045) 16.14(0.18) 18.16 (0.14)
0.6 3.02 (0.30) 3.82 (0.37) 6.90 (0.39) 9.15(0.21) 8.89 (0.40) 12.39(0.42) 13.25(0.47) 15.38(0.22)
0.7 1.84 (0.41) 2.55(0.31) 4.54 (0.19) 6.28 (0.24) 7.38(0.41)  10.65(0.39) 11.52(0.30) 13.22(0.44)
Table 5. Comparison of different privacy levels § with normal distributions under Model 1.
Spectral Norm Frobenius Norm
€ T £ I g £ g T g
Model 1
1/50 1.85 (0.14) 2.47(0.11) 4.08 (0.21) 4.92 (0.22) 6.37 (0.16) 8.67 (0.24) 6.33 (0.31) 8.62 (0.34)
1/100 1.99 (0.14) 2.58 (0.09) 4.49 (0.19) 5.51 (0.27) 6.47 (0.47) 8.89 (0.36) 7.66 (0.26)  11.14(0.15)
1/200 2.08 (0.11) 2.62 (0.09) 4.92 (0.27) 6.43 (0.45) 6.68 (0.21) 9.12 (0.29) 9.17 (0.18)  13.09 (0.17)
1/500 2.32(0.14) 2.96 (0.08) 5.63 (0.31) 7.97 (0.25) 7.04 (0.17) 9.66 (0.22)  11.15(0.17)  15.68 (0.21)
Table 6. Comparison of different privacy levels § with t-distributions under Model 1.
Spectral Norm Frobenius Norm
€ £ £ T g £ g T g
Model 1
1/50 4.40 (0.07) 5.29 (0.06) 6.95(0.35)  10.31(0.28) 13.42(0.19) 16.22(0.21) 17.94(0.40) 19.17(0.36)
1/100 4.64 (0.06) 5.38 (0.05) 8.01(0.29) 11.24(0.14) 13.69(0.20) 16.39(0.13) 18.70(0.37)  20.56 (0.39)
1/200 5.73 (0.08) 5.45 (0.03) 8.91(0.35)  13.00(0.21) 13.94(0.18) 16.55(0.13) 19.10 (0.18)  21.96 (0.28)
1/500 5.05 (0.04) 578 (0.02)  10.51(0.39) 14.47(0.26) 14.33(0.17) 16.93(0.07) 20.66 (0.38)  23.37(0.17)

4.2. Real Data Application

To demonstrate the performances of the outputs £7 and £ of Algorithms 1 and 2, and
compare them with the outputs £;” and £J of the DP-thresholding and LDP-thresholding
algorithms proposed by Wang and Xu [10], respectively, we use quadratic discriminant
analysis (QDA) presented by Liang et al. [22]. We apply these estimators on the human gut
microbiome dataset collected by Wu et al. [23], which contains 98 healthy individuals at the
University of Pennsylvania. In fact, the bacterial community in the dataset was categorized
into 87 genera, which appeared in at least one sample. We select p = 40 bacterial genera
that appeared in at least four samples. Then, according to the body mass index (BMI), we
divide the dataset with 40 bacterial genera into a lean group (BMI < 25, n = 63) and an
obese group (BMI > 25, n = 35).

We randomly select 13 lean subjects and 7 obese subjects via the stratified sampling
approach in order to constitute the testing set (roughly 1/5 of the subjects in each group);
the remaining subjects form the training set. Moreover, a two-sample ¢ test is performed
between the two groups for each bacterial genus in the training set. In the our analysis,
p = 25 and 40 are considered. The data are assumed to be normally distributed as N (p, Z),
and the two groups are assumed to have the same covariance matrix X but different means
Ug, k =1 for the obese group and k = 2 for the lean group. Note that the parameters J, € of
the additive noise in Algorithms 1 and 2 are set as 1/196 and 0.5, respectively. In addition,

we set § = 4y/27K M /3 in Algorithms 1 and 2 as the tuning parameter, which is selected
by cross-validation conducted on the real data.
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In order to compare the advantage, the outputs £, X%, ;" and £J are used to replace
£ in the following QDA score functions:

Bily) = —3 log(det(£)) — 2(y — ) TE "y i) +log(),

where 7, = ny/n is the proportion of group k subjects in the training set and iy =
nik Zlgth— group Vi 1s the within-group average vector in the training set. The classification
rule is

k(y) = arg max (y), k=1,2.

We use the testing set to evaluate the estimation performance through the average
number of misclassifications. Our result is based on 20 replications of the above procedure.
Table 7 presents the average number of misclassifications for every output of the correspond-
ing algorithms. It can be seen that the output £% of our Algorithm 1 performs better than
the output X} of the DP-thresholding algorithm proposed by Wang and Xu [10]. Similarly,
the output X% of Algorithm 2 is more effective than the output J of the LDP-thresholding
algorithm [10].

Table 7. Comparison of different outputs of algorithms.

Average Number of Misclassifications

p £ £F £T £
25 2.25 5.70 4.30 6.45
10 3.20 495 5.15 6.90

5. Discussion

In this paper, we study the problem of estimating the sparse covariance matrix under
lower-bounded moment assumption while guaranteeing DP and LDP, and measure the
error bounds by spectral and Frobenius norms, respectively. Furthermore, we conduct
numerical experiments to support our theoretical analysis.

However, we do not derive the lower bound of the error estimation. This is possible
to achieve, since there are many well-known technique methods that can be utilized, such
as Fano’s lemma [24], Assuouad’s lemma [25] and Le Cam’s method [26]. Moreover, a
noteworthy open problem is to consider the estimation in terms of expectation with the
lower-bounded moment assumption while preserving DP and LDP. We leave these aspects
as future work.
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theoretical analysis and edited the manuscript. All authors have read and agreed to the published
version of the manuscript.
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Appendix A

In order to present Theorems 1 and 2, we introduce the following lemma:

Lemma A1l. Define event E as

. 3 lo ..
E= {|‘77j —ji| < Z<€V %p +401(10gp)1/2), V1<i,j< p}, (A1)



Mathematics 2023, 11, 3670 11 of 16

and ¢ := 4\*3[2171( 1t M, where K, v and M are given in Conditions (i)—(ii). Then, for any 1 > 2
and some € > 0,
P(E) 21— O((logp)*%p*’ﬂr2 I pfg),

Proof. Note that (3) and (4) in Algorithm 1 show that
0ij = 03j + njj,

thus, we know

P(ES) = P{I?Ti; +njj — o] > ﬁqKéM\/@wap/logp, N <i,j< p}

< P{lfm oyl > Vagkeem 82, 31 < j < p}
+ P{|n;j| > 301+/logp, 31 <i,j < p} := Ry + Ry. (A2)

Since n;; ~ N(0,0%), it holds that
P{[n] > 3014/logp, 31 <i,j < p} SZp_% (A3)

2
due to P{|X| >t} < 2¢ 22 for X ~ N(0,0?) in [27].
According to Condition (i), we have E| X;|#+¢ < K(TiziJre/ 2 Therefore,

D(X;X;) < E[X;X;* < \/EIX;*E[X;[* < K& o505

By applying the & € U (sy,p, M) in Condition (ii), it follows that

D(X;X;) < K7 M2 (A4)
On the other hand, Condition (i) implies that

D(X;X;) > 100;0j;- (A5)
Define event E; as

Ey = {0;; <2D(X;X;), V1 <i,j < p}
and

P(ES) < P{|6;; — D(X;X;)| > D(X;X;), 31 <i,j < p}
< P{|0;; — D(X;X;)| > w0305, 31 <i,j < p}

holds thanks to (A5). Using Lemma 2(ii) in [4], we know that for some &€ > 0,
P(ES) < O(n ™). (46)

Hence, we obtain that for any # > 2 and some ¢ > 0,

< P({le +mj - oyl = V21,/(D(X;X)) log p) /n, 31 <i,j < p} NEx) +P(ES)

< O((logp)~2p 2 417,
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where the first inequality holds because of (A4), and the last inequality follows from
Lemma 1 and (A6). O

Proof of Theorem 1. (i) Considering that X is a positive definite matrix, we have

I —Zl2 < L = ETfl2 + [ET —Z]2 < (max, il + 127 = Z

LAS

< max [A; = A(E)| +[|IZ7 - Zf]2 < 2| £7 - Zf2.

{i:A;<0}
Hence, it suffices to show that there exists the constant C; := Cy(g,1, K, M, ¢€), such
that
g logp \/logé—1 logp\1-4
T_x|, <
I£7 — £, < cls,,,p(\/ 5P 4 s ) (A7)

under event E.
Since LT — ¥ is symmetric, this, along with the Gersgorin theorem, yields

IE° —Ef2 < [£° ~E|s < £ ~ETy + [EF ~Zfi =Ry +Ro,  (A)

where L7 = (07)xp with 7} = 03 - I{|ojj| > A} and

4[ lgp

A=V Kat + 401 (log p)'/2. (A9)

We first estimate Ry. Clearly, it follows that
p
Ry = max >l = aijlI(jeij] < A) + log; = o3| 1(Jo| > )]
=

4 P
=max ) |o|1(|oyj| < A) < max )" |oy|[TAT (A10)
J =1 i=1

from the definition of (71-; .
The remaining work sets out to estimate R;. It is easy to see that

p p
Ry < m]éﬁxz |Gij — 03| 1(5] > A, |oij| > A) +max Y |oj;|I(|53j] < A, |oyj] > A)

i=1 I i=1

P
+mflx Y 13i|1(133j] > A, |0ij| < A) = Ry1 + Riz + Rys. (A11)

i=1
When event E occurs, we obtain
4

3
Ry < 4m]axZM 10| > A, |ogj| > A) Z AV gy (A12)
i i=1

»-P\UJ

and

p p
Rpp < mjaxz |G — 3| I(|oj| > A) +m],axz |53 (103 < A, |oyi| > A)
i=1 i=1

7 4 7 z
< EmaszI(\Uiﬂ >A) < fm'aXZ/\l_ﬂ(TijW. (A13)
I i=1

] i=1

S

For Ry3, it holds that
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p p
Riz < mjaxz oy I(Joij| < A) +m]¢1XZ |G — 03| 1(163j] > A, |oij] < A)
i=1

i=1

P
< max ) Aoyl + Rar. (A14)
I i=1

Through the condition 6 € (0,1) in Algorithm 1, we know that constant ¢; > 0
exists, such that log(1.25/6) < c;logd~! and o7 < 2+/c1logé—1/ne. This, along with the
definition of A in (A9), leads to

42 a2 logp [logd—1 [logp
On the other hand, we obtain
Riz1 <

P _ 1 3 P N 1
m]axZAI(|(T,]| > A, 1)\ < |0’1']" < )\) + 4m]axi_zlAI(|Uij| > /\,|0’i]'| < 4)L>

1 3 d 3 3
max ZM(4A < |oyj| < A) + 4m}§1x2)tl(|aij — ajj| > 4/\> (A16)

i=1

= )Mw NS

+T2

under event E.
Obviously, Ty in (A16) is controlled by 49 max; Z /\1 q \(71] |7. For T,, (A15) and the as-

sumption in Condition (i) imply A is a bounded quantlty In addition, I(|G;; — o3j| > 30 =0
if event E occurs. Thus, T, in (A16) is 0 under event E. Therefore,

P
R13] < 41 max 2 /\liq ‘(Ti]'|q.
Ji=1
This, along with (A14), reveals that
Ri3 < (47+1) maxZ)\ ;| (A17)
I i=1

under event E. Then, we have
7 7oy
R < <4q + 2) max 2}\ *q|0—ij|¢], (A18)
I i=1

thanks to (A11)-(A13) and (A17).
Furthermore, substituting (A18) and (A10) into (A8) indicates that

. 9 P
27 -l < (4145 ) max A ey
I =1
Hence, we derive

1-q

=) 4

IET — 2|, < <4q+2) (4‘[ Kt M log 18 log(510gp> max Y [y
I =1

1’1262
1_
I logé—11
< Clsn,p (\/ ogp + \/ = nzezng)
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due to (A15)and X € Uq(sn,p, M), which reaches the conclusion of (A7).
(ii) Similar to the discussions in (i), we derive that

I£% —Z)F <2(|E2% —E7[F + [IE7 - Z[}) < ( Y, A+ - ZI%)
i:A;<0

|4
{Z 2+ £ - E||%} =4]E7 -z}

i=1

Therefore, the remaining work is conducted to show that the constant Cs := Cs(g, %, K, M, €)
exists, such that

n2e2

2—q
-1
;Iif —Z[2 < Cssup <\/1°§p + \/IOg‘S 10gp> (A19)

under event E.
Obviously, it holds that

1,« .
;HZT—Z”%— ZZ| —Uij‘zgm?X2|U§—0ij|2

] li=
<2<max2|a — 0 +max2| (fi]-|2>.
)

Using similar discussion techniques as those applied for estimating R;, Rp in (A11)
and (A10), we know that

under event E, where Cq denotes a constant related to 4. Thus, we have

1. 4 1 logo-11 o p
p||>:T—>:||%scq<an4 Gl gg”) max 3 o

Ze? i=1
o logo Tlogp ) "
< Cssny <\/ i’p * \/ : n2e? gp)

due to (A15) and T € Uy(sy,p, M). This is the expected conclusion of (A19). O

Proof of Theorem 2. To show the conclusions (i)—(ii) of Theorem 2, we define the event as
ps 1 . .
Er = {|‘Tz] oij| < 4(6 gp+4ff (logp)”z),\ﬂﬁz,]ép}

and ¢ := 4\[17K4+f

_£2
Based on Lemma 1 and P{|X| > t} < 2¢” 22 for X ~ N(0,0?) in [27], and using the
similar proving process of Lemma A1, we know that for any # > 2 and some ¢ > 0,

P(E) > 1-0((logp) 2p 2 4+ n~* 4+ p71). (A20)
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By considering the similar discussions used to prove Theorem 1, we deduce that
constants Cg := Cg(g,1,K, M, ¢), Cy:= Cy(q,1,K, M, ¢) exist, such that

1—q
. logp logé~llogp
25 —E[l2 < Cesnp (\/ T \/ e

1—-q/2
1|w_m|<cﬁ,f%P+w%5”%P q
N/ F=~7vemp n ne2

under event E,. Furthermore, there exists c; > 0, such that (logp)/n < co(logé—logp)/
ne?. Hence, the above two inequalities reduce to

and

1
log 6~ 1log p) z

I8l < Cosny (2

and

INEY

b

\/ﬁﬂii - ZHF < C4\/Sn,p<

under event E,. This, along with (A20), enables us to reach the desired conclusions of

1
logs—tlogp)?
nez

Theorem 2. [J
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