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Abstract: The Internet of Things (IoT) is rapidly expanding and becoming an integral part of daily
life, increasing the potential for security threats such as malware or cyberattacks. Many embedded
systems (ESs), responsible for handling sensitive data or facilitating secure online activities, must
adhere to stringent security standards. For instance, payment processors employ security-critical
components as distinct chips, maintaining physical separation from other network components to
prevent the leakage of sensitive information such as cryptographic keys. Establishing a trusted
environment in IoT and ESs, where interactions are based on the trust model of communication
nodes, is a viable approach to enhance security in IoT and ESs. Although trust management (TM)
has been extensively studied in distributed networks, IoT, and ESs, significant challenges remain
for real-world implementation. In response, we propose a hybrid fuzzy rule algorithm (FRA) and
trust planning mechanism (TPM), denoted FRA + TPM, for effective trust management and to bolster
IoT and ESs reliability. The proposed system was evaluated against several conventional methods,
yielding promising results: trust prediction accuracy (99%), energy consumption (53%), malicious
node detection (98%), computation time (61 s), latency (1.7 ms), and throughput (9 Mbps).

Keywords: Internet of Things (IoT); embedded systems (ESs); trust management (TM); cyber-attacks;
security

MSC: 94A16; 68T07; 68T20

1. Introduction

The Internet of Things (IoT) is a new technology that has quickly acquired prominence.
Smart buildings, smart hospitals, smart transit, environmental control, smart devices, online
atmosphere, and other IoT applications have a significant impact on how people live their
everyday lives [1]. IoT is a system in which networks of computer devices are linked to each
other. Due to the diversity, resource limitations, and low computing energy of IoT devices,
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there are several security and privacy concerns. These gadgets exchange data with minimal
to no human contact [2]. Unfortunately, there are several security and trust issues brought
on by lIoT’s growth. IoT devices are often found in distant areas, and the data they produce
may be readily manipulated, resulting in false information, inconsistent data, and other
protection and stability risks [3]. IoT safety has a big influence on how well IoT applications
work. A guarantee of object reliability is required when an IoT object has to link with other
items for information and communication safety purposes [4]. The study of organizational
behavior offered by trust management is based on both current and past conduct. The
adoption of trusted management may address issues with credential management, better
user confidentiality, and data protection. There are now many suggested trust management
solutions accessible on the IoT network [5]. While trying to evaluate the nodes’ trust
levels within an IoT network, many researchers significantly experience difficulties [6].
IoT devices are susceptible to security assaults because they operate in distant places in
possibly hostile situations. These resource-constrained systems, unfortunately, are unable
to implement standard safety techniques since they need strong hardware and software [7].
One may assume that a sizable quantity of critical information is handled in IoT devices
given the size of IoT and the sectors that use this innovation. As a result, safety is essential.
Trust management is one technique utilized to evaluate the network’s dependability [8]. By
providing a trust value to each node and identifying its degree of trust, trust management
tries to assure the dependability of the network. As a result, the data supplied by a node
with a higher trust value are regarded as accurate. The trustor and the trustee are the two
parties who should be engaged to establish a trust contract [9].

Several sophisticated technologies, such as portable industrial robotics and automo-
bile technologies, are driven by contemporary ESs. The ES is vulnerable to disruptions
or abnormalities, particularly in such natural situations. The effects change with time
while functioning in a non-stationary setting. For instance, the reliability of a sensor relies
on its environment. Moreover, interior states such as the assessment of a mobile robot’s
present location may become more unreliable and unpredictable. As a result, the system’s
functioning becomes riskier. Conversely, safe functioning is essential, particularly with
human involvement. Hence, as requirements for embedded systems rise, so do the chances
of errors and unusual behavior. The former is mostly caused by the growing volume of
and dependence on sensory input, as well as by being immersed in an atmosphere that
is becoming more complicated and even disruptive and unpredictable [10]. In addition
to these hardware difficulties, the programs utilized within the data flow can also induce
difficulty due to inherent ambiguity in their outputs. Much worse, these ambiguities change
during the system’s lifespan, for example, as a result of drifting and fading impacts. These
inconsistencies make the fundamental knowledge less trustworthy and add ambiguity and
confusion, which seriously impairs safe functioning. Since the activities of an embedded
system are dictated by the sensed data and analysis, which in turn affect the general security
of the device and its connection with the surroundings, trust or trustworthiness is the key
idea here. Hence, appropriate methods must be developed to handle the ambiguities or
reliability, as appropriate [11]. The new area of data collection and transmission without
human involvement comprises IoT and ES. It is described as a network of interconnected
items that have embedded sensors, computers, and control mechanisms. IoT technology
evolved as a consequence of scientific advancements. Applications for IoT and ESs are
becoming more prominent in practically every industry. IoT applications integrate smarter
cities and households, improve transportation and logistics, support healthcare applica-
tions, and monitor the environment and public safety. Industrial robots, the aerospace
industry, networks and communications, and the automobile industry are a few examples
of embedded system applications. Figure 1 displays a few of the predominant IoT and ESs
applications [12].
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Figure 1. Applications of IoT and ES.

The IoT and ESs allow a variety of applications, yet they also present some security
concerns. The idea of a conceptual approach for so-called trust management, which consists
of infrastructure and certain procedures, will be proposed as a resolution. Its goal is to
boost user confidence in framework efficiency to strengthen the framework’s resilience and,
as a result, enable efficiency optimization without compromising security.

The remaining parts are organized as follows: The problem statement and literature
review are covered in Part II, followed by the suggested methodology in Part III, the
proposed methodology’s assessment in Part IV, and the conclusion in Part V.

2. Literature Survey

The suggested method was planned after referring to the relevant research works of
various researchers on the aspects of Internet of Things, embedded systems, fuzzy rule
algorithms, and trust planning mechanisms.

2.1. Review Based on Internet of Things

One of the key ideas in IoT is wireless sensor platforms, which include many network
devices with limited resources. These asset-limited sensor nodes now face increased
security risks as a result of IoT’s widespread adoption. Praveena et al. [13] includes a
comprehensive overview of the IoT, discussing its key features, enabling technologies,
and potential applications in various domains such as healthcare, transportation, and
smart cities. They highlighted the need for efficient communication protocols, scalable
architectures, and security mechanisms to ensure the successful deployment and operation
of IoT systems and suggested a blockchain-based trust management system (BBTM) to
address the issue, wherein portable interface nodes would assess the reliability of IoT
devices. For trust assessment, BBTM may design decentralized applications and validate
the calculation procedure. The capacity and skill to recognize trustworthiness need more
time. Trust is important in providing consumers of the IoT system with an efficient,
dependable, expandable, and trusted setting where they may exchange personal data on
a secured interaction network. Consequently, TM is a key component of a large-scale
IoT platform’s ability to transmit data successfully and securely across different nodes.
For commercial IoT nodes that are unable to secure information, a lightweight strategy is
suggested to address security concerns, delay, and the danger of malevolent actions [14].
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2.2. Review Based on Embedded Systems

The evolution of and advancements in embedded systems have led to the proliferation
of many embedded systems in various domains. Bitencourt et al. [15], combining embed-
dings and fuzzy time series for high-dimensional time series forecasting in (i), presented
a comprehensive survey on many embedded systems, discussing their characteristics,
challenges, and applications. They highlighted the key design considerations, including
energy efficiency, real-time constraints, and communication protocols, to achieve many
reliable and scalable embedded systems. In both controlled and distributed designs, the
effect of rogue gadgets has been reduced through TM. Unfortunately, the majority of these
conventional TM frameworks have difficulties with computing, memory, and transmis-
sion. The substantial number of factors that need to be modified is this system’s primary
shortcoming. For massive IoT operations, transferring reliable information across trusted
parties is essential. However, the absence of trustworthy partnerships across IoT firms
creates considerable obstacles to the aforementioned aim. The authors of [16] suggested a
lightweight, secure, triple-trusting architecture (SLTA) that effectively utilizes a supportive
system for blockchains. The design features a decentralized access control system that
improves privacy and authority over digital records as well as an oracle-based information-
collecting system that assures that the information gathered from IoT edge equipment is
not altered. The power consumption for the computation is very high. Investigators require
IoT-specific technologies, methodologies, and information to increase the degree of privacy
for IoT.

2.3. Review Based on Fuzzy Rule Algorithms

Fahim et al. [17] offered an architecture for creating IoT context-aware safety mech-
anisms to identify malicious information in IoT application situations. To enhance the
performance and efficiency of fuzzy rule algorithms, researchers have proposed various ex-
tensions and modifications. They introduced the concept of adaptive neuro-fuzzy inference
systems (ANFIS), which combine fuzzy logic with neural networks to improve learning
and adaptability. ANFIS has been applied in various applications, including system iden-
tification, time series prediction, and fault diagnosis. IoT-Flock is a recently developed,
open source loT information-generating program that makes the foundation. Investigators
may create an loT usage instance with both legitimate and malicious IoT systems using
the IoT-Flock tool and create data. The suggested architecture also includes an open access
application for transforming the traffic that IoT-Flock collects into an IoT database. The
reliability of the Internet of Things (IoT) system depends on the detection of anomalous and
malicious information. Diwan et al. [18] introduced a simple, limited-cost, greater privacy;
lightweight, low-computational-time feature selection IoT intrusion detection approach
feature entropy estimation (FEE). The link between all retrieved characteristics was then
validated using FEE to detect fraudulent traffic in IoT systems. Due to the implementation
of several commands, it is quite complicated. One of the major problems with the Android
environment’s cyber protection is the proliferation of malignant applications. It is almost
impossible to manually identify malware applications in the Android environment due to
the rapid growth of malware deployments for the platform. Machine learning is already
a young method for detecting malware as a consequence. Abawajy et al. [19] analyzed
how frequently utilized filter-based feature-selecting approaches function, with a focus
on Android malware detection, and formulated the feature-selecting issue as a quadratic
computing issue. The needed training time was longer [20,21]. The malicious program
posed a danger to the safety of organizations and networking. Obfuscated malware that
may avoid investigation and recognition by anti-malware programs has grown common,
although anti-malware solutions are meant to safeguard devices and connections from
malware assaults. As a result, a key worry now is how to identify and eliminate malware
that has been hidden from the networks.
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2.4. Reviews Based on Trust Planning Mechanism

In the context of IoT, trust planning mechanisms are crucial for ensuring the reliability
and security of interconnected devices and systems. Mazumdar et al. [11] proposed a trust
evaluation model for IoT environments based on fuzzy logic and multidimensional trust
factors. They considered factors such as device reliability, communication quality, and
security behavior to assess the trustworthiness of IoT devices, contributing to the effective
management of trust in IoT ecosystems. In this study, a semi-supervised solution for
obfuscated malware identification was proposed that combines deep learning, extraction
of features, imagery modification, and computing approaches. With the advent of 5G and
above systems, data protection and security have become key problems, giving rise to
innovations such as blockchain and federated learning. They enable autonomous data to be
used to train machine learning algorithms while maintaining anonymity. This research [22]
addressed security concerns unique to this new framework for learning and explored the
prospects for IoT malware identification made possible by federated learning (FL). In this
regard, a methodology for detecting malware that affects IoT systems utilizing FL was
provided. Because of the broad variety of sensitive apps that the Android system has
embraced, including banking services, it is increasingly being targeted by malware that
takes advantage of security system weaknesses. Methods for the identification of mobile
malware have been suggested in a few studies. To obtain the highest level of effectiveness
and performance, however, changes are necessary. To identify suspicious Android-directed
assaults, we applied machine learning and deep learning technologies. The computation
cost is very high [23]. Conventional network equipment has long encountered difficulties
with security and reputation administration. Hence, this study provides software-defined
networking (SDN), a unique scalable system for credential and trust management of IoT
systems in IoT connectivity, a satisfactory proof of concept that shows the sustainability of
the suggested system, using modeling that can hold the shared key of IoT systems on the
blockchain and properly route networked congestion using SDN.

3. Problem Statement

Over the past several years, millions of IoT and ESs systems without adequate security
features have been produced and deployed, and this number will continue to grow as
breakthrough innovations become available. Notwithstanding the above information, IoT
and ES’s security problems are widespread. By taking advantage of these privacy holes,
attackers may create a false network and carry out local or distant operations. Moreover,
they can alter confidential data without authorization, stop the IoT from functioning
normally, or even completely harm the IoT technology. IoT and ES’s hardware and software
elements are both potentially vulnerable. The demand for effective approaches to detect
attacks in IoT and ESs systems within networks is driven by their susceptibility to assaults.
To solve these security concerns, we thus introduced the TM-based FRA + TPM technique.

4. Research Methodology

IoT and ESs are effective technologies for many smart applications and have become
a potent medium for sharing data and expressing/debating ideas. High-quality safety is
a constant need to protect the sensitive data sent between ESs and IoT. One of the main
issues to be addressed is safe routing to stop network impersonating attacks. Thus, we
recommended the fuzzy rule algorithm and trust planning mechanism (FRA + TPM) for
efficient trust management and to enhance IoT and ESs security.

4.1. Fuzzy Rule Algorithm (FRA)

We created FRA, an efficient trust management system for IoT and smarter environ-
ments. The FRA defines the mechanism’s functioning and it explains how the proposed
technique would operate. The IoT system enables the devices to join and terminates the
connection at any time. IoT is a very volatile network as a result of this feature. The goal is
to provide a technique that collects the network’s adaptive properties to enhance the IoT
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platforms’ overall architecture. Figure 2 shows the FRA procedure, where a server assesses
the querying node to which it is sending the resources. When there are plenty of querying
nodes, the FRA process may employ the First in First out (FIFO) activity to rank them in
order of importance. After choosing a node and providing capabilities to it, the server
changes its local storage to the transactions’ results. The FRA is employed to assess trust in
the IoT network ecosystem in the framework of trust in traditional cultures. We focused on
the review process rather than the prioritization strategy for choosing the querying node.

Assessing __,  Choosing  __~ Executing
hodes nodes transactions

Upgrading
databases

Figure 2. Process of FRA method.

Establishing and preserving trust between the IoT nodes of the intelligent system is
the FRA’s main goal. The FRA applies fuzzy logic computing to determine the reliability of
IoT nodes. The server assesses each node’s reliability after receiving a query from it before
assigning a specific function to it. Utilizing trust qualities, such as each node’s authenticity,
suitability, and sensitivity to other nodes in the system, trust is assessed. When a node sends
a demand to the server for any kind of operation, the system paradigm begins to function.
The resource supplier (server) initially assesses the authorizing node using predefined trust
characteristics, and only offers capabilities to trustworthy nodes if necessary. If not, the
server considers the receiving node to be malignant or untrustworthy. The trust level is
calculated utilizing fuzzy logic computing, where fuzzy rules are implemented to each
querying node to maintain trust between the server and the querying node. Furthermore,
the server receives the finalized trust value of the querying node after fuzzy logic analysis
based on preset trust characteristics. The server chooses whether to serve the node or
ignore it based on the ultimate trust value. To remove malignant nodes, a cutoff (CF) level
is also specified. The FRA introduces a fuzzy filter that comprises two processes with
predetermined thresholds.

The resulting trust level is re-evaluated by the fuzzy filter and compared to the
predetermined cutoff value. The CF value could be flexible, changing in response to service
requests. The threshold level is larger for extremely reactive equipment, while it is lower
for less susceptible ones. The server offers resources to a node when its score is higher
than or equal to the preset cutoff level, and once the operation is complete, the server
changes its storage appropriately. The server refuses to send resources to the querying
node and labels it as malignant or untrustworthy if the node does not reach the minimum
cutoff value. The time-driven technique is utilized to increase the IoT platform’s degree
of confidence. A particular timestamp is assigned to the querying node, and the trust
level of the querying node is saved in the storage at the moment the querying node is
assessed by the server. There is no requirement to re-evaluate the node if it demands the
resources a second time during the given period; instead, the server utilizes the node’s
previous trust level. The server must re-evaluate the querying node’s trust level if the
node demands resources after the specified time has passed. The period is fixed to 60 s for
each node assessment. Moreover, every node is re-evaluated when the time has passed,
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and the storage is upgraded with the properly measured trust level for that specific node.
Fuzzy filters are crucial for removing fraudulent nodes because they utilize methods to
contrast calculated trust with a cutoff level. The server defines the asking node as trusted if
the calculated trust is equivalent to or higher than the cutoff level; otherwise, the server
identifies the querying node as malignant. The calculated trust of a node that the server
flags as malignant is not kept in the server’s internal storage. We developed an algorithm
called Assessing Trustworthiness that analyzes the trustworthiness of arriving nodes in the
system utilizing a predetermined cutoff level. The method in Algorithm 1 describes how
the network operates for reliable nodes.

Algorithm 1: Trust node prediction

Configuration
mj-one Node for each query
FC: Collection of fuzzy scores
F = First trust score

L<TT) = Last trust score

P((:T) = Prior determined cutoff score
nt = Trusted node
U: (0.04 — high(+),low(—))
Outcome: Trusted Node

Process
Start

Q™) L u
n? —Uu
If U receive (q,ni,Mg) then
N® (N
If (N}R) > PT) then
L pru
Else if <Ni(R) > PT>then

L —pr—u
End if
End if

L<TT) — Collection

1f (17 > H{") then
T)

)

M,g,( —n;
M

< Solutions
Ds « My (L{)
else

Un —n;
End if
End

Description of the symbols used in Algorithm 1:
Symbols in Configuration:

mj: One node for each query.

FC: The collection of fuzzy scores.

F: The first trust score.

L(TT) : The last trust score.

P((:T): The prior determined cutoff score.

nt: The trusted node.

U: (0.04—high (+), low (—)): A membership function or fuzzy set representing the
uncertainty level. Here, the value U ranges from 0.04 to high (+) or low (—).
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Outcome: The trusted node as the outcome of the process.
Symbols in Process:
(New) .
Q,; : The new query input.
n?: A specific node associated with the query.
U receive (q, n;, M%) The condition where U receives a query, associated node, and a
trust score.
Nl.(R) : The trust score received from node N.
Pr: A predetermined threshold or cutoff score.

L(TT) < Pr + U: The update of the last trust score with the addition of U.

L(TT) < Pr — U: The update of the last trust score with the subtraction of U.
H;T): A high trust score threshold.
M,(%? The trusted node associated with query #;.

M,&T): The solutions or outcome based on the trusted node.

T)

Ds: A collection of solutions associated with the trusted node M ) (L(T ) and the last

(i)
trust score L(TT).

U,: A specific node denoted as uncertain.

m; — V;: The transfer or assignment of query node m; to a variable V;.

This algorithm, Identifying Malicious Node, which functions as a filtration, was
created for malignant node identification. As soon as a node has finished using the
reasoning engine and the server has received the final trust level from the querying node,
this method is once again evaluated on that specific node. This method labels a node as
malignant or untrusted if it has lower trust than the cutoff level. The FRA is effective and
clever in identifying malevolent or hacked nodes and taking appropriate action. Two trust
properties, namely, a node’s reliability and flexibility, are specified to calculate a node’s
trust level. Reliability, a trust characteristic, indicates the degree of certainty and trust for
a querying node. Based on its scope, we split the attribute reliability into three groups,
including (0, 1). Flexibility, a trust characteristic, denotes a node’s interoperability with the
server and if a node may legitimately demonstrate its trust in the trustworthiness node.
The characteristic flexibility is also separated into three groups based on input data. We
obtain a clear range of outcomes for the property total trust by employing these input data
to the inference engine along with the fuzzy system. The detail of detecting malicious
nodes is provided in Algorithm 2. The suggested mechanism’s entire workflow is shown
in Figure 3.

Description of the symbols used in Algorithm 2:

Symbols in Configuration:

M,ER The last trust value associated with node #;.
FC: The collection of fuzzy scores.

P((:T): The prior determined cutoff score.

T,:: The novel trust score used for malignant node detection.

U: Trust value up/down (0.05) per request: A membership function or fuzzy set
representing the trust value adjustment per request. Here, the value U is 0.05, which can be
added or subtracted to the trust score.

Outcome: The malignant node as the outcome of the procedure.

Symbols in Procedure:

AEZT): The trust value associated with node n;.

UmeiWAﬁ,T): The condition where U receives the trust value A,(1T).

TI@: A temporary trust score.

Prg{;): A requested trust score.
T;: The updated trust score for the node.

T, — S: The transfer or assignment of the trust score T, to a variable S.
P((:T): The cutoff score or threshold.
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Malicious: A malignant node.

nEB): A specific node categorized as a malignant node.
Allowed: A node that is allowed or trusted.
nl-R) : A specific node categorized as a trusted node.

Algorithm 2: Malignant nodes detection

Configuration
Mﬁ,z)) = last trust value of n;
FC = Collection of fuzzy scores

PéT) = Prior determined cutoff score

T,,= Novel trust score for malignant node detection
U: Trust value up/down (0.05) per request
Outcome: Malignant node

Procedure:
Initialize
A,(iT) — M,(qz))
. T T
if ureceiveArg ) — MS,U.? then
T T
Tl(jr> — AE, )
if (P > P then
T, <+ A,(qT) +u
else if(TI()Z) > P((:T)> then
Ty < A,<1T) -u
end if
end if
T, — S

if Ty < PéT) then
(B)

Malicious < n;

Else

Allowed <+ nl(R)
end if

End

4.2. Trust Planning Mechanism (TPM)

The TPM is intended for significant platforms with a collection of predetermined
functions as shown in Figure 4. It was designed specifically for embedded systems utilized
in mission-critical, safety, and security-related activities. A dependable operator initializes
and configures the system, and it is not anticipated that the user would make changes
to it while using it. Basic embedded system elements such as the CPU, RAM, system
bus, a peripheral bus, peripherals, and trusted planning additions such as the trusted
zone, planner, application-aware MPU, time-slice and synchronization analyzers, and a
peripheral bus administrator are all included in TPM. The planner controls how programs
are performed and notifies the trusted zone when a novel service has to be run. Programs
are started by the planner either by its predetermined plan or in reaction to outside cir-
cumstances. As a result, the planner is set up with the planning rules it has to follow
and is notified of the active processes on the platform. The trusted zone preserves the
program’s present condition and passes a command to the novel program when a novel
program is planned to run. The trusted zone deploys and enables the appropriate CPU
time-slice tracker (for example, a timing interruption) and the synchronization analyzers
that transmit responsibility back to it from the program before the program is executed.
The trusted zone may always reclaim management of the CPU with the least amount of
delay thanks to the CPU duration and synchronization analyzers working in combination.
As the planner operates effectively on the CPU and is separated from the programs and
various platform parts, it is constantly able to pause and resume the operation of programs.
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Every program executing on the platform is assigned a unique specialized memory sector,
and an assessment knowing storage security module (SSM) enforces application borders
to guarantee activity separation. Lastly, we implement a peripheral bus administrator to
guarantee that bus connection to the peripherals is safely managed. The CPU (the executing
apps) and other good peripherals cannot be denied connection to the peripheral bus by
misbehaving devices thanks to the peripheral bus controller, which manages access from
the different peripherals. Moreover, it makes sure that every program is limited to using
the peripherals permitted in the trusted zone.

If (last trust

>= <
Cutoff value)
No
Start
l Yes |
Malignant P Gatheri d :
o athering an
Trusted estimating
1 Node | query ‘
Rejecting node 1 ‘L
without Providing Offering Fuzzyrule
services Solutions utilization
l l Modify storage
ifyi Last trust
Stop Unifying | ast trus
database score
Figure 3. Workflow of proposed FRA.
Initialization and
Configuration
Peripheral Bus
System C t > .. .
ystem L.omponents Administration
Planner and Trusted Zone Program Execution and
Interaction Violation Handling
Program Execution and Trusted Zone and Platform
Memory Separation Initialization

Figure 4. Flow of TM module.

Every program begins running at the first command it receives and keeps running
until it crashes, breaks a security rule, or is interrupted. Whenever a program attempts to
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access or alter a program or content that does not correspond to it, a privacy violation is
triggered. Moreover, if a program attempts to perform an atomic segment that exceeds the
predetermined limit or if its allotted CPU period runs out, a safety violation is generated.
Moreover, if any program attempts to use a service to which it has not been allowed access
or if the duration of any bus operation is beyond a pre-maximum limit, the peripheral bus
administrator generates a safety violation. As an alternative, the atomicity monitor may also
be used to impose the maximum limit on the duration of bus operations. Responsibility is
returned to the trusted zone (through the hardware planner) when an activity is interrupted
or forcefully ended as a result of a safety violation. The device planner then continues the
operation of any outstanding programs.

We presume that a trustworthy manager provides platform initiation parameters
to the trusted zone in terms of platform activation. When the device is turned on, the
trusted zone runs first and initiates system startup using the executive’s commands. The
number of apps, the peripherals they utilize, the storage architecture, the operation plan,
and preemption rules (such as the maximal CPU time-slice for every program, etc.) are a
few examples of these factors, although they are not restricted to them. The scheduler is
set up by the trusted zone to run programs regularly or in response to events. Moreover,
it sets up specific software and data divisions for every activity by configuring the asset
allocator’s CPU scheduling settings and the software SSM. The trusted zone also constructs
the peripheral bus administrator with knowledge of the services’ needs for peripheral
connectivity after initializing the software storage of each unique activity.

5. Result and Discussion

In this part, the computation outcomes of the suggested scheme are compared to those
of the conventional strategies in terms of trust level prediction, energy consumption, malig-
nant node detection, computation time, latency, and throughput. The existing comparison
systems include Trust2Vec, Trust-FTSR, RFA, and EMBTR.

5.1. Trust Prediction Accuracy (%)

Predicting the amount of trust among organizations and consumers who are not
already linked is the procedure of forecasting a new trustworthy relationship. Clients
must be able to estimate the trust level to have trustworthy communication in IoT and ESs
applications. The trust prediction accuracy of the suggested and conventional systems is
shown in Figure 5. The outcome of the trust prediction accuracy is depicted in Table 1. This
demonstrates that the proposed system’s indicated trust level forecast is accurate.

100
90
80

Trust prediction accuracy (%)

Trust2Vec Trust-FTSR  RFA [Chen et EMBTR [Khan FRA+TPM
[Dhelim et al.  [Haseebet  al. {2021}] and [Proposed]
(2022)] al. {2022})] Rajalakshmi
{2022)]

Figure 5. Trust prediction accuracy for suggested and conventional strategies i.e., Trust2Vec [24],
Trust-FTSR [25], RFA [26] and EMBTR [27].
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Table 1. Outcome of trust prediction accuracy.

Methods Trust Prediction Accuracy (%)
Trust2Vec [24] 56
Trust-FTSR [25] 81
RFA [26] 62
EMBTR [27] 71
FRA + TPM [Proposed] 99

5.2. Throughput (Mbps)

The quantity of data efficiently sent between two locations in a certain length of the
period is known as throughput. It may also be defined as the highest required capability that
amethod can handle. The throughput results using the suggested and conventional systems
are shown in Figure 6. The outcome of the throughput is depicted in Table 2. It demonstrates
that the recommended approach offers more throughput than the existing strategies.

40

35
g 30 —e—FRA+TPM[Proposed]
0
€2 EMBTR [Khan and
.-Q,_ 20 Rajalakshmi (2022)]
'5'1 RFA[Chenetal.
3 15 (2021)]
= o
< 40 e —o— Trust-FTSR [Haseeb
= : e ——— etal. (2022)]

5 i —e— Trust2Vec [Dhelim et

. - al. (2022)]

10 20 30 40 50

Number of nodes

Figure 6. Throughput for suggested and conventional strategies i.e., Trust2Vec [24], Trust-FTSR [25],
RFA [26] and EMBTR [27].

Table 2. Outcome of throughput.

Number of Throughput

Nodes (Mbps)
Trust2Vec Trust-FTSR FRA + TPM
[24] [25] RFA [26] EMBTR [27] [Proposed]
10 3.2 6.2 9.2 5.9 10
20 3.1 6.9 8.1 4.5 9.7
30 2.6 6.2 8 43 8.2
40 15 6 7.3 4.1 9.9
50 1 5.3 7.5 4 9

5.3. Latency (ms)

In information exchange, latency refers to lag. It displays the duration required for
data to travel through the system. Networks with increased delays reduce performance.
Less delay ensures excellent transmission dependability. The latency results using the
suggested and conventional systems are shown in Figure 7. The outcome of the latency is
depicted in Table 3. It demonstrates that the recommended technique has lower latency
than the existing strategies, allowing data to be transferred more effectively in the IoT
and ES.
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—Trust2Vec [Dhelim et
al. (2022)]

——Trust-FTSR [Haseeb
etal. (2022)]

——RFA[Chenet al.
(2021)]

EMBTR [Khan and
\/ Rajalakshmi(2022)]
——FRA+TPM[Proposed]
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Latency (ms)
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/

Number of nodes

Figure 7. Latency for suggested and conventional strategies i.e., Trust2Vec [24], Trust-FTSR [25],
RFA [26] and EMBTR [27].

Table 3. Outcome of latency.

Nlll\ln;l;eers of Latency (ms)

Trust2Vec Trust-FTSR FRA + TPM
[24] [25] RFA [26] EMBTR [27] [Proposed]

10 7 9.1 6.3 3.3 2.3

20 7.1 6.4 6.7 4.1 2

30 8.3 5.3 6.1 4 1.5

40 9.3 7.9 6 5 1.1

50 6.3 8.9 5 5.2 1.7

5.4. Energy Consumption (%)

The strategy’s entire energy usage is referred to as energy consumption. It is the
difference between the energy structure in its initial condition and the energy structure in
its most recent state. The energy consumption results using the suggested and conventional
systems are shown in Figure 8. The outcome of the energy consumption is depicted in
Table 4. It is noticeable from Figure 7 that the recommended method requires less energy
while computing. For interaction to be efficient, energy consumption must be maintained
to a minimum.

FRA+TPM[Proposed]

EMBTR [Khan and Rajalakshmi
(2022)]

RFA [Chen et al. (2021)]

Trust-FTSR [Haseebetal. (2022)]

Trust2Vec [Dhelim et al. (2022)]

0 20 40 60 80 100

Figure 8. Energy consumption for suggested and conventional strategies i.e., Trust2Vec [24], Trust-
FTSR [25], RFA [26] and EMBTR [27].
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Table 4. Outcome of energy consumption.

Methods

Energy Consumption (%)

Trust2Vec [24]
Trust-FTSR [25]
RFA [26]
EMBTR [27]

FRA + TPM [Proposed]

73
81
62
91
53

5.5. Malignant Node Detection (%)

A malignant node attempts to prevent other nodes in the system from providing
services to devices connected. The malignant node may reduce the system performance
rate, which would reduce the network’s service time. It is necessary to identify these nodes
in wireless communication. The malignant node detection results using the suggested
and conventional systems are shown in Figure 9. The outcome of the malignant node
detection is depicted in Table 5. It shows that the provided approach effectively detects
malicious nodes.

120

100

80

60

40

20

Malignant node detection (%)

10 20 30 40

Number of nodes

50

—8—Trust2Vec [Dhelim et
al. (2022)]

—e—Trust-FTSR [Haseeb
etal. (2022)]

RFA [Chen et al.
(2021)]

EMBTR [Khan and
Rajalakshmi(2022)]

—o—FRA+TPM[Proposed]

Figure 9. Malignant node detection for suggested and conventional strategies i.e., Trust2Vec [24],

Trust-FTSR [25], RFA [26] and EMBTR [27].

Table 5. Outcome of malignant node detection.

Malignant
Number of Node
Nodes Detection
(%)
Trust2Vec Trust-FTSR FRA + TPM
[24] [25] RFA [26] EMBTR [27] [Proposed]
10 53 73 63 81 98
20 57 71 62 83 96
30 55 69 66 87 99
40 59 77 69 89 97
50 54 75 67 85 94

5.6. Computation Time (s)

Computation time is the length of time required to accomplish a calculation (also
known as execution time). This indicates how rapidly the modal can detect the result.
The computation time results using the suggested and conventional systems are shown
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in Figure 10. The outcome of the computation time is depicted in Table 6. As a result, the
recommended method takes less time to forecast trust and find malignant nodes.

100
90
80

70
60
50
40
30
20
10

0

Trust2Vec Trust-FTSR RFA [Chen et EMBTR[Khan FRA+TPM

Computation time (s)

[Dhelim et al. [Haseeb et al. al. (2021)] and [Proposed]
(2022)] (2022)] Rajalakshmi
(2022)]

Figure 10. Computation time for suggested and conventional strategies i.e., Trust2Vec [24], Trust-
FTSR [25], RFA [26] and EMBTR [27].

Table 6. Outcome of computation time.

Methods Computation Time (s)
Trust2Vec [24] 69
Trust-FTSR [25] 92
RFA [26] 73
EMBTR [27] 81
FRA + TPM [Proposed] 61

6. Discussion

Dhelim et al. [24] presented the Trust2Vec TM technology, which could maintain
connections in large-scale IoT networks and counter large-scale trust assaults carried out
by many hostile units. They provided a network embeddings population identification
technique that recognizes and inhibits communities of harmful nodes to identify assaults
such as self-promotion and maligning. The accuracy of malicious detection is extremely
low. To enhance trustworthy and cooperative connectivity in smart cities, the authors
of [25] suggested the fault-tolerant supervised routing (Trust-FTSR) paradigm for TM in
the IoT environment. For dependable and efficient system architecture, every node assesses
the actions of its partners and develops mutual contact. A fault-tolerant transmitting
mechanism was further provided by utilizing guided network learning without adding
any extra overheads. The cost of computing is expensive. For computing immediate
trust, using a gliding window and the time-decaying factor may significantly speed up the
convergence rate. To efficiently screen out incorrect suggestions and reduce the impact of
dangerous items, the authors of [26] designed a recommendation-filtering algorithm (RFA).
As a means of adapting to the periodically dangerous situation, an adaptive weight was
created to blend straight trust and suggestion trust into synthesis trust more effectively. The
algorithm’s complexity contributes to the computation’s poor performance. The highest
level of privacy is a constant need to protect the sensitive data sent between ESs and IoT.
To complete the routing process safely based on nodes’ trustworthy values, an enhanced
multi-attribute-based attack resistance (EMBTR) method was suggested by the authors
of [27]. By excluding the misbehaving nodes from the transmission channel based on the
computed trusted measures for the network nodes, the method described in the study may
offer a trustworthy route. The trust value forecasting process takes a long time to complete.
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Owing to these shortcomings in the existing strategies, we offered an FRA+TPM for an
effective TM in the IoT and ES.

7. Discussion of Analysis of the Presented Fuzzy Method with the Exact Method

One of the key advantages of the fuzzy method is its ability to handle uncertainty and
imprecision. In IoT environments, where data and conditions can be uncertain or vague,
the fuzzy approach allows for more flexible reasoning and decision making. In contrast,
the exact method might struggle to handle uncertain or imprecise data effectively.

The fuzzy method provides a more granular and flexible approach to trust manage-
ment. It allows for the definition of linguistic variables, membership functions, and fuzzy
rules, enabling the system to reason and make decisions based on linguistic terms rather
than rigid numerical values. This flexibility can be beneficial in capturing and expressing
complex trust relationships. The exact method, on the other hand, may have more limited
expressiveness and granularity due to its reliance on crisp values and strict rules.

The exact method may excel in situations where precision and deterministic decision
making are crucial. However, in dynamic and uncertain IoT environments, the fuzzy
method’s ability to handle imprecision and uncertainty can contribute to increased robust-
ness. The fuzzy method prioritizes adaptability and resilience to variations and changes in
the environment, which may be advantageous in real-world IoT deployments.

It is worth considering the computational complexity of both methods. The exact
method, depending on its mathematical or rule-based nature, may be computationally
efficient but may lack the flexibility to adapt to changing conditions. On the other hand,
the fuzzy method, particularly when involving complex fuzzy rule bases or large-scale
systems, may require more computational resources for inference and decision making.

The fuzzy method offers unique advantages in handling uncertainty, providing flexi-
bility, and achieving robustness in trust management within IoT-embedded systems. While
the exact method may excel in certain scenarios that require precise decision making, the
fuzzy method’s ability to handle imprecision and uncertainty makes it particularly suitable
for the complexities of IoT environments. The choice between the two methods depends on
the specific requirements, context, and trade-offs desired in the trust management system.

8. Conclusions

IoT has the opportunity to become one of the best-known platforms in the age of
online computation with the advancement in enabling capabilities and the invention
of implementation methods. Any unit in the IoT platform that is capable of recognizing,
detecting, connecting, and computing can interact with every other unit to achieve a specific
goal using a variety of interaction styles. Embedded systems operate in more dynamic,
unpredictable, and non-stationary ecosystems like those found in robot navigation and
autonomous vehicle systems. As a result, there is an increase in requirement for their
reliability, particularly when dealing with people. IoT device availability, performance
efficiency, security, and sustainability issues have become greater due to the quick rise
in IoT device utilization. To offer consumers improved services, these problems must be
resolved. To manage trust effectively and increase IoT and ES’s dependability, we proposed
a hybrid fuzzy rule algorithm (FRA) and trust planning mechanism (TPM) (FRA+TPM).
The proposed system was evaluated, and the findings are: trusted prediction (99%), energy
consumption (53%), malignant node detection (98%), computation time (61 s), latency
(1.7 ms), and throughput (9 Mbps). This proves that the proposed method is effective in
TM in IoT and ES.

Based on the comprehensive work carried out in this study, the following management
insights can be drawn:

e The integration of the FRA and trust planning mechanism offers enhanced trust
management capabilities in IoT-embedded systems. By incorporating fuzzy logic,
the approach effectively handles uncertainty, imprecision, and complex relationships
among entities, enabling more accurate and adaptive trust assessment. This can
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provide decision makers with valuable insights into the trustworthiness of IoT devices
and facilitate informed decision making processes.

e  The proposed approach’s ability to adapt to changing conditions and handle uncertain-
ties contributes to the robustness of trust management in dynamic IoT environments.
The fuzzy-logic-based reasoning allows for flexible adjustments to evolving trust
relationships and varying levels of trustworthiness, ensuring the system’s resilience
against environmental changes and potential threats.

Despite the rigorousness of the study, the following limitations need to be addressed:

e Itis important to consider the computational complexity associated with the inte-
gration of FRA and trust planning mechanism. The process of fuzzy inference, rule
evaluation, and defuzzification can introduce computational overhead, especially for
large-scale IoT deployments or real-time applications. Further research and optimiza-
tion techniques may be needed to mitigate potential performance issues.

e  The proposed approach’s applicability may vary depending on the specific character-
istics and requirements of the loT-embedded systems integration. The effectiveness of
the FRA and trust planning mechanism may depend on the availability and quality of
input data, the complexity of trust relationships, and the nature of the IoT environment.
Thorough evaluation and validation of the approach in various scenarios would help
assess its suitability for different contexts.

e  Theintegration of the hybrid fuzzy rule algorithm and trust planning mechanism offers
valuable insights into trust management in IoT-embedded systems. The approach
enhances trust assessment, provides robustness in dynamic environments, and enables
decision makers to make informed choices. However, the computational complexity
and context-specific limitations should be considered when applying the proposed
approach, highlighting the need for further research and validation to fully realize its
potential in practical IoT deployments.

In further studies, the communication and effectiveness of the suggested TM mecha-
nism will be optimized by various innovative techniques.
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