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Abstract: The rapid development of technology has made the Internet of Things an integral element
of modern society. Modern Internet of Things” implementations often use Fog computing, an offshoot
of the Cloud computing that offers localized processing power at the network’s periphery. The
Internet of Things serves as the inspiration for the decentralized solution known as Fog computing.
Features such as distributed computing, low latency, location awareness, on-premise installation,
and support for heterogeneous hardware are all facilitated by Fog computing. End-to-end security
in the Internet of Things is challenging due to the wide variety of use cases and the disparate
resource availability of participating entities. Due to their limited resources, it is out of the question
to use complex cryptographic algorithms for this class of devices. All Internet of Things devices,
even those connected to servers online, have constrained resources such as power and processing
speed, so they would rather not deal with strict security measures. This paper initially examines
distributed Fog computing and creates a new authentication framework to support the Internet of
Things environment. The following authentication architecture is recommended for various Internet
of Things applications, such as healthcare systems, transportation systems, smart buildings, smart
energy, etc. The total effectiveness of the method is measured by considering factors such as the
cost of communication and the storage overhead incurred by the offered integrated authentication
protocol. It has been proven that the proposed technique will reduce communication costs by at
least 11%.

Keywords: Internet of things; mutual authentication; fog; cloud computing; key agreement;
asymmetric key

MSC: 68M18

1. Introduction

The Internet of Things (IoT) allows the integration of numerous nodes and objects that
may connect directly without human involvement [1]. Physical devices, including nodes,
which track and collect information from equipment to human social interactions, are
included among the Internet of Things [2]. In the IoT era, everything in the lives of humans
can be constantly connected to everything else [3]. Connecting everyday objects, such as
refrigerators, microwaves, dishwashers, and other kitchen appliances, is one of the most
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important goals of the IoT, which aims to build a network infrastructure with open and
adaptable communication protocols and applications [4]. The IoT has acquired universal
support in the last few decades in the fields of network infrastructure, medicine, business
services, and even e-learning. Unfortunately, the need for multiple implementations of the
IoT has been quickly expanding, leading to a severe security risk [5,6].

Cloud technology has opened up many possibilities for users over the last century,
by providing them with diverse solutions [7]. It has become more practical to employ
Cloud services models instead of purchasing and administering private data centers for
users dealing with online apps and file management [8]. Utilizing Cloud services liberates
end-users from defining numerous details, including storage capacity, computer limitations,
and network connection costs [9]. On the other hand, latency-sensitive apps need nodes
in immediate proximity to one another to achieve their timing constraints, making this
latency an issue [10]. While IoT methods and gadgets have become more integrated into
people’s lives, with billions of these objects gaining more capabilities, the present Cloud
computing systems cannot meet their criteria for mobility support, location-based services,
and reduced latency [11,12].

The Fog is a layer that sits among users and the Cloud, allowing Cloud servers located
far away in cyberspace to be brought closer to the edge and become available over a
more extensive range [13,14]. End devices, including access points, could be used to host
services in the Fog computing environment, as demonstrated in Figure 1. This innovative
multi-layered distributed computing environment enables apps to run as near as possible
to the detected, relevant, and enormous data flowing from persons, processes, and things,
while maintaining high performance [15,16]. Data, computing, storing, and application
facilities are available at the edge for both Cloud and Fog technologies [17,18]. On the other
hand, Fog could be separated from the Cloud because it is closer to end-users, has a dense
geographic range, and allows for movement [19,20]. The Fog computing structure consists
of three layers: the terminal layer, the Fog layer, and the Cloud layer. Figure 1 depicts the
three-layer design and a thorough definition of Fog computing:

(1) Edge layer: This layer is nearest to users and devices and comprises numerous IoT or
smart gadgets, including sensors, cell phones, smart cars, smart cards, and readers.
Even though gadgets are capable of computation, they are often just used to perform
the intelligent sensing of individual events or objects and to transmit the obtained
information to the top layer for later storage and processing.

(2) Fog layer: This layer is situated at the network’s edge and contains many Fog nodes.
Typically, these Fog nodes comprise routers, gateways, switchers, access points, base
stations, and Fog servers. These Fog nodes could be dispersed extensively among
terminal devices and the Cloud, including at cafes, malls, subway stations, roads, and
playgrounds. Smart services can be provided via Fog nodes located in a fixed location
or on a vehicle connected to terminal devices. Furthermore, they may compute,
transfer, and collect the sensed information they obtain, enabling fundamental analysis
and delay-sensitive apps inside the Fog layer. In conclusion, Fog nodes are linked
to IP core networks and Cloud data centers, and, by collaboration with Cloud data
centers, they could acquire more robust storage and processing features.

(38) Cloud layer: The Cloud layer consists of several storage features and servers with
superior efficiency, to offer a variety of innovative software solutions including con-
nected homes, intelligent transportation, smart manufacturing, and competent health-
care. This layer offers robust storage and computation capabilities to facilitate a
wide variety of computational analyses and store a considerable quantity of data.
In contrast to the standard Cloud computing paradigm, Fog computing does not
perform all computations and storage in the Cloud. Various management tactics may
be used to efficiently handle and organize the core Cloud to increase the usage of
Cloud resources, per the requirement load principle.
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Figure 1. Structure of IoT ecosystem assisted by Fog.

In an IoT object network scenario, the client console collects input from the devices,
such as sensitive personal information sensors, emphasizing the significance of authentica-
tion [21]. Various types of threats can occur on an IoT network, just as in other wireless
transmission systems [22]. These include man-in-the-middle (MITM), replay, visualization,
and transitory hidden leak attacks [23].

Even though the incorporation of IoT-based smart services into Fog computing has the
possibility of playing a pivotal part in the delivery of a wide variety of smart application
services to already-implemented smart devices more effectively, there are currently possible
privacy and security dangers that must be avoided. First, the high frequency with which
data is collected might pose significant threats to location privacy and make it easier for
adversaries to monitor smart devices. In addition, the identity of Fog nodes and smart
objects might be assumed by an attacker in order to unlawfully transfer malicious content
or collect data in violation of the terms of service.

Numerous verification protocols have been proposed for the IoT; however, the vast
majority of the current authentication protocols outlined do not operate well; many are not
safe against authentication threats, some may not offer additional anonymity and tracking,
and others are not light, according to the research [24]. In other words, these designs’
communication and computation expenses are tremendous [25]. Due to this, it would be
highly beneficial to have a lightweight authentication system for mutual authentication
among IoT nodes and Cloud-based Fog services [26]. The proposed mechanism is a
practical solution to supply proper authentication for the IoT. In general, the following
contributions have been made:

n Overcoming certain shortcomings in the relevant literature;

= Exploring the infrastructure toward distributed Fog computing;

»  Developing a lightweight authentication framework for mutual authentication;

s Utilizing lightweight, low-cost, and computationally straightforward encryption
procedures;

»  Creating a centralized authentication method by a Trusted Third Party (TTP) for
mutual authentication;

»  Investigating security threats, including eavesdropping, MITM, replay attack, side-
channel, and brute force;

m  Assessing the authentication scheme effectiveness.

The remaining paper progresses in four sections. The first discusses the research
underlying the suggested strategy. The recommended authentication technique is explained
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in great length in the Section 2. The Section 3 covers the security study and assessment
of the authentication method. Ultimately, the article finishes with a summary of probable
future initiatives.

2. Literature Review

Saleem and Ghaffar [27] have proposed a unique identity-based key agreement mecha-
nism targeting mobile users in an IoT context that makes use of puncturable pseudorandom
operations. Using the suggested technique, two moving users can perform mutual au-
thentication with the help of a central server. The recommended strategy is subjected to
formal and informal evaluation in order to identify the overall level of security. The ran-
dom oracle concept, which is frequently used in security research, is used to illustrate the
formal security assessment. This approach has the lowest transmission and computation
overhead of all the protocols tested. One downside to this approach is that it does not allow
post-quantum cryptography techniques.

Furthermore, Lee and Chen [28] have described a safe authentication mechanism
for the Fog computing platform, which will include the compatibility of collaborative
Device to Device (D2D) connectivity. Since the sensors’ resources and power were also
constrained, the proposed scheme makes use of lightweight encryption algorithms, such
as a one-way hash algorithm called the Barrel Shifter Physically Unclonable Function
(BS-PUF), to strengthen the safety of the sensors and Fog nodes, while minimizing the
computational load on the gadgets. While the suggested algorithm is resistant to possible
threats, it also supplies greater security and efficiency. Regrettably, this strategy performs
poorly in a real-world setting.

Guo and Zhang [29] have designed a secured remote user authentication strategy
that provides secure connection at the platform’s edge and remote authentication in Fog-
enabled intelligent home devices. The technique consists of the edge negotiation stage
and the authentication stage. Furthermore, this protocol does not retain critical client
and smart gadget information in the memories of the smart gateway, hence preventing
numerous attacks that would be induced by a compromised gateway. This technique
reduces computation and communication costs, while increasing security characteristics.
However, this approach has a number of downsides, such as a longer-than-usual complexity
and high execution time.

Igbal and Bhola [30] have offered an Elliptic Curve Cryptography (ECC)-based secure
key exchange mechanism for use by IoT objects and Fog coordinators in order to circum-
vent the constraints imposed by a Lightweight Secure Key Exchange (LKSE). Based on the
cryptanalysis, it appears that LKSE is susceptible to threats involving spoofing and MITM.
The Burrows—Abadi-Needham (BAN) logic and the random oracle theory were used to
conduct an analysis that determined how secure the approach that was devised is. For the
purpose of performing automatic security verification on the suggested method, simula-
tions have been carried out using Automated Validation of Internet Security Protocols and
Applications (AVISPA). However, one of the most major limitations is the issue of privacy.

Moreover, Verma and Bhardwaj [31] have planned a mutual authentication and key
agreement technique, based on ECC, to facilitate safe D2D communication and Fog servers.
ECC is short for elliptic curve cryptography. The approach given is secure against many
assaults, based on the results of an informal security study of the scheme. The computing
and storing overhead have been taken into consideration in the performance analysis that
was done. One of the method’s negative points is the unavailability of key distribution and
a key generator for the security framework.

Li and Miao [32] have discussed a new protocol as a solution to the problems of being
susceptible to internal assaults, theft attacks involving smart cards, and a lack of flawless
forward security. Analyses of the security and performance of this protocol demonstrate
that it completely overcomes these restrictions and demonstrates exceptional efficiency and
performance. One limitation of this strategy is that it underperforms mutual authentication
among low-power and processing machines.
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In addition, Rana and Mishra [33] have presented a key agreement mechanism for
the IoT ecosystem that Fog backs, in order to establish responsibility, while also protecting
personal information. Both in terms of efficiency and security, the suggested approach
performs admirably. As a result of the generally accepted random oracle model, it has
demonstrated to be provably secure against every attacker with a probability distribution
over polynomial time. Its disadvantages involve a high overload.

Shukla and Thakur [34] have suggested an innovative approach based on Fog com-
puting and the blockchain, which was accepted. It consists of a three-tier infrastructure
focusing on Fog computing, an analytical model, a mathematics structure, and an Advanced
Signature-Based Encryption (ASE) technique for verifying and identifying IoT devices.
The goal is to increase the amount of safe data transfer for IoT gadgets and end-users
using real-time operations. The suggested architecture and method would be capable of
providing safe transactions and communication operations at the edge of the network.
It features a greater throughput, minor packet error, and better dependability than the
previous algorithm. Low scalability is one of the technique’s primary drawbacks.

Wu and Lee [35] have introduced a novel authentication key-exchange system that
makes usage of Fog nodes for relaying nodes to increase security. When the technique
completes mutual authentication, a session key is generated for future secure connections.
In order to formally test the safety of the system, the automatic verification program
ProVerif and BAN logic are employed. The informal study reveals that the plan is resistant
to several well-known assaults. Unfortunately, the amount of memory required to run this
method is considerable.

Soni and Singh [24] have established a lightweight, secure health authentication and
key agreement that uses low-cost procedures. It is necessary to conduct an evaluation
process against a wide variety of security assaults to validate the suggested method’s
resilience. According to the results of computational research, the recommended protocol
has a significantly lower execution cost and substantially less computing time and power
consumption. In addition, this mechanism has a lower communication overhead and a
reduced storage cost. Unfortunately, this algorithm has poor reliability.

Hammi and Fayad [26] have devised an innovative One-Time Password (OTP) creation
method to ensure IoT devices’ security. This method makes use of ECC and isogeny. The
efficiency of this technique is checked with a genuine construction, and its effectiveness
is evaluated in two alternative ways, namely a time-based OTP and a hash message
authentication code-based OTP. The acquired statistical results illustrate the effectiveness
and efficiency of this strategy concerning performance and security. The negative aspects
of it include a high overload and an extra degree of complexity.

Algahtani and Al-Makhadmeh [25] have created a Trust-Based Monitoring (TBM)
strategy to enhance Cloud-assisted IoT setups’ safety. Such security architecture utilizes
intelligent agents and middleware to manage user- and communication-level security. TBM
consists of three steps of security administration: spoof detection, trust establishment, and
message authentication. Intelligent agents are accountable for guaranteeing safe connec-
tions by communicating trust and signal strength measurements with the middleware.
Additionally, such agents aid with tracking, analyzing, and task shifting to save connection
expenses. The results indicate the system’s consistency in reducing response and detection
durations, misdetection probability, and false positive ratios. Furthermore, it was discov-
ered that it increases the system’s lifespan by reducing power use. The main disadvantage
is its inefficient memory consumption.

Shahidinejad and Ghobaei-Arani [36] have described a lightweight authentication
system for IoT devices, called Light-Edge. This method uses a three-tier architecture
consisting of an IoT device layer, a trusted center only at the edge layer, and Cloud service
providers. The proposed technique is better than other methods regarding its resilience to
attacks, time, and communication cost. Sadly, this system has a critical flaw: information
can leak out.
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Abdussami and Amin [37] have advanced a lightweight, safe mutual authentication
technique premised on a physically unclonable feature to solve these problems. Due to
the limited resources of the Fog nodes, a simple authentication method is recommended.
The random or real paradigm is used for the formal safety analysis of this system. The
mentioned scheme has outstanding performance in computation and communication costs,
and it is also resistant to a wide variety of attacks. However, this plan has a problem with
getting out of synchronization.

Finally, Erroutbi and El Hanjri [38] have provided the background, characteristics,
and essential differences between the Cloud platform and the Fog concept, as well as their
impacts on the IoT, and have evaluated numerous Fog computing applications. Next,
a mutual authentication approach built on a Hash-based Message Authentication Code
(HMAC) is presented for defending IoT-enabled apps in the Fog. The method also details
potential restrictions on its use and possible avenues for cyberattacks. This approach has
some limitations, one of which is that it does not work well for mutual authentication
between computers with low processing power and energy consumption.

The main strengths and weaknesses of the analyzed algorithms are laid forth in Table 1.
Both the communication cost and the extra overhead of the aforementioned methods are
significant drawbacks, especially given their importance to the IoT system. In addition to
attempting to solve these problems, the proposed method also tackles serious and nuanced

security concerns.

Table 1. Summary of the techniques mentioned.

Mechanism Method Advantage Weakness
Unique identity-based key v Low transmission overhead Not support post-quantum
Saleem, Ghaffar [27] agreement mechanism v Low computation overhead cryptography
dCh Safe authentication mechanism Y i\/[h;limizing the computational Poor performance in a
oa .
Lee an en [26] for the Fog computing platform v High efficiency real-world condition
Secured remote user v Increasing security Extra complexity
Guo and Zhang [29] authentication strategy v Reducing computation cost High execution time
ECC-based secure key exchange . - .
Igbal and Bhola [30] mechanism foBIIoT & v High scalability Low privacy
. Mutual authentication and key v Low overhead Not support key distribution
Verma and Bhardwaj [31] agreement based on ECC v Reducing computing cost Not support key generator
. . Solution to the problems of being v Hich it Low- . hi
Li and Miao [32] susceptible to internal assauilts igh security ow-power processing machine
Rana and Mishra [33] Key agreement mechanism forthe gacyre in polynomial time High overload
IoT ecosystem
. v Safe transactions
Shukla and Thakur [34] Innovatlv.e approach based on Eog v High throughput Low scalability
computing and the blockchain v Low packet error
Wu and Lee [35] Novel authentication key v High resistance against assaults High memory usage
exchange system
Lightweight, secure health V' Decreasing computing time o
Soni and Singh [24] authentication, and key v Reducing power consumption Low reliability
agreement v Low execution cost
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Table 1. Cont.

Mechanism Method Advantage Weakness
. OTP creation method to ensure v High security High overload
Hammi and Fayad [26] IoT devices’ security v' High throughput Extra complexity
Algahtani and TBM strategy to enhance j Eeduci'ng I;:Spogse ti.me High memory consumption
Al-Makhadmeh [25] Cloud-assisted IoT owering fatectlon times
V' Increasing lifespan
Shahidinejad and . - v" Low time cost High data leaks
Ghobaei-Arani [36] Light-Edge authentication system v Low communication cost &
Abdussami and Mutual authentication technique v/ Low computation costs Loss of synchronization
Amin [37] by a physically unclonable feature v/ High attacks resistant
Erroutbi and El Mutual authentication built on a . - Low-power and processing
Hanjri [38] hash-based message v High scalability machines
Lightweight authentication v Increasing efficiency o h
Proposed Mechanism framework for mutual v Low communication cost High storage overhead

authentication

3. Proposed Mechanism

This section describes the mechanism presented to address some of the drawbacks
of the prior techniques. The shorter format and notations used in this work are described
in Table 2 of this document. The approach is described in greater detail in the following
subsections.

Table 2. Notations and explanations.

Notation Explanations

T Thing

F Fog

C Cloud Server

IDt Thing’s Identity

TPK Thing’s Public Key

IDf Fog Node’s Identity

FPK Fog Node’s Public Key
FPR Fog Node’s Private Key
CPK Cloud Server’s Public Key
CPR Cloud Server’s Private Key
HIPV6) Identity of Thing’s Hash
R1,R2,R3 Random Nonce

3.1. System Model

Here, it is supposed that the initial configuration of the supplied system included
a trustworthy central Cloud, several Fog nodes, and several edge devices in the system.
So, interaction would occur successively among the Fog node and the Cloud, the Cloud
and the Fog node, and the edge-user and the Fog node. When a user wishes to access
real-time information stored on a Cloud or Fog, it should also re-verify that it is a genuine
uset, if the edge-user wishes to determine whether the recipient of the information is an
authorized node. Therefore, safe mutual authentication is of the utmost importance, as
no one in the system can be trusted, and all interaction occurs across an unsafe channel.
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The information might be altered if an attacker gains access to the data or the information
itself. Depending on the circumstance, the verifier would create a random secret number
that would be used to create the private key, only when the verification process has been
completed successfully. Therefore, users and verifiers must mutually authenticate to avoid
such instances. Since no session keys are produced, key management is unnecessary.

3.2. Authentication Protocol

Figure 2 depicts the planned structure, which includes representing the authentication
process. Suppose that N Cloud Servers, N Fog servers, and N smart devices are placed in
the system in the context of the specified framework, and, thus, smart devices are grouped
in a network to form a cluster.

0 =
SO i e
0

- |* <i-- R -— Y 4-— - {lou}\,
-i — O vJ e Server
—0 i
—
< “Edge ™ : ~ Fog™ / Cloud ™
Layer N _Layer ~/ . Layer

Figure 2. Specified system architecture.

As can be seen very plainly in Figure 2, many different kinds of objects, such as smart
watches, home appliances, health wristbands, game consoles, computer peripherals, and
so on, are clustered together and linked to the Cloud structure via the Fog layer and the
Internet platform. A concise explanation of each layer’s function in the Fog computing
infrastructure is provided in Table 3.

Table 3. Fog computing infrastructure layers.

Notation Explanations

This is the highest level in the Fog computing stack. Computing, networking, and
storage are all handled at the Cloud layer, which is accessible from anywhere in the
world. The server and data centers that make up this layer conduct a worldwide
evaluation of the information they collect from the Fog layer.

Cloud Layer

This is the middle and core layer and includes the switches, gateways, and routers
that can also function as Fog nodesand. Any computer or machine connected to a
network, which could perform localized tasks such as computing, networking, and
storage, could be considered a Fog machine. The Fog node seems to be a specialized
network node that can be placed anywhere along the platform’s edge. It is familiar
with the gadgets in its immediate vicinity and is liable for routinely uploading data
to a Cloud server. The services provided by this layer to the device layer can be
accessed with or without the Cloud layer being involved.

Fog Layer

This is the base layer, and it includes both stationary and mobile Internet of Things
gadgets. The gadgets’ low processing power and memory prevent them from
adapting to changing circumstances.

Device Layer
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Two primary kinds of connection are available in the suggested model:

(1) Link from the Cloud to the Fog and vice versa;
(2) Transmission from the Fog to the gadget and vice versa.

While the conceptual approach applies to various IoT application areas, including
intelligent transport systems and smart medical centers, it is not a global method, as
with decentralized approaches. As a result, the suggested approach is referred to as a
centralized authentication mechanism for IoT environments supported by Fog computing.
The suggested plan is required for device authentication through the use of a lightweight
cryptographic primitive’s hashing algorithm and a randomized sequence number created
by a random number generator.

The Fog server would obtain the security credentials for all smart devices. For their
part, Fog servers would be provided authentication certificates by the Cloud server. When
an IoT device transfers through one cluster to the other, the Fog node is in charge of
authenticating the object throughout this architecture [39]. The specific Fog server where
the gadget was already listed has access to the device’s originating identifier and motion.
The suggested paradigm, on either hand, assumes that every cluster is a network area
in its own right. In the event that a thing travels between one cluster to some other, the
Fog server checks the item using information out from a Cloud server and, afterward,
determines if the IoT device can join the new cluster yet or not.

The suggested paradigm considers the two components of the system, including the
Cloud server and the Fog server, to be resource-rich, and one system component is the
IoT devices, which are incredibly resource-limited. The systems are expected to be in the
form of a tree-cluster structure, with the Fog node serving as the gadget that controls the
IoT items inside a certain cluster. The verification among a resource-constrained item such
as an IoT device and a resource-rich item such as a Fog server is the primary issue of the
present scheme. Again, another of the well-known IoT protocols, 6LoWPAN, is used to
determine the identification of an IoT system. In a centralized model, a machine and a
Fog server could identify each other and create a safe communication link for interaction.
The recommended structure could be of great assistance in various global IoT applications,
such as intelligent healthcare-based networked IoT systems, mobile-oriented dispersed IoT
systems, and industrial-automation-based dispersed IoT systems.

3.3. Safety Objectives

The following are the main safety needs that are critical to providing safety for a
Fog-enabled IoT domain.

Confidentiality: This is about to be implemented to control device access.

Integrity: The original data have not been changed.

Accessibility: The service ought to be accessible to lawful users.

Non-repudiation: This guarantees somebody will not be able to refute things.

Authentication: The process of providing proof of one’s identity.

Authorization: This grant somebody permission to perform something.

Access Control: This is who can access or utilize assets in a computing surrounding is

controlled.

e Data Storage: This is constantly generating data and endpoints, sending them to the
Fog nodes; since the volume of information gathered at the end of a Fog node is
enormous, it is crucial to safeguard user data.

e  Users Privacy: Restoration of privacy would be facilitated by limiting the study of
service usage patterns and enabling authorized users only to access the assets they
have.

e  Location Privacy: Typically, the terminal device offloads/communicates with a neigh-

boring Fog node. If such a Fog node is infiltrated, the hacker can determine the position

of every edge device that has interacted with that node. Therefore, it is essential to
protect the user’s location.
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e  Freshness: This component guarantees that the attacker is not transmitting any earlier
messages. It is, thus, guaranteeing that the information is current.

e  Forward Secrecy: Just after a session has ended or the user has left or relocated, no
additional communications from that user are accepted or considered.

e Backward Secrecy: When a new member joins the group, previously transmitted
messages must be hidden from view.

In order to meet the criteria of the security mentioned earlier, a machine authentication
mechanism for Fog-enabled IoT services must be implemented to avoid different types
of attacks. When designing an authentication method for Fog computing systems, it is
essential to consider how the various attacks will be shielded:

(1) Areplay attack: A lawful data transfer is intentionally or illegally repeated or post-
poned after it has already occurred.

(2) MITM attack: In some cases, the attacker discreetly transmits and modifies the inter-
actions among two parties.

(3) Eavesdropping: Hackers attempt to obtain personal details.

(4) Side-channel: Hacker extracts secrets from a network by analyzing physical parameters.

(5) Brute force: Assuming every possible pair of the desired password until the password
is hacked.

4. Procedure of Suggested Authentication Plan

The flowchart map for the suggested authentication technique is depicted in Figure 3.
When establishing a reliable connection in a system, it is necessary to implement an efficient
or effective authentication system between the many connecting components (device, Fog
node, and Cloud server). The five-stage identification strategy that is presented includes
a preliminary stage, Fog—Cloud identification, a stage for device registering, a stage for
Fog-Thing mutual authentication, and a stage for verification in intercluster motion that
will presume that the ID of the Fog node has already been stored into the Cloud server.
Since the Fog node is a component of the Cloud server, this is a straightforward process.

o Fog-Cloud Device Things
i Authentication Stage Registration Stage Authentication Stage
Cloud™
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Figure 3. Flowchart of the planned authentication mechanism.
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Stage 1: Preliminary

The TTP is responsible for obtaining Cloud, Fog, and device registrations prior to
their installation in a dispersed system during this stage. The suggested approach relies on
an asymmetric encryption technique for key generation, with the hashing method being
employed to generate the hash value. The Cloud server uses asymmetric encryption to
establish a public/private pair of keys for the devices, and the Fog server uses asymmetric
encryption to create its own key pair for the gadget. As previously stated, it will be
supposed that the Cloud’s public key is cached into every IoT device at the production
stage.

Stage 2: Identification between the Cloud Server and Fog Node

During this stage, the Fog node and Cloud server identify with one another on a
cooperative basis. The Fog node delivers its IDf alongside their public key, which is

secured with the public key of Cloud E (CPK { ID¢ || F PK} ) Cloud E receives its IDy

alongside its public key. Upon receiving a message, the Cloud server decodes using the
Cloud’s private key and obtains the ID of the Fog node as well as the public key of the Fog
node. The Cloud server would validate the Fog node’s identification by matching the Fog
node’s decoded ID with the Fog node’s public key. When confirming the identification of
the Fog node, the Cloud replies with a text that has been encoded with the Cloud’s private

key (E (CPR [ IDs || FPK | H(IDf I FPK)] ))
This communication is referred to as a certificate, and it is produced by the Cloud
server. The hash identification of the Fog node is represented by H [ IDf || F PK} . The Fog

node decodes the certificate, after receiving it from the Cloud server, using the Cloud’s
public key, and verifies the identification of the Cloud server, since only genuine Clouds
are able to obtain the ID and public key of the Fog node; when receiving the certificate from
the Cloud server, both the Cloud and the Fog are fully verified with one another during
this stage.

Stage 3: Registration of Devices

This stage serves as a requirement for the real verification process, which follows after
it. According to the suggested system, an IoT item makes an authentication request to a Fog
node, which contains its unique identifier ID; and a completely random sequence number
(R1). IP, MAC, Zigbee address, and other types of networks would determine the identity
of the item, and nonce R1 would serve as a private key encoded by the Cloud’s public
key E(CPK, R1). Itis, therefore, necessary to send a second nonce (R2) in order to avoid
a replay attack [ID; || E(CPK, R1) || R2]. Later, the Fog node receives an authentication
process from the device and does an initial identity validation on the IoT device.

The term “preliminary identity check” refers to the process of checking/verifying the
address of the source of a Fog node. The source address in the register query is checked by
the Fog node during this confirmation, since the Fog node is knowledgeable of the commu-
nication protocol that is employed in a limited network environment. To identify itself, the
Fog node makes a request to the Cloud along with a copy of its certificate, which is then ver-

ified by a Cloud server ID; | E(CPK, R1) || E(CPR, [IDf | FPK || Hl(IDf I FPK)D.

Employing asymmetric encryption, the Cloud generates an IPV6 address and public key
for the gadget, with an incoming nonce (R1) serving as the device’s private key within this
scenario.

Information produced by a Cloud server includes the following information:

v' IPV6 hash identification;
v" Objects that have a public key TPK;
v" The thing’s private key encrypted by the Fog’s public key.

These data have been encoded using the public key of the Fog’s encryption algorithm.
E(FPK, H(IPV6) || TPK || E(R1, [FPK]) is received by the Fog node, which performs
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decoding on it. The Fog node would save the hashed identifier H(IPV6) and the associated
items public key upon completing the decoding process. Toward the end of this stage, the
Fog node delivers a message to the object that has the following details: the object’s public
key and hash address and the Fog node’s public key secured by the gadget’s private key,
among other items. The gadget checks that this is being connected to the Cloud server
when getting a message H(IPV6) || TPK || E(R1, [FPK]). The equipment does this by
getting the public key of the Fog node encoded with its private key. Within this situation,
the machine decodes and saves the public key of the Fog node on its internal storage.

Stage 4: Mutual Identification between the Fog and Device

To identify itself, the object transmits a cached H(IPV6) together with a nonce (R3),
which is confirmed by the Fog’s public key, in place to avert replay attacks and to validate
the Fog node: H(IPV6) || TPK || E(FPK, R3). A Fog node will conduct decoding and
search for its public key inside its internal storage as soon as it receives this information
from the central server. The Fog node compares the incoming hashed identification of the
object with the item’s pre-stored hashed identity. A Fog node has properly validated a
device when both of its IDs exactly match. Lastly, the Fog node communicates with the
object by sending an authentication reply.

Stage 5: Authentication during the Inter-cluster Movement

The migration of a gadget through one cluster to others is taken into consideration in
this stage of the process. That is the responsibility of the existing or visiting Fog node, with
the assistance of the Cloud server, to identify the devices in that circumstance. A device
moving to some other cluster would cause the present Fog node not to be able to locate
the hashed identification of object H(IPV6) inside its database. The Fog node would then
inquire of the Cloud server whether or not the visiting item is authorized, which has a
worldwide database that stores the hashed identity of each registered device on the Cloud
server.

After finding the H(IPV6) of the currently viewed item, the Cloud sends the H(IPV6)
of that object to the Fog node, including the device’s public key, if it has been located. When
this is completed, the Fog node decodes the nonce, saves it, and uses it to identify the
thing. If there is failure to authenticate the equipment by a Fog node, the currently accessed
machine in a given cluster is deemed to be an alien by the Fog network. The authentication
procedure offered here is exclusively for registered devices, not really for machines from
out of the network or from the Internet. Before the verification procedure can begin, all
external devices should be registered.

Precisely, three vital positions are specified in the planned authentication process: IoT
devices, the Fog node, and the Cloud server. In all of the position sections, the relevant
information, a basic step, and a number of changes are defined.

4.1. Security Evaluation

The safe architecture for three-way authentication service is provided in order to avoid
unwanted access to IoT gadgets within the cluster as well as the inter-cluster transfer of
items across clusters of devices. Section 3.2 discusses a series of generic grouped attacks,
but this section examines the safety properties of the suggested approach within the setting
of that set.

I.  Protect against Brute Force

The hacker attempts to guess the private key throughout this attack using every
possible combination. Asymmetric encryption techniques and a one-way hashing are
employed in the designed system, which provides strong resistance versus brute force
attacks.

II.  Protect against Side-Channel

In this scenario, the hacker calculates the secret exponent by leveraging the time
variance of the encryption procedure when computing the duration. This is because a one-
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way hashing and an asymmetric technique have been utilized in the registration process to
safeguard the data from this type of hacking assault.

III.  Protect against MITM

It is necessary to use an encrypted nonce (R1) and mutual authentication among the
gadget and the Fog, in order to prevent the proposed approach against MITM attacks. In
order to accomplish the above, the gadget creates and calculates (ID; || E(CPK, R1) || R2
and outputs the result to the Fog node, which then transmits the message to the Cloud for
validation. The entire process serves to prevent a MITM assault.

IV.  Protect against Eavesdropping

This attack was carried out in order to obtain access to confidential information
that was not allowed. Encryption techniques can be used to prevent eavesdropping
in conversations. Communication between the elements such as the Fog, Cloud, and
items is encrypted in the proposed framework, in order to prevent eavesdropping on
the conversation. According to the cryptographic theory model, an attacker would be
unable to decrypt data without a key. In this concept, an asymmetric method is utilized for
encryption, and a powerful one-way hash function is employed in conjunction with it.

V. Protect against Node Capture

The authentication method involves IoT devices selecting a randomized nonce that
would be deleted whenever the connection comes to an end.

V1. Protect against Replay Attacks

It is possible to collect data among objects and replay them falsely in this assault, if the
attacker has access to information across things. The use of a private nonce could prevent
this assault from occurring. In place to avert replay attacks, a unique nonce is generated
for each session. The hacker has a nonce in order to obtain data, but, according to past
research, it is challenging to generate a different nonce each time.

4.2. Appraisal of the Designed System

Scalability, efficiency, and security are all demonstrated in the following sub-sections.
(1)  Increased Scalability and Response Time

Various dispersed IoT apps could benefit from the suggested architecture, including
intelligent healthcare systems, intelligent transport systems, and other apps in which
connection latency is critical. As a result, such a form of application requires a faster
reaction time in order to meet client needs. Compared to earlier research, the suggested
scheme makes use of a number of strategies that make the Fog-enabled IoT architecture
increasingly scalable. The use of Fog-based identification has reduced the reliance on the
Cloud server’s verification. As a result, the verification system would be quicker and more
scalable. Moreover, the use of a three-way authentication technique in conjunction with
a Cloud server would improve the capacity to manage authentication for an impressive
number of IoT objects.

(2)  Effectiveness

Through the establishment of reasonable and logical connections among Fog devices
and Cloud-Fog servers throughout the process of verification, the suggested scheme has
made the authentication system more efficient for all parties involved. As a result, with
the assistance of the Cloud server, the Fog node and IoT devices are mutually verified, and
the Cloud server would certify the identification of the IoT devices. Throughout such an
addition, the position of the Fog node, in the interest of maintaining and obtaining IoT
devices with the help of encryption algorithms within a cluster, is another characteristic
of the suggested scheme that significantly increases the efficiency of the IoT ecosystem by
greatly depending on Fog technology.
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(3)  Safety and Protection

Moreover, with the assistance of cryptographic operations, the overall security of the
proposed architecture has been enhanced. Due to the use of an asymmetric cryptographic
method and a one-way hash during the verification process, confidence in the architecture
would grow more quickly.

5. Performance Analysis

Here, how well the proposed authentication method works when resources are limited
is evaluated. Device identifiers, nonces, and random numbers are all assumed to be 128 bits
in length. The hash function’s output is treated as 256 bits. However, only the costs
associated with device communication and storage are considered.

5.1. Communication Cost

The cost of sending messages between interacting entities is referred to as the commu-
nication cost. It is the cost associated with transmitting security parameters from the things
to the Fog. Figure 4 presents a comparison of the various protocols’ costs associated with
the communication. Regarding the cost of communication, the suggested protocol is more
advantageous than the one already used [40-43].
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Figure 4. Communication cost.

5.2. Storage Overhead

Figure 5 depicts the IoT device’s storage overhead, which is higher than the related pro-
tocols. The explanation for this is that the proposed scheme guarantees device anonymity,
whereas other protocols [40,42] do not. The suggested protocol provides mutual authenti-
cation using a 256-bit hash cryptosystem, whereas other protocols [41-43] are unable to
provide mutual authentication.
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6. Conclusions and Future Works

The IoT is the most viable idea available these days. In resource-constrained sur-
roundings, heavyweight verification options are not workable for verification. As a result,
environmental resource constraints are taken into account when developing a solid au-
thentication system. Utilizing cryptographic techniques and asymmetric cryptographic
operations, a lightweight authentication mechanism is being developed for IoT devices
connected to the Fog network. For the authentication between the gadget and the Fog,
lightweight encryption algorithms are employed, and asymmetric procedures are imple-
mented for the identification between the Fog and the Cloud server. In accordance with
security analysis, the proposed authentication system fulfills the requirements for mutual
authentication as well as secrecy.

The future effort will improve the proposed method with the least amount of compu-
tational overhead possible. For future work, there is a need for more modifications to be
made to use this method in various contexts such as BLE or Zigbee, which are consistently
being developed. In order to make this protocol better suitable for mutual authentication
across low-power and processor devices, the focus is on upgrading it by tweaking several
variables of the Hash-based Message Authentication Code (HMAC) mechanism, which
will also improve the proposed method with the least possible amount of overhead.
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