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Abstract:



Telemedicine is the use of Information and Communication Technology (ICT) for clinical health care from a distance. The exchange of radiographic images and electronic patient health information/records (ePHI/R) for diagnostic purposes has the risk of confidentiality, ownership identity, and authenticity. In this paper, a data hiding technique for ePHI/R is proposed. The color information in the cover image is used for key generation, and stego-images are produced with ideal case. As a result, the whole stego-system is perfectly secure. This method includes the features of watermarking and steganography techniques. The method is applied to radiographic images. For the radiographic images, this method resembles watermarking, which is an ePHI/R data system. Experiments show promising results for the application of this method to radiographic images in ePHI/R for both transmission and storage purpose.
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1. Introduction


Recently, rapid advances in information technology and telecommunication have enabled newer telemedicine facilities by supporting open network communication. The electronic Patient Health Information/Record (ePHI/R) and radiographic images sent to medical consultation centers/remote hospitals for speedy transmissions are examples. Telemedicine is the use of Information and Communication Technology (ICT) to provide clinical healthcare from a distance. However, the exchange of radiographic images and ePHI/R for diagnostic purposes has the risks of confidentiality, ownership identity, and authenticity. These medical minutes are exceedingly sensitive information about the patient and necessitate uncompromising security during both transmission and storage.



Information security and privacy in the healthcare sector is an issue of growing importance. Telemedicine and image security require methods and techniques that ensure the secure communication of radiographic images in ePHI/R systems. The main advantages of using steganography and watermarking in telemedicine are [1]: (i) These methods require no extra space for storage of data. The ePHI/R is embedded inside the cover radiographic images, so ePHI/R requires no extra storage space in memory. (ii) For transmission of data, the ePHI/R is embedded inside the cover radiographic image, and ePHI/R and radiographic images are transmitted together, so no additional bandwidth is required for transmission of ePHI/R. (iii) The ePHI/R is embedded in the radiographic image, so no one can perceive the existence of ePHI/R in radiographic images. These methods are secure and hold confidential information.



In this paper, an algorithm for data hiding in the radiographic images is introduced. This method can handle the security issues in ePHI/R and in other telemedicine application. The proposed method behaves like watermark methods and provides secure and protected transmitted of medical information. The rest of the paper is arranged as follows. Section 2 discusses related works from the literature. Our technique is discussed in Section 3. The simulation results and discussion are covered in Section 4. Conclusions and future work are described in Section 5.




2. Related Work


Various methods of steganography have been comprehensively reviewed in [2,3]. The steganography methods are classified based on data embedding Algorithms 1. The methods from these classes are discussed in [4,5,6,7,8,9,10,11,12,13]. The stago attacks and requirements of a steganographic system have been comprehensively discussed in [14,15,16]. The steganalysis methods [17,18,19,20,21,22,23] have also been projected to counter many advanced steganographic methods discussed in [2,3]. For telemedicine, such as tele-diagnosis and tele-consultancy services, radiographic images play a vital role. These images are used for instantaneous diagnosis, understanding of diseases, and to avoid the misdiagnosis [24].



Analysis of digital images shows that there are two important regions in the images, Region of Interest (ROI) and Region of Non-Interest (RONI) [25]. The region that contains most important information/data, mostly the diseased part in case of radiographic images, is called the ROI. This region, in case of radiographic images, does not allow any modification because this may result to misdiagnosis. The area other than the ROI is RONI [26]. Most of the steganographic methods use RONI for data embedding to avoid any kind of modification in the ROI [27,28,29]. For extraction of ROI and RONI in a radiographic image, both supervised and unsupervised methods are used. Supervised techniques may compromise the accuracy of segmentation, so automated techniques are implemented in many segmentation methods [30]. Some steganography and watermarking methods in radiographic images, which require classification into ROI and RONI, are discussed below.



Pandey et al. [31] presented a secure watermarking method by classifying image into ROI and RONI. This method uses manual segmentation method. For embedding data into RONI region, it uses Discrete Wavelet Transformation (DWT) decomposition. Jeya and Suganthi [32] presented the RONI-based secure and authenticated indexing of CT images of lungs. For classifying image into ROI and RONI, it applies the process of segmentation on the lung tissue of the CT scan image. Data is embedded into the RONI area after verifying that whether the RONI area is large enough to hold the embedded data. Aherrahrou and Tairi [33] presented the Partial Differential Equation, DWT, and Discrete Fourier Transformation (DFT)-based embedding and extraction algorithms. This algorithm reduces the computational complexity for classification, but PDE, DWT, and DFT transformation embedding algorithms increase the computational overhead. Al-Haj [34] presented the watermarking method for MRI, ultrasound, and X-ray images by classifying images into ROI and RONI. The authors assumed the segmented images and did not consider the segmentation problem. Both ROI and RONI are used for embedding data. The spatial domain method is implemented for embedding data into ROI, and a transformation domain method is used for the RONI.



Rayachotiand Edara [35] presented the block based algorithm for watermarking in medical images. This method divides the radiographic image into ROI, RONI, and boundary regions and embeds data in the LSBs of all three regions by using block-based technique. Classification of ROI and RONI is manual. Nyeemet al. [36] utilized the boundary pixels of the radiographic image as the RONI area. They did not apply any segmentation process to classify the image into ROI and RONI areas. For embedding in the RONI area of the images, the authors used the least significant bit plane method. Gunjaland Mali [37] presented an embedding algorithm that applies DWT on the RONI area of the radiographic image. For the classification of radiographic images into ROI and RONI areas, the author considered the manual segmentation method. All the stego-methods have limitations in terms of error types [14], active and passive attacks [15,16], statistical distortion transfer of domain and computational cost [2], and processing time [2,3]. Similarly, the stego systems in telemedicine face the problem of the segmentation of the image into ROI and RONI. The same segmentation algorithm cannot be implemented into the whole radiographic image domain. The segmentation of radiographic image into ROI and RONI creates computational overhead [30,31,32,33,34,35,36,37]. The methods discussed in [2,3,30,31,32,33,34,35,36,37] run the risk of data concealing.



To handle these issues, we propose a ε-secure stego-system where the segmentation is not required, data is embedded using the stego system, and a key is generated using the color information of the image.




3. Proposed Method


The radiographic images are multiple natures, and this depends on the application domain such as MR images, CT scan images, X-ray images, ultrasounds, etc. One single method does not cover the whole domain because of disease effects on the images. As a result, one single segmentation method does not work in every application. The EPHI/R minutes are also highly sensitive. This encourages us to propose a single method that is applicable in every application and has a high enough security level.



3.1. Challenges to Designing a New Method


General challenges are to design a new method that

	➢

	
Maximizes the probability of occurrence of Type II error;




	➢

	
Includes no transformation;




	➢

	
Processes the data byte by byte to reduce computational complexity.









Specific challenges are to design a new method that

	➢

	
Requires no classification of cover radiographic images into ROI and RONI;




	➢

	
Can be used for all types of radiographic images including MR images, CT scan images, X-ray images, ultrasounds, etc.;




	➢

	
Shows ε(θ) = ε(φ) even for the average and worst cases;




	➢

	
Should be ε-secure stego system.










3.2. Methodology


Figure 1 shows the overall work flow of our approach. Our methodology is to take the cover radiographic image and Patient Health Information/Record and apply the color analysis and attribute computation process on it. Distinct colors and attributes can be computed directly from the cover radiographic image. However, it is much easier by using the histogram of the image. These are actually named as statistical features of the image.


Figure 1. Working model of the proposed steganographic approach.
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For embedding phase, langrange interpolation [38,39,40] can also be used, but in this paper, Newton divided difference interpolation method [41,42,43] is used. as both of these method give the same polynomial, but the problem with using the langrage method is the large amount of computation. Given n + 1 distinct points, real number [image: ], and any real number [image: ], langrange interpolation and the Newton divided difference interpolation method give a unique polynomial p of degree, at most n satisfying [image: ]. In the case of images, [image: ] = Distinct Colors of the radiographic image and [image: ] = Patient Health Information/Record. Unique polynomial created by this process will be used as a key in the extraction phase. This type of steganographic system falls into the private key steganography method, in which the key is shared between the sender and recipient.



Inputs of the extraction phase are the outputs of the embedding phase. The key with the combination of distinct colors of the stegoradiographic image will compute the Patient Health Information/Record.



Formal presentation of the proposed algorithm for embedding phase is






	Algorithms 1: The whole process of embedding data is divided into two algorithms. First algorithm is used at the sending end for embedding data and the second algorithm is for extraction process.



	Key Generation Algorithm

Inputs: Cover radiographic image (CRI), Patient Health information/Record (PHI/R)

Output: Stego-radiographic image (Sri)

	a)

	
Take PHI/R and compute decimal equivalent of PHI/R and store it in an array DePHI/R;




	b)

	
Compute the total length lDePHI/R of the DePHI/R;




	c)

	
Take Cri and compute lDePHI/R distinct colors Dc from Cri and store all Dc in an array DcCri;




	d)

	
Compute unique polynomial p by setting [image: ], [image: ] and n = lDePHI/R of degree at most n satisfying [image: ].






Extraction Algorithm:

Formal presentation of the proposed algorithm for embeding phase with polynomial p is

Inputs: Stego radiographic image Image Sri, lDePHI/R, p

Output: Patient Health information/Record PHI/R

	a)

	
Take Sri and compute lDePHI/R distinct colors SDc from Sri and store all SDc in an array SDcSri;




	b)

	
Repeat step a for lDePHI/R times;

	
Take unique polynomial p, compute the result of p by using SDc from SDcSri. Store the round off p in an array PHI/RDe.









	c)

	
Compute the character equivalent of PHI/RDe to achieve PHI/R.















3.3. Evaluation Metrics


For the evaluation of these steganography techniques in terms of their efficiency, security, distortion, and diffusion of cover image analysis, the following metrics will be used (see [44,45,46,47,48]) For efficiency evaluation, the entropy matrix is used. Equation (1) describes the entropy measure.


[image: ]



(1)




where N is the number of pixels in an image and [image: ] is the probability of occurrence of a pixel in an image with value [image: ]. For security analysis, the Kullback-Leibler divergence method is used and defined in Equation (2).


[image: ]



(2)




where C is the total number of pixels in an image and [image: ] and [image: ] are the distribution of the stego and cover image, respectively, over C. If in a stego-system, the distribution of the stego [image: ] and cover image [image: ] cover image is identical, then by Equation (2),


[image: ]



(3)







Then, this type of stego system is called the “perfectly secure stego-system”. On the other hand, if


[image: ]



(4)




then the stego-system is called “[image: ]-secure stego-system.”



Any change in the stego image, due to embedding of data in the cover image, is computationally called as distortion. For distortion analysis, Equation (5) defines the distortion function.


[image: ]



(5)




where [image: ] is the Kronecker delta defined as


[image: ]



(6)




N is the total number of pixels in image and [image: ] and [image: ] are the stego and cover pixels at locations k.



For evaluating the ability of our method to diffuse the cover radiographic image, the Difference Number of Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI) are computed. For the detail description of these matrices, we refer to [41,42,43].



The Difference Number of Pixel Change Rate (NPCR) is defined as


[image: ]



(7)




where [image: ] is defined as


[image: ]



(8)




where N is the total number of pixels in an image, [image: ] are the dimensions (width and height) of the image, [image: ] is the kth pixel of the Stego image SI, and [image: ] is the kth pixel of the Cover image CI.



Unified Average Changing Intensity (UACI) is defined as


[image: ]



(9)




where N is the total number of pixels in an image, [image: ] are the dimensions (width and height) of the image, [image: ] is the kth pixel of the Stego image SI, and [image: ] is the kth pixel of the cover image CI.





4. Experimental Results and Discussion


This section covers the material and databases used for the experiments and the results against the different measures for to measure the security level, distortion, and statistical and change in perception.



4.1. The Material


We present experimental results of our method on various radiographic images. The parameters of the proposed algorithms were fixed to obtain overall optimal results in terms of image metrics. We analyze the results on 10 radiographic images taken from MedPix database. MedPix is a free online medical image database with over 53,000 indexed and curated images from over 13,000 patients. As shown in Figure 2, we number these images from 1 to 10 (according to the order from left-to-right and top-to-bottom.


Figure 2. Set of testing images (referred to as 1 to 10, from left-to-right and top-to-bottom).
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4.2. Histogram Computation


In the proposed algorithm, the key can be generated through two ways. First, we compute the histogram of an image and then use these histograms for a unique color. In this section, we showed the histogram for all the images. Figure 3 shows the histograms of the images represented in Figure 2. A histogram is the graphical representation of an image, which shows the frequency of intensity levels of the image pixels graphically. Computation of statistical attributes requires less computation time from the histogram of an image as compare to that from image directly.


Figure 3. Histograms of the images in Figure 2.
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Computational results of the analysis of image in Figure 2(1) show that there are 48,221 pixels with same color in the image. These pixels are shown in Figure 3(1) with white region. Similarly, Figure 2(2) has 42,997 pixels having same color. Figure 2(3) has 37,863 pixels, Figure 2(4) has 19,256 pixels, Figure 2(5) has 134,993 pixels, Figure 2(6) has 83,749 pixels, Figure 2(7) has 17,890 pixels, Figure 2(8) has 24,892 pixels, Figure 2(9) has 74,785 pixels, and Figure 2(10) has 11,786 pixels with the same color.




4.3. Unique Color Computation


We first determine the unique colors in the image. Then, we count these colors. The pixels with these unique colors are used for the key generation. The white regions in the images of Figure 4 show the area of the image that contains these group of pixels with same color. The white regions show the parts of image that is the RONI area or the boundary pixels. From this analysis, all the unique colors of the image are computed, and the result are shown in Table 1.


Figure 4. Intensity based classification of images of Figure 2.
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Table 1. Computational results for unique colors and maximum capacity of images of Figure 2.


	Image
	Unique Colors
	Maximum Capacity (Bits)





	Image 1
	256
	16,384



	Image 2
	256
	16,384



	Image 3
	236
	15,104



	Image 4
	244
	15,616



	Image 5
	251
	16,064



	Image 6
	187
	11,968



	Image 7
	256
	16,384



	Image 8
	256
	16,384



	Image 9
	256
	16,384



	Image 10
	193
	12,352









The maximum capacity for the embedding of data and the number of colors present in Figure 2 are shown in the Table 1.



These statistical features are used for the creation of the key for the steganography. At the next step, the data is embedded in the image with the different bit rate.




4.4. Results and Discussion


The statistical measures for detecting changes are the difference of entropies, Kullback-Leibler Divergence, Distortion Function, Difference Number of Pixel Change Rate (NPCR), and Unified Average Changing Intensity (UACI). These results are represented in the following tables. The objective of these measures is to check the security level and perceptual and statistical changes.



Table 2 shows computational results of entropy of the cover radiographic image, entropy of the stego radiographic image, change in entropies, Kullback-Leibler Divergence, Distortion Function, Difference Number of Pixel Change Rate (NPCR), and Unified Average Changing Intensity (UACI) for the cover and stego radiographic images after embedding a 100%, 75%, and 50% payload in the cover radiographic images. This shows that the embedding rate does not change the entropy of the image. The difference of entropies is also zero.



Table 2. Computational results for entropy, Kullback Leibler divergence, distortion function, Difference Number of Pixel Change Rate (NPCR), and Unified Average Changing Intensity (UACI) after different embedding payload for each image.



	

	
Embedded Payload (Bits)

	
Entropy of Cover Image ε(θ)

	
Entropy of Stego Image ε(φ)

	
Change in Entropy ε(θ) − ε(φ)

	
Kullback Leibler Divergence [image: ]

	
Distortion Function [image: ]

	
NPCR

	
UACI






	
Image 1

	
100%

	
7.001516 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
7.001516 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
7.001516 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 2

	
100%

	
6.329050 × 102

	
6.329050 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
6.329050 × 102

	
6.329050 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
6.329050 × 102

	
6.329050 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 3

	
100%

	
6.013431 × 102

	
6.013431 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
6.013431 × 102

	
6.013431 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
6.013431 × 102

	
6.013431 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 4

	
100%

	
7.266514 × 102

	
7.266514 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
7.266514 × 102

	
7.266514 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
7.266514 × 102

	
7.266514 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 5

	
100%

	
6.192335 × 102

	
6.192335 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
6.192335 × 102

	
6.192335 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
6.192335 × 102

	
6.192335 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 6

	
100%

	
5.389515 × 102

	
5.389515 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
5.389515 × 102

	
5.389515 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
5.389515 × 102

	
5.389515 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 7

	
100%

	
6.982189 × 102

	
6.982189 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
6.982189 × 102

	
6.982189 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
6.982189 × 102

	
6.982189 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 8

	
100%

	
6.401003 × 102

	
6.401003 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
6.401003 × 102

	
6.401003 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
6.401003 × 102

	
6.401003 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 9

	
100%

	
5.757388 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
5.757388 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
5.757388 × 102

	
7.001516 × 102

	
0

	
0

	
0

	
0

	
0




	
Image 10

	
100%

	
5.523392 × 102

	
5.523392 × 102

	
0

	
0

	
0

	
0

	
0




	
75%

	
5.523392 × 102

	
5.523392 × 102

	
0

	
0

	
0

	
0

	
0




	
50%

	
5.523392 × 102

	
5.523392 × 102

	
0

	
0

	
0

	
0

	
0










Discussion


As mentioned in table 1, for maximum payload, the cover radiographic images 1, 2, 7, 8, and 9 require processing of only 256 pixels for the image. in radiographic image 3, the number of required pixels is 235. in radiographic image 4, this is 251. in radiographic image 6, this is 187. in radiographic image 10, this is 193.



The data in Table 2 represents the different measures. This shows that embedding payload does not affect the cover radiographic images in terms of efficiency, distortion, security, and other evaluation measures. This table shows that, for all the cases and embedding payloads, all the measures give their ideal results. Various image quality measures are used for measuring the image quality and performance of the steganographic and watermarking system. These measures detect changes in the image. The proposed method will obtain ideal results because the embedding phase does not create any changes in the cover image. The proposed approach uses the statistical feature—color information—to produce stego image. Hence, all the standard image quality measures [49] will produce ideal values.






5. Conclusions


The proposed method is a secure system for transforming medical minutes in telemedicine. The experimental results show that the method is secure and uses the color information for key generation. This algorithm has advantages over existing techniques in that it is a combination of watermarking and steganography, produces no statistical or visual changes in the images, and uses color information for key generation. This method does not use ROI and RONI, and it does not require any segmentation algorithm. This property of the algorithm is more effective and can be used for every sort of image. It is secure and easily extendable to color images. We hope to extend the method to protecting electrocardiography data. We also plan extend our approach to other interpolation techniques and optimize of our methodology and verification for different security levels.
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Abbreviations




	Acronym
	Expended Form



	CT
	Computed Tomography



	DFT
	Discrete Fourier Transform



	DKL
	Divergence Kullback Leibler



	DWT
	Discrete Wavelet Transform



	ePHI/R
	Electronic Patient Health Information/Record



	ICT
	Information and Communication Technology



	IQM
	Image Quality Measure



	MRI
	Magnetic Resonance imaging



	NPCR
	Number of Pixel Change Rate



	ROI
	Region of Interest



	RONI
	Region of Non-Interest



	UACI
	Unified Average Change intensity
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