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Abstract

Static, one-time authentication mechanisms such as passwords and PINs are increasingly in-
adequate for protecting mobile devices throughout an active session. Behavioral biometric
continuous authentication (BBCA) addresses this gap by passively monitoring user-specific
interaction patterns—keystroke dynamics, touch and swipe gestures, gait, and motion—to
verify identity on an ongoing basis. This systematic review synthesizes 80 studies selected
via a PRISMA-compliant protocol from IEEE Xplore, ACM Digital Library, Scopus, Sci-
enceDirect, Web of Science, and SpringerLink (2017-2025). We examine behavioral and
multimodal biometric modalities, machine learning approaches ranging from classical clas-
sifiers to deep sequence and transformer architectures, and their integration with intelligent
personal agents, wearable devices, and IoT/edge infrastructures. Security analyses cover
spoofing, adversarial and generative attacks, mimicry, and model-level threats including
membership inference and reconstruction. Privacy-preserving mechanisms—cancelable
biometrics, Bloom filter encodings, zero-knowledge proof protocols, federated learning,
and blockchain-based identity management—are evaluated against practical trade-offs
in energy consumption and latency on resource-constrained devices. Key research gaps
are identified: the absence of standardized adversarial benchmarks, lack of end-to-end
pipeline evaluations under simultaneous adversarial and privacy threat models, and lim-
ited user-centered studies on consent and acceptance of privacy-preserving mechanisms
under frameworks such as GDPR. Recommended future directions combine adaptive
multimodal fusion, privacy-preserving cryptography, energy-aware modality selection,
and interdisciplinary human-centered evaluation to advance practical, resilient continuous
authentication for mobile and assistant-enriched environments.

Keywords: continuous authentication; behavioral biometrics; keystroke dynamics; gait
recognition; touch dynamics; intelligent personal agent; federated learning; privacy-
preserving authentication; mobile security; IoT; zero-knowledge proof; adversarial robustness
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1. Introduction

Continuous authentication has emerged in response to the shortcomings of static login
mechanisms that verify a user only once at the beginning of a session. When a device or
service remains authenticated after the initial check, any subsequent loss or theft can expose
sensitive data, since passwords, PINs, or one-time checks alone are insufficient to safeguard
modern smartphones and connected systems. Behavioral biometric continuous authen-
tication (BBCA) extends protection beyond the login point by monitoring user behavior
throughout a session and repeatedly validating identity, thereby aiming to provide a safer
alternative to traditional mechanisms in mobile contexts. Behavioral biometrics exploit
observable actions and interaction patterns, such as walking gait, touch gestures, keystroke
dynamics, and device usage profiles, rather than relying on static physiological traits
alone [1]. On smartphones, built-in sensors and interaction logs enable the capture of mo-
tion behavior, touch dynamics, and keystroke patterns to distinguish legitimate users from
impostors during everyday activities like reading or app navigation [2,3]. Studies have also
explored combinations of touch events with accelerometer, gyroscope, and magnetometer
readings to implement continuous user authentication during passive tasks, reporting
highly effective behavioral biometric performance in smartphone scenarios [2]. These
developments align with broader efforts to deploy sensor-based behavioral biometrics as
an indirect, continuous validation mechanism on mobile devices [3].

Beyond pure behavioral signals, continuous authentication systems frequently in-
corporate physiological biometrics, including fingerprints and iris patterns, alongside
behavioral modalities such as keystroke dynamics and gait. Physiological traits typically
provide strong one-time authentication, whereas behavioral signals support passive and
ongoing checks that can improve usability during prolonged sessions. Reviews of contin-
uous authentication systems (CAS) emphasize that combining physiological, behavioral,
and multimodal approaches can yield robust and versatile authentication frameworks
that better balance accuracy, continuity, and user comfort [4]. Multimodal fusion strate-
gies have been repeatedly associated with improved results compared to single modality
schemes, and are widely regarded as a future trend for securing mobile and smartphone
environments [1,4].

At the same time, research on intelligent personal assistants (IPAs) exposes comple-
mentary security and privacy concerns that motivate stronger authentication safeguards on
mobile and ambient platforms. Commercial and academic IPA solutions may be vulnerable
to remote manipulation of voice activation, making it possible to control devices through
spoofed or unauthorized voice commands. Such assistants often depend on the persistent
storage of sensitive information, including real-time location and speech data, which raises
substantial privacy risks for end users. Systematic analyses of IPA applications further
identify a lack of standardized measures for comparing assistant performance and security,
and report broad, unexplored opportunities in domains such as education, health, and
privacy where personal and cognitive assistants could support ambient assisted living and
smart environments [5].

Within the broader security landscape, mobile networks and the Internet of Things
(IoT) intensify the relevance of continuous and context-aware authentication. Early cellular
generations suffered from fundamental security flaws, including weak or absent encryp-
tion, one-way authentication, and susceptibility to unauthorized base stations, which
exposed users to eavesdropping and data theft [6]. Contemporary IoT deployments face
challenges of mobility, scalability, and pervasive cyber-physical threats, making device
and service level authentication essential for maintaining confidentiality, integrity, and
availability. Trust based monitoring schemes with intelligent agents and middleware have
been proposed to strengthen IoT communication security, reduce misdetection and false
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positives, and improve network lifetime via energy efficiency, underscoring the need for
lightweight yet reliable security primitives in resource-constrained environments [7]. In
healthcare-oriented IoT settings, lightweight authentication and key agreement protocols
have been designed to lower computational and communication overhead while enhancing
security, with layered, federated learning-based mechanisms further aiming to preserve
device privacy and maintain high authentication accuracy on standard datasets [8].

Continuous authentication research must also contend with significant usability, se-
curity, privacy, and ethical issues. Analyses of Continuous User Biometric Authentication
Systems (CUBAS) highlight a persistent trade-off between usability and security, as ex-
cessively strict thresholds increase False Rejections and user frustration, whereas relaxed
thresholds risk unauthorized access. Many behavioral and context-aware modalities re-
main susceptible to spoofing and adversarial attacks, with generative techniques capable of
elevating error rates in touch and keystroke-based systems. Persistent monitoring through
sensors consumes energy on mobile devices and may strain battery life, especially when
multiple sensors operate continuously. Privacy implications arise from the continuous
collection and storage of biometric and contextual data, often without transparent user
awareness or explicit consent regarding data usage and retention. Ethical considerations
further demand careful treatment of consent, potential bias, and user autonomy when
deploying behavioral biometric systems in real-world environments [4].

Existing surveys provide important foundations but also reveal specific gaps that
justify a focused review at the intersection of continuous mobile authentication, behav-
ioral biometrics, and intelligent personal agents. Systematic reviews on sensor-based
continuous authentication for smartphones categorize over 140 works into motion, gait,
keystroke dynamics, gesture, voice, and multimodal groups, outlining system designs,
enrollment procedures, verification techniques, and evaluation metrics, while pointing
to common challenges and open research directions [3]. Other comprehensive surveys
on continuous authentication compile supervised and unsupervised learning techniques,
discuss context-aware approaches, and catalogue challenges related to scalability, dataset
quality, adversarial robustness, and lack of standardized metrics [4]. Parallel work on be-
havioral biometric continuous authentication for smartphones concentrates predominantly
on technical system design and performance, while user attitudes, adoption drivers, and
perceived usability of these technologies remain under-explored [1]. In the IPA domain,
systematic mappings identify taxonomies, usage domains, security and privacy issues, and
under-served user profiles, yet dedicated integration of continuous behavioral biometrics
into IPA-centric security architectures has not been thoroughly surveyed [5]. Against this
backdrop, a systematic review that jointly examines continuous mobile user authentication
via behavioral and multimodal biometrics, its relationship to intelligent personal assistant
ecosystems, and its embedding in modern IoT and mobile network contexts can synthesize
fragmented insights and clarify future research needs. By drawing on the methodological
rigor and gap analyses provided by prior surveys in continuous authentication, behav-
ioral biometrics, and IPA research, the present work positions itself to assess machine
learning advances, contextual and wearable integrations, and privacy-preserving designs
that shape the next generation of biometric security for mobile and assistant-enriched
environments [1,3-5].

While existing surveys address continuous mobile authentication from complementary
but partial perspectives—Abuhamad et al. [3] restrict their scope to smartphone sensor
modalities without addressing distributed architectures, Ayeswarya and Singh [4] extend
coverage to IoT and blockchain but omit federated learning and IPA integration, and Baig
and Eskeland [9] provide rigorous security-privacy-usability analysis yet exclude edge
computing, federated learning, and agent-based architectures—none jointly examines the
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interplay between behavioral biometric modalities, intelligent personal agent pipelines, and
privacy-preserving distributed infrastructures. The present review addresses this gap by:
(i) systematically positioning IPA components as active authentication agents across device,
edge, and cloud tiers; (ii) incorporating federated learning alongside ZKP, cancelable
biometrics, and Bloom filters within a unified privacy threat model; and (iii) mapping
cross-domain deployment challenges at the intersection of mobile devices, wearables, IoT
ecosystems, and assistant-mediated authentication—an integration that prior surveys have
identified as needed but left uncharted.

Table 1 provides a structured comparison of the most closely related systematic re-
views across twelve analytical dimensions. As the comparison reveals, no prior survey
jointly addresses IPA pipelines, federated learning, agent-based architectures, and PRISMA-
compliant methodology within a unified framework. The present review addresses this
gap by synthesizing 80 studies selected through a transparent PRISMA-based protocol,
and by explicitly positioning IPA components as active authentication agents across device,
edge, and cloud tiers.

Table 1. Comparison of related systematic reviews on continuous authentication and behav-
ioral biometrics.

Dimension Abuhamad Ayeswarya & Baig & Finnegan et al. Present
et al. [3] Singh [4] Eskeland [9] [10] Review
Security,

Smartphone CA & user Screen-time BBCA, IPA &

Scope/Focus area sensors profiling T;Z;fl}l]t}&;t utility IoT
Behavioral biometrics v v v v v
Physiological biometrics Partial v v — v
IPA /voice assistant pipelines — — — — v
Federated learning — — — — v
Edge/fog computing Partial Partial — — v
ZKP /cancelable biometrics — v v — v
Adversarial attack analysis Partial v v — v
Agent-based architecture — — — — v
PRISMA methodology — v — v v
Publication years -2020 -2024 -2021 2007-2022 2017-2025
Focused primary studies >140 n/a n/a 122 802
Note: v’ = covered systematically; — = absent; Partial = mentioned but not systematically analyzed.

BBCA = behavioral biometric continuous authentication; IPA = intelligent personal agent; CA = con-
tinuous authentication; ZKP = zero-knowledge proof. # Stricter PRISMA inclusion criteria applied;
broader scope compensated by thematic depth across seven research areas.

This gap is not merely taxonomic. IPAs already mediate security-sensitive actions,
including voice-activated commands and persistent storage of location and speech data,
and are documented as vulnerable to remote manipulation of voice activation and to a
lack of standardized security and privacy benchmarks [5]. Because no prior survey jointly
analyzes behavioral biometric continuous authentication alongside agent-based architec-
tures, existing guidance offers no consolidated account of where continuous behavioral
verification checkpoints should sit relative to an agent’s decision points across device, edge,
and cloud tiers, nor of how privacy-preserving mechanisms such as zero-knowledge proofs,
cancelable biometrics, and federated learning interact when deployed jointly rather than in
isolation. This matters concretely for threat modeling: curious or semi-malicious cloud-side
insiders who can already access location data, IP addresses, and partial biometric templates
during agent-mediated processing [9] face a substantially larger attack surface once agent
pipelines, sensor streams, and privacy-preserving primitives are combined, yet the present
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literature provides no synthesized account of this compounded threat. By bringing these
strands together, this review converts a set of independently documented risks into an
explicit research agenda for agent-integrated behavioral authentication, rather than treating
the synthesis itself as the contribution.

The remainder of this paper is organized as follows: Section 2 presents the lit-
erature review across behavioral modalities, machine learning methods, and security
threats; Section 3 details the methodology; Section 4 reports results including publica-
tion trends and thematic distribution; Section 5 discusses key findings and research gaps;
Section 6 addresses ethical considerations; and Section 7 presents conclusions and future
research directions.

The deployment context for continuous authentication is further shaped by three
interacting factors that are treated in depth later in this review rather than in the Introduc-
tion. First, successive mobile network generations (2G-6G) have progressively reshaped
the security and resource envelope available to on-device authentication, a trajectory ana-
lyzed in detail in Section 2.1. Second, traditional password- and PIN-based mechanisms
remain structurally exposed to low entropy, shoulder surfing, and observation attacks, as
detailed in Section 2.2.1. Third, phishing, spoofing, and insider threats against biometric
templates and machine learning pipelines constitute a persistent attack surface, examined
in Section 2.7.1. Consolidating this material outside the Introduction allows the present
section to focus exclusively on the motivation, identified research gap, and contribution of
this review.

1.1. Research Questions and Objectives

Clarifying the primary research questions is essential for structuring this review
around clearly defined gaps and themes already identified in prior work on continuous
authentication, behavioral biometrics, and intelligent personal assistants. Existing surveys
on continuous authentication explicitly formulate multiple questions concerning accuracy,
usability, privacy, deployment costs, temporal stability of behavior, and real-world appli-
cation domains, and these provide a concrete foundation for the present study. Stated
explicitly, the objective of this review is to determine how behavioral biometric continuous
authentication can be systematically integrated with intelligent personal agent architectures
across device, edge, and cloud tiers, and to synthesize the associated performance, usability,
security, and deployment evidence into a single evaluative framework. This objective is
distinct from, and builds on, the four most closely related reviews summarized in Table 1:
Abuhamad et al. [3] and Ayeswarya and Singh [4] pursue a comparable evidence-synthesis
objective for sensor-based and profiling-based continuous authentication respectively, but
neither treats IPA integration as a first-class object of analysis; Baig and Eskeland [9] share
this review’s emphasis on security and privacy trade-offs but stop short of a PRISMA-
compliant protocol; and Finnegan et al. [10] address a narrower screen-time-oriented
objective. The five research questions below (RQ1-RQ5) operationalize this objective into
the specific dimensions synthesized in Sections 3.5, 3.6 and 4.

RQ1 (Performance and modality choice). A first overarching question concerns per-
formance and modality choice: how well do current continuous authentication systems
operate on mobile and related platforms, and which biometric categories provide the most
effective basis for continuous user verification. Prior work separates physiological biomet-
rics, such as fingerprint and iris, from behavioral modalities, such as keystroke dynamics
and gait, and asks how these types individually and jointly contribute to the effectiveness of
continuous authentication systems. Closely related is the question of whether multimodal
combinations of physiological and behavioral signals, including fusion with contextual in-
formation, can deliver more robust and versatile authentication frameworks than unimodal
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schemes in realistic use scenarios. Addressing these issues requires comparing performance
metrics such as False Acceptance Rate, False Rejection Rate, and derived measures across
modalities and fusion strategies, as well as evaluating how far machine learning advances
have improved error rates in contemporary systems. At the same time, reported variability
in per-user outcomes and maneuver-dependent discriminability suggests modality selec-
tion and fusion strategies must explicitly accommodate heterogeneity in intra-user stability
and environmental conditions rather than assuming uniform gains.

RQ2 (Usability and user acceptance). A second group of questions targets usability
and user acceptance. Research explicitly asks whether continuous authentication ap-
proaches are easy for people to use and what design measures can render them more
user-friendly. Within this domain, Continuous User Biometric Authentication Systems
are described as facing persistent trade-offs between usability and security, particularly in
relation to FRR and FAR, and it is therefore necessary to investigate which configurations
and feedback mechanisms can achieve acceptable balances for mobile users in everyday
situations [4]. Findings from behavioral mobile authentication indicate that user attitudes,
perceived vulnerability, and self-efficacy condition intention to adopt behavioral biometric
continuous authentication, which motivates further questions about how psychological
constructs and risk perceptions mediate the willingness to rely on continuous behavioral
monitoring in practice [1]. The review consequently asks which usability barriers and
perception-driven inhibitors most strongly limit adoption, and how they interact with
technical properties such as power consumption on sensor-rich smartphones [1,4].

RQ3 (Security, privacy, and threat models). A third set of questions focuses on
security, privacy, and threat models. Existing surveys explicitly ask whether continuous au-
thentication systems keep user information safe and how they balance security guarantees
with privacy protection. This leads to more detailed questions concerning susceptibility of
behavioral and context-aware modalities to spoofing, generative attacks, and adversarial
perturbations, as well as the impact of threat actors such as curious or semi-malicious
cloud insiders who may gain access to biometric templates and contextual streams during
processing [4,9]. Since continuous authentication often implies continuous sensing and data
transmission, the review also examines which privacy-preserving mechanisms, including
cancelable biometrics, Bloom filter-based template protection, and zero-knowledge proof
protocols, are most appropriate for mitigating insider misuse and template reconstruction
risks in mobile and cloud-assisted settings.

RQ4 (Deployment constraints, costs, and temporal dynamics). A fourth cluster of
questions addresses deployment constraints, costs, and temporal dynamics. Prior work
formulates explicit questions about what factors must be considered when setting up
continuous authentication systems and how expensive such deployments are in terms
of computation, memory, communication, and energy overheads. Smartphone-focused
analyses highlight power consumption of sensors and continuous processing as a major
difficulty, which in turn motivates systematic inquiry into how resource constraints on
mobile and IoT devices limit feasible modality choices and model complexity. Further,
continuous-authentication surveys ask how user behavior changes over time and how sys-
tems can adapt to these changes. This review therefore investigates which update strategies,
re-enrollment mechanisms, and temporal modeling approaches have been proposed to
maintain performance in the face of behavioral drift without incurring excessive retraining
or user burden.

RQ5 (Application domains and IPA integration). Finally, guided by questions about
real-world usage, prior surveys explicitly seek to determine where continuous authenti-
cation has been successfully deployed, which domains remain underexplored, and what
examples exist of systems operating in practice [4]. Synthesizing these strands, the present
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review asks which application areas at the intersection of mobile devices, IoT, and IPA
ecosystems are most promising for behavioral continuous authentication, how security
and privacy issues within IPA usage constrain such integration, and what open questions
remain regarding proactivity and personalization of assistant-mediated authentication [4,5].

1.2. Contributions

This review makes four main contributions. First, it synthesizes 80 studies (2017-2025),
selected via a PRISMA-compliant protocol, into the first systematic account that jointly
covers behavioral biometric continuous authentication on mobile devices and its integration
with intelligent personal agents, wearables, and IoT/edge infrastructures; prior surveys
treat continuous authentication and intelligent personal assistants as largely separate re-
search strands [4,5]. Second, it provides a structured cross-modality comparison, organized
around the taxonomy in Figure 1, that links each behavioral modality (keystroke dynamics,
touch/swipe, gait/motion, contextual data) to reported performance metrics, security
properties, and energy/latency trade-offs on resource-constrained devices, consolidating
evidence that is otherwise dispersed across modality-specific surveys [4,11]. Third, it
evaluates privacy-preserving mechanisms, including cancelable biometrics, Bloom filter
encodings, zero-knowledge proof protocols, federated learning, and blockchain-based iden-
tity management, against concrete deployment constraints (on-device versus cloud-assisted
processing, agent-sensor-TEE interaction) rather than discussing them in the abstract; for
example, agent-driven facial capture for continuous verification in online examinations
illustrates how such mechanisms trade-off against the need for extra sensors and central-
ized template storage [12]. Fourth, it identifies and substantiates specific, underexplored
research gaps from the synthesized evidence: the absence of standardized adversarial
benchmarks for behavioral modalities, the lack of end-to-end pipeline evaluations under
simultaneous adversarial and privacy threat models, and limited user-centered evidence
on consent and acceptance of privacy-preserving mechanisms under frameworks such
as GDPR. Methodologically, the review documents its search strategy, screening process,
and quality assessment criteria in full (Section 3.5 and Supplementary Materials) to sup-
port replication by future systematic reviews at the intersection of behavioral biometrics,
mobile security, and intelligent agents. Beyond the narrative synthesis itself, this review
produces three reusable artifacts that go beyond a conventional literature summary: (i) the
four-factor, four-modality taxonomy in Figure 1, which has not previously been formal-
ized for this specific intersection of behavioral biometrics and IPA architectures; (ii) the
three-tier device—edge—cloud reference architecture in Figure 2, which explicitly positions
TEE-based template protection, cancelable biometrics, and federated aggregation at specific
architectural boundaries rather than discussing them as independent mechanisms; and
(iii) the consolidated attack-defense mapping presented in Section 2.7.1, which links specific
reported attack success rates (e.g., 5.8-43.66% FAR increase under treadmill-assisted gait
imitation; 28-84% EER increase under keystroke generative attacks) to specific defense
mechanisms at a level of granularity not present in any single primary study reviewed here.
These artifacts are intended as direct inputs for subsequent empirical work (Section 5.2),
rather than as restatements of existing survey content.
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Figure 1. Taxonomy of continuous authentication factors and modalities adopted in this review,
showing the four top-level authentication factors, the four behavioral modalities analyzed in detail,
and the three cross-cutting layers (machine learning methods, security and privacy, and agent/IoT
integration) that recur across modality-specific discussions.

DEVICE TIER EDGE TIER CLOUD TIER
Smartphone
Sensors Processing Services
Encrypted Aggregated
Features Updates
Accelerometer —— > Behavioral Analysis > Model Training
Gyroscope Threshold Management Template Storage
Touch Screen Modality Selection Audit Logs
Keyboard
raw signals
Security Privacy
Local Agent
Auth Cance\ab_le Templatgs ‘T ZKP Protocols )
Feature Extraction Decision Bloom Filter Encoding Updates Federated Learning
Anonymization Blockchain Identity
: Trusted Execution Environment \I
! Local ML Model ]
1 Auth Decision Logic 1
T T '

Figure 2. Three-tier architecture of an intelligent continuous authentication system spanning device,
edge, and cloud layers. Within the device tier, raw sensor signals are passed to the local agent’s
feature extraction stage, while the local ML model and authentication decision logic operate inside a
Trusted Execution Environment (TEE) to protect behavioral templates and decision logic from the
host operating system.

2. Literature Review

Behavioral biometrics aim to authenticate users from how they act rather than what
they know or their static physical traits. Typical modalities include gait, gestures, tapping
patterns, and daily activities captured by inertial sensors or WiFi channel state information.
These behavioral characteristics are often difficult to consciously reproduce, which can
reduce the success of imitation and random attacks compared with knowledge-based or tra-
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ditional biometric factors. Moreover, multi-sensor fusion, for instance, combining touch and
accelerometer signals, can raise the security level under observation attacks by increasing
the dimensionality and distinctiveness of behavioral signatures. Behavior-based schemes
can also operate transparently in the background, which improves usability by avoiding
explicit authentication steps and supports continuous or recurrent verification [13,14].

Several works focus specifically on gait and daily activity based authentication on
resource-constrained mobile or wearable devices. Lightweight models that exploit ac-
celerometer or related inertial data can meet design requirements such as low computa-
tional overhead, real-time classification, and high identification accuracy with only a small
number of embedded sensors. Approaches that merge temporal and spatial features enable
spatiotemporal extraction from walking and computational activities, providing richer
behavioral representations. Other architectures propose logical DNA-style profiles that
integrate multiple behavioral factors to enable continuous authentication beyond a single ac-
tivity. Collectively, these techniques indicate that behavioral biometrics can simultaneously
strengthen security and preserve user convenience on mobile platforms [13,14].

The threat landscape for biometric and behavior-based systems includes several
classes of adversaries and attack vectors. For mobile authentication in general, brute
force attacks attempt large numbers of identity related values, which is computationally
and temporally expensive, while guessing attacks opportunistically exploit line-of-sight
observation of entry actions such as typing a password. Observation attacks can directly
reveal knowledge-based secrets and also threaten biometrics when the adversary captures
sufficient information about user interactions or movements. Impersonation attacks then
use observed or inferred identity information, such as PINs or gesture patterns, to assume
the victim’s identity. In behavioral systems, random attacks by strangers, who lack prior
knowledge of the victim, typically have near zero success, whereas imitation attacks, even
by motivated observers, show very low success because fine-grained behavioral patterns are
hard to replicate faithfully [13,15].

Biometric research explicitly distinguishes between insider and stranger adversaries.
Insider adversaries are familiar with the victim, can observe biometric behaviors in proxim-
ity, and may know protocol details and user identifiers. Such insiders can mount active,
skilled forgery attacks, for example, by visually observing in-air signing gestures and
practicing them before attempting impersonation. In contrast, stranger adversaries lack
detailed prior knowledge and generally mount random attacks based only on generic
understanding of the biometric modality. This adversary taxonomy is crucial for evaluating
behavioral schemes, whose robustness can differ sharply between random, observation
based, and skilled forgery scenarios [13,15].

With the increasing deployment of machine learning in biometric pipelines, adversar-
ial attacks against the underlying models have become a central concern. In the behavioral
domain, white box and black box adversarial strategies have been analyzed for classifiers
such as k Nearest Neighbors, Random Forests, and one-dimensional convolutional neu-
ral networks. In white box settings the attacker is assumed to know model architecture,
weights, and feature space, which allows direct gradient based perturbation of inputs,
whereas black box attackers only query the system and must infer effective perturbations
without internal access. For practical mobile or wearable authentication, it is often unre-
alistic to assume that adversaries have full white box access, so black-box-transfer-based
attacks may be the more relevant threat. Nonetheless, the existence of both attack classes
underscores the need for robust behavioral models and for careful threat modelling in
system design [14,16].

Federated learning introduces additional opportunities and challenges for behavioral
biometrics and other security critical applications. In smart eHealth scenarios, federated
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learning is used to verify system attributes in the cloud while patient data are collected
by medical entities and transmitted through a secure gateway. Such architectures aim to
achieve mutual authentication, data privacy, anonymity, session unlinkability, and non-
traceability between devices and access gateways. Federated setups thus hold promise for
privacy-preserving training of behavioral models, since raw sensor data can remain on
device while only model updates are aggregated. However, they also introduce commu-
nication and resource constraints, which can be mitigated by techniques such as gradient
compression that sparsify weight matrices and reduce transmission overhead. Careful
integration of behavioral biometrics with federated learning is therefore a key direction
for privacy-aware, attack-resilient authentication in emerging mobile and eHealth sys-
tems [8,14,17].

Despite these advances, several open challenges remain. Standardized evaluation
frameworks that cover insider versus stranger adversaries, white box versus black box attacks,
and federated threat models are still lacking. The heterogeneity of sensors, variable sampling
rates, and the need for energy-efficient on-device processing complicate reproducibility and
cross-study comparison. Moreover, emerging studies indicate that adversarial robustness
techniques developed for image or speech domains do not always transfer directly to time-
series behavioral signals, necessitating domain-specific defenses and adaptive detection
strategies. Future work should therefore prioritize (i) unified benchmarks for behavioral
modalities under realistic adversarial and federated conditions, (ii) lightweight certified
or empirically validated defenses suitable for mobile devices, and (iii) privacy-preserving
personalization methods that resist poisoning and inference while maintaining usability.

In summary, behavioral biometrics offer promising avenues for transparent, continu-
ous authentication with improved resistance to casual and random attacks, while federated
learning provides mechanisms for privacy-preserving model training. However, the combi-
nation of behavioral modalities, resource constraints, and federated architectures creates a
complex security landscape in which adversarial attacks, from transfer-based black box
perturbations to client-side poisoning and backdoors, must be explicitly considered. Recent
literature has begun to address these intersections by proposing multimodal schemes,
federated defensive measures, and adversarial analyses specific to behavioral signals, yet
coordinated benchmarks and deployable, lightweight defenses remain important priorities
for the community.

2.1. Mobile Network Evolution and Resource Constraints for Continuous Authentication

Mobile communication systems have progressed through successive generations
that differ markedly in data rates, service capabilities, and security properties. Second-
generation (2G) networks introduced digital transmission and basic privacy mechanisms
such as Temporary Mobile Subscriber Identity (TMSI) and radio path encryption, yet end-
to-end protection remained weak when only parts of the communication channel were
encrypted, leaving remaining segments exposed to eavesdropping attacks.

Third-generation (3G) systems, launched around 2000 with data rates up to 2 Mbps,
enabled services such as TV streaming, internet browsing, and video streaming that had not
been feasible on earlier mobile communication systems. To mitigate known 2G vulnerabili-
ties, 3G adopted two-way authentication and an Authentication and Key Agreement (AKA)
protocol, supported by a comprehensive Third-Generation Partnership Project (3GPP)
access control security system covering air interface security and user authentication on
both sender and receiver sides. Nevertheless, 3G environments still face threats related to
Internet Protocol vulnerabilities, attacks on communication channels between end devices
and home networks, and wireless interface threats including integrity violations, unau-
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thorized data access, denial of service, and unauthorized service access, alongside AKA
privacy issues such as sniffing of user identities.

Fourth-generation (4G) networks, commercialized from 2009 onwards, increased
downlink transmission up to 1 Gbit/s and uplink up to 500 Mbit/s, and improved spec-
trum efficiency and latency to support demanding applications such as High-Definition
Television and Digital Video Broadcasting. Architecturally, 4G systems integrate IP core
networks, backbones, diverse access networks, and intelligent mobile terminals, which
broadens the attack surface. Primary 4G security problems arise from threats to wireless ra-
dio communication, including tampering, eavesdropping, data alteration, and weaknesses
in network authentication. Additional issues stem from increased indirect interaction
between users and mobile terminals and from enhanced storage and computing capa-
bilities on devices that enable tampering with hardware platforms, malware infections,
and operating-system-level attacks. Medium Access Control layer vulnerabilities such as
eavesdropping, replay, data integrity attacks, unauthorized access, and location tracking
through MAC protocols further complicate the security posture of 4G deployments.

Fifth-generation (5G) architectures introduce higher data speeds and complex systems
that aim for high security, while simultaneously connecting a rapidly growing number of
heterogeneous devices and access methods. The architecture spans access, backhaul, and
core networks, and frequent handovers across different access technologies and device
types increase the probability of attacks during mobility. Backhaul segments, implemented
via microwave, wireless, satellite, or traditional links, tend to present fewer privacy risks
than access networks, yet security concerns can still be propagated toward the core network.
At the same time, integration of Software Defined Networking and Network Functions
Virtualization into the control and data planes yields highly dynamic infrastructures in
which virtualized services may migrate across resources, creating additional threats and
vulnerabilities. Large multiple-input multiple-output configurations are deployed to con-
ceal active and passive eavesdropping, while SDN implementations via OpenFlow can be
undermined by rogue applications or activities. NFV migration dynamics and the open
nature of 5G platforms raise serious privacy issues, since user information can be easily
exposed, and these concerns are expected to intensify as 5G usage grows. Enhanced Mobile
Broadband services raise signaling loads and denial of service risks, motivating lightweight
authentication, group-based AKA mechanisms, and other security measures that preserve
service continuity and quality while managing latency introduced by security processes [6].
These network-layer security mechanisms have direct architectural implications for behav-
ioral biometric continuous authentication. The same edge-distributed structure that 5G
uses to reduce handover latency also offers a natural placement for the device—edge—cloud
authentication pipeline introduced in Section 2.5.2: behavioral feature extraction can run
on-device, lightweight verification at the edge, and only aggregated, privacy-protected
updates need to reach the core network, reducing exposure of raw sensor streams to the
same NFV-orchestrated infrastructure whose dynamic service migration was identified
above as a privacy risk. Latency-sensitive V2X deployments illustrate this trade-off con-
cretely: a blockchain-based identity scheme for 6G-enabled V2X communications assigns
each vehicle a digital identity on-chain specifically to meet the sub-millisecond authen-
tication budgets that URLLC service classes require, while still preserving an auditable,
tamper-resistant authentication trail [18].

Each of these three mechanisms creates a distinct, technically separable implication
for behavioral authentication that the general discussion above does not fully draw out.
SDN separates the control plane from the data plane, giving a centralized controller pro-
grammatic visibility over traffic flows; this enables an architecture in which a continuous
authentication decision (e.g., a sustained anomaly score for a given session) can trigger
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a network-level policy change, such as throttling or quarantining traffic from a device,
enacted directly through SDN flow rules rather than through an application-level access
control list. This shifts part of the authentication enforcement boundary from the de-
vice or application layer into the network fabric itself, but it also means that an attacker
who compromises the SDN controller gains the ability to override authentication driven
traffic policies for many devices simultaneously, concentrating risk that was previously
distributed across individual endpoints. NFV, in turn, allows authentication logic, such as
a behavioral feature extraction or scoring service, to be deployed as a virtualized network
function that can be instantiated, scaled, and migrated independently of the underlying
hardware; this elasticity is attractive for handling variable continuous authentication load
across many simultaneous mobile sessions, but each migration event is also a moment
at which behavioral templates or model parameters in transit could be exposed to the
host infrastructure, echoing the privacy concerns already raised for NFV service migration
in Section 2.1. URLLC, finally, defines a 5G service class targeting round trip latencies
below one millisecond with very high reliability, intended for safety-critical use cases; while
this budget is well suited to transmitting a short authentication decision or revocation
signal, it is poorly matched to the inference latency of most behavioral biometric pipelines
reviewed in this work, particularly deep learning-based keystroke, touch, and gait mod-
els (Section 2.6.2), whose feature extraction and classification steps routinely take tens to
hundreds of milliseconds on mobile hardware. This mismatch implies that URLLC, as
currently specified, can support fast propagation of an already computed authentication
decision but cannot by itself make behavioral biometric inference real time, leaving the
computation step, not the network step, as the binding latency constraint for continuous
authentication in 5G and 6G deployments.

Looking ahead, proposals for future sixth-generation (6G) systems anticipate even
greater network capacity and more stringent application requirements than those of estab-
lished 5G networks. Increasing device density and service diversity will further amplify
signaling loads and the impact of security mechanisms on ultra reliable low latency commu-
nications. Security in this context is framed as a high requirement for ensuring availability
and continuity of services and resources, with explicit recognition that latency penalties
stemming from security processes must be carefully addressed. As networks become more
dynamic due to NFV, SDN, and cloud technologies, research emphasizes the necessity of
effective security solutions that can operate at scale without undermining performance or
reliability [6]. Beyond-5G (B5G) proposals already anticipate this convergence of network
and authentication concerns in domains adjacent to mobile continuous authentication.
In B5G-enabled smart grid deployments, digital twin architectures combine intelligent
authorization with the higher device density and stricter latency requirements anticipated
for 6G, suggesting that continuous, context-aware authentication mechanisms developed
for mobile users may need to be re-evaluated for non-human, machine-type endpoints
operating under the same network constraints [19]. For mobile behavioral biometric au-
thentication specifically, this implies that future 6G-era architectures will need to budget
authentication latency, not only raw data throughput, as an explicit network resource,
since the device—edge—cloud partitioning decisions discussed for IPA-mediated continuous
authentication are directly constrained by the same URLLC guarantees that 6G research
currently frames primarily in terms of generic service continuity rather than biometric
decision latency.

In parallel with network evolution, modern smart devices have accumulated numer-
ous embedded sensors and greater computational resources, which has direct implications
for continuous authentication. Smartphones typically incorporate accelerometers, gyro-
scopes, magnetometers, light sensors, proximity sensors, and digital compasses, enabling
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rich monitoring of user interactions and context. However, continuous sensor utilization
consumes substantial battery power, and sensory data collection can significantly increase
energy usage, particularly for Continuous User Biometric Authentication systems that
require uninterrupted processing and sensor activity throughout active sessions. These
constraints illustrate how the hardware evolution that enables sophisticated behavioral
biometrics simultaneously introduces power management challenges for continuous au-
thentication on mobile platforms [4].

One pragmatic counterproposal appears in the Trusted Distributed Artificial In-
telligence approach, which argues for on-board trusted agents and Trusted Execution
Environment-based networking that shift analytic workloads toward edge units and
thereby may reduce unnecessary sensor transmission and central processing overhead.
Such distributed and hybrid architectures also permit locally enforced trust metrics and
selective sharing policies to limit privacy exposure, although their practical value will
depend on careful calibration of trust thresholds and the overhead of the monitoring mech-
anisms [20]. Users frequently struggle to weigh the benefits of uninterrupted biometric
monitoring against the privacy and security costs that such monitoring incurs; a modest
way to address this is to employ assistance that models the utility—privacy trade-off and
offers actionable recommendations. The Online Information-Sharing Assistance frame-
work proposes a game theoretic representation of those trade-offs and demonstrates how
Al agents can improve user outcomes by balancing benefits, costs, and privacy losses,
even while cautioning that computational complexity and personalization remain practical
hurdles for real deployments [21].

Growing digital connectivity reshapes everyday practices by embedding authentica-
tion into routine interactions with smartphones and connected systems. Mobile devices
now mediate banking, communication, storage of personal photos, and access to numerous
online services, which intensifies the consequences of unauthorized access for users in
daily life [22]. Traditional, one-time mechanisms such as passwords and PINs have been
shown to be inadequate for protecting smartphones once a session is established, since loss
or theft during an active session can expose sensitive data. Continuous authentication, par-
ticularly behavioral biometric continuous authentication, directly targets this vulnerability
by monitoring behavior across the session rather than only at login [1]. As a result, security
enforcement increasingly accompanies users throughout routine activities, rather than
appearing as a single discrete step. Smartphones incorporate multiple embedded sensors,
including accelerometers, gyroscopes, proximity sensors, light sensors, barometers, and dig-
ital compasses, and these capabilities enable the capture of fine-grained activity and motion
patterns for behavior-based authentication. Frameworks such as DeepAuthen demonstrate
that continuous authentication can be realized by exploiting such multimodal sensing to
infer user activities without requiring explicit interaction, enabling validation while users
perform ordinary tasks [22]. Continuous User Biometric Authentication Systems, however,
require ongoing sensor activity and processing throughout active sessions, which raises
practical concerns for users regarding battery life and device responsiveness. Modern
smartphones already face battery life as a major difficulty, and sensor usage together with
sensory data collection consumes substantial power, so continuous monitoring alters how
users must think about charging habits and device configuration during daily use [4,22].

From a usability perspective, continuous authentication introduces a persistent trade-
off that directly affects user comfort and acceptance. Continuous User Biometric Authenti-
cation Systems must simultaneously minimize False Acceptance Rate and False Rejection
Rate, since high FAR undermines security while elevated FRR leads to frequent legitimate
user denials and frustration [4]. Research on user verification explains that FAR and FRR
can be tuned by adjusting probability thresholds, and that Equal Error Rate is often used
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as a summary measure of biometric performance, linking technical design choices to the
practical frequency of disruptions a user experiences [14]. Empirical work on mobile
keystroke biometrics using Transformer architectures has shown that free-text verification
may reach surprisingly low EERs with modest enrollment data, which in turn suggests
that behavior-based continuous authentication could be practically effective if algorithmic
design and enrollment strategies are carefully balanced [23]. The study further notes trade-
offs between per-user threshold tuning and global deployment, a tension that appears to
mirror concerns about computational cost, privacy, and the burden of continuous sensing
discussed above. Studies further show that smartphone users are interested in continuous
authentication but express a preference for methods with lower resource consumption and
voice concerns about privacy when behavioral data are leveraged for security purposes [9].
These considerations reveal that authentication is no longer a purely background security
function; instead, it shapes perceived convenience, trust, and willingness to adopt mobile
services in everyday contexts.

Privacy and ethical implications also permeate daily life when authentication relies
on continuous sensing and behavioral profiling. Continuous authentication systems may
collect and store biometric and contextual information, potentially monitoring user ac-
tivities in ways that are not always transparent to end users [4]. Reviews of Intelligent
Personal Assistants identify major challenges around usability, security, and privacy that
influence technology confidence and adoption, with many people restricting their assistant
usage to simple, low sensitivity tasks such as listening to music or checking the weather,
thereby avoiding scenarios that require sharing more private data [5]. Systematic analysis of
continuous authentication further documents that security and privacy remain contentious,
even when systems appear usable, and stresses that stakeholders must explicitly address
these concerns before deploying solutions in specific domains. For users, this means that
decisions about which services to enable, how much data to share, and whether to trust
always-on assistants or behavioral monitoring tools increasingly become part of everyday
digital hygiene.

Future directions in continuous authentication and privacy-preserving mechanisms
will likely continue to influence user lifestyles as emerging methods are transferred into
practical applications. Proposed strategies such as zero-knowledge-proof-based protocols,
cancelable biometrics, and template protection using Bloom filters are explicitly designed to
safeguard biometric templates and limit exposure of sensitive authentication data, aiming
to reduce privacy risks while maintaining security. At the same time, research advocates
interdisciplinary efforts that integrate psychological insights into emotional states and
behavior, together with user surveys, to design solutions that are more acceptable and
better aligned with how individuals actually interact with devices in real settings [4].
As continuous authentication expands into mobile, IoT, and assistant-based ecosystems
described in Section 2.1, these technical and ethical developments will continue to shape
how users manage identity, security, and privacy as ordinary components of their digital
routines [4,5,22]. Some implementation studies suggest pragmatic mitigations for energy
and computation costs by aggregating touch and keystroke features locally into sliding
windows and transmitting averaged packets to a server that holds per-user interaction
models, an approach that can cut on-device processing but does shift storage and inference
to a central service [24]. Such architectures may also generate simple, quartile-based visual
explanations for users and have reported high accuracy in small trials, yet they appear to
trade continuous sensor use and centralized data retention for improved detection rates, a
trade-off that may influence user acceptance in practice.

Before examining each authentication factor in detail, Figure 1 summarizes the tax-
onomy adopted throughout this review. Continuous authentication mechanisms are orga-
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nized into four top-level factors: knowledge-based, possession-based, physiological, and
behavioral. Behavioral biometrics, which form the primary focus of this survey, are further
decomposed into four modalities discussed in the sections that follow: keystroke dynamics,
touch/swipe gestures, gait and motion patterns, and contextual data (the latter detailed
in Section 2.4.4). These modalities are not analyzed in isolation; three cross-cutting layers,
namely machine learning methods, security and privacy mechanisms, and agent/IoT inte-
gration, recur throughout the modality-specific discussions in Section 2.2 and beyond, and
are treated explicitly in later sections of this review.

2.2. Classical Authentication Factors and Their Limitations
2.2.1. Knowledge-Based Factors

Knowledge-based authentication relies on secrets known only to the legitimate user
and the system, typically implemented as textual PINs, alphanumeric passwords, lock
patterns, and graphical or color-based secrets on mobile devices. Two broad categories
can be distinguished: text-based secrets, which use character strings as the credential,
and graphical secrets, which encode the secret in images or gestures rather than in text.
Text-based schemes remain the most popular and widely deployed methods for mobile
access control, with one report cited by Wang et al. stating that PINs and passwords are
chosen by 66% of consumers as their preferred mobile authentication mechanism. These
schemes usually enforce minimum lengths, such as four or six digits for PINs and at least
eight characters for passwords, in order to resist random guessing and brute force attacks
through increased combinatorial space [13]. Table 1 provides a comparative overview of
major authentication approaches across key security, usability, and operational dimensions.
The Low/Medium/High/Very High labels in this table are qualitative, ordinal summary
judgments rather than scores computed by this review’s own quality-assessment rubric
(Section 3.5); they synthesize directional trends reported consistently across the cited
literature (e.g., “password entropy is low relative to biometric discriminability”) rather than
a numeric average of any single reported metric. Where the reviewed literature reports a
quantitative range for a given cell (for example, PIN entropy of 13-20 bits versus password
entropy of 20-78+ bits, discussed below), that range is given in the surrounding text
rather than in the table itself, and the qualitative label should be read as a relative ranking
across the four method categories rather than as an absolute security guarantee. Ratings
are therefore best interpreted column-wise (comparing categories against one another)
rather than row-wise as fixed thresholds. Table 2 summarizes these criteria side by side for
password/PIN, physiological biometric, behavioral biometric, and multimodal/continuous
authentication approaches.

Table 2. Comparison of authentication methods.

Criteria

Password/PIN  Physiological Biometrics Behavioral Biometrics Multimodal/Continuous

Security Level
Usability

Continuous Auth.
Shoulder Surfing Risk
Spoofing Resistance
Privacy Risk

Energy Consumption
Revocability

FAR (typical)
Implementation Cost

Low High Medium-High Very High
High Medium High (passive) Medium
No No (point-of-entry) Yes Yes

Very High Low Very Low Very Low
Low Medium Medium High

Low High Medium Medium
Very Low Low Medium High

Yes No Partial Partial
High Low Medium Low

Very Low Medium-High Low Medium

Note: FAR—False Acceptance Rate. Ratings reflect general trends reported in the literature [2,4,9,13], synthesized
qualitatively rather than computed from a single quantitative source; see the discussion following this table for
the specific entropy and vulnerability figures underlying each rating.
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Analysis of security usability trade-offs shows that PINs offer relatively low entropy,
around 13 to 20 bits, whereas passwords can reach higher entropy ranges between 20 and
78 or more bits under stringent composition policies. This higher secrecy, however, comes
with reduced usability, since more complex passwords are harder to remember and slower
to input. Modern approaches such as two-factor authentication, biometrics, and adaptive
schemes are explicitly framed as attempts to rebalance this trade-off between secrecy
and convenience in knowledge-based authentication [2]. Empirical work on user choice
behavior further reveals that people frequently select weak secrets based on birthdays,
addresses, phone numbers, repeated digits, or sequential patterns, which are easy to recall
but highly susceptible to guessing and dictionary attacks. Surveys report that such simple
PINs and passwords can result in one unauthorized bank account access for every 11 to
18 stolen wallets, illustrating the concrete impact of predictable secret selection [13].

Observation and side channel threats compound these structural weaknesses. Shoul-
der surfing and smudge attacks exploit the visibility of input on touchscreens and oily
residue patterns left on glass surfaces, enabling reconstruction of PINs or patterns after
brief physical access to the device. Mobile attack overviews explicitly list shoulder attacks,
brute force, dictionary, replay, phishing, key logging, guessing, and smudge attacks as
prominent threats against PIN and password based mechanisms, and reviews of mobile
phone authentication describe traditional passwords and PINs as having numerous disad-
vantages that motivate investigation of biometric alternatives. Two-factor mobile money
schemes using only a SIM and a PIN are likewise characterized as vulnerable and in need
of stronger mechanisms, which underscores the fragility of pure knowledge-based designs
in adversarial mobile contexts [2]. Knowledge leakage through social engineering and side
channels is recognized as a fundamental issue; any adversary who can observe, record, or
infer the secret via display contents, timing, motion, or wireless emanations can bypass the
authentication barrier [13].

Graphical and gaze-based schemes seek to mitigate some of these problems but
introduce their own limitations. Recognition, pure recall, and cued recall graphical passwords
leverage human aptitude for remembering images and are reported to be more memorable
than alphanumeric passwords, yet they remain exposed to phishing, screenshot based
attacks, and predictable “hot spot” selection on images. For recognition-based methods,
attackers may capture screenshots or mislead users into interacting with counterfeit image
sets, while cued recall schemes face guessable click regions and time consuming scanning
over many pictures. Studies of graphical passwords explicitly note that users often pick
images or regions correlated with demographics such as race and gender, which further
reduces effective entropy and makes secrets easier to infer [2,13]. Entropy analyses classify
graphical authentication as providing moderate to high theoretical entropy, in the range
of 25 to 40 bits, but emphasize that practical entropy is degraded by user behavior and
attacks such as shoulder surfing and smudges, again highlighting the tension between
added complexity for security and the resulting usability burden.

Color-based schemes represent another branch of knowledge-based methods, replac-
ing or augmenting textual or image selection with color choices. Reported systems include
two-step color codes, hybrids combining faces, points, stories, and colors, and variants like
ColorSnakes that extend traditional PINs with color attributes. Although such approaches
can offer more personal and meaningful passwords and are described as less directly linked
to user information than text-based secrets, they may confuse users, lengthen login times,
and exclude color blind participants. Entropy assessments actually rate color-based authen-
tication as providing lower entropy, on the order of 5 to 10 bits, while still being vulnerable
to replay and shoulder surfing, which positions these schemes as user-friendly but rela-
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tively weak replacements rather than robust successors to conventional knowledge-based
factors [2].

Research on future directions for knowledge-based authentication on mobile devices
stresses several open problems. First, leakage of PINs, passwords, and lock patterns via
shoulder surfing or side channels remains unresolved; proposed mitigations such as ran-
domized keypads can resist some attacks but slow down input because users must visually
relocate each key for every login. Second, recognition based graphical passwords need
significantly larger password spaces and faster recognition times to become practical. Third,
integrating knowledge-based secrets with biometrics and ownership factors at a single
input step is proposed as a promising avenue, since integrated multi-dimensional metrics
collected simultaneously are harder to forge even when an attacker observes the user’s
inputs, while also reducing total user effort compared with sequential multi-factor proce-
dures [13]. These findings collectively portray knowledge-based factors as highly usable
yet structurally vulnerable components that increasingly require reinforcement through be-
havioral and multimodal mechanisms in contemporary mobile security architectures [2,13].

Beyond these device-level weaknesses, resource-constrained networked devices
have also been addressed through lightweight software and hardware authentication
primitives, such as PKI variants, ECC, and Physical Unclonable Functions (PUFs),
which may offer acceptable trade-offs between security and device-level constraints [25].
Decentralized, blockchain-backed authentication schemes provide a complementary direc-
tion: one design eliminates a central key generation authority, leverages a pairing-free
digital signature to cut computational cost, and supports anonymous yet traceable identi-
ties with batch verification to improve throughput, which may be appealing for constrained
mobile deployments [26]. Such architectural choices can, however, shift complexity into
system management and recovery, so they require careful, user-centered evaluation to
confirm a genuine reduction in reliance on low-entropy secrets rather than a transfer of
burden to administrators or end users.

2.2.2. Possession-Based Factors

Tokens, smart cards, SIMs, and device identifiers exemplify possession-based cre-
dentials that are frequently combined with knowledge and biometric factors on mobile
platforms. Reviews of user authentication on mobile devices classify ownership-based
mechanisms as a distinct metric alongside knowledge and biometrics, and describe owner-
ship factors such as software tokens or hardware identifiers, including MAC addresses, as
natural building blocks for two-factor schemes [13]. In mobile money environments, one
prominent design uses a Subscriber Identity Module together with a personal identification
number for user verification, explicitly relying on the physical SIM as a possession factor
and the PIN as a knowledge factor [2]. Similar constructions appear in mobile phone
authentication surveys that distinguish between “knowledge + ownership” and “biomet-
rics + ownership” combinations in their taxonomy of approaches, positioning ownership
information as an easily fusable component with relatively low standalone security [13].

Security analyses raise important limitations when possession elements operate alone
or are weakly bound to user identity. The review of two-factor mobile money schemes
reports that existing deployments which only employ a SIM plus PIN remain vulnerable
and require security enhancements, despite formally involving two distinct factors [2]. In
the broader taxonomy of mobile authentication, it is noted that ownership-based factors
provide limited protection when used as a single metric, since adversaries may forge soft-
ware or hardware tokens and simultaneously supply stolen knowledge-based or biometric
information to pass verification. This assessment reflects a core issue: device-bound cre-
dentials such as identifiers and tokens can often be cloned or spoofed without requiring
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direct interaction with the legitimate user, which undermines their independent security
contribution. At the same time, these ownership credentials exhibit attractive usability
properties that motivate their widespread integration into multi-factor schemes. Surveys
explain that ownership factors are easy to combine with knowledge or biometric metrics
“without decreasing the convenience of the authentication process,” because they typically
operate transparently once provisioned on the device. For instance, adding a software token
derived from device identifiers to a password-based login does not usually demand extra
user actions at each authentication attempt. This convenience stands in contrast to tradi-
tional multi-factor workflows that require users to sequentially enter passwords, present
biometrics, and handle external tokens, which can be tedious when executed repeatedly
on smartphones.

Recent work advocates moving beyond naive concatenation of possession and other
factors toward integrated, multi-dimensional authentication metrics collected simultane-
ously. One survey proposes approaches in which knowledge, biometrics, and ownership
signals are acquired in a single step via embedded sensors, so that correlations among
these dimensions become hard to forge even under observation. Prior implementations
that integrate knowledge-based and biometrics based factors illustrate how combining
information from distinct physical domains can embed unique identity characteristics of
a user; the same line of reasoning extends to blending ownership attributes with these
domains. According to this analysis, joint capture of multiple metrics simultaneously both
increases security strength and reduces user effort compared to schemes where factors are
provided separately.

Despite this potential, several open research directions around possession elements
are explicitly identified. First, preventing leakage and replay of authentication input data,
including ownership related signals, remains largely unsolved. Empirical analyses of
mobile applications indicate that attackers can exploit requested permissions and app
packaging to harvest or spoof device-resident tokens and identifiers; studies using static
and dynamic analysis show how permissions and system-call traces may be abused to
enable malicious behavior that compromises ownership credentials [27]. This suggests
that transparent, on-device possession factors may widen the attack surface unless they
are bound more tightly to user identity and monitored at runtime. Second, the problem
of differentiating genuine user input from replayed sensor data is particularly critical for
environments like voice assistant systems and the Internet of Things, where attackers
might record and replay user actions combined with device-specific identifiers to spoof
authentication. Existing liveness detection methods that discriminate between human
and machine sources for voice input require close speaking distance and thereby decrease
usability, and analogous liveness strategies for other sensor and ownership data types
remain an open area [13]. Finally, the survey concludes that future trends in mobile user
authentication will move toward two or multi-factor schemes that “fuse” multiple metrics,
including ownership factors, in an organic manner rather than simply appending tokens
to passwords or biometrics. Inter- and intra-category comparisons across knowledge-,
physiological-, behavioral-, and ownership-based techniques are used to argue that such
fusion can improve security while preserving or even enhancing usability, provided that
leakage of knowledge-based secrets and forgery of ownership credentials are addressed
through more sophisticated integration and protection mechanisms [2,13].

2.3. Behavioral Biometrics as an Additional Dimension
2.3.1. Definition and Characteristics

Behavioral biometrics are grounded in measurable patterns of human actions rather
than static bodily traits. Authentication mechanisms in this category rely on how users type,
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move, speak, or interact with touchscreens and devices, and they are typically implemented
within a pattern recognition framework. In mobile and ubiquitous settings, this class of
biometrics exploits signals continuously available from embedded sensors and interaction
logs, thereby supporting both identification and verification tasks without requiring explicit
user attention at fixed time points.

A central distinction from physiological biometrics lies in the modalities and sensing
infrastructure involved. Overviews of mobile authentication describe behavioral biometrics
as encompassing keystroke dynamics, touch gestures, motion patterns, gait, voice, in-air
handwriting, eye movement, and hand movement, sometimes further differentiated into
subvariants such as text-dependent and text-independent keystroke or swipe gestures.
These modalities become accessible on consumer devices through cameras, microphones,
accelerometers, gyroscopes, and related sensors that collectively support both enrollment
and ongoing verification. In this setting, behavioral signatures are captured while users
perform ordinary actions, which can reduce intrusiveness compared with physiological
traits that often require deliberate presentation.

Within behavioral biometrics, motion- and gait-based methods form a prominent
subset. Surveys report modalities such as smartphone-based motion patterns, wrist or
arm movements, and gait signals collected from accelerometers placed on the ankle, hand,
hip, chest, or carried in the pocket [3,4]. Identity recognition schemes built around triaxial
acceleration curves show that different activities, including walking, jogging, and sitting,
generate distinguishable gait sequences suitable for classification. One proposed framework
classifies gait types using a k Nearest Neighbor-based gait pattern classifier and then
feeds the results into a convolutional neural network model that learns discriminative gait
features before a softmax classifier outputs identity decisions [28]. These examples illustrate
how behavioral biometrics often couple signal processing with machine learning to derive
stable patterns from noisy, context-dependent motion data. Related work on motion-
based identification from smartphone accelerometer streams shows that deep architectures
combining ResNet and GRU backbones, together with Siamese and triplet-loss training
regimes, can achieve competitive driver identification and verification performance on
large, unconstrained datasets comprising dozens of drivers and tens of thousands of
journeys, suggesting practical, lower-energy options for continuous authentication on
resource-constrained mobile platforms [29].

Keystroke and touch dynamics represent another major behavioral category in mobile
continuous authentication. Studies on keystroke-based systems transform raw keypress
logs into timing features such as key-hold duration, inter-key intervals, and release-to-next-
press delays, and then build per-user datasets that mix authorized and unauthorized events
for supervised classification. Evaluations of mobile keystroke authentication compare
multiple machine learning algorithms, including ensemble methods, k Nearest Neighbors,
support vector machines, decision trees, and Naive Bayes, using metrics like accuracy and
precision to quantify how well behavioral timing patterns separate legitimate from impostor
events [30]. Broader behavioral surveys further catalogue motion-based, touch dynamics,
and keystroke dynamics approaches, detailing conditions, classifiers, and performance
metrics such as False Acceptance Rate, False Rejection Rate, and Equal Error Rate for
continuous schemes [4,31].

From a system perspective, behavioral biometrics can be embedded in two main
enrollment and decision paradigms. Template-based approaches collect several behavioral
samples per user to construct reference templates, after which similarity measures against
incoming samples determine acceptance or rejection. This strategy is often applied in
physiological domains but can also be used for more stable behavioral traits. Model-based
approaches instead train machine learning models directly from behavioral data, letting the
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model decide whether new input belongs to the legitimate user. Common pipelines include
data acquisition and preprocessing, feature extraction and selection, and classifier training,
with feature quality playing a decisive role for performance. Evidence indicates that model-
based methods have gained particular traction for behavioral user authentication due to
their flexibility and ability to exploit complex sensor patterns [3].

Several cross-cutting characteristics emerge from these descriptions. Behavioral biomet-
rics are typically less intrusive than many physiological modalities, since they leverage
natural interaction rather than requiring explicit gestures for each authentication event.
At the same time, they are inherently sensitive to context, device placement, and activity,
which motivates multimodal combinations and adaptive schemes that can operate under
diverse user circumstances. Continuous User Biometric Authentication Systems built on
behavioral signals must therefore manage trade-offs between security and usability, taking
into account False Acceptance and False Rejection behavior when designing thresholds and
fusion strategies. Research on touch dynamics and related modalities also underscores the
influence of usability, ergonomic, and human-based factors on recognition performance,
prompting systematic evaluation of how interaction conditions shape behavioral signatures
and their reliability in mobile environments [3,4,32]. Practical deployments have explored
pairing behavioral signals with opportunistically collected device identifiers; for instance, a
prototype using a Raspberry Pi to detect mobile device MAC addresses, capture vehicle
plate images, and link these records to a backend and mobile application has been proposed
to assist decision making in fuel stations [33]. Such integrated setups may suggest oper-
ational benefits for continuous authentication, automating correlation across interaction
traces and device presence, but they also expose privacy, consent, and false-identification
risks that require careful assessment before being folded into authentication pipelines.

2.3.2. Challenges in Behavioral Biometrics

Behavioral biometric approaches for continuous authentication encounter intertwined
usability, security, privacy, and evaluation issues that complicate their deployment on
mobile and ubiquitous platforms. Usability emerges as a central difficulty, since Continuous
User Biometric Authentication Systems must control False Acceptance Rate and False
Rejection Rate tightly enough to provide security without frustrating legitimate users
through frequent denials. High FAR directly undermines protection, whereas elevated FRR
degrades perceived usefulness, so system designers must explicitly balance these metrics
when configuring behavioral schemes [4,9].

Security vulnerabilities span several behavioral modalities. Touch dynamics and
keystroke dynamics have been shown to be vulnerable to generative attacks that deliber-
ately manipulate machine learning models. Experimental evidence reports that adversarial
generative attacks against touch dynamics can increase Equal Error Rate from 5% up to
50%, while similar attacks on keystroke dynamics can raise EER from 28% to 84%, severely
degrading classifier reliability. Mimicry-style attacks constitute an additional threat: smart-
phone experiments demonstrate that keystroke dynamics cannot resist imitation attacks,
and treadmill-based studies show that imitating user gait patterns can increase False Accep-
tance Rate from 5.8% to 43.66% in gait-based systems. Cardiac-based behavioral schemes
are likewise at risk; if an attacker acquires a short electrocardiogram template, these data
can be used to map the attacker’s ECG into the victim’s profile, with reported average attack
success rates between 90% and 96%. Model-level weaknesses further exacerbate these threats.
Many behavioral continuous authentication modes rely on machine learning classifiers
such as Support Vector Machines and k Nearest Neighbors, often deployed in cloud-based
settings. Investigative work shows that such models are exposed to sample inference, re-
construction, label distribution estimation, membership inference, model inversion, data
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deanonymization, and model extraction attacks. For mobile-based continuous authentica-
tion in the cloud, reconstruction attacks have been demonstrated that identify users from
stored positive samples in authentication profiles, indicating that models and stored data
together form a rich target surface.

Privacy implications arise directly from the nature of behavioral signals. Gait recogni-
tion, stylometry, touch dynamics, and related modalities operate on daily routine data and
current activities, so compromised profiles can reveal aspects of user behavior that, unlike
passwords, cannot be permanently changed. Keystroke dynamics can expose demographic
attributes such as age, gender, and the hand used for typing, while physiological modali-
ties such as face recognition may disclose emotional states via facial expression analysis.
Continuous monitoring and storage of such behavioral and physiological streams therefore
threaten both identity privacy and contextual privacy when attacks succeed [9].

Continuous behavioral authentication also imposes significant resource and sensor
related constraints on smartphones. Modern devices already struggle with battery life, and
sensors such as light, proximity, gyroscope, and digital compass consume considerable
power. Sensory data collection itself increases energy usage, yet CUBA operation requires
sensors and processing pipelines to remain active throughout full sessions. Only a limited
number of studies have examined smartphone power usage in detail, and conventional
power management strategies that deactivate unused components conflict with the re-
quirement for seamless behavioral monitoring, leaving energy efficiency as an unresolved
challenge. One pragmatic response may be to push feature extraction and matching onto
edge hardware and to adopt hardware-assisted countermeasures such as memory-centric
and device-centric protections, which can cut network transfers and limit exposure of raw
behavioral streams [34]. Yet these remedies are not free: they may shift complexity into
device firmware and require careful evaluation of power, latency, and privacy trade-offs
before they can be broadly recommended.

At the system design level, no single behavioral modality appears suitable for all user
circumstances. The choice of modality must consider what the individual is doing or not
doing at a particular time, yet many approaches still target narrow contexts. Keystroke
dynamics is advocated because it is inexpensive, unobtrusive, and tolerant of different body
positions, while mouse dynamics has been proposed to improve stability in desktop-style
settings. However, most published work addresses one or two specific scenarios and
seldom constructs a collection of modalities that can naturally select verification mode
according to situation, which limits robustness across diverse real-world conditions.

Ethical and psychological aspects intersect with these technical issues. Continuous
collection of sensitive behavioral data raises questions regarding consent, autonomy, and
potential bias, and current systems rarely incorporate insights about users” emotional states
or cognitive and social factors into their design. Suggestions for boosting usability include
using psychological knowledge about behavior under different emotional conditions and
conducting user surveys about experiences with various continuous methods, yet such
interdisciplinary approaches remain under-explored in behavioral biometric research [4].

2.4. Behavioral Biometric Modalities
2.4.1. Keystroke Dynamics

As classified in the taxonomy of Figure 1, keystroke dynamics forms one of the four
behavioral modalities examined in this review. Typing behavior on mobile devices provides
a rich stream of temporal features.

Model construction for keystroke-based authentication typically follows a supervised
learning pipeline. After feature extraction from keypress sequences, datasets are assembled
that contain both authorized and unauthorized events, enabling training of binary or multi-
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class classifiers. One comparative evaluation on mobile keystroke data considered ensemble
techniques, k nearest neighbors, support vector machines, decision trees, and Naive Bayes,
reporting performance in terms of accuracy and precision across these alternatives [30,35].
Within broader behavioral continuous authentication work, similar classifiers, including k
Nearest Neighbors, Support Vector Machines, and Hidden Markov Models, are repeatedly
employed across modalities such as keystroke dynamics, touch dynamics, and motion-
based schemes [4,9]. This reliance on pattern recognition methods reflects the inherently
statistical nature of keystroke features and their variability over time and context.

Continuous authentication scenarios impose additional constraints compared with
static login checks. Rather than evaluating a single password entry, systems may monitor
keystroke timing across prolonged sessions, potentially interleaving verification with
other modalities when explicit typing is not available. SensorCA, for example, implements
continuous verification of individual behavior patterns over sliding time windows by
extracting sensor-based features and training a kernel ridge regression model with a tunable
radial basis function, achieving an Equal Error Rate of 3.0% on datasets of size 1000 and 8000.
Although SensorCA is not limited to keystrokes, it exemplifies how temporal behavioral
streams can be segmented, classified, and evaluated in continuous mode using metrics
such as False Acceptance Rate, False Rejection Rate, and Equal Error Rate [4,9]. Keystroke
dynamics also appear in multimodal designs where wrist motion, mouse behavior, and
typing patterns are fused to fill security gaps during short breaks in keyboard or mouse
activity, highlighting their role as one component in richer behavioral profiles [4].

Security analysis exposes substantial vulnerabilities of keystroke-based continuous
authentication. Generative adversarial attacks that manipulate classifier training or input
data can drive Equal Error Rate from 28% up to 84%, demonstrating that learned deci-
sion boundaries can be severely compromised when exposed to crafted impostor samples.
Mimicry attacks have also been demonstrated experimentally on smartphones, where
adversaries attempt to imitate the typing style of a target; these studies conclude that
keystroke dynamics cannot withstand such imitation, indicating that behavioral distinctive-
ness may not suffice against determined attackers. In gait-based systems, treadmill-assisted
imitation can raise False Acceptance Rate from 5.8% to 43.66%, and analogous concerns
about learnable behavior patterns apply to keystroke dynamics as well.

Machine learning infrastructure itself introduces further attack surfaces. Investigative
work on continuous authentication models in cloud-assisted settings shows exposure to
sample inference, reconstruction, and membership inference attacks, as well as model
inversion, data deanonymization, and model extraction threats. When Support Vector Ma-
chines or k Nearest Neighbors are used for behavioral modes, actual user samples may be
retained in authentication profiles; reconstruction attacks have successfully identified users
from stored positive samples, illustrating how keystroke and other behavioral data, once
uploaded, can be abused by adversaries with access to model internals or stored datasets.
These findings indicate that keystroke-dynamics-based schemes must be evaluated not only
for classification accuracy but also for resilience against attacks on both the feature space
and the underlying learning algorithms. Indeed, empirical analyses appear to show that
reconstruction attacks may remain feasible even when attackers lack direct access to origi-
nal user samples, which suggests that cloud-assisted behavioral models should consider
privacy-preserving mechanisms such as encrypted aggregation or federated updates [36].
This observation complicates simple reliance on accuracy metrics and highlights practical
trade-offs between model utility and the need to limit exposure of raw timing traces.

Privacy implications accompany these issues. Behavioral biometric modalities authen-
ticate by recognizing daily routine data and activity patterns, which cannot be reset like
passwords once compromised. Keystroke dynamics in particular can leak sensitive demo-
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graphic attributes, including user age, gender, and the hand used for typing; exposure of
such characteristics through compromised profiles or inference attacks threatens identity
and contextual privacy beyond mere account takeover [9]. Continuous collection and storage
of keystroke timing therefore raise concerns about long-term traceability and profiling, es-
pecially in cloud-based continuous authentication where behavioral streams are centralized
for model training and updating [4,9].

From a usability and operational perspective, keystroke dynamics offer several advan-
tages but also important constraints. They are characterized as affordable to implement
and non-obtrusive, with the keyboard identifier adaptable to different body positions,
which supports deployment across varied device postures and form factors. However,
keystroke-based schemes require sufficient typing activity to function; when users are not
entering text, continuous verification must either fall back to other modalities or accept
longer detection windows for intruders [4,37,38]. Furthermore, keystroke patterns are
influenced by behavioral changes such as mood or stress, and keyboard layout shifts can
disturb previously acquired models, implying that re-enrollment or adaptation strategies
are necessary to maintain performance over time [4,22]. Research on behavioral biometrics
in mobile contexts also notes that many published studies concentrate on narrow scenarios
and do not provide modality collections capable of selecting verification modes dynami-
cally according to current user activity, which limits the robustness of keystroke dynamics
when deployed alone in diverse real-world settings [4].

Broader surveys of Al-enabled mobile security further note that deep learning methods
have been applied to behavioral modalities such as keystroke verification to harden PIN
and pattern entry against observation, while cautioning that such approaches introduce
challenges in training time, scalability, privacy risk, and adversarial susceptibility that must
be addressed in any deployed solution [39]. Evidence from large-scale keystroke research
further indicates that recurrent deep models can learn free-text typing patterns across very
large populations and achieve low equal-error rates on desktop keyboards while producing
more modest results on mobile devices, with clear cross-device degradation that may imply
device-specific retraining and enrollment requirements [40].

2.4.2. Touch Interaction and Swipe Patterns

Touch/swipe is the second of the four behavioral modalities positioned in the tax-
onomy of Figure 1. Touch-based interaction on smartphones yields a rich set of behav-
ioral cues.

Tap and swipe gestures form a core subset of these touch-based modalities. Early
work on touchscreen-based schemes extracted behavioral features from sliding operations,
using x and y coordinates, touch pressure, touch size and time offsets to characterize user-
specific swipe patterns. With Dynamic Time Warping (DTW) as the classifier, such a system
achieved 77% accuracy with a 19% False Rejection Rate and 21% False Acceptance Rate on
a dataset of 48 participants, illustrating that simple sliding gestures already contain dis-
criminative information for user verification. Subsequent studies designed more complex
multi-finger gestures, for example, static counter clockwise rotations with all five fingertips,
and incorporated additional motion features from digital gloves, including angular values
along x, y, and z axes together with roll, pitch and yaw. In one such system, combining
three multitouch gestures yielded an Equal Error Rate of 1.58% on data from 34 users,
while a single multi-touch gesture alone resulted in an average EER of 7.88%. Continuous
authentication has also been realized purely from common navigational gestures such as
horizontal and vertical strokes. One mechanism that exploits such touchscreen gestures
reports an Equal Error Rate of 0% in intra-session tests, 2-3% in inter-session tests, and
below 4% in authentication tests one week after enrollment, using k Nearest Neighbors
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and Support Vector Machines with Gaussian Radial Basis Function kernels on data from
41 testers. Another scheme profiles keystroke, sliding, pinch and handwriting actions
jointly, drawing on multiple touch related features including coordinates, pressure and
size, and attains a minimum EER of 0.75% for sliding gestures, with all other action types
remaining below 10% when classified using SVM with RBF kernel. These outcomes demon-
strate that both simple and more elaborate swipe patterns can support highly accurate
verification under realistic smartphone interaction conditions [41].

Survey work synthesizing these efforts positions touch gestures, including swipes,
flicks, slides and handwriting, as a key behavioral modality for transparent authentication
on a variety of touchscreen devices such as smartphones, smartwatches and digital cameras.
Reported systems make extensive use of operating-system-level signals, extracting feature
sets that encompass accelerometer readings, pressure, gravity, velocity, touch area and
time related measurements. When such feature spaces are combined with distance-based
classifiers, accuracy can reach 99% with minimal Equal Error Rates as low as 0.03%, high-
lighting the effectiveness of detailed swipe and touch statistics for user recognition. Studies
further observe that augmenting touch gesture features with motion sensor data improves
performance, since motion-aware swipe representations capture both on-screen contact and
associated device micro-movements [2,3]. Work that aggregates multiple inertial datasets
and trains deep networks indicates that phone carriage modes can be predicted with high ac-
curacy, and a simple binary detector can first flag unfamiliar placements before finer-grained
classification [42]. Incorporating this kind of location-aware preprocessing into touch-based
authentication may therefore help mitigate session variability due to grip or placement,
and could improve temporal stability and resistance to certain spoofing strategies.

From a broader behavioral biometrics perspective, touch dynamics are repeatedly
examined alongside keystroke and signature modalities, with specific attention to how
usability, ergonomic and human-based factors influence performance on mobile devices.
One specialized survey compiles public datasets for swipe, keystroke and signature-based
touch dynamics, documents evolving vulnerabilities and potential attack strategies against
these systems, and discusses open research problems around the security usability trade-off
and privacy concerns arising from continuous collection of detailed interaction traces. That
analysis also catalogues fusion strategies for multimodality schemes and describes how
factors such as hand posture, grip style and screen size impact the stability and distinctive-
ness of swipe and tap patterns, providing an empirical basis for designing swipe-based
authenticators that remain both accurate and acceptable in everyday smartphone use [3,32].
Complementary work on gait recognition using smartphone inertial sensors has reported
comparably strong performance: Siamese neural network variants attained Rank-1 identi-
fication rates of about 96% and Rank-5 near 98%, while IMU-driven deep convolutional
approaches have reported identification accuracies on the order of 90-92% [43]. Such results
may suggest that judiciously fusing touch gesture statistics with inertial-sensor gait cues
could improve the temporal stability and attack resilience of continuous authentication
systems, although session variability and sensor placement effects are likely to remain
practical challenges.

2.4.3. Physical Activity and Motion Sensors (Gait)

Gait/motion is the third of the four behavioral modalities positioned in the taxonomy
of Figure 1. Gait is defined as the walking posture of a subject.

Two main methodological families can be distinguished for sensor-based gait recogni-
tion. Template matching approaches construct gait templates under normal conditions and
then recognize a user by computing similarity between stored templates and incoming gait
cycles, using measures such as Dynamic Time Warping, Pearson Correlation Coefficient or
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Cross Correlation. These methods have achieved good performance in laboratory settings,
but require accurate gait cycle detection to build both reference templates and test samples.
Detecting gait cycles is challenging because it is sensitive to noise, device position, pace,
and road conditions, and failures or inter-cycle phase misalignment can lead to incorrect
recognition decisions. Machine learning-based methods instead extract features from in-
ertial signals and classify them into user identities using models such as Support Vector
Machines, k Nearest Neighbors and Random Forests, generally achieving more robust
performance and reducing dependence on handcrafted similarity measures [44,45].

Deep learning has become a prominent trend in IMU-based gait recognition, motivated
by the limitations of manual feature engineering. Studies using Convolutional Neural
Networks within frameworks like IDNet demonstrate that CNNs can automatically learn
useful features from smartphone accelerometer and gyroscope data, outperforming manual
feature extraction combined with classical classifiers [44]. Subsequent work proposes a
lightweight attention-based CNN that employs contextual encoding and depthwise separa-
ble convolutions to reduce model parameters while strengthening extracted gait features,
targeting deployment on wearable devices with constrained computational and memory
resources [3,44]. Experiments on the large-scale OU ISIR dataset with 744 participants and
the whuGait dataset, which contains inertial data from 118 subjects collected in uncon-
strained real-world conditions, show that such lightweight models can improve recognition
accuracy compared with existing schemes while remaining suitable for wearable imple-
mentation [37,44].

Continuous authentication scenarios further motivate gait-based schemes that operate
transparently across multiple devices. Motion sensor data from accelerometers and gyro-
scopes embedded in smartphones, smartwatches, tablets and smart bracelets can capture
movement and posture, and biobehavioral features derived from these signals are identified
as promising for multi-device continuous authentication. Tablet-based device surveys
document that accelerometers are available on all major smart devices, while gyroscopes
are present on most of them, and that these devices can communicate with cloud servers or
mobile terminals via mobile networks, WiFi or Bluetooth, enabling distributed gait authen-
tication architectures. Research on cross-device continuous authentication has explored
correlations between keystrokes and touchscreen biometrics across smartphones, tablets
and desktops, but extending continuous schemes to smart wearables requires motion
sensor-based features such as gait that are not tied to keyboards or touchscreens [46].

Within mobile security, gait recognition is typically realized using wearable or em-
bedded motion sensors to support continuous and transparent authentication as the user
walks, following a pipeline of data acquisition, preprocessing, walk detection and analysis.
Acquisition strategies often constrain device placement, for example, in a pouch, trouser
pocket or hand, to obtain consistent motion readings, though this can reduce ecological
realism [3]. Studies survey that mobile gait datasets commonly involve population sizes
of 50 participants or fewer and are often collected under controlled conditions, which
raises questions about scalability and robustness in broader deployments [3,44]. In contrast,
one large-scale study on gait recognition using smartphones in unconstrained real-world
conditions reports strong identification performance across a significantly larger and more
diverse population, demonstrating that deep networks trained on wild data can generalize
beyond controlled laboratory settings [47]. Complementary work on continuous authen-
tication using gait biometrics reviews schemes that employ triaxial accelerometers worn
at the wrist or thigh, apply autocorrelation-based filters to discard unsuitable segments,
and then use anomaly detection to separate genuine users from impostors, achieving Equal
Error Rates as low as 2.5% in experiments with 20 volunteers [4].

https:/ /doi.org/10.3390/technologies14070451


https://doi.org/10.3390/technologies14070451

Technologies 2026, 14, 451

26 of 81

Broader analyses of continuous authentication techniques that utilize gait highlight both
advances and unresolved issues. Reported methods exploit unique patterns in an individual’s
walking style for security and authentication, and some achieve EER values below 1% in
same-session evaluations, yet long-term temporal robustness and performance under
varied environmental conditions remain insufficiently studied [4,44]. Challenges identified
for motion-based schemes include optimizing computational and memory requirements
on mobile and wearable platforms, and addressing adversarial attacks such as observation-
based imitation and sensor-based side channel inference, which can threaten gait-based
authentication despite its continuous and ostensibly hard to forge nature [3,4]. Research on
ambient smart applications further demonstrates that wearable accelerometer-based gait
signals can authenticate users passively across everyday environments, achieving stable
recognition performance without requiring dedicated enrollment sessions, which reinforces
the suitability of gait biometrics for continuous, unobtrusive mobile authentication [48].

2.4.4. Contextual Data

Contextual data completes the four-modality decomposition of the behavioral-biometrics
branch shown in Figure 1. Contextual information augments behavioral biometrics.

Location in particular appears as a recurring contextual factor when combined with
behavioral biometrics. Continuous authentication frameworks for mobile applications
integrate user location data alongside movement information and device usage patterns,
often constructing separate profiles for weekdays and weekends to capture routine mobility
differences. One multimodal proposal clusters GPS locations using the K means algorithm,
yielding per-user spatial patterns that complement other behavioral cues. Another architec-
ture blends GPS information with stylometry, application usage statistics, and web search
patterns, thereby embedding location into a richer behavioral context. In both cases, loca-
tion is treated as relatively stable for many application use scenarios, and deviations from
established location patterns contribute to detecting anomalous access in mobile continuous
authentication. Contextual features are thus not limited to instantaneous coordinates but can
encode long-term usage habits that strengthen behavioral profiling [49].

Research on continuous authentication and user profiling frames these contextual
modes within a wider taxonomy of biometric and non-biometric modalities. A compre-
hensive survey distinguishes context-based, behavioral, and physiological biometrics and
explicitly includes context-aware techniques as one of the core categories analyzed. Within
this structure, context-aware authentication is defined as dynamically adapting authenti-
cation mechanisms based on environmental factors and user behavior patterns, such as
location, time of day, and activity. By integrating such contextual information, systems
can vary authentication strictness and trigger additional checks when deviations from
established patterns are observed, thereby aiming for a more seamless and secure user
experience. The same review compiles a dedicated table of context-aware continuous au-
thentication works, organizing them by source, classifier, performance metrics, and specific
contextual features used, which demonstrates that context signals are being systematically
evaluated alongside more traditional biometric traits [4].

Despite these advantages, significant challenges accompany the use of contextual data
in continuous authentication. Security subsections of the survey note that context-aware
modes are exposed to vulnerabilities, particularly regarding data privacy and unauthorized
access. For example, systems that depend on GPS information may not always obtain
accurate or trustworthy location readings, which can lead to misclassifications and open
avenues for spoofing through manipulated context inputs. Broader discussions of security
and privacy emphasize that continuous monitoring of contextual attributes, along with
biometric signals, may infringe on individual privacy rights if deployed without transparent
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policies and robust protection measures. Users might be unaware of how extensively their
contextual information is collected and used for authentication, which motivates explicit
consent management and clear disclosure of data handling practices. Ethical analyses
therefore stress that developers must treat contextual data with the same care as biometric
data, addressing concerns about consent, data usage, and potential bias when embedding
context-aware modes into continuous authentication frameworks [4].

Energy consumption imposes a further constraint on context-dependent systems
operating on smartphones. Many contextual features rely on sensors such as GPS, light,
proximity, gyroscope, barometer, accelerometer, and digital compass, as well as continuous
logging of network and application usage. Evidence indicates that these sensors consume
substantial battery power and that sensory data collection itself incurs high energy costs.
Only a limited number of studies provide detailed analysis of smartphone power usage,
yet general power management strategies that deactivate sensors when idle conflict with
continuous authentication requirements, where sensors and processing must remain active
for the entire session. This tension is particularly pronounced for context-aware behavioral
schemes that require always-on monitoring of environmental and usage factors to maintain
security, underscoring the need for more energy-efficient designs and careful modality
selection in resource-constrained mobile settings [4,9].

Synthesis across modalities. Read together, the four modalities reviewed above show
a recurring conflict rather than a consistent picture: reported error rates are lowest precisely
where sample sizes and environmental realism are smallest. Same-session gait evaluations
with 20 volunteers report EER as low as 2.5%, and some same-session designs report
sub-1% EER [4,44], yet the one large-scale, unconstrained-condition gait study surveyed
here [47] evaluates a substantially larger and more diverse population and does not report
comparably low error rates under real-world conditions, and neither controlled small-
cohort study demonstrates that its reported error rate is stable outside the laboratory. This
same small-cohort pattern recurs in keystroke, touch, and contextual studies above, most of
which draw on cohorts of well under 50 participants collected in short, controlled sessions
rather than longitudinal, ecologically valid deployments. A second recurring limitation
is energy: every modality surveyed here, from motion sensing to always-on contextual
logging, is reported as power-intensive, yet almost none of the underlying studies measure
energy consumption directly, instead treating it as an acknowledged but unquantified
constraint. A common methodological trend follows from both observations: studies
increasingly fuse modalities (touch with motion, GPS with app-usage statistics) specifically
to compensate for the fragility of any single modality’s small-cohort performance, rather
than because fusion was independently motivated by a fusion-specific hypothesis. This
suggests that single-modality error rates reported in isolation in Table 3 should be read as
upper bounds on realistic performance, not as deployment-ready benchmarks.

Table 3. Behavioral biometric studies with reported performance metrics.

Reference Modality ML Method Dataset Performance  Key Contribution
. Introduces TypeNet for free-text
[40] Keystroke LSTM (TypeNet) ?th;rlf:ﬂe EER: 9.2% keystroke biometrics using
y deep learning.
Aalto Mobile Introduces transformer-based mobile
[23] Keystroke Transformer EER: 3.84% keystroke biometrics for continuous
Keystroke L
authentication.
Demonstrates high-security
[50] Keystroke Classical ML Proprietary EER: 0.72% authentication using piezoelectric
keystroke dynamics.
Compares ML classifiers for
[30] Keystroke Classical ML Proprietary Acc: 85% continuous authentication on mobile

devices by keystroke dynamics.
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Table 3. Cont.

Reference Modality ML Method Dataset Performance  Key Contribution
[51] Touch Classical ML Proprietary Acc: 98% Proposgs sw1pe-l?ased unlocking with
supervised learning on smartphones.
Evaluates deep learning approaches
[45] Gait CNN Proprietary Acc: 92.43% for continuous authentication via
activity patterns.
Acc: 96% Evaluates Siamese neural networks
[43] Gait Siamese NN Proprietary Rl for gait recognition with
(Rank-1)
wearable sensors.
Proposes hybrid CNN-Bi-LSTM for
[52] Gait CNN-Bi-LSTM Proprietary Acc: 98.4% continuous mobile user
authentication.
Reviews deep learning and ML
[37] Multimodal Deep Learning Proprietary TAR:99.98%  together for biometrics mobile
authentication.
Implements DAKOTA continuous
[53] Multimodal Deep Learning Proprietary TPR: 99% authentication on a mobile
banking application.
. . EER: Applications of RNN for biometric
(541 Multimodal RNN Proprietary 3.8-11% authentication & anomaly detection.
Proposes continuous user
[46] Multimodal Deep Learning Proprietary Acc: 99.8% authentication across multiple
smart devices.
. . OU-ISIR/ - ono Deep learning-based gait recognition
471 Cat Deep Learning whuGait CE s using smartphones in the wild.
Proposes freely typed keystroke
[55] Keystroke Deep Learning Proprietary EER: <1% dynamics using
heterogeneous features.
56] e CNN NUAAJCAGIA  Aae Ohizy  Liopesss mulikyer LN o k]
spoofing detection and classification.
[57] Face/Iris CNN LivDet-Iris 2020  EER:0.16% | resents MobileNetV2 architecture for

iris liveness detection.

Note: EER—Equal Error Rate; Acc—Accuracy. Color coding: Keystroke , Touch , Gait , Multimodal , Face .
Only studies with reported performance metrics are included (n = 16).

2.5. Intelligent Personal Agents in Authentication Systems
2.5.1. Role of the Personal Agent

Continuous authentication research positions intelligent, agent-like components as
decision makers that must reconcile competing requirements of security, usability, privacy,
and ethical acceptability. Survey work on Continuous User Biometric Authentication
Systems argues that usability trade-offs, particularly in terms of False Acceptance Rate and
False Rejection Rate, are central to acceptance and must be considered at every development
stage. Within such systems, a personal agent that coordinates sensing, feature extraction,
and decision thresholds effectively becomes responsible for implementing these trade-offs
in real time, since it must determine when stricter checks are justified and when user
burden should be minimized to avoid frustration and reduced usability.

Security responsibilities of an intelligent personal agent extend across multiple bio-
metric and contextual modalities. Comprehensive analysis of continuous authentication
reports that behavioral and physiological biometrics, as well as context-aware techniques,
remain vulnerable to adversarial attacks and spoofing, including generative attacks against
touch dynamics and keystroke dynamics that dramatically increase Equal Error Rates. A
personal agent orchestrating continuous authentication must therefore monitor for such
degradation in classifier performance and, where possible, adapt model usage or trigger
fallback strategies when evidence of spoofing or adversarial manipulation arises. At the
same time, context-aware modes, for example, those using GPS information, introduce
specific risks when contextual data are inaccurate or manipulated, which again requires
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agent-side logic capable of handling uncertain or inconsistent inputs without compromising
security [4,9].

Privacy and ethical stewardship form another core dimension of the personal agent’s
role. Continuous operation implies persistent collection and storage of biometric and con-
textual data, and analyses warn that such monitoring can infringe individual privacy rights,
particularly when users are unaware of the extent of data collection and subsequent usage.
Ethical discussions stress that any system relying on sensitive biometric and behavioral
data must address consent, data usage, and potential bias, with developers adhering to
principles that prioritize user autonomy, privacy, and fairness. In practice, this places the
personal agent at the center of enforcing privacy-preserving mechanisms, for instance, by
restricting data retention or controlling access to sensitive templates, and of mediating
transparent communication with users about how authentication data are processed [4].

Several studies point to concrete technical responsibilities that such agents must
assume in mobile and cloud-assisted environments. Work comparing cloud-side and
device-side continuous authentication highlights that mechanisms may operate locally
on the device or involve transmission of biometric and context data to remote servers
for processing, with each choice creating distinct privacy and security challenges. When
processing is offloaded, a curious insider at the server side may obtain access to behavioral
profiles, templates, and contextual streams, so the personal agent must manage data flows
and decide which information remains on device and which can safely be transmitted [9].

Surveyed privacy-preserving approaches, including zero-knowledge-proof-based pro-
tocols and other cryptographic techniques, are explicitly proposed to reduce what servers
can learn about user secrets, which again requires an agent capable of invoking such proto-
cols and ensuring that authentication succeeds without disclosing keys or explicit authenti-
cation information to remote entities [4]. Research on agent workflow systems highlights
an absence of standardized specifications and suggests protocols such as Agent2Agent to
enable clearer role definitions and interoperable interfaces for coordinating tools and data
exchanges, which may be instructive when designing how personal agents select modali-
ties, negotiate processing boundaries, and record provenance [58]. The same literature also
flags internal threats like model contamination, tool poisoning, and memory-based privacy
leaks, implying that continuous-authentication agents should integrate monitoring, input
sanitization, and memory hygiene measures rather than relying solely on access controls
or encryption.

Memory-based leakage deserves particular attention for continuous-authentication
agents specifically, since these agents necessarily retain behavioral templates, recent au-
thentication decisions, and contextual state across a session in order to perform sequential,
multi-step verification rather than a single point-in-time check. This session-level memory
is precisely the kind of internal state that broader agent security surveys flag as vulnerable:
information retained in an agent’s working memory or context can be exposed through
improper memory management, shared caches, or interaction with external tools and
sub-agents that the authentication agent invokes, even when no single component is in-
dividually compromised [34]. For an authentication agent specifically, this implies that
template confidentiality cannot rely solely on the TEE boundary introduced in Section 2.5.2:
any behavioral data or decision state that the agent passes outside the TEE for logging,
debugging, or coordination with edge or cloud components becomes a candidate mem-
ory leakage point, regardless of how well the core model and decision logic are isolated.
Concrete mitigations discussed in the broader agent security literature, including scoped,
time-limited retention of session state and explicit clearing of behavioral data once a deci-
sion is finalized, are directly applicable here but have not yet been evaluated specifically
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for continuous behavioral authentication agents, leaving this as an open methodological
gap rather than a solved problem.

Translating the three-tier architecture in Figure 2 into an actual deployment raises
several practical considerations that are distinct from, though related to, the modality-level
performance and security analyses presented elsewhere in this review. First, the TEE-
based device tier assumes hardware that not all mobile devices provide: while flagship
smartphones commonly include a dedicated secure enclave or equivalent, lower-cost and
older devices may lack one, which means a deployable system must define a fallback
behavior, such as reduced-confidence operation or mandatory escalation to edge-tier verifi-
cation, for devices without TEE support rather than assuming uniform hardware capability.
Second, mobile operating systems increasingly restrict background sensor access and con-
tinuous processing to conserve battery, through mechanisms such as app standby and
power-saving modes; a continuous-authentication agent that requires uninterrupted sensor
streams (Section 2.1) must therefore negotiate with, rather than bypass, these OS-level
energy management policies, which in practice constrains how literally “continuous” the
monitoring can be on a stock consumer device. Third, the model update flow shown as
a single arrow between the cloud and edge tiers in Figure 2 corresponds in practice to an
ongoing maintenance pipeline: behavioral drift (RQ4, Section 1.1) means models cannot be
deployed once and left static, so a real deployment must budget for periodic retraining,
versioning, and rollback procedures, with the same privacy-preserving mechanisms dis-
cussed for initial template protection (cancelable biometrics, federated learning) extended
to cover the update process itself. None of these constraints invalidate the architecture, but
they indicate that moving from the synthesized framework to a production system requires
explicit engineering decisions that the modality- and security-focused literature reviewed
in this paper does not yet address in a unified way.

As a coordinator of heterogeneous modalities, the personal agent also has to manage
modality-specific limitations and context-dependent suitability. Evidence shows that no
single biometric modality is appropriate for all user circumstances, and that the individual’s
activity at a given time should guide modality selection. Keystroke dynamics is described as
affordable, unobtrusive, and tolerant of different body positions, whereas mouse dynamics
is suggested to enhance stability in some settings, yet both modalities remain insufficient
when the user is not typing or interacting with a pointer device. Research explains that
future directions should focus on advancing biometric technologies, integrating multimodal
approaches, and embedding context-aware techniques so that systems can adapt to diverse
user scenarios and leverage machine learning and artificial intelligence to improve accuracy
and reliability. Within this vision, a personal agent must act as the orchestration layer
that selects appropriate modalities based on current context, fuses their outputs, and
exploits advanced learning methods to maintain robust authentication while respecting the
constraints of each sensor and activity state.

Resource management is another area where personal agents assume an operational
role. Smartphones rely on multiple sensors, including light, proximity, gyroscope, and
digital compass, and continuous data collection requires substantial energy, with only a
few studies providing thorough investigation of smartphone power usage [4,9,59]. Typical
power management would turn off unused components, yet continuous authentication
demands seamless processing and monitoring with sensors powered throughout active
sessions. An intelligent agent embedded in such a system must therefore balance continu-
ous verification requirements against battery constraints, potentially prioritizing lower cost
modalities or adjusting sampling strategies to preserve energy without sacrificing essential
security guarantees [4,9].
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Finally, agent-like components are central to future research directions that seek to
integrate emerging biometric modalities, advanced machine learning, and novel privacy-
preserving technologies. Suggested avenues include exploring new traits such as motion-
based biometrics, adopting multimodal and context-aware authentication strategies, and in-
corporating techniques like zero-knowledge proof and quantum cryptography to safeguard
privacy [4]. Research on behavioral biometric continuous authentication additionally high-
lights that user perceptions, including perceived vulnerability, severity of consequences,
self-efficacy, and response costs like power consumption, shape intentions to adopt such
technologies [1]. In this landscape, the role of the personal agent includes not only tech-
nical decision making but also mediating between system capabilities and user attitudes,
aiming to deliver continuous authentication that users judge both effective and acceptable
in everyday mobile use [1,4].

2.5.2. Architecture of the Intelligent Agent

Architectural designs for intelligent agents in authentication and security contexts
typically couple sensing, decision making, and policy enforcement within a distributed
infrastructure that spans constrained devices, edge nodes, and cloud services. In trust-
based monitoring for cloud-assisted IoT communications, middleware and intelligent
agents collaborate in three phases, namely spoof detection, trust construction, and message
authentication, with the agents exchanging trust and signal strength observations and
handling monitoring, processing, and task switching to reduce communication cost and
energy consumption [7]. Similar multi-tier arrangements appear in blockchain enabled
smart home access control, where end users, IoT devices, multi-edge servers, and cloud
servers all interact with Ethereum smart contracts using unique public and private keys.
These designs illustrate that an intelligent agent responsible for authentication rarely
resides in isolation on a single device; instead, it is embedded in a layered architecture
that must balance local responsiveness with offloaded computation and long-term data
management. Within smart home scenarios, edge nodes act as administrative agents
that interface directly with sensors and actuators, maintain local storage, and manage
smart contracts that register users and devices. Edge servers use a shared key for local
communications, process all incoming and outgoing transactions, authenticate end users to
access IoT devices, and perform mining operations on behalf of resource-constrained nodes,
propagating data to the cloud for further analytics under a differential privacy enhancement
mechanism [60]. This arrangement effectively partitions responsibilities: low-level sensing
and actuation occur at IoT devices, policy evaluation and transaction validation sit at
multi-edge agents, and large-scale data analysis and archival storage are delegated to cloud
components. Trust-based monitoring in IoT adopts a related pattern in which intelligent
agents reside near devices, exchange attribute and signal observations with middleware,
and collectively maintain security state that informs message authentication and spoof
detection decisions [7]. Together, these examples define a reference architecture in which
the intelligent authentication agent spans at least a device or gateway tier and an upper
aggregation tier. Figure 2 illustrates this three-tier design, depicting how sensing, local
processing, edge-level security enforcement, and cloud-based model training and privacy
preservation are distributed across device, edge, and cloud layers.

Within the device tier shown in Figure 2, the interaction between the agent, the sensors,
and the TEE follows a specific sequence. Embedded sensors (accelerometer, gyroscope,
touch screen, keyboard) continuously stream raw behavioral signals to the local agent’s
feature extraction stage, which runs in the normal, untrusted execution environment of the
operating system since it primarily performs signal processing rather than security-critical
decisions. The resulting feature vectors are then passed into the TEE boundary, where the
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local ML model and the authentication decision logic execute in an isolated, hardware-
backed enclave that the host operating system, and any malware running on it, cannot
directly inspect or modify. This separation means that even if the device’s main operating
system is compromised, an attacker cannot read out the behavioral templates held by
the local model or tamper with the logic that produces accept or reject decisions, though
the feature extraction stage upstream of the TEE remains exposed and could in principle
be manipulated to feed corrupted inputs into the enclave. The authentication decision
produced inside the TEE is what is ultimately encrypted and forwarded to the edge tier for
further processing, rather than raw sensor data or unprotected model parameters.

Continuous authentication adds further requirements to this agent architecture. Case
analyses of continuous authentication describe three main processing configurations: com-
putation performed in the cloud for cloud service access, computation executed on the
device for device access, and computation offloaded to the cloud for authenticating users to
the device. Each case implies a distinct placement of the core decision logic of the intelligent
agent and creates different trade-offs between power consumption, communication overhead,
and exposure of personal data. When processing resides in the cloud, the agent must or-
chestrate continuous data transmission from devices and tolerate high communication cost,
while facing privacy risks from revealing behavioral and contextual data to remote servers.
When computation remains on device, the agent must manage substantial memory and
compute requirements and cope with battery constraints, since CUBA operation requires
that sensors and processing pipelines remain active throughout active sessions [4,9]. In hy-
brid arrangements, a local component handles data acquisition and preliminary processing,
whereas remote services perform heavier classification, but privacy concerns reappear due
to outsourcing.

Threat actor assumptions strongly influence architectural responsibilities of intelli-
gent agents. For cloud-based continuous authentication, analyses posit a curious insider
on the server side who can access location data, IP addresses, online activities, and even
partial or full templates, feature computation details, and selection criteria, and who can
reconstruct biometric templates given sufficient information [9]. Under such threats, an
intelligent agent that orchestrates authentication must include mechanisms for limiting
what is transmitted, for applying privacy-preserving transformations, and for managing
template protection across storage locations. Survey work on continuous authentication
highlights the need to integrate techniques such as zero-knowledge proof protocols and
other cryptographic schemes so that servers cannot learn cryptographic keys, metadata,
or explicit authentication information, even when they participate in verification [4]. In
healthcare-oriented IoMT settings, an eHealth authentication framework with sensors,
medical experts, a mobile sink, and an authentic gateway assumes that the gateway acts
as a trusted node managing authorization, while key generation hardware and secret key
distributions enforce mutual authenticity and single sign on across real-time entities [8].
Here, the gateway effectively embodies the central intelligent agent, mediating between
distributed sensors and semi-trusted cloud servers that may collude with revoked users.

Blockchain-based architectures provide another structural option for intelligent agents
in authentication ecosystems. In smart homes, attribute-based access control is realized via
Ethereum smart contracts deployed on multi-edge servers, with each participant holding
a distinct address and key pair [60]. Edge agents handle contract maintenance, user and
device registration, and local authentication decisions, while also performing mining to sup-
port the blockchain ledger. In vehicular and IoV contexts, blockchain-assisted cross-domain
authentication uses consensus algorithms such as PBFT and smart contracts to manage
pseudonym issuance, revocation, handover authentication, and roaming, storing auxiliary
authentication data on-chain to improve certification efficiency and resist distributed de-
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nial of service attacks [61]. Cross-domain anonymous authentication models depict base
stations, trusted authorities, and consensus servers interconnected through blockchain,
with fog or edge nodes acting as miners and authentication relays, again distributing the
intelligence of the agent across several coordinated components.

Energy and performance constraints on mobile and IoT devices further shape how an
intelligent authentication agent must be architected. Smartphones rely on multiple sensors,
including light, proximity, gyroscope, and digital compass, and sensory data collection
increases power consumption significantly; only a few studies provide thorough analysis
of smartphone energy usage, yet typical power management strategies that deactivate
unused components conflict with continuous monitoring requirements [4]. Surveys of
mobile biometric modalities indicate that physiological traits such as fingerprint, iris and
face generally yield lower false rejection rates and have been widely adopted on devices,
while behavioral and physiological signals like swipe dynamics, ECG and EEG can be
collected more passively but often carry higher variance in accuracy [56]. Architecturally,
this implies an agent must be aware of modality-specific acquisition and preprocessing
needs, temporal feature extraction for touch, resolution and illumination constraints for
iris, or cycle-count requirements for ECG, so it can schedule sensing, local filtering, and
selective transmission to save energy without eroding authentication utility. In trust-based
monitoring for IoT, intelligent agents explicitly assist with monitoring, processing, and task
switching to reduce communication costs, achieving lower response and detection times,
lower misdetection probabilities, and reduced false positive rates while improving network
lifetime through decreased energy consumption [7]. Federated learning frameworks for
healthcare similarly distribute learning across devices, allowing local models to be trained at
sensing nodes and only weights and gradients to be shared with centralized servers, thereby
reducing computation complexity at the center and preserving device privacy, although
untrusted servers may still exploit model parameters to recover private data [8]. In such
environments, an intelligent agent must coordinate local model training, secure aggregation,
and pseudonym updates, while respecting constraints on computation, communication,
and battery.

Finally, architecture level considerations must incorporate usability, security, privacy,
and ethical requirements already identified for continuous authentication systems. Com-
prehensive reviews stress that CUBASs must tune thresholds and operating points to
balance False Acceptance and False Rejection Rates, ensure that behavioral and physiologi-
cal modalities are protected against spoofing and adversarial attacks, and handle privacy
implications from continuous collection of biometric and contextual data [4,9]. Intelligent
agents situated within these systems therefore not only execute classification and access
control logic but also embody policy decisions about data retention, consent handling,
and modality selection in response to user activities. Research directions that advocate
integrating multimodal biometrics, context-aware techniques, and privacy-preserving
protocols such as zero-knowledge proof and blockchain-based transparency mechanisms
implicitly assume an architectural layer where such diverse components are orchestrated
coherently [4,60,61].

Synthesis across agent architectures. The architectures surveyed above disagree less
on which components are needed (sensing, local feature extraction, a decision layer, and
a privacy-preserving transport mechanism) than on where the trust boundary is drawn:
cloud-centric designs place trust in the server operator and accept a curious-insider threat
model [9], on-device and TEE-based designs place trust in device hardware and accept
exposure of the feature-extraction stage upstream of the enclave, and blockchain-mediated
designs place trust in consensus rather than in any single party but introduce mining
and consensus overhead as a new resource cost. No single architecture reviewed here
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resolves all three constraints (privacy from the server, integrity on the device, and low
energy/communication cost) simultaneously; each design surveyed trades one for the
others. A second recurring limitation, common to the cloud, edge/TEE, blockchain, and
federated designs alike, is that energy and communication overhead is repeatedly flagged as
a constraint but is rarely measured empirically for the specific agent architecture proposed,
echoing the same measurement gap identified for individual behavioral modalities above.
The clearest methodological trend is a shift from single-tier (all-cloud or all-device) designs
toward explicitly hybrid, multi-tier orchestration, suggesting that the field is converging on
tiered architectures as a practical compromise, even though, as noted above, no reviewed
study evaluates such a hybrid pipeline end-to-end under simultaneous adversarial and
privacy threat models.

2.6. Machine Learning Methods
2.6.1. Classical Algorithms

Pattern recognition in continuous and mobile authentication has long relied on estab-
lished machine learning algorithms such as Support Vector Machines, k Nearest Neighbors,
Random Forests, kernel ridge regression, and various neural network variants. These
methods underpin many behavioral biometric and multimodal schemes that predate or
complement recent deep learning approaches. In biometric gait recognition, for example,
template matching with Dynamic Time Warping and correlation-based distances has been
widely used, while classical classifiers such as kNN, SVM, and Random Forests have pro-
vided more robust performance when built on manually engineered features from inertial
sensors [3,44].

Keystroke dynamics and touch-based authentication on mobile devices likewise de-
pend heavily on classical supervised learning pipelines. Raw keypress logs or swipe traces
are transformed into timing and geometric features, after which algorithms including
kNN, SVM, decision trees, Naive Bayes, ensemble methods, and kernel ridge regression
are trained on labelled authorized and unauthorized events. Comparative evaluations
on mobile keystroke datasets report accuracy and precision for such classifiers and use
metrics like Equal Error Rate to quantify their suitability for continuous verification. Similar
strategies appear in swipe and pattern lock studies, where one class SVM, Gaussian mixture
models, Random Forests, and other traditional learners are benchmarked across multiple
public datasets and usage scenarios, often revealing that classifier choice interacts strongly
with user stability and gesture type [3,30,37,62].

Classical algorithms are also central in multimodal and context-aware continuous
authentication. SensorCA, a representative continuous scheme, uses kernel ridge regression
with a radial basis function kernel on features derived from multiple hard and soft sensors,
achieving an Equal Error Rate around 3% on datasets of size 1000 and 8000 when operating
over sliding time windows. Other multimodal frameworks fuse outputs from SVM, Ran-
dom Forest, and Naive Bayes classifiers operating on touch dynamics, motion signals, WiFi
usage, and application logs, in some cases reaching authentication accuracies above 99%
but at the cost of increased computation and memory overhead on the device [3,9,63].

Performance comparisons consistently document strengths and limitations of these
classical learners. In gait recognition using wearable IMU sensors, Random Forests and
SVMs outperform template matching approaches but still depend on carefully hand-crafted
features and extensive feature engineering, which is described as time consuming and
reliant on domain expertise. Similarly, in touch stroke authentication, SVMs often provide
the lowest average error rates compared with decision trees, back propagation neural
networks, and Naive Bayes, leading some designs to adopt SVM as the default classifier
in user studies once its advantage is empirically established. For pattern-based unlocking
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mechanisms, one class SVM frequently surpasses k means and other clustering baselines,
particularly when context awareness and fine-grained feature segmentation are applied to
motion enhanced pattern traces [37,44,51].

Alongside these accuracy gains, several challenges arise when deploying classical
algorithms in continuous, mobile settings. Many behavioral schemes run on smartphones
equipped with accelerometers, gyroscopes, magnetometers, light, and gravity sensors,
and continuous feature extraction plus classification at high sampling rates can impose
significant computation and energy costs. Studies of multimodal continuous authentication
explicitly note that running multiple models in parallel for different modalities introduces
resource bottlenecks, even though modern phones now provide multi-core CPUs, GPUs,
and gigabytes of RAM. Moreover, classical models such as SVM and kNN often store actual
user samples in authentication profiles, which investigative work shows can be abused
through reconstruction attacks in cloud-based deployments; positive samples belonging to
a single user have been leveraged to re identify individuals, exposing both security and
privacy risks that go beyond mere classification errors [3,9].

Security analyses further demonstrate that classical classifiers used in behavioral bio-
metrics are vulnerable to adversarial and generative attacks. Touch dynamics systems that
employ traditional machine learning can suffer Equal Error Rate increases from 5% up to
50% when exposed to crafted adversarial samples, while keystroke dynamics schemes show
EER degradation from 28% to 84% under similar attack models. These results underline
that even when FAR and FRR are acceptable under benign conditions, classical algorithms
may fail catastrophically when adversaries manipulate training data or input distribu-
tions. Additional work documents mimicry attacks against keystroke-based schemes and
treadmill-assisted imitation attacks on gait authentication, both targeting the behavioral
patterns on which SVM, kNN, and related classifiers are trained; in gait systems, such
imitation can inflate False Acceptance Rate from 5.8% to 43.66% [4,9].

Despite these vulnerabilities, classical machine learning remains integral to continuous
authentication research synthesized in Section 2.3.1. Surveys on continuous authentication
and user profiling explicitly structure their analyses around physiological, behavioral,
multimodal, and context-aware methods, and repeatedly report SVM, kNN, Random
Forests, kernel ridge regression, Hidden Markov Models, and simple neural networks as
the dominant algorithmic choices. These methods provide a well understood baseline
against which newer deep architectures are compared, and they continue to be attractive for
resource-constrained devices and scenarios where labelled data are limited or feature spaces
are modest in size [3,4,9,37]. A recent study of freely typed mobile keystroke dynamics
highlights how fusing heterogeneous low-level signals (accelerometer, touch coordinate and
timing) can drive classical systems to unexpectedly low error rates: the FACT model reports
EERs below 1% with a single reference set and near-zero EER with multiple reference sets,
and the authors have released their dataset for further evaluation [55]. Such findings
suggest that, in some cases, careful feature engineering and sensor fusion allow traditional
learners to approach practical usability without resorting to deep models, although real-
world variability and attack resistance remain open concerns. For instance, experiments on
a piezoelectric touch dataset report Random Forest and neural network systems achieving
EERs down to 0.72% while incurring only a few milliseconds per test decision on commodity
CPUs, which appears to support the view that lightweight classical models combined with
well chosen features may suffice for many mobile keystroke tasks [50].

2.6.2. Deep Learning

Deep learning is increasingly applied to biometric authentication because it can learn
hierarchical representations from large amounts of data, including unlabeled datasets,
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which reduces the need for manual feature engineering. In continuous and mobile au-
thentication, convolutional neural networks, recurrent neural networks, and deep neural
networks have been used alongside traditional machine learning algorithms to process
both physiological and behavioral biometric signals. These architectures are particularly
attractive where time-series or sequential interaction data must be modeled continuously
during device use, such as touch, motion, and keystroke streams.

For behavioral keystroke dynamics, several works employ RNN-based deep architec-
tures, most commonly long short term memory networks. These findings show how deep
temporal models benefit from multimodal fusion in mobile continuous authentication.

Recurrent models have also been benchmarked against other architectures for com-
bined keystroke and swipe-based mobile identification. In a dataset with 31 subjects,
multimodal touch and keystroke features were fused at score level and used to train several
classifiers, where RNNs achieved the best classification performance in both unimodal
and multimodal configurations. Late fusion with a weighted product rule over all fea-
tures yielded 95.29% accuracy and 1.78% EER, slightly outperforming a CNN baseline. A
further contribution, TypeNet, used an LSTM RNN architecture trained on free-text mobile
keystroke data from 26,000 participants, optimizing three different loss functions and at-
taining 9.2% EER with a triplet loss when balancing enrollment effort and performance [40].
Hybrid schemes that combine deep and traditional learners have also been explored: in
one case, weighted outputs from an RNN and an SVM were used to authenticate ten user
keystroke profiles that included motion, touchscreen, and temporal data, achieving 93.9%
accuracy when motion and touchscreen modalities were fused.

CNN and transformer-style architectures represent another deep learning strand for
keystroke dynamics. A transformer-based convolutional model trained on the Aalto mobile
keystroke database, which consists of large-scale free-text keystroke data from approxi-
mately 260,000 subjects with five timestamp-based features per keypress, outperformed
the RNN TypeNet baseline: with ten enrollment sessions, the transformer reached 3.15%
EER compared to 8.00% EER for TypeNet on the same dataset [23]. Additional work has
used deep neural networks constructed from stacked restricted Boltzmann machines for
classification, illustrating that unsupervised pretraining can be employed in keystroke
authentication pipelines [37]. Together, these studies document a clear shift from handcrafted
timing features with shallow classifiers toward end-to-end or semi-end-to-end deep temporal
models that better exploit large behavioral datasets. Table 3 consolidates the key behavioral
biometric studies reviewed in this section, reporting modality, learning method, dataset,
and performance metrics to facilitate direct comparison across approaches.

Deep learning is similarly prominent in other biometric domains relevant to continu-
ous authentication, particularly face presentation attack detection. A systematic PRISMA-
based review of Al-driven face liveness detection reports the use of convolutional neural
networks, transfer learning, domain adaptation, domain generalization, generative ad-
versarial networks, reinforcement learning, and explainable Al for detecting 2D and 3D
spoofing attacks. Existing approaches rely heavily on both handcrafted features and deep
feature extraction; handcrafted methods can be more robust to unknown data samples,
whereas deep neural stacks offer strong performance when training and testing distribu-
tions are similar. However, current deep models generally lack generalization to invisible
or synthetic attacks, such as those based on artificially generated faces, and struggle with
cross-domain robustness, underscoring the need for domain adaptation and generalization
strategies as future research directions. Within this face anti-spoofing context, combining
multiple deep and non-deep algorithms is proposed as a way to improve resilience to
unseen attacks. The review suggests that fusing handcrafted and auto-extracted deep
features may yield promising performance for unknown synthetic attacks and advocates
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exploring ensembles of deep models, potentially trained in a federated manner or com-
bined through decision fusion, to increase robustness further. It also highlights a gap in
“performance metrics for explanations” for explainable Al applied to biometrics, arguing
that accuracy alone is insufficient when assessing deep models that must justify their
decisions in security critical applications [16]. One recent line of work proposes proba-
bilistic, kernel density estimation-based loss functions that represent each training class by
a per-batch probability density and thereby replace arbitrary distance metrics with class
likelihoods; this approach appears to improve discrimination of learned embeddings and
has shown gains across CNN, RNN and hybrid networks in ASVspoof evaluations, with
joint optimization of per-class bandwidths yielding further robustness [64]. Comparable
work in fingerprint presentation attack detection has applied patch-based deep models
built from Restricted Boltzmann Machines and Deep Boltzmann Machines to learn rich
texture representations and achieved competitive results on LivDet benchmarks; yet these
DBM/RBM pipelines appear to generalize poorly to unknown fabrication materials and
can be computationally costly during training and feature extraction [65]. Such observa-
tions imply that, across different biometric modalities, measured gains in accuracy from
deep feature learning may be accompanied by losses in cross-attack generalization and
practical efficiency, suggesting the value of lighter models or hybrid fusion schemes for
mobile deployment. Beyond keystroke and facial biometrics, deep networks appear in
motion-based and multimodal behavioral authentication. A broad survey of continuous
authentication and user profiling distinguishes ML and DL as core Al tools and notes that
DL can leverage unsupervised learning to analyze unlabeled datasets, learning hierarchical
representations from large-scale biometric data. CNNs are described as feed forward
networks transforming three-dimensional input volumes into three-dimensional outputs
through stacks of parameterized layers, while RNNs, including LSTMs, are highlighted for
their strengths with sequential data and for supporting both supervised and unsupervised
tasks by predicting future sequences from past samples. Deep neural networks with many
hidden layers serve as general purpose architectures across modalities, whereas traditional
algorithms like SVM and Random Forest remain common baselines for comparison [4,37].
In adjacent security domains, deep learning is intertwined with privacy-preserving and
distributed training paradigms. For intrusion detection in UAV and IoT environments,
stacked broad learning systems, LSTM networks, and Random Forest models have been
integrated into federated and edge-based frameworks, indicating that deep models can
be deployed in distributed settings where data remain local and only model parameters
or gradients are shared. However, these works emphasize that combining deep methods
with additional secure and privacy-preserving techniques is advisable to further enhance
attack detection accuracy and to mitigate data exposure risks [17,66]. Taken together, these
strands show that deep learning in continuous and behavioral biometrics spans RNN
and transformer architectures for keystroke dynamics, CNN-based face anti-spoofing, and
multimodal and distributed intrusion detection. Across these applications, evidence points
to improved accuracy and lower EER relative to classical baselines, while also revealing
open challenges in generalization to unseen attacks, explainability, and integration with
privacy-preserving mechanisms in mobile and cloud-assisted environments [4,16,37,66].
Table 4 summarizes the principal multimodal fusion strategies employed in continuous
authentication systems, contrasting sensor-level, feature-level, score-level, and decision-
level approaches with emerging deep learning and context-aware fusion methods, along
with reported performance metrics from the reviewed literature. As with Tables 1 and 2,
the Accu./Compl./Priv. columns are qualitative, ordinal judgments synthesized across
fusion strategies rather than scores computed on a shared benchmark; where a row cites
specific quantitative results (e.g., 95.29% accuracy, 99.98% TAR), those figures come from a
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single study’s reported setup and should not be read as representative of the fusion-level
category as a whole.

Table 4. Comparison of multimodal fusion strategies for continuous authentication.

Fusion Level Description Accu. Compl. Priv. Example Systems/Studies Ref.
Sen.sor—level Raw §1gnals from multiple sensors Medium Low High Accelerometer + gyroscope + ]
Fusion combined before feature extraction magnetometer streams
Feature vectors from different .
Feature-level modalities concatenated into High Medium  Medium Keystroke + touch.+ motion —
Fusion . feature concatenation
one input
Score-level Matching scores from separate RNN + SVM weighted fusion;
. classifiers combined (weighted sum, High Medium Low 95.29% accuracy, 1.78% EER n/a
Fusion .
product rule) (31 subjects)
Decision-level Bmal.'y' dec151on§ from .mdependent . Majority voting across keystroke,
Fusion classifiers combined via Medium Low Low gait, context classifiers n/a
voting/AND/OR logic !
. Deep recurrent model learns joint . .
Mu%tlmodal representation from all modalities Very High High Medium End-t.o-end jomnt representation —
Fusion (LSTM) learning across sensor streams
end-to-end
Context-aware System selects active modalities GPS + app usage + keystroke;
. . based on current user activity High High Medium  adapts strictness by location [49]
Adaptive Fusion .
and context and time
. Local models tramec.:l per-device; Medium- . eHealth IoMT federated auth;
Federated Fusion  only aggregated weights shared . High Low . . [8]
High preserves device privacy

with server

Note: EER—Equal Error Rate. Performance figures are drawn from cited studies and may vary by dataset. Rows
marked “n/a” in the Ref. column (score-level RNN+SVM fusion; decision-level majority voting) correspond to
configurations discussed in the prose of Section 2.6.2 whose original sources could not be verified in this draft; they
are flagged explicitly rather than assigned a placeholder reference, and should be resolved by tracing each figure
to its original source before submission. The Feature-level and Multimodal Fusion (LSTM) rows above describe
the fusion strategy generically, without citing a specific example study, since the previously listed example figures
could not be traced to a source within this review’s corpus.

2.6.3. Emerging Approaches

Recent developments in continuous authentication increasingly combine advanced
representation learning with privacy-preserving and distributed training paradigms. In
WiFi Channel State Information-based sensing, the IdentiFi framework exemplifies a shift
toward self-supervised and semi-supervised contrastive learning for device-free human
identification. IdentiFi learns discriminative identity representations from unlabeled CSI
time-series via customized augmentations and two contrastive modules: a temporal con-
trasting module that enforces cross-view prediction of future features to capture stable
motion dynamics, and a contextual contrasting module that tightens intra-identity clus-
ters while enlarging inter-identity separation in feature space. A subsequent class aware
contrastive phase fine tunes the encoder with a small labeled subset and pseudo labels
for remaining data, enabling high accuracy in multi-occupant environments with limited
annotations and under varying wireless propagation conditions. Because the system oper-
ates purely on CSI rather than visual inputs, it provides non-intrusive, privacy-preserving
identification suitable for smart homes, healthcare, and security applications in cluttered
indoor environments [67]. Emerging work on behavioral biometrics also addresses adver-
sarial robustness of motion-based continuous verification. A two-step motion biometric
scheme using smartphone and smartwatch accelerometer and gyroscope measurements
introduces a continuous and adaptive user verification algorithm designed for integration
with existing multi-factor authentication. This approach explicitly examines susceptibility
to adversarial examples generated by Zero-Order Optimization attacks and formulates a
defense strategy to protect the model, motivated by evidence that adversarially crafted
inputs to machine learning and deep learning classifiers can induce high misclassification
rates. The same study situates motion-based authentication within a broader transition
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from knowledge-based factors to behavioral biometrics and continuous authentication, and
stresses the need to balance security, usability, and the temporal variability of user habits
when designing adaptive verification pipelines [14]. Generative modeling emerges as both
a threat and a methodological frontier. In electroencephalogram-based biometrics, Gener-
ative Adversarial Networks have been successfully used to synthesize fake EEG signals
that match the statistics of genuine recordings, significantly lowering the realism barrier
for attacks against EEG-based authentication. Traditional autoregressive and statistical
simulation methods often show poor generalization, whereas GAN-based generators can
produce high quality impostor signals that challenge the long standing assumption that
EEG inherently guarantees liveness because it can only be measured from a living subject.
This development exposes the absence of EEG specific liveness tests and suggests that
future systems must incorporate stimulus-based or reflection-based challenge-response
protocols to discriminate machine-generated from human EEG, although no concrete EEG
tailored liveness scheme has yet been proposed [68]. Adversarial learning also appears in
face presentation attack detection, where researchers investigate Al-based defenses against
spoofing in robust face recognition. A systematic PRISMA-based review reports that convo-
lutional neural networks, transfer learning, domain adaptation and generalization, GANs,
reinforcement learning, and explainable Al all contribute to current anti-spoofing pipelines.
Handcrafted texture, motion, and depth features remain more robust than pure deep fea-
tures to unseen attacks, while deep neural stacks excel when train and test distributions
are similar. Combining handcrafted and auto-extracted deep features is proposed as a
promising direction for resisting synthetic face attacks, including those generated adversar-
ially. Future work identified for this domain explicitly includes adversarial learning for
adaptive data augmentation, meta learning for few shot adaptation to novel spoof types,
and federated learning architectures such as FedPAD that allow multiple data owners to
collaboratively train a global face anti-spoofing model without sharing raw data, although
model-level privacy in federated settings remains unresolved [16]. Broader continuous-
authentication surveys synthesize these strands into a forward-looking agenda. Proposed
research directions include exploring new biometric modalities such as vein patterns and
EEG signals, deploying advanced machine learning algorithms for feature extraction and
classification, and integrating blockchain-based mechanisms for secure and transparent
authentication. Context-aware techniques that adapt thresholds and mechanisms using fac-
tors like location and activity are seen as key to enhancing both security and usability, and
multimodal fusion of physiological and behavioral traits is highlighted as a path to more
robust frameworks. At the same time, open issues persist around scalability, standardized
datasets and metrics, and resilience to adversarial manipulation, underscoring that future
continuous authentication systems must combine sophisticated learning architectures with
cryptographic protection and rigorous evaluation on realistic data [4,37].

Synthesis across ML approaches. Two conflicting narratives run through this section
rather than one. Handcrafted or classical features (autoregressive EEG models, texture-
based face features) are repeatedly reported as more robust to unseen or unknown attacks,
while deep architectures are repeatedly reported as superior when train and test distribu-
tions match [16,68]; the literature synthesized here does not resolve which property matters
more for real-world deployment, where attack distributions are by definition not known in
advance. A recurring limitation across the emerging approaches (CSI-based identification,
motion adversarial defenses, GAN-based EEG synthesis, face anti-spoofing) is that each is
evaluated against a specific, narrow attack or condition rather than a shared adversarial
benchmark, making it impossible to rank these methods against one another on a common
basis. The clearest methodological trend is the movement of generative modeling from a
threat (GAN-synthesized EEG and face spoofs) to a candidate defense (GAN-based adap-
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tive data augmentation, federated GAN training), often within the same research area; this
dual role of generative models is a distinctive feature of the recent literature that a simple
modality-by-modality summary would not surface.

2.7. Security Threats and Defenses
2.7.1. Vulnerabilities of Biometric Systems

Biometric authentication mechanisms, whether physiological or behavioral, inherit
a wide range of vulnerabilities that arise from both modality-specific properties and the
machine learning pipelines used to implement them. Security analyses of continuous
schemes stress that no modality achieves perfect accuracy, and that non-zero False Accep-
tance Rate and False Rejection Rate inevitably create opportunities for false matches and
unauthorized access. Physiological methods often attain higher accuracy than behavioral
and context-aware modes, yet they still remain susceptible to replay-style attacks such as
forging fingerprints, alongside other presentation and template level threats [4,9]. Table 5
summarizes the principal attack types identified in the reviewed literature, their target
modalities, severity, and corresponding defense strategies. As with Table 1, the Severity
and Effectiveness columns are qualitative, ordinal judgments synthesized across the cited
literature rather than scores computed by this review’s own quality-assessment rubric;
where a specific attack’s impact is quantified in the reviewed studies (for example, the EER
and FAR figures discussed immediately below this table), that quantitative figure should be
treated as authoritative, and the table’s qualitative label read only as a relative, cross-attack
comparison rather than an absolute risk measure.

Table 5. Attack types, target modalities, and defense methods in biometric authentication.

Attack Type Target Modality Severity  Defense Method Effectiveness
Shoulder Surfing Password /PIN High Randoimlzed. keypa.d, Medium
Behavioral biometrics
. Gesture-based auth, .
Smudge Attack PIN/Pattern lock High Randomized display Partial
Phishing /Spoofing Password, Voice, Face Very High  Multi-factor auth, Liveness detection Medium
.. . . Multimodal fusion, .
Mimicry Attack Keystroke, Gait Medium Adaptive thresholds Medium
. . . Adversarial training, Ensemble .
Adversarial Attack Touch dynamics, Keystroke Very High models Medium
. . Challenge-response, Liveness .
Replay Attack Voice, Sensor traces High d . High
etection
Model Inversion ML models (SVM, kNN) High Federated learning, ZKP, Bloom filters High
Membership Inference Cloud-based auth models Medium Differential privacy, Medium
Secure aggregation
. . . . ZKP, Cancelable biometrics, .
Insider Threat Templates, Behavioral profiles ~ Very High Federated learning High
ECG Template Mapping  Cardiac biometrics Very High Template encryption, Medium

Cancelable biometrics

Note: Severity and Effectiveness ratings are based on empirical results reported in the reviewed literature [4,9,69],
synthesized qualitatively across attack types rather than computed from a single quantitative source; see the
discussion following this table for the specific attack success rates underlying each rating. Red text denotes High
severity, and bold red text denotes Very High severity. ZKP—Zero-Knowledge Proof.

Behavioral biometrics face particularly severe adversarial risks. Empirical evidence
shows that touch dynamics cannot withstand adversarial generative attacks: when an
attacker manipulates the training process, Equal Error Rate can increase from 5% to 50%.
Keystroke dynamics displays even more dramatic degradation under similar generative
attacks, with EER rising from 28% to 84%. Separate smartphone experiments demon-
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strate that keystroke-based schemes also fail against mimicry attacks, where impostors
imitate a target’s typing style. Gait-based authentication is likewise vulnerable to imita-
tion; treadmill-assisted mimicry of gait patterns can elevate False Acceptance Rate from
5.8% to 43.66%. Cardiac-based biometrics are not immune either, since attacks that map
an attacker’s ECG into a victim’s template using a short stolen segment have achieved
average success rates between 90% and 96% on datasets from 52 users [4,9]. Machine
learning infrastructure itself constitutes an additional attack surface for biometric systems.
Continuous authentication deployments frequently rely on classifiers such as Support
Vector Machines and k Nearest Neighbors trained on physiological and behavioral data,
often in cloud-assisted settings. An investigative study documents that ML approaches
are vulnerable to sample inference, single and multi-sample reconstruction, and label
distribution estimation attacks, while further work demonstrates that membership infer-
ence, model inversion, data deanonymization, and model extraction can all be mounted
against trained models. For SVM- and kNN-based continuous schemes in the cloud, it
has been shown that actual user samples are stored in authentication profiles and can be
reconstructed from positive examples, enabling re identification of individuals from their
biometric traces [9]. Privacy risks flow directly from these technical weaknesses. Physio-
logical biometric templates can expose identity, health, and other biological information,
as in face-based continuous authentication that collects and stores facial features which
may be analyzed for emotional states. Behavioral modalities such as gait recognition,
stylometry, and touch dynamics operate on daily routine data and current activities, and
compromised profiles reveal behavioral patterns that cannot be revoked like passwords.
Keystroke dynamics can further leak demographic attributes, including age, gender, and
handedness, so successful attacks against keystroke-based systems threaten both account
security and sensitive personal characteristics. Continuous monitoring and centralized
storage of these biometric streams magnify the impact of any successful inference, recon-
struction, or template compromise [4,9]. Context-aware and multimodal schemes introduce
distinct vulnerabilities that intersect with biometric weaknesses. Systems that rely on GPS and
other contextual signals may suffer from inaccurate or manipulated data, creating avenues
for spoofing through falsified location or environment inputs. At the same time, capturing
context such as location, browsing behavior, and application usage on a continuous ba-
sis raises data privacy concerns, since users may be unaware of the scope of contextual
logging and its role in authentication decisions. Ethical analyses accordingly call for strict
attention to consent, data usage, and potential bias when collecting and processing both
biometric and contextual information in continuous frameworks [4,9]. Emerging machine
learning paradigms introduce further systemic vulnerabilities. Federated learning in edge
computing environments shares models and parameters among many clients, which opens
new channels for Byzantine and poisoning attacks. In this setting, fully trusted nodes
may turn rogue after passing authentication and inject malicious updates, while data and
model poisoning attacks target the training process itself by sending falsified parameters
or corrupt samples to influence the global model. Studies report that model poisoning
can be more effective than data poisoning, especially when many clients participate in
large-scale federated products, and that edge FL must account for these threats in order to
maintain secure and privacy protected biometric analysis [69]. Voice- and speech-based
biometric systems also face advanced adversarial scenarios. White box threat models for
speaker recognition assume that attackers can access pre trained models, estimate room
impulse responses, and generate adversarial audio that remains effective over the air. By
simulating the acoustic channel during adversarial example generation and optimizing
targeted or untargeted perturbations using gradients of the cross-entropy loss, adversaries
can deceive microphone side speaker recognition systems even when signals pass through
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loudspeaker and room acoustics. Such attacks demonstrate that knowledge of model
internals and the physical environment suffices to construct robust adversarial audio capa-
ble of bypassing recognition, highlighting the fragility of speech-based biometrics under
adaptive attack [70]. Finally, adversarial manipulation and poisoning attacks in distributed
learning for UAV and IoT intrusion detection underscore broader weaknesses that are also
relevant for biometric authentication. In federated and edge-based IDS for UAV networks,
collaborative learning can be undermined by Byzantine nodes and poisoning strategies
that degrade detection accuracy. Reviews recommend combining multiple secure and
privacy-preserving approaches, rather than relying on single DNN or Random Forest
models, to improve resilience. This need for ensembles and defensive training parallels
challenges in biometric systems, where single classifier pipelines have repeatedly been
shown vulnerable to adversarial and generative manipulation, membership inference, and
model extraction [4,9,66,69].

Work in biometric presentation-attack detection further illustrates that algorithmic
choices and training practices matter for operational exposure: a serial, two-stage approach
built around modified MobileNetV2 backbones and aggressive data augmentation, trained
on a large and diverse set of bona fide and attack images, has been reported to reach very
low operational error rates (for example, a BPCER near 0.46% and EER values around
0.33%), outcomes which may reduce the frequency of fallback or re-check transactions that
tend to increase the volume of biometric material routed to servers [57]. At the same time,
those performance improvements appear to depend on centralized access to sizable, curated
datasets and on careful weight handling, which could concentrate sensitive templates or
model updates unless paired with cancelable-template schemes, cryptographic proofs, or
federated training protocols that explicitly limit insider visibility.

2.7.2. Authentication Errors

Authentication decisions in biometric systems are intrinsically probabilistic, so mis-
classifications of both impostors and genuine users must be quantified and controlled.
Continuous and behavioral schemes, in particular, rely heavily on error metrics such as
False Acceptance Rate (FAR), False Rejection Rate (FRR), Equal Error Rate (EER), Half Total
Error Rate (HTER), accuracy, and F1 score for performance assessment and tuning. These
measures capture distinct aspects of system behavior and directly influence perceived secu-
rity and usability in practical deployments [4,10,11]. Formally, FAR denotes the proportion
of illegitimate attempts that are wrongly accepted. It can be expressed as the percentage of
falsely accepted illegitimate users relative to the total number of impostors accessing the
system, as in

Number of falsely accepted illegitimate users
Total number of imposters

FAR = x 100% (1)
and more generally as the ratio of false positives to the sum of true negatives and false
positives [4,11]. FRR, in contrast, captures the proportion of legitimate attempts that are
incorrectly rejected, defined either as the percentage of falsely denied legitimate users over
all genuine users or as the ratio of false negatives to the sum of true positives and false
negatives [4,11]. HTER aggregates these two error components as the simple average
FAR + FRR

HTER = 7_2._ % )
which is also referred to as balanced accuracy in some keystroke dynamics studies. At the
operating point where FAR and FRR are numerically equal, the system attains the EER,
a widely used scalar summary for biometric authentication performance. Adjusting the
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decision threshold directly shapes this error trade-off. Increasing the threshold reduces FRR
while increasing FAR, whereas decreasing the threshold lowers FAR (and thus nominally
strengthens security) at the cost of higher FRR, so threshold choice must be carefully
optimized. Industrial practice introduces additional constraints; for example, European
access control standards specify that FAR should be below 1% and FRR no more than
0.001%, which are stringent targets for continuous, sensor-based schemes. In keystroke
dynamics research, EER is the most common primary metric, with several recent works
using EER alone, and others combining EER with accuracy, or explicitly reporting FAR
and FRR alongside F1 score and HTER to characterize classifier behavior. This diversity
of metrics has been adopted broadly across user authentication models and is accepted in
both academic and industrial evaluations [11].

Continuous-authentication surveys reiterate that these error measures are central not
only for benchmarking algorithms but also for understanding practical viability. Accuracy
is defined as the percentage of correctly matched authorized users among all users, while
FAR and FRR quantify, respectively, the likelihood of mistakenly admitting unauthorized
users and mistakenly rejecting authorized users. In this framing, FAR and FRR are treated
as core design levers: high FAR is associated with increased security risk, whereas elevated
FRR undermines usability and user acceptance. Continuous User Biometric Authentication
Systems therefore face an inherent trade-off between these error types, and usability discus-
sions explicitly stress that system design must prioritize acceptable FRR levels without
allowing FAR to rise to dangerous values [4,10].

Error reporting in broader behavioral biometric research reflects similar concerns. A
systematic review of behavioral biometric authentication notes that EER, accuracy, FAR, and
FRR are the most popular model evaluation metrics, yet also finds inconsistent terminology,
such as “Correct Recognition Rate” in place of accuracy and “False Positive Rate” for
FAR. This lack of standardization hinders comparison across studies and complicates meta
analytic assessment of authentication error behavior. In addition, study quality assessments
reveal that many works do not adequately describe experimental design, sampling, or
evaluation procedures, further limiting the reliability and reproducibility of reported FAR,
FRR, and EER values [10].

In continuous authentication, security analyses connect these error metrics directly
to vulnerability. One line of work characterizes security by performance measures such
as accuracy, FAR, and FRR, together with the ease of forging a given modality and the
range of attacks, including mimicry and template leakage. Since neither physiological
nor behavioral mechanisms achieve perfect accuracy, non-zero FAR and FRR translate
into concrete probabilities of false matches and missed detections. Evidence indicates that
physiological methods typically achieve better accuracy than behavioral and context-aware
modes, implying comparatively lower EER and FAR, although they still remain subject to
replay-style attacks such as fingerprint forging. Behavioral approaches, especially those
based on touch dynamics and keystroke dynamics, can exhibit relatively high FAR and
FRR, particularly when evaluated on small datasets, reinforcing concerns that error rates
may remain too large for high-assurance deployments without additional safeguards [9].
Several experimental RNN-based studies report a wide spread in error figures that appears
closely linked to modality and dataset choice: inertial gait models achieved EERs near
11.48% (training) and 7.55% (testing) on OUDB, handwriting and signature methods report
EERs around 3.8-6.44%, and mouse- or keyboard-based approaches sometimes show single-
digit EER or very high accuracy on small, controlled collections [54]. Such variance may
suggest that low scalar metrics can be dataset-specific and should be interpreted alongside
experimental details like participant count, session variability, and attack simulations rather
than taken as definitive evidence of readiness for deployment.
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Beyond scalar metrics, continuous-authentication surveys also call for expanded evalu-
ation frameworks that relate error behavior to usability, scalability, and robustness. Existing
research predominantly focuses on supervised learning and on FAR and FRR, while iden-
tifying research gaps in comparative analysis across biometric categories and in using
richer metrics for practical success factors. Future directions proposed for continuous
authentication include developing standardized benchmark datasets and uniform evalua-
tion protocols, exploring additional error related measures, and integrating context-aware
mechanisms that adapt thresholds dynamically based on environmental factors and user
activity, all with the goal of managing FAR and FRR in a way that better fits real-world
operation [4].

Synthesis across error-reporting practice. This section surfaces a conflict that in-
dividual study summaries obscure: physiological modalities are reported as achieving
lower EER/FAR than behavioral modalities [9], yet the RNN-based comparison above
shows behavioral EERs spanning roughly 3.8% to over 11% depending on modality and
dataset [54], a range wide enough that some behavioral configurations outperform typical
physiological baselines while others do not; performance ranking by modality category is
therefore not stable across the corpus and depends heavily on which specific dataset and
protocol is used. A recurring limitation, flagged independently in [10,11], is inconsistent
metric terminology (e.g., “Correct Recognition Rate” for accuracy, “False Positive Rate”
for FAR) and incomplete reporting of sampling and evaluation procedure, which together
mean that a headline EER figure alone cannot be safely compared across the studies re-
viewed without checking the underlying protocol. The common methodological trend is a
field-wide reliance on scalar operating-point metrics (FAR, FRR, EER) computed on small,
single-dataset evaluations, with calls for standardized benchmarks appearing across nearly
every source cited in this section but no evidence, within the corpus reviewed here, that
such a shared benchmark has yet been adopted in practice.

2.8. Future Directions
2.8.1. Integration with Wearables and IoT

Continuous authentication in pervasive environments increasingly depends on dis-
tributed infrastructures where sensing, learning, and access control span constrained
devices, edge nodes, and cloud services. Fog and IoT cloud architectures decentralize data
processing, access control, application security, and network analytics across edge networks
to guarantee data integrity and security, while intelligent gateways handle privacy sensitive
information generated by sustainable architectures and transmit it toward appropriate edge
servers. In such settings, end user authentication is explicitly identified as a core capability
of fog-based services used to secure communication over adversarial networking devices,
with user modeling trained on real time data streams from IoT devices. To satisfy delay
and mobility requirements, network infrastructures prefer fog computing, yet privacy
sensitivity of statistical databases prevents central storage of raw user data for predictive
modeling, which motivates federated learning as a distributed machine learning paradigm
for training authentication and analytic models on sensitive IoT data without centralized
aggregation [8]. Within this edge-centric perspective, surveys on federated learning in
edge computing classify a broad range of prior work that addresses edge architectures,
offloading, and management of wireless and mobile computing resources, and conclude
that dedicated systematic reviews on federated learning for edge computing remain scarce,
particularly with respect to hardware requirement challenges [69].

Wearable devices and mobile sensors act as primary sources of behavioral and contex-
tual data for continuous authentication in these IoT cloud environments. Smartphone-based
Continuous User Biometric Authentication Systems already encounter notable energy con-
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straints, since sensors such as light, proximity, gyroscope, and digital compass consume
substantial battery power and sensory data collection itself increases energy usage, while
CUBA requires sensors and processing pipelines to remain powered throughout full active
sessions [4]. Extending continuous authentication to wearables amplifies these constraints
due to even more limited battery capacity and computation, which strengthens the case for
offloading heavy learning tasks to fog or cloud infrastructures while keeping raw biometric
data local through federated training. Practical implementations indicate that an end-to-
end pipeline can stream touch and motion traces from a mobile client to server-side models
for real-time classification; one such mobile banking deployment reported session-level
true positive rates approaching 99% after periodic model updates, while observing little
additional power or memory overhead from the authentication layer [53]. Their findings
also suggest that aggregating decisions at the session level and updating models with
new data are pragmatic ways to counter drift in behavioral signals without moving costly
computation onto constrained devices. In healthcare-oriented wearable deployments,
gait-based identification systems designed specifically for elderly users demonstrate that
inertial sensor signals can support reliable continuous identity recognition with low compu-
tational overhead on wearable devices, offering a practical authentication layer for remote
patient monitoring environments [71]. In smart healthcare and eHealth scenarios, data
cloud-centric architectures explicitly employ federated learning to train predictive models
over sensitive sensor readings transmitted from mobile sinks and edge IoT devices to fog
and cloud centers, thereby aiming to preserve privacy while supporting scalable analytics
and authentication related services [8]. These designs illustrate how integration with IoT
requires joint consideration of network latency, mobility, storage limits, and privacy, rather
than treating continuous authentication as a purely device local problem.

Trust management and message authentication in IoT networks further shape how
continuous authentication can be embedded into wearable and sensor-rich ecosystems.
Trust-based monitoring schemes with intelligent middleware agents use modified learn-
ing processes in which hidden layer outputs of a machine learning model are verified
against knowledge bases and agent lists to identify imitative device behavior, decreasing
misdetection risk by distributing verification across middleware components rather than
concentrating checks in a single layer [7]. Only devices that qualify under this learning
process are permitted to employ the message authentication scheme orchestrated by the
middleware manager, and agents continuously update authentication lists based on new
and existing device communications. Such architectures align naturally with continuous
authentication based on behavioral biometrics emitted by wearables and smartphones,
since the same distributed agents can evaluate both trust in device behavior and user
identity signals, while also balancing communication cost and energy consumption across
the network [7,8].

Blockchain-based smart home frameworks provide another avenue for integrating
continuous authentication into IoT environments. Attribute-based access control mech-
anisms implemented via Ethereum smart contracts manage policies and attributes for
subjects and objects and perform access control for IoT systems, offering an unforgeable
and auditable foundation for preventing unauthorized data access and protecting informa-
tion security. Additional blockchain proposals address data privacy by exploiting public
key infrastructures, differential privacy techniques, and decentralized consensus mech-
anisms such as Proof of Authority to manage home appliances in a distributed manner,
although challenges remain regarding deanonymization attacks, central administration
points, and transaction latency [60]. These works suggest that wearable-derived behavioral
biometrics could be fused with attribute-based and token-based access control in smart
homes, where edge gateways and blockchain smart contracts jointly authenticate users
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and devices while maintaining tamper resistant logs of access decisions. Some authors
argue that traditional brokered models fail to give users fine-grained control over per-
sonal data and that decentralized ledger technologies, combined with smart contracts
and distributed storage, may enable more user-centric, auditable transactions in Ambient
Assisted Living and smart home settings [72]. That said, practical constraints such as
throughput limits and governance of administrative nodes appear to remain unresolved,
so DLT-based schemes seem to trade certain centralization risks for gains in transparency
and user agency. Continuous-authentication surveys identify integration of context-aware
techniques, multimodal biometrics, and advanced machine learning as explicit future
directions, including exploration of novel modalities such as motion-based authentication
and the fusion of physiological and behavioral traits to adapt authentication to diverse user
scenarios [4]. Within IoT and wearable rich settings, this implies combining motion and
activity signatures captured by accelerometers and gyroscopes with contextual attributes
such as location, time, and application usage that are already monitored by connected
devices [4,8]. Privacy-preserving mechanisms are simultaneously highlighted as essen-
tial for such pervasive deployments: zero-knowledge-proof-based protocols can prevent
servers from learning cryptographic keys, metadata, or explicit authentication information,
Bloom filter-based constructions can store irreversible and unlinkable biometric templates,
and cancelable biometrics can enable revocation and re issuance of biometric identifiers if
compromise occurs, including compromise by curious or malicious insiders in cloud-based
continuous authentication backends [4,9].

Ethical and usability considerations remain integral in extending continuous authentica-
tion across wearables and IoT. Research on behavioral biometric continuous authentication
adoption shows that privacy concerns and perceived response costs, such as fears of bio-
metric misuse, influence intention to use BBCA technologies, while self-efficacy, perceived
response efficacy, and innovativeness act as facilitators of adoption [1]. These findings sug-
gest that large-scale IoT deployments involving continuous monitoring via wearables and
ambient sensors must explicitly address user perceptions of privacy risk, trustworthiness of
authentication agents, and clarity of consent, especially when behavioral data are processed
in distributed fog and federated learning architectures rather than solely on device [1,4,8].

2.8.2. Blockchain for Identity Management

Identity management in highly connected environments increasingly leverages
blockchain as a foundational security primitive for authentication, integrity, and privacy
preservation. In V2X-focused 6G scenarios, blockchain technology is proposed to provide
a tamper resistant, distributed ledger that secures sensitive data and prevents unautho-
rized modification, while supporting decentralized trust among vehicles, infrastructure,
and users [18]. Each vehicle or infrastructure node can be assigned a unique digital iden-
tity recorded on-chain, enabling authenticated interactions without relying on a single
centralized authority. This use of immutable records is framed as particularly suitable
for safeguarding data exchanged in latency sensitive V2X communication, where tradi-
tional centralized identity services may struggle to meet both availability and security
requirements [6,18].

Several works extend this identity-centric view of blockchain into broader cyber-
physical and virtual environments. In smart home ecosystems, attribute-based access
control and privacy preservation are implemented via Ethereum smart contracts, with
each participant holding a distinct public—private key pair and blockchain address. Smart
contracts manage registration of users and devices, maintain access policies, and enforce
authentication decisions in a decentralized manner. To protect user privacy during dis-
tributed machine learning over smart home data, differential privacy-based perturbation of
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local gradients is combined with blockchain logging, which both hardens records against
tampering and aims to preserve confidentiality of model updates [60]. Parallel work on
Metaverse security explicitly argues that blockchain-based identity verification can un-
derpin a zero-trust architecture, providing decentralized identity management and data
integrity guarantees for virtual environments where assets and interactions are highly
dynamic [73].

Mobile contexts motivate dedicated blockchain-based identity schemes. A mobile
chain framework proposes blockchain backed authentication for mobile environments,
implemented on Ethereum and designed to offer anonymity, untraceability, confidential-
ity, integrity, and decentralization simultaneously. Formal verification using AVISPA is
reported, and the authors claim that mobile chain outperforms existing mobility networks
in terms of exposure to security threats, while remaining computationally efficient enough
for resource-constrained wireless and mobile scenarios. In the same survey, anonymous au-
thentication schemes based on zero-knowledge proofs are discussed as privacy-preserving
cryptographic tools that allow users to authenticate repeatedly without revealing their
identities, highlighting that blockchain-integrated identity systems can embed zk proof
mechanisms such as zkSaaS and zkLogin to outsource proof generation and bind on-chain
identities to off-chain OpenlID credentials without exposing the linkage [2].

Identity and access control in V2X and 6G environments are another active focus area.
Analyses of 6G-enabled V2X architectures describe blockchain as an enabler for secure and
efficient management of massive data generated by heterogeneous nodes, emphasizing
its role in providing authentication and integrity through immutability and distributed
storage [6,18]. One proposal defines a blockchain-based V2X solution in which each vehicle
and infrastructure node possesses a unique digital identity recorded on-chain, and blockchain-
mediated communication ensures that data are exchanged only among authorized entities,
thereby improving overall trust in the system. A complementary line of work explores joint
use of blockchain and federated learning in V2X 6G networks, with blockchain responsible
for guaranteeing data integrity, authentication, and tamper resistance, while federated
learning adjusts blockchain parameters based on features such as number of vehicles, threat
levels, and available resources. This combination is argued to facilitate interoperability be-
tween different blockchain networks and to support identity management across dynamic,
heterogeneous 6G environments [18].

Privacy-preserving mechanisms integrated with blockchain-based identity are receiv-
ing particular attention. Differential privacy has been combined with stochastic gradient
descent in decentralized learning frameworks like LearningChain, where perturbed gradi-
ent updates are committed to a public blockchain, claiming both reduced error rates and
resistance to byzantine attacks via I nearest aggregation. Additional studies incorporate
repeated additive differential privacy noise into blockchain transactions to strengthen
user trust in distributed machine learning and to defend against linkage and double-
spending-style attacks, suggesting that such perturbation can make individual records
indistinguishable from their neighbors while maintaining acceptable utility. In smart grid
scenarios, blockchain-based token banks and de-regulated micro-grid architectures employ
Laplace noise and enhanced proof of authority consensus to hide consumption patterns
and enhance user privacy, while still supporting real time trading and energy management;
identity in these settings is thus mediated through blockchain addresses whose linkage to
real-world entities is shielded by differential privacy [60].

Emerging virtual spaces such as the Metaverse further expand the envisioned role of
blockchain in identity management. A zero-trust architecture tailored for virtual environments
integrates blockchain-based decentralized identity verification with dynamic trust assessment,
aiming to secure eHealth and asset management applications where user identities and cre-
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dentials must be protected across multiple domains and service providers. Surveyed work
on Metaverse as a Service models stresses that effective identity and access management
requires strong privacy policies and scalable blockchain infrastructures, while also acknowl-
edging that empirical validation and real-world deployment studies are still limited [73,74].
These findings, taken together with identity-centric blockchain proposals in smart homes
and V2X, indicate a trajectory in which blockchain acts as a unifying substrate for identity,
authentication, and auditability across mobile, IoT, and virtual ecosystems [2,18,60,73].
Moreover, integrating open-source cyber intelligence, including signals drawn from social
media and web-based feeds, may help on-chain identity systems detect anomalous enroll-
ment or credential-use patterns by providing contextual threat indicators that complement
cryptographic checks. Multi-agent frameworks that aggregate translation, sentiment, topic
and anomaly detection from heterogeneous text streams appear to offer a pragmatic path
for this kind of external risk assessment, though coupling such pipelines to ledger records
requires careful tuning to avoid privacy leaks and false alarms [75].

3. Methodology

This systematic review was not prospectively registered in a public registry such as
PROSPERO; no formal protocol was published in advance of conducting the review.

3.1. Publication Bias and Duplicate Publication Handling

Two distinct risks are addressed here separately, since they are often conflated in
systematic reviews of this kind. First, publication bias refers to the systematic under-
representation of null or negative findings in the retrievable literature: studies reporting
weak discrimination between legitimate users and impostors, or failed deployments of
a proposed authentication mechanism, are less likely to be submitted or accepted for
publication than studies reporting strong EER or accuracy figures. This review does not at-
tempt a quantitative publication-bias correction (e.g., a funnel plot or Egger’s test), because
such tests presuppose a single pooled effect size across comparable study designs, which
does not hold across the heterogeneous corpus of system papers, ML benchmarks, and
user studies synthesized here. Instead, three qualitative mitigations were applied: (i) six
databases spanning both computer-science-indexed (IEEE Xplore, ACM Digital Library)
and multidisciplinary (Scopus, Web of Science, ScienceDirect, SpringerLink) sources were
searched jointly, reducing venue-specific selection effects; (ii) backward snowballing and
forward citation tracking (Section 3.5) were used to surface lower-visibility studies not well
indexed by keyword search alone; and (iii) the quality-assessment rubric (Study Quality
and Risk-of-Bias Assessment, below) explicitly scores each study independently of the
direction or strength of its reported result, so that studies with modest performance are not
systematically down-weighted relative to studies reporting strong metrics. We nonetheless
note this as a limitation in Section 5.2: reported EER and accuracy figures synthesized in
Section 4 should be read as drawn from a published-literature distribution that may skew
optimistic relative to the true population of attempted behavioral authentication systems,
including unpublished negative results from industry deployments.

Second, duplicate publication refers to the same underlying study or dataset appearing
across multiple papers (e.g., a conference version later extended into a journal article,
or the same dataset re-analyzed across two closely related publications by overlapping
author teams), which is a distinct risk from simple duplicate database records of the same
reference. Record-level duplicates (the same reference indexed by more than one database)
were removed at the deduplication stage using Zotero with manual verification, as reported
in the PRISMA flow (Section 3.5). Study-level duplicate publication was checked separately
during full-text screening: for each candidate study, reviewers compared reported sample
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sizes, dataset names, and author overlap against already-included studies; 100 records
were excluded at the full-text stage specifically as duplicate or overlapping reports of an
already-included study (Section 3.5), distinct from the 100 records excluded for insufficient
methodological rigor and the 30 excluded as non-peer-reviewed. Where a conference
and an extended journal version of the same system were both retrieved, only the more
complete (typically the journal) version was retained in the 80-study corpus, to avoid
double-counting the same empirical evidence in the thematic and metric synthesis in
Section 4.

3.2. Keyword Selection and Search Criteria

For replicability, the five Boolean search strings actually used in this review, their
exact execution dates (September 2025 through January 2026), and per-database record
counts are given in full later in this section and in the Supplementary Materials
(Search_Strategy.txt); readers seeking only to replicate the search can proceed directly
to those strings. The remainder of this section situates these choices relative to comparable
keyword strategies in prior systematic reviews.

Keyword formulation in this review follows established systematic review practices
that start from clearly articulated research questions and then derive controlled vocabular-
ies to ensure comprehensive yet focused retrieval. In face liveness detection, for instance,
research questions are explicitly mapped to themes such as attack types, datasets, methods,
challenges, and future directions, and this mapping then guides the construction of the
search string. A similar logic is adopted here: primary concepts cover continuous authen-
tication, behavioral biometrics, intelligent personal assistants, and mobile sensing, while
secondary concepts capture machine learning techniques, evaluation metrics, and threat
models relevant to mobile and IoT ecosystems. Search term construction benefits from
prior work in adjacent domains. For Al-based face anti-spoofing, a two-phase procedure is
used: first, fundamental keywords such as “Face Anti Spoofing”, “Face Liveness Detection”,

o

“Face Presentation Attacks”, “Artificial Intelligence”, and “Domain Adaptation” are defined;
second, these are combined with secondary terms including “Machine Learning”, “Deep
Learning”, “Domain Generalization”, “Reinforcement Learning”, and “Face Biometric
Spoofing” using Boolean operators AND/OR to generate database specific queries [16].
Intelligent personal assistant surveys similarly derive search strings from PICOC-based
research questions and then constrain scope using phrases such as “intelligent personal
assistant”, “intelligent personal attendant”, “automated personal assistant”, and “auto-
mated personal attendant” in the abstract field [5]. In continuous authentication profiling,
keywords like “continuous user authentication”, “biometric authentication”, “behavioral
authentication”, and “user identity verification” are combined with Boolean operators and
filters to capture recent work [4]. These precedents inform the present review’s strategy of
pairing modality and device terms (for example, keystroke, touch, motion, accelerometer,
gyroscope, smartphone) with authentication and intelligent agent terms under a unified
Boolean framework. Following this two-phase logic, the present review constructed five
database-specific search strings combining primary and secondary terms via Boolean
operators. The strings were applied to the title, abstract, and keyword fields across all

queried databases:

*  String 1 (core modalities and continuous authentication):

(‘‘continuous authentication’’ OR ‘‘continuous user authentication’’)
AND (‘‘behavioral biometrics’’ OR ‘‘behavioral biometrics’’) AND (‘‘mo-

bile device’’ OR ‘‘smartphone’’)

*  String 2 (intelligent personal agents):
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(“‘intelligent personal assistant’’ OR ‘‘personal agent’’ OR ‘‘IPA’’) AND

(‘‘authentication’” OR ‘‘user verification’’) AND (‘‘mobile’” OR ‘‘IoT’’)
*  String 3 (biometric modalities and machine learning):

(‘“keystroke dynamics’ OR ‘‘gait recognition’’ OR ‘‘touch dynamics’’ OR
‘“‘swipe gesture’’) AND (‘‘machine learning’’ OR ‘‘deep learning’’) AND

(‘‘authentication’)

e  String 4 (privacy-preserving mechanisms):
(‘‘federated learning’’ OR ‘‘cancelable biometrics’ OR ‘‘zero-knowledge
proof’’) AND (‘‘biometric authentication’’ OR ‘‘continuous authentica-
tion’’)

e String 5 (IoT and wearable contexts):

(‘‘Internet of Things’ OR ‘‘wearable’’ OR ‘‘edge computing’’) AND (‘‘be-

havioral biometrics’’ OR ‘‘continuous authentication’’)

The final database search (database queries) was conducted between September 2025
and January 2026; subsequent screening, full-text eligibility assessment, and backward and
forward snowballing extended the overall project timeline through April 2026. Full search
strings for each individual database, including any platform-specific syntax adjustments,
are provided in the Supplementary Materials (Search_Strategy.txt). Each string was
executed sequentially across all six databases on a fixed date (String 1: September 2025;
String 2: October 2025; String 3: November 2025; String 4: December 2025; String 5:
January 2026), together yielding approximately 1744 records before deduplication. The
database search strings themselves were executed sequentially between September 2025 and
January 2026 as detailed above; the subsequent screening, full-text eligibility assessment,
and backward/forward snowballing (Section 3.5) extended the overall project timeline
through April 2026, which is the date referenced elsewhere in this manuscript as the search
“conclusion” date for the purpose of indexing-lag discussion (Section 4.2).

The five strings were deliberately scoped to a constrained set of core terms and their
British/ American spelling variants (e.g., “behavioural”/“behavioral”) rather than an ex-
haustive synonym list, to preserve precision given the breadth of the five modality and

a7

infrastructure themes covered; broader synonyms (e.g., “implicit authentication”, “active
authentication”, “passive authentication”, “continuous verification”, “voice assistant”)
were considered but not included, and their omission may have excluded a small number
of relevant records indexed only under those terms. To gauge the practical impact of this
scoping decision, a supplementary, non-systematic check was performed: each of the five
omitted synonym terms was run individually against Scopus and IEEE Xplore (the two
highest-yield databases in the primary search), restricted to the same 2017-2025 window.
This check returned 34 additional candidate records not present in the original 1744-record
pool, of which 6 passed title/abstract screening and 2 passed full-text eligibility; both were
studies on passive authentication using gait and touch fusion already conceptually repre-
sented in the included corpus via other terminology (e.g., “context-aware” and “transparent
authentication”). These two records were not retrospectively added to the primary corpus,
since doing so after quality assessment and thematic coding had already been completed
would have required re-running the full screening pipeline; instead, they are noted here as
evidence that the keyword scoping in Section 3.2 excluded a small, largely redundant set of
records rather than a substantively different body of evidence. A second, distinct limitation
concerns search scope rather than vocabulary: across all six databases, search strings were
applied to title, abstract, and keyword fields only, following the field-restriction convention
used in the prior systematic reviews this protocol was modeled on [4,10,16]. This restriction
excludes studies in which terms central to this review, such as “intelligent personal agent”
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or “behavioral biometric continuous authentication”, appear primarily in the full text rather
than in the title, abstract, or keywords, and we did not perform a supplementary full-text
search to recover such cases. Both limitations are stated here explicitly as constraints on
recall rather than addressed retroactively, since correcting them would require re-executing
the search with a revised protocol rather than reinterpreting the existing results.

Database selection is aligned with prior systematic studies on behavioral biometrics
and IPAs. One scoping review targeting mobile sensor-based behavioral authentication
draws from Web of Science Core Collection, Inspec in Engineering Village, Applied Science
& Technology Source, IEEE Xplore, motivated by their relevance and size, and documents
a combined initial yield of 22,537 studies before de-duplication [10]. For continuous-
authentication surveys, IEEE Xplore, ACM Digital Library, ScienceDirect, and other major
academic databases are queried using keyword sets centered on continuous and biometric
authentication, with peer-reviewed status and English language as basic filters [4]. In IPA
research, databases such as SpringerLink and Scopus are explicitly mentioned as primary
sources to maximize the probability of capturing highly relevant work, and more than
3472 articles over a six-year period are screened before 58 primary studies are retained [5].
Guided by these examples, the current review targets multidisciplinary bibliographic
platforms that jointly cover computing, signal processing, security, and human—computer
interaction, and applies consistent keyword logic across them.

Search scope restriction and refinement rely on explicit temporal, linguistic, and topi-
cal constraints. In Al-driven face liveness detection, only original research articles between
2011 and 2022 that contain the fundamental or secondary keywords in the title, abstract, or
full text and that address face presentation attack detection are included, while non-English,
duplicate, non-full text, and thematically irrelevant papers are excluded [16]. IPA mapping
limits inclusion to studies published from 2012 onward, written in English or Brazilian
Portuguese, that address IPA or closely related terms in the title or abstract, and uses an
intervention-based filter on “personal assistant” and “personal attendant” to remove con-
versational agents outside the defined scope [5]. Continuous-authentication surveys adopt
comparable inclusion criteria requiring direct relevance to continuous user authentication,
peer review, methodological rigor, and full-text availability, while excluding non-relevant,
low-quality, and duplicate items [4]. These patterns motivate the present review’s focus on
peer-reviewed, full-text articles within a recent time window, explicitly tied to continuous
mobile authentication, behavioral biometrics, and intelligent personal agents.

Operationalization of these criteria follows PRISMA-style multi-stage screening. In
face anti-spoofing, a three-step protocol is implemented: formulation of research ques-
tions, database searching with Boolean queries, and application of inclusion and exclusion
criteria, all documented via a PRISMA flow diagram that traces identification, screening,
eligibility, and inclusion. An initial 283 Scopus and 188 Web of Science records (471 total)
are reduced by removing 187 duplicates, abstract-based screening, and full-text quality as-
sessment, ultimately yielding 95 articles for detailed analysis [16]. The IPA review likewise
details staged impurity removal, title and abstract screening, automatic duplicate elimination
based on titles and authors, and final full-text filtering, emphasizing that many conversa-
tional agent papers must be excluded even when keyword matches occur [5]. A recent
continuous-authentication survey describes a comparable procedure: keyword driven
retrieval, predefined inclusion and exclusion rules, independent screening by multiple
reviewers, resolution of disagreements via discussion or third reviewer, and structured
data extraction from retained studies [4]. In mobile behavioral biometrics, reviewers addi-
tionally perform inter-rater reliability checks during title and abstract screening, achieving
above 80% and in one case 99.9% agreement before independently processing remaining
records [10]. The present work adopts these methodological safeguards by combining
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staged PRISMA-based screening, duplicate removal, independent reviewer assessment,
and standardized extraction forms.

Finally, search criteria are complemented by supplementary strategies aimed at com-
pleteness. IPA studies explicitly extend database queries with manual searches of reference
lists from primary studies and other reviews, and include books and technical reports
where appropriate, while still subjecting these to the same inclusion and quality assessment
rules [5]. Continuous-authentication surveys likewise report checking reference lists and
related work sections of included papers to identify additional relevant publications not
captured by initial keyword queries [4]. In the current review, analogous backward snow-
balling on key continuous mobile authentication, behavioral biometric, and IPA articles
is used to minimize the risk of missing influential contributions that may use slightly
different terminologies than those specified in the primary keyword set [4,5,10,16]. For
example, a recent MotionSense study reports identification accuracy above 98.4% using
a hybrid CNN-RNN architecture on accelerometer, gyroscope and magnetometer data,
which may suggest strong potential for motion-based modalities when paired with modern
deep models [52]. Yet the same work also cautions that performance depends on the range
of activities represented and does not explicitly handle abrupt changes in user behavior, a
limitation we take into account when defining our temporal and topical filters.

3.3. Inclusion and Exclusion Criteria

This review applied the following explicit inclusion and exclusion criteria during
title/abstract and full-text screening.
Inclusion criteria:

*  Published in English, as a peer-reviewed journal article, conference papet, or review article.

e  Published between 2017 and 2025.

* Indexed in at least one of the six queried databases (Scopus, Web of Science, IEEE
Xplore, ACM Digital Library, ScienceDirect, SpringerLink), or identified through
backward or forward snowballing from an included study.

* Topically addresses continuous authentication, behavioral biometrics, or intelligent
personal agents in the context of mobile devices, wearables, or IoT.

*  Reports an identifiable authentication-related research objective and at least some em-
pirical or system-level grounding, corresponding to a non-zero score on gatekeeping
criteria C1 and C2 of the quality assessment rubric (Section 3.5).

Exclusion criteria:

¢ Not published in English.

*  Not peer-reviewed (e.g., preprints, non-archival technical reports, or document types
outside journal articles, conference papers, and review articles).

*  Duplicate records, including near-duplicate conference and journal versions of the
same study.

¢ No identifiable authentication-related objective or no empirical/system-level ground-
ing (a score of 0 on gatekeeping criteria C1 or C2).

*  Topically unrelated to continuous authentication, behavioral biometrics, or intelligent
personal agents in a mobile, wearable, or IoT context (e.g., agent-based systems
addressing unrelated application domains).

The remainder of this section situates these criteria relative to comparable choices
made in prior systematic reviews on continuous authentication, behavioral biometrics, and
intelligent personal assistants.

Selection of primary studies followed a structured, multi-stage process that com-
bined keyword-based database searches with explicit relevance, quality, and language
constraints. Continuous-authentication surveys on user profiling first limited inclusion to
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peer-reviewed, full-text articles in English that directly address continuous user authen-
tication, then excluded work lacking sufficient methodological rigor, non-peer-reviewed
publications, and duplicates. Two independent reviewers screened titles and abstracts us-
ing a standardized checklist, resolved disagreements through discussion or third reviewer
input, and then conducted a full-text assessment focused on methodology, findings, and
relevance to survey objectives [4]. Comparable screening pipelines for behavioral biometric
scoping reviews required that studies use built-in smartphone or tablet sensors, such as
accelerometers, gyroscopes, magnetometers, and touch interfaces, explicitly for verifica-
tion, detection, and authentication of device users. Some empirical studies paired built-in
sensors with bespoke input designs to increase the distinctiveness of behavioral traces; for
example, one keystroke dynamics study assigned each participant a per-user randomized
keypad generated by a Mersenne twister, combined touch and motion features with feature
selection, and compared multiple classifiers, reporting improved user classification and
best results with a Manhattan distance classifier [76]. Such methodological choices may
make a study easier to appraise for methodological completeness and thus more likely to
meet inclusion thresholds. After initial duplicate removal across multiple databases, titles
and abstracts of more than 14,000 records were screened, followed by full-text review of
over 200 articles against predefined criteria; only those fully meeting the eligibility rules
were extracted for detailed analysis [10].

Domain specific systematic reviews provide additional precedents for defining inclu-
sion and exclusion rules. Al-driven face liveness detection studies restricted the corpus
to original research articles published between 2011 and 2022 that contained face anti-
spoofing-related keywords in the title, abstract, or full text and that proposed solutions
for face presentation attack detection. Exclusions removed non-English papers, duplicates,
items without full text, and all research not substantively related to face liveness or presen-
tation attacks. A three step screening protocol combined abstract-based filtering, full-text
relevance checks, and quality analysis, where articles lacking clear findings, empirical
support, well presented goals and outcomes, or adequate referencing were eliminated be-
fore final inclusion [16]. Another systematic review on continuous authentication adopted
similar constraints, retaining only research that answered at least one predefined research
question, used biometric-based continuous authentication, and provided methodological
detail sufficient for critical appraisal, while omitting low-quality, tangential, or incomplete
reports. In the intelligent personal assistant domain, mapping studies applied population
and intervention-based exclusion rules that removed any article not addressing IPA or
related acronyms and any work that did not contain “personal assistant” or “personal
attendant” (or plurals) within the relevant fields. Additional stages discarded impurities
such as conference names mistakenly captured by keyword queries, filtered records by
title and abstract to ensure an IPA centered focus, automatically eliminated duplicates
across databases using title and author matches, and finally excluded full texts whose
main subject fell outside the IPA scope. Eligible studies were limited to those treating
IPA in general, including software or architectures from student and professional con-
texts, and had to be written in English or Brazilian Portuguese; technical reports could
be included if they satisfied these criteria. A subsequent quality assessment evaluated
purpose, contextualization, literature review, related work, and methodology before final
acceptance [5]. PRISMA-oriented systematic reviews of face anti-spoofing and continuous
authentication operationalize these rules through detailed flow diagrams that document
identification, screening, eligibility, and inclusion. For example, one face liveness review
retrieved 471 records from Scopus and Web of Science, removed 187 duplicates on the basis
of DOI and title, then applied title- and abstract-based inclusion and exclusion criteria
to 284 documents. Ninety eight records failed the inclusion criteria at this stage, leaving
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186 studies for full-text eligibility checks; the final corpus comprised 95 articles that satisfied
all inclusion and quality thresholds. Authors explicitly linked this staged reduction to
predefined research questions and keyword strategies, emphasizing that only those works
addressing face presentation attack detection with adequate empirical grounding were
retained [16]. A continuous-authentication survey reports an analogous three step PRISMA-
based protocol, starting from research question formulation, progressing through database
querying with Boolean combinations of continuous authentication related keywords, and
applying criteria centered on topical relevance, peer review, language, and methodological
completeness until a stable set of high-quality studies remained [4,16].

Methodological descriptions in continuous user authentication reviews further specify
how inclusion decisions were documented and controlled. After initial keyword-based
retrieval from IEEE Xplore, ACM Digital Library, ScienceDirect, and related databases,
articles were admitted only if they addressed continuous user authentication, provided
the full text in English, and met peer review standards. Exclusion rules removed studies
outside the continuous authentication domain, those with insufficient methodological rigor,
and duplicates. Data extraction was then limited to this vetted subset, and inter-rater
reliability checks ensured consistency of screening and coding; discrepancies between
reviewers were resolved through consensus discussions, with the process periodically
audited for quality assurance. Ethical safeguards, including plagiarism prevention, proper
citation, and adherence to guidelines for handling extracted data, completed the criteria
framework, with all data used solely for the purposes of the survey [4].

Scoping work on behavioral biometrics for mobile screen time provides quantitative
evidence of how strict inclusion and exclusion criteria shape the final dataset. From an
initial pool of 22,537 records aggregated across multiple databases, automated and manual
duplicate removal reduced the set to 14,179 for title and abstract screening. Only 207 articles
progressed to full-text retrieval, and 122 ultimately satisfied inclusion rules that required
focus on built-in smartphone or tablet sensors for verification, detection, or authentication
of the device user. Studies that did not employ relevant sensors, fell outside smartphone
or tablet contexts, or failed to implement user verification or authentication tasks were
excluded at the full-text stage [10]. Research shows that this combination of topic specific
constraints, PRISMA-based staging, language and peer review filters, and explicit quality
assessment criteria constitutes a robust template for defining inclusion and exclusion rules
in systematic reviews of continuous authentication, behavioral biometrics, and intelligent
personal assistants [4,5,10,16]. Before describing quality scoring, it is necessary to clarify
what counts as a “primary study” in this corpus, since the 80 included works are not
uniformly original empirical studies. Of the 80, 53 report a deployed or simulated au-
thentication mechanism, a behavioral or physiological biometric pipeline, or an evaluated
security / privacy mechanism, and are treated as primary empirical sources in the strict sense.
The remaining 27 are themselves systematic reviews, narrative surveys, or scoping reviews
of continuous authentication, behavioral biometrics, machine learning for authentication, or
adjacent agent and security topics [3-6,9-11,13,16,25,31,32,34-39,41,56,58,59,62,68,69,74,77].
These 27 are retained in the corpus, not as sources of original performance metrics, but
because their own systematic synthesis methodology (explicit search strategy, screening
criteria, and structured comparison of primary literature) constitutes a methodologically
grounded contribution in its own right, directly relevant to this review’s research ques-
tions on taxonomy, gaps, and prior coverage. Accordingly, these 27 works are excluded
from any pooling or comparison of quantitative authentication metrics (FAR, FRR, EER,
accuracy) in the Results (Section 4), where only directly reported experimental findings
from the 53 primary empirical studies are synthesized; the 27 reviews are used exclusively
for taxonomy construction, methodological precedent, and the related-work comparison
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in Table 1. We note this composition explicitly here, rather than describing the corpus as
uniformly composed of primary empirical studies, because a substantial proportion (27 of
80, that is, roughly one third) being themselves reviews is a property of this research area,
in which systematic and narrative reviews are frequently cited as authoritative sources on
taxonomy and terminology even within other reviews, rather than an inconsistency to be
minimized. A related consequence of this composition is visible in the quality assessment
(next section): because review-type studies are scored as 1 (rather than 0 or 2) on the
empirical/system-grounding criterion by construction, and saturate the clarity-of-objective
and referencing criteria, their total quality score is mechanically bounded to the 6-8 range,
placing all 27 review-type studies in the Moderate tier regardless of their individual rigor.
This is a property of how the rubric operationalizes “empirical grounding” for review-type
work, not an empirical finding that all 27 reviews are of equivalent quality; per-study scores
in the Supplementary Materials allow finer-grained comparison among them on the criteria
that do vary (C3, C4).

3.4. Study Quality and Risk-of-Bias Assessment

Given the heterogeneous nature of the included studies—spanning empirical system
evaluations, machine learning benchmarks, user studies, and protocol proposals—a formal
meta-analytic risk-of-bias instrument such as RoB 2 or AMSTAR 2 was not applicable to
the full corpus, since these instruments assume a common study design (e.g., randomized
trials) that does not hold across this evidence base. Instead, methodological quality was
assessed through an explicit criteria-based scoring rubric, applied independently by two
reviewers during the full-text screening stage and reconciled by discussion. Each candidate
study was scored against five criteria, with each criterion rated 0 (not met), 1 (partially
met), or 2 (fully met), for a maximum total score of 10:

1.  Clarity of research objective (0-2). 2: an explicit authentication goal or research ques-
tion related to behavioral biometrics or continuous authentication is stated and moti-
vated; 1: a goal is implied but not clearly articulated; 0: no identifiable authentication-
related objective.

2.  Empirical or system-level grounding (0-2). 2: the work reports experimental results,
a deployed or simulated system, or a reproducible evaluation; 1: the work describes a
system or methodology but with limited or secondary empirical validation; 0: purely
conceptual argumentation with no system or empirical component.

3. Reporting of performance metrics (0-2). 2: at least one quantitative authentication
metric is reported (e.g., FAR, FRR, EER, accuracy, or an equivalent measure), with
sufficient detail to interpret it; 1: a metric is reported but incompletely (e.g., without
sample size or operating point); 0: no quantitative authentication metric is reported.

4. Adequate methodological description (0-2). 2: data collection, feature extraction, and
evaluation procedures are described in sufficient detail to permit independent replication
or critical appraisal; 1: methodological description is present but omits material details
(e.g., dataset size, feature set, or train/test protocol); 0: methods are not described in
usable detail.

5. Appropriate referencing and contextualization (0-2). 2: the study situates its contri-
bution within the existing literature and explicitly acknowledges key limitations; 1: the
study references related work but does not discuss its own limitations; 0: the study is not
contextualized against prior work.

Criteria 1 and 2 act as gatekeeping criteria: any study scoring 0 on either criterion was
excluded outright, regardless of its total score, since these represent the minimum thresh-
olds for a primary study contribution to behavioral biometric continuous authentication
(an explicit authentication-related objective and at least some empirical or system-level
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grounding). For studies that score at least 1 on both gatekeeping criteria, the five scores are
summed into a total quality score (range 2-10), which determines how the study is treated
in the synthesis:

*  High quality (score 9-10): retained without qualification.

*  Moderate quality (score 6-8): retained, with a quality note recorded in the extraction
template; findings from these studies are interpreted with appropriate caution in
the synthesis.

¢  Low quality (score 2-5): retained, but explicitly flagged as low-confidence evidence
in the extraction template; findings from these studies are cited only as supporting
or illustrative evidence in the Results and Discussion, never as the sole basis for a
synthesized claim.

Applying this scoring rubric across all 80 included studies yielded 32 studies rated
High quality (score 9-10), 44 rated Moderate quality (score 6-8), and 4 rated Low quality
(score 2-5); no candidate study scoring 0 on either gatekeeping criterion was retained in the
final corpus. The 4 low-quality studies span four distinct modalities rather than clustering
in a single theme: continuous authentication explainability, IoT /blockchain-based intrusion
detection in federated learning, touch-dynamics mobile banking authentication, and gait-
based identification for elderly users in wearable healthcare. In each case, the low quality
score reflects incomplete reporting of dataset size or evaluation protocol (criteria C3—C4)
rather than a thematic weakness of the review’s corpus. Consistent with the treatment
described above, quantitative findings from these 4 studies are not used as standalone
evidence for any synthesized claim in Section 5; where cited, they are explicitly flagged
as illustrative. A complete per-study quality score, including the five individual criterion
scores and the final tier assignment, is provided in the Supplementary Materials (Qual-
ity_Assessment_Scores.xlIsx) to allow readers to verify how each study’s quality rating
affected its treatment in the synthesis.

This approach is consistent with quality assessment practices described in prior sys-
tematic reviews on continuous authentication and behavioral biometrics [4,9,10], which
similarly operationalize methodological rigor through structured, criteria-based scoring
rather than standardized meta-analytic instruments when the included studies are too
heterogeneous for statistical pooling. In accordance with PRISMA 2020 recommendations,
illustrative examples of excluded studies are provided to clarify the eligibility decisions
applied at the full-text screening stage.

One study proposing a blockchain-based decentralized authentication architecture
for constrained IoT nodes was excluded because, although it addressed mobile network
security and device-level access control, it did not evaluate any behavioral biometric
modality and reported no continuous authentication performance metrics such as False
Acceptance Rate, False Rejection Rate, and Equal Error Rate. The contribution was therefore
classified as an infrastructure-level security proposal rather than a behavioral biometric
continuous authentication system, placing it outside the defined inclusion scope.

A second work presenting a survey of user privacy attitudes toward biometric tech-
nologies in general was excluded at the full-text stage because its empirical component was
limited to a questionnaire on perceived privacy risk and did not describe or evaluate any
authentication system, adaptive mechanism, or biometric pipeline. Although the attitudi-
nal findings were contextually relevant, the absence of any system-level or performance-
oriented contribution meant the study did not satisfy the inclusion criterion requiring
methodological detail sufficient for critical appraisal of an authentication approach.

A third candidate, a position paper discussing ethical and regulatory implications
of continuous sensor-based monitoring on smartphones, was excluded because it did
not present empirical data, experimental results, or a deployable system design. The

https:/ /doi.org/10.3390/ technologies14070451


https://doi.org/10.3390/technologies14070451

Technologies 2026, 14, 451

57 of 81

paper argued for policy-level recommendations without validating any authentication
mechanism or reporting measurable outcomes, and was therefore treated as a non-empirical
commentary rather than a primary study.

These exclusions ensured that the final corpus of 80 studies consisted exclusively of
peer-reviewed works reporting empirical or system-level contributions directly relevant to
behavioral biometric continuous authentication on mobile or IoT platforms.

3.5. Dataset and Selection Process

Construction of the dataset of primary studies proceeded in several clearly defined
stages that aligned with PRISMA-style guidance. Systematic reviews in continuous authen-
tication and user profiling describe an analogous pipeline that begins with database query-
ing using Boolean combinations of domain-specific terms, followed by staged screening
based on inclusion and exclusion criteria, full-text assessment, and structured data extrac-
tion [4]. In behavioral biometric scoping work focused on mobile sensors, initial searches
across Web of Science Core Collection, Inspec, Applied Science & Technology Source,
IEEE Xplore, produced 22,537 records that were subsequently de-duplicated, screened
by title and abstract, and filtered by full-text eligibility, leaving 122 studies that fully met
predefined criteria [10]. PRISMA-based face liveness detection reviews likewise report
a three-step protocol consisting of research question formulation, database search, and
inclusion or exclusion criteria, with results summarized using a PRISMA flow diagram that
documents identification, screening, eligibility, and inclusion decisions [4,16]. In line with
these precedents, the present review drew on large multidisciplinary repositories such as
IEEE Xplore, ACM Digital Library, ScienceDirect, Scopus, Web of Science Core Collection,
Inspec, which together have been shown to cover continuous authentication, behavioral
biometrics, and intelligent personal assistants comprehensively [4,5,10].

Keyword strategies were adapted from prior systematic reviews. For continuous au-
thentication, combinations of terms such as “continuous user authentication”, “biometric
authentication”, “behavioral authentication”, “continuous authentication techniques”, and
“user identity verification” were employed, with Boolean operators and search filters tuned
to focus on recent work [4]. For behavioral biometrics on smartphones and tablets, search
strings included device and sensor terms (for example, smartphone, tablet, accelerometer,
gyroscope, magnetometer, touch) together with verbs like detect, verify, authenticate, and
classify, again joined by Boolean logic and database specific wildcards [10]. IPA-oriented
queries followed the model of searching for variants of “intelligent personal assistant” and
related phrases in the abstract field to capture both academic and applied work on assis-
tant architectures and applications [5]. Face liveness literature informed the construction
of additional Al and security related terms, such as “face anti spoofing”, “face liveness
detection”, “face presentation attacks”, “artificial intelligence”, “machine learning”, and
“deep learning”, which were combined using AND/OR operators in Scopus and Web of
Science [16].

After query execution, records from all databases were exported to a reference manager,
where duplicate removal mirrored the EndNote-based de-duplication described in behavioral
biometric scoping work [10]. Remaining entries were then imported into a screening
platform analogous to Covidence for title and abstract review. Following continuous-
authentication survey practice, two reviewers independently screened titles and abstracts
using a standardized checklist that encoded topical relevance to continuous authentication,
behavioral biometrics, intelligent personal agents, and mobile or IoT contexts, along with
peer-reviewed status and availability of full text in English [4]. Inter-rater reliability checks,
as advocated in behavioral biometric scoping (which reported 99.9% agreement after an
initial joint screening phase), were used to calibrate screening decisions before dividing

https:/ /doi.org/10.3390/ technologies14070451


https://doi.org/10.3390/technologies14070451

Technologies 2026, 14, 451

58 of 81

the remaining records for independent assessment [10]. Disagreements were resolved by
discussion or adjudication by a third reviewer, consistent with procedures employed in
both continuous authentication and IPA systematic mappings [4,5].

Full-text screening then applied a tighter set of inclusion and exclusion rules derived
from prior systematic reviews. Continuous-authentication surveys required that articles
directly address continuous or near-continuous user authentication, employ biometric or
contextual modalities, provide sufficient methodological description, and report perfor-
mance metrics such as False Acceptance Rate, False Rejection Rate, or Equal Error Rate;
studies lacking methodological rigor, non-peer-reviewed documents, and duplicates were
excluded at this stage [4]. Behavioral biometric scoping work mandated that eligible studies
use built-in smartphone or tablet sensors for verification, detection, or authentication of the
device user, and excluded work that relied on external hardware or did not implement a
user verification task [10]. IPA mappings, in turn, enforced population and intervention cri-
teria that removed any record not treating intelligent personal assistants or not containing
“personal assistant” or “personal attendant” variants in the relevant fields, and required
that the main subject be IPA rather than generic conversational agents [5].

Quality assessment of the candidate pool drew on checklists used in face liveness and
IPA studies. For Al-based face anti-spoofing, a three-stage screening protocol culminated
in a quality analysis step that removed papers failing to present clear findings, empirical
support, well stated goals, or adequate referencing [16]. IPA reviews evaluated purpose
of research, contextualization, literature review and related work, and methodological
robustness before accepting a study as primary [5]. Continuous-authentication surveys sim-
ilarly prioritized articles with transparent study designs, explicit data analysis procedures,
and demonstrable relevance to the stated research questions [4]. These criteria guided the
present review in selecting 80 high-quality papers, distributed across the seven thematic
areas described earlier, for detailed extraction and thematic analysis.

Data extraction followed a structured template analogous to that used in continu-
ous authentication and behavioral biometric reviews. Extracted fields included biometric
and contextual modalities (for example, keystroke dynamics, gait, touch, motion, contex-
tual usage), system type (continuous versus point of entry), learning methods (classical
machine learning or deep learning architectures), evaluation metrics and reported perfor-
mance, dataset characteristics (public versus proprietary, size, sensor configuration), and,
where applicable, integration with intelligent personal assistant functions or IoT infrastruc-
tures [4,10,16]. For IPA related studies, additional fields captured domains of deployment,
identified usability, security, and privacy challenges, and any discussion of proactivity
or personalization [5]. Quality related notes, such as limitations acknowledged by the
authors and gaps in experimental design, were also recorded to support later synthesis of
challenges and open issues [4,10].

To enhance completeness, backward snowballing was performed on the final set of
included papers. IPA mappings explicitly recommend manual searches of reference lists
and related work sections to capture relevant studies not retrieved by the initial keyword
queries, while continuous-authentication surveys similarly check reference lists of key
articles for additional candidates [4,5]. This procedure was adopted here: reference lists
of 12 key included reviews were manually checked for additional candidates (completed
in February 2026), complemented by forward citation tracking via Google Scholar for five
seminal papers (completed in March 2026). Newly identified records were subjected to the
same screening and quality assessment pipeline as the database-derived set. Together, these
steps yielded a curated dataset of 80 studies that collectively cover continuous mobile user
authentication via behavioral and multimodal biometrics, intelligent personal assistants,
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and supporting machine learning and security mechanisms, assembled under a transparent,
PRISMA consistent selection process [4,5,10,16].

3.6. Thematic Areas of Analysis

Organizing the evidence base into coherent themes is essential for answering the re-
search questions defined earlier and for structuring the subsequent results. Existing system-
atic reviews on continuous authentication and related topics provide concrete precedents
for thematically grouping primary studies after PRISMA-based selection. A comprehensive
review of continuous authentication explicitly structures its synthesis into sections on
supervised and unsupervised learning, physiological biometrics, behavioral biometrics,
multimodal biometrics, context-aware techniques, other emerging approaches, open is-
sues and challenges, future research directions, related surveys, and key insights, thereby
demonstrating how methodological, modality-specific, and forward-looking strands can
be separated yet jointly analyzed [4,16]. Work focused on touch dynamics similarly de-
votes dedicated sections to usability and ergonomic factors, single modality analyses for
keystroke, swipe and signature, multimodality, datasets, attacks, and open problems, again
illustrating that thematic organization can follow both modality and cross-cutting concern
dimensions [32].

For the present review, thematic categorization builds directly on such prior structur-
ing. Continuous-authentication surveys show that physiological, behavioral, multimodal,
and context-aware techniques form natural first level themes, each associated with distinct
sensing infrastructures, feature representations, and classifier choices [4,9]. Within behav-
ioral biometrics, further subdivision into keystroke dynamics, touch or swipe interaction,
and motion- or gait-based schemes is supported by survey level analyses that treat these
modalities separately when discussing data acquisition, feature extraction, classification,
and usability factors [4,32]. At the same time, context-aware authentication, intelligent
personal assistant architectures, privacy-preserving and blockchain-based mechanisms,
and emerging Al-driven defenses against spoofing are consistently treated as separate
sections or research questions in existing surveys, which motivates grouping them into
higher level themes that cut across individual biometric traits [4,5,16].

Systematic review methodology texts emphasize that thematic areas should be derived
after data extraction, using techniques such as thematic analysis and narrative synthesis to
identify common patterns and gaps [4,16]. In continuous authentication, extracted fields such
as biometric modality, learning method, performance metrics, dataset type, and reported
challenges naturally support a thematic map in which one axis corresponds to modality
classes and another to system level issues like usability, security, privacy, and deployment
constraints. A PRISMA-based face anti-spoofing review, for instance, first classifies primary
works by attack type and method category, then synthesizes trends within each group
(for example, handcrafted texture methods, deep learning-based methods, and multi-cue
methods), before discussing open problems and future research for each cluster [16]. A
similar logic informs the current thematic framework, where seven overarching areas are
defined to capture: (i) classical physiological and knowledge or possession-based factors;
(ii) core behavioral modalities on mobile devices; (iii) context-aware and multimodal fusion
schemes; (iv) intelligent personal assistants and agent architectures involved in authenti-
cation; (v) machine learning techniques from classical algorithms to deep and emerging
approaches; (vi) security threats, error metrics, and evaluation issues; and (vii) deployment
in wearables, IoT, and blockchain enabled environments. Evidence from prior surveys
confirms that such a decomposition aligns with how research communities already segment
their discussions and research questions [4,5,9,16].
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Methodological guidance from continuous authentication and behavioral biometric scop-
ing reviews also shapes how studies are distributed across themes. After inter-rater screened
inclusion, one review explicitly codes each paper for modality, system type (continuous or
static), and research objective, then aggregates counts to identify which areas are well or
under represented [4,10]. In touch dynamics, a similar coding process distinguishes works
centered on usability evaluation, ergonomic impact, security vulnerabilities, and dataset
provision, and then associates each primary study with one or more of these categories [32].
Building on these practices, the present review codes each of the 80 included papers against
every one of the seven thematic areas it substantively addresses, rather than restricting
assignment to a single dominant theme. A study that combines motion-based authen-
tication with an explicit adversarial-robustness analysis, for example, is tagged under
both the behavioral-modality theme and the security-threats theme. The final distribution
table therefore reports theme-level counts that sum to more than 80, reflecting genuine
multi-theme coverage in the underlying literature rather than a coding artefact, mirroring
the way earlier reviews tabulate inclusion by modality or method [4,10,32].

Several surveyed articles explicitly recommend connecting methodological and tech-
nical strands within the thematic structure. Continuous authentication work that spans
supervised and unsupervised learning, modality-specific analysis, context-aware schemes,
and emerging methods argues that future surveys should relate algorithmic choices directly
to biometric categories and application domains [4]. Al-based face anti-spoofing reviews
further suggest that emerging topics such as domain generalization, federated learning,
and explainable Al deserve separate yet linked thematic treatment because they cut across
specific biometric modalities [16]. Intelligent personal assistant mappings define their
own general and specific research questions around state of the art, taxonomies, usages,
privacy and security issues, and architectures, thereby providing an additional thematic
lens centered on assistant ecosystems rather than biometrics alone [5]. Incorporating these
recommendations, the thematic areas adopted here are explicitly constructed to accom-
modate both modality grounded discussion and higher level issues like intelligent agents,
privacy, and adversarial robustness.

Finally, the planned analyses within each theme follow synthesis techniques already
validated in related reviews. Continuous-authentication surveys employ narrative syn-
thesis and, where applicable, meta analysis of error rates across modalities, while face
anti-spoofing work uses comparative tables to contrast methods, datasets, and performance
within each attack class [4,16]. Behavioral biometric scoping reviews present modality-
specific sections that link usability metrics, ergonomic factors, and security vulnerabilities
to classification results, culminating in discussion of open research problems [32]. By
adopting similar within theme analyses and cross-theme comparisons, the current review
aims to maintain methodological continuity with existing systematic studies while offering
an integrated view across continuous mobile authentication, behavioral biometrics, and
intelligent personal agents [4,5,10,16].

4. Results
4.1. Thematic Distribution

Table 6 summarizes the distribution of included studies across seven thematic areas
identified through systematic analysis of the primary literature. IoT, wearables, blockchain
and agent-based systems represent the largest research cluster, encompassing work on
continuous authentication across smart homes, healthcare IoT, vehicular networks, and
distributed learning paradigms (32 studies). Multimodal fusion strategies and machine
learning methods form the second major group (18 studies), reflecting the widespread
adoption of deep learning architectures such as LSTMs, CNNs, and transformers for behav-
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ioral biometric processing. Security threats and defense mechanisms constitute another
significant theme (17 studies), addressing adversarial robustness, spoofing attacks, and
privacy preservation. Within behavioral biometrics, keystroke dynamics (12 studies) and
gait and motion sensor-based approaches (11 studies) dominate, followed by touch and
swipe gesture recognition (five studies). Classical authentication methods based on pass-
words and PINs receive minimal attention (one study), consistent with the review’s focus
on behavioral and continuous approaches. Note that some studies address multiple themes
and are counted accordingly: the seven theme-level counts sum to 96 rather than to the
80 included studies, indicating 16 additional theme-tags contributed by studies that sub-
stantively span two or more thematic areas. For example, a motion-based continuous
authentication scheme that explicitly analyzes adversarial robustness [14] is tagged under
both the behavioral-modality and the security-threats themes, while a mobile-money au-
thentication design combining a SIM-based possession factor with touch and accelerometer
signals [2] is tagged under both the classical-authentication and the behavioral-modality
themes. This reflects the interdisciplinary nature of continuous authentication research
rather than double-counting error.

Table 6. Thematic distribution of the 80 included studies across seven research areas.

Thematic Area Studies Percentage
IoT, Wearables, Blockchain, Intelligent Agents 32 33.3%
Multimodal Fusion and Machine Learning Methods 18 18.8%
Security Threats, Attacks, and Defenses 17 17.7%
Keystroke Dynamics 12 12.5%
Gait and Motion Sensor-Based Biometrics 11 11.5%
Touch and Swipe Gesture Biometrics 5 5.2%
Classical Authentication (Password, PIN, Tokens) 1 1.0%
Total (with overlap) 96 100.0%

A more granular breakdown of the included studies by biometric modality and machine
learning method is provided in Tables 7 and 8. Among biometric modalities, gait (13 studies)
and multimodal approaches (11 studies) are most represented within the behavioral biometrics
category, while survey and IoT security papers constitute the largest non-biometric clusters.
Regarding algorithmic methods, CNN-based architectures (11 studies) and classical ML
approaches (20 studies) dominate, with federated learning emerging as a growing paradigm
(4 studies).

Figure 3 illustrates the thematic overlap among the three principal research clusters
identified in the reviewed literature. Behavioral biometrics represents the largest domain
with 45 studies, of which 16 address this theme exclusively. The intersection of behavioral
biometrics and continuous authentication encompasses 17 studies, reflecting the close
relationship between these two fields. The central region where all three domains converge
comprises 8 studies—the most integrative works that simultaneously address behavioral
biometrics, continuous authentication, and IoT or intelligent agent architectures. The
relatively small size of the continuous authentication-only cluster (three studies) confirms
that this topic is rarely studied in isolation from behavioral or IoT contexts.
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Thematic Overlap in Reviewed Studies
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Figure 3. Thematic overlap of reviewed studies across three principal research domains. Numbers
indicate the count of studies per region; the seven regions shown sum to 68 of the 80 included studies,
since the remaining 12 studies address topics outside all three of these specific domains (e.g., purely
classical knowledge-based authentication or general-purpose machine learning methods not tied to a
specific modality covered here) and are therefore not represented in this diagram.

Table 7. Distribution of included studies by biometric modality.

Biometric Modality Studies Percentage
Survey 24 25.0%
IoT Security 13 13.5%
Gait 13 13.5%
Multimodal 11 11.5%
Agent 10 10.4%
Keystroke 8 8.3%
Face 5 5.2%
ML Security 5 5.2%
Touch 4 4.2%
Voice 1 1.0%
EEG 1 1.0%
Total 95 100%

Note: Survey = systematic review papers; IoT Security = IoT/blockchain/V2X; Agent = intelligent personal
assistant studies. As with Table 6, several studies combine more than one modality (e.g., a multimodal scheme
fusing keystroke and motion signals) and are therefore counted once under each relevant modality category; this
is why the total exceeds the 80 included studies and should not be read as double-counting error. Note also that
the 27 review papers retained as primary studies (Section 3.2) do not map one-to-one onto the “Survey” category
above: 24 are coded as Survey, while 3 are coded under domain-specific categories (Agent or IoT Security) because
their content is predominantly a systematic mapping of intelligent personal assistant or IoT /blockchain literature
respectively, rather than a general continuous-authentication survey.
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Table 8. Distribution of included studies by machine learning method.

ML/Algorithm Method Studies Percentage
Survey 23 24.0%
Classical ML 20 20.8%
No ML 18 18.8%
CNN 11 11.5%
Deep Learning 8 8.3%
Federated Learning 4 4.2%
Random Forest 3 3.1%
LSTM 3 3.1%
Transformer 2 2.1%
SVM 2 2.1%
Total 94 100%

Note: No ML = theoretical / protocol /blockchain papers; Survey = review papers without specific model. As with
Tables 6 and 7, studies employing more than one learning method (e.g., a hybrid RNN+SVM scheme) are counted
under each method used, which is why the total exceeds the 80 included studies.

4.2. Publication Trends

The systematic search strategy and subsequent screening process produced a fo-
cused corpus of studies that enables a structured analysis of publication activity, selection
decisions, and geographical coverage. The following sections summarize the temporal
distribution of publications, the article selection pipeline, and the geographical distribution
of the included studies.

Figure 4 presents a bar chart of the number of publications per year retrieved from
the configured databases, primarily between 2017 and 2025, supplemented by a single
earlier paper recovered through backward snowballing (Section 3.5) that falls outside this
window. The yearly counts show a pronounced peak in 2020 (18 of the 80 included studies),
followed by 16 studies in 2021, 15 in 2022, 14 in 2023, 6 in 2024, 4 in 2025, 5 in 2019, 1 in
2017, and 1 in 2015 (via snowballing). We report this distribution descriptively and avoid
attributing it to a single cause: publication counts in any given year reflect a mix of factors
that this review cannot disentangle, including genuine shifts in research activity, editorial
and review timelines at target venues, and indexing lag for the most recent years. In
particular, the lower counts for 2024 and 2025 are at least partly attributable to indexing
lag, since our search concluded in April 2026 and the most recent publications may not
yet be fully indexed in the queried databases; we therefore do not interpret this decline as
evidence that research interest in the field is waning.

To further characterize the thematic focus of the reviewed literature, Figure 5 presents
a word cloud generated from the titles of all 80 included studies. Dominant terms such as
Authentication, Mobile, Security, Behavioral Biometrics, and Deep Learning confirm that the
corpus is tightly centered on continuous and behavioral approaches to mobile security,
with emerging prominence of Gait, Keystroke, Federated Learning, and Blockchain reflecting
recent research directions.

Figure 6 depicts the PRISMA-style flow diagram summarizing the article selection
process from identification to final inclusion. In the identification phase, the five search
strings described in Section 3.2 returned approximately 1744 records across the six queried
databases (Scopus, Web of Science, IEEE Xplore, ACM Digital Library, ScienceDirect, and
SpringerLink) [4,5,10,16]. After removing approximately 1364 duplicate records using
Zotero with manual verification, 380 unique records remained for title and abstract screen-
ing. Screening, conducted independently by two reviewers, excluded 70 records, leaving
310 articles for full-text eligibility assessment. Full-text assessment excluded 230 articles:
100 for insufficient methodological rigor, 30 for not being peer-reviewed, and 100 identi-
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fied as duplicates not caught at the initial deduplication stage. This yielded a final set of
80 included studies [4,10,16,39].

Number of Publications per Year (2015-2025)
Total: 80 included studies
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Figure 4. Number of publications per year (2015-2025).
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Figure 5. Word cloud generated from titles of the 80 included studies, illustrating dominant
research themes.
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Figure 6. PRISMA 2020 flow diagram of the article selection process.

4.3. Geographical Distribution

Figure 7 summarizes the geographical distribution of the 80 included publications.
China contributes the largest share with 13 publications, followed by the United States with
9 and India with 7. South Korea and Spain each account for 6 studies, while Australia con-
tributes 5. The UAE, Saudi Arabia, the United Kingdom, Turkey, and Greece each contribute
3 publications, followed by Israel, Brazil, Egypt, and Thailand with 2 each [3,4,10]. This
distribution reflects the global nature of research on mobile authentication and behavioral
biometrics, with notable activity across Asia, Europe, and Oceania [3-5,32].

Taken together, Figures 4—7 provide a compact overview of how the literature has
grown over time, how the final study set was derived using a transparent PRISM A-based
workflow, and how research efforts are distributed geographically.
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Figure 7. Geographical distribution of included studies by country of corresponding author (top
15 countries).

5. Discussion
5.1. Key Findings and Their Interpretation

The reviewed literature converges on a structural paradox that no current system
has fully resolved: continuous authentication becomes more accurate as more behavioral
data are collected, yet the richness of those data simultaneously increases privacy expo-
sure, energy consumption, and attack surface. This is not a design trade-off amenable to
straightforward optimization—it is structural.

The temporal density, contextual richness, and multimodal coverage that make behav-
ioral biometrics effective for security are precisely the properties that render compromised
profiles most damaging. Unlike passwords, behavioral templates encode daily routines,
demographic attributes, and activity patterns that cannot be reset once leaked [4,9].

The multimodal advantage documented across the reviewed studies is real but sys-
tematically fragile. Under benign evaluation conditions, fusion of keystroke, touch, motion,
and contextual signals consistently reduces error rates—LSTM Siamese architectures report
TAR values near 99.98% at 0.1% FAR across eight modalities [37].

However, this advantage collapses under adversarial conditions. Generative attacks
drive touch dynamics EER from 5% to 50%, and keystroke dynamics EER from 28% to
84% [9]. Treadmill-assisted gait imitation inflates FAR from 5.8% to 43.66%, and ECG template
mapping achieves attack success rates above 90% [4,9].

The implication is uncomfortable: performance figures reported in the literature
are measured almost exclusively under benign protocols, meaning the reported state of
the art is likely considerably weaker in real adversarial deployment than published EER
values suggest.

Adopting deeper learning architectures improves accuracy but shifts rather than elim-
inates the threat surface. Transformer and LSTM models outperform classical classifiers on
large datasets and support end-to-end representation learning from raw sensor streams [37].
Yet these architectures introduce model-level vulnerabilities—membership inference, recon-
struction, and model extraction—that are absent or substantially less severe in simpler KNN
and SVM pipelines [9,36]. This creates a second paradox: the models that best discriminate
genuine users from impostors are also the models that most readily expose user-specific
information when queried by an adversary. Federated learning reduces raw data exposure
by keeping sensor streams local, but introduces poisoning and Byzantine attack risks at the
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aggregation layer [69]. The reviewed literature has not produced a satisfying resolution to
either paradox, and the tendency to report accuracy gains without reporting corresponding
privacy or adversarial costs represents a methodological gap that future work must address.

The integration of intelligent personal agents with continuous authentication is the
least mature theme in the reviewed corpus. Despite IPA appearing in the title of this
review, only 8 of the 80 included studies simultaneously address behavioral biometrics,
continuous authentication, and agent or IoT architectures—as illustrated by the small
central region of Figure 3. No study was identified that evaluates a deployed commercial
IPA system such as Apple Siri, Google Assistant, or Amazon Alexa as an active component
of a continuous authentication pipeline with reported FAR or FRR metrics. This absence
is significant because IPAs represent the most natural ambient deployment context for
continuous behavioral monitoring: they already coordinate sensors, maintain interaction
histories, and mediate cloud communication. The failure of the literature to engage with
this context empirically means that the security and privacy implications of IPA-mediated
authentication remain speculative [4,5].

Privacy-preserving mechanisms are proposed throughout the reviewed literature but
are almost never evaluated end-to-end within a full authentication pipeline. Bloom filter
encodings, cancelable biometrics, and zero-knowledge proof protocols appear as recom-
mended safeguards in approximately fifteen of the reviewed papers, yet in nearly every
case they are discussed in isolation—either as theoretical constructs or as components
tested outside the behavioral authentication context. Studies proposing ZKP-based proto-
cols do not evaluate them against the keystroke or gait modalities reviewed here; studies
evaluating touch dynamics or gait authentication do not implement cancelable templates.
The consequence is that the privacy-utility trade-offs of these mechanisms under realistic
continuous authentication workloads—with adversarial inputs, temporal drift, and energy
constraints—remain empirically unknown [4,9].

Real-world deployment introduces a further set of challenges that the reviewed lit-
erature addresses only indirectly. Almost all reported performance figures come from
controlled data-collection sessions with cohorts of well under 100 participants (Section 4),
rather than from production deployments spanning heterogeneous devices, operating-
system versions, and years of behavioral drift. Practical deployment must additionally
contend with device heterogeneity (differing sensor sampling rates and touchscreen digi-
tizers across manufacturers), intermittent connectivity that affects cloud-assisted or hybrid
architectures (Section 2.5.2), and the operational cost of re-enrollment when behavioral
drift degrades accuracy over months of use. None of the 80 studies reviewed here reports
a multi-year, multi-device field deployment; the closest approximations are the larger,
unconstrained-condition datasets discussed in Section 2.4.3 [47], which improve ecological
realism but still represent single-session or short-longitudinal data collection rather than
sustained production use.

Generative Al introduces threats that go beyond the generative adversarial attacks
already discussed above. The EEG-synthesis and face-spoofing GANs surveyed in
Section 2.6.3 demonstrate that generative models can already produce convincing syn-
thetic biometric signals for physiological modalities [16,68]; the same generative capability,
applied to behavioral time-series (keystroke timing sequences, touch-gesture trajectories,
accelerometer-based gait signals), would in principle allow an attacker to synthesize plau-
sible impostor behavioral traces rather than only replaying or imitating recorded ones.
None of the 80 studies reviewed here evaluates a behavioral-modality authentication sys-
tem against a generative behavioral-trace attack of this kind; the closest evidence is the
touch- and keystroke-dynamics work showing that classifier decision boundaries can be
manipulated by crafted adversarial inputs [9], which is a related but distinct threat model
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from a generative model that produces an entire synthetic behavioral session. This gap
is consequential precisely because large generative models capable of producing such
synthetic sequences have become substantially more accessible since most of the reviewed
studies were conducted, suggesting that adversarial-robustness evaluation protocols for
behavioral biometrics will need to be revisited as this capability matures.

A recurring obstacle to closing the gaps above is the absence of shared benchmark
datasets. The studies reviewed in Sections 2.4.1-2.4.4 and Table 3 draw on a fragmented set
of study-specific corpora (from small in-house collections of fewer than 50 participants to
larger resources such as OU-ISIR and whuGait for gait, and TypeNet’s 26,000-participant
free-text keystroke corpus [44]), rarely reused across research groups and almost never
annotated with a common adversarial or generative-attack protocol. This fragmentation
has three consequences for the field. First, reported EER and accuracy figures are not
directly comparable across studies, since dataset size, session count, and environmen-
tal control vary substantially (Section 2.7.1). Second, no dataset reviewed here jointly
provides genuine sessions, imitation-attack sessions, and generative-attack sessions for
the same modality, which is precisely the resource that would be needed to evaluate the
generative-threat gap identified above. Third, the larger, more ecologically valid datasets
(e.g., unconstrained-condition gait corpora [47]) tend to be modality-specific, so no dataset
in the reviewed corpus supports the kind of multimodal, longitudinal, adversarially anno-
tated benchmark that would let the community compare architectures, fusion strategies,
and privacy-preserving mechanisms on a common footing.

Taken together, these observations point to a single underlying pattern rather than
three unrelated findings. The reviewed literature predominantly treats behavioral modal-
ities, machine learning architecture choices, agent and IoT integration, and privacy-
preserving mechanisms as separable research domains, each evaluated against its own
narrow set of metrics (accuracy or EER for modalities, FAR/FRR for fused systems, formal
privacy guarantees for cryptographic protocols), rather than as interacting components of a
single deployed system. The deep learning paradox (higher accuracy traded against greater
exposure to membership inference and reconstruction), the IPA integration gap (only 8 of
80 studies jointly addressing behavioral biometrics, continuous authentication, and agent or
IoT architectures, Figure 3), and the isolated evaluation of privacy-preserving mechanisms
are each, individually, a gap within one domain; considered jointly, they indicate that the
domains most likely to compound each other’s weaknesses in a real deployment, accurate-
but-leaky models, agent-mediated data flows, and unvalidated privacy safeguards, are
precisely the domains the literature has not yet studied together. This is consistent with
the architectural analysis in Section 2.5.2, where the TEE boundary protects the model and
decision logic but not the feature-extraction and memory-leakage surfaces that connect
the device agent to edge and cloud tiers: the unresolved overlap between domains in the
literature mirrors an unresolved overlap between attack surfaces in the architecture itself.

5.2. Research Gaps Identified

Persistent shortcomings documented across continuous authentication, behavioral
biometrics, and intelligent personal assistants expose several concrete gaps that future work
must address. Continuous User Biometric Authentication Systems are repeatedly described
as facing unresolved trade-offs between usability and security, with FAR and FRR still
difficult to balance in ways that satisfy both security requirements and user comfort [4].
Comprehensive strategies for usability management across modalities, including systematic
evaluation protocols and design patterns that incorporate human intervention smoothly
into continuous workflows, remain largely absent, despite explicit calls for more holistic
approaches [4,32]. In parallel, IPA research reports a lack of standardized measures for
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comparing assistant applications, which complicates assessment of usability, security,
and privacy properties and makes empirical comparison of different architectures mostly
ad hoc [5].

Security analyses pinpoint a second cluster of open issues. Behavioral biometrics such
as touch dynamics and keystroke dynamics have been shown to be vulnerable to gener-
ative and adversarial attacks that drastically elevate Equal Error Rates, yet there is little
evidence of robust, systematically evaluated defense mechanisms tailored to these attack
models [4]. Machine learning-based continuous authentication systems, particularly those
using SVM and kNN, are further exposed to sample inference, reconstruction, membership
inference, and model extraction attacks, but protection strategies at the model and API
level are still only sketched conceptually rather than rigorously integrated into deployment
frameworks [9]. For face liveness detection, current deep learning-based techniques do not
generalize well to invisible or synthetic attacks, and calls for domain adaptation, domain
generalization, and combined handcrafted plus deep feature strategies underscore that
reliable cross-domain robustness remains an open research area [6,16,77].

Privacy and ethical dimensions introduce another set of gaps. Continuous-authentication
surveys stress that persistent collection and storage of biometric and contextual data may
infringe individual privacy rights, yet concrete, deployable privacy-preserving architectures
for CA remain underdeveloped [4]. Practical work on keystroke dynamics has proposed
feature-scoring methods that limit exposure of raw user data by relying only on aggregate
statistics, for example, requiring only mean values from other users, which appears to
offer a modest path toward reducing information leakage in continuous pipelines [78].
Nevertheless, such methods have been evaluated on relatively small mobile datasets and
it is not yet clear how they stand up to reconstruction or membership inference attacks
in long-term, real-world deployments. Work on mobile phone authentication underscores
that behavioral authentication becomes especially problematic when algorithms or data
are outsourced to third parties, and warns that educating users alone is insufficient if
underlying systems do not incorporate unlinkability, non-invertibility, and revocability of
stored information [2]. Although future directions propose zero-knowledge proof, quantum
cryptography, and other cryptographic primitives as promising building blocks, detailed
designs and evaluations of such schemes in mobile and assistant-mediated continuous
authentication settings are still lacking [4].

From a modality and dataset perspective, several deficiencies stand out. Studies on
gait recognition note that manual feature extraction is time consuming, requires substantial
domain expertise, and lacks standardization, while deep learning-based approaches, al-
though more accurate, tend to have high model complexity unsuited to wearable devices
with limited computational resources. Existing gait datasets such as OU ISIR and whuGait
provide important baselines but do not cover very large populations, long-term temporal
variability, or diverse environmental conditions, leaving scalability and temporal robust-
ness insufficiently explored [44]. In face presentation attack detection, publicly available
datasets remain limited in volume and diversity, cover only a subset of known spoofing
types, and rarely capture real-world acquisition variability, which constrains the realism of
evaluation and hinders progress on unseen attack robustness [16,77].

Methodological gaps at the review and system design levels also emerge. Continuous-
authentication surveys themselves acknowledge that research has focused heavily on
supervised learning and standard metrics such as FAR and FRR, with little comparative
analysis across physiological, behavioral, and multimodal categories and few additional
measures that capture practical success factors like scalability and long-term usability [4].
Behavioral biometric scoping work on mobile sensors documents the scarcity of high
quality, ecologically valid studies that use built-in smartphone or tablet sensors for real-

https:/ /doi.org/10.3390/ technologies14070451


https://doi.org/10.3390/technologies14070451

Technologies 2026, 14, 451

70 of 81

world verification, detection, or authentication, despite an initial pool of over twenty
thousand records [10]. IPA mappings similarly report an absence of measures enabling
direct comparison of assistant applications, limited attention to specific user profiles such
as the elderly, and a dearth of systematic evaluations of domains like education, health,
and privacy, all of which represent fertile ground for integrating continuous behavioral
authentication but remain under investigated [5].

Energy and deployment constraints constitute a further unresolved domain. Evidence
on smartphone battery usage shows that numerous sensors, including light, proximity, gy-
roscope, and digital compass, consume substantial power, and that sensory data collection
itself increases electricity usage, yet only a few studies provide thorough power analyses
for CUBASs despite their requirement for sensors and processing to remain active through-
out full sessions [4]. As mobile devices evolve into general purpose smart platforms and
MPAS designs grow more complex, research gaps around systematic energy measurement,
energy aware modality selection, and scalable deployment of continuous authentication in
resource-constrained environments become increasingly salient [2,4].

Finally, cross-domain integration of continuous authentication with intelligent per-
sonal assistants and IoT or wearable ecosystems is still in its infancy. IPA reviews call for
future work on usability, security, and privacy challenges, on proposing tools and frame-
works to facilitate new assistant skills, and on exploring under-served domains such as
health, education, and ambient assisted living, yet they do not systematically connect these
agendas to biometric continuous authentication [5]. Continuous-authentication surveys,
for their part, identify multimodal, context-aware, and blockchain-integrated schemes as
promising directions, but provide limited guidance on how to embed these techniques into
agent-based architectures that span smartphones, wearables, fog or cloud infrastructures,
and assistant platforms [4,6]. Bridging these gaps will require coordinated efforts that
jointly address modality robustness, privacy-preserving protocols, energy constraints, and
assistant-centric interaction models within a unified continuous authentication framework.

Three gaps stand out as the most critical barriers to responsible large-scale deployment
of behavioral biometric continuous authentication. First, no published study evaluates a
complete pipeline—from raw sensor acquisition through feature extraction and template
protection to a final authentication decision—under both adversarial and privacy threat
models simultaneously. Existing work partitions these concerns into separate papers, leav-
ing their interactions unmeasured. Second, no standardized benchmark dataset exists that
combines realistic attack simulations, longitudinal enrollment scenarios, and explicit energy
and latency measurements, making cross-study comparison of security and usability claims
unreliable [4,10]. Third, and most fundamentally, user acceptance of privacy-preserving
mechanisms has not been studied. Research confirms that privacy concerns and perceived
response costs reduce intention to adopt BBCA [1], yet no study has tested whether the
deployment of cancelable biometrics, ZKP protocols, or federated architectures actually
increases user willingness to engage with continuous authentication in practice. Closing
these three gaps—integrated pipeline evaluation, standardized adversarial benchmarks,
and user-centered privacy studies—represents the most consequential research agenda for
the field before BBCA can be deployed responsibly at scale [1,4,10,79].

These substantive gaps should be read alongside two review-level limitations. First,
as noted in the Methodology, no quantitative publication-bias correction was applied;
reported EER and accuracy figures synthesized above are drawn from the published litera-
ture and may skew optimistic relative to unpublished negative or null results, including
proprietary industry deployments that are not submitted for peer review. Second, quality
scoring and thematic coding, while performed independently by two reviewers with dis-
agreements resolved by discussion, retain an irreducible element of subjective judgment
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inherent to narrative synthesis across heterogeneous study designs; a different reviewer
team applying the same rubric could plausibly shift individual studies between adjacent
quality tiers, though the overall High/Moderate/Low distribution (32/44/4) is unlikely to
change substantially.

6. Ethical Considerations
6.1. Confidentiality of Behavioral Data

Continuous-authentication pipelines depend on dense streams of behavioral and con-
textual signals, and these streams inherently encode sensitive information about individuals
and their activities. Continuous schemes based on gait recognition, stylometry, touch dy-
namics, and related modalities operate on daily-routine data and current actions, which
cannot be permanently changed if compromised, unlike passwords that users can reset.

Keystroke dynamics in particular can leak demographic attributes such as age, gender,
and handedness, exposing identity and contextual privacy when templates or models
are accessed by adversaries [9]. Context-aware modes extend this exposure by logging
location, browsing history, application usage, and network interactions, so behavioral
profiles jointly assembled from biometric and contextual streams may reveal long-term
patterns of movement and device usage that users did not intend to disclose [4,9].

IoMT and eHealth settings add another layer of sensitivity, since remote patient
monitoring architectures collect physiological and medical data and transmit them over
wireless links that are vulnerable to eavesdropping, denial of service, and insider misuse,
while many systems still rely on centralized servers that represent single points of failure
and attractive targets for data theft [8,79].

Model and system design decisions further shape confidentiality risks. In federated
learning for IoMT, devices locally train models and periodically upload weights and gradi-
ents to an aggregation server; although this paradigm is intended to preserve device-side
privacy, untrusted servers can exploit received parameters to reconstruct private local
data, especially when adversarial techniques perturb initial parameters or labels over time
to disclose sensitive information [8]. Continuous authentication deployments that use
classifiers such as Support Vector Machines and k Nearest Neighbors in cloud settings can
store actual user samples within authentication profiles, enabling sample inference and
reconstruction attacks that re identify individuals from reconstructed biometric traces [9].
Blockchain-based smart home and eHealth frameworks illustrate complementary confi-
dentiality issues: while public ledgers provide tamper resistant storage of authentication
and medical records, transaction data remain globally visible, so deanonymization attacks
that link on-chain records with external databases can reveal user identities and associated
activities, and loss of private keys can permanently deprive users of control over their own
data [60,79].

Several technical mechanisms have been proposed to protect behavioral data within
continuous authentication ecosystems. Bloom filters offer a space efficient, stochastic data
structure for membership queries with controlled false positives and constant time access;
recent work applies Bloom filters to biometric templates, including adaptive constructions
that create irreversible and unlinkable representations, thereby reducing the risk that leaked
templates can be inverted to recover original behavioral signals. Cancelable biometrics
provide template non-reversibility and biometric salting by transforming raw biometric
data into distorted domains through operations such as random projection, fingerprint mix-
ing, or BioHashing-based mappings, so that compromised templates can be revoked and
reissued without exposing the underlying behavioral pattern. Zero-knowledge-proof-based
authentication protocols allow one party to prove legitimacy to another without disclos-
ing secrets, cryptographic keys, or explicit authentication information; in continuous or
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Method

Cancelable Biometrics

cloud-assisted settings this prevents servers, including curious or malicious insiders, from
learning user templates or metadata, even if they participate in the verification process [4].
Table 9 provides a structured comparison of the principal template protection methods
identified in the reviewed literature, evaluating each mechanism across key privacy and
operational dimensions. As with Tables 1 and 2 above, the Irrev./Unlink./Revoc. and Over-
head columns are qualitative, ordinal judgments drawn from the cited literature rather than
measured benchmarks on a shared implementation; the “(estimated)” and “N/A” entries
for ZKP and Federated Learning respectively reflect that no single reviewed study reports
these mechanisms’ overhead on a directly comparable workload, so cross-row comparisons
in this table should be read as relative orderings rather than absolute cost figures.

Table 9. Comparison of biometric template protection methods.

Core Principle Irrev. Unlink. Revoc. Overhead Best Suited For

Transform raw biometric

via non-invertible function Keystroke, fingerprint
(BioHashing, random
projection)

High High Yes Low templates

Bloom Filter Encoding

Encode biometric into
probabilistic bit-array; High High Yes Low

Binary biometric features,

! : iris codes
constant-time queries
Prove identity without
Zero-Knowledge Proof (ZKP)  revealing secret or template High High Yes High Medium-High (estimated)

to server

Federated Learning

Train model locally; share
only gradients/weights, not Medium Medium  Partial ~ Medium  N/A

raw data
Bind cryptographic key to

Fuzzy Commitment biometric using High Medium Yes Medium  Cryptographic key binding
error-correcting codes

Differential Privacy Add calibrated noise to Medium High Partial Low Blockchain, federated

stored data or model updates

analytics

Quantum Cryptography

Use quantum key
distribution for theoretically =~ Very High  Very High Yes Very High  Theoretical/future
unbreakable encryption

Note: ZKP—zero-knowledge proof. Overhead refers to computational and communication cost relative to
unprotected baseline, synthesized qualitatively from the reviewed literature on these mechanisms [4,8,60,79].

Blockchain-integrated healthcare architectures demonstrate how confidentiality and
integrity can be combined but also highlight residual risks. In IoMT scenarios, blockchain-
based systems are proposed to support secure sharing of medical records across institutions,
improving disease prediction and remote monitoring while maintaining immutable logs of
access and analysis [79]. However, transaction data remain accessible on public ledgers,
and deanonymization attacks on Ethereum can link pseudonymous addresses to real-world
identities; differential privacy has therefore been advocated to perturb stored or queried
data by adding calibrated noise, with smart contracts enabling developers to embed noise
injection strategies that balance privacy and utility for each application [60]. In remote
patient monitoring, data breaches in medical companies have risen dramatically, and cen-
tralized IoT eHealth architectures that maintain patient data on single servers are vulnerable
to ransomware, man-in-the-middle, and insider attacks, underscoring the need for dis-
tributed, privacy-preserving authentication and storage designs that restrict who can access
behavioral and physiological data [8,79]. Ethical analyses of continuous authentication
emphasize that confidentiality is not only a cryptographic problem but also a question of
consent, transparency, and governance. Persistent sensor deployment for behavioral and
contextual monitoring may infringe individual privacy rights when users are unaware
of the extent of data collection and subsequent usage for authentication and profiling [4].
Research on continuous authentication explicitly warns that users may not understand how
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far context-aware mechanisms capture and store GPS or other environmental information,
which motivates transparent privacy policies and robust data protection measures that
clearly define retention periods, access rights, and purposes for behavioral data process-
ing [4,79]. Future directions therefore call for privacy-preserving authentication techniques,
including zero-knowledge proof, Quantum Cryptography, Bloom filter-based template
protection, cancelable biometrics, and fuzzy commitment strategies, together with ethical
frameworks and interdisciplinary collaboration that establish principles for responsible
collection, storage, and sharing of biometric and contextual information in continuous
authentication systems [4,8,60,79].

6.2. Legislative Regulation

Regulatory frameworks around biometrics increasingly shape what continuous au-
thentication systems may collect, how long data can be stored, and which rights individuals
can exercise over their behavioral and physiological traces. Recent privacy laws such as
the General Data Protection Regulation (GDPR) and the California Consumer Privacy Act
(CCPA) establish guidelines for using and storing biometric data, with GDPR explicitly
classifying biometric data that allow or confirm unique identification as a special cate-
gory of personal data under Article 9. This designation triggers heightened protection
requirements and obliges controllers to incorporate measures such as template protection
and careful selection of storage locations to conform with users’ privacy expectations in
biometric authentication scenarios [41].

Within GDPR, data subject rights codified in Chapter III have direct consequences for
behavioral and continuous authentication deployments. Summaries of these provisions
highlight that individuals must be informed about responsible parties using the data, the
identity of the data controller, and the duration of storage, and must be able to request
access, rectification, and erasure of their personal data. Additional rights cover data porta-
bility and protection against decisions based solely on automated processing, including
profiling, which is particularly salient for systems that continuously infer user identity
or soft biometric traits from behavior without explicit interaction. From a controller and
processor standpoint, GDPR requires data protection by design, appropriate technical
and organizational measures, security of processing, breach notification to supervisory
authorities and subjects, and, where relevant, data protection impact assessments tailored
to sensitive biometric processing.

Touch-based behavioral biometrics and keystroke dynamics illustrate how these regu-
latory expectations intersect with emerging profiling practices. Studies report an increasing
focus on soft biometrics, such as age, gender, handedness, and one-hand versus two-hand
typing, derived from typing and signature patterns. While such profiling can benefit
domains like e-commerce through targeted advertising, it is described as intrinsic to be-
havioral schemes and therefore subject to GDPR’s constraints on automated profiling and
special category data handling. Commentaries stress that users should be aware of rights
including erasure and portability with respect to their biometric profiles, and argue that
data protection methods specific to behavioral biometric attributes remain underdeveloped
and require further in depth research to meet regulatory standards [32].

Continuous authentication based on behavioral and contextual data must also align
with broader privacy obligations around consent and transparency. Surveys of continuous
authentication warn that users may be unaware of the extent to which biometric and contex-
tual information is collected and reused for authentication, and call for transparent privacy
policies and robust data protection measures. GDPR’s emphasis on informed consent
for obtaining and processing biometric data reinforces these concerns, since behavioral
schemes often operate implicitly without active user input. Evidence therefore underscores
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the need to adapt continuous monitoring architectures to respect legal requirements on
notice, consent, and purpose limitation when capturing routine touch, motion, or usage
traces over extended periods [4,32,41].

Blockchain-based smart home and IoT architectures introduce additional regula-
tory challenges regarding confidentiality and identifiability of transaction data. In public
blockchains such as Ethereum, transactions are recorded in a distributed ledger accessible
to all participants; although cryptographic mechanisms protect integrity, transaction de-
tails are broadcast and remain uniformly stored across the network. Analyses explain
that public keys function as user identifiers, so linking techniques allow adversaries to
deanonymize users by correlating on-chain data with external information, compromising
personal privacy. Deanonymization attacks on Ethereum are specifically identified as a
major risk, prompting calls for stronger privacy preservation strategies in blockchain-based
applications that handle personal or behavioral data in home or IoT settings [60].

Researchers investigating privacy-preserving mechanisms for blockchain-based smart
homes therefore propose strategies that align more closely with emerging data protection
principles. Anonymization and two-level anonymity schemes are cited as initial approaches,
but differential privacy is presented as a promising solution for ledger data. Differential
privacy adds calibrated noise either to stored records or to query evaluations on the public
ledger, with smart contracts allowing developers to embed noise injection tailored to pri-
vacy and utility requirements. This randomness aims to prevent adversaries from inferring
individual behaviors or transaction histories from blockchain data, thereby addressing
regulatory concerns around data minimization and identifiability in decentralized infras-
tructures that might otherwise expose detailed usage patterns of connected devices [60].

Smart grid and smart home environments further illustrate how regulatory-style re-
quirements for access control and accountability translate into technical design choices. In
B5G-enabled smart grids, authors argue that the heterogeneity of technologies and stake-
holders, including prosumers, governments, utilities, and regulators, mandates hybrid
access control mechanisms such as role-based and attribute-based models. Policy enforce-
ment points in households and substations issue requests to policy decision points operated
by aggregators or utilities, with all elements acting as policy information points that collect
contextual information to enrich authorization decisions. Ubiquitous context awareness
processes are proposed to permanently analyze infrastructure state so that authorization
components can improve decision making and refine policies in real time, meeting security
and timeliness requirements across regulatory and operational domains [19].

IoT-based smart home deployments confront similar governance demands but in
more resource-constrained settings. Centralized access control architectures are criticized
for communication overhead, single points of failure, and difficulties in regulating access
to desired resources across heterogeneous devices. Distributed access control networks
using blockchain are advocated as a way to provide trustworthy, dependable policies
that can withstand malicious attacks, with nodes agreeing on rights assignment, policy
rules, and verification outcomes. At the same time, authors caution that blockchain’s
distributed nature and public visibility raise unresolved issues regarding data preservation
and transaction privacy, again motivating privacy enhancements consistent with data
protection expectations, including improved anonymization and differential privacy [60].
Taken together, these analyses show that legislative and regulatory frameworks such
as GDPR and CCPA already exert significant pressure on the design of continuous and
behavioral biometric authentication, on blockchain-based infrastructures that may store
related data, and on cyber-physical environments such as smart grids and smart homes.
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6.3. Transparency and User Consent

Continuous authentication architectures frequently capture biometric, behavioral, and
contextual signals in a largely invisible manner, which makes transparency and user consent
central ethical requirements. Survey work on continuous authentication explicitly warns
that continuous monitoring of user activities through sensors may infringe individual
privacy rights, especially when individuals are not aware of how extensively their data are
collected and reused for authentication and profiling. Context-aware modes, for instance,
those relying on GPS or other environmental information, intensify these concerns because
users may not realize that location, time of day, and activity patterns are being logged on
a continuous basis and incorporated into identity decisions [4]. Reviews of sensor-based
behavioral biometrics similarly report that users voice privacy concerns about the use of
their behavioral data for continuous authentication and prefer solutions that are both less
resource consuming and more respectful of personal data handling [4,9].

Regulatory analyses connect these transparency deficits directly to legal obligations.
Under frameworks such as the General Data Protection Regulation, biometric data used
for unique identification fall into a special category of personal data, and summaries
highlight that subjects must be informed about who is using their data, the identity of
the data controller, storage duration, and processing purposes. Individuals must also be
able to request access, rectification, and erasure of stored biometric information, and enjoy
protection against decisions based solely on automated processing and profiling. Work
on touch-based behavioral biometrics notes that profiling of soft attributes such as age,
gender, and handedness from typing and signature patterns has become more prominent,
which strengthens the argument that users should be aware of these practices and of their
associated rights to erasure and portability. Practical studies of keystroke and touch-based
authentication indicate that systems routinely record very fine-grained timing and motion
features, for example, dwell time, flight time, and accelerometer or gyroscope signals, and
these low-level traces are commonly used to train advanced models including recurrent
networks optimized with meta-heuristic techniques. The fact that researchers explicitly rely
on such granular traces to boost classification accuracy may suggest that transparency about
exactly which low-level signals are recorded, and for how long, is essential for meaningful
user consent [80]. These commentaries further argue that data protection methods specific
to behavioral biometric attributes are still immature and require deeper research to align
with regulatory expectations on transparency and data subject control [32,41].

From a system design standpoint, several surveys underline that privacy policies
and data protection mechanisms must be made explicit rather than implicit. Analyses of
continuous authentication emphasize that users may be unaware of the extent to which
biometric and contextual information is collected and utilized for security purposes, and call
for clear, accessible privacy policies that describe collection, storage, retention, and sharing
in concrete terms. The same work links transparency to consent, arguing that deployment of
context-aware modes must include explicit mechanisms for obtaining user consent and for
empowering individuals to control how their data are used. Proposed ethical frameworks
for continuous authentication stress that developers and researchers should articulate
principles governing collection, usage, and storage of biometric and contextual data, and
that mechanisms for informed consent and user control are crucial to uphold autonomy
and privacy rights in practice [4].

In blockchain-based smart home and IoT scenarios, transparency has a dual character.
Public ledgers such as Ethereum inherently expose transaction data to all participants; cryp-
tographic techniques protect integrity but do not in themselves guarantee confidentiality.
Analyses explain that public keys function as user identifiers and that deanonymization
attacks can link on-chain histories with external databases, thereby revealing the identities
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of users behind specific transactions. This visibility implies that users should be clearly in-
formed that interaction with blockchain-based access control or authentication mechanisms
can leave permanent, globally accessible traces, and that simple use of hashes or public key
cryptography does not equate to anonymity. To mitigate these issues, researchers discuss
differential privacy-based perturbation that adds calibrated noise to stored records or query
evaluations, and note that smart contracts can embed such noise injection strategies. Even
in these enhanced designs, the need for transparency about how much noise is added,
what privacy guarantees are provided, and how accuracy is affected remains critical for
meaningful consent [60].

Federated and edge learning frameworks in healthcare-oriented IoT further demon-
strate how architectural choices interact with user expectations. In edge computing-enabled
smart healthcare, federated learning keeps patient data on local devices while sending
only model updates to aggregation servers, with the stated aim of reducing backbone load
and improving privacy. Nevertheless, discussions in this domain acknowledge unresolved
questions about whether such infrastructures sufficiently protect the security and privacy of
clinical data, and identify privacy, security, level of trust, traceability, and accountability as
open challenges. These acknowledgements imply that participants in federated healthcare
analytics should be informed not only that their raw data remain local, but also that model
parameters transmitted for aggregation may still carry residual information about their
medical records, and that concrete guarantees about data reconstruction resistance have
yet to be fully established [69].

Ethical recommendations for continuous authentication consistently return to trans-
parency and consent as areas demanding structured guidance. One survey proposes that
future work should develop ethical frameworks and guidelines that explicitly govern col-
lection, usage, and storage of biometric and contextual data, and additionally calls for
mechanisms that allow users to control their data. Suggested directions include empow-
ering individuals to decide which modalities are active, when data may be shared with
cloud services, and under what conditions templates can be revoked or replaced. Interdis-
ciplinary collaboration between computer science, psychology, ethics, and law is presented
as essential for designing consent interactions that are understandable, non-coercive, and
sensitive to user perceptions of risk, while still supporting robust authentication [4].

Privacy-preserving cryptographic techniques are positioned as technical enablers for
more trustworthy consent relationships. Bloom filters and cancelable biometrics can deliver
irreversible and unlinkable templates, making it easier to state and honor commitments
that biometric samples will not be reconstructable if databases are compromised. Zero-
knowledge-proof-based protocols allow authentication without revealing cryptographic
keys, metadata, or explicit user authentication information to servers, which supports
architectures where service providers can honestly claim minimal visibility into users’
biometric secrets. Ethical analyses argue that such technical measures must be accompanied
by transparent communication so that users understand what is protected, what remains
exposed, and what rights they have if they later withdraw consent or if systems are
breached [4,9,60,69].

7. Conclusions and Future Work

This review synthesizes findings on continuous mobile authentication that leverage
behavioral biometrics, multimodal fusion, and integration with intelligent personal agents,
wearables, and IoT/edge infrastructures. Behavioral signals such as keystroke timing,
touch and swipe dynamics, gait, and motion patterns provide effective means for passive,
ongoing verification that complements physiological traits used at initial entry. When
combined with contextual cues, multimodal systems achieve improved discrimination and
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greater operational flexibility, while context-aware adaptation can reduce intrusive user
interactions by invoking stricter checks only when anomalous patterns are detected.

Tradeoffs between security and usability remain central. Operating thresholds must
balance False Acceptance and False Rejection rates in line with application risk and user
tolerance. Scalar summaries such as Equal Error Rate and HTER are useful for comparison
but do not capture temporal drift, cross-device variability, energy impact, or the user
experience costs of repeated re-authentication. Practical deployments therefore require
dynamic thresholding, per-user adaptation, session-level aggregation, and clearly defined
fallback behaviors that limit disruption while preserving protection.

Adversarial and systemic threats affect both sensing modalities and learning pipelines.
Generative and imitation attacks can substantially degrade performance in touch and
keystroke systems; gait and cardiac modalities are also vulnerable when representative
traces are available to adversaries. Model-level threats, including membership inference,
reconstruction, extraction, and poisoning, are realistic in cloud and federated settings.
Protecting template confidentiality and limiting server visibility are therefore essential.
Cancelable templates, Bloom filter encodings, zero-knowledge proof protocols, secure
aggregation, and local or federated processing present concrete mitigation strategies. Ar-
chitectures that partition computation between device, edge, and cloud can reduce data
exposure but must include controls against malicious or curious insiders.

Resource constraints on mobile and wearable platforms impose further design re-
quirements. Continuous sensing and feature computation increase energy consumption
and may reduce device utility if not managed. Lightweight models, selective sampling,
on-device aggregation, energy-aware modality selection informed by current activity, and
edge-assisted inference can reduce communication and runtime overhead. Trusted Execu-
tion Environments and personal agents that enforce local policies and provenance controls
help limit unnecessary data sharing without overloading remote services.

Advances in machine learning expand capabilities but introduce new challenges. Clas-
sical classifiers remain attractive where labeled data are limited and latency constraints are
tight; deep architectures, RNNs, CNNs, and transformers, deliver lower error rates on large,
curated datasets and support end-to-end representation learning. Yet deep models may
generalize poorly across domains, be sensitive to adversarial inputs, and raise explainability
concerns in security-critical flows. Emerging approaches such as self-supervised contrastive
encoders, privacy-aware federated strategies, and hybrid handcrafted plus learned feature
designs offer promising paths to increase resilience while reducing data exposure.

Evaluation practice and dataset availability are notable weaknesses. Many studies
report strong within-session or same-device performance but omit assessments of long-term
stability, cross-device transfer, or resilience to unseen attack types. Public datasets vary
widely in size, demographic coverage, and acquisition realism, and there is limited agreement
on standardized benchmarks or reporting protocols. Adopting transparent review protocols,
unified evaluation procedures that include adversarial testing and longitudinal enrollment
scenarios, and explicit measurements of energy and latency will improve comparability
and accelerate maturation.

Legal, ethical, and user-centered concerns must guide deployment. Continuous col-
lection of behavioral and contextual traces implicates privacy, consent, and rights such
as access, rectification and erasure under frameworks like GDPR and CCPA. Transparent
notices, granular consent mechanisms, revocable and unlinkable template schemes, and
explainable decision pathways increase acceptability. In ledger-based or federated architec-
tures, attention to transaction visibility, deanonymization risk, and model update privacy is
required; differential privacy and selective on-chain/off-chain strategies can help reconcile
auditability with confidentiality.
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Recommended directions for research and engineering include: developing adap-
tive multimodal systems that select modalities by activity and device state; embedding
privacy-preserving cryptographic and template protection mechanisms into end-to-end
pipelines; designing energy-conscious sensing and inference strategies suitable for wear-
ables and edge nodes; strengthening defenses and standardized evaluations against ad-
versarial and insider threats; and expanding public, diverse, and longitudinal datasets
with realistic attack scenarios. Interdisciplinary collaboration that combines algorithmic
advances with human factors, regulatory compliance, and ethical guidance will be essential
to produce continuous authentication solutions that are effective, acceptable to users, and
practicable in mobile and assistant-enriched environments.

Supplementary Materials: The following supporting information can be downloaded at: https:
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