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Abstract

The need for efficient water management is critical today, as this resource faces increasing
scarcity due to population growth, pollution, climate change, depletion, and overexploita-
tion of water resources. This further exacerbates the problem of intermittent water supply
(IWS), where consumers receive running water for less than 24 h a day, 7 days a week,
affecting more than one billion people worldwide. This article presents the development
and implementation of a smart water metering and monitoring system (SWMMS) for
households affected by IWS. The system comprises IoT devices that record water levels and
consumption and supply events in real time; cloud computing services to store and process
the readings taken by the IoT devices; and a mobile application that allows users to view the
available volume, consult their daily consumption history, and receive alerts for prolonged
consumption time, overflows, and low water levels. The system was implemented for
115 days in a home suffering from an IWS, where a lower number of consumption events
were recorded during the first 40 days of monitoring due to an initial behavioral response
to continuous observation (Hawthorne effect), rather than an improvement in efficiency
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most significant global risk in terms of its impact on our society. Although water resources
are finite, the world’s population is consuming water at an ever-increasing rate [4]. Due
to rapid development, conventional water sources, such as groundwater and surface wa-
ter, will no longer be able to meet the high water demand. This problem is expected to
worsen, as many developing countries will face water scarcity issues [5]. Groundwater is
the primary source of drinking water in most urban areas worldwide [6]. Furthermore,
intermittent water supply (IWS), in which consumers receive running water for less than
24 h a day, 7 days a week [7,8], currently affects one billion people worldwide [9-11]. IWS
is most prevalent in urban areas of developing countries, affecting approximately one-third
of consumers in Africa, half in Asia, and two-thirds in Latin America [12]. In South Asia,
nearly 350 million people receive intermittent water, where 90% of water supply systems
operate intermittently [12,13]. In Latin America, more than 50 million inhabitants of major
cities receive rationed water supplies [13]. In India, nearly 100% of water distribution
systems operate intermittently, affecting approximately 460 million people [12-14]. The
IWS arises from a persistent imbalance between water supply and demand [11,15], and is
generally adopted out of necessity rather than by design [8,13]. This imbalance is caused
by population growth, unplanned urbanization, increased water use, water scarcity re-
sulting from climate change, droughts, mismanagement, poor planning, deteriorating
infrastructure, little or no investment, and political, economic, or cultural problems [8,16].

Households employ a wide variety of water storage infrastructure, including under-
ground cisterns, oversized rooftop storage tanks, purchasing water by tanker truck, buckets,
and a variety of storage containers, with the intention of storing as much water as possible
when the supply is restored [10,14]. However, this adaptation imposes significant financial
and time burdens on households, known as “coping costs,” which often exceed the cost of
municipally supplied water [8,10]. Efficient management of household water use is of great
importance, as around 50% of the water supplied to cities is wasted due to misuse [17]. Water
management aims to provide a safe, reliable, and sustainable water supply to consumers, as
well as to develop and implement strategies to manage the supply more efficiently, implement
water conservation measures, and develop drought response plans when necessary [18].

Currently, the concept of smart city (SC) has emerged as a solution to address the
challenges faced by both developed and developing countries [19]. The SC is defined by its
capacity to use technology comprehensively to improve the quality of life of its citizens,
boost the efficiency of public services, and promote sustainability in all aspects of urban
life [20,21]. Attracting the attention of urban policymakers, corporations, and international
institutions [19,22]. SC is built on an interconnected network of physical and digital
infrastructures, including efficient transportation systems, smart energy grids, information
and communication technologies (ICTs), sensors, actuators, and cloud computing, to create
urban environments that are more accessible, efficient, sustainable, and safe [21,23].

The Internet of Things (IoT) is a new and innovative concept with the potential to
build smart cities. This technology plays a fundamental role in smart cities by enabling
connectivity and communication between urban devices and systems to collect and share
data in real time [1]. Smart cities can support this approach by improving the monitoring
capabilities of drinking water distribution infrastructure through smart metering devices
and systems that leverage IoT to transmit real-time measurement data [4]. Integrating
smart water metering and monitoring systems (SWMMS) into homes can not only address
intermittent water supply but also incentivize consumers to change their consumption
habits. It is crucial to encourage people to use water consciously and change their con-
sumption behavior as individuals [4]. Governments and society must work together to
develop and implement effective water management strategies to improve water efficiency,
conserve water resources, and ensure access to safe drinking water for all [24].

https://doi.org/10.3390/technologies14020135


https://doi.org/10.3390/technologies14020135

Technologies 2026, 14, 135

30f26

However, most existing literature on water metering and monitoring focuses on con-
tinuous water supply (CWS) scenarios, with little attention paid to water management and
monitoring in homes experiencing IWS, where water availability depends on storage tanks,
and user behavior plays a crucial role in managing consumption. Very few studies address
event-based metering and monitoring of consumption at the individual activity level or
consider the temporal dynamics of water use during prolonged supply interruptions in
urban areas. This work addresses these issues by developing and implementing a smart,
real-time water metering and monitoring system for homes operating with an IWS. The
system comprises IoT devices responsible for recording water levels and consumption and
supply events in real time; Cloud computing services to store and process readings taken
by IoT devices, and a mobile application that allows you to view the available volume,
check the daily consumption history, and receive alerts for prolonged consumption time,
overflows, low battery level, and low stored water level.

This document is structured as follows: Section 2 presents a brief review of the
literature and related work on IoT-based smart water metering and monitoring sys-
tems. The design and development of the proposed system are presented in Section 3.
Section 4 presents the discussion and results obtained from the system’s implementation in
a home. Finally, Section 5 presents the conclusions and future work.

2. Related Work

A SWMMS enables real-time measurement and collection of data on water consump-
tion and supply, leak detection, and the automation of consumption processes using
internet-connected devices and sensors [25,26]. SWMMS provides valuable data for both
drinking water service providers and consumers [27-29]. Table 1 presents a compilation
of research on how implementing SWMMS enables significant savings and reductions in
water consumption in homes, buildings, and cities.

Table 1. Review of research evaluating water savings and consumption reduction using SWMMS.

Description

Results Ref.

Evaluation of consumption behavior in single-person households.

Total water consumption by workers” households increased by 10% on week- [30]

ends compared to weekdays.

Intelligent IoT monitoring system for an ecological environment and smart
cities, which uses dynamic adjustment systems and artificial intelligence (AI) to
calculate the appropriate water level and reserve, and modify water resources.

Adopting the proposed dynamic adjustment systems could effectively conserve
water resources by more than 15%.

[31]

Prototype of an intelligent water management system for domestic use, based

An unexpected 17% reduction in water consumption was observed in the

on a layered IoT architecture, designed for monitoring, leak detection, and  properties where the solution was installed. This reduction was attributed to  [32]
consumer awareness. users being able to see consumption values immediately after the events.
Design a_nd implementation of a smart water meter module to reuse traditional The implemented system reduced average water consumption by 23%. 133]
mechanical meters.
Evaluation of the effect of smart metering technology on residential consump-  Providing access to smart metering features encourages households to reduce [34]
tion in Tenerife, Spain. consumption by an average of around 2%. g
Intelhge;nt water management platfom} for outdoor irrigation, which combines A six-month simulation comparing the Lawnbot system with conventional
semantic technologies with IoT and incorporates sensor data and weather . °" . ] o : . o : . [35]
i irrigation showed water savings of 32% in Cairns and 21% in Townsville.

forecasts to make decisions about water release.
Water-saving tool for smart home bathtubs that uses an ultrasonic sensor and It was estimated that water savings could reach up to 70% daily during 36]
fuzzy logic to detect the water level and automatically shut off the tap. the experiment. .
An IoT-based smart water meter system and smartphone application, imple- The evaluation of ‘the app roach on a small section of the campus chstrlbu’n_on

T network resulted in savings of around 14% in water use, thanks to corrective  [37]
mented for distribution management on a campus. . . .

actions, replacements, and operational improvements.

Implementation of the smart metering and remote reading system for waterin ~ Reduction of domestic consumption by 22%, improvement of network efficiency
Alicante, Spain, developed by Aguas Municipalizadas de Alicante, evaluating by 0.5%, detection of leaks and fraud (up to 140,000 m®/year), and optimization ~ [19]

its technical architecture, costs, benefits, and perception of the managers.

of operational management.

In a SWMMS, two main types of sensors are used to measure and monitor water
consumption: flow sensors and level sensors. Flow sensors measure the amount of water
passing through a pipe; one of the most commonly used is the YF-5201 sensor, which
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consists of a plastic body, a hydraulic rotor with a magnet, and a Hall-effect sensor. When
water flows through the sensor, the rotor turns, allowing the Hall-effect sensor to detect
variations in the magnetic field and generate a certain number of pulses per unit of displaced
volume [3,38,39]. On the other hand, water level sensors measure the amount of water
available in storage tanks or cisterns. Among the most common are ultrasonic sensors
(HC-SR04 and JSN-SR04T-2.0), which measure the distance to the water surface without
direct contact [2,40,41]. In homes, these sensors measure and monitor water levels in
rooftop tanks and automatically activate the water pump to transfer water from the cistern
to the rooftop tank [42]. However, these sensors can be affected by container shape, foam,
turbulence, suspended particles, or internal structures that interfere with the reflected
signal. Table 2 presents a comparison of the technologies used and the results reported
in recent literature on smart water metering and monitoring systems or devices. This
table shows the technologies employed, including the type of microcontroller, sensors,
modules, communication protocols, data management platforms, user interfaces, and the
main results obtained. This compilation enables us to identify current trends in SWMMS
development and highlight the predominant technologies.

In the literature, most SWMMS are designed for CWS environments, where a flow
sensor like the YF-5201 is primarily used. However, the system presented in this work was
developed for homes affected by IWS, which forces residents to rely on storage tanks to
address this problem. In this scenario, the main concern of the residents is knowing the
amount of water stored and available during days without supply. For this reason, the
proposed SWMMS was developed to measure the water level using an ultrasonic sensor
and infer the volume of water stored in the tank. The system records the water level at
the beginning and end of each consumption and supply event, using flow switches that
wake the IoT device from deep sleep whenever flow is detected. This allows for robust
monitoring, low energy consumption, and longer battery life, making it more suitable for
implementation in rooftop tanks.

Table 2. Technologies and components used in SWMMS are reported in the literature.

Microcontroller Sensors Communication Communication Data Platform Ul Results Ref.
Module Protocol
Ultrasonic sensor
Raspberry Pi 4B, {iﬁ;ﬁfﬂgﬁ;%ow Non-deMCU v2 Mosquitto MQTT ~ Dashiboard ereated  Blonitors levels and
NodeMCU v2 4 ESP8266 WiFi, . broker, InfluxDB . . ’ ng . )
sensor YF-SF01, S MQTT, WiFi visualizes levels, Automatically [42]
ESP8266, WeMos Water lit WeMos D1 mini database, fl nd turns th ior
D1 mini ESP8266 ater qua ity ESP8266 WiFi Node-RED ow, and urns the wete
sensor TDS water quality pump on/off.
Meter V1.0
The values
PiCam (Camera for  yy; i i ieorated et rgf ibty e
R . images) and LED . cgrate ip ip tro eter )
aspberry Pi 3B+ Rine. Analo into the Raspberry Not specified Cloud Server not specified closely align with [43]
tg.r met rg Pi3B+ those of the
water meters commercial
digital meter.
The YF-5201 water
. OLEDscreen, comectly detecied
Arduino UNO YE-5201 Water ESP32 Module Wi-Fi Blynk application LEDs, Blynk the volume and [44]
Flow Sensor platform; Cloud application f ¢
latform f ow ratfe o ‘water
P in the pipe in
real time.
The proposed
Central SQL system detects
OMS (Open database on a human activity
Raspberry Pi HYDRUS 1.3 Wireless M-Bus Metering System) server in a data N/A events with high [45]

smart meters

OMS 868 MHz

sobre Wireless
M-Bus

center, Raspberry
Pi
(temporary storage)

accuracy (0.86) and
1.00 recall using
only data from
smart water meters.
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Table 2. Cont.

Microcontroller

Communication

Sensors Module

Communication
Protocol

Data Platform

Ul

Results

Ref.

NodeMCU
ESP8226

Hall Effect
Flow Sensor

Wi-Fi integrated
into NodeMCU

HTTPS and
REST API

Google Sheets and
Google Apps
Scripting (GAS)

Mobile application
developed with
Kodular

88% operational
accuracy (after
calibration factor
adjustment). The
system automates
data collection,
uploading, and
notifications.

[46]

STM32L081KZU6

DRV5032 Hall
Sensor, LC Sensor

LoRa Module
SX1272

LoRaWAN

IoT Plat-
form/Management
Server

(Control center)

Web application
(for management
and monitoring)

Typical current
consumption of

46 pA. Battery life
>6 years. Pack loss
rate <1%.

[18]

Raspberry Pi Pico

YF-5201 Water
Flow Sensor
(Magnetic
Hall Effect)

LoRa Module
E32/1W

LoRa

Municipal
corporation
(not specified)

not specified

The system is
compact and
consumes
significantly less
power than the
Raspberry Pi and
Arduino Uno. It
demonstrated
accurate
measurement.
99% accuracy.

(3]

AT89S52, Node
MCU

Hall effect flow
sensor, Solenoid
valve (actuator)

Not specified.

not specified

Web server
(Not specified)

not specified

The flow sensor
measurement
deviates slightly
from the manual
measurement
(maximum error
of 0.03L).

[47]

NodeMCU
ESP8266

YF-5201 Water
Flow Sensor
(Hall Effect)

Wi-Fi integrated
into ESP8266

not specified

ThingSpeak Cloud

Data visualization
through
ThingSpeak

Low infrastructure
costs enable
real-time
visualization and
analysis of flow
patterns and the
generation of alerts
for excessive flow.

[48]

Raspberry Pi,
NodeMCU
ESP8266

Wi-Fi integrated

Flow sensor into ESP8266

MQTT, HTTP

IBM cloud,
Azure cloud

Mobile application
developed in
Angular

Implemented an
architecture that
enables integration
with various
technologies and
languages. Margin
of error evaluated
after calibration at
372 pulses/min.

[49]

ATmegal6L

Flow measurement
(based on the
Turbine/WTG
design)

HC-06 Bluetooth
module

UART, Bluetooth

Use your mobile
phone as a
sink node

Mobile Application
(developed with
MIT App

Inventor 2)

Total energy
consumption is
approximately
137 mW (peak). It
allows Automatic
Meter Reading via
smartphone.

[21]

Raspberry Pi Zero

Pulse water meter Not specified

REST API

Cloud API
database, Local
database as a server

Application
interface (API)
implemented as a
web service

It allows receiving
flow rate
information and
communicating
with the
application
interface.

[50]

Arduino Uno

Solenoid Valve
(Actuator), YF-S201
Flow Sensor,

pH Sensor

Ethernet Shield

MQTT

MQTT web server
in the cloud

MQTT dashboard

The system controls
the valve’s on/off
function using IoT.
It can mitigate
water shortages
and manage future
water
consumption.

[51]

3. SWMMS Development

In the vast majority of homes in urban and rural areas of Mexico, drinking water is

stored in water tanks and/or cisterns due to the IWS problem. These tanks are installed on
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the roofs of each house, where the municipal public water supply enters directly, providing
this resource for residents’ daily activities, as shown in Figure 1.

Figure 1. Storage of drinking water in tanks.

According to the 2024 Encuesta Nacional sobre Disponibilidad y Uso de Tecnologias
de la Informacién en los Hogares (ENDUTIH), 100.2 million people in Mexico (83.1% of the
population aged 6 and over) are internet users, and 97.2 million connect to the internet via
a smartphone. Furthermore, 95.1% of internet users accessed the internet from home [52].
This indicates that internet access for wireless smart devices is primarily via a Wi-Fi network
connected to a modem-router.

3.1. SWMMS Architecture

The design and development of the proposed SWMMS are based on an IoT architecture
divided into three main parts (Figure 2): IoT devices (Figure 2a) that measure and monitor
water consumption and supply events in real time. The second part consists of cloud
computing services (Figure 2b) for data storage, processing, and analysis, and a mobile
application (Figure 2c) that provides an intuitive user interface for decision-making in
homes with IWS. This application allows users to register homes and water tanks, view
available volume in real time, consult consumption history, and receive alerts for prolonged
consumption time, water tank overflow, low water level, and low battery level of the

1
Cloud 1
Storage 1

1

IoT device.
FroTTTT - P oSt T 1
' 1 Cloud computing . User 1
| e e e e e e e e e e e e e Emm e m e —— - =
' Devices loT ! 0 1 11 Interface !
| IR e — .
1 : : : : LI I | I
1
: = 1 1 1 / @ / e 4:—H> .
1 ull ! ! r LI I | 1
- 1 1 11 FCM Firebase (="
1 Device 1 . , D I Authentication | 1 1 !
1 I LI I | I
[ 1
1
: T LI . [ |
. mlf T - T ) e e .
S 1
1 Device 2 Cloud Cloud Cloud LI | !
1 1 : AWS loT AWS SNS : Pub/Sub Functions Firestore o = 1
1 I LI I | I
1 1
1 = 1 11 App 1
1 mll ! ! T T 1
1 1 .
: ' ! -
1 ! ! 1
1 1 .
1 , X
' 1
' 1
1 1

1
1
1
1
1
| -
Device n 1.
1
1
1
1
1
1

Figure 2. SWMMS Architecture: (a) IoT Devices, (b) Cloud Computing, (c) User Interfaces.

3.2. IoT Device

The IoT device was designed and developed in three parts: the printed circuit board
(PCB), the prototype housing, and the algorithm. Its purpose is to measure and monitor
the water level stored in a tank and detect consumption and supply events.

https://doi.org/10.3390/technologies14020135
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3.2.1. PCB Design and Development

The design and development of the printed circuit board (PCB) includes six funda-
mental elements (Figure 3): the microcontroller responsible for control and processing; the
wireless communication that allows data transmission to the cloud; the sensors that capture
readings of the water level and flow; the user interface integrated through buttons and an
OLED display; a rechargeable battery as a power source; and the power conditioning and
management system that guarantees electrical stability and energy consumption efficiency.

Wireless
communication
L.

|

N ' ™
. User
Sensors Microcontroller
I ) Interface

Power
Management

A

~

~

[ Power supply

Figure 3. Block diagram of the proposed IoT device for water metering and monitoring.

To enable the IoT device (Figure 4(a)) to process and transmit sensor data, the ESP-
WROOM-32E module was used. This low-cost module, created by Espressif Systems,
integrates Wi-Fi (802.11 b/g/n) and Bluetooth/BLE, two processing cores, and low energy
consumption, enabling efficient and secure communication with cloud computing ser-
vices [53]. The IoT device uses an XKC-DS1603L.V1 ultrasonic sensor, Shenzhen Kecheng-
mei Technology Co., Ltd., Shenzhen, China (Figure 4(b)) to measure the distance to the
water surface. This sensor is installed at the bottom of a water column (Figure 4(c)) adjacent
to and parallel with the water tank (Figure 4(d)). This is because water tanks are usually
supported by a metal or concrete base (Figure 4(e)), which makes direct installation on
the tank difficult. The ultrasonic sensor operates at a supply voltage of 3.0 V to 12 V and
consumes less than 35 mA. It has a resolution of 1 mm, detects liquid over a height range of
50 mm to 2000 mm, and has a response time of 2 s when liquid is present in the container
and 10 s when no liquid is present [54].

Two YFCO01 1/2-inch water flow switches were used to activate or wake the IoT device
whenever a water consumption or supply event occurred. The flow switches were installed
on the water tank’s outlet (Figure 4(f)) and inlet (Figure 4(g)) pipes. These switches operate
at a flow rate of 1 to 30 L/min, a voltage of 0 to 220 Vdc, a current of 0 to 0.5 A, an operating
temperature of 1 °C to 120 °C, a maximum working pressure of 1.75 MPa, and a response
time of 0.2 s.

The IoT device features a 0.91-inch OLED display (128 x 32) as its user interface
(Figure 5(a)). This display shows the water level, battery charge level, and a “sensor not
detected” alert, and also assists the user in adding the Wi-Fi network. The PCB includes
three tactile switches: reset (Figure 5(b)), “b2” (Figure 5(c)) for sending data, and “b1”
(Figure 5(d)) for configuring the SSID and password of the home Wi-Fi network via the
mobile app. It also includes a slide switch (Figure 5(e)) to power the IoT device on or off.

https://doi.org/10.3390/technologies14020135
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2000mm

Consumption Supply

Figure 4. Design and installation of the SWMMS: (a) IoT device, (b) Ultrasonic sensor, (c) Water
column, (d) Water tank, (e) Metal or concrete base supporting the water tank, (f) Flow switch in the
consumption pipe, (g) Flow switch in the supply pipe.

The ESP-WROOM-32E module (Figure 5(f)) operates at a voltage between 2.55 V and
3.6 V, with a power consumption of 80-180 mA when Wi-Fi is active. The ultrasonic sensor
operates at a supply voltage of 3.3 V to 12.0 V and consumes less than 35 mA. Based on this, a
3.7V, 1200 mAh rechargeable Li-ion battery (Figure 5(g)) was used. For power management,
the AP7365-33YRG-13 SOT-89R-3 low-voltage linear regulator (Diodes Incorporated, Plano,
TX, USA) with current limiting and short-circuit protection was used, providing an output
voltage of 3.3 V, an output current of 600 mA, a standby current consumption of 80 pA, an
operating temperature range of —40 °C to 85 °C, and a maximum input voltage of 6.0 V. The
MCP73831T-2ACI/OT lithium-polymer battery charging controller (Microchip Technology,
Chandler, AZ, USA), configured to 600 mA, was also integrated to ensure a long battery
life. A voltage divider consisting of two 100 Kohms resistors was used to measure and
monitor the battery charge level. The AO3407A P-channel MOSFET (Alpha & Omega
Semiconductor, Sunnyvale, CA, USA) was used as a High-Side Switch to cut off power to
the ultrasonic sensor, OLED display, and voltage divider when the IoT device enters deep
sleep. For charging, the device has a micro USB B 2.0 connector (Figure 5(h)), which allows
it to be connected to a home power outlet using a commercial 5 V 600 mA charger.

https://doi.org/10.3390/technologies14020135
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OO GG

Figure 5. PCB: (a) 128 x 32 OLED display, (b) reset tactile switch, (c) “b2” tactile switch, (d) “b1”
tactile switch, (e) SPDT slide switch (IoT device power on/off), (f) ESP-WROOM-32E module,
(g) Rechargeable battery, (h) Micro USB B 2.0 connector.

3.2.2. Design, Development, and Manufacturing of the IoT Device Casing Prototype

A prototype enclosure (Figure 6) was designed to protect the PCB and battery elec-
tronic components, accounting for environmental conditions at the IoT device’s installation
site (on the rooftop of the house), including humidity, dust, direct sunlight, and potential
mechanical impacts. The design was created in SolidWorks 2022, enabling precise modeling
of the electronic assembly dimensions and optimizing the internal space to accommodate
the PCB and battery. The enclosure design includes openings for the sensor connection
cables (Figure 6(a)), the power switch (Figure 6(b)), the OLED display (Figure 6(c)), the
micro USB B 2.0 connector (Figure 6(d)) for charging the device, and the touch switch
for reset functions (Figure 6(e)). Two buttons were included for the “b2” tactile switch
(Figure 6(f)) and the “b1” tactile switch (Figure 6(g)). The casing was manufactured using
FDM (Fused Deposition Modeling) 3D printing with PETG (Polyethylene Terephthalate
Glycol) filament, selected for its low cost, impermeability and resistance to Ultraviolet
(UV) radiation, slightly superior to PLA (Polylactic Acid) and ABS (Acrylonitrile Buta-
diene Styrene) filament, making it suitable for prototypes with undemanding electronic
applications and prolonged exposure to the outdoors [55].

https://doi.org/10.3390/technologies14020135
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Figure 6. IoT device casing prototype: (a) Cable hole, (b) Power switch hole, (c) OLED display hole,
(d) Micro USB B 2.0 connector hole, (e) Reset hole, (f) “b2” button, (g) “b1” button, and (h) QR code.

3.2.3. IoT Device Algorithm

The control algorithm implemented in the IoT device is based on a finite state machine
consisting of nine states: read level, sensor not connected, add WiFi, connect WiFi, connect
MQTT, publish message, disconnect MQTT, disconnect WiFi, and deep sleep (Figure 7),
which allow it to control the flow of operation of the IoT device, manage wireless communi-
cation, publish the message to cloud computing services, and optimize energy consumption
through deep sleep mode.

In the initial “read level” state, the ultrasonic sensor measures the water level in the
tank and displays this value on the IoT device’s OLED display (Figure 5(a)). During this
state, the system remains in continuous monitoring until one of the following conditions
is met: if one minute of inactivity elapses, the device automatically enters “deep sleep”
mode to optimize energy use; if the reset tactile switch (Figure 5(b)) is pressed, the IoT
device restarts; if the “b1” tactile switch (Figure 5(d)) is held down for more than five
seconds (b1 ==1 and t > 5 s), the device switches to the “add WiFi” state; if the ultrasonic
sensor is not correctly connected to the IoT device, the OLED display shows the alert
message “sensor not detected” until the sensor is successfully connected. The IoT device
will switch to the “connect WiFi” state whenever the current reading of the flow switch on
the consumption pipe (sw1l) differs from its previous recorded reading (swla). Similarly,
when the current reading of the flow switch on the supply pipe (sw2) differs from its
previous reading (sw2a), it will switch to the “connect WiFi” state. This allows the start
and end of each water consumption and supply event to be identified, sent, and recorded.
Pressing the “b2” tactile switch (Figure 5(c)) switches the device to the “connect WiFi” state.
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Upon entering the “add WiFi” state, the user can scan the IoT device’s QR code
(Figure 6(h)) in the mobile application to register the home WiFi network’s SSID and
password. This process has a two-minute time limit; if the time expires (t > 2 min) without
receiving valid data, the system returns to the “read level” state. Suppose the new WiFi
network data differs from that previously stored in the EEPROM memory (SSID ! = SSID_a
& password ! = password_a). In that case, the algorithm will switch to the “connect WiFi”
state to establish the new connection. If the user presses the “b2” tactile switch (Figure 5(c))
during this state, the device also returns to the initial “read level” state.

——t>=1min Deep Sleep zm;z ==== ;

swla==1;
sw2a ==

t>=2min

b1==18& 5  Add WiFi
t>=56s

: Read Level

rst
~

1= .
t >= 40s swil=swia, SSID 1=SSID_a &

sw2 | = swZ2a;

b2 == 1 password != password_a

Disconnect —
Connect WiFi WiFi —

v 0
Connect Publish Disconnect
MQTT message MQTT

Figure 7. Finite state machine of the IoT device algorithm.

t>=40s

In the “Connect WiFi” state, the device attempts to connect to the home WiFi network.
If the connection is successful, the system transitions to the “Connect MQTT” state. Oth-
erwise, if the connection is not established after 40 s (t > 40 s), the device returns to the
“Read Level” state. Similarly, in the “Connect MQTT” state, the system attempts to establish
communication with the MQTT server to send data. If the connection is successful within
40 s (t > 40 s), it transitions to the “Publish Message” state; otherwise, it returns to the
initial “Read Level” state. In the “publish message” state, the device transmits the collected
information to the contracted cloud computing services. Each message sends the following
information: the timestamp, the sw value (where sw = 0 represents a consumption event
and sw = 1 a supply event), the e-sw value (where e-sw = 1 indicates the start of the event
and e-sw = 0 its end), and the water level reading in millimeters. Once the message has
been successfully sent, the system transitions to the “disconnect MQTT” state, ending the
communication session with the server. Finally, if no water flow is detected in the pipes
(swla = 0; sw2a = 0), the system enters a “deep sleep” state to conserve energy. Conversely,
if flow is still detected (swla = 1; sw2a = 1), the IoT device returns to the “read level” state
to continue measuring and monitoring the water level in real time.

3.3. Cloud Computing Services

The SWMMS architecture uses Amazon Web Services (AWS) and Google Cloud Plat-
form (GCP) (Figure 2b). Communication and management of IoT devices are handled
by AWS IoT Core, which receives messages from devices via the MQTT protocol. Data
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transmitted between the IoT device and the cloud computing services is encrypted in
transit using TLS, and device authentication in AWS IoT Core is performed using X.509
certificates. When AWS IoT Core gets a message, an IoT Rule is automatically triggered,
forwarding the message payload to an AWS Simple Notification Service (SNS) topic. The
AWS SN service is configured to operate as a messaging client, sending data via an HTTP
POST request to a Google Cloud Pub/Sub push subscription endpoint. Cloud Function
automatically activates functions as soon as the message is confirmed in the Pub/Sub topic,
enabling data processing to calculate water volume based on tank dimensions, log IoT
device readings, record daily consumption volume, and send alerts via Firebase Cloud
Messaging (FCM) when prolonged consumption time, tank overflow, low water level, and
low battery are detected on the IoT device. For user authentication and management, Fire-
base Authentication was used, which automatically stores passwords using salted hashing,
enabling user registration and validating access to the mobile application, ensuring data
privacy and protection. Data about the home, its occupants, and IoT devices, as well as
daily consumption history and IoT device readings, were stored in Cloud Firestore. This
document-based NoSQL database supports real-time data synchronization, updates, and
queries. The system also uses Cloud Storage to store multimedia files, allowing for changes
or additions to profile pictures, container images, home images, and more.

3.4. Mobile App

A mobile application for smartphones was developed as a user interface using the
Flutter SDK (Software Development Kit, version 3.27.1) and the Dart language, allowing
deployment on both Android and iOS devices. This mobile application will enable users
to manage their IoT devices, view the amount of available water in liters, and access a
real-time history of daily water consumption, enabling more efficient water use. It also
notifies users about prolonged consumption time, tank overflow, low water level, and low
battery on the IoT device. The first time a user accesses the mobile application, they must
create sign up (Figure 8a). Once the account is created, the user can sign in (Figure 8b) by
correctly entering their registered email address and password. If these values are incorrect,
an alert will be displayed with the message “Enter a valid email address and password”.

Email

(a) (b)
Figure 8. (a) Sign-up page. (b) Sign-in page.
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Once the user signs in, they can navigate the main menu, which includes: a list of
homes, a list of contacts, add WiFi, and my profile, ensuring intuitive navigation and a
clear hierarchical structure within the application (Figure 9).
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Figure 9. Mobile application navigation routes.

In the homes list page (Figure 10a), the user can see the houses where they are
registered as a resident. By clicking the “Add (+)” button located in the lower right corner
of the screen, they will be taken to the “add home” page (Figure 10b) where they will enter
the name and description of the house, as well as an image of the house, choosing from
an image in their gallery or taking a photo with their mobile phone camera. The house
will be added upon pressing the “Accept (v')” button. The home page (Figure 10c) will
display the property image, description, residents, containers, events, recipes, shopping
list, add residents, and edit home. Users with the administrator title can edit the home
description, delete residents, and be promoted or demoted to or from the administrator
role. The containers page (Figure 10d) displays all registered containers for the home in
a grid format. Users can create new containers by clicking the “add (+)” button in the
bottom-right corner of the page.

On the Add Container page (Figure 11a), the user will enter the necessary information
to create the container (water tank), such as: name, description, its location in the home,
the minimum and maximum volume of the container (to alert the user about low water
levels and tank overflow), maximum water consumption time (maximum time, in minutes,
for the prolonged consumption time alert), and the dimensions (the diameter and height
of the tank). By pressing the “Scan QR code” button, the user can scan the IoT device’s
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OR code (Figure 11b), which contains essential information such as the IoT device’s serial
number and type, necessary to register the IoT device with the home. If the device has
already been registered, the application will display an alert with the message: “This device
has already been registered.” However, if this IoT device has not been registered, the user
will be directed to the “Add WiFi” page (Figure 11c), where they will enter the SSID and
password of the home WiFi network. The IoT device will be added to the home by pressing
the “accept (v')” button.

13168 7% 13158 RaT7% 1313

<  Add Home <« Casal 7

<  Containers

—— R

& gy

. -
("2 aricuios | 14 acuos

Gaslp Fridge Cupboard
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I

No image available

Water Tank
Rooftop

Description

Q  Address
Description

Enter the home descri

ption -
%i  Containers

Events
Recipes

Shopping list

Add Inhabitants

(a) (b) (c)

Figure 10. (a) Home list. (b) Add home page. (c¢) Home page. (d) Containers page.
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Figure 11. (a) Add container. (b) Scan the QR code. (c) Add WiFi.
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On the container page (Figure 12a), residents will be able to see: an image of the

container, the real-time volume in liters, a horizontal level bar indicating the volume as

a percentage (where 100% is the container’s maximum capacity), a bar graph showing

daily water consumption for the past week so users can take action to save and manage

their water usage, and a drop-down menu in the upper right corner of the page where

administrators can move, edit, or delete the container. Clicking the consumption history

button will display a table of daily consumption for the last 30 days in the mobile application
(Figure 12b).

13:14 ° =l 7%0

& Water Tank

1732.17L

Consumption last week (L/day)

446.33

392.15
322.03
0 0 0

2!
Sun Mon Tues Wed Thurs Fri

Consumption history

1 @)

(a)

0

Sat

13:15 o=l 7%0

<  Consumption history

Date Volumen (Its)

2025-04-29 322.03

2025-04-28 446.33

2025-04-27 392.15

2025-04-26 268.68

2025-04-25 281.21

2025-04-24 515.99

2025-04-23 219.29

2025-04-22 428.27

2025-04-21 422.45

2025-04-20 388.33

2025-04-19 375.13

2025-04-18 390.11

2025-04-17 513.41

2025-04-16 252.83
1 <

(b)

Figure 12. (a) Container page. (b) Consumption history page.

In addition, users are alerted by notifications on their smartphones through the Fire-

base Cloud Messaging service. These alerts are:

Low battery level!: This alert is sent when the battery level is equal to or less than 15%

of the total charge (Figure 13a);

Prolonged consumption time!: This alert is sent when the duration of a consumption

event exceeds the maximum time allowed for a consumption activity, previously

configured by the user (Figure 13b);

Water is about to run out!: This alert is sent when the water volume read by the

IoT device is less than or equal to the minimum volume value allowed by the user

(Figure 13c);

Water overflow detected!: This alert is sent when the water tank’s volume exceeds its

maximum capacity (Figure 13d).
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Figure 13. (a) Alert: Low battery level. (b) Alert: Prolonged consumption time. (c) Alert: Water is
about to run out. (d) Alert: Water overflow detected.

4. Results and Discussion

The XKC-DS1603L.V1 ultrasonic level sensor was calibrated under controlled labora-
tory conditions for a water column constructed from a 2-inch-diameter PVC pipe with a
height of 2000 mm, with the offset calibrated to 100 mm and the scale factor to 1500 mm.
The SWMMS was then evaluated using 12 tests performed at 100 mm intervals (Table 3). In
each test, the measured water level was compared with the ultrasonic sensor’s measure-
ment, which has an operating range of 50 mm to 2000 mm. The tests showed a percentage
error ranging from 0% to 1.42%, with a deviation of 1 to 3 mm between the actual level and
the sensor reading.

To evaluate the performance of the SWMMS, it was implemented in a 2500-L water
tank (1642 mm in diameter and 1200 mm high in the cylindrical section) in a student
residence housing six people aged 20 to 32 years in the municipality of Zacatecas, Zacatecas,
Mexico. A minimum volume of 600 L was set to alert users that the water supply was
running low, providing a 1 to 2 day buffer before the tank emptied. This was based on the
fact that a person needs to consume between 50 and 100 L of water per day to meet their
needs [56]. Likewise, to alert of an overflow, a maximum volume of 2500 L and a 15-min
water usage limit were established.
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Table 3. Comparison of real water level vs. distance measured by ultrasonic sensor.

Real Water Level Measured Distance

Test (mm) (mm) Error (%)
1 70 71 1.43
2 100 100 0.00
3 201 199 1.00
4 300 299 0.33
5 401 402 0.25
6 500 498 0.40
7 601 603 0.33
8 702 701 0.14
9 801 799 0.25

10 900 903 0.33
11 1002 1004 0.20
12 1100 1098 0.18

Table 4 presents a portion of the readings recorded by the SWMMS for consumption
and supply events. Each record includes the timestamp of the reading, the state of the flow
switches (sw and e-sw), the water level measured in millimeters (mm), and the battery level
in percentage. When sw equals zero (sw = 0), it indicates a consumption event; conversely,
when sw equals one (sw = 1), it indicates a supply event. The value of e-sw indicates the
start and end of an event, with e-sw = 1 indicating the start of the event and e-sw = 0
indicating its end.

Table 4. Excerpt from recorded readings.

(Moiltﬁl_%ay) Flow Switch Water Level Battery Level
(h:m:s) SW e-sw (mm) (%)
04-16 06:16:39 0 1 774 100
04-16 06:16:48 0 0 775 100
04-16 08:01:54 0 1 775 100
04-16 08:02:07 0 0 773 100
04-16 12:40:37 0 1 775 100
04-16 12:40:45 0 0 773 100
04-19 12:38:03 1 1 308 100
04-19 12:47:32 1 0 362 100
04-19 12:47:42 1 1 364 100
04-19 12:47:51 1 0 364 100
04-19 12:47:55 1 1 364 100
04-19 12:48:03 1 0 366 100

Table 5 presents the consumption events (sw = 0) and supply events (sw = 1) recorded
by the SWMMS between 16 April and 9 August 2025. A total of 8430 consumption events
were identified, associated with 16,860 readings, while supply events were considerably
fewer, with 322 events derived from 644 readings. The average duration of water con-
sumption events was 1.3 min, ranging from 0.01 to 104.17 min. 8025 consumption events
lasted less than 5 min, representing 95% of the total. 115 prolonged consumption time
alerts were recorded over 115 monitoring days, after exceeding the programmed 15-min
limit. Of these, 26 lasted 16-20 min, 39 lasted 21-30 min, and only 9 exceeded 30 min.
Residents did not report any water leaks, resulting in a 100% false-positive rate for leak
detection. Therefore, these 115 alerts correspond to either intentional prolonged water
consumption or overlapping consumption activities performed simultaneously by multiple
household members.
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Table 5. Summary of recorded consumption and supply events from 16 April to 9 August 2025.

Event Number of Readines Average Max Time Min Time
Events 8 Time (min) (min) (min)

Consume 8430 16,860 1.30 104.17 0.01

Supply 322 644 16.23 361.66 0.042

Supply events exhibited a significantly longer average duration of 16.23 min, with a
maximum of 361.66 min (approximately 6 h) and a minimum of 0.042 min. Multiple supply
event readings were recorded on supply days, a characteristic behavior of ISW. Because
the water distribution network is partially or completely emptied during periods without
service [57], when water flow resumes, the pipes contain large volumes of air that are
forced into homes by water pressure [8]. This causes the SWMMS to detect the air passage
as a false supply event before the flow rate stabilizes.

Figure 14 shows the daily number of consumption events (blue curve) and supply
events (orange curve) recorded from 16 April to 9 August 2025. During the first 40 days of
monitoring (16 April to 25 May), a lower number of consumption events was observed due
to a temporary change in behavior, associated with users” awareness of being monitored, a
phenomenon known as the Hawthorne effect [58,59]. After the 40 days (26 May to 15 July),
an increase in the average daily number of consumption events was observed, from 55.8
to 85.9, reflecting a gradual normalization of habitual water use patterns as users become
accustomed to the system and their perception of being observed decreases.

Studies on water consumption in showers have shown that initial savings gradually
decreased over time and disappeared completely after 4 months, returning consumption
to levels prior to the installation of the shower monitors [60]. A study conducted in
Valencia, Spain, analyzed 334 households equipped with smart water meters and linked to
a digital feedback platform (SmartH20). They found that approximately 47% of households
achieved a sustained reduction in consumption for more than 2 years after the start of the
study, particularly those receiving sub-daily information from the smart meters, while 10%
experienced an initial reduction followed by gradual adaptation or a rebound effect, and
9% showed an increase in consumption in the long term [61].

The persistence of long-term water and energy conservation behavior is determined
by the interaction of four main factors: consumption feedback, household characteristics,
individual and social motivations, and the effort required to maintain the behavior [62].
While the developed SWMMS provides real-time consumption feedback by displaying the
available volume in the water tank, the daily consumption history, and alerts for prolonged
consumption and low stored water levels, a sustained reduction in long-term consumption
was not achieved, and therefore, the behavior’s persistence was not consolidated. Further-
more, consumption feedback decreased the uncertainty and perceived risk of running out
of water, the main incentive for households experiencing IWS to save water.

From 16 to 27 July, an average of 59.7 consumption events per day were recorded due
to the summer holidays. On 18 May, 11 consumption events were recorded when the water
volume reached 68 L, prompting residents to minimize consumption to avoid running out
of water. The water service in the home suffered interruptions lasting more than 6 days,
and supply periods of 8 h and 20 min until the water tank was filled, confirming an IWS
and the importance of implementing a SWMMS to provide real-time information on the
volume of water available to anticipate shortages and facilitate efficient water management.
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Figure 14. Graph of the number of consumption and supply events per day, from 16 April to 9
August 2025.

The graph in Figure 15 shows a pattern of gradual decreases in volume (consumption),
followed by an increase in volume (tank filling), clearly demonstrating IWS behavior.
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Figure 15. Graphs of the volume of water recorded from 16 April to 9 August 2025.

The maximum capacity of the water tank (red horizontal line) of 2500 L was exceeded
on seven occasions (28 April; 5 and 12 May; 8, 14, and 19 July; and 8 August), indicating the
days when the water pressure was sufficient to cause the tank to overflow, resulting in water
loss and damage to the float valve caused by the IWS. On the other hand, a decrease in the
number of events and duration of consumption was observed when the water volume fell
below 600 L (minimum volume: red dashed horizontal line) on 21 occasions.

Figure 16 shows the daily water consumption recorded only for days without water
supply (72 days); the average daily consumption for the household was 392.78 L/day, with
values ranging from 179.99 to 628.92 L/day. For a household of 6 people, this is equivalent
to an average daily per capita consumption of 65.46 L/person/day.
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Figure 16. Graphs of daily water consumption from 16 April to 9 August 2025.

Limitations

The proposed SWMMS has limitations in both its design and the study, which must
be acknowledged to properly contextualize the results: This work has been delimited as a
descriptive study focused on the implementation and characterization of a SMMMS for
households with IWS. The system was evaluated in a single dwelling, which limits the
generalizability of the observed consumption and supply patterns to other households,
tank sizes, or urban contexts. During the 115 days of implementation, the IoT device
was continuously powered by an external USB power supply to maintain the prototype’s
operational stability. Therefore, the battery did not discharge, and it was not possible
to evaluate its lifespan under real-world operating conditions. Water consumption and
supply volumes are not measured directly but are inferred from water level variations
using ultrasonic sensors. The use of binary flow switches allows for detecting water flow
and reactivating the IoT device, but does not provide continuous flow information. It is
not possible to reliably estimate daily water consumption on days with supply because the
volume stored in the tank increases and decreases as consumption and supply events occur
simultaneously. Under these conditions, the water level may rise, fall, or remain seemingly
stable, making it impossible to distinguish what fraction of the volume change corresponds
exclusively to a consumption event or a supply event.

Figure 17 shows a graphical representation of how the SWMMS records daily water-
use activities performed by a single person (ideal scenario), where the horizontal axis
corresponds to elapsed time and the vertical axis to the activities performed. The first
activity (showering) is delimited between reading 1 (start: e-sw = 1) and reading 2 (end:
e-sw = 0), the second activity, corresponding to flushing the toilet, is delimited by reading 3
(start: e-sw = 1) and reading 4 (end: e-sw = (), and similarly, the third activity (washing
hands) is delimited between reading 5 (start: e-sw = 1) and reading 6 (end: e-sw = 0).

However, when two or more people consume water simultaneously, the SWMMS
perceives it as a single, prolonged consumption activity, as shown in Figure 18. Unlike
a single person, where the start and end of each consumption can be clearly identified,
the temporal overlap of activities performed simultaneously by more than one person
causes the system to group all activities into a single consumption event, highlighting
a limitation of the SWMMS in recognizing and predicting consumption activities. To
overcome this limitation, the system can operate in coordination with presence or motion
sensors in a smart home environment, or the level or flow measurement at a single main
measurement point can be replaced by installing flow sensors at end-use points (such as
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sinks, toilets, showers), allowing these events to be disaggregated and associating each
water flow measurement with a specific consumption activity [27].
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Figure 17. Graphical representation of the record of activities performed by a person.
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Figure 18. Graphical representation of the record of activities performed by more than one person.

5. Conclusions and Future Work

This study developed and implemented an SWMMS for homes facing IWS. By integrat-
ing an IoT device, cloud computing services, and a mobile application as a user interface,
the system successfully recorded, processed, and displayed the available water volume in
the storage tank in real time, as well as sending alerts for prolonged consumption time,
overflows, low water levels, and low battery. The results obtained from implementing the
SWMMS for 115 days in a single home allowed for the characterization of representative
temporal patterns of water consumption and supply under IWS conditions, such as daily
variability in consumption events, gradual depletion of the stored volume, and irregular
filling processes associated with intermittent and variable pressure in the supply network.
During the initial deployment phase (first 40 days), a lower number of consumption events
was observed, possibly attributable to increased user awareness regarding water consump-
tion monitoring. This behavioral response is consistent with the Hawthorne effect and not
with an efficiency improvement caused by the system.

Future work includes: extending the system evaluation to multiple homes with differ-
ent tank sizes, urban contexts, and supply schemes; conducting longer monitoring periods
to analyze long-term behavioral adaptation and seasonal variability; exploring monitoring
parameters that combine level, flow, and pressure measurements, as well as strategies
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for disaggregating simultaneous consumption and supply events; incorporating artificial
intelligence (AI) and machine learning (ML) techniques to identify recurring usage pat-
terns and classify consumption activities, considering temporal, seasonal, and contextual
variations; the development and integration of robust methods for detecting water leaks;
long-term battery performance will be evaluated under real-world operating conditions;
conducting long-term usability and reliability studies to support the system’s scalability
in urban contexts in developing countries; and improving the system’s capabilities by
integrating turbidity, pH, and conductivity sensors to monitor the quality of water stored
in tanks.
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Abbreviations

The following abbreviations are used in this manuscript:

ABS Acrylonitrile Butadiene Styrene

Al Artificial Intelligence

API Application Programming Interface
AWS Amazon Web Services

BLE Bluetooth Low Energy

CWS Continuous Water Supply

EEPROM  Electrically Erasable Programmable Read Only Memory
Encuesta Nacional sobre Disponibilidad y Uso de Tecnologias de la Informacién

ENDUTIH
en los Hogares
FCM Firebase Cloud Messaging
FDM Fused Deposition Modeling
GAS Google Apps Scripting
GCP Google Cloud Platform
GWP Global Water Partnership
HTTPS Hyper Text Transfer Protocol Secure
ICTs Information and Communication Technologies
IoT Internet of Things
IWS Intermittent Water Supply
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LED Light Emitting Diode

LoRaWAN Long Range Wide Area Network

Lwp Low Water Pressure

MQTT Message Queuing Telemetry Transport
NB-IoT Narrow Band Internet of Things
OLED Organic Light Emitting Diode

OMS Open Metering System

PCB Printed Circuit Board

PETG Polyethylene Terephthalate Glycol
PLA Polylactic Acid

pPVC Polyvinyl Chloride

QR Quick Response

REST Representational State Transfer

SC Smart City

SDK Software Development Kit

SNS Simple Notification Service

SPDT Single Pole Double Throw

SQL Structured Query Language

SSID Service Set Identifier

SWMMS Smart Water Metering and Monitoring Systems
TTN The Things Network

UART Universal Asynchronous Receiver Transmitter
Ul User Interface

USB Universal Serial Bus

uv Ultraviolet

WTG Water Turbine Generator
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