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Abstract

Intrusion detection systems (IDS) often struggle to detect rare but high-impact attack be-
haviors due to severe class imbalance in real-world network traffic. This work proposes a
class-specific GAN-based augmentation framework that explicitly targets sparsity in the
minority-class in structured cybersecurity datasets. Unlike prior GAN-based approaches
that employ global augmentation or anomaly-driven synthesis, separate Generative Adver-
sarial Networks (GANs) are trained independently for each MITRE ATT&CK tactic using
only real minority-class samples, enabling focused distribution learning without contamina-
tion from benign traffic. Using a relatively new network traffic dataset, UWF-ZeekData22,
the proposed framework augments minority classes under conditions of extreme sam-
ple sparsity, where traditional classifiers and interpolation-based oversampling methods
are ineffective or statistically unreliable. Five traditional classifiers—Logistic Regression,
Support Vector Machine (SVM), k-Nearest Neighbors (KNN), Decision Tree, and Random
Forest—are evaluated before and after augmentation using stratified 5-fold cross-validation.
Experimental results show that class-specific GAN augmentation consistently improves
recall and F1-score for rare attack tactics, with the largest gains observed under extreme
sparsity where pre-augmentation evaluation was infeasible. Notably, false-negative rates
are substantially reduced without degrading majority-class performance, demonstrating
that the proposed approach enhances minority-class separability rather than inflating eval-
uation metrics. These findings demonstrate that class-specific GAN-based augmentation
is a practical and robust data-level strategy for improving the detection of rare MITRE
ATT&CK-aligned attack behaviors in machine-learning-based IDSs.

Keywords: cybersecurity; intrusion detection; class imbalance; generative adversar-
ial networks; data augmentation; minority-class leaning; MITRE ATT&CK; network
traffic analysis

1. Introduction
Modern intrusion detection systems (IDS) increasingly rely on machine learning (ML)

models to detect malicious activity in high-volume network traffic [1]. Although these mod-
els show strong performance in detecting common behaviors, they perform significantly
worse on rare but high-impact cyberattacks. This challenge is primarily due to severe class
imbalance in cybersecurity datasets, in which benign traffic overwhelmingly dominates
and attack behaviors are observed only sparsely. Minority classes, such as Credential
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Access, Persistence, Lateral Movement, or Exfiltration, contain disproportionately few
labeled samples, making it difficult for classifiers to learn reliable decision boundaries. As a
result, IDS models can exhibit high false-negative rates for the attacks that are most critical
to detect.

Traditional approaches for addressing class imbalance include oversampling methods
such as SMOTE [2–4] and ADASYN [5,6], as well as hybrid resampling techniques [6,7].
While effective in some domains, these methods rely on interpolation and may distort
the underlying feature distributions in structured cybersecurity network-flow data. Such
distortion can yield unrealistic synthetic samples or reinforce noise in the minority class.
Moreover, interpolation methods may fail to capture complex nonlinear patterns that
characterize adversarial behaviors in real network datasets [8].

Generative Adversarial Networks (GANs) are a compelling alternative for data aug-
mentation because they can learn and replicate complex data distributions [9,10]. By
training the generator to produce synthetic samples that resemble real minority-class data,
GANs can expand the training dataset with diverse samples that help classifiers learn more
robust decision boundaries [11,12]. Although GANs have been increasingly applied to
cybersecurity problems in recent years [8,13], most existing work focuses on global data
augmentation, adversarial traffic generation, or anomaly detection, with comparatively
limited attention to class-specific augmentation under extreme minority-class sparsity in
structured network traffic data [1,11,14,15].

This study addresses class imbalance by introducing a modular, per-class GAN aug-
mentation pipeline designed for structured, labeled cybersecurity datasets such as UWF-
ZeekData22 [16,17]. Each MITRE ATT&CK tactic is treated as an independent binary
classification problem against benign traffic. For each tactic, a GAN is trained solely on
minority samples to generate synthetic data that improves class representation during
training. We evaluate this approach across five widely used machine learning classifiers—
Logistic Regression (LR), Support Vector Machine (SVM), K-Nearest Neighbor (KNN),
Decision Tree (DT), and Random Forest (RF)—using stratified 5-fold cross-validation and
standard metrics such as Precision, Recall, F1-score, and AUC-ROC.

Our results demonstrate that GAN-augmented training improves minority-class detec-
tion across the evaluated tactics and classifiers. In several cases, GAN-generated samples
substantially reduce false negatives and, under specific classifiers, eliminate minority-class
misclassification. Importantly, these improvements occur without degrading performance
on the majority class, suggesting that GAN augmentation enhances class separability rather
than introducing harmful noise.

Figure 1 illustrates the overall scenario and workflow of the proposed class-specific
GAN-based augmentation framework. The figure summarizes how severely imbalanced
network traffic data is processed, how independent GANs are trained for individual
minority MITRE ATT&CK tactics, and how the resulting synthetic samples are used to
augment training data for downstream classifiers.

The main contributions of this work are as follows:

1. We propose a class-specific GAN-based data augmentation framework in which
separate GANs are trained independently for individual MITRE ATT&CK tactics,
enabling focused modeling of rare attack behaviors under extreme class imbalance.

2. We address extreme minority-class sparsity (including cases with fewer than ten real
samples) and demonstrate that GAN augmentation enables stable classifier training
and evaluation where pre-augmentation assessment is infeasible.

3. We conduct a systematic before-and-after evaluation across five traditional machine-
learning classifiers, using stratified 5-fold cross-validation, isolating the impact of
augmentation on minority-class detection.
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4. We show consistent reductions in false negatives and improvements in recall and
F1-score across multiple attack tactics without degrading majority-class performance,
validating the robustness of the proposed data-level augmentation strategy.

5. We provide a practical augmentation strategy pipeline aligned with the MITRE
ATT&CK framework that can be integrated into real-world IDS workflows.

The rest of this paper is organized as follows: Section 2 introduces GANs. Section 3
reviews related research on oversampling and GAN-based data augmentation. Section 4
covers the dataset and preprocessing steps. Section 5 discusses classifiers and evaluation
metrics. Section 6 describes the experimental setup. Section 7 shows the results before
and after augmentation, and Section 8 discusses the findings and their implications for
cybersecurity detection systems. Section 9 concludes the study and suggests directions for
future research.

Figure 1. Overview of the proposed class-specific GAN-based augmentation framework for intrusion
detection under extreme imbalance. Separate GANs are trained for each minority MITRE ATT&CK
tactic to generate synthetic samples, which are used to augment training data for downstream classifiers.
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2. Generative Adversarial Networks
2.1. Introduction

A Generative Adversarial Network (GAN), introduced by Goodfellow et al. [18],
is a framework consisting of two neural networks: a generator that produces synthetic
samples and a discriminator that distinguishes real data from generated data [19]. The
two components of a GAN, the generator and the discriminator, have opposing objectives.
The generator G aims to learn the underlying data distribution and to produce realistic
samples. At the same time, the discriminator, D, estimates the probability that a given
sample originates from the real training data rather than the generator [18]. Figure 2
illustrates the conceptual architecture of a GAN.

Figure 2. Conceptual diagram of GAN.

GANs are formulated as minmax two-player games [18], in which G seeks to maximize
the likelihood that the discriminator misclassifies generated samples. Meanwhile, D aims
to distinguish real data from generated data [14]. The discriminator learns the distribution
of real data samples and uses this knowledge to differentiate between real and generated
data [9]. The adversarial interaction between G and D enables both networks to iteratively
improve until the generated samples are statistically indistinguishable from real data.
Since their introduction in 2014 [19–21], GANs have outperformed their competitors and
achieved success in generative tasks across various fields [9].

In this section, we present the fundamental principles of GANs relevant to under-
standing their use as data augmentation models for imbalanced cybersecurity datasets.

2.2. Background
Generative Versus Discriminative Models

Discriminative models aim to learn the decision boundary between classes and to
predict labels from input variables [9]. They model the conditional probability distribution
p(x|y), where y denotes the label and x represents the input. Such models are commonly
applied to classification, detection, and segmentation tasks [19].

In contrast, generative models aim to capture the underlying structure of the training
data by learning the full data distribution [15]. These models represent the joint probability
distribution p(x, y), where x denotes the input and y denotes the label [9]. GANs belong
to this class of deep generative models, focusing on learning data distribution rather than
explicit decision boundaries.

Figure 3 shows the differences between discriminative and generative models. The left
side (Discriminative: p(y|x)) focuses on learning the decision boundary between classes.
The discriminative model aims to separate the two classes by finding the best boundary.
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In contrast, the right side (Generative: p(x, y)) emphasizes modeling the joint distribution
of each class by conditioning on both x (features) and y (labels), thereby generating new
samples that resemble each class. The arrows in Figure 3 illustrate the learning focus of
each approach: discriminative models learn a decision boundary between benign and
attack traffic (p(x|y)), while generative models learn the underlaying class distributions
(p(x, y)) to enable sample generation.

Figure 3. Discriminative versus generative models.

2.3. Components, Structure, and Architecture

As shown in Figure 2, the GAN model consists of two networks: D, the Discriminator,
and G, the Generator. These two components are trained as deep neural networks in
an alternating manner. The discriminator (D) is trained to differentiate between real
and generated data. In contrast, the generator (G) is trained to fool the discriminator by
preventing it from distinguishing between real and generated data [22].

Given a noise distribution pz, G takes a sample z as input and produces a probability
distribution pg that closely matches pdata, to the point of being indistinguishable. During
training, D aims to maximize the probability of correctly labeling both samples from the
training data, pdata, and those generated by G, pg [8]. G and D engage in a two-player
minmax game with the value function V (G, D):

minGmaxDV(D, G) = Ex∼pdt(x)[logD(x)] + Ez∼pz(z)[log(1 − D(G(z)))] (1)

where D denotes the discriminator, G the generator pdata(x) the data distribution, and pz(z)
the prior noise distribution.

D aims to minimize D(G(z)) or to maximize log D(x) + 1 − D(G(z)). The generator
wants to minimize Ez∼pz(z)

[log(1 − D(G(z)))] to fool the discriminator into labeling the
generated data as real [10,11]. This minmax optimization problem between G and D is
solved iteratively until the Nash Equilibrium is reached [9].

These components collectively define the standard adversarial training framework
used across all GAN variants evaluated in this study.

The goal of the GAN training process is to maximize Ex∼pdata(x)[logD(x)] to increase
the accuracy of discerning real data while G minimizes log(1 − D(G(z))) to increase the
probability of fooling the discriminator [9,10].

2.4. Learning Modes and Algorithms

During training, G and D engage in a min-max game: G attempts to generate data that
are similar to the training distribution. At the same time, D tries to distinguish between the
generated and real data by assigning higher or lower probabilities [23]. The discriminator
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makes this decision by computing a distance measure between the probability distributions
of the generated data, pg, and the real data, pdata [9].

Various statistical measures are used to assess the probability distribution. To measure
distance, the original GAN by Goodfellow et al. [18] employed a divergence metric based
on Kullback–Leibler (KL) and Jensen-Shannon (JS) divergence [9]. However, using JS and
KL divergence during training has shown stability issues, such as:

• Mode collapse:—where large probabilities originate from data pdata and small proba-
bilities come from pg.

• Poor convergence:—the discriminator learns to distinguish real and generated data
very easily, causing the generator’s optimization to vanish quickly and leading to
unstable training [19].

2.5. Objective (Loss) Function

In GANs, the objective function is designed to minimize the divergence between the
probability distributions of real data pdata and generated data pg, with the goal of reaching
an equilibrium in which the generated data are indistinguishable from the real samples [9].
To achieve this, adversarial optimization is formulated as a zero-sum game between two
computing networks, a Generator G and a Discriminator D.

In this formulation, the Discriminator seeks to maximize its ability to correctly distin-
guish real samples from generated ones, while the Generator seeks to minimize this ability
by producing increasingly realistic synthetic data. Both networks optimize the same value
function with opposing objectives, such that any improvement in one player’s performance
necessarily degrades the performance of the other. This antagonistic interaction naturally
defines a minmax optimization problem whose solution corresponds to a Nash equilib-
rium, at which point neither network can improve its objective without altering the other’s
strategy [23].

At equilibrium, the Generator’s distribution converges towards the true data distri-
bution, and the Discriminator becomes unable to reliably distinguish real from synthetic
samples. This zero-sum formulation is fundamental to GAN training, as it enforces distri-
bution matching through adversarial pressure.

Training

During training, a GAN is trained on two small batches (minibatches) of data: one
with real examples (labeled 1) and the other with fake examples generated by the generator
(labeled 0) [23]. The discriminator learns to estimate the likelihood that a sample is real
rather than fake, which can be expressed as the probability ratio pdata(x)/pg(x).

The goal is to train G and D so that the generated data is indistinguishable from the
real data; that is, when D evaluates it, D cannot distinguish between the real and generated
data. At this point, G and D are said to converge, and the distributions of pdata and pg match,
which is expressed as:

pg = pdata (2)

The minmax objective, pg = pdata, occurs at the saddle point [18], where the generator
tries to minimize the loss and the discriminator maximizes it. The saddle point (shown
in Figure 4) is hard to reach because the loss function is complex, and G and D interact
in ways that are difficult to control. As a result, training does not always converge. This
causes instability when a single player becomes overly dominant, creating an imbalance. It
can also lead to model collapse, in which G may produce only a limited variety of data [23].
In Figure 4, the surface colors represent the loss landscape of the adversarial game. The
arrows illustrate alternating gradient updates of the generator (G) and discriminator (D) as
they move toward the saddle point, which corresponds to adversarial equilibrium.

https://doi.org/10.3390/technologies14020117

https://doi.org/10.3390/technologies14020117


Technologies 2026, 14, 117 7 of 49

Figure 4. Gradient method on a GAN.

3. Related Works
The application of machine learning to intrusion detection systems (IDSs) has been widely

studied, with numerous works documenting the challenges posed by highly imbalanced
cybersecurity datasets [24–26]. Traditional oversampling techniques, such as SMOTE [2–4],
ADASYN [5,6], and their variants like BSMOTE [27] and SVM-SMOTE [25–27], are widely
used to expand minority classes by interpolating synthetic points in feature space [28–31].
While such approaches improve class balance between benign and malicious classes, they
often fail to capture the complex, nonlinear distributions of cyberattack behaviors in high-
dimensional tabular network traffic data. As a result, these methods may introduce noise or
overlapping samples, thereby degrading classifier performance [28–31].

To address these limitations, many studies have employed Generative Adversarial
Networks (GANs) [5,8,32,33] to produce synthetic samples for underrepresented classes by
learning class distributions and generating high-fidelity data that augment real samples and
improve classifier accuracy. GANs have emerged as a powerful alternative to traditional
oversampling because they can model high-dimensional data distributions without making
explicit assumptions about density or structure [10,18]. Prior work in network security
demonstrates that GAN-generated samples can improve detection rates for rare attack
types and enhance generalization, particularly when only limited minority-class data are
available during training [11,14].

Beyond classical oversampling strategies, GANs have also been explored within intru-
sion detection system architecture and data preprocessing pipelines. In IDS research, GANs
have been used to generate adversarial traffic or to augment rare attack classes, thereby
enabling controlled evaluation of detection models under adversarial conditions [34]. In
contrast, interpolation-based methods such as SMOTE may lead to overfitting when applied
to highly imbalanced cybersecurity datasets [28].

Zhao et al. [14] conducted a comparative study of Vanilla GANs, Wasserstein GANs
(WGANs), and Conditional GANs (cGANs) on the CIC-IDS2017 dataset. Their findings
suggest that GAN-generated synthetic samples, when incorporated into training pipelines,
can improve the performance of intrusion detection systems by increasing detection rates
for rare attack types. The study demonstrated that after augmentation, the classification
model nearly reached a perfect score. The authors noted that both WGAN and Vanilla
GAN models showed significant improvements over cTGAN. However, their approach
employs a single GAN trained on the full dataset and does not differentiate between
individual attack tactics during synthesis. In contrast, our work trains separate GANs for
each MITRE ATT&CK tactic, enabling class-specific distribution modeling under extreme
sample sparsity and avoiding cross-class interference during data generation.

Krishna et al. [35] presents a Conditional GAN (cGAN)-based framework for malware
detection and classification that uses grayscale and RGB image datasets. Their approach
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extends cGANs with a class-aware objective and evaluates performance across AC-GAN,
DCGAN, and E-GAN architectures using image-based malware representations. However,
the dataset used in their study consists of malware images, whereas most real-world
intrusion detection systems operate on structured, high-dimensional tabular network
traffic. As a result, image-based GAN frameworks are not directly transferable to practical
IDS deployments without substantial feature engineering.

Xia et al. [36] proposed an abnormal traffic detection framework for IoT environments
based on federated learning and depth wise separable convolutional neural networks
(DS-CNNs). Their approach enables collaborative model training across distributed IoT
devices while preserving data privacy and employs lightweight convolutional architectures
to improve computational efficiency. Their study demonstrates that deep learning-based
IDS models can achieve strong detection performance in resource-constrained IoT settings.

However, unlike centralized learning approaches, federated learning mitigates privacy
risks by avoiding the direct sharing of raw traffic data; nevertheless, it assumes sufficient
labeled data at participating clients and does not explicitly address extreme class imbalance
or minority-class data scarcity. In contrast, the present work focuses on data-level aug-
mentation using GANs to improve minority-class representation under severe imbalance
in structured network traffic and evaluates augmentation effects across multiple classical
classifiers rather than relying on a single deep neural architecture.

Beyond oversampling and standard GAN-based augmentation approaches, alter-
native strategies have been proposed to address class imbalance in intrusion detection,
including cost-sensitive learning and anomaly detection frameworks. Cost-sensitive and
class-weighted classifiers adjust loss functions to penalize minority-class errors more heav-
ily; however, such approaches do not increase the diversity of minority-class samples and
often remain ineffective under extreme data sparsity [3]. Similarly, GAN-based anomaly
detection methods and one-class learning frameworks focus on modeling benign traf-
fic distributions rather than explicitly learning attack-specific patterns, which limit their
applicability to supervised multi-tactic intrusion detection tasks [8,16].

More recently, generative models designed for structured tabular data, such as condi-
tional and distribution-aware GAN variants, have been explored to improve the fidelity
of synthetic data [4,8,18]. While these models demonstrate improved stability and sample
realism, they are typically trained as single global generators and do not explicitly account
for per-attack distributional differences within highly imbalanced cybersecurity datasets.

Table 1 summarizes representative prior work on intrusion detection and data aug-
mentation, highlighting differences in datasets, modeling strategies, GAN variants, and
augmentation assumptions. As presented in Table 1, most existing approaches employ
global data augmentation or anomaly detection, whereas the proposed framework uniquely
applies class-specific GAN training to address extreme sparsity in the minority class in
structured network traffic.

While classical oversampling techniques such as SMOTE and its variants are widely
used, this study does not include a direct empirical comparison with these methods.
This choice is intentional. The primary objective of this work is to isolate and evaluate
the effectiveness of class-specific GAN-based augmentation under extreme data sparsity,
where some minority classes contain fewer than ten real samples. Under these conditions,
interpolation-based oversampling methods may be unstable, as they rely on local neigh-
borhood structure that may not exist. By focusing on a before-and-after augmentation
comparison, this study directly measures the impact of generative distribution learning on
minority-class detection, without confounding effects arising from fundamentally different
resampling assumptions.
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Table 1. Comparison of Related Work on Data Augmentation and Intrusion Detection.

Study Dataset Method Type GAN Variant Augmentation
Strategy

Class-Specific
Modeling Key Limitation

SMOTE/ADASYN
[2–6] Various IDS Oversampling - Interpolation-

based ✗
Fails under extreme
sparsity; may
introduce overlap

Zhao et al. [14] CIC-IDS2017 GAN-based IDS Vanilla GAN,
WGAN, cGAN

Global
augmentation ✗

Single GAN trained
on full dataset

Krishan et al. [35] Malware
image datasets cGAN-based AC-GAN,

DCGAN, E-GAN
Image-based
synthesis ✗

Not applicable to
tabular network
traffic

Xia et al. [36] IoT traffic Deep Learning
IDS - No augmentation ✗

Assumes sufficient
labeled data

GAN anomaly
detection [8,16]

Network
traffic One-class GAN Various Benign modeling ✗

Not suitable for
supervised
multi-class IDS

Tabular GANs [4,8,18] Tabular
datasets GAN-based cGAN variants Global tabular

synthesis ✗
Do not model
per-attack
distributions

This work UWF-
ZeekData22

GAN-based
augmentation Vanilla GAN Per-class

augmentation ✓
Focus on classical
ML classifiers

From a broader systems perspective, intrusion detection and minority-class attack
detection in cyber-physical systems can be viewed as a problem of system resilience
and robustness under rare but high-impact faults or adversarial conditions. Resilient
and fault-tolerant system design principles emphasize maintaining acceptable system
behavior in the presence of uncertainty, failures, or unexpected disturbances [37]. In this
context, extreme class imbalance and sparsely observed attack behaviors represent a form
of informational fragility, where learning-based detection systems lack sufficient exposure
to rare fault modes.

Prior work on resilient system design highlights the importance of anticipating rare
events and incorporating mechanisms that improve system robustness to low-frequency, high-
consequence scenarios [38,39]. The proposed class-specific GAN-based augmentation frame-
work aligns with these principles by improving the robustness of intrusion detection models to
underrepresented attack behaviors, thereby enhancing resilience at the data and model levels
rather than relying solely on architectural redundancy or rule-based fault handling [1].

This work extends existing research by applying GAN-based augmentation to a real-
world cybersecurity tabular dataset, UWF-ZeekData22 [16,17], using a per-class strategy in
which each GAN is trained exclusively on a single minority attack class (e.g., Credential
Access). This design enables each generator to learn highly specific feature distributions as-
sociated with individual attack behaviors. In addition, the study evaluates the effectiveness
of augmentation across multiple traditional classifiers using macro-averaged performance
metrics, confusion matrices, and t-SNE visualizations, thereby enabling a comprehensive
and reproducible evaluation of GAN-based augmentation for intrusion detection.

4. Data
4.1. Dataset Overview

This study uses the UWF-ZeekData22 [16,17], a real-world network traffic dataset
labeled according to the MITRE ATT&CK framework. The dataset contains structured
tabular flow-level features extracted from Zeek logs and includes both benign traffic and
multiple cyberattack tactics. A key challenge of UWF-ZeekData22 is its extreme class
imbalance, in which several attack tactics comprise only a handful of samples (ranging
from 1 to 31 instances after preprocessing), whereas benign traffic dominates the dataset.
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Such sparsity severely limits conventional machine learning classifiers’ ability to learn
meaningful decision boundaries for minority attack behaviors.

Each MITRE ATT&CK tactic is treated as an independent binary classification problem
against benign traffic. This design reflects practical intrusion-detection deployments, in
which security systems are often configured to detect specific attack behaviors rather than
to perform full multiclass attribution. Moreover, multiclass learning under extreme imbal-
ance can obscure minority-class patterns, whereas binary decomposition enables focused
modeling of each attack tactic and avoids dominance by the benign class during training.

The target variable is the label_tactic column, which assigns each record to a MITRE
ATT&CK tactic. The defining characteristic of UWF-ZeekData22 is its extreme class imbal-
ance, which closely reflects operational network conditions. While benign traffic dominates
the dataset, several ATT&CK tactics are underrepresented, with as few as 1–10 samples in
some cases. Minority classes such as Exfiltration, Lateral Movement, Resource Develop-
ment, Initial Access, Persistence, and Defense Evasion are particularly underrepresented,
creating serious challenges for traditional machine learning models, which tend to favor
the majority class and misclassify rare cyberattacks as benign.

Although the full UWF-ZeekData22 dataset contains over nine million network flow
records (Table 2), this study uses a subset of 428,787 samples due to the significant computa-
tional demands of training multiple GAN variants, conducting extensive drift and fidelity
analysis, and performing stratified cross-validation across nine minority classes. The subset
was created by keeping all minority-class samples and down-sampling only the majority
(“none”) class. This maintains the extreme imbalance shown in Table 2 while ensuring
that every real malicious instance remains available for augmentation. Since GAN-based
reconstruction primarily relies on capturing the geometry of minority classes rather than the
absolute abundance of benign traffic, this subset provides a computationally manageable
yet statistically representative basis for evaluating generative augmentation under realistic
imbalance conditions. The subset retains the imbalance needed for evaluating GAN-based
augmentation while reducing computational overhead.

Table 2. Distribution of malicious traffic in UWF-ZeekData22 [16,17].

Attack Type Description Count

Reconnaissance Techniques in which adversaries collect information about the target organization, its
infrastructure, or its personnel [40]. 9,278,722

Discovery Techniques employed to explore and map the victim’s environment include identifying users,
systems, or security mechanisms [41]. 2086

Credential Access Method for securing account names, passwords, tokens, or other credentials used to access
systems and services [42]. 31

Privilege Escalation Techniques that acquire higher-level permissions enable broader or deeper access to systems
and data [43]. 13

Exfiltration Techniques for sealing and removing data from the victim environment using encrypted or
covert channels [44]. 7

Lateral Movement Techniques that enable network movement to access remote systems and extend control [45]. 4

Resource Development Techniques where adversaries create resources like infrastructure, accounts, or capabilities that
are later used to support operations [46]. 3

Initial Access Techniques used to gain access to the victim’s environment by exploiting vulnerabilities
through stolen credentials or phishing [47]. 1

Persistence Techniques that sustain an adversary’s access to systems through reboots, credential changes,
or other disruptions [48]. 1

Defense Evasion Techniques that evade detection or bypass security controls by obfuscating files, disabling
defenses, or exploiting trust mechanisms [49]. 1
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4.2. Preprocessing Pipeline

The dataset, imported from multiple UWF-ZeekData22 parquet files, contains millions
of rows. Each record in the dataset describes network traffic and contains numerical,
categorical, and Boolean data. Each record includes 23 features: 9 categorical, 11 numerical,
2 Boolean, and one date-time.

To prepare the data for GAN training and classification tasks, the following prepro-
cessing steps were applied:

• Feature Selection: columns containing identifiers or non-informative metadata (uid,
datetime, src_ip_zeek, dest_ip_zeek, ts, and community_id) were removed.

• Boolean Conversion: The Boolean columns (local_resp and local_orig) were con-
verted to binary integers to increase the compatibility of data with neural network
input formats.

• Handling Missing Values: Missing values in numerical columns (duration, orig_bytes,
and resp_bytes) were imputed using the median value of each column. The miss-
ing categorical values (service and history) were replaced with the placeholder
string “unknown”.

• Encoding Categorical Features: To convert string values to integers, the categorical
features were encoded using LabelEncoder. The encoder was saved for later decoding
and evaluation.

• Target Preservation: To preserve the original class labels, the original labels were
preserved for evaluation and reporting.

• Type Normalization: All columns were converted to numeric types after encoding to
ensure compatibility with GAN and classifier methods.

All preprocessing operations, including feature scaling and normalization, were per-
formed within each training fold only, and the learned parameters were applied to the
corresponding validation fold to prevent data leakage during cross-validation.

4.3. Feature Scaling

All features in the dataset were scaled to the range [−1, 1] using MinMaxScaler [50] to
ensure compatibility with the Generator’s Tanh output activation and to stabilize adversarial
training. Mapping real data to the same bounded range as generated samples prevents scale
mismatch between real and synthetic data, reduces gradient saturation in the discriminator,
and promotes stable convergence during GAN training. Min-max scaling also preserves
relative feature relationships without imposing distributional assumptions, which is appropri-
ate for heterogeneous flow-level network traffic features and particularly important under
extreme minority-class sparsity. The scalar parameters were computed using training data
only and applied consistently across folds to prevent information leakage [12,18].

4.4. Summary

The preprocessing pipeline ensures that the UWF-ZeekData22 dataset is clean, consis-
tent, and well-formatted for GAN-based augmentation and machine learning evaluation.
By treating each ATT&CK tactic as a separate binary classification problem, this study
directly evaluates how each GAN augmentation influences the detectability of individual
cyberattack behaviors under realistic, highly imbalanced conditions.

5. Methodology
This section describes the end-to-end methodology for generating synthetic minority-

class data, evaluating sample fidelity, and assessing the impact of GAN-based augmentation
on downstream intrusion-detection classifiers. The proposed approach consists of four
integrated components: (1) class-specific data filtering, (2) GAN-based data generation
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using multiple GAN variants, (3) advanced similarity and drift analysis, and (4) classifier
training and evaluation under stratified cross-validation.

Figure 5 presents a detailed flowchart illustrating the complete methodology, including
class-specific data filtering, GAN training, synthetic sample generation, data augmentation,
and classifier evaluation.

Figure 5. Detailed flowchart of the proposed class-specific GAN-based augmentation and evaluation
pipelines. For each MITRE ATT&CK tactic, a separate GAN is trained exclusively on minority-class
samples. Synthetic samples are generated and combined with real data to form augmented training
sets, which are evaluated using stratified cross-validation across multiple classifiers.

5.1. Class-Specific Augmentation Framework

Given the severe imbalance in the UWF-ZeekData22 dataset, each ATT&CK tactic is
treated as a separate binary classification problem. For each experiment, the dataset is
filtered to include:

• All samples belonging to the majority class (“none”)
• All samples from a selected minority class (e.g., Credential Access or Persistence)

This creates a binary dataset that isolates the minority class distribution and enables a
dedicated GAN model to focus exclusively on reconstructing the structural characteristics
of that class. This filtering procedure is repeated independently for each minority class,
yielding nine distinct binary learning tasks.

This study employs a class-specific GAN-augmentation framework in which a separate
generator-discriminator pair is trained for each minority attack tactic. For each attack
tactic, the GAN was trained exclusively on real minority-class samples, without exposure
to benign traffic. This ensures that each generator learns only the distribution of its
corresponding attack behavior and avoids contamination from majority-class patterns,
which could otherwise bias the generation process toward benign characteristics.
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5.2. GAN Architecture and Training Procedure
5.2.1. Model Architecture

Each GAN implemented in this study uses a feedforward architecture and operates
on the preprocessed feature vector described in Section 4. This consists of the Generator
and Discriminator.

Generator (G)

The Generator learns to produce synthetic feature vectors that mimic minority-class
samples by mapping the latent noise vector z to the feature space of real data. In this
study, the Generator operates on a uniform noise distribution and employs multiple fully
connected layers with batch normalization to stabilize training. LeakyReLU activations are
used in hidden layers to mitigate vanishing gradients, and a Tanh activation is applied at
the output layer to constrain generated features to the normalized range [−1, 1].

The complete Generator architecture and hyperparameters used in all experiments are
summarized in Table 3.

Table 3. Generator Architecture and Hyperparameters (Used in Experiments).

Category Parameter Value Used *

Input Latent noise dimension z 32

Architecture Number of hidden layers 2

Architecture Hidden units per layer 128

Hidden layers Linear layer size 32 → 128 → 128

Hidden layers Normalization BatchNorm1d after each hidden layer

Hidden layers Activation function LeakyReLU (α = 0.2)

Hidden layers Dropout None

Output layer Linear output size 128 → D

Output layer Activation function Tanh

Output range Feature value range [−1, 1]

Output dimension Feature space size D = Xminority × shape [1]

* The same Generator architecture and hyperparameters were used for all minority classes; only the minority-class
training data differed between runs.

Discriminator (D)

The Discriminator distinguishes between real and generated samples by mapping
input feature vectors to a scalar probability indicating whether a sample is real or synthetic.
It consists of fully connected layers with LeakyReLU activations and dropout regularization
to reduce overfitting. A Sigmoid activation is applied at the output layer to produce a
probability estimate in [0, 1].

The Discriminator architecture and training parameters used in all experiments are
summarized in Table 4.

Table 4. Discriminator Architecture and Hyperparameters (Used in Experiments).

Category Parameter Value Used *

Input Feature dimension D

Architecture Number of hidden layers 2

Architecture Hidden units per layer 128

Hidden layers Linear layer size D → 128 → 128

Hidden layers Activation function LeakyReLU (α = 0.2)
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Table 4. Cont.

Category Parameter Value Used *

Hidden layers Dropout 0.5

Output layer Linear output size 128 → 1

Output layer Activation function Sigmoid

Output Output interpretation P (real|x)
* The same Discriminator architecture and hyperparameters were used for all minority classes; only the minority-
class training data differed between runs.

5.3. GAN Training Dynamics

GAN training is performed independently for each ATT&CK tactic using only
minority-class samples from the training fold.

Algorithm 1 summarizes the GAN training procedure applied to each minority
ATT&CK tactic independently. Only minority-class samples from the training fold are used
to train each GAN, ensuring strict separation between training and validation data and
preventing data leakage. Training stability is promoted through feature normalization,
mini-batch training, and the use of the Adam optimizer. In this study, each GAN is trained
for 2000 epochs with a learning rate of 0.0002. Generator and Discriminator loss trajectories,
as well as discriminator output statistics, are monitored to verify stable convergence.

Algorithm 1 Class-Specific GAN Training for Minority Attack Tactics

1: Input:
2: Minority − class feature matrix Xmin for training fold
3 : Noise dimension dz

4 : Number of epochs E
5 : Batch size β

6 : Learning rate η

7: Output:
8 : Trained Generator G and Discriminator D
9 : Initialize Generator G and Discriminator D with predefined architectures
10 : Scale Xmin to range [−1, 1]
11: Define Binary Cross-Entropy loss LBCE
12 : Initialize Adam optimizers for G and D with learning rate η

13 : for each epoch = 1toE do
14: Sample a mini-batch of β real minority samples from Xmin

15 : Sample β noise vectors z ∼ p(z)
16: Discriminator update:
17 : Generate a synthetic sample x̌ = G(z)
18: Compute discriminator loss

LD = −E[logD(x)]− E[log(1 − D(x̌))]
19 : Update D using Adam optimizer
20: Generator update:
21: Resample noise vectors z ∼ p(z)
22: Generate synthetic samples x̌ = G(z)
23: Compute generator loss

LG = −E[logD(x̌)]
24: Update G using Adam optimizer
25: end for
26 : Return trained Generator G and Discriminator D
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5.4. Synthetic Sample Generation & Augmentation Ratios

After training, the generator for each tactic is used to produce a set of synthetic
minority samples. This study sets the augmentation ratio relative to the majority class to
address extreme sparsity across several minority classes.

This study employs the following formulation to determine the number of synthetic
samples generated for each minority class:

Nsyn = r·
∣∣Dmaj

∣∣ (3)

where
∣∣Dmaj

∣∣ is the number of benign samples, and r is the augmentation ratio.
The augmentation ratio was fixed at r = 0.15 in this study. This value was selected as a

conservative balancing target that increases minority-class representation while avoiding
excessive over-synthesis under extreme data sparsity. In the UWF-ZeekData22 dataset,
several minority classes contain fewer than ten real samples; aggressively matching the
majority class size in such cases would result in synthetic samples dominating the minority
distribution, increasing the risk of overfitting to generator artifacts and distorting the
original data manifold.

Using a 15% ratio ensures that even the most sparse minority classes can be aug-
mented to form a minimally stable training population, enabling meaningful adversarial
training while preserving the statistical integrity of real observations. This augmentation
process is applied independently to each minority class identified by a predefined imbal-
ance threshold relative to the majority class size. After training, the generator produces
synthetic samples specific to the target majority class, thereby improving class balance and
downstream classifier separability without overwhelming real observations.

Evaluating multiple augmentation ratios or adaptive, class-dependent ratio selection
strategies through systematic ablation studies is an important direction for future work
and will be explored in subsequent studies.

5.5. Classifier Training & Evaluation

To evaluate the impact of GAN-based augmentation on cyberattack detection, five
widely used machine learning classifiers were selected. These models cover linear, distance-
based, probabilistic, and tree-based paradigms, enabling a comprehensive assessment of
how augmentation influences different learning mechanisms. Each classifier is trained
separately for each ATT&CK tactic, both with and without synthetic data, under consistent
preprocessing and cross-validation procedures.

5.5.1. Logistic Regression (LR)

Logistic Regression is a supervised learning algorithm that trains a linear classifier by
estimating the likelihood of an event. It uses the logistic (sigmoid) function to map input
features to probabilities, enabling the prediction of whether an unlabeled instance belongs
to a particular class [51].

5.5.2. Support Vector Machine (SVM)

SVM is a supervised learning algorithm that constructs an optimal hyperplane to
separate data points of different classes. It identifies the decision boundary that maximizes
the margin between classes, with support vectors being the data points closest to this
boundary [51].

5.5.3. K-Nearest Neighbor (KNN)

KNN is a non-parametric algorithm that classifies an unlabeled example based on the
majority class of its k nearest neighbors in the feature space. Each data point is represented

https://doi.org/10.3390/technologies14020117

https://doi.org/10.3390/technologies14020117


Technologies 2026, 14, 117 16 of 49

as a position in an n-dimensional space, and classification is performed by measuring the
similarity between the new instance and stored training samples [52].

5.5.4. Decision Tree (DT)

A Decision Tree is a supervised learning algorithm that uses a hierarchical structure
of nodes and branches to represent decision rules learned from training data. The model
begins at the root node and follows decision criteria through internal nodes until it reaches
a terminal leaf node [51].

5.5.5. Random Forest (RF)

Random Forest is a supervised learning algorithm that is an ensemble method that
constructs multiple decision trees, each trained on a random subset of data and features.
By combining the predictions of hundreds of such trees, the ensemble achieves higher
accuracy and greater robustness than a single tree [51].

Each classifier was trained using scikit-learn [52], with the random state set to ensure
reproducibility. Once the augmented training data is prepared, it is provided directly to the
machine-learning classifiers. All five classifiers are trained twice:

1. Baseline: Utilizing only the actual data
2. Augmented: Combining real data with GAN-generated samples

Performance differences between these two settings demonstrate the effect of GAN
augmentation on detection capability.

5.6. Methodology Summary

The methodology combines targeted data filtering, adversarial data generation, advanced
similarity metrics, classical classification, and ablation-based validation. Together, these
elements create a strong framework for examining GAN-based augmentation in highly
imbalanced cybersecurity datasets. This modular design allows the pipeline to be replicated
for any additional minority class or extended to other tabular cybersecurity datasets.

6. Experimental Setup
This section describes the experimental setup, training parameters, evaluation process,

and computational environment used for GAN-based augmentation and classifier bench-
marking on the UWF-ZeekData22 dataset. All experiments were conducted using a con-
trolled, repeatable pipeline to ensure a fair comparison across GANs, augmentation ratios,
and classifier types. This multi-angle approach provides a more robust and generalizable
benchmark for comparing the impact of GAN augmentation on classification performance.

All experiments were conducted using stratified 5-fold cross-validation. For each fold,
GAN training and synthetic data generation were performed exclusively on the training
partition, and no synthetic samples were introduced into the validation fold, ensuring strict
separation between training and evaluation data.

6.1. Computing Environment

All experiments were carried out on a server with the following configuration:

6.1.1. System Configuration

All experiments were conducted in Google Colab Pro+ to enable GPU acceleration
and extended compute time. The runtime environment was configured as follows:

• Runtime type: Python 3 (GPU)
• GPU Hardware Accelerator: NVIDIA Tesla T4 (15 GB VRAM)
• System Memory: 12.7 GB RAM
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• Disk Storage: ~235 GB (available capacity ~ 39 GB used during experiments)

This setup provided reliable GPU acceleration for GAN training, enabling consistent
timing measurements across GAN implementations.

6.1.2. Software Environment

The experiments were implemented using the following software stack:

• Python: 3.12
• PyTorch: 2.9.0—for GAN model implementation and training
• Scikit-learn: 1.6.1—for classifier training and evaluation
• Pandas: 2.2.2.3—for data preprocessing
• Numpy: 2.0.2—for numerical operations
• Matplotlib (3.10.0) and Seaborn (0.13.2)—for result visualization
• t-SNE (1.6.1)—for dimensionality reduction

6.1.3. Implementation Details

To improve computational efficiency, GPU acceleration was used when a CUDA-
enabled device was available. Specifically, linear models, support vector machines,
k-nearest neighbors, and random forest classifiers were implemented using the RAPIDS
cuML library when GPU support was detected at runtime. When GPU resources were
unavailable, functionally equivalent CPU-based implementations from scikit-lean were
used. The decision tree classifier was implemented on a CPU-based model because there
is no cuML equivalent. Notably, GPU acceleration was used solely to accelerate training
and inference, without altering the model architecture, loss functions, hyperparameter
settings, or evaluation procedures. All experiments were functionally equivalent across
GPU and CPU implementations, and results were aggregated across cross-validation folds
to minimize any variability introduced by hardware-dependent execution.

6.2. Data Partitioning and Cross-Validation

To ensure accurate and unbiased performance estimates, each binary dataset (majority
class + one minority class) was evaluated using stratified 5-fold cross-validation, with
identical fold assignments applied consistently across all minority classes (each with its
own class-specific GAN), augmentation ratios, and classifiers. Stratification preserves
the presence of minority-class samples in each fold, while preprocessing parameters (e.g.,
feature scaling) are estimated exclusively from the training folds and subsequently applied
to the corresponding validation folds. This design prevents information leakage from the
validation data into the training process.

During each cross-validation iteration, the model is trained on k − 1 folds and eval-
uated on the remaining fold (k = 5). Performance metrics are averaged across all folds
to reduce variance and mitigate bias associated with a single train-test split. Confusion
matrices and classification reports are generated to assess class-wise performance, with
particular emphasis on minority attack classes.

Within each training fold, synthetic minority-class samples generated by the class-
specific GAN trained for that minority class are appended only to the training data to form
the augmentation training set. The validation fold remains unchanged and consists of
real network traffic samples. GANs are trained solely on minority-class samples from the
training partition and never observe validation or test data. Consequently, classifiers are
evaluated only on unseen real samples, ensuring that performance improvements reflect
genuine gains in generalization to rare attack behaviors rather than inflated evaluation
results caused by data leakage or memorization of synthetic patterns.
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This strict fold-level separation between GAN training, data augmentation, and clas-
sifier evaluation ensures that augmentation enhances model learning without artificially
inflating reported performance metrics.

6.3. GAN Training Configuration

Each GAN was trained separately for each minority class. The training used
the same hyperparameters across all variants unless a variant’s specific constraints
required otherwise.

Common Hyperparameters

• Batch size: 64
• Learning rate: 0.0002
• Optimizer: Adam (β1 = 0.5, β2 = 0.999)
• Input noise dimension (z): 32
• Feature normalization: all features scaled to [−1, 1]
• Epoch counts: 2000

The GAN models were trained using [−1, 1] feature scaling, a latent noise dimension
of 32 with uniform noise sampling, and a training schedule of 2000 epochs with a batch
size of 64. The generator used no dropout, while the discriminator used a 0.5 dropout rate
to prevent overfitting. Synthetic augmentation was performed with a 0.15 ratio, meaning
the number of generated minority samples was set to 15% of the majority class size.

6.4. Synthetic Data Generation and Augmentation Ratios

After the GAN model converged, synthetic samples were produced using the trained
generator. For each minority class, the GAN generated synthetic samples at a fixed ratio of
the majority class size. Specifically, a ratio r ϵ {0.15} was applied to the number of benign
“none” samples, resulting in r × |majority| synthetic minority instances. This method ensures
that even very sparse attack categories are augmented to a density comparable to that of the
majority class, enabling stable training of both the GAN and downstream classifiers.

6.4.1. Ratio Definition

As shown in Equation 3, the ratio definition ensures sufficient synthetic density, even
for minority classes with 1–10 real samples, thereby stabilizing adversarial learning and
improving classifier discrimination.

6.4.2. Motivation

Because several minority attack types are extremely sparse, a ratio based on mi-
nority count would produce too few samples for stable GAN training. Using the ma-
jority count ensures sufficient synthetic coverage. The resulting synthetic populations
(100 k–200 k samples) match the densities necessary for robust generative learning.

6.5. Structural Visualization
t-SNE Visualization of Real vs. Synthetic Samples

To qualitatively assess the geometric relationship between real and GAN-generated
minority samples, this study employs a two-dimensional t-distributed Stochastic Neighbor
Embedding (t-SNE) projection. t-SNE embeds high-dimensional feature vectors into a
shared low-dimensional manifold while preserving local structure, making it well-suited for
visual inspection of generative model behavior [53]. The visualization process takes high-
dimensional feature vectors from both the real minority class and the synthetic minority
samples. It embeds them in a shared 2D manifold, enabling the relative spatial arrangement
of the points to be visually examined. To ensure computational feasibility while maintaining
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representativeness, the function performs stratified subsampling when the combined
sample size exceeds a configurable limit (default 5000 points), preserving the real-to-
synthetic ratio during sampling. Real samples are emphasized by plotting them with
larger markers and black outlines, while synthetic samples are rendered beneath them
using semi-transparent markers. This design choice allows precise observation of whether
synthetic samples cluster around real instances, disperse naturally across the minority
manifold, or drift into unrealistic regions. By comparing point distributions and overlaps,
t-SNE provides an intuitive geometric complement to qualitative fidelity metrics.

6.6. Classifier Training Setup

Five classical classifiers were trained for each minority class and each GAN.

• Logistic Regression
• Support Vector Machine (SVM)
• K-Nearest Neighbor (KNN)
• Decision Tree
• Random Forest

6.6.1. Evaluation Metrics

Various evaluation metrics were used to assess classifier performance in imbalanced
settings, including Accuracy, Precision (macro), Recall (macro), F1-Score (macro), AUC-ROC,
and Confusion Matrix. For these calculations, we need to identify four terms [54] (p. 365):

• True positives (TP)—refer to positive tuples that were correctly labeled by the classifier.
• True negative (TN)—refers to the negative tuples correctly identified by the classifier.
• False positives (FP)—refer to negative tuples that were incorrectly labeled as positive

by the classifier.
• False negative (FN)—refers to positive tuples incorrectly labeled as negative by

the classifier.

Given the severe class imbalance in the dataset, the evaluation focused on metrics
sensitive to the minority class. Precision, recall, and F1-score were used to assess detection
accuracy for rare attack classes, while AUC-ROC provides a threshold-independent mea-
sure of separability. Confusion matrices were included to explicitly analyze false negatives
and false positives, which are critical in intrusion detection contexts.

Accuracy

Accuracy provides a general measure of overall correctness but can be misleading in
highly imbalanced datasets where a model may achieve high accuracy by predicting the
majority class [51].

Accuracy =
TP + TN

P + N
(4)

Precision

Precision measures the proportion of predicted positive samples that are truly posi-
tive [52]. High precision indicates that the classifier produces few false positives for the
minority class.

Precision =
TP

TP + FP
(5)
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Recall

Recall gauges the percentage of true minority-class samples correctly identified [52].
Since false negatives represent missed attacks, recall is a crucial metric in cybersecurity and
is a primary focus of this study.

Recall =
TP

TP + FN
(6)

F1-Score

The F1-score is the harmonic mean of precision and recall [52]. It provides a balanced
measure of classifier performance, especially under skewed distributions. Improvement in
the minority-class F1-score after augmentation indicates more effective decision boundaries.

F1 =
2 × precision × recall

precision + recall
(7)

AUC-ROC

The Area Under the Receiver Operating Characteristic Curve (AUC-ROC) measures a
classifier’s ability to discriminate between positive and negative classes across various decision
thresholds [52]. It facilitates comparisons of models independently of absolute boundaries.

Confusion Matrix Analysis

The confusion matrix assesses the accuracy with which a classifier identifies tuples
from different classes [52]. TP and TN denote correct predictions, whereas FP and FN denote
errors. The confusion matrix table is shown in Table 5. Reducing FN is especially important
in intrusion detection because such errors allow attacks to go undetected. GAN-based
augmentation aims to increase TP while decreasing FN without causing an unacceptable
increase in FP.

Table 5. Confusion Matrix [52].

Predicted Label

True
Label

yes no Total

yes TP FN P
no FP TN N

total P’ N’ P + N

6.6.2. Evaluation Protocol

• Binary Classification—Each experiment involved training a binary classifier for each
single MITRE ATT&CK tactic against the “none” class.

• Metrics—Accuracy, Precision, Recall, F1-Score, and AUC-ROC were computed for
each fold, and the average across folds was reported.

• Visualization—t-SNE plots were used to assess the structure of real vs. synthetic sam-
ples quantitatively, and confusion matrices were used to inspect classifier performance.

6.7. Reproducibility and Consistency

To ensure experimental reproducibility, all random seeds were fixed (for PyTorch, NumPy,
and scikit-learn), fold splits were kept constant across experiments, identical preprocessing
was applied across GAN training, synthetic data were generated only from the training folds,
and classifier hyperparameters were fixed across all augmentation conditions.
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7. Results
This section presents the comprehensive evaluation of GAN-based augmentation

across all attack types in the UWF-ZeekData22 dataset [16,17]. Each minority class is
examined individually, and classifier performance is evaluated before and after GAN
augmentation, with a detailed analysis of the confusion matrix. Because the experimental
design generates a large number of synthetic minority samples (r·

∣∣Dmaj
∣∣), the augmented

datasets substantially increase the separability between the minority and majority classes.
Consistent with the methodology, each subsection includes individual table references to
maintain explicit clarity and support fine-grained interpretation.

7.1. Class Distribution Before and After Augmentation

The initial class distribution is highly imbalanced, with the “none” class comprising
more than 99% of all samples and the rarest tactics (e.g., Credential Access and Privilege
Escalation) representing less than 0.02% (Table 2). Figure 6a visualizes this extreme imbal-
ance prior to augmentation, illustrating the dominance of the majority class and the severe
sparsity of several ATT&CK tactics.

  
(a) (b) 

Figure 6. Class Distribution: (a) before GAN; (b) after GAN.

With r = 0.15, class-specific GAN augmentation increases the representation of each mi-
nority class to approximately 15% of that of the majority class. As shown in Figure 6b, the
augmented dataset exhibits a substantially more balanced class distribution, reducing the effect
of the majority-minority ratio and improving class separability for downstream classifiers.

7.2. Classifier Performance (Cross-Validation)

Before GAN augmentation, a binary classification task was performed for each minor-
ity class versus the majority class (none), and various evaluation metrics were compared.
Tables 6–14 present the results of both pre-GAN and post-GAN augmentation, comparing
macro-averaged Accuracy, Precision, F1-score, and AUC-ROC across 5-fold stratified cross-
validation for five classifiers: Logistic Regression, SVM, KNN, Decision Tree, and Random
Forest. For the SVM classifier, AUC-ROC values are not reported because probability
calibration was not applied. Under extreme class sparsity, reliable calibration is unstable,
rendering AUC-ROC values unreliable.
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Table 6. Averaged Metrics Cross-Validation Across Folds for Credential Access vs. None.

Classifier Augmentation Accuracy Precision Recall F1-Score AUC-ROC *

Logistic Regression
Pre-GAN 0.9985 0.6074 0.9826 0.6267 0.9970

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN 1.0000 1.0000 0.9524 0.9741 -

Post-GAN 1.0000 1.0000 0.9999 1.0000 -

KNN
Pre-GAN 1.0000 0.9750 1.0000 0.9857 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 1.0000 0.9833 0.9909 0.9833

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 7. Averaged Metrics Cross-Validation Across Folds for Privilege Escalation vs. None.

Classifier Augmentation Accuracy Precision Recall F1-Score AUC-ROC *

Logistic Regression
Pre-GAN 1.0000 0.8917 1.0000 0.9324 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN 1.0000 1.0000 0.9500 0.9667 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.9500 0.9333 0.9267 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 1.0000 0.9333 0.9500 0.9333

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 1.0000 0.9333 0.9500 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 8. Averaged Metrics Cross-Validation Across Folds for Exfiltration vs. None.

Classifier Augmentation Accuracy Precision Recall F1-Score AUC-ROC *

Logistic Regression
Pre-GAN 1.0000 0.8167 0.9500 0.8567 0.9986

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN 1.0000 1.0000 0.9000 0.9333 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 1.0000 0.9000 0.9333 0.9500

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 1.0000 0.9500 0.9667 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.
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Table 9. Averaged Metrics Cross-Validation Across Folds for Lateral Movement vs. None.

Classifier Augmentation Accuracy Precision Recall F1-Score AUC-ROC

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN 1.0000 1.0000 1.0000 1.0000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.6000 0.6000 0.6000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 10. Averaged Metrics Cross-Validation Across Folds for Resource Development vs. None.

Classifier Augmentation Accuracy * Precision * Recall * F1-Score * AUC-ROC *

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN 1.0000 0.8000 0.8000 0.8000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.7000 0.7000 0.7000 0.8333

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 0.9000 0.9000 0.9000 0.8333

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 0.8000 0.8000 0.8000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 11. Averaged Metrics Cross-Validation Across Folds for Reconnaissance vs. None.

Classifier Augmentation Accuracy * Precision * Recall * F1-Score * AUC-ROC *

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.8000 0.8000 0.8000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.
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Table 12. Averaged Metrics Cross-Validation Across Folds for Defense Evasion vs. None.

Classifier Augmentation Accuracy * Precision * Recall * F1-Score * AUC-ROC *

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 13. Averaged Metrics Cross-Validation Across Folds for Initial Access vs. None.

Classifier Augmentation Accuracy * Precision * Recall * F1-Score * AUC-ROC *

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.

Table 14. Averaged Metrics Cross-Validation Across Folds for Persistence vs. None.

Classifier Augmentation Accuracy * Precision * Recall * F1-Score * AUC-ROC *

Logistic Regression
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

SVM
Pre-GAN - - - - -

Post-GAN 1.0000 1.0000 1.0000 1.0000 -

KNN
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Decision Tree
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000

Random Forest
Pre-GAN 1.0000 0.9000 0.9000 0.9000 -

Post-GAN 1.0000 1.0000 1.0000 1.0000 1.0000
* Note: “-” denotes metric unavailable due to insufficient minority-class samples; AUC-ROC is not reported for
the SVM classifier because probability estimates were not enabled.
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To prevent data leakage, GAN-based augmentation was performed independently
within each cross-validation fold. For each fold, the GAN was trained exclusively on
minority-class samples from the training split, and synthetic samples were generated solely
to augment the corresponding training data. Validation folds contained only real samples
and were never used during training or data generation, ensuring strict separation between
training and evaluation data.

For several extremely underrepresented attack classes, pre-GAN evaluation was infea-
sible because at least one cross-validation contained no minority-class samples. In such
cases, results are denoted by “-”, indicating that the corresponding metric could not be
reliably computed and was therefore intentionally omitted.

7.2.1. Minority-Class Performance Improves Pos-GAN

Across most attack categories and classifiers, we see improvements in Precision, Recall,
and F1-score after GAN augmentation. The most significant gains are in Logistic Regression,
where the F1-score rises from about 0.62 before GAN to 1.00 after GAN (Table 6), and in
KNN, with initial F1-scores of 0.60 for Lateral Movement (Table 9), increasing to a perfect
1.00 after GAN.

7.2.2. Consistent Accuracy Across All Tasks

The overall accuracy of all classifiers remained at 1.00, even after the addition of
synthetic data to the dataset. This shows that as the detection rate for minority classes
increased, the performance of the majority class (none) remained unchanged, a key property
of real-world intrusion detection systems. This stability in accuracy, along with better
macro-Recall and F1-scores, indicates that improvements in minority classes did not reduce
the performance of the majority (“none”) class.

7.2.3. AUC-ROC Indicates Improved Separation

Where applicable, the AUC-ROC scores reached 1.00 or improved after augmentation.
For example, in Table 6 for Logistic Regression with Credential Access, the AUC-ROC score
rose from 0.9970 to 1.000. These improvements demonstrate increased separation between
attack traffic and normal (none) traffic after augmentation.

7.2.4. Patterns by Classifier

Tables 6–14 show the patterns by classifiers. Across classifiers, Decision Tree and
Random Forest perform well even without GAN, and GAN further enhances their perfor-
mance through augmentation. Meanwhile, Logistic Regression and KNN exhibit significant
fluctuations in recall and F1-scores due to their sensitivity to imbalanced data. In contrast,
SVM generally begins with high F1-scores in the mid-to-high 0.9 range and often reaches
0.99–1.00 after augmentation.

In Tables 6–14, “-” indicates that the corresponding metric could not be reliably
computed in the pre-GAN setting because there were insufficient minority-class samples in
at least one cross-validation fold. AUC-ROC is not reported for the SVM classifier because
probability estimates were not enabled; under extreme class sparsity, probability calibration
may be unreliable.

7.2.5. Tactic-Specific Observations
Credential Access

Before augmentation, classifiers such as Logistic Regression had relatively low F1-
scores despite high recall. After augmentation, all classifiers achieved an F1-score of
1.00, indicating that the synthetic samples improved the models’ ability to generalize and
distinguish the minority class.
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Privilege Escalation

This tactic type showed strong recall among classifiers in the pre-GAN phase, but
its precision was occasionally weaker (e.g., Logistic Regression Precision = 0.8917). After
augmentation, all metrics, including precision, improved across all classifiers, resulting in a
perfect F1-score.

Exfiltration

Pre-GAN Logistic Regression and KNN perform slightly worse with F1-scores between
0.85 and 0.93 due to moderate precision. After using a GAN, all classifiers achieved an
F1-score of 1.00, underscoring the effectiveness of data augmentation with synthetic samples.

Lateral Movement

KNN performance was weak before augmentation, with an F1-score of 0.6000. Also,
Logistic Regression was not evaluated pre-GAN, likely due to the extremely small number
of training samples for this class. After GAN augmentation, KNN performance improved
significantly (F1-score from 0.6000 to 1.0000), indicating that the model benefited from
synthetic data augmentation.

Resource Development

Pre-GAN metrics indicate that several classifiers, such as KNN and Logistic Regression,
either performed poorly or returned unavailable results due to limited sample sizes. For
example, KNN achieved an F1-score of 0.7000. After GAN augmentation, all classifiers
reported an F1-score of 1.0000, indicating that augmentation improved performance and
corrected underperforming classifiers due to data scarcity.

Reconnaissance

Classifiers such as Logistic Regression and SVMs were not evaluated pre-GAN due
to insufficient training samples for this class. After augmentation, GAN-generated sam-
ples improved classifier performance, with all classifiers achieving an F1-score of 1.00.
This demonstrates the effectiveness of GAN-generated data augmentation in improving
model performance.

Defense Evasion

As with Reconnaissance, Defense Evasion lacked evaluation results from the pre-
GAN phase for Logistic Regression and SVM. Post-augmentation showed significant
improvement across all classifiers, confirming the effectiveness of GAN in managing
underrepresented classes.

Initial Access

Pre-GAN evaluations for Logistic Regression and SVM were missing, likely due to the
limited sample size for this class. After augmentation, all classifiers achieved an F1-score of
1.00, demonstrating the benefit of synthetic data generation for minority classes.

Persistence

Pre-GAN evaluations for Logistic Regression and Support Vector Machine (SVM) were
unavailable, likely due to the small sample size in this class. After data augmentation,
all classifiers achieved an F1-score of 1.00, demonstrating the benefits of synthetic data
generation for minority classes.
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7.3. Confusion Matrices

The confusion matrix results for each evaluated ATT&CK tactic are presented in
Tables 15–21. In intrusion detection systems, false negatives are particularly critical because
undetected attacks can lead to severe security consequences; therefore, reduction in false
negatives after augmentation represents a meaningful improvement in IDS effectiveness.

Table 15. Pre-GAN vs. post-GAN confusion matrices for Credential Access across classifiers
(rows = actual, columns = predicted; CA = Credential Access, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression
[

30 1
642 428, 082

] [
107, 212 0

0 428, 724

]
SVM

[
28 3
0 428, 724

] [
107, 195 17

0 428, 724

]
KNN

[
31 0
2 428, 722

] [
107, 204 8

0 428, 724

]
Decision Tree

[
30 1
0 428, 724

] [
107, 212 0

0 428, 724

]
Random Forest

[
31 0
0 428, 724

] [
107, 212 0

0 428, 724

]

Table 16. Pre-GAN vs. post-GAN confusion matrices for Privilege Escalation across classifiers
(rows = actual, columns = predicted; PA = Privilege Escalation, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression
[

13 0
4 428, 720

] [
107, 194 0

0 428, 724

]
SVM

[
12 1
0 428, 724

] [
107, 190 4

0 428, 724

]
KNN

[
11 2
2 428, 722

] [
107, 189 5

2 428, 722

]
Decision Tree

[
11 2
0 428, 724

] [
107, 193 1

0 428, 724

]
Random Forest

[
11 2
0 428, 724

] [
107, 194 0

0 428, 724

]

Table 17. Pre-GAN vs. post-GAN confusion matrices for Exfiltration across classifiers (rows = actual,
columns = predicted; EX = Exfiltration, None = Majority class.

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression
[

6 1
5 428, 719

] [
107, 185 3

0 428, 724

]
SVM

[
5 2
0 428, 724

] [
107, 184 4

0 428, 724

]
KNN

[
5 2
0 428, 724

] [
107, 185 3

2 428722

]
Decision Tree

[
7 0
0 428, 724

] [
107, 187 1

0 428724

]
Random Forest

[
6 1
0 428, 724

] [
107, 187 1

0 428, 724

]
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Table 18. Pre-GAN vs. post-GAN confusion matrices for Lateral Movement across classifiers
(rows = actual, columns = predicted; LM = Lateral Movement, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 182 3
0 428, 724

]
SVM

[
4 0
0 428, 724

] [
107, 182 3

0 428, 724

]
KNN

[
0 4
0 428, 724

] [
107, 181 4

0 428, 724

]
Decision Tree

[
4 0
0 428, 724

] [
107, 185 0

0 428724

]
Random Forest

[
4 0
0 428, 724

] [
107, 185 0

0 428, 724

]

Table 19. Pre-GAN vs. post-GAN confusion matrices for Resource Development across classifiers
(rows = actual, columns = predicted; RD = Resource Development, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 183 1
2 428, 722

]
SVM

[
1 2
0 428, 724

] [
107, 182 2

0 428, 724

]
KNN

[
0 3
0 428, 724

] [
107, 181 3

0 428, 724

]
Decision Tree

[
2 1
0 428, 724

] [
107, 184 0

0 428, 724

]
Random Forest

[
1 2
0 428, 724

] [
107, 183 1

0 428, 724

]

Table 20. Pre-GAN vs. post-GAN confusion matrices for Reconnaissance across classifiers
(rows = actual, columns = predicted; RE = Reconnaissance, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 183 0
0 428, 724

]
SVM -

[
107, 183 0

0 428, 724

]
KNN

[
0 2
0 428, 724

] [
107, 181 2

0 428, 724

]
Decision Tree

[
2 0
0 428, 724

] [
107, 183 0

0 428, 724

]
Random Forest

[
2 1
0 428, 724

] [
107, 183 0

0 428, 724

]

In Tables 18–23, a dash (“-”) in the pre-GAN confusion matrix denotes cases where
evaluation could not be performed due to extreme minority-class sparsity. For several attack
tactics, the number of real minority samples was insufficient to support stable classifier
training or stratified cross-validation, particularly for linear and margin-based models such
as Logistic Regression and SVM. As a result, confusion matrices were undefined prior to
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augmentation. After GAN-based augmentation, sufficient minority samples are available,
enabling stable training and evaluation across all classifiers.

Table 21. Pre-GAN vs. post-GAN confusion matrices for Defense Evasion across classifiers
(rows = actual, columns = predicted; DE = Defense Evasion, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 181 1
0 428, 724

]
SVM -

[
107, 181 1

0 428, 724

]
KNN

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Decision Tree

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Random Forest

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]

Table 22. Pre-GAN vs. post-GAN confusion matrices for Initial Access across classifiers
(rows = actual, columns = predicted; IA = Initial Access, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 181 1
0 428, 724

]
SVM -

[
107, 181 1

0 428, 724

]
KNN

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Decision Tree

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Random Forest

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]

Table 23. Pre-GAN vs. post-GAN confusion matrices for Persistence across classifiers (rows = actual,
columns = predicted; PS = Persistence, None = Majority class).

Classifier Pre-GAN Confusion Matrix Post-GAN Confusion Matrix

Logistic Regression -
[

107, 181 1
0 428, 724

]
SVM -

[
107, 181 1

0 428, 724

]
KNN

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Decision Tree

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]
Random Forest

[
0 1
0 428, 724

] [
107, 181 1

0 428, 724

]

7.3.1. Credential Access

Before GAN augmentation, confusion matrices for several classifiers indicate difficulty
distinguishing the Credential Access class from the majority class, as shown in Table 15.
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Logistic Regression tends to favor the majority class (none), leading to skewed predictions
and poor generalization for the minority class. In logistic regression, false positives are
prevalent: 642 benign “none” samples are misclassified as Credential Access.

Following GAN augmentation, minority detection improved across all classifiers.
Logistic Regression showed the most significant improvement in detection rates for both
minority and majority classes, as shown in Table 15. The classifier perfectly distinguished
Credential Access from the majority class (none). There were no false negatives; all
107,212 Credential Access samples were correctly classified, and no false positives or mis-
classified “none” samples occurred. This indicates that GAN-generated samples helped
the classifier learn better class boundaries and created a more representative, balanced
training dataset.

Decision Trees, already high-performing pre-GAN, benefited from the introduction of
GAN-generated Credential Access samples, which eliminated misclassification errors. The
model retained its perfect precision on the majority class while overcoming the single false
negative in the pre-GAN. The result confirms that classifiers that already perform well can
benefit from synthetic augmentation by eliminating rare misclassifications.

Random Forest maintained an F1-score of 1.00 even before augmentation, showcasing
its strong resistance to class imbalance. After GAN-based augmentation, the model contin-
ues to classify both classes flawlessly, confirming that GAN-based data augmentation does
not weaken high-performing models. This result also highlights the generalizability and
stability of the proposed pipeline for generating additional training data, particularly for
minority classes affected by class imbalance.

7.3.2. Privilege Escalation

GAN-based augmentation substantially improved classifier performance on the Privi-
lege Escalation class, as shown in Table 16. Before augmentation, the Logistic Regression
model was effective at identifying Privilege Escalation samples but misclassified four
benign records. After augmentation, the classifier improved the decision boundary by
reducing false positives, achieving an F1 Score of 1.00.

The linear SVM model missed one Privilege Escalation case. After augmentation, the
classifier misclassified only 4 out of over 10,700 Privilege Escalation instances, maintaining
near-perfect performance on this substantially expanded minority set. This shows that
GAN augmentation improves the SVM’s generalization to underrepresented minority
attack types in the cybersecurity dataset.

KNN struggled with both types of errors (false positives and false negatives), likely
due to the sparsity of data points for the minority class. Post-GAN, although two false
positives remained, the increased diversity of synthetic samples allowed the model to
predict all Privileged Escalation instances, with only 5 cases missed out of 107,194. By
enriching the local neighborhoods, GAN augmentation makes KNN a more robust classifier,
especially for minority classes.

The Decision Tree also improved through augmentation. Before adding synthetic
samples, the model exhibited two false negatives due to limited exposure to minority
classes. After incorporating more than 100,000 synthetic samples generated by a GAN, the
model correctly identified all but one Privilege Escalation case. These findings indicate that
decision tree models benefit from GAN-enhanced class balancing, thereby improving their
generalizability and stability.

Random Forest, already strong before GAN, still failed to identify two Privilege
Escalation instances. Post-GAN, the model eliminated misclassification thanks to the
diverse set of synthetic minority-class samples. These results demonstrate the potential
of GAN-based augmentation not only to improve underperforming classifiers but also to
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enhance the reliability of high-performing models, such as Random Forests, in imbalanced
cybersecurity detection tasks.

7.3.3. Exfiltration

GAN-based augmentation improved minority class detection for Exfiltration, as sum-
marized in Table 17. Before augmentation, the model had both false positives and false nega-
tives. After applying GAN augmentation, the model correctly classifies all benign cases and
accurately detects most Exfiltration instances, with only three false negatives. This shows
that GAN-based augmentation improves minority-class detection for linear classifiers.

SVM classifiers also benefited from GAN-based augmentation. In the pre-GAN phase,
the model showed perfect precision but missed two Exfiltration samples due to limited
training data for that class. After augmentation, the model recovers nearly all Exfiltration
instances with only four false negatives. This demonstrates that GAN augmentation
improved the decision boundary, enabling the model to generalize more effectively to
minority classes in highly imbalanced settings.

KNN’s performance on Exfiltration class detection also improved with GAN-based
augmentation. Before augmentation, the model was accurate but had limited recall due
to the shortage of samples. After adding over 100,000 synthetic Exfiltration samples,
the model recovers nearly all true positives, with only three false negatives. Although
two false positives were introduced, the augmentation significantly improved overall
classification performance.

The Decision Tree classifier performed very well on Exfiltration, even before augmen-
tation, achieving 100% accuracy on the small minority-class sample set. After adding more
than 100,000 synthetic Exfiltration samples, the model still achieved nearly perfect perfor-
mance, misclassifying only one sample. This indicates that GAN-based augmentation helps
maintain high performance, preventing the decision tree from overfitting to the limited
dataset in the pre-GAN stage.

The Random Forest classifier, already highly accurate in detecting Exfiltration Pre-
GAN, misclassifies only one instance, and continues to perform well after GAN-based
augmentation. The model continues to misclassify only a single Exfiltration instance and
maintains zero false positives, confirming that GAN-based augmentation preserves its
already strong performance.

7.3.4. Lateral Movement

GAN-based augmentation significantly improved the classifiers’ reliability for Lat-
eral Movement, as shown in Table 18. Pre-GAN classifiers were limited by a very small
number of positive samples. For example, SVM achieved perfect classification, but its
confidence was based on just four positive samples, risking overfitting. After GAN aug-
mentation, greater data variability was introduced, enabling the SVM to achieve only three
misclassifications among over 100,000 synthetic samples.

KNN particularly benefits from GAN augmentation. Before augmentation, the classi-
fier failed to detect any Lateral Movement instances but correctly identified the majority
class. After adding over 100,000 synthetic samples generated by a GAN, the classifier
achieved excellent recall and nearly perfect precision. This demonstrates that GAN-based
augmentation enhances models such as KNN in their ability to recognize previously unde-
tectable minority-class instances.

Decision Trees also reveal this trend. The model performed well on a very small
minority class; however, after using GAN, it demonstrates perfect discrimination with the
addition of over 100,000 synthetic Lateral Movement samples. This suggests that Decision
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Trees can clearly learn class boundaries while avoiding overfitting when GAN-augmented
samples are included.

Although Random Forest already achieves perfect classification with very limited
minority data, it benefits greatly from GAN-based augmentation. After incorporating
GAN, the classifier correctly distinguished a large, balanced dataset without errors. This
demonstrates that Random Forest is well-suited to learning from synthetically balanced
data, thereby helping to address real-world class imbalance in cybersecurity datasets.

7.3.5. Resource Development

GAN augmentation proved valuable for Resource Development, where pre-GAN evalu-
ation was infeasible due to the limited number of minority samples, particularly for Logistic
Regression. As summarized in Table 19, after augmentation, the classifier correctly identifies
nearly all Resource Development and “none” samples, with only three misclassifications in
total. This highlights a key contribution of the GAN augmentation framework: before it,
evaluation was nonexistent due to severely limited minority-class instances.

SVM also experienced a notable improvement. With only one true positive, the model
failed to generalize well. Before using GAN, the classifier lacked sufficient samples to
learn effectively. After applying a GAN, the classifier achieved near-perfect performance,
demonstrating the value of GAN-generated synthetic data.

KNN highlights the challenge of handling extreme class imbalance. Before GANs, the
classifier was ineffective at predicting the minority class because it lacked sufficient neigh-
bors. Post-GAN, with synthetic data generated by the GAN, it nearly achieved near-perfect
recall and precision, with only three false negatives among more than 100,000 synthetic
Resource Development samples, confirming the usefulness of GANs in addressing locality-
sparse issues in KNN.

Decision Trees, which previously misclassified a minority instance, achieved perfect
classification after using GAN. After employing GAN, the model accurately classifies all
instances without sacrificing performance on the majority class.

Without augmentation, even ensemble models such as Random Forests struggle to
generalize from a few minority-class samples. With GAN-based augmentation, the model
improves its detection of the minority class while avoiding false positives.

7.3.6. Reconnaissance

Table 20 shows that most classifiers could not be meaningfully evaluated before
augmentation. However, after introducing GAN-generated samples, all models achieved
near-perfect classification, demonstrating the effectiveness of synthetic data in creating a
learnable distribution where none previously existed.

Logistic Regression and SVM couldn’t evaluate pre-GAN, likely due to too few
minority-class samples. After augmentation, both achieved perfect classification; all Re-
connaissance samples were correctly identified, with no false positives or negatives. This
highlights the substantial impact of GAN augmentation in generating learnable data distri-
butions that did not previously exist.

Insufficient data limits the GAN’s performance, preventing the KNN classifier from
learning meaningful patterns for the Reconnaissance class. After using a GAN, the model
achieves near-perfect results, misclassifying only 2 Reconnaissance instances, and success-
fully captures the structure of the Reconnaissance class with a balanced training dataset.
This demonstrates that GAN augmentation can improve the performance of classifiers such
as KNN in detecting rare attack classes.

Before GAN, decision trees successfully predicted Reconnaissance samples despite the
very small sample size. However, this could risk overfitting. After GAN augmentation, the
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model generalizes well, achieving perfect recall and precision, confirming the effectiveness
of GAN-based augmentation.

The Random Forest shows perfect accuracy; however, this performance is based on
only two positive samples, providing minimal insight into the model’s true ability to
generalize for the Reconnaissance class. After applying GAN-based augmentation, the
model was tested on a larger, more balanced dataset, yet it still achieved 100% accuracy,
demonstrating robustness in learning to recognize the Reconnaissance attack type.

7.3.7. Defense Evasion

Defense Evasion, one of the dataset’s most underrepresented classes, renders pre-GAN
evaluation infeasible for classifiers such as Logistic Regression and SVM. With only one
misclassification, Table 21 shows how GAN-based augmentation affects classifiers such as
Logistic Regression, which correctly classify all other samples.

The linear SVM model benefited from synthetic samples generated by a GAN. It
accurately identifies nearly every instance of Defense Evasion without affecting its ability to
classify the majority class. As with Logistic Regression, this classifier shows no significant
pre-GAN performance, likely due to the extreme imbalance or the lack of Defense Evasion
samples in the original training data.

Before GAN augmentation, KNN failed to recognize the minority class (Defense Eva-
sion), likely due to its underrepresentation in the training data. After GAN augmentation,
the KNN model improves in correctly identifying nearly all Defense Evasion cases with
only one misclassification. This highlights the benefit of GAN augmentation for models
like KNN in detecting minority classes in cybersecurity tasks with class imbalance.

The Decision Tree model, before augmentation, fails to identify the minority class
(Defense Evasion), probably because of severe class imbalance and bias toward the majority
class. Following GAN augmentation, the model achieves nearly perfect classification
performance on the previously underrepresented class. This also demonstrates how GANs
can effectively enhance models such as decision trees that may struggle with extreme class
imbalance.

Random Forest exhibited the same pattern; it did not detect the minority class before
GAN but showed strong recovery after GAN, with only one mistake. This confirms that
ensemble models benefit from GAN augmentation when the original dataset is too sparse
to provide practical training examples.

7.3.8. Initial Access

Initial Access is also among the most underrepresented classes in the dataset, prevent-
ing meaningful pre-GAN evaluation for most classifiers. As summarized in Table 22, none
of the models detected the minority class before augmentation. No pre-GAN confusion
matrix was produced for Logistic Regression due to the extreme imbalance in the Initial
Access dataset before augmentation. Post-GAN, the classifier correctly identifies nearly all
Initial Access samples, with only one misclassification. The model also maintains complete
accuracy for the majority class while avoiding false positives.

As with Logistic Regression, SVM indicates that no pre-GAN evaluation for Initial
Access was likely due to the severe class imbalance in the training dataset. After applying
the GAN, the model shows high accuracy, correctly identifying only one Initial Access
sample. The majority class is also correctly classified with zero false positives. Both Logistic
Regression and SVM misclassified one Initial Access sample, confirming their consistent
performance across multiple linear models after the GAN.

Before GAN, KNN failed to detect Initial Access entirely, likely due to insufficient
training data for the minority class. In a single instance, KNN could not establish any
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neighborhood boundary. After GAN augmentation, the classifier correctly identified nearly
all Initial Access samples. This demonstrates that GAN-generated samples constitute a
representative, diverse dataset, thereby enabling KNN to form stable neighborhoods.

The Decision Tree classifier completely failed to identify the single Initial Access sam-
ple due to severe class imbalance. After augmentation, the classifier accurately identified
all Initial Access samples, misclassifying only 1 of over 100,000. This demonstrates the sub-
stantial improvement that GAN-augmentation samples provide to the classifier, narrowing
the detection gap between the two classes.

Random Forest initially failed to identify the minority class (Initial Access) before
using GAN. Due to a single example and strong class imbalance, the classifier defaulted to
labeling everything as the majority class. After GAN-based augmentation, the classifier
correctly identified nearly all minority class instances while still accurately classifying the
majority class.

7.3.9. Persistence

Persistence represented another minority class with very few samples, which impeded
meaningful pre-GAN evaluation for most classifiers. As shown in Table 23, no classifier
reliably detected the minority class before augmentation; Logistic Regression and SVM
yielded no evaluable results, and all other models failed to identify any positive instances.

Logistic Regression and SVM, which could not be meaningfully evaluated before
GAN, both achieved near-perfect classification after augmentation, misclassifying only one
minority instance while perfectly classifying the majority class.

KNN failed before GAN because it lacked sufficient neighbors and relied solely on the
majority class. After applying GAN augmentation, the model correctly identified nearly
all Persistence samples, demonstrating that synthetic samples helped it establish effective
neighborhood boundaries.

Decision Trees and Random Forest showed similar patterns, both failing to identify
Persistence pre-GAN. However, after augmentation, they detected nearly all instances, with
just one misclassification. These results confirm that GAN-based augmentation consistently
improves a classifier’s ability to recognize rare attack classes.

The complete set of confusion matrices from Tables 15–23 shows a significant im-
provement in classification performance after applying GAN-based augmentation across
all attack categories. Before augmentation, classifiers had difficulty identifying minor-
ity classes, often completely misclassifying them as the majority class (none). In several
cases, models failed to recognize or produce evaluation results for a very small number of
minority class samples.

After augmentation, the classifiers showed significant improvements in correctly
identifying minority classes while maintaining high accuracy on the majority class. The
augmented data enabled the models to learn more effective decision boundaries, reducing
false negatives and improving overall detection performance.

Therefore, the confusion matrices demonstrate the effectiveness of the GAN-based
augmentation method in improving models’ ability to distinguish minority classes from
the majority class. Consequently, classification performance improved significantly, with a
substantial reduction in bias toward the majority class.

For completeness, the detailed differences in pre- and post-GAN confusion matrices (∆TP,
∆FN, ∆TN, ∆FP) for each classifier and attack type are presented in Appendix A Tables A1–A9.
These tables provide precise numerical evidence of the improvements, particularly in reducing
false positives and false negatives for underrepresented classes.
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7.4. t-SNE Visualizations

To evaluate the distribution and quality of synthetic samples, t-SNE dimensionality
reduction was applied to both real minority-class samples and GAN-generated samples.
The t-SNE visualizations are provided for qualitative insight into the alignment between
real and synthetic samples. They are not used for interpretation or as a quantitative measure
of class separability.

In all visualizations, blue points denote GAN-generated synthetic samples, and red
points denote real minority samples. This is shown in Figure 7, where the blue dots indicate
synthetic samples generated by the GAN for Credential Access. In contrast, the red dots
represent real minority-class samples from the original dataset.

Figure 7. t-SNE dimensionality reduction for Credential Access post-GAN augmentation. The circled
points highlight the real minority-class samples.

The graph shows very few red dots, indicating an extremely low number of original
sample counts for the Credential Access class, underscoring the class imbalance. The dense
blue dots represent many synthetic samples generated via GAN to address this imbalance.
The synthetic points form a broad, coherent region around the few real samples, which
is consistent with the GAN learning a meaningful approximation of the minority-class
structure rather than simply memorizing individual examples.

The t-SNE plot in Figure 8 shows the distribution of real and synthetic minority sam-
ples for the Privilege Escalation class after GAN augmentation. Real minority samples (red
dots) are few and scattered, consistent with the original data imbalance. The synthetic mi-
nority samples (blue dots) are densely packed and form smooth clusters, indicating that the
GAN-based augmentation method has successfully generated many samples. Although the
real and synthetic samples occupy nearby regions that do not overlap perfectly, many syn-
thetic points lie close to the real samples, suggesting that the GAN has captured key aspects
of the Privilege Escalation feature space despite the limited number of real observations.

The t-SNE plot in Figure 9 shows the distribution of real and synthetic Exfiltration
samples after GAN-based data augmentation. The blue dots representing the synthetic
minority samples form well-defined clusters, indicating that the GAN generated a large,
diverse sample set. Only a few genuine Exfiltration samples are visible, underscoring the
class imbalance before augmentation. The synthetic samples surround the real samples
and appear in similar regions, suggesting that the GAN has effectively learned the overall
latent distribution of the minority class. The visual similarity between real and synthetic
samples supports the conclusion that the GAN-generated data approximate the structure of
the real minority class, as reflected in the improved results shown in the confusion matrices
in Tables 10–17.
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Figure 8. t-SNE dimensionality reduction for Privilege Escalation post-GAN augmentation. The
circled points highlight the real minority-class samples.

Figure 9. t-SNE dimensionality reduction for Exfiltration post-GAN augmentation. The circled points
highlight the real minority-class samples.

The t-SNE plot in Figure 10 shows the Lateral Movement class after GAN-based
augmentation with real and synthetic minority-class samples. The synthetic data points
(blue) dominate the visualization and are densely and smoothly spread out, indicating that
the GAN effectively learned a diverse representation of the minority class. This implies high-
quality synthetic data generation, which helps reduce overfitting and enhances classifier
performance, as demonstrated in the confusion matrices in Tables 15–23. A small number
of real Lateral Movement samples (red) are visible, highlighting the class imbalance.

Figure 10. t-SNE dimensionality reduction for Lateral Movement post-GAN augmentation. The
circled points highlight the real minority-class samples.
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Figure 11 shows the t-SNE visualization of Resource Development after GAN-based
augmentation of the minority class. A dense and well-spread distribution of synthetic
samples dominates the plot. Their broad coverage indicates that the GAN generated a
diverse and representative set of synthetic data for this class. The real samples are limited
and mixed with synthetic samples, indicating substantial overlap between the real and
generated data.

Figure 11. t-SNE dimensionality reduction for Resource Development post-GAN augmentation. The
circled points highlight the real minority-class samples.

Figure 12 shows the t-SNE plot for the Reconnaissance class after GAN-based data
augmentation. The synthetic data forms several distinct subclusters, suggesting that the
GAN has captured complex structure within the Reconnaissance feature space, with the
few real samples embedded within these regions.

Figure 12. t-SNE dimensionality reduction for Reconnaissance post-GAN augmentation. The circled
points highlight the real minority-class samples.

Figure 13 shows the t-SNE visualization for the Defense Evasion class after GAN-based
data augmentation. The synthetic samples form a large, tight cluster with a smooth density
spread across the t-SNE space. This pattern is consistent with stable data generation without
apparent collapse into a single mode while exhibiting diversity in the generated samples.
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Figure 13. t-SNE dimensionality reduction for Defense Evasion post-GAN augmentation. The circled
points highlight the real minority-class samples.

Figure 14 displays the t-SNE plot for Initial Access after GAN augmentation, showing
the distribution of both synthetic and real minority samples. The artificial data points form
a dense, compact cluster with extensive coverage, indicating that the generator can produce
diverse yet consistent samples. Only one real minority point is visible, reflecting the limited
number of genuine samples available in this class.

Figure 14. t-SNE dimensionality reduction for Initial Access post-GAN augmentation. The circled
points highlight the real minority-class samples.

Figure 15 displays the t-SNE plot for Persistence after GAN-based augmentation,
comparing synthetic and real minority samples. The artificial data points form a dense,
well-structured cluster that spans the local region of the feature space associated with
Persistence, indicating that the generator can produce both diverse and coherent samples.
In contrast, only one real Persistence point is visible, emphasizing the extreme imbalance
of this class in the original dataset. The proximity of the real point to the synthetic cluster
suggests that the GAN approximated the underlying distribution of the minority class
despite limited training data.
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Figure 15. t-SNE dimensionality reduction for Persistence post-GAN augmentation. The circled
points highlight the real minority-class samples.

In conclusion, the t-SNE visualizations for the minority classes, shown in Figures 5–13,
illustrate the effectiveness of the GAN-based augmentation strategy in generating realistic
samples for underrepresented attack classes. Across all figures, the synthetic minority
samples (blue) form dense, continuous clusters, consistent with the GAN capturing key
aspects of the minority-class distributions. The t-SNE visualizations collectively reinforce
the conclusions from the confusion matrices: GAN-based augmentation balances class
distribution and maintains feature-space structure, enhancing classifier generalization and
detection accuracy across minority cyber threat classes.

7.5. GAN Training Behavior

The plots in Figure 16 show the training dynamics of the GAN model for the Cre-
dential Access class, including generator/discriminator loss behavior and discriminator
output trajectories.

  
(a) (b) 

Figure 16. GAN training: (a) GAN training loss for class Credential Access; the green shaded region
indicates epoch-wise loss variability (smoothed trend shown in solid line); (b) Discriminator outputs
for real samples D(x) and synthetic samples D(G(z)) during GAN training.

Figure 16a, Loss per Epoch, shows the Generator loss fluctuates and gradually settles
near 1.25–1.30, while the Discriminator loss stabilizes around 0.35–0.42. These trajectories
indicate that neither network dominates the other during training and that both networks
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continue to update throughout the training. These losses do not exhibit divergence or
collapse to zero, consistent with stable adversarial learning.

Figure 16b shows the discriminator output during training. The discriminator out-
puts for real samples D(x) remain between approximately 0.5 and 0.57, while outputs for
synthetic samples D(G(z)) remain between 0.43 and 0.48. These values remain separated,
without converging to 0 or 1, consistent with adversarial training, in which the generator
steadily improves. At the same time, the discriminator maintains a moderate ability to
distinguish real and synthetic examples.

Overall, the generator and discriminator maintain distinct loss and output patterns
throughout training, and neither network overwhelms the other.

7.6. Training Time Results

Training times were recorded on Google Colab Pro+ using the computational configura-
tions described in Section 6.1.1. All models were trained using GAP acceleration. The results
show substantial variation in runtime across GAN variants. The GAN required 44 min.

7.7. Summary

Overall, the experimental results demonstrate that class-specific GAN augmentation
substantially improves minority-class detection across multiple MITRE ATT&CK tactics
and classifiers. The most consistent gains are observed in recall and F1-score, indicating a
reduction in false negatives for rare attack behaviors. These improvements are achieved
without degrading the performance of the majority class, suggesting that the synthetic
samples enhance class separability rather than introducing noise. While performance
varies across classifiers and attack types, the results collectively support the effective-
ness of GAN-based augmentation for addressing extreme class imbalance in intrusion
detection datasets.

8. Discussions
The results presented in Section 7 indicate that Generative Adversarial Networks

(GANs) provide a transformative solution for addressing severe class imbalance in cyber-
security datasets, including UWF-ZeekData22 [16,17]. This section discusses the broad
implications of these findings, summarizes insights across classifiers and attack types, and
demonstrates that class-specific GAN augmentation enhances minority-class detection in
highly imbalanced intrusion-detection scenarios.

8.1. Addressing Extreme Imbalance in Cybersecurity

A significant challenge in IDS is the inherently imbalanced distribution of real-world
network traffic. In UWF-ZeekData22, several attack types have fewer than ten samples,
making it impossible for traditional classifiers to learn reliable decision boundaries. Before
augmentation, Logistic Regression and SVM consistently failed to detect minority attacks,
especially Lateral Movement, Resource Development, Defense Evasion, Initial Access, and
Persistence. At the same time, KNN misclassified many minority instances due to the
sparsity of local neighborhoods. Decision Trees and Random Forests often performed well,
even with very small sample sizes [53].

GAN-based augmentation and the ratio-driven approach used in this study fundamen-
tally alter this scenario by generating tens of thousands of synthetic minority samples per
minority class. This transforms an otherwise intractable classification task into one in which
all models can effectively evaluate minority detection. The results confirm that GANs can
reconstruct minority manifolds even with extremely limited real data, thereby enabling the
practical deployment of IDS models in environments with severe class imbalance.

https://doi.org/10.3390/technologies14020117

https://doi.org/10.3390/technologies14020117


Technologies 2026, 14, 117 41 of 49

The effectiveness of the proposed framework is attributable to its class-specific design.
By training independent GANs exclusively on minority-class samples for each MITRE
ATT&CK tactic, the generators learn focused, attack-specific feature distributions without
interference from benign traffic. This isolation is critical under extreme sparsity, where
exposure to majority-class patterns could dominate the learning process. The consistent
gains observed across diverse classifiers suggest that the generated samples meaningfully
enrich the minority-class feature space rather than merely replicating existing instances.

8.2. Comparison to Traditional Oversampling

Traditional oversampling methods, such as SMOTE, rely on local neighborhood inter-
polation to generate synthetic samples [55]. Because they depend solely on minority-class
nearest neighbors, they often fail to capture the dataset’s global structure, limiting the
variability and diversity of the generated samples. Moreover, SMOTE selects k-nearest
neighbors based solely on Euclidean distance, without accounting for decision boundaries
or potential overlap with the majority class. This can result in synthetic samples being
placed near ambiguous or noisy regions of the feature space. In contrast, GAN-based
methods learn the underlying data distribution and therefore produce higher-quality, more
diverse synthetic instances that better represent the true minority-class manifold.

8.3. Effectiveness of GAN-Based Augmentation

Across all evaluated classifiers, precision, recall, and F1-score consistently improved
after GAN-based augmentation. The most notable improvements are seen in the confusion
matrix analysis, where previously misclassified minority classes under the baseline models
show a significant increase in true positives. Before augmentation, the classifiers showed a
strong bias toward the majority “none” class, achieving high accuracy on benign traffic but
performing poorly on rare attack types, likely due to extreme class imbalance.

After augmentation, however, the confusion matrix showed a significant improvement
in minority-class detection. As summarized in Tables 15–23, classifier performance neared
complete separation, with very few false negatives and only a small number of false
positives. This indicates that GAN-generated synthetic samples introduce valuable within-
class variability, helping classifiers generalize rather than memorize.

These findings are supported by the detailed difference tables in Appendix A
Tables A1–A9, which outline the specific changes in TP, FN, TN, and FP across all tac-
tics. These results verify that GAN augmentation significantly improves minority-class
detection while maintaining the majority-class performance. The most notable improve-
ments are observed among the most underrepresented classes, particularly Initial Access,
Persistence, and Defense Evasion.

8.4. Visualization Insights

The visual analyses presented in this study provide strong evidence that GAN-
generated minority samples exhibit realistic structure, meaningful diversity, and close
alignment with the true minority distributions. However, these visualizations are intended
to provide qualitative insight and do not constitute quantitative evidence of separability.

The t-SNE projection of the augmented minority classes in that study, as shown in
Figures 7–15, indicates that the synthetic samples (blue) generated by the GAN populate
the minority-class distribution despite the extremely low number of real samples (red).
This suggests that the generator did not simply memorize the original data points but
instead captured the underlying structure of the minority-class distribution.

Moreover, the training of the Vanilla GAN shown in Figure 16a,b shows that the Gener-
ator and the Discriminator engage in a balanced adversarial game, with the Generator loss
stabilizing around ~1.25 and experiencing mild oscillations. Meanwhile, the Discriminator
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loss stays moderate and does not drop to zero. Both networks evolve together, and their
loss patterns show that neither dominates the other, thereby preventing issues such as
model collapse, gradient vanishing, or uninformative discriminator feedback. The separa-
tion between D(x) (real samples) and D(G(z)) (fake samples) indicates that the Generator
has learned to produce realistic samples, thereby enhancing the classifiers’ performance
after augmentation.

8.5. Implications for Intrusion Detection Systems (IDS)

The ability to enhance detection of rare ATT&CK tactics has significant implications
for operational IDS environments, including improved detection of high-impact threats
in which many rare categories align with high-risk adversary objectives (e.g., Credential
Access, Exfiltration, Persistence). Improving recall for these behaviors can directly decrease
undetected intrusions. Other implications concern the practical application and scalability
of the augmentation pipeline, which uses a class-specific augmentation framework inte-
grated into existing IDS workflows by extracting minority-attack samples, training a small
GAN model, generating synthetic samples, and retraining or fine-tuning the classifiers.

8.6. Principle-Level Validity of GAN-Generated Network Traffic

Unlike image data, network traffic exhibits strong logical coupling and physical con-
straints among features, arising from protocol semantics, timing behavior, and flow-level
dependencies. Prior studies have emphasized that network traffic features are not indepen-
dent but are governed by protocol behavior and operational constraints, distinguishing
cybersecurity data from image and signal domains [1,52]. A valid concern when applying
generative models to cybersecurity data is whether synthetic samples comply with protocol
logic or represent physically plausible network behavior.

In this study, GAN-based augmentation is performed at the flow-feature level rather
than at the packet or protocol-message level. The UWF-ZeekData22 dataset comprises
structured, aggregated features extracted from Zeek logs, such as byte counts, durations,
connection states, and categorical protocol attributes [16,17]. Consequently, the GAN learns
the joint statistical distribution of valid flow-level representations rather than attempting to
generate raw packets or protocol sequences, which require explicit protocol modeling and
state-machine enforcement [8].

Protocol consistency is implicitly enforced through several mechanisms. First, all
training data originate from real network traffic and therefore represent valid protocol exe-
cutions observed in operational environments [1]. As a result, the generator is constrained
to learn feature combinations that already satisfy protocol logic within the empirical
distribution of observed flows. Second, feature preprocessing removes identifiers and
non-informative metadata while preserving semantically meaningful attributes, a practice
commonly adopted in flow-based intrusion detection research to maintain local coher-
ence while reducing noise [52]. Third, normalization and bounded activation functions
restrict generated values to feasible numeric ranges observed during training, which has
been shown to improve stability and realism in generative modeling of structured tabular
data [9,10,37].

Rather than guaranteeing formal protocol correctness, which would require packet-
level synthesis, explicit protocol grammar constraints, and simulation-based validation,
this augmentation framework aims to generate statistically realistic feature vectors that
lie on the same manifold as real minority-class flows. This level of fidelity is sufficient
and appropriate for training downstream intrusion-detection classifiers, which operate
exclusively in feature space and do not explicitly reason about protocol semantics [1,8,52].
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The effectiveness of this approach is empirically supported by consistent improve-
ments in recall and F1-score across multiple classifiers, as well as by distributional alignment
observed in t-SNE visualizations and confusion matrix analysis [51]. Nevertheless, ensuring
strict protocol compliance in generative network traffic remains an open research challenge
and a direction for future work, particularly for packet-level generation, simulation-based
IDS evaluation, and protocol-aware generative modeling [8,11].

8.7. Interpretation of Perfect Post-Augmentation Performance

The occurrence of perfect F1-scores in some post-augmentation should be interpreted
in the context of extreme class sparsity and binary classification. For several attack tactics,
the pre-GAN setting contained very few minority samples; after GAN-based augmentation,
minority-class samples became more compact and separable in feature space. In such
cases, classifiers—particularly tree-based models—may achieve perfect discrimination on
held-out validation folds consisting only of real samples.

8.8. Limitations

Despite these promising results, several limitations should be noted. First, GAN
training under extreme data sparsity remains challenging and may be sensitive to archi-
tectural choices and training hyperparameters. Second, this study focuses on a single
real-world dataset; although UWF-ZeekData22 is representative of modern IDS challenges,
the results may not generalize uniformly to other network environments. Third, the
evaluation emphasizes classical machine learning classifiers; the interaction between GAN-
based augmentation and deep learning-based IDS models remains an open area of future
investigation. In addition, a systematic experimental comparison between GAN-based aug-
mentation and classical oversampling methods, such as SMOTE, is an important direction
for future work.

While stratified cross-validation and strict fold-level data separation mitigate data
leakage, perfect classification performance may in part reflect overfitting to highly struc-
tured synthetic distributions. Evaluating generalization across independent datasets and
conducting formal statistical significance testing across cross-validation folds represent
important directions for future work. Although this study focuses on UWF-ZeekData22
due to its realism and extreme class imbalance, extending the evaluation to additional
benchmark datasets such as CIC-IDS2017 and NSL-KDD will be explored in future work to
further assess generalizability.

This study employs Vanilla GAN architecture to isolate the impact of class-specific ad-
versarial augmentation under extreme class sparsity and to establish a clear baseline under
extreme class imbalance. While the current work focuses on this baseline setting, subse-
quent work is underway that extends the proposed framework to evaluate more advanced
GAN variants, including Conditional GANs (cGAN), Wasserstein GANs (WGAN), and
WGAN-GP, on the same UWF-ZeekData22 dataset. These extensions aim to systematically
assess the impact of alternative adversarial objectives and conditioning mechanisms on
minority-class data augmentation.

8.9. Summary of Key Insights

GANs improve minority-class detection across all classifiers and tactics. False neg-
atives are significantly reduced, sometimes eliminated. Precision is not degraded. Im-
provements generalize across classifier types, and class-specific augmentation is a practical
technique for real-world IDS pipelines. These findings confirm that GAN-based aug-
mentation is a viable and effective strategy for enhancing cyberattack detection in highly
imbalanced datasets.
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These findings motivate further exploration of class-specific generative augmentation
strategies, including their extension to additional datasets, alternative generative models,
and real-time intrusion detection scenarios.

9. Conclusions and Future Work
This study addressed the challenge of extreme class imbalance in cybersecurity intru-

sion detection by proposing a class-specific GAN-based data augmentation framework.
Using the UWF-ZeekData22 dataset, each MITRE ATT&CK tactic was formulated as an
independent binary classification task, and separate GANs were trained exclusively on
minority-class samples to generate realistic synthetic attack data. This design enables
focused modeling of rare attack behaviors that are difficult for traditional classifiers to learn
under severe data sparsity.

Experimental results demonstrate that GAN-augmented training consistently im-
proves minority-class detection across multiple classifiers, with particularly notable gains
in recall and F1-score. The observed reduction in false-negative rates highlights the practical
relevance of the proposed approach for intrusion detection scenarios, where missed attacks
can have serious consequences. Importantly, these improvements were achieved without
degrading the performance of the majority class, indicating that the samples generated
enhance class separability rather than introducing noise or distributional drift.

While the proposed framework shows strong potential, several directions for future re-
search remain. First, a deeper investigation into the fidelity and stability of GAN-generated
samples, using multidimensional drift and related distributional metrics, will be conducted
and form the basis of ongoing work. Second, alternative GAN architectures, including
conditional GANs (cGANs), Wasserstein GANs (WGANs), and WGAN-GP, will be system-
atically compared to identify the most effective generative models for different attack types.
Third, extending the framework toward real-time or continual augmentation pipelines may
support adaptive learning in operational environments where attack distributions evolve
over time. Finally, applying the proposed methodology to additional cybersecurity datasets
would further validate its generalizability. Incorporating explainable AI (XAI) techniques
to analyze how classifiers respond to synthetic versus real samples also represents an
important avenue for future work.

Overall, this study demonstrates that class-specific generative augmentation is a practi-
cal and flexible strategy for mitigating severe class imbalance in intrusion detection systems,
proving a foundation for improving the detection of rare but high-impact cyberattacks.
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Abbreviations
The following abbreviations are used in this manuscript:

IDS Intrusion Detection System
ATT&CK Adversarial Tactics, Techniques, and Common Knowledge
GAN Generative Adversarial Network
SMOTE Synthetic Minority Oversampling Technique
D Discriminator
G Generator
ReLU Rectified Linear Unit
SVM Support Vector Machine
KNN k-Nearest Neighbor
DT Decision Tree
RF Random Forest
AUC-ROC Area Under the Receiver Operating Characteristic Curve
t-SNE t-Distributed Stochastic Neighbor Embedding
TN True Negative
FN False Negative
FP False Positive
TP True Positive
cGAN Conditional GAN
WGAN Wasserstein GAN
WGAN-GP Wasserstein GAN with Gradient Penalty
XAI Explainable AI

Appendix A
The appendix offers a detailed comparison of classifier performance before and after

GAN-based augmentation across all attack types. Specifically, Tables A1–A9 show the dif-
ferences in confusion matrix results (∆TP, ∆FN, ∆TN, ∆FP) for each classifier. These tables
supplement the main findings by clarifying the specific improvements from augmentation,
such as increases in true positives and decreases in false negatives.

Table A1. Pre-GAN vs. Post-GAN Confusion Matrices for Credential Access vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression 30 107,212 +107,182 1 0 −1 428,082 428,724 +642 642 0 −642

SVM 28 107,195 +107,167 3 17 +14 428,724 428,724 0 0 0 0

KNN 31 107,204 +107,173 0 8 +8 428,722 428,724 +2 2 0 −2

Decision Tree 30 107,212 +107,182 1 0 −1 428,724 428,724 0 0 0 0

Random Forest 31 107,212 +107,181 0 0 0 428,724 428,724 0 0 0 0

Table A2. Pre-GAN vs. Post-GAN Confusion Matrices for Privilege Escalation vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression 13 107,194 +107,181 0 0 0 428,720 428,724 +4 4 0 −4

SVM 12 107,190 +107,178 1 4 +3 428,724 428,724 0 0 0 0

KNN 11 107,189 +107,178 2 5 +3 428,722 428,722 0 2 2 0

Decision Tree 11 107,193 +107,182 2 1 −1 428,724 428,724 0 0 0 0

Random Forest 11 107,194 +107,183 2 0 −2 428,724 428,724 0 0 0 0
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Table A3. Pre-GAN vs. Post-GAN Confusion Matrices for Exfiltration vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression 6 107,185 +107,179 1 3 +2 428,719 428,724 +5 5 0 −5

SVM 5 107,184 +107,179 2 4 +2 428,724 428,724 0 0 0 0

KNN 5 107,185 +107,180 2 3 +1 428,724 428,720 −4 0 4 +4

Decision Tree 7 107,187 +107,180 0 1 +1 428,724 428,724 0 0 0 0

Random Forest 6 107,187 +107,180 1 1 0 428,724 428,724 0 0 0 0

Table A4. Pre-GAN vs. Post-GAN Confusion Matrices for Lateral Movement vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,182 +107,182 - 3 +3 - 428,724 +428,724 - 0 0

SVM 4 107,182 +107,178 0 3 +3 428,724 428,724 0 0 0 0

KNN 0 107,181 +107,181 4 4 0 428,724 428,724 0 0 0 0

Decision Tree 4 107,185 +107,181 0 0 0 428,724 428,724 0 0 0 0

Random Forest 4 107,185 +107,181 0 0 0 428,724 428,724 0 0 0 0

Table A5. Pre-GAN vs. Post-GAN Confusion Matrices for Resource Development vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,183 +107,183 - 1 +1 - 428,722 +428,722 - 2 0

SVM 1 107,182 +107,182 2 2 0 428,724 428,724 0 0 0 0

KNN 0 107,181 +107,181 3 3 0 428,724 428,724 0 0 0 0

Decision Tree 2 107,184 +107,184 1 0 −1 428,724 428,724 0 0 0 0

Random Forest 1 107,183 +107,183 2 1 −1 428,724 428,724 0 0 0 0

Table A6. Pre-GAN vs. Post-GAN Confusion Matrices for Reconnaissance vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,183 +107,183 - 0 0 - 428,724 +428,724 - 0 0

SVM - 107,183 +107,183 - 0 0 - 428,724 +428,724 - 0 0

KNN 0 107,181 +107,181 2 2 +2 428,724 428,724 0 0 0 0

Decision Tree 2 107,183 +107,181 0 0 0 428,724 428,724 0 0 0 0

Random Forest 2 107,183 +107,181 0 0 0 428,724 428,724 0 0 0 0

Table A7. Pre-GAN vs. Post-GAN Confusion Matrices for Defense Evasion vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

SVM - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

KNN 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Decision Tree 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Random Forest 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0
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Table A8. Pre-GAN vs. Post-GAN Confusion Matrices for Initial Access vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

SVM - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

KNN 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Decision Tree 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Random Forest 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Table A9. Pre-GAN vs. Post-GAN Confusion Matrices for Persistence vs. None.

Classifier TP (Pre) TP (Post) ∆TP FN (Pre) FN
(Post) ∆FN TN (Pre) TN

(Post) ∆TN FP (Pre) FP (Post) ∆FP

Logistic
Regression - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

SVM - 107,181 +107,181 - 1 +1 - 428,724 +428,724 - 0 0

KNN 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Decision Tree 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0

Random Forest 0 107,181 +107,181 1 1 0 428,724 428,724 0 0 0 0
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