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Abstract

For the process of covert transmission of text information, in addition to the need to ensure
the quality of the text at the same time, it is also necessary to make the text content match
the current context. However, the existing text steganography methods excessively pursue
the quality of the text, and lack constraints on the content and emotional expression of
the generated steganographic text (stegotext). In order to solve this problem, this paper
proposes an emotionally controllable text steganography based on large language model
and named entity. The large language model is used for text generation to improve the
quality of the generated stegotext. The named entity recognition is used to construct an
entity extraction module to obtain the current context-centered text and constrain the text
generation content. The sentiment analysis method is used to mine the sentiment tendency
so that the stegotext contains rich sentiment information and improves its concealment.
Through experimental validation on the generic domain movie reviews dataset IMDB,
the results prove that the proposed method has significantly improved hiding capacity,
perplexity, and security compared with the existing mainstream methods, and the stegotext
has a strong connection with the current context.

Keywords: security; information hiding; text steganography; natural language generation;
large language model; named entity; sentiment analysis

1. Introduction

With the continuous development of network technology and information digitisation,
digital communication occupies an important position in daily life, which puts forward
higher requirements for information security in cyberspace. In order to protect the medium
can be transmitted safely, at first, researchers protect the information by taking encryption.
Among the types of media include text [1], pictures [2—4], and video [5]. However, en-
cryption algorithms, while protecting the medium for transmission, expose the encrypted
medium to potential attackers and make it vulnerable to targeted attacks [6]. To solve the
above problem, steganography has received a lot of attention.

Steganography is a technique of embedding secret information in a digital medium
with the aim of achieving covert communication of information [7]. Among them, text,
as one of the commonly used carriers in digital communication, has led to numerous
cases of malicious theft of text information due to the openness of the network. Text
steganography is a text-based information hiding technology, which can realise the covert
transmission of secret text in the open channel, and has gradually become a research hotspot
in the field of information network security [8]. In recent years, with the development of
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natural language processing (NLP) and language models, generative text steganography
has received extensive attention [9]. It uses the language model as the text generator, and
constructs the correspondence between the predicted word and the secret information
bit stream through the encoding strategy, so as to realize the stegotext generation while
embedding the secret information.

However, generative text steganography generates stegotext through the probability
distribution of the output of the language model [10]. This means that the generation of
words at each step is determined by the words nearby the word and the secret information,
rather than by the semantics and the current context [11]. If the language model selects
a word that violates the context at the current time step, it will lead to a deviation in
the semantics of subsequent text generation. The above problems of deviation between
stegotext and context content and sentiment affect the imperceptibility of stegotext, making
it easier to be detected and difficult to realize covert information transmission.

To solve the above problems, it is important to find a way to increase the semantic
and emotional information we can obtain from the context. Therefore, this paper extracts
the central text and emotional features in the current context information as the input of
LLM to constrain the generation of stegotext, ensure that the text content meets the context
requirements, and improve the quality, imperceptibility and security of stegotext.

In summary, the contributions of this work can be outlined as follows.

e  Proposes a controllable generative text steganography framework based on LLM. The
LLM is used as the stegotext generator without extra training, and the controllable g
eneration of stegotext is realized by only using the cue word template, avoiding the
complex training process of the traditional deep neural network (DNN) model.

e  For the first time, named entity and sentiment analysis are integrated into the process
of generating stegotext. By identifying and extracting the central text and emotional
features of the current context, the generation of stegotext is constrained. On the basis
of information hiding, the consistency between the stegotext and the current context
is guaranteed.

e  Extensive experiments on different models. Compared with the mainstream advanced
algorithms in recent years, the framework proposed in this paper has significantly
improved in all aspects, indicating that the framework has better performance in text
quality, concealment and security.

The rest of this paper involves the following parts: Section 2 introduces representative
text steganography. Section 3 presents the background of text steganography. Section 4
describes the overall framework and design details of the proposed model in this paper.
Section 5 is indicated the results and analysis through a series of experiments. Finally, the
full text is summarized in Section 6.

2. Related Works

Existing text steganography is mainly divided into three categories [12]: text
modification-based steganography, text search-based steganography and text generation-
based steganography.

Steganography based on text modification mainly hides secret information by using
text features or modifying content, such as modifying syntactic structure [13], synonym
substitution [14], and using document redundancy information [15]. The embedding
capacity of this method is small, and the security is not enough. Under the attack of
specific steganalysis algorithm, it can hardly hide the existence of secret information [16].
Steganography based on text search does not modify the text, and selects the information
that meets the requirements as the stegotext by constructing a specific text database [17].
The text generated by this method is directly related to the constructed text database, and
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the generated content cannot be transformed with the context. Text generation-based
steganography uses generation algorithms to automatically generate stegotext, subject to
the constraints of secret information and encoding strategies. This method hides secret
information in the process of stegotext generation, makes full use of the redundant space of
the text, and improves the hiding capacity [18]. At the same time, with the improvement of
the degree of freedom in the process of generating text, the stegotext can be transformed
according to the different context, and it is more in line with the natural text [19], which
has become the research focus in the field of text steganography.

According to the different generation algorithms, steganography based on text genera-
tion can be divided into three categories: rule-based, Markov model and neural network
model [20]. In the early steganography of development, researchers mainly designed a rule
to generate texts under its constraints [21]. The method is simple to generate, and does
not consider the relationship between text sentences, resulting in poor quality of stegotext.
In order to solve the problems of single content and insufficient sentence association of
stegotext generated by the above methods, Markov model was used as the language model
to generate stegotext [22]. However, due to its own limitations, steganography based
on Markov model has a poor dependence on long sequences, resulting in poor stegotext
quality and difficulty in avoiding the detection of steganalysis algorithms [23].

In recent years, with the continuous development of NLP and deep learning (DL),
generative text steganography based on neural network models have been proposed. By
using the neural network model as the generation model, the hiding capacity, text quality
and security of stegotext have been greatly improved [12]. In this method, the trained lan-
guage model is used to calculate the candidate words and their corresponding conditional
probabilities at each moment, and the stegotext is generated under the constraints of secret
information and coding strategy [24].

Fang et al. [19] first used a neural network model as a language generator by using a
long short-term memory (LSTM) network as a language model. In the process of candidate
word selection, the coding strategy of block coding is used to group the candidate words.
Then, the corresponding group was selected under the constraint of the secret information
and the word with the maximum conditional probability was selected as the output. Yang
et al. [25] used recurrent neural network (RNN) as language models. According to the
probability distribution of candidate words, fixed-length coding (FLC) and Huffman coding
(HC) are used to encode them, respectively. Finally, the candidate words corresponding to
the encoding value are selected according to the secret information until the stegotext is
generated. Xiang et al. [26] proposed a character-level steganography based on LSTM. In
the process of text generation, word prediction is changed to character prediction, which
improves the hiding capacity of stegotext. Yang et al. [27] used a generative adversarial
network (GAN) to generate stegotext, and at the same time used the reward function as the
loss function of the generator, which solved the problem that GAN was difficult to generate
discrete data. Zhou et al. [28] used pseudo-random sampling to obtain the target word
and its probability based on GAN. Similar words are obtained through the probability
similarity function to form a candidate pool, and then the corresponding candidate words
are selected to generate stegotext. In order to improve the language model’s understanding
of the relationship between sentence order and semantics of text, a text steganography based
on encoder-decoder structure is proposed. Yang et al. [29] used an RNN-based decoder-
encoder. By combining reinforcement learning in the training process and encoding the
candidate words with FLC, the stegotext with better semantics is generated. On this basis,
Yang et al. [30] introduced gated recurrent unit and attention mechanism to solve the
problem of long-term dependence and improve the fluency and semantic relevance of
stegotext. Yang et al. [31] used variational auto-encoder (VAE) as text generation, LSTM
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and bidirectional encoder representations from transformers (BERT) as encoders and RNN
as decoder, respectively. HC and arithmetic coding (AC) strategies are used to improve the
security of the stegotext. To solve the problem that the distribution tends to be diversified
due to different sentence semantics, Tu et al. [32] used two independent VAE to model
the topic and sequence of the stream model and the discriminator. By learning the latent
content of the topic and combining the sequence knowledge and the learned topic content
into the text generation process, semantically consistent high-quality text is generated.

In recent years, pre-trained models have been widely used in the field of text steganog-
raphy because they can generate high-quality, coherent and more contextual text. Ziegler
et al. [33] used GPT-2 as the language model, while selecting AC in the encoding strategy;,
and generated texts that were more in line with the statistical language model. Based
on GPT-2, Pang et al. [34] reconstructed softmax by introducing an adjustment factor. It
improves the conditional probability of low frequency words, inhibits the conditional
probability of high frequency words, avoids text degradation, and improves the quality
and security of stegotext. With the breakthrough of Large Language Model (LLM), re-
searchers have applied it to the field of text steganography. LLM has a powerful text
generation ability through the training of large-scale text data, which can generate texts
with higher readability, semantics and security. Therefore, it gave birth to the emergence of
text steganography based on LLM. Wang et al. [35] used LLM to generate stegotext for the
first time. By using LLaMA-2 as the generative model, higher quality texts are generated.
Qi et al. [36] used LLaMA-2 and baichuan-2 as language models for English and Chinese,
respectively. By grouping the words with the same prefix relationship in the candidate
pool, the random number generator is used to ensure that the sender and the receiver select
the same word, which solves the problem of segmentation ambiguity and generates high
security text. The comparison of their advantage and disadvantage is shown in Table 1.

Table 1. Comparison of distinct types of generative text steganography.

Type Advantage Disadvantage
Rule-based Itis easv to implement and fast to eenerate The content of the generated text is single,
steganography [13-15] y P & " and the sentences are unrelated.
Markov-based It can effectively capture the dependencies illcllaiss%??fici?f’ceél:sgicg ;melc(i)g;g sequences
steganography [17] between adjacent words. P

steganalysis algorithms.

RNN-Stega [25]

It can effectively capture the longer
dependencies between long-distance words.

It generates text that performs poorly in
terms of statistical imperceptibility.

VAE-Stega [31]

It improves the performance of
steganographic texts in terms of
statistical imperceptibility.

It does not control the semantics of the
generated text.

1. It can effectively reduce the gap between

the distribution of normal text and stegotext. It has increased runtime and model

NLS [33] 2. it can constrain the semantics of training costs.
generated text.
SAAC[10] E}iiﬁgfiﬁﬁiﬁﬁy of the text it generates Its predictive accuracy declined slightly
;' }lfhieir;l?gﬁi?cliii g}liﬁzyv\ti);gs improves 1. Inaccurate capture of the core content of
LLsM [35] i p the prompt text.

the language controllability of the
generated text.

2. High training and deployment costs
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All the above generative text steganography can embed secret information in the
stegotext generation process. However, it too pursues the quality of part of the text,
ignoring the situation that the generated words deviate from the context semantics in
the process of text generation. With the increase of the length of the secret information,
the length of the generated text increases, which leads to the generation of semantically
confusing text, and the verification affects the security of the stegotext.

3. Background of Text Steganography
3.1. The Framework for Text Steganography

The general framework of text steganography can be described vividly by the Simmons’
“prisoner’s problem” [37], as shown in Figure 1. Alice, as the sender, needs to hide the secret
information and send it to the receiver Bob. Then Bob decrypts and restores the received
secret information. At the same time of the transmission process, there is a “monitor” Eve,
who is responsible for monitoring the transmitted text and judging whether it contains
secret information.

monitor
-:}

L Key | || Key

Information hiding || Information extraction
Carrier text +— ¢ | || ¢ |
Embedding o Extraction | Secret ': ‘:.
Secret ™ algorithm | »| Stego text algorithm "l information |
information | | Information tr :111%1111--1un|| Bub |

________ ol
___________ Share information Y S
Figure 1. The general framework of steganography.
The model was modeled with the equation shown in Equation (1) [25]:

Emb:CxKxM — S 1)

Ext:SxK—M

where Emb is information hiding, Ext is information extraction, C is the carrier text to hide
the secret information, K is the key to encrypt or contain the shared information, M is the
secret information to be hidden, S is the stegotext.

3.2. Generative Text Steganography

Generative text steganography is a technique that uses NLP to generate text containing
secret information. In NLP, the process of text generation is usually viewed as the creation
of a sequence x = [x1,. .., x,] based on the joint probability of the language model Py p(x),
which is formulated as follows [38]:

n
Pra(x HPLM xelxy, . xe1) = [ Pom(e|x<t) 2)
t=1 t=1

Different from the traditional text steganography, generative text steganography
does not need the original cover, but directly embedded the secret information in the
process of automatic text generation, which greatly improved the efficiency of secret
information embedding [39]. With the development of neural network models, generative
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text steganography based on neural network models has become a hot topic in the current
field of research. The generation process is shown in Figure 2.

100100

Secret
Bitstream

0 o)
0,0

message O I—’_\ Key
P > . ‘ ......
R . \ﬂ/ ! .00 bl 1o
mesSage | Language Candidate Probability | Encoding
Generated__Model _________Pool ________ Distribution, Result
Stegotext Text Generation

Figure 2. Generative process of generative text steganography based on neural network model.

In the stegotext generation stage, the neural network model used as text generation
is first trained. Then, according to the current text sequence, the trained neural network
model is used to predict the word, and the candidate word pool is constructed. Finally,
under the constraints of secret information bits, encoding strategy and key, the candidate
words that meet the requirements are selected. The above process is repeated until the
secret information is completely embedded, and the stegotext is obtained [40].

With the emergence of large-scale pre-trained language models based on transformers,
especially the wide application of LLM, the quality of generated text is getting higher and
higher, and generation-based text steganography is more and more applied in the field of
text steganography [39].

3.3. Steganographic Coding Strategy

For generative text steganography, a steganographic coding strategy is necessary to
ensure that the receiver can extract secret information from the stegotext with less shared
information. Taking FLC and HC as examples [25], the specific structure is shown in
Figures 3 and 4.

I P:cdicted word

I Prediction probability
1/2 K-Embwdmg probability

12 12 % M
NG 1/ N\ 1/ N\ 1/ N\

message document society coed  project plan weapon history
0.35 0.25 0.12 0.10 0.08 0.05 0.03 0.02
0.125 0.125  0.125 0.125  0.125 0.125  0.125 0.125

Figure 3. Structure of fixed-length coding.
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e
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0.03
0.03125

document
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plan
0.05
0.0625
history
0.02
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Figure 4. Structure of Huffman coding.

In the secret information embedding phase, the binary tree of the corresponding
encoding is constructed, and the candidate words corresponding to the encoded values are
selected. On the premise that the sender and the receiver share the text generation model
and steganographic coding strategy, the receiver encodes the candidate pool in each step of
the text generation process, and according to the stegotext, the secret information bit stream
corresponding to the current word is obtained. In the stegotext generation process, the
words with high prediction probability should be selected as much as possible. Therefore,
the choice of encoding strategy has a great impact on the quality of stegotext [41].

4. Emotionally Controllable Text Steganography Framework Based on
Large Language Model and Named Entity

In this paper, we propose an emotionally controllable text steganography based on
LLM and named entity recognition, and the overall architecture is shown in Figure 5. The
core of the framework can be split into three parts, which are the entity extraction module
for obtaining named entities, the sentiment analysis module for obtaining the sentiment
tendency of the current context, and the steganography generator for generating stegotext.

Transformer

Sentiment Analysis Module

Figure 5. The overall architecture of the proposed method.

4.1. Entity Extraction Module

In order to better convey the secret information to the receiver and reduce the possi-
bility of the generated stegotext being perceived by the “monitor” Eve, it is necessary to
improve the semantic correlation between the current context and the stegotext. Therefore,
before the LLM generates text based on secret information, it is provided with a set of cue
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words. Through the entity extraction method, the entities are extracted from the current
context information, and the entity words with different numbers are randomly selected to
fill in the cue words, and the encoding results are used as the input of the LLM.

In this paper, the retrieval-augmented named entity recognition (RaNER) model [42]
is chosen as the entity extraction module. The specific structure is shown in Figure 6.

Retrieving information -
Contextual
information !

. J;liEncl StartE x|

Multi-view t : : End
fraining R T T T e
Y 3 % _Trsforme-ased
_d Embedding
P P—
- VY Y YV Y Y YY Y
XLM-RoBERTa CRE
4
| Output |

Figure 6. Structure of entity extraction module.

RaNER uses Transformer and conditional random field (CRF) as the base model
and combines cross-lingual language model (XLM) [43] with robustly optimized BERT
pretraining approach (RoBERTa) [44] is combined as a pretraining model base, by following
the Transformer architecture and dynamic masking strategy of RoBERTa, while inheriting
the XLM pair sentence structure, the model training efficiency becomes faster, the text
generation is adapted to more linguistic scenarios, and the entity recognition is expanded
from a monolingual BERT relies on local context to combine with global retrieval of relevant
knowledge. External tools are used to retrieve external sentences related to the current
context as additional context, which provides supplementary information to solve the
problem of polysemy and improves the accuracy of entity recognition in the whole text.
Finally, a multi-view training approach is adopted to improve the performance of named
entity recognition by integrating the representations of the original text and the semantic
information of external sentences retrieved by external tools. According to the generic
domain named entities, four entity categories are preset, as shown in Table 2 [24], where
MISC are all other entities [45].

Table 2. The predefined entity categories in RaNER.

Entity Categories Entity Code
Location LOC
Organization ORG
Person PER
Miscellany MISC

The entity extraction module is a process from entity extraction to entity selection and
finally to prompt template generation, as shown in Table 3, an example of entity extraction
from secret text to backfill prompt words. The process of entity word selection is random,
depending on the number of extraction results. If the number of entity identification is 0,
then there is no selection. If 1, then select the entity word. When the entity word is greater
than or equal to 2, then randomly select half the number of entity words.
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Table 3. Example of entity extraction module.

Entity Extraction Process Content

I cant compare this movie with anything else, maybe except the
movie “Leon” wonderfully played by Jean Reno and Natalie
Portman

{‘output”: [{“type”: ‘PER’, ‘start”: 98, ‘end”: 107, ‘prob’: 0.98851204,
‘span’: ‘Jean Reno’}, {‘type”: ‘PER’, ‘start”: 112, ‘end”: 128, “prob”:
0.9671089, ‘span’: ‘Natalie Portman.’}]}

Current contextual
information

Extraction result

Selection of entities ‘Jean Reno’/’Natalie Portman.’

Template filling Entity word: <Person>Jean Reno</Person >

4.2. Sentiment Analysis Module

The inclusion of a sentiment analysis module in the text steganography framework
is to ensure that the generated stegotext and the current context can maintain consistency
in terms of sentiment tendency, so as to improve the cognitive imperceptibility of the
generated results. The pre-trained model StructBERT [46] is selected as the sentiment
analysis model in the framework. The specific model structure is shown in Figure 7.

jeessssscsssopasnsssses

' Actual | Iy | t
i Tokens \

A A A A r 3 A
( Transformer Encoder )
Pe—— 'Y A deee y ey i
i Positional E
Embedding!| 20 || 2 || 22 || &5 || s || 2 || 2o | | 2|

¥ +
Token
Sequence [MASK] ‘ Iy H Iy H I H fs | [MASK] | =~

T
Pre-shuffled Trigram

Figure 7. Structure of sentiment analysis module.

By disrupting some of the words in the sentence and requiring the model to restore
the original order, the model is forced to understand the dependency relationship between
words and the local structure, and to capture the sentiment cues in the complex sentences
more accurately, so as to enhance the model’s capability of capturing the sentiment expres-
sion of the utterance.

As shown in Table 4, by classifying the current context into happy, sad, disgusted, and
other emotions [46], the module backfills the identified emotion categories into the cue
word template to realize the emotion injection into the implicitly written text.

Table 4. Example of sentiment analysis module.

Sentiment Analysis Process Content

I cant compare this movie with anything else, maybe
except the movie “Leon” wonderfully played by Jean
Reno and Natalie Portman

{’scores”: [0.015, 0.041, 0.046, 0.615, 0.221, 0.052, 0.009],
‘labels’: [‘surprise’, happiness’, ‘sadness’, ‘love’,
‘disgust’, ‘angry’, ‘fear’]}

Current Context
Information

Extraction result

Template Filling Sentiment tendency: <emotion>preferred</emotion>
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4.3. Stego Generator

The steganography generator consists of the steganography encoding module and the
text generation module. The steganographic coding module generates the corresponding
coded values based on the conditional probability of the candidate word at each moment
under a specific coding strategy. HC has been widely used in text steganography due to
its adoption of variable-length encoding and its property of having a better compression
ratio [25]. From [9,10], HC has an advantage in perceptual imperceptibility compared with
coding methods such as AC and SAAC. The powerful text generation capability of LLM
can effectively make up for the shortcomings in statistical and semantic imperceptibility.
Therefore, in this paper, HC is chosen as the coding strategy for generating stegotext, and
its implementation is shown as follows [47]: by constructing a special binary tree (called
Huffman tree), the high frequency characters are mapped to shorter binary codes, and the
low frequency characters are mapped to more extended binary codes by taking advantage
of the difference in the frequency of characters’ appearances in order to achieve the purpose
of compressing data. Each leaf node corresponds to a character in the tree, and non-leaf
nodes represent the merging of character codes. Character encodings with high frequency
are located on shorter paths, while character encodings with low frequency are located on
longer paths, thus increasing the probability of selecting high frequency characters.

The text generation module uses an LLM as a language model for the auto-regressive
generation of text sequences. Firstly, the prompts of the LLM are obtained based on the
contextual information, entity extraction module and sentiment analysis module. The
prompt template is shown in Table 5. The LLM generates a candidate pool at each moment
under the constraint of the prompts. Subsequently, the steganographic encoding module
generates an encoding value for each candidate word, and determines the candidate word
based on the mapping relationship between secret information and coded value. Until the
secret information is fully embedded, the stegotext is generated. The proposed information
hiding algorithm are shown in Algorithm 1.

Algorithm 1 Information hiding algorithm

Input: Secret information B, Contextual information Ity
Output: Stegotext T

1: Initialize T

2: while B is not empty do

3:  Pr < Generate text prompts based on o4

4:  wg < Entity words are obtained from Ity through the entity extraction
5. Iflen(wg) = 1 then

6: Pr < Generates entity prompt based on wg

7: else

8 Pp < Generates entity prompts based on [len(wg)| of wg

9: endif

10:  wg < Sentiment words are obtained from Iy through the sentiment analysis
11:  Ps < Generates entity prompt based on wg

12:  Prompts for LLM input P = Pr + Pg + Ps

13: cpoor ¢ Generate the candidate pool at current step t based on the P and T

14:  HT < Build a Huffman tree based on ¢y,

15: b < Obtain the bitstream of the embedding at t based on B and HT

16:  x; < Generate the output word based on ¢y, HT, b

172 B=B—-b,T=T+x ,t=1t+1

18: end while

19: return Stegotext T’
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Table 5. The prompt template of LLM.

Keys Content

Description Template used by our model

Below is an instruction that describes a task, paired with an input
that provides further context. Write a response that appropriately
completes the request.\n\n Instruction:\n{instruction}\n\n
Input:\n{input}\n\n Response:\n

Prompt input

Below is an instruction that describes a task. Write a response that
Prompt no input  appropriately completes the request.\n\n
Instruction:\n{instruction}\n\n Response:\n

Response split ~ Response:

You specialise in imitating human discourse in four areas:
vocabulary, intonation, syntax and semantics. The user will enter

Instruction text. You will need to create a sentence similar to it. The generated
text should be more focused on ‘Entity words’. The sentiment of the
generated text is ‘Sentiment tendency’.

Input Contextual information, Entity words, Sentiment tendency

Response Output similar to the input text

5. Experiments and Analysis
5.1. Dataset and Experimental Setup

To be able to extract the central text and sentiment features from the text, this paper
selects the IMDB movie review dataset [48] as the evaluation dataset. The IMDB movie
review dataset is a widely used data resource for sentiment analysis and natural language
processing tasks. After a series of preprocessing operations such as text cleaning and
removing stop words, 33,000 pieces of data are obtained. The data set was divided 9:1:1,
and 27,000 pieces of data were used as the training set for training, 3000 pieces of data were
used as the test set to test the trained model, and the remaining 3000 pieces of data were
used as the validation set. As shown in Figure 8, the median length of the 27,000 IMDB
movie review dataset is 106, the average length is 131.7, and over 95% of the texts are less
than 500 characters in length.

Length distribution of the IMDB dataset

---- Mean: 131.7
---- Median: 106.0

Frequency

1000 1500 2000 2500
Text length

Figure 8. Length distribution of the IMDB dataset.
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The experiments in this paper are conducted based on Pytorch 2.4.0 and Python 3.10,
and the model training is accelerated by using NVIDIA A10 and CUDA 12.4. To ensure a
fair comparison, we rebuild all baseline methods using the same details throughout the
entire experiment. For RNN-Stega [25] and VAE-Stega [31] to be trained, the word vector
dimension is 768, the hidden state dimension is 768, the dropout is set to 0.5, and the
number of model training epochs is 50. The batch size is 128, the learning rate is 0.0001,
and the maximum character length of the generated text does not exceed 256. Pretrained
models (e.g., GPT-2, Qwen-2.5 and LLaMA-3) are obtained using Huggingface library.

5.2. Evaluation Metrics
5.2.1. Hidden Capacity
Hidden capacity is an important metric of text steganography. It describes the amount

of secret information embedded in the stegotext. Hidden capacity is usually evaluated by
Embedding Rate (ER) [34], which is calculated as shown in Equation (3):

ER = 3)

z| =
g
el

1

where N represents the number of generated sentences, L; is the number of bits embedded
in the ith sentence, and §; is the length of the ith sentence.

5.2.2. Perceptual Imperceptibility

In order to ensure the perceptual imperceptibility of the stegotext, the stegotext is re-
quired to be perceptually similar to the real text. The perceptual imperceptibility evaluation
of text steganography can be carried out from both subjective and objective perspectives.
Subjective evaluation means that people rate the stegotext based on its fluency and se-
mantic coherence. The objective evaluation relies on the standard measure of text quality
evaluation, perplexity (PPL) [25], to quantify the imperceptibility of the stegotext. The
smaller the value, the higher the quality of the generated text. The specific calculation
formula is shown in Equation (4):

iMz

N L logPi(S;)

ppl=2 i (4)

where N represents the total number of stegotext sentences, S; = {x;1, X2, ..., Xj, } is the
ith sentence of the generated stegotext, nn represents the total number of words in the ith
sentence, and P;(S;) represents the probability of the ith sentence.

5.2.3. Security

The difference in statistical distribution between the stegotext and the real text directly
characterizes the security of the steganography algorithm. Kullback-Leibler divergence
(KLD) [11] is usually used to calculate the difference between two probability distributions
in terms of information entropy and other features, and the specific calculation formula is
shown in Equation (5):

N
Dkr(P[Q) = Y [p(xi)logp(xi) — p(xi)logq(x;)] (5)

i=1

where P and Q represent the distribution before and after encoding, p(x;) and q(x;) represent
the ith probability value in the distributions P and Q, respectively, and N represents the
total number of stegotexts.
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5.2.4. Cognitive Imperceptibility

When evaluating cognitive imperceptibility, it is necessary to determine whether the
content and emotional features of the stegotext are related to the current context content.
Therefore, this paper adopts bilingual evaluation understudy (BLEU) [49] to evaluate
cognitive imperceptibility. It evaluates the quality of the generation by calculating the
degree of n-gram overlap between the generated text and one or more reference texts. A
higher BLEU value indicates a higher quality of the generated text. The calculation formula
is shown in Equation (6) [50]:

N
BLEU = BP x exp( ) wulog(Py)) (6)

n=1

where BP is the penalty factor, which is used to prevent the model from falsely improving
the accuracy by repeatedly generating part of the content. w, is the weight used to weight
the precision of different n-grams when calculating the BLEU score. P, is the coincidence
accuracy between the generated stegotext and the reference text. The specific calculation
formulas of BP and P, are shown in Equations (7) and (8):

11> 1,
BP = 1_ls (7)
el I <l

b _ Y Y min(hy(c;), maxjemhi(si;)) ®)
" Y Y min(hy(c;))

where [, is the length of the generated stegotext, [; is the length of the reference text, /i (c;)

is the number of occurrences of the kth n-gram in the generated stegotext c; of reference
text i, hi(s;;) is the number of occurrences of the kth n-gram in the corresponding reference
text s; of reference text i, and m is the set of reference texts.

5.3. Comparison Experiment

In this paper, experiments are carried out on the IMDB movie review dataset [48], and
the representative LLaMA-3 and Qwen-2.5 in the large model are selected as text generation
models for empirical research on text steganography. In the comparison experiments, two
types of classical methods are selected respectively. One is represented by RNN-Stega [25]
and VAE-Stega [31], which need to be trained deep learning model methods. NLS [33],
SAAC [10], and LLsM [35] are pretrained methods that require no additional training.

In the comparison experiments, the dataset is divided into training, testing, and
validation sets by 9:1:1. The models to be trained are trained for 50 rounds, and then
experiments are conducted separately for all models using the validation set. In the
stegotext generation process, stegotext is generated by randomly generating a bit stream
of 30 to 256 bits as secret information. For the affective controlled text steganography
approach fusing LLM and named entity proposed in this paper, based on hiding the above
secret information, the validation set is used as the information of the current context for
prompt word generation, which is tested on models of different parameter sizes, such as
Qwen-2.5, LLaMA-3, and the specific results are shown in Table 6.

It can be seen from the comparison experiments that the LLaMA-3 (3B), which in-
tegrates the entity extraction and sentiment analysis modules, achieves the optimum in
three evaluation metrics, ER, PPL, and BLEU, in the results of the text steganography
experiments conducted. The optimal model for the other evaluation metrics, KLD, is
Qwen-2.5 (3B), which integrates the entity extraction and sentiment analysis modules. The
model with unconstrained semantics constructs the candidate pool by considering only the
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influence brought by the words around the predicted position, resulting in a deviation of
the probability distribution of the candidate words from the probability distribution of the
normal text at that position. After the introduction of the entity extraction module and the
sentiment analysis module, the construction of the candidate pool at the predicted position
is more comprehensively considered, and the probability distribution is closer to that of
the normal text in terms of probability distribution, which makes the KLD smaller and
improves the security of the text.

Table 6. The results of comparing experimental.

Evaluation Metrics

Methods .
ER (bit/word) PPL KLD BLEU
RNN-Stega [25] 1.374 28.763  28.406 18.634
VAE-Stega [31] 1.156 34598  23.675 15.764
NLS [33] 1.592 21.286  20.938 23.079
SAAC [10] 1.731 26.474 17.373 17.323
LLsM [35] 2.138 17.865 18.984 65.781
Entity Extraction + Sentiment Analysis + Qwen-2.5 1.5B 1.877 19.338 18.672 44.336
Entity Extraction + Sentiment Analysis + Qwen-2.5 3B 2.256 18.092  17.336 62.134
Entity Extraction + Sentiment Analysis + LLaMA-3 1B 1.950 16.872 17.351 59.697
Entity Extraction + Sentiment Analysis + LLaMA-3 3B 2.383 16.304 17.952 68.864

Bold values indicate the best performance.

Taken together, the LLM integrating the entity extraction and sentiment analysis
modules achieves results ahead of the comparative models in the text steganography
methods, and it can be proved that the model has better results in embedding ability,
hiddenness, and security.

5.4. Anti-Steganalysis

To assess the security of steganography, a steganalyzer is usually used to distinguish
between normal text and stegotext. we use three steganalysis models: LS-CNN [23], TS-
RNN [51] and BERT classifier [52] to test the anti-steganalysis ability of each model. The
evaluation metrics are accuracy (Acc) and recall (R). The calculation formula is as follows:

T, +T,
_ p n
A= TR T, 1 T, ®)
R— 17 (10)
- T,+Fy

where T is the number of stegotexts correctly judged by steganalysis as stegotexts, T,
is the number of normal texts correctly judged by steganalysis as normal texts, Fj is the
number of stegotexts incorrectly determined by steganalysis as normal texts, and Fj, is the
number of normal texts incorrectly determined by steganalysis as stegotexts.

Table 7 shows the anti-steganalysis comparison of the proposed model and the baseline
model. According to Table 5, the proposed model shows a good performance in anti-
steganalysis, which improves the security of stegotext.

5.5. Ablation Experiment

In order to further validate the effectiveness of the entity extraction module and
sentiment analysis module in the text steganography framework proposed in this paper,
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this paper conducts ablation experiments with LLaMA-3 as the language model, and the
specific experimental results are shown in Table 8.

Table 7. The results of anti-steganalysis experimental.

LS-CNN [23] TS-RNN [51] BERT [52]
Methods
ACC R ACC R ACC R

RNN-Stega [25] 0.958 0.957 0.921 0.930 0.936 0.944
VAE-Stega [31] 0.917 0.922 0.893 0.908 0.933 0.931
NLS [33] 0.851 0.844 0.853 0.857 0.877 0.853
SAAC [10] 0.862 0.853 0.881 0.866 0.896 0.900
LLsM [35] 0.732 0.740 0.704 0.70.7 0.764 0.758

Entity Extraction + Sentiment Analysis + Qwen-2.51.5B  0.833 0.875 0.819 0.801 0.831 0.844

Entity Extraction + Sentiment Analysis + Qwen-2.5 3B 0.737 0.758 0.742 0.745 0.741 0.739

Entity Extraction + Sentiment Analysis + LLaMA-3 1B 0.805 0.831 0.803 0.821 0.812 0.801

Entity Extraction + Sentiment Analysis + LLaMA-3 3B 0.717 0.730 0.709 0.698 0.738 0.739

Bold values indicate the best performance.

Table 8. The results of ablation experimental.

Group Module Evaluation Metrics
Entity Extraction Sentiment Analysis  ER (bit/word) PPL KLD BLEU
1 X X 1.905 19.127 19.210 40.691
2 Vv X 2.921 17.847 19.941 54.369
3 X Vv 2.016 18.581 18.504 50.108
4 v v 2.383 16304  17.952  68.864

Bold values indicate the best performance.

The comparison of the results of each model under different module combinations is
shown in Figure 9. The horizontal axis represents the different combination methods, the
left side of the vertical axis represents the scores of ER, KLD, and PPL, and the right side
represents the BLEU scores. The results show that the LLaMA-3 (3B), which incorporates
the entity extraction and sentiment analysis modules, dominates the evaluation metrics
of PPL, KLD, and BLEU. In the experimental results, the introduction of entity extraction
module and sentiment analysis module is mainly reflected in BLEU. Through entity words
and sentiment tendency, the language model is guided to predict the candidate pool of
the target location, and more consideration is given to the contextual information. The
generated stegotext matches the context information better, which enhances the semantic
concealment. The LLM without incorporating the entity extraction and sentiment analysis
module consistently lagged the metrics compared to the other three methods. The above
results show the effectiveness of the entity extraction module and the sentiment analysis
module for generating controlled stegotext.

To verify the generalization of the module proposed in this paper, LLaMA-3 (1B) with
smaller parameters is tested and the results are shown in Table 9. From the results, it is
easy to see that the introduction of the module achieves better results in all four metrics,
ER, PPL, KLD and BLEU, compared to pure LLaMA-3 (1B). This shows that the module
designed in this paper has better generalization and proves that our method still has better
results at lower scales.
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Ablation Experiment

Scores (ER, PPL, KLD)
BLEU Score

1 2

Figure 9. The results of ablation experimental.

Table 9. Experimental results on module generalization.

Group Module Evaluation Metrics
Entity Extraction Sentiment Analysis  ER (bit/word) PPL KLD BLEU
1 X X 1.878 19.233 19.988 42.580
2 Vv X 2.209 18.455 18.024 51.721
3 X Vv 1.805 16.787 19.655 52.643
4 Vv Vv 1.950 16.872 17.351 59.697

y/ indicates that the corresponding module has been used. x indicates that the corresponding module has not
been used. Bold values indicate the best performance.

5.6. Case Study

As shown in Table 10, we sample several stegotexts generated by baselines and our
model. We can find that our stegotext performs better semantically and emotionally com-
pared to the baseline. This indicates that our model has great potential for imperceptibility.

Table 10. Case Study on the IMDB datasets.

Methods Generated StegoText

You have never been a little too hard to understand why.
RNN-Stega [25] The movie was so good that I hoped that the movie was
better and better than that it was.

You said Sadakoooooooooo00 is a mysterious character.
VAE-Stega [31] It was a good film. it was the first time I had seen the
movie in my childhood. This movie is worth your eyes.

The film itself is a bit of a mystery. The story is mostly
NLS [33] about Sadako’s problems, but it does a good job of
explaining why she’s shy and what her problems are.

It is a good movie, which is good, courtesy of Yukie
SAAC [10] Namam. Not a single one of it created some adoration
that most of us, myself included, could get good.
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Table 10. Cont.

Methods Generated StegoText

You might debate whether the enigma of Sadako should
be left alone, but this film is quite compelling. The lead,

LLsM [3] played by Yukie Nakama as a reserved Sadako, and
burdened with abilities she never chose.
While some may debate if Sadako’s enigma should stay
Entity unresolved, this film is undoubtedly excellent. Yukie
Extraction + Sentiment Nakama shines as the shy lead, a compelling

Analysis + LLaMA-33B  performance reminiscent of Carrie White but with her
own captivating charm.

To assess the quality of the production of stegotexts, we randomly selected 10 sets of
texts from the results and invited 10 PhDs to score them on a 5-point scale. The results are
shown in Table 11. For the human evaluation, in general, the steganography based on LLM
generation has achieved high scores. Compared with [35], the two modules proposed in this
paper enable the generator to consider contextual information more comprehensively, and
make the generated text maintain fluency while having better performance in semantics, so
the score is slightly higher than it.

Table 11. The results of human evaluation.

Methods Point
RNN-Stega [25] 2.32
VAE-Stega [31] 2.15
NLS [33] 3.56
SAAC[10] 3.09
LLsM [35] 4.17
Entity Extraction + Sentiment Analysis + LLaMA-3 3B 4.33

Bold values indicate the best performance.

6. Conclusions

In this paper, we focus on generative text steganography based on LLM and propose
an emotionally controllable text steganography based on LLM and named entity. In
this method, an entity extraction module composed of RaNER and a sentiment analysis
module composed of StructBERT are designed to extract the central text and sentiment
features from the current context information respectively. It is then used as the input of
the large model, which ensures the controllable generation of stegotext. Compared with
the existing mainstream algorithms under the public data set, the results show that the
proposed method is effective in hiding capacity, concealment and security. Specifically,
the LAMA-3 (3B) model which combines the entity extraction module and the sentiment
analysis module has an embedding rate of 2.383 bit per word, a PPL of 16.304, a KLD of
17.952, and a BLEU of 68.864. Ablation experiments show that the entity extraction module
and sentiment analysis module designed in this paper can effectively improve the hiding
capacity, invisibility and security of stegotext.

Although the proposed method performs better overall, we recognize that there are
still challenges with our method. The method currently achieves good performance in
terms of semantics, but there are opportunities for improvement in terms of hiding capacity
and security. Therefore, in the future research, one is to try to adopt the optimized stegano-
graphic coding strategy to improve the hiding capacity of the generated text. Secondly,
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the relationship between the distribution of real text and the distribution of stegotext can
be considered, and the secure transmission of stegotext can be achieved by reducing the
statistical gap between them. In addition, LLM itself brings huge computational overhead
and has higher requirements for computing hardware. The introduction of entity extraction
module and sentiment analysis module further increases the computational overhead.
Whether the model can be improved to run on smaller devices becomes another direction
for future research.
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Abbreviations

Keys Content

AC Arithmetic coding

ACC Accuracy

BERT Bidirectional encoder representations from transformers
BLEU Bilingual evaluation understudy
CRF Conditional random field

DL Deep learning

DNN Deep neural network

ER Embedding rate

FLC Fixed-length coding

GAN Generative adversarial network
HC Huffman coding

KLD Kullback-Leibler divergence
LLM Large language model

LSTM Long short-term memory

NLP Natural language processing
PPL Perplexity

R Recall

RaNER Retrieval-augmented named entity recognition
RNN Recurrent neural network

RoBERTa Robustly optimized BERT pretraining approach
stegotext ~ Steganographic text

VAE Variational auto-encoder

XLM cross-lingual language model
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