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Abstract

This paper presents an embedded gateway architecture that enables the seamless integra-
tion of Modbus-based industrial devices into Data Distribution Service (DDS) middleware
for Industrial Internet of Things (IloT) applications. The gateway, implemented on an
STM32 microcontroller, acts as both a Modbus master and DDS-XRCE client, mapping
Modbus registers directly to DDS topics with a configurable Quality of Service (QoS).
Experimental validation demonstrates median latencies below 15 ms in four out of five
scenarios, a throughput of up to 80 messages/s, and stable scalability to 160 subscribers
with moderate resource usage. The results confirmed the feasibility and efficiency of
Modbus-DDS integration on resource-constrained platforms.

Keywords: Industrial Internet of Things (IloT); Modbus RTU; DDS-XRCE; edge gateway

1. Introduction

The effective integration of data and communications into complex industrial systems
has become one of the main challenges of Industry 4.0 and the Industrial Internet of
Things (IIoT). Heterogeneous field devices, traditional automation protocols, and modern
middleware coexist in the same ecosystem, and the lack of standardized interoperability
mechanisms can limit scalability and overall performance [1,2]. In this context, industrial
information integration aims to seamlessly connect existing technologies with modern
distributed platforms to achieve real-time visibility, predictive control, and operational
flexibility in industrial production.

The IIoT is driving the convergence of legacy industrial networks and modern data-
centric communication frameworks. However, many existing installations continue to
rely on serial fieldbuses such as Modbus RTU [3,4], which lack interoperability with dis-
tributed architectures and cloud-oriented middleware. Bridging these legacy devices into
publish-subscribe ecosystems remains a practical challenge, particularly under embedded
resource constraints.

Several integration approaches have been proposed using OPC UA or MQTT gate-
ways [5], but these often depend on centralized brokers or high-level operating systems,
limiting their applicability to low-cost controllers. In contrast, the Data Distribution Ser-
vice (DDS) [6,7] and its lightweight variant DDS-XRCE [8] provide a brokerless, real-time
communication model that can be operated directly on microcontrollers.

This paper proposes a hybrid Modbus-DDS integration architecture in which a master
station on an STM32 microcontroller collects data from Modbus devices and publishes
them in a DDS domain. The main contributions of this study are as follows.
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1. A declarative YAML schema mapping Modbus registers to DDS topics (with endian-
ness/word order, scaling, units, and data quality flags).

2. An STM32/FreeRTOS gateway that acts as Modbus master + DDS-XRCE client, pre-
serving sensor sampling timestamps end-to-end

3.  Evaluation of system performance (latency, scalability, and stability) in relevant
IIoT scenarios.

The remainder of this paper is organized as follows. Section 2 provides the background
on Modbus and DDS/DDS-XRCE. Section 3 reviews the related work on IloT middleware
and industrial protocol integration. Section 4 details the Modbus-DDS mapping approach
and its configuration. Section 5 presents the proposed STM32-based gateway architecture
and its implementation. Section 6 reports the experimental results, including the latency,
throughput, and scalability analyses. Section 7 concludes the paper and outlines the
directions for future work.

2. Background

Modbus is one of the oldest and most widely used industrial communication protocols,
introduced in 1979 by Modicon and currently maintained by the Modbus Organization.
The most commonly used variants are Modbus RTU on serial interfaces (RS-232/RS-485)
and Modbus TCP/IP for Ethernet communications. The protocol is of the master—slave
type, where the master initiates all transactions and the slaves respond to requests to read
or write registers [3].

The simplicity of the data frame, high interoperability, and low cost have led to
its global adoption, particularly in SCADA, energy, and industrial processing systems.
However, Modbus has major limitations, including the lack of native security mechanisms,
low scalability in large topologies, and the absence of a distributed communication model.
To address these challenges, recent standards have introduced extensions, such as the
Modbus Security Protocol, which is based on TLS, for authentication and communication
confidentiality [4].

The STM32 microcontrollers developed by STMicroelectronics are based on ARM
Cortex-M architectures and offer a wide range of peripherals for industrial embedded
applications, including universal asynchronous receiver—transmitter (UART), serial periph-
eral interface (SPI), inter-integrated circuit (I>C), controller area network (CAN), universal
serial bus (USB), and Ethernet. In particular, the USART interface with RS-485 support is
frequently used for Modbus RTU implementation in embedded systems.

The STM32 has a solid software ecosystem: HAL/LL Drivers, STM32CubeMX for
quick configuration, and support for FreeRTOS or other real-time operating systems. These
features make it a suitable platform for implementing industrial gateways with moderate
resources capable of simultaneously running traditional protocols (Modbus) and distributed
middleware (DDS-XRCE) [9].

Recent studies have shown that STM32 can be successfully used to implement indus-
trial protocols, such as Modbus, BACnet, and OPC-UA, when combined with lightweight
RTOSs and software stacks optimized for communication [10].

The Data Distribution Service (DDS), standardized by the Object Management Group
(OMG), is a data-centric publish/subscribe communication middleware designed for crit-
ical distributed applications that require real-time performance. The DDS allows the
definition of data topics that can be published by producers and consumed by subscribers
without a direct relationship between participants. A major advantage of DDS is its support
for configurable Quality of Service (QoS), which allows communication to be optimized
for different requirements, such as low latency, reliability, durability, or data history. These
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features make DDS attractive for robotics, automotive, medical systems, and IIoT, where
data synchronization and consistency are critical [11].

For microcontrollers and embedded devices with limited memory and processing
power, OMG defined the DDS for eXtremely Resource-Constrained Environments (DDS-
XRCE) standard. In this architecture, an XRCE client runs on the embedded device and
communicates with an intermediate XRCE agent that provides transparent access to the
full DDS domain [12].

DDS-XRCE significantly reduces complexity and resource consumption at the de-
vice level, enabling the integration of embedded sensors and gateways into large DDS
ecosystems. Recent research has demonstrated competitive performance with millisecond
latencies and scalability for hundreds of devices in industrial IoT networks [13].

From an industrial information integration perspective, the combination of Modbus,
STM32, and DDS/DDS-XRCE provides a practical bridge between existing field equip-
ment and modern distributed middleware. This ensures continuity for Modbus-based
industrial infrastructures, scalability through DDS publish/subscribe with configurable
QoS, efficiency through the use of STM32 as an embedded gateway platform, and security
through the adoption of TLS extensions for Modbus and DDS Security mechanisms. This
combination forms the basis of the architecture proposed in this study.

3. Related Works

The integration of field protocols (e.g., Modbus) with distributed data-oriented mid-
dleware has attracted increasing interest in recent years in the context of the industrial
Internet of Things (IIoT) and Industry 4.0. Several major directions can be distinguished in
the literature: gateways for traditional protocols (Modbus, CAN, and Profibus) to IP plat-
forms (OPC-UA /MQTT), middleware for interoperability, and optimizations for embedded
platforms with limited resources.

Recent work proposed edge architectures in which Modbus (including extensions)
is transposed to OPC-UA on industrial processors (e.g., Sitara AM335x, with offload in
PRU for the deterministic acquisition cycle), demonstrating feasibility and discussing
overhead /complexity trade-offs when integrating with OPC-UA servers on Linux. These
approaches emphasize the real-time separation of Modbus acquisition from the exposure
of OPC-UA-modeled data to clients but typically run on SoCs rather than constrained
MCUs [14,15]. In parallel, Modbus to MQTT remains attractive for cloud-centric integration;
literature and industry reports highlight its simplicity but also its limitations in terms of
fine-grained typing/QoS and its dependence on a central broker [16,17]. In application
evaluations, MQTT tends to favor fast delivery in scenarios with more relaxed constraints,
whereas OPC-UA provides semantic benefits and security at the cost of higher configuration
costs and overheads [16].

DDS is often positioned as a data-centric (peer-to-peer) alternative to broker-based
protocols with automatic discovery and granular QoS control (i.e., reliability, deadline,
history, and liveliness). Recent syntheses and comparisons highlight that the choice de-
pends on latency /jitter requirements, topology, and semantic modeling; OPC-UA excels
at information modeling, whereas MQTT remains very simple to operate and is more
lightweight. Updated comparisons (including in unified namespace contexts) show that
each technology has its strengths depending on the architectural layer (edge vs. cloud) and
task profile [18,19].

To implement the DDS model on an MCU, the DDS-XRCE standard adopts a client—
agent architecture, where the agent represents the client in the DDS data space. Updated
documentation and experimental evaluations show significant footprint reductions and
support the best effort/reliable modes. Micro-ROS, based on Micro XRCE-DDS, demon-
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strated improvements in predictability and execution in recent works (e.g., PoDS planner),
including on ARM Cortex-M [13,20-22]. However, the literature rarely addresses end-to-
end direct Modbus to DDS/DDS-XRCE integration on the MCU; most results are network
micro-benchmarks or generic sensor demos, without formal mapping of Modbus registers
and without exhaustive measurements of resources (RAM/Flash/CPU/energy) and jitter
percentiles (P95/P99).

In recent years, several papers have analyzed the coexistence of OPC-UA and MQTT
in a factory-level unified namespace to avoid “information islands.” Performance evalua-
tions in such frameworks confirm that decoupling semantics (OPC-UA) from lightweight
transport (MQTT) is useful; however, it introduces operational complexity and does not
address strict latency/jitter requirements. Here, a data-centric layer, such as DDS, can
cover niches with tougher constraints, especially when the endpoints are heterogeneous
(edge + MCU). This literature supports the relevance of direct Modbus-to-DDS mapping to
populate a coherent data space without a broker [19].

Although Ethernet-based fieldbuses, such as PROFINET, EtherCAT, and Ethernet/IP,
provide deterministic high-speed communication for modern installations, the majority
of brownfield industrial systems remain RS-485-based. Therefore, this study focuses on
Modbus RTU as a representative low-cost legacy interface, bridging it to modern distributed
middleware via DDS-XRCE.

MQTT Sparkplug B and OPC UA Pub/Sub provide alternative publish/subscribe
semantics but remain broker-centric or resource-heavy for microcontrollers, respectively.
DDS offers a peer-to-peer data exchange with a configurable QoS and lightweight XRCE
client-agent model, making it more suitable for embedded gateways. Table 1 summarizes
the key characteristics of representative IIoT middleware technologies based on published
performance studies [13,16-20,23]. DDS and DDS-XRCE implement a peer-to-peer data-
centric model that avoids broker latency and allows deterministic quality-of-service (QoS)
control, achieving single-digit millisecond latencies on microcontrollers. MQTT Sparkplug
B simplifies the message structure but depends on a broker, whereas OPC UA Pub/Sub
over MQTT adds semantic richness at the cost of higher resource usage and configuration
complexity. These comparisons further justify the selection of DDS-XRCE for embedded
gateway implementations, such as the STM32-based design proposed in this paper.

Table 1. Comparison of Middleware Alternatives for IloT Integration [13,16-20,23].

Feature

OPC UA Pub/Sub

DDS/DDS-XRCE

MQTT Sparkplug B

(MQTT Binding)

Communication model

Peer-to-peer,
brokerless architecture

Centralized broker

Centralized broker

QoS control

Fine-grained (deadline,
reliability, liveliness,
history) [13,18]

Basic QoS 0-2 levels [17,23]

Configurable but heavier;
depends on Pub/Sub
profile [16,19]

Semantic modeling

Moderate (IDL-based
types) [8]

Minimal; payload schema via
Sparkplug namespace [23]

Rich information model and
metadata [16,19]

Typical latency (ms) 5-20 ms on MCU-based 10-40 ms with broker 20-100 ms depending on

yp y systems [13,20] overhead [16,17] encoding and QoS [16,19]
s High (resource footprint <200 Medium (depends on TCP Low (requires full stack and

MCU suitability kB Flash [13]) stack and broker load [17]) JSON/Binary parser [18])
Dependencies None (no broker required) Requires MQTT broker [17,23] Requires broker + OPC UA

server [16,19]
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devices:

- name: boiler 01
slave_id:
protocol:
rtu:

port: USART3
baudrate:
data_bits:

parity: N

stop bits:
flow_control: none

rtu

4. Modbus-DDS Mapping

Modbus provides a 16-bit register-oriented interface, whereas DDS exposes a type-
oriented, QoS- and time-oriented publish/subscribe model. In practice, modern systems
need to “translate” dense local Modbus streams into explicit, interoperable DDS messages.
This section proposes a method for mapping the Modbus protocol to DDS: a description
file interpreted by the gateway that separates the semantics (what a signal represents) from
the Modbus query type (how it is read).

At the heart of the proposal is a description file (of the YAML type). It is not a
simple “address inventory”; it is a formal narrative about what signal we read, how we
reconstructed it and where we published it. In practice, for each device, we describe
the identity (unit ID), query policy (groups of requests with different rates), decoding
rules (endianness, word order, target type), adjustments (scale, offset), and, crucially, the
destination in the DDS (topic, type, field). This description becomes the “source of truth”:
the gateway interprets these files to perform the translation from Modbus to DDS and vice
versa. Execution follows a short and predictable loop: the gateway executes the Modbus
requests defined in groups, caches the responses, marks the sampling time, scans the signals,
decodes the values according to the declared rules, evaluates the quality, and publishes
the results on the designated DDS topics. Read failures propagate as BAD_COMM for
dependent signals. An example of such a file is presented in Figure 1.

inter_ frame silent_us:

char_timeout ms:
request_timeout ms:

byte order: big
word_order: big

groups:
- name: fast
poll rate ms:
requests:
- { fc:
- name: slow
poll rate ms:
requests:
- { fec: 1,
- { fe: 2,

3,

signals:
- name: supply temp
modbus: { fc:
dds:

start:

start:
start:

3, address:
{ topic: plant/boiler/telemetry, type:

40001, count: 20 }

1, count: 32 }

10001, count: 16 }

40010, width: 2, type: float32, word_order: little, scale: 0.1 }

BoilerTelemetry, field: supply_temp c, qos_profile: telemetry }

- name: burne:_state

modbus: { fc: 1, address: 5, width: 1, type: bool }
dds: { topic: plant/boiler/state, type: BoilerState, field: burner_on, qgos_profile: state }
commands :

# Burner on/off (COIL write, FCS5)

- name: burner_ enable_cmd
dds: { topic: plant/boiler/commands, type: BoilerCommands, field: burner_enable, gos_profile: commands_reliable}
modbus_write: {fc: 5, address: 10, type: bool}
safety: { require edge change: true, rate limit ms: 200, debounce ms: 50}

Figure 1. Example of a YAML file that describes a device.

A description file for a Modbus-DDS gateway functions as a metadata description of
the dialog between a device that “thinks” in registers and an infrastructure that publishes
typed messages. The text usually begins with a presentation of the execution context, that
is, the version of the scheme and the identity of the gateway instance. This is where the
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system’s rhythm and patience are set—the default query rate, connection and response
times, and number of retries—not as implementation details, but as parameters of behavior.

The section dedicated to devices introduces each piece of equipment as an actor. For
a UART/RS-485 connection, the file specifies the serial port, speed, parity, and frame
structure, as well as the physical characteristics of the bus, such as the required quiet time
between frames. The same section also specifies the byte order in the 16-bit register and the
register order when the value exceeds 16 bits (little or big endian). These two seemingly
minor conventions determine the exact meaning of each byte string.

To avoid wasting queries, the readings were grouped, each with its own polling
rate/period. Thus, a group becomes a coherent sample in time: the gateway launches a
sequence of compact requests, caches the responses, and marks sampling time. In this
architecture, signals are not read individually from the wire but are extracted later from
the common basket, each with its own set of semantic rules. This separation—groups for
efficiency, signals for meaning—allows the same harvest of registers to feed distinct DDS
streams without duplicating the traffic on the bus.

The heart of the file is, in fact, the description of the signals. Each signal declares its
origin in Modbus through its code function, address, and width in registers; it specifies, if
necessary, its own byte or word order when a manufacturer remains non-compliant with
the rest of the device; and it applies the scalings and offsets that anchor it in the physical
units. Then, it specifies its destination: a DDS topic, an IDL type, and a field in which the
value will be saved. If the raw value hides a composite field, as is the case in bit fields,
the file makes the mapping visible; each named bit is transmitted in its own field in the
DDS message, thus cleaning the semantics for data consumers. Sometimes, a numeric code
requires a legend; then, a section of enumerations translates it into canonical text without
altering the numeric transport.

The quality of each publication is indicated in a footnote. A successful read that
complies with the declared rules carries the quality “good,” and a delay beyond the
agreed term becomes “outdated.” A deviation from physical ranges explicitly defines “out
of range,” and silence on the bus marks “faulty communication.” These qualifiers are
designed to be consumed by algorithms and operators alike so that decisions consider the
context, not just numbers.

The DDS types maintained sobriety. A common header with the source name, Modbus
unit identifier, sampling time expressed in nanoseconds, and quality code precedes the
actual field. This simple but consistent structure allows for reliable temporal correlations
and auditability throughout the data path. Simultaneously, the publication policy, that is,
the QoS profiles, is invoked by name, not by scattered recipes: fast telemetry prefers the
delivery of the “freshest” values, whereas states and alarms require reliability and short
persistence so that a delayed subscriber can recover what is important.

When the system not only receives data but also sends them to the device, the file
gains a second section, commands. Commands arrive on a dedicated DDS topic and are
subject to a double filter: a semantic filter, which ensures that the desired values make
sense, and an operational filter, which tempers the pace of change to avoid oscillations. The
transformation back into the register applies the scalings symmetrically in the declared
order of the bytes and words.

The YAML schema proposed in this work conceptually resembles the W3C Thing De-
scription and the Asset Administration Shell (AAS) Asset Interface Description. However,
it is intentionally simplified and declarative, enabling direct interpretation on constrained
microcontrollers without external JSON-LD parsing. It serves as a lightweight alternative
for representing Modbus-DDS mappings in IloT edge nodes.
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Modbus devices

5. Proposed Architecture

The proposed architecture aims to integrate Modbus-based industrial devices into the
DDS domain using an embedded gateway with limited resources. The central element of
this architecture is an STM32F746 microcontroller (STMicroelectronics, Geneva, Switzer-
land) that acts simultaneously as a Modbus master station and DDS-XRCE client. Thus,
data collected from traditional sensors and actuators are converted into DDS messages and
made available to a variable number of distributed consumers.

The architecture is structured into three levels. At the base of the system, field devices
are connected via Modbus RTU (RS-485) or Modbus TCP/IP [3]. These provide raw values
such as temperature, pressure, and vibrations, as well as logical states from industrial actua-
tors. The intermediate level is represented by the STM32 gateway, which runs on FreeRTOS
and integrates several software components: a Modbus query module, a mechanism for
mapping registers to DDS topics, and an XRCE client capable of publishing the data. The
upper level consists of the DDS domain itself, where the XRCE agent receives data from the
gateway and distributes them to applications such as SCADA, real-time analysis systems,
and cloud platforms.

The data flow occurs in four stages. First, the STM32 gateway periodically queries
the Modbus slave devices. The read values were then normalized and mapped to data
structures corresponding to DDS topics, each topic representing a type of process variable.
Subsequently, the XRCE client on the microcontroller publishes this data to the agent,
making it available in the DDS domain for further processing. Finally, subscribers receive
the data in real time without the need for a direct connection to the Modbus devices and
benefit from the QoS mechanisms offered by the DDS.

Figure 2 schematically illustrates the proposed architecture, showing the data flow
from the sensors to the distributed applications. This approach has several advantages.
First, it allows the reuse of existing industrial equipment without major modifications.
Second, it extends the scalability of communication through the native publish/subscribe
mechanisms of DDS, allowing the simultaneous connection of a large number of consumers
to the same topic. In addition, the flexibility offered by QoS parameters makes it possible to
adapt data transmission to the requirements of each application, ensuring a balance between
latency, reliability, and resource utilization. Finally, the integration of TLS extensions for
Modbus and DDS Security mechanisms provides an additional level of protection for the
transmitted data.

XRCE Agent
STM32F746 MCU 4 Session mgmt, stream ids,
(FreeRTOS) reliability
A

RS485 - »> v

<P Trnsceive v g Ethernet
/UART 7N

DDS Domain
Mapping engine task )

X Topics
G Y

DDS-XRCE Client task )'

Subscribers/Applications

Figure 2. End-to-end data path from Modbus devices to the DDS domain. The STM32/FreeRTOS
gateway polls Modbus RTU, parses frames, applies a YAML-defined register to topic mapping
(endianness, word order, scaling, and units), and publishes via a DDS-XRCE client to an XRCE Agent
that bridges into the DDS domain.
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6. Experimental Results and Discussion

To validate the proposed architecture, experiments were performed using an experi-
mental setup that is representative of IloT applications. The gateway was implemented on
an STM32F746G-DISCO board (STMicroelectronics, Geneva, Switzerland) configured with
an RS-485 transceiver and an Ethernet module. The slave devices included three industrial
sensors connected via Modbus RTU and a digital actuator, whereas the DDS infrastructure
consisted of an XRCE agent running on a Linux server and integrated into a Cyclone DDS
domain. A SCADA dashboard and a real-time analysis module developed in Python 3.10
were used as consumer applications.

We conducted all experiments on an STM32F746 microcontroller (STMicroelectronics,
Geneva, Switzerland) (Arm Cortex-M7 MCU) running at 216 MHz with 1 MB Flash,
340 KB RAM, and 128-Mbit Quad-SPI Flash memory. The firmware runs FreeRTOS v10.5
with a 1 ms tick, and UART DMA is enabled for serial I/O. The Modbus link uses an
SN65HVD1780 RS-485 transceiver (Texas Instruments, Dallas, TX, USA) on a two-wire, half-
duplex bus of approximately 10 m in length, terminated with 120 () at both ends; a common
signal ground is provided across all nodes. The gateway hosts the Micro XRCE-DDS Client
v2.4 and publishes it to an XRCE Agent v2.4 running on a PC. The DDS backbone is
Cyclone DDS v0.10 (domain ID 20) reachable over a 100 Mbps Ethernet LAN with sub-
millisecond latency. Measurements timestamped the Modbus request, device response,
and DDS publish events; unless otherwise stated, each scenario comprised 10,000 samples.
The Modbus topology includes one to four slave devices, depending on the scenario, with
termination at both ends of the bus.

The tests were designed to cover the scenarios presented in Table 2.

Table 2. Matrix of test scenarios performed (RS-485/Modbus RTU).

e rllieed g fmae  Ngeleds 0P eeraos
odes

s1 115,200 100 1 3/4 40,001-40,010 1 UDP/reliable
s2 115,200 50 1 3/4 40,001-40,010 10 UDP/reliable
s3 115,200 200 4 3/4 40,001-40,010 (4 x 10) 20 UDP/reliable
s4 57,600 100 2 3/4 40,001-40,010 (2 x 10) 10 UDP/best-effort
S5 115,200 50 2 3/6 40’03;(()),4015060(?;&(112?& * 10 UDP/reliable
s6 115,200 100 20 3/4 4000140010 (20 x 10) 2-160 UDP/reliable

The results are presented in Table 3. With Modbus/RS-485 at 115,200 kbps, the best
median end-to-end latency was 9.8 ms in the reliable mode (51), with P95 = 18.5 ms and
P99 = 23.7 ms. Shortening the polling period to 50 ms (S2) increased the median to 12.4 ms
(P95 24.8 ms), whereas a heavier configuration with four slaves and 200 ms polling (S3)
yielded a 14.6 ms median (P95 26.9 ms). The only best-effort case (54) showed a higher
delay—17.8 ms median, 32.5 ms P95—than otherwise similar reliable runs. A mixed
read /write workload at 50 ms (S5) produced a 13.2 ms median and 25.7 ms P95. Across
scenarios, the gap between the median and P95 remained within approximately 10-22 ms,
indicating bounded jitter under our conditions.
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Table 3. Latency statistics (end-to-end: request for publication).
Median Min/Max Max CPU
ID N (ms) P95 (ms) P99 (ms) Mean (ms) (ms) Load
S1 (115,200 bps, 100 ms, 1 slave, reliable) 10,000 9.8 18.5 23.7 10.6 6.2/28.9 17%
52 (115,200 bps, 50 ms, 1 slave, 10,000 12.4 24.8 31.2 135 7.1/365 28%
10 subs, reliable)
S3 (115,200 bps, 200 ms, 4 slaves, Y
20 subs, reliable) 10,000 14.6 26.9 34.1 15.9 8.3/39.7 9%
54 (57,600 bps, 100 ms, 2 slaves, o
10 subs, best-effort) 10,000 17.8 325 41.0 19.0 9.5/48.3 16%
85 (115,200 bps, 50 ms, 2 slaves, FC3/6mix, 4 9 132 257 336 14.4 7.4/382 27%

10 subs, reliable)

Figure 3 illustrates the cumulative distribution functions (CDFs) of the end-to-end
latencies for S1-S5 scenarios. The similarity of the curves across the scenarios also indicates
that increasing the number of subscribers or Modbus registers does not significantly affect

the timing determinism.

Cumulative Distribution Function (CDF)- S1

Cumulative Distribution Function (CDF)- S2
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& &
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2 o044 £ 04
£ £
o u
0.2 0.2
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10 15 20 25 30 35 10 15 20 25 30
Latency (ms) Latency (ms)
Cumulative Distribution Function (CDF)- S3 Cumulative Distribution Function (CDF)- 54
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0.6 .
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Figure 3. Cumulative distribution functions (CDFs) of end-to-end latencies for the S1-S5 scenarios
from Table 3. Each curve represents the cumulative probability that latency is less than or equal to a

given value. For instance, a CDF value of 0.95 corresponds to the 95th percentile (P95).
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Notably, Modbus RTU follows a strict master—slave command-response paradigm,
in which only the master initiates transactions, and each slave responds sequentially.
Consequently, increasing the number of slave devices does not proportionally increase
the CPU utilization of the STM32 gateway because the Modbus task is executed in a
deterministic polling loop with a fixed cycle time. The processing overhead per request
remains nearly constant; however, the effective polling rate for each slave changes. As the
number of slaves increases, the gateway employs a round-robin scheduling mechanism
to sequentially query each device, which extends the total acquisition cycle but preserves
real-time determinism and a low MCU load. Therefore, scalability in Modbus-based
topologies is primarily limited by the serial bus bandwidth and response time rather than
the processing capacity. This property explains the stable CPU utilization observed in our
experiments, even when multiple slaves and subscribers were active.

For scenario 6 (56), the number of subscribers gradually increased from 2 to 160, and
the processor load did not change, remaining at 17%.

To evaluate the publication throughput, the number of DDS topics generated per
Modbus polling cycle was gradually increased; each Modbus query can produce multi-
ple DDS publications corresponding to individual process variables. By expanding the
number of mapped signals while maintaining the same polling rate, the test effectively
measured the upper limit of the publication capacity of the gateway without altering the
Modbus communication timing. In terms of publishing capacity, the gateway sustained
approximately 80 messages per second at a 100 ms polling interval, with an average CPU
utilization of approximately 55% on the microcontroller.

In the DDS-XRCE architecture, the agent handles participant management externally;
thus, scalability primarily depends on network and agent performance. Prior bench-
marks [13,21] demonstrated stable operation with hundreds of XRCE clients, suggesting
that the proposed approach can be extended proportionally.

Several studies have confirmed that DDS-XRCE achieves lower latency and better scal-
ability than broker-based middleware when operating under resource constraints (Table 1).
Because DDS-XRCE adopts a peer-to-peer data-centric architecture with binary serializa-
tion and pre-allocated memory pools, message dispatch avoids the context switching and
buffering delays introduced by MQTT or OPC UA Pub/Sub brokers. Experiments reported
in [13,20] show end-to-end latencies of 5-15 ms for DDS-XRCE clients running on ARM
Cortex-M microcontrollers, compared with 20-60 ms for equivalent MQTT configurations
on the same class of hardware [16,17]. In addition, the DDS-XRCE scales efficiently with the
number of participants because discovery and QoS negotiation occur directly between end-
points through the XRCE Agent, eliminating the single-point bottleneck of broker systems.
Evaluations in [18,19] demonstrate that peer-to-peer DDS domains can sustain hundreds
of active publishers and subscribers with predictable jitter and bounded CPU utilization,
which is an essential advantage in deterministic IloT networks and embedded real-time
controllers. These characteristics make DDS-XRCE particularly suitable for constrained
gateways such as the STM32 platform used in this paper, where deterministic timing and
low communication overhead are critical.

These results demonstrate that Modbus-DDS integration via an STM32 gateway is
possible and efficient in terms of both performance and resource utilization. The latencies
achieved meet the requirements of SCADA and IloT applications, and the QoS mechanisms
of DDS allow the transmission to be adapted to specific needs. In addition, the resources
consumed by the microcontroller remained within acceptable limits, even in scenarios with
high query frequencies or an increased number of subscribers to the service.

These results are directly applicable to smart switch controllers, where sub-15 ms
latency ensures near real-time control, and the ability to scale to multiple subscribers enables
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simultaneous monitoring by SCADA dashboards and energy-management applications.
Overall, the experiments demonstrate that the system performance is bounded primarily
by serial communication timing rather than computational limits and that the DDS-XRCE
agent effectively decouples subscriber scalability from the gateway processing load.

Although the proposed Modbus-DDS gateway achieved sub-15 ms latencies and stable
scalability, several limitations must be acknowledged. First, the throughput of the RS-485
Modbus channel inherently constrains the update rate as the number of connected devices
increases, since the master-slave cycle is sequential and bandwidth-limited (<115.2 kbps
in our setup). Second, the current implementation does not include security validation for
Modbus TLS or DDS Security profiles; these will be considered in future work.

7. Conclusions

This paper proposes an integration architecture between traditional industrial pro-
tocols and modern distributed middleware, with an STM32-based embedded gateway
as its central element. The proposed solution demonstrates that Modbus devices can be
efficiently integrated into a DDS domain using DDS-XRCE without the need for a complex
intermediate infrastructure or expensive hardware equipment.

The experimental results confirmed that the latencies achieved (median below 15 ms
in most scenarios) were compatible with the requirements of near-real-time IIoT and
SCADA applications. Furthermore, the system demonstrated good scalability, being able to
simultaneously serve up to 160 subscribers without major performance degradation. The
QoS mechanisms offered by DDS proved essential for adapting communication to varying
requirements, allowing a compromise between reliability and latency. The implementation
on STM32 demonstrated that the necessary hardware resources remained moderate. A
direct use case is the integration of Modbus-based smart switch controllers into DDS-
enabled infrastructures, supporting energy-aware automation, predictive maintenance,
and seamless interoperability with OPC-UA enterprise platforms

The main contributions of this study are as follows: a methodology for directly map-
ping Modbus registers to DDS topics is defined, the use of DDS-XRCE on a microcontroller
with limited resources is validated, and the performance of the architecture is evaluated in
realistic scenarios. In doing so, this study addresses a gap identified in the literature, where
most existing solutions either do not use DDS as middleware or do not target small-scale
embedded implementations.

Future research directions include extending the architecture with advanced security
mechanisms by combining Modbus TLS with DDS Security standards to meet the increas-
ingly stringent data protection requirements in critical infrastructures. Another direction is
the integration of preprocessing and analysis capabilities at the gateway level by including
machine learning algorithms on more powerful microcontrollers from the STM32H?7 or
STM32MPU family, which would enable local anomaly detection and reduce the data traffic.
Finally, interoperability with other integration standards, such as OPC-UA, could extend
the applicability of the proposed architecture, transforming it into a key element of smart
manufacturing ecosystems and Industry 4.0.
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