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Abstract

Computer viruses remain a persistent technological challenge in information security. They
require mathematical frameworks that realistically capture their propagation in digital
networks. Classical continuous-time, integer-order models often overlook two key aspects
of cyber environments: their inherently discrete nature and the memory-dependent effects
of networked interactions. In this work, we introduce a fractional-order discrete computer
virus (FDCV) model, derived from a three-dimensional continuous integer-order formula-
tion and reformulated into a two-dimensional fractional discrete framework. We analyze its
rich dynamical behaviors under both commensurate and incommensurate fractional orders.
Leveraging a comprehensive toolbox including bifurcation diagrams, Lyapunov spectra,
phase portraits, the 0-1 test for chaos, spectral entropy, and Cyp complexity measures, we
demonstrate that the FDCV system exhibits persistent chaos and high dynamical com-
plexity across broad parameter regimes. Our findings reveal that fractional-order discrete
models not only enhance the dynamical richness compared to integer-order counterparts
but also provide a more realistic representation of malware propagation. These insights
advance the theoretical study of fractional discrete systems, supporting the development of
potential technologies for cybersecurity modeling, detection, and prevention strategies.

Keywords: fractional difference equations; discrete-time systems; computer virus model;
chaos; complexity analysis; 0-1 test

1. Introduction

The rapid spread of computer viruses remains a major challenge to cybersecurity, as
infections can disrupt critical infrastructures and cause significant economic losses [1,2].
To better understand and predict such propagation, mathematical modeling has been
widely employed, often drawing inspiration from epidemiological models [3,4]. While
these approaches have provided useful insights, most classical computer virus models are
formulated as continuous-time systems with integer-order derivatives. Such formulations
may overlook two essential aspects of digital environments: their inherently discrete nature
and the memory-dependent interactions within networks [5,6].
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In recent years, fractional discrete-time systems have attracted significant attention
due to their ability to describe complex processes with memory and hereditary effects
while capturing the inherently discrete nature of many real-world phenomena [7,8]. Unlike
classical integer-order difference equations, fractional difference equations extend the
concept of differentiation and summation to non-integer orders, thereby offering a more
flexible framework for modeling dynamical systems. This generalization has been shown
to produce richer dynamics, including long-range memory effects, anomalous diffusion,
and persistent chaotic behavior, which cannot be observed in the integer-order case [9].

Fractional discrete systems have been applied in various fields, including population
dynamics, economic and financial modeling, epidemic spread, image processing, secure
communications, and digital technologies [10]. Their ability to combine discrete-time
evolution with fractional-order memory makes them particularly suitable for digital en-
vironments, where processes evolve in steps but are influenced by past states over long
horizons. Moreover, recent studies have demonstrated that fractional discrete systems often
exhibit complex and chaotic attractors, which are essential for understanding nonlinear
behaviors and for practical applications such as encryption, network security, and emerging
technologies [11,12].

Building on these advances, researchers have recently begun exploring the role of
fractional discrete models in the study of cyber-epidemics [13,14]. Fractional calculus
provides the ability to incorporate long-term memory into the infection process, while
the discrete framework naturally reflects the stepwise nature of digital communications,
malware propagation, and evolving technologies [15,16]. Despite their potential, however,
the development and analysis of fractional discrete computer virus models remain relatively
limited compared to their continuous counterparts.

Motivated by this gap, in this work, we propose and investigate a fractional discrete
computer virus (FDCV) model. Starting from a three-dimensional continuous integer-
order formulation, we reformulate the system into a two-dimensional discrete fractional
framework. This reduction not only simplifies the analysis but also reveals new and richer
dynamical behaviors arising from the fractional-order operators. To explore the complex-
ity of the proposed model, we study both commensurate and incommensurate cases by
varying key system parameters as well as fractional orders. A wide range of analytical
and computational tools is employed, including bifurcation diagrams, largest Lyapunov
exponents, phase portraits, the 0-1 test for chaos, and complexity measures such as spectral
entropy (SE) and Cy complexity. Together, these approaches allow us to systematically
characterize the transition between regular and chaotic regimes and quantify the degree
of complexity in the system’s evolution. The results show that the FDCV model exhibits
persistent chaos and rich complexity across broad parameter ranges, with fractional orders
playing a critical role in shaping the dynamical patterns. These findings underscore the sig-
nificance of fractional discrete modeling in enhancing our understanding of computer virus
propagation and suggest potential applications in cybersecurity, including the development
of robust countermeasures, cryptographic schemes, and advanced technologies.

The remainder of this paper is organized as follows. In Section 2, we recall some
fundamental concepts of discrete fractional calculus and present the numerical algorithms
used for simulation. In Section 3, we formulate the proposed FDCV model, together with a
discussion of its equilibrium points. In Section 4, we investigate the dynamical behaviors
of the FDCV model under both commensurate and incommensurate fractional orders,
focusing on bifurcation structures, chaotic regimes, and complexity measures. Finally,
Section 5 summarizes the main results and outlines future research directions.
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2. Preliminaries and Algorithms

This section introduces the essential mathematical concepts, numerical tools, and the
structure of the proposed model. First, we outline key definitions in discrete fractional
calculus used in modeling the long-memory behavior of computer virus propagation.
Then, we describe the computational techniques adopted to evaluate the complexity and
dynamical features of the system.

2.1. Preliminaries

In this work, we consider discrete-time systems involving the Caputo-like delta frac-
tional difference operator. This operator generalizes the standard integer-order difference
and is particularly suitable for capturing memory-dependent dynamics in systems such as
virus propagation in computer networks.

Definition 1 ([17]). Let 0 < v < 1, and let f be a function defined on the discrete domain
Ny :={a,a+1,a+2,...}, where a € R. The Caputo-like delta fractional difference of order v is
defined as:

CALF(E) = Ay "TYAME(), for tE Nysqy, (1)

where m = [v] + 1, A™ denotes the m-th forward difference operator, and A,V is the fractional
sum [18] defined by:
B 1 t—v 4
AVf() = W) Y (t—s—1)V"Vf(s), for te€Nosy. )

S=V

Theorem 1 ([19]). Consider the discrete fractional initial value problem

{CA"y() ft+v—1y(t+v—1)), @)
Ny(a)=f, m=[vl+1, j=0,...,m-1,

wherea € Nand v > 0.

Assume that the function f(t,y) is continuous in t and satisfies a Lipschitz condition with
respect to y; then the discrete fractional initial value problem admits a unique solution on Ny y—y,
which is expressed as

1 t—v B
v =yol@) + gy L (t-6- DU Vfe+v—1ylc+v—1)), t€Nosmv, 4
¢=a+m—v
in which
2 A]y a). ©)
Whena=0,m=1,k=c+v—T1and (t—1—¢)1) = l"(r(givﬂ forv e (0,1], the
above Equation (4) is numerically formulated as
1 I'(n—j+v)
n) =y(0)+ , neN. (6)
y(m) =50 + 573 Z NCETESAZALL

j=1

2.2. Algorithms

To study the chaotic and complex behavior of the proposed discrete fractional-
order virus model, we use a combination of the following numerical and complexity
analysis tools:

* (-1 Test for Chaos: [20] This binary diagnostic tool is used to distinguish between
regular and chaotic dynamics. For a given time series x(n) (n=0,1,..,N—1}, the test
constructs the following trajectories:



Technologies 2025, 13, 471

40f18

n

Z x(j) cos(jc), q(n) = Y x(j)sin(jc), %
j=1
where ¢ is a randomly chosen constant in (0, 7r). If the trajectory (p(n),q(n)) is
bounded, the system is regular; if it behaves like Brownian motion, the system
is chaotic.
*  Spectral Entropy (SE) [21] and Cy Complexity [22]: To evaluate the complexity of
time series data, we employ two robust measures: the spectral entropy (SE) and the
Cp complexity, both of which are effective in distinguishing between regular and
chaotic behaviors.

Consider a discrete time series {x(n),n =0,1,..., N — 1}. First, we subtract the mean
to obtain a centered series:
1 N=1
X¥(n) =x(n) —%, where %= — x(n). 8
() = x(n) LY« ®)

n=0
The discrete Fourier transform (DFT) of the centered sequence is computed as:

N=1 2r
X(k)=Y_ x(n)exp(—iﬁkn), k=0,1,...,N—1. )
n=0

The normalized power spectrum is defined by:

2
by — —XOE w0
Yo, [X(k)]?

The spectral entropy (SE) is then calculated as:
N1
1 2
= —5 2 [P(k)In(P(K))]. (11)
In(3) =

To compute the Cy complexity, we define the average amplitude of the Fourier spectrum:

1N1

= Z | X (k) (12)

Using a threshold control parameter r, we define a filtered spectrum X (k) as

" X(k), if |X(k)|* > rGy,
g0 _ { X0 XO)P > Gy )
0 if | X (k)2 < rGy.
The inverse Fourier transform of X (k) gives the reconstructed signal:
2r
= ZX exp( z—kn) n=0,1,..,N-1 (14)
Finally, the Cy complexity is defined as:
Colr, N) = Enct xn) x(z)l_ (1)
Z o |x(n)]

These algorithms are implemented using (MATLAB R2015) and are applied to state
trajectories (L(t), B(t)) generated by the fractional-order discrete computer virus model.

3. Modeling

The foundational model for our study is based on a system that describes the dy-
namics of nodes within a network, categorizing them as internal or external, and further
differentiating them by their infection status (infected or uninfected) and their breaking-out
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status (breaking-out or not breaking-out). This framework, as presented by L.-X. Yang and
X. Yang [23] in their work on nonlinear systems, is adapted to analyze a continuous model.
The system considers that internal nodes are either virus-free or latent when connected
to the internet. External nodes can also be uninfected or infected. The interactions between
these nodes, including their connection to the internet, are governed by specific rates. For
instance, internal nodes connected to the internet maintain a constant rate y; > 0, while
L-nodes connected to the internet maintain a constant rate p» > 0. The disconnection of
internal nodes from the internet occurs with a probability ¢ > 0. The influence of infected
removable storage media leads to S-nodes becoming infected with probability 8 > 0, and
L-nodes becoming infected with probability f1L(t). Furthermore, S-nodes become infected
by B-nodes with probability B, B(t), where B and B, are positive constants. The model also
accounts for L-node break-out with probability « > 0. Finally, every L-node is cured with
constant probability ¢ > 0, and every B-node is cured with constant probability v, > 0.
The mean-field rate equations based on these hypotheses are formulated as:

S = — (BiL+B2B)S + L +712B — (0 +0)S,
L =pp+ (BiL+ B2B)S — (11 +a+ o)L + 65, (16)
=al—(72+0)B,
with initial conditions (S(0), L(0), B(0)) € R3.
The total number of internal computers, N(t) = S(t) + L(t) + B(t), approaches a

constant as time progresses, specifically N = L. This allows for a reduction of the system.
Thus, the system is equivalent to the two-dimensional system given by:

L=py+ (BiL+P2B)(5 —L—B) — (n1+a+o)L+6(5 —L—B),

17)
B=«L— (v, +0)B,

with initial conditions (L(0), B(0)) € RZ.. This reduced system (17) is particularly relevant
for studying the fractional discrete form. Starting from the continuous-time formulation,
we first derive its discrete-time counterpart by applying the forward Euler scheme with
a fixed step size (h = 1). This results in the following representation of the system in
discrete time:

{Ln+1 —P‘Z“‘(ﬁan“’ﬁan)( —L,— Bn)_(')/l +“+U—1)Ln+9(§—Ln—Bn), (18)
Byiy1 =aLl,+ (1= v, —0)By.

‘A L(t)
“AyB(t)

= 2+ (B1L(s) + B2B(s)) (& — L(s) — B(s)) — (71 +a +)L(s) +0(5 — L(s) — B(s)),
= aL(s) = (7r2+0)B(s),

We express the discrete system using first-order forward difference operators. This
standard representation provides the foundation for extending the system to the fractional-
order case. The update equations are then written as:

{AL p2+ (BiLn + B2Bu) (5 — Ly — By) — (1 +a+ o)Ly +0(5 — L, — By), (19)

AB =aL, — (724 0)By.
To incorporate memory effects and long-range dependencies into the system, we
generalize the discrete model (19) using the Caputo-like fractional difference operator,

thereby introducing memory effects and long-range dependencies into the model. We
obtain the following fractional-order discrete-time model:

(20)

where s = t +v — 1. Based on Theorem 1 and setting a = 0, the discrete fractional-order
system given in (20) admits the following numerical solution:
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L(n) = L(0) + 5 Ky fmr=d [(BILG = 1) + BoB(i — 1)) (¥ — L(i—1) = B(i - 1))
o —mtato)Lii-1)+0(5 - Li-1) - B(i-1))], (1)
B(n) = B(0) + oy Liy famrry) [@L(i—1) = (2 +0)B(i—1)].

After deriving the discrete fractional-order version of the system, the next step is to
determine its equilibrium points, which serve as the basis for studying stability and
dynamic behavior.

Unlike in the integer-order case, the analysis of equilibria in fractional discrete
systems is influenced by the memory effects and nonlocal nature introduced by the
fractional operator.

The equilibrium points are obtained by setting the right-hand sides of the system (20)
equal to zero. This leads to the following;:

g
aLle — (72 +0)Be =0,

{m+wﬁﬁﬁﬁa@LeBawﬁa+wu+%gu&):a o)

which characterize the possible equilibrium states (L., B.) of the system. From the
second equation,

Y2+ 0O

Lo = AB,, where A = (23)

Substituting Equation (23) into the first equation of system (22), we obtain:

K ABe—B.) — A(71 +a +0)Be +6(§ ~AB.—B.) =0, (24)

o+ (B1ABe + 2B0) (2

then
p2 + (B1A + B2) (g — (A+1)Be) Be = A(y1 +a +0)Be + e(g ~(A+1)B) =0. (25

We define the nonlinear function:

F(Be) = 2+ (BiA+B2) (£ = A+ DB ) B~ A(ry +a+0)B.+0(5 - (A +1)B.), 26)
The fixed point is given by:

+0o
(Le,B) = (1B, B0) = (2578, B, @)

where B, satisfies:
F(B.) =0. (28)

Herein, we set the parameters of the model as y; = 0.05, y» = 0.005, « = 1.9,
B1 =22, =22, =005 =1,0 =0.06,0 = 0.1, for the fractional order v = 0.97,
the nonlinear equilibrium condition of the FDCV system (20) is described by the function
F(B.). Figure la shows the graph of F(B,) (blue curve) together with the equilibrium
line F(B,) = 0 (red curve). The intersection confirms the existence of a feasible positive
equilibrium (L., B, ). Nevertheless, as shown in Figure 1b, the time evolution of the variables
L(n) and B(n) does not converge to this equilibrium. Instead, both trajectories exhibit
irregular and non-repeating oscillations, characteristic of chaotic behavior. This indicates
that, despite the theoretical existence of equilibrium points, the actual system dynamics are
dominated by sustained aperiodic fluctuations for this fractional order.
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Figure 1. Dynamics of the FDCV model (20) for v =
the nonlinear function F(B.); (b) time series of L(n) and B(n) emerged from the initial condition
(Lo, Bo) = (0.4,0.2).

To further verify the well-posedness and robustness of the proposed model (20), we
conducted additional simulations by varying the parameter y, while keeping the remaining
parameters fixed at y; = 0.05, « = 0.8, B = 0.01, B2 = 0.02, ¥ = 0.05, 72 =1, ¢ = 0.06,
and 6 = 0.1, with v = 0.97. Three representative values of i, were considered, and the
corresponding trajectories are displayed in Figure 2. As observed, despite variations in
U2, all trajectories remain bounded and consistent, confirming that the model maintains
well-posed behavior under small parameter perturbations.

04
\

0.35 “

0.3 ‘

0.25 ‘

L(n), B(n)

02‘

0.15 ‘

0.4 ‘ 04

[
L(n) L(n) L(n)
B(n)| “ B(n) 0.38 “ B(n)

L(n), B(n)
L(n), B(n,

0.1 %

(b) (0

Figure 2. Verification of well-posedness under variations of the parameter py: (a) yo = 0.005,

(b) up = 0.05, (c) up = 0.08. All trajectories remain bounded and consistent.

4. Dynamics of the Fractional-Order Discrete System

In this section, we numerically investigate the dynamical behavior of the proposed
fractional-order discrete computer virus (FDCV) model (20) under variations in key system
parameters under commensurate and incommensurate orders. Our analysis is based on
bifurcation diagrams, Maximum Lyapunov Exponents (A;4x), 0-1 test, Spectral Entropy
(SE), and Cy complexity, and aims to reveal the emergence of complex dynamical patterns,
including chaos.

We investigate the chaotic behavior in the model (20) by exploiting the maximum
Lyapunov exponent. It should be noted that it can be approximated using the Jacobian

ko (n)
I(n) )’

matrix algorithm [24].

(29)

o= (it

such that
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T'(n—i . . . .
Ki(n) = k;(0) + by Ky FEZE (B (E —2L(i— 1) — B(i 1)) — f2B(i — 1) — (31 +a+ 0+ 6))ki(i — 1)
+(Ba(§ —L(i—1) =2B(i=1)) =0 = 1 L(i = 1)) i(i = 1)}, (30)
T'(n—i . .
i(n) = 10) + g T e @kl — 1) = (2 + )l = 1))
Then, we can get the Lyapunov exponents as:
— lim LpnA®™ i =
LE; = lim ElnM]- , for j=1,2.
where A" are the Jacobian matrix’s eigenvalues.
The fractional memory is inherently included in the Lyapunov exponent calculation
via the Caputo-like delta operator. The summation in Equation (30) accounts for the

contribution of past states, ensuring that the computed Lyapunov exponents reflect the full
memory-dependent dynamics of the system.

4.1. Commensurate Case

We focus on how changes in the recruitment rate y; and the fractional order v influence
the long-term evolution of the system.

4.1.1. Dynamics of the FDCV Model with Variation in the Parameter p»

We first explore how the system’s dynamics are affected by the parameter . The L-
nodes representing latent infected computers are connected to the internet and are recruited
into the system at a constant rate y, > 0. By simulating the model for different values of 15,
while keeping all other parameters fixed at p11 = 0.05,0 =1.9,81 =2.2, 5, = 2.2,y = 0.05,
72 = 1,0 = 0.06,60 = 0.1, and initial conditions (Lo, By) = (0.4,0.2), we observe a range
of behaviors. The analysis is conducted across three different fractional orders: v = 0.97,
v =0.98, and v = 0.997.

As depicted in Figure 3, the bifurcation diagrams Figure 3a,c,e illustrate the long-term
behavior of the state variable B as pj is varied for v = 0.97,0.98,0.997, respectively. Con-
currently, Figure 3b,d,f present the corresponding Maximum Lyapunov Exponent (A4x)
plot. For v = 0.97 (Figure 3a,b), initially for small values of 5, the system exhibits chaotic
behavior, indicating sensitive dependence on initial conditions. This chaotic behavior is
strongly corroborated by the positive values of A4y in Figure 3b. Interestingly, within the
chaotic region, there are several periodic windows around y» ~ 0.0033, where the system
temporarily goes to periodic behavior, identified by narrower bands in the bifurcation
diagram and a dip in A,y to negative values. Beyond these windows, chaos re-emerges
and persists for larger u, values, with A,y remaining predominantly positive, signifying
robust chaotic dynamics. A similar progression is observed for v = 0.98 (Figure 3c,d) and
v = 0.997 (Figure 3e,f). While the specific onset points and widths of chaotic and periodic
windows may vary slightly with v, the overall qualitative behavior remains consistent:
an initial periodic phase, followed by period-doubling leading to chaos, punctuated by
periodic windows, and finally sustained chaos as i increases. The positive A, values
consistently confirm the presence of chaos in the regions of the bifurcation diagrams, while
negative A, values align with the periodic windows. Notably, the overall range of chaotic
behavior appears to broaden as v approaches 1, indicating that higher fractional orders
might promote more sustained chaotic dynamics under these parameter settings. In some
simulations, small negative values of B(n) occur. These should be regarded as numerical
artifacts of the discretization rather than physically meaningful outcomes. It is worth

. . . . —c—1)v-D) .
noting that the coefficients of the fractional sum % are positive for v € (0,1].
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Hence, when all parameters and initial conditions are nonnegative, the analytical solution
preserves nonnegativity in the absence of numerical errors. The small negative oscillations
observed in B(n) are therefore attributed to round-off effects rather than to a violation of
the model’s invariance properties. Developing positivity-preserving schemes for fractional
discrete systems will be an important subject of future work.

fy %1078

Iy %1078

1 15 2 25 3 35 4 45 5 5.5

(e) ()

Figure 3. Bifurcation diagrams and corresponding A4y plots of the FDCV model (20) as a function
of yy for different fractional orders: (a,b) v = 0.97, (c,d) v = 0.98, and (e f) v = 0.997.

Based on the phase portraits and 0-1 test plots in Figure 4, the FDCV model (20) at a
fractional order of v = 0.97 undergoes a transition from chaotic to periodic behavior and
then back to chaos as the parameter yjy is varied. At yuy = 0.001, the system is in a chaotic
state, as evidenced by the complex chaotic attractor in the phase portrait (Figure 4a) and
the unbounded random walk observed in the 0-1 test in Figure 4d. As pp increases to
0.0035, the system becomes regular, with its trajectory converging to a stable limit cycle in
Figure 4b, and the 0-1 test plot showing a bounded orbit in Figure 4e. For a higher value
of yp = 0.005, the system returns to a chaotic state, confirmed by the appearance of a new
chaotic attractor in Figure 4c and the renewed unbounded random walk in the 0-1 test in
Figure 4f.
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P P

(d) (e)

Figure 4. Phase portraits and 0-1 test of the FDCV model (20) for v = 0.97 with (a,d) pp = 0.001,
(b,e) pp = 0.0035, and (cf) pp = 0.005.

Figure 5a presents the Spectral Entropy (SE) as a function of p. As i increases, the SE
generally shows an increasing trend, particularly in regions where the bifurcation diagrams
indicate chaos and MLEs are positive. The dips in the SE curve correlate well with the
periodic windows observed in the bifurcation diagrams, where the system temporarily
becomes more predictable. Similarly, Figure 5b illustrates the Cy complexity. The trend
in the Cy complexity plot mirrors that of the SE; it generally increases with i, indicating
growing complexity, and exhibits drops corresponding to the periodic windows where the
system’s behavior becomes more regular.

The combined evidence from the bifurcation diagrams, A,x plots, phase portraits,
0-1 test, Spectral Entropy, and Cy complexity consistently demonstrates that the FDCV
model (20) exhibits a rich array of dynamical behaviors, transitioning from periodicity
to chaos through period-doubling bifurcations as the rate i, increases. The presence of
periodic windows within the chaotic regime further adds to the system’s intricate dynamics,
which are robustly confirmed across different fractional orders. The quantitative measures
(Amax, SE, Cp) and qualitative test (01 test) effectively corroborate the visual insights gained
from the bifurcation diagrams.

0.12

comple
o
>

CO complexity

Iy x107% Iy x1078
(a) (b)

Figure 5. SE and Cy complexity of the FDCV model (20) for v = 0.97. (a) Spectral Entropy (SE),
(b) Cp complexity.
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4.1.2. Dynamics of the FDCV Model with Variation in the Fractional Order v

Next, we study the influence of the fractional order v, which captures the memory
effect inherent in the system. We assess how the memory strength affects the system’s
evolution. To illustrate this effect, we fix all other parameters at y; = 0.05,4 = 1.9,
B1=22,B, =22, =0.059, =1,0 = 0.06, and 6 = 0.1, and consider different values of
2 while varying v in the interval [0.93, 1]. The bifurcation diagrams and maximal Lyapunov
exponent (Amax) plots reveal how the system’s behavior changes with the fractional order.
For yip = 0.001, the system exhibits both chaotic and ordered behaviors as v is varied. The
bifurcation diagram in Figure 6a shows that the system starts in a chaotic state for v ~ 0.93
and undergoes several transitions, with a distinct periodic window emerging around
v = 0.98. The corresponding Amax plot in Figure 6b confirms this, with positive values in
the chaotic regions and a clear drop to negative values in the periodic window, indicating a
stable, ordered state. When the parameter is increased to yp = 0.004, the system’s dynamics
become robustly chaotic. As seen in the bifurcation diagram in Figure 6¢, the system
remains chaotic across the entire range of v from 0.93 to 1, with no clear periodic windows.
This is supported by the Amax plot in Figure 6d, which shows consistently positive values
throughout the interval, confirming the persistent chaotic nature of the dynamics. For this
value of yp = 0.005, the system also appears to be entirely chaotic. The bifurcation diagram
in Figure 6e shows a dense distribution of points with no visible periodic windows. The
corresponding Amax plot in Figure 6f is consistently positive, reinforcing the conclusion
that the system remains chaotic across the entire range of v from 0.935 to 1. The analysis of
Figure 6 demonstrates that the fractional order v can act as a bifurcation parameter for the
FDCV model (20), inducing transitions between chaos and order, particularly for smaller
values of yp. However, as yp increases, its influence on the system’s dynamics appears
to dominate, leading to a consistently chaotic state that is robust against variations in the
fractional order.

To further characterize these behaviors, Figure 7 displays phase portraits and the 0-1
test for chaos for y; = 0.001 at representative fractional orders v = 0.943, v = 0.96, and
v = 0.982. For v = 0.943 and v = 0.96, the phase portraits reveal irregular chaotic attractors
and the 0-1 test trajectories spread diffusively, indicating chaos. In contrast, for v = 0.982,
the trajectory settles on a regular closed curve and the 0-1 test shows bounded motion,
confirming periodic dynamics.

Figure 8 reports the spectral entropy (SE) and Cy complexity measures for pi, = 0.001 as
functions of v. Both indicators capture the complexity variation: higher values correspond
to more irregular, chaotic dynamics, while lower values indicate more ordered regimes.
These measures further validate the transitions observed in the bifurcation and Lyapunov
exponent analysis.

Overall, the results demonstrate that the fractional order v plays a critical role in
determining the qualitative dynamics of the FDCV model (20). Adjusting v can effectively
control the onset of chaos and complexity in computer virus propagation, offering potential
for targeted mitigation strategies.
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Figure 6. Bifurcationand A,y of the FDCV model (20) with (a,b) pp = 0.001, (c,d) yup = 0.004, and
(e,f) up = 0.005.
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Figure 7. Phase portraits and 0-1 test of the FDCV model (20) for yo = 0.001 with (a,d) v = 0.943,
(b,e) v = 0.96, and (c,f) v = 0.982.
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Figure 8. SE and Cy complexity of the FDCV model (20) for yip = 0.001. (a) Spectral Entropy (SE),
(b) Co complexity.

4.2. Incommensurate Case

Fractional-order systems with incommensurate orders form a generalized class of
dynamical systems in which the fractional orders associated with each state variable are
distinct and not rational multiples of one another. This configuration allows each state to
exhibit different memory effects, providing a more flexible and realistic representation of
the underlying processes. In this subsection, we investigate how incommensurate fractional
orders influence the dynamic behavior of the FDCV model.

‘D'L(t) = po+ (BiL(t+v1 = 1)+ BaB(t +v1 —1))(§ = L(t+v1 — 1) = B(t +v1 — 1))

‘A2B(t)

—(p1+at+o)L(t+v —1) +0(E —L(t+v —1) = B(t +1, — 1)), (31)
=al(t+v2—1) = (124 0)B(t+v2 - 1),

In the incommensurate case, each state is evaluated at a shifted time according to its
fractional order.

4.2.1. Dynamics of the FDCV Model with Variation in 14

To explore the system’s behavior in the incommensurate setting (31), we begin by
varying the fractional order v;, while keeping 1, = 0.98, and all other parameters fixed
at ;. = 0.050 = 19,81 = 22,8, = 22,9 = 005,72 = 1,0 = 0.06,6 = 0.1. This
approach enables us to isolate and analyze the specific impact of 1 on the system’s stability,
periodicity, and potential transition to chaotic dynamics. Figure 9a shows the bifurcation
diagram, which indicates pronounced chaotic dynamics, with no discernible periodic
windows and sustained irregularity. Figure 9b displays the corresponding largest Lyapunov
exponent Amax as a function of v;, which remains strictly positive for all tested values. This
persistent positivity confirms the system’s sensitive dependence on initial conditions and
the continuous presence of chaos throughout the examined interval.

For v, = 0.98, the incommensurate FDCV model (31) exhibits clear signatures of strong
chaotic behavior. The phase portraits in Figure 10a,b reveal complex, irregular attractors
that densely occupy portions of the phase space, indicating the absence of periodic orbits.
The results of the 0-1 test for chaos, shown in Figure 10c,d, display unbounded, diffusive
trajectories in the (p, )-plane resembling a random walk, thereby providing compelling
evidence of chaos. Collectively, these observations confirm that the model sustains robust
chaotic dynamics for the specified fractional orders. The obtained trajectories remain
bounded for all tested initial conditions and fractional orders, confirming that the system is
numerically well-posed even when certain variables are unmeasured.
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Figure 9. Bifurcation and A,y of the incommensurate FDCV model (31) versus v; for v, = 0.98.
(a) Bifurcation diagram, (b) Amax.
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Figure 10. Phase portraits and 0-1 test of the incommensurate FDCV model (31) for v, = 0.98.
(a,b) Phase portraits, (c,d) 0-1 test.

As vy varies with 1, = 0.98, the complexity measures reveal notable trends in the
system’s dynamics. In Figure 11a, the Spectral Entropy (SE) remains relatively high (ap-
proximately 0.7-0.9) throughout the range, with a slight upward tendency, indicating
that unpredictability and irregularity intensify as vy increases. Figure 11b shows the C
complexity, which, despite some fluctuations, follows an overall increasing trajectory, sug-
gesting that the richness and structural intricacy of the system’s behavior grow with larger
fractional orders.
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Figure 11. SE and Cy complexity of the incommensurate FDCV model (31) for v, = 0.98. (a) Spectral
Entropy (SE), (b) Cy complexity.

4.2.2. Dynamics of the FDCV Model with Variation in v,

To further investigate the influence of the fractional-order parameter v, on the incom-
mensurate FDCV model (31), we fix v; = 0.96 and vary v, € [0.94,1]. The bifurcation
diagram in Figure 12a reveals that the system exhibits dense chaotic oscillations throughout
the considered range, while the largest Lyapunov exponent in Figure 12b remains strictly
positive, confirming the persistence of chaos. This indicates that fractional-order variation
has a significant impact on the system’s chaotic dynamics. In the simulations, the Caputo-
like delta operator was implemented using the full history without memory truncation.
This ensures that the observed chaotic dynamics are intrinsic to the proposed FDCV model
and not artifacts of the approximation.

Figure 12. Bifurcation and A,y of the incommensurate FDCV model (31) versus v, for v; = 0.96.
(a) Bifurcation diagram, (b) Amax.

Figure 13 illustrates phase portraits (a, b) and the 0-1 chaos test (c, d) of the incom-
mensurate FDCV model (31) for two representative values of v, with v; = 0.96. The
phase portraits reveal irregular and non-periodic attractors, with v, = 0.955 in Figure 13a
producing a denser structure compared to v, = 1 in Figure 13b, reflecting stronger chaotic
mixing in the fractional-order case. The 0-1 test outputs (c, d) further validate chaotic
dynamics: the trajectories in the (p,q)-plane spread out randomly for both values, with
no bounded repetitive pattern. This provides numerical confirmation that the FDCV
system (31) maintains chaotic behavior in both cases, though the structure is visibly richer
at fractional orders.

The complexity analysis presented in Figure 14 compares two complexity measures,
Spectral Entropy (SE) and Cy complexity for the incommensurate FDCV model (31) as
v varies within [0.94,1] while fixing 1, = 0.96. The SE values remain relatively high
across the interval, showing a slight downward trend as v increases, which suggests a
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gradual reduction in irregularity. Similarly, the Cy complexity measure fluctuates irregularly
but also decreases near v, = 1. Together, these results indicate that the system retains
significant complexity and unpredictability across the fractional range, with a tendency
toward reduced complexity in v, = 1. These results highlight the significant role of v, in
shaping the chaotic and complex dynamics of the incommensurate FDCV model (31). In
particular, fractional-order variations enhance the irregularity and richness of the attractors.
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Figure 13. Phase portraits and 0-1 test of the incommensurate FDCV model (31) for v; = 0.96.
(a,b) Phase portraits, (c,d) 0-1 test.
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Figure 14. SE and Cy complexity of the incommensurate FDCV model (31) for v; = 0.96. (a) Spectral
Entropy (SE), (b) Cp complexity.

5. Conclusions and Future Directions

In this paper, we developed and analyzed a fractional discrete-time computer virus
(FDCV) model obtained by reformulating a three-dimensional continuous integer-order
system into a two-dimensional discrete fractional framework. The model’s dynamical
behaviors were investigated in both commensurate and incommensurate cases. Using
bifurcation diagrams, the maximum Lyapunov exponent, phase portraits, the 0-1 test for
chaos, and complexity indicators such as spectral entropy (SE) and Cy complexity, we
demonstrated that the proposed FDCV model exhibits rich chaotic dynamics and high
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complexity across wide parameter ranges. The results confirm that fractional-order discrete
modeling provides deeper insights into the nonlinear and memory-dependent nature of
computer virus propagation compared to classical integer-order approaches.

The study highlights the crucial role of fractional orders in shaping the dynamics
of virus spread and shows that both commensurate and incommensurate systems pre-
serve strong chaotic and complex behaviors. These findings contribute to the growing
body of work on fractional discrete dynamical systems and underscore their relevance for
understanding and modeling cybersecurity threats in modern technologies.

Future research may be pursued along several directions. One promising avenue is
the introduction of control strategies into the FDCV model to suppress chaos or stabilize
desirable behaviors. Another is the extension of the discrete fractional framework to other
epidemiological-type computer virus models, such as SIS, SIR, and SEIR, which may pro-
vide further insights into different propagation mechanisms. Additionally, investigating
synchronization phenomena in fractional discrete systems could open new perspectives
for secure communication technologies. Finally, exploring numerical optimization tech-
niques for parameter estimation may help align the theoretical model more closely with
real-world network technologies and data. In addition, integrating the FDCV model with
realistic network topologies (e.g., scale-free, small-world, and IoT infrastructures) consti-
tutes another promising direction that will further enhance its applicability to real malware
propagation scenarios.
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