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Abstract: The stimulus to carry out this research was to identify and propose a secure framework
for the Internet of Things (IoT). Due to the massive accessibility and interconnection of IoT devices,
systems are at risk of being exploited by hackers. Therefore, there is a need to find an advanced
security framework that covers data security, data confidentiality, and data integrity issues. The
study uses a systematic literature review (SLR) technique and complete substantive literature is
reviewed to find out the constructs and themes in the existing literature. We performed it in four
steps, which were inclusion, eligibility, screening, and identification. We reviewed around 568 articles
from well-reputable journals, and after exclusion, 260 articles and 54 reports were analyzed. We
performed an analysis using MAXQDA in which the nodes and themes were first identified. After the
classification, a qualitative model was generated using MAXQDA. The proposed model is supported
by the literature so it will be useful for the IT managers, developers, and the users of IoT.

Keywords: Internet of Things; data availability; data security; data confidentiality; data integrity

1. Introduction

The twenty-first century is known as the era of interconnectivity and wireless commu-
nication where the world has witnessed some major technological revolutions in computer
networking. The term Internet of Things (IoT) was coined by Kevin Ashton in 1999 [1]. The
IoT provides a way of connectivity of things to things. The “thing” refers to all the things
around us that are connected to the network. For example, the household appliances at
home that are connected to the internet. IoT technology is used to share information and
generate useful information between “things”. It can operate without human intervention.
The IoT concept is illustrated in Figure 1.

Figure 1. The concept of the Internet of Things.

Technologies 2022, 10, 60. https://doi.org/10.3390/technologies10030060 https://www.mdpi.com/journal/technologies

https://doi.org/10.3390/technologies10030060
https://doi.org/10.3390/technologies10030060
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/technologies
https://www.mdpi.com
https://orcid.org/0000-0002-6385-5511
https://doi.org/10.3390/technologies10030060
https://www.mdpi.com/journal/technologies
https://www.mdpi.com/article/10.3390/technologies10030060?type=check_update&version=3


Technologies 2022, 10, 60 2 of 17

In this Figure, the things are connected without human intervention. The traditional
role of human command has been overpowered by the analytical capability of the IoT.
Mobile phones, actuators, transceivers, protocol stacks, and microcontrollers have been
developed to provide a firm connection and communication through the IoT. The data are
collected and transmitted back to these devices with certain commands. The automated
actions are made based on these suggested commands. The concepts of the IoT have been
updated to improve the current Internet infrastructure to advanced network infrastructure,
and have brought a technological revolution to the IT industry. The concept of the IoT
suggests some interconnection between devices that include the facility of device autonomy,
contextual awareness, sensing capability, and so on. To implement the IoT platform, many
technologies and sensors, such as radiofrequency identifiers and networks of wireless
sensors, are being used nowadays. However, in a conventional Internet protocol (IP),
the security mechanisms need to be extended and modified to support IoT applications.
The current IoT architecture is usually divided into three layers: the perception layer, the
network layer, and the application layer. Figure 2 illustrates this architecture. The other
forms are four-layer, five-layer, and seven-layer architecture, etc. However, we will use the
three-layer architecture for illustration. The interaction of the sensors, actuators, and edge
devices is the key part of this layer. The perception layer is used to identify the objects,
perceive objects, collect information, and automatic control. This layer contains different
types of control modules and collecting devices, such as the sound sensors, the temperature
and pressure sensors, vibration sensors, etc., as shown in Figure 2. The perception layer is
further divided into two parts: the perception node (controllers and sensors, etc.) and the
perception network (transportation communication network) [2]. The use of the perception
layer is to control data and data acquisition, while the perception network sends control
instructions to the controller. The perception layers include implantable medical devices
(IMDs), Global Positioning Systems (GPS), implantable medical devices (IMDs), Radio
Frequency Identification (RFI), etc. The identification of abnormal sensor nodes is the
one of security issues. It occurs when the node is attacked physically (e.g., destroyed
or disabled). In general, these nodes are also known as faulty nodes. To ensure the
standards of service, it is necessary to detect the fault codes and overcome the causes
of lower standard services [3,4]. Another security concern of the perception layer is the
key management mechanism and cryptography algorithms. For node authentication,
public keys have been considered convenient. It is better to secure the entire network
without any management protocol of complicated keys and to have large scalability [5].
According to [6], the most promising candidates for wireless sensor networks are three
low-power public key encryption algorithms, namely, Rabin’s Scheme, Ntru Encrypt, and
the Elliptic Curve Cryptography. The network layer mainly realizes the transmission of
information, routing (deciding the way of information transmission), and control (how
to control the transmission of information). It is divided into two parts; one part is the
communication technology and the other is the communication protocol of the Internet of
Things. Communication technology is responsible for physically linking things with things
to enable them to communicate. The communication protocol is responsible for establishing
communication rules [7]. The application layer provides users with professional services
and functional data processing and storage [8]. It has the support of the cloud and servers
for the storage of data in the network. Our study is more focused on the aspect of data
security in the IoT. The key data security aspects are given below:

1.1. Data Security in IoT

Currently, data security and privacy protection should be adopted equally to offer
robust data security. Accessing and securing data by a static approach has become unac-
ceptable because it fails to address the scalable data security IoT [5]. The security support
is not always maintained. Consumer knowledge of IoT security is weak: security incidents
can be difficult to detect or to resolve for usage [9].
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Figure 2. A three-tier IoT.

1.2. Data Integrity in the IoT

Data integrity is necessary for up-to-date and accurate data. It is very important to
store data by any person or organization for integrity [10]. It is significant that data integrity
in the IoT is measured, as data need to be secure and every transaction of data needs to be
secure. Defining the integrity of data is easy but it is hard to ensure.

1.3. Data Confidentiality in the IoT

To keep data private in the public domain is called ‘data privacy’. Data privacy
terms can be applied to any organization or a person. Data are always limited and related
to any person’s life and existence [11]. He or she can keep the data private or public.
An organization can also keep its data private, such as for financial statement reports or
business plans. If there is no framework available for establishing personal privacy, then the
privacy of any individual is very limited [12,13]. Data security and data privacy are used
in many situations in the same context, but there is a distinct difference; data security is
broadly thought to be about protection and saving your data from other unknown persons,
whereas data privacy is to control where your data are collected, shared, and used for
which, and for what, purpose.

1.4. Data Validity in the IoT

Data validity ensures that IoT services are practically available. If these services are
unavailable, total progress can be decreased; it will also facilitate and provide help to
hackers and attackers who are working in different smart industries, smart cities, and smart
home etc. [6]. With the development of connected objects, users entrust part of their privacy
to improve their environment and make their living environment more efficient and safer.
There are risks to the person and his data; for example, a hacked surveillance camera lets
you know if the owner is away or not from their home; a smart electricity meter: the meter
can quickly become a spy if you are not careful [14].
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1.5. Current IoT Security Framework

1. It consists of sensors, actuators, and other embedded systems [15].
2. Fog set of connections: A class of exchange ideas, technologies, and protocols by

several IoT policies with the prerequisite to expand and enforce an entire confidence
policy [16].

3. Core Complex: It provides a set of connection center platforms and IoT devices.
The issues at this time are individuals confronted with conventional fundamental
networks [17]. The measureless number of endpoints act together and get by to create
a considerable precautions burden. Thus, based on the suggestions made in previous
research papers, the current study proposes a security framework for the IoT in terms
of data confidentiality, availability, and integrity.

The study has used the Systematic Literature Review (SLR) approach to find out
the best security framework, which covers and identifies any problems. This study has
provided a detailed analysis of prior published literature on the topic and compared the
strengths and weaknesses of at least 20 security frameworks to evaluate and find out the
best security framework for the IoT. This research mainly focuses on the three major security
requirements, namely, data confidentiality, data availability, and data integrity. Therefore,
the IoT has built a strong impact on commercial to domestic spheres of life, but besides this
positive side, the IoT has introduced another darker side to the security and privacy of the
person. The accessibility and interconnectivity of IoT devices have put the system at risk of
being exploited by hackers [5,9].

1.6. Motivation of This Study

To the best of our knowledge, the literature still lacks research on extracting useful
studies from a large pool based on the security aspects of data such as integrity, etc.
Therefore, the stimulus to carry out this research was to identify and propose a secure
framework for the emerging technologies.

1.7. Contribution of This Study

This study proposes a security model. In this model, the literature is reviewed from
a large pool and, hence, suitable literature was extracted. We herein defined an article’s
inclusion and disillusion criteria and applied them to a large dataset. The model can select
or discard the most relevant literature. It can easily be applied to emerging technologies
such as the Internet of things (IoT). Briefly, we highlighted the different aspects and security
concerns of the IoT. We also discussed recent solutions, along with comparisons and
contrast. Our model is useful for IT managers, developers, and users, in extracting the
most relevant literature from the databases. The rest of our study is organized as follows.
In Section 2, we performed a literature review and discussed our proposed model. In
Section 3, we have discussed inclusion criteria and explained that how we generate the
results. In Section 4, we discuss the proposed model based on the achieved results. Finally,
Section 5 offers conclusions from this study and suggests future work.

2. Literature Review and the Selection Criteria

In this study, we proposed a systematic literature review (SLR). We adopted an ad-
vanced method by Brinner and Denver. The detailed steps of the adopted methodology
include the following steps. First, we performed systematic identification of the need for a
systematic literature review and finalized the review protocol. On this site, we performed
the election of studies and assessed their quality, and took notes to extract the relevant data.
Finally, we reported and discussed the results. The details of our proposed methodology
are given below.

2.1. Selection of Relevant Studies

To address the primary objective of this study, we performed a systematic literature
review. This review was conducted in May 2020 without time restrictions, and the result
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was updated in June 2020. In this review study, we extracted relevant literature from
esteemed journals, such as Scopus, the Web of Science, Google Scholar, ScienceDirect, etc.
The relevant grey literature, such as government publications and unpublished material,
was searched systematically [18]. To locate the grey literature, the first 150 hits from Google
Scholar were evaluated. The keyword search and alternate key work searching were used
to locate the relevant studies that aligned with our objectives. The hand search reference
list further locates various other sources of grey literature, particularly, committee and
research documents and policy briefs from both public and private sector organizations.
Accordingly, the flow chart of the strategy for locating the studies is shown in Figure 3.
Furthermore, various refinement features of the Web of Science, Google Scholar, and Scopus
were applied to find the most relevant studies. The articles with missing abstracts were
retrieved and scrutinize for relevance. All the articles accessed through different journals
were retrieved in full text.

Figure 3. Flow chart of the strategy for locating the studies.

2.2. Evaluation

In this step, the selection and evaluation were performed using a systemic literature
review. The eligibility of the accessed articles was examined independently based on
pre-defined criteria that were outlined for inclusion and exclusion [19]. The exclusion
criteria were applied especially when the search was performed in selected databases, such
as custom range in terms of year, language, and subject. At first, the abstract of the paper
was evaluated to determine its relevance. The studies that met the exclusion criteria were
excluded and sorted by cause of exclusion. After carefully evaluating and scrutinizing the
abstract of the retrieved articles, a full-text review was made and additional articles were
discarded by using the exclusion criteria. The discrepancy concerning the relevance of the
articles was resolved through the specific criteria for inclusion of the articles. The articles
that remained out of the scope were excluded, and a refined list of articles was finalized.
Articles from the Web of Science and Google Scholar that did not fit the inclusion criteria
were discarded to avoid ambiguity.
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2.3. Analysis and Synthesis

The retrieved and evaluated articles were finalized based on the inclusion criteria
and processed through qualitative analysis software (MAXQDA11). The processing of the
data results was performed in major themes. The thematic content analysis was made to
determine the major theme that emerged in the selected articles. Thematic analysis is one
of the commonly used qualitative research techniques; it analyses and interprets various
patterns of qualitative data. In our context, the qualitative data were extracted from the
selected papers [19]. Thematic analysis is a widely employed technique in contrast to most
other qualitative analytic approaches, such as narrative analysis and discourse analysis,
which are also widely used in a systematic literature review (SLR). The thematic analysis
in a systematic literature review enables the detection of major trends and patterns in the
collected papers. The significant themes remain the ones that predominate and remain
prominent; after completing the thematic analysis, the coding is complete. The coding is a
systematic process of indexing the text to develop a framework of major themes. The coding
enables the entire process to be effective and robust. Aligned with past studies expounded
in past literature, categorically, there are two types of coding that were identified; one is
data-driven, and second is the concept-driven coding [20,21]. We aligned our study with
past studies that used data-driven coding, and the data extracted from the selected papers
were coded accordingly.

3. Reporting and Discussion of the Results

The retrieved data and articles were finalized based on the inclusion criteria. These
data were processed through qualitative analysis software, i.e., MAXQDA20, which pro-
cessed the data results in terms identifying different themes. The core objective of thematic
content analysis is to determine various major themes. Thematic analysis is one of the com-
monly used qualitative research techniques. It is used to perform analyses and interprets
various patterns of qualitative data. In our context, the qualitative data were extracted from
the selected papers. Figure 4 illustrates how the article files were imported to the MAXQDA
20 for inferring the results. The first step in MAXQDA 20 was to conduct a quantitative
analysis, whereby the file is imported and proceeded to further analysis. Once the required
file has been imported, the next step is to run the auto coding. The auto code results are
significant to determine which variables were reputedly used in past studies. Figure 4
illustrates the auto-coding results and confirms how many times the given variables that
remain significant to the IoT remain significant. The details of the rest of the steps are
given below.

Figure 4. Data File in MAXQDA20.
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3.1. Auto Codes Results from SLR

Figure 5 shows the auto-coding result. In this Figure, the auto-coding results of the
selected articles reflect that articles were selected for analysis 365 times. Integrity manage-
ment was used seventeen times while fog computing was used 182 times. Accordingly,
data storage also remains one of the most important features of IoT as it was extensively
examined and discussed 115 times in the past literature. Data security and data integrity
were used 88 and 169 times, respectively. The data collection and data availability were
used 56 and 19 times in articles that were selected for analysis. Data application and data
analysis were used 33 and 193 times in the articles that were used for the analysis. Data
aggregation and data confidentiality reflect that they were used 128 times and 28 times,
respectively. Based on the auto coding, it was inferred that data analysis and data integrity
along with fog computing remain the main determinants of IoT. Our efficient model con-
tains the features of data analysis and data integrity along with fog computing to develop
and implement the most robust digital system for an organization.

Figure 5. Auto Codes Results from SLR.

3.2. The Codes Cloud

Based on auto coding, the codes cloud was generated. The codes cloud and auto
coding are integrated. The codes cloud remains more convenient to interpret and is widely
used in information technology (IT) research to make robust analyses. Figure 6 presents the
phenomenon that the main codes cloud is generated based on auto coding. The codes cloud
shown in this Figure state that the IoT remains one of the most significant themes appearing
in the articles examined. A quantitative analysis was performed through software that
enabled us to detect the major themes used in studies expounded in past literature. The
codes cloud reflect that besides IoT, fog computing also remains the second major theme
used in the studies analyzed. Data aggregation was also outlined as the third major theme
that remains critical for effective IoT. Besides these four major themes, fog computing, and
data aggregation, other minor themes were discovered through the codes of the cloud. The
minor themes mainly include data collection, integrity management, data confidentiality,
and data application. These minor themes all remain the key determinants of the IoT.
Based on codes cloud, it remains essential to infer that collectively the IoT contains various
major and minor determinants that should be considered when implementing a framework
relevant to the IoT. The organization of major themes such as fog computing and data
aggregation is important considering their significance, along with the other elements of IoT,
such as data collection, integrity management, data confidentiality, and data application.
These should be considered to be important to develop and implement effective IoT. The
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IoT contains all the elements of fog computing, namely, data aggregation, data collection,
integrity management, data confidentiality, and data application. These can be used to
improve the effectiveness and efficiency of the system. The efficiency and effectiveness of
the IoT is the main attribute that should be fulfilled to run the affairs of the organization
effectively. Therefore, based on auto coding and code cloud, an analysis of the articles was
selected for SLR through qualitative analysis software (MAXQDA20), it is asserted that IoT
is an integrated and multifaceted phenomenon. The organizations that aim to develop and
implement effective IoT should conduct internal and external analyses. The IoT remains
standardized but should be aligned with organizational strategy to promote efficiency.

Figure 6. Codes Cloud are generated based on auto coding.

3.3. Word Frequencies

The IoT is a relatively new concept in communication studies as it is still developing
with the evolution of the IoT and its dominations. Thus, the growing influence of the
IoT on commercial and domestic spheres has raised concerns regarding the availability,
confidentiality, and integrity of data. For auto coding and code cloud, an analysis of the
articles was selected for SLR through qualitative analysis software (MAXQDA20). Besides
auto coding and code cloud, the keywords in the literature were examined to determine
which keywords remain significant and had been used widely in past studies. Figure 7
reflects the most significant and insignificant keywords used in the current literature. The
keyword remains dominant and widely used in past literature. Data availability remains
the first prerequisite while dealing with IoT. Data availability is very important, the other
determinants of IoT remain useless, as one cannot ensure the computations and processing
of the data without its availability. Data availability is based on an SLR keyword search and
remains one of the primary features of the IoT. Data security after data availability remains
vital to keep the privacy of the information. In a connected world, data security and privacy
sensitivity, and in recent times, an increase in exponential data availability, have become a
big challenge. However, with the increase in security sophistication information needed
for a launch, any attack decreases. That is why the security measurement and privacy
protection should be adopted equally to offer robust data security and end to end. For
regulating access and securing data, a static approach is not acceptable because it fails
to address the necessity that a mechanism of scalable data security IoT is conceivably
generally involved and an immature part of net safety. The third keyword that is significant
remains critical in ensuring the effectiveness of cloud computing. Cloud computing is
popular due to advancements in information and cloud technology; it remains robust
to ensure data security and effective backups so that the processing and accuracy of the
data are achieved effectively. The next dominant and significant keyword search that is
highlighted in the above figure is known as data integrity. Data integrity is defined as
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the reliability and validity of the data being used for analysis. It is the most vital feature
of IoT as it is the primary concern of the entire stakeholder who uses such a system to
assist their decision making through information. The information is accessed through
the processing of data, which provides valuable information to the stakeholder to make
a different decision. Therefore, if the data integrity remains minimal, the data reliability
and validity will jeopardize the stakeholder’s decision making. The information extracted,
based on data that have integrity pitfalls, remains misleading and will result in economic
losses. Therefore, one of the most important things that needs to be ensured during the
process of the IoT is data integrity. The studies that were expounded in past literature
confirmed the significance of data integrity, and it is a repeated keyword that was found
to be a significant keyword search. However, it was found in the above figure that in
our keyword search of the literature, confidentiality of data was found as being the least
popular keyword search. These security issues have received the attention of academics,
policymakers, and security experts toward ensuring the confidentiality and security of IoT
devices and consumers’ privacy. Hundreds of surveys were published to address these
security challenges, but very limited efforts were made to design a framework that can
resolve these security challenges.

Figure 7. Significant and insignificant keywords being used in the literature.

3.3.1. Data Confidentiality

The growing influence of the IoT on commercial and domestic spheres has raised
concerns regarding the availability, confidentiality, and integrity of data. By auto coding
and cloud code, an analysis of the articles was selected for SLR through qualitative analysis
software (MAXQDA11). Besides auto coding and code cloud, the keywords in the literature
were identified. The significance of each feature of IoT was examined to determine which
keywords remain significant and had been widely used by past studies expounded in
literature. Figure 8 reflects the data confidentiality used in past studies. Data confidentiality
remains one of the most important features of the IoT. This connection between the physical
and visual world with the help of software and sensors has opened up possibilities to
connect the required data or information at any time. However, these possibilities have also
added certain threats to human security and confidentiality in the world of interconnected
devices, where sensitive private information of users can be manipulated or leaked by
hackers. As per past studies, our results also confirm the significance of data confidentiality.
The studies expounded in past literature proclaim that 25% of the studies remain concerned
with data confidentiality. The IoT exposes an organization to various types of risk. The
information that remains private and confidential may be used by an unauthorized user to
adversely affect the reputation of the business. Trust remains one of the most important
elements in the IoT. Therefore, the breaching of security and privacy has introduced a



Technologies 2022, 10, 60 10 of 17

whole new degree of online privacy concerns for consumers because these devices not
only can collect personal information such as users’ names and telephone numbers, but
can also monitor users’ activities. Due to the utmost significance of data confidentiality,
most organizations have separately established a cyber security system that ensures data
confidentiality and prevents the data’s unauthorized use. The number of studies and
applied research have surged and studies have devoted their attention to developing
frameworks and models that robustly contain the feature of data confidentiality. The IoT
without data confidentiality remains ineffective in meeting stakeholder and organizational
needs effectively.

Figure 8. Data confidentiality of past studies.

3.3.2. Internet of Things

This is the second major theme that remains dominant in the literature. The SLR
was conducted based on selected articles and analyzed through software to predict the
most significant themes being discussed in the literature. The past few decades have
witnessed an increased devotion to empirical studies toward examining the role of IoT and
its determinants. The analysis of the selected articles states that the IoT has been discussed
most frequently in past studies and has been examined by various methods. The objectives
of these studies that remain concerned with the IoT are similar. The underlying objective of
these studies remains concerned with methods and frameworks that remain robust for the
effectiveness and efficiency of the IoT. The IoT is relatively a new concept in communication
studies as it is still developing with the evolution of the IoT and its dominations. Thus,
the growing influence of the IoT on commercial and domestic spheres has raised concerns
regarding the availability, confidentiality, and integrity of data. Therefore, the underlying
objective of this study was to analyze the significance of SLR. The results of our study
suggest that most of the literature remains devoted to the IoT. The underlying theories
and framework being postulated in past studies remain robust to improve the reliability of
the IoT and improve organizational capabilities. Researchers have tried to find the role of
the IoT in human life along with proposed challenges to data availability, confidentiality,
and integrity, but very limited data have been published on security mechanisms that can
address these challenges. The adoption of the IoT appears to occur regardless of the type of
organization. Figure 9 reflects the significance of IoT and its appearance in earlier studies.
The studies remain devoted to understanding the phenomenon that is the IoT.
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Figure 9. Significance of the IoT and its appearance in past studies.

3.3.3. Integrity Management Layer

The third major theme that appeared significant in past studies is known as the
integrity management layer. This layer has become one of the most robust determinants
of the IoT. The integrity management layer ensures the reliability and validity of the data.
Thus, the growing influence of the IoT on commercial and domestic spheres has raised
concerns regarding the availability, confidentiality, and integrity of data. Therefore, these
limitations and loopholes in the security framework of the IoT have been considered during
the implementation of safety mechanisms, and it is expected that this proposed research
will bring new insights regarding the current security practices of the IoT and provide
a solution to address any problems. Our study suggests that integrity management is
considered the most pivotal and robust element of the IoT as it is essential to determine
the effectiveness and efficiency as shown in Figure 10. The selected papers were chosen
based on a specified threshold and reflect the past studies that remain devoted to integrity
management. The integrity ensures that data input and processing and its output remain
reliable and valid to ensure the effectiveness and efficiency of the IoT.

Figure 10. Effectiveness and efficiency of the IoT.

3.3.4. Fog Computing Layer

Fog computing is nowadays considered the most vital element of the IoT as it is
presumed that it makes data storage and access more reliable and safer.

3.3.5. Data Storage Layer

The IoT should contain enough capacity to store the collected and processed data
with an element of high privacy. The data storage should be robust so that its access can
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be granted only to authorized users. The use of data storage, due to advancements in
technology, has risen, and it has become convenient for companies to manage their data
storage effectively. The SLR technique shown in Figure 11 reflects that 59% of the studies
are being investigated. It shows that data storage is one of the most potent determinants of
IoT. The traditional cryptography solutions cannot work anymore on IoT systems since
these devices have limited and less space for storage. It cannot manage the heavyweight
and advanced cryptography algorithm storage requirements. Therefore, alternative storage
frameworks and models were developed through empirical examination to uplift the data
storage, which ensures the dynamic needs of the organization.

Figure 11. Potential determinants of IoT—Data storage.

3.3.6. Data Security Layer

Data security also remains very critical to ensure the effectiveness of the IoT. Data
security ensures the privacy of information and safeguards it from unauthorized usage.
The information system that contains loopholes in terms of data security does not meet
the needs of the standard organization. Therefore, organizations have established separate
arrangements to ensure data security. Figure 12 reflects the keyword search based on auto
coding and it suggests that data security remains the most important determinant of the
IoT. This is why security measurements and privacy protection should be adopted equally
to offer robust end-to-end data security. For regulating access and securing data, a static
approach is not acceptable because it fails to address the necessity that a mechanism of
a scalable data security IoT is a conceivably and generally involved immature part of a
net safety.

Figure 12. Data Security in IoT.
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3.3.7. Data Collection Layer

The results shown in Figure 13 reflect that data collection has been widely discussed
in past studies expounded in the literature. Data collection remains critical as the initial
input to the IoT; the processing remains highly dependent on the data collection phase.
Unless and until the data collection has been made effective, the other elements of data
storage remain useless.

Figure 13. Data collection layer in the IoT.

3.3.8. Data Availability Layer

The data availability and the data collection are critical issues. They are used to
ensure the effectiveness and efficiency of the IoT. The results shown in our study suggest
that studies expounded in past literature remain concerned with data availability. It
is impossible to ensure the efficient working of the information system without data
availability. Therefore, besides the data collection, data availability also remains essential
for the IoT to work effectively.

3.3.9. Data Application Layer

Data application is also considered as being a very important thing, which has been
widely acknowledged in past studies, as shown in Figure 14. The application layer, particu-
larly applications from the processed data, accord to the demands or requirements of the
user. Therefore, the application layer should be user-friendly so that the IoT can be used
with ease and convenience.

Figure 14. Data application layer.
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3.3.10. Data Analysis Layer

Data analysis and the processing of the data are very important. Data analysis remains
a critical challenge as it provides valuable insight to the stakeholder to issue information
and decisions. Figure 15 reflects the significance of data analysis based on SLR. The SLR of
the selected papers reflects that the data analysis layer gives importance to collecting the
data for the development and the experimentation of smart decisions.

Figure 15. Data Aggregation.

3.3.11. Data Aggregation Layer

Data aggregation is one of the dominant themes that has been pointed out in past
studies. Figure 15 reflects the significance of data aggregation. The storage, data supply,
and the reduction size for improvement in storage and transmission of data are the major
challenges of this layer. That is why the layer of these data is concentrated on merging
and summarizing data. The modules that are the key to this layer are the heterogeneity,
aggregation, filtering, interoperability, and transformation manager. Data that are received
from the integrity management layer are more redundant, raw, and very large, as shown in
Figure 15.

4. Qualitative Model

Based on the substantive SLR and the results, the following model was deduced
through a deductive approach, which provides the essential elements that should be robust
to build an effective and efficient IoT. The qualitative models that were deduced based
on past studies are aligned with our proposed framework. The proposed model and
qualitative model categorically contain nine layers, namely, computing, fog, management,
integrity, security, data analysis, data aggregation, and data storage layer. Every layer
of the framework contributes to the management process of the next layer. These nine
layers are also considered the most robust determinants of the IoT. Each layer ensures the
effectiveness and efficiency of the system to meet the individual’s and organization’s needs
effectively. Our study aimed to design an advanced security framework for the IoT that can
be used to analyze possible threats or challenges. This process began with elaborating the
concept of the IoT, its characteristics, and layers of IoTs, all possible threats or challenges to
the different layers of the IoT, and then moved on to find the best security framework to
address these threats. The core objective of this study was to propose a security framework
in terms of data confidentiality, availability, and integrity. The proposed model is shown in
Figure 16. It comprises security frameworks in terms of computing layer, fog, management
layer, integrity, security layer, data analysis, and data aggregation, where the data storage
layer remains robust. The proposed and deduced security framework for the IoT remains
to be aligned, which reflects the notion of the major determinants or features that should
be an inclusive part of a security model for the IoT.
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Figure 16. Security Model for the IoT.

5. Findings and Implications of This Study

In this study, we performed a thematic analysis and built a qualitative model. In
this model, we extracted relevant literature from various databases using MAXQDA. The
proposed security framework is completely based on different layers. These layers are
data availability, data integrity, data application, IoT, fog computing, data analysis, data
storage, data collection, data aggregation, etc. The research study in [22] concludes that data
confidentiality in the IoT is a primary constraint that guarantees access and modification to
certified entities via an access control mechanism and object authentication practice with a
related identity supervision system. Our study concludes that data confidentiality is an
important characteristic that needs to be included in the security framework. Similarly, the
findings of [10] indicate that data integrity [23] is necessary for accurate data. Integrity is
very important for storing data by any person or any organization. Data integrity is an
important characteristic that needs to be included in the security framework. Hence, the
key findings of our study are consistent. The results from [24] indicate that the aspects
of data management should be kept in mind. The proposed model was made with a fog
computing layer. This layer facilitates the devices to analyze, process, and partially store
data on the node’s edge. Our study also concludes that data application is an important
characteristic that needs to be included in the security framework. The key findings
of our study are consistent with the other findings. The studies conducted by [25–30]
indicate that fog computing should also be considered as being important to develop
and implement an effective IoT. One more finding concludes that data application is an
important characteristic that needs to be included in the advanced security framework [31].

6. Conclusions

This research study proposed a security framework based on the available literature
by using the SLR technique, using the the current literature we first identified. The coding
was performed using an extensive literature review. Thematic analysis was conducted
and a qualitative model was developed. During communication, data can be altered by
cybercriminals. These methods are used to ensure the accuracy and originality of the data,
including methods such as Checksum and Cyclic Redundancy Check (CRC). Moreover,
the continuous syncing of data for backup requires the use of features such as version
control, etc. These are used to keep a record of the file changes in the system to restore the
file in case of an accidental deletion of data; this can also ensure the integrity of data such
that the data on IoT-based devices are in their original form when accessed by permitted
users. In the future, we will extend this security framework by employing advanced CRC
for errors.
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