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Abstract

As electronic countermeasure techniques become increasingly sophisticated, missiles that
rely on ground-based systems to generate and transmit guidance commands face the risk of
cyber-attacks. Most existing guidance strategies do not account for such attacks, resulting
in significant degradation of guidance performance once attacks occur. To address this
issue, this paper proposes a robust reinforcement learning-based guidance strategy that
incorporates cyber-attack factors. First, the kinematic and relative-motion models for the
missile-maneuvering target engagement are established, and typical cyber-attack scenarios
are analyzed. Based on these models, a robust Markov decision process incorporating
cyber-attack effects is formulated, providing a theoretical framework for applying robust
reinforcement learning to guidance problems. Within this framework, a robust reinforce-
ment learning-based guidance strategy with a robust Actor—robust Critic architecture is
developed. Specifically, the robust Critic updates its parameters by minimizing the mean-
squared robust temporal-difference error. Meanwhile, the robust Actor updates the policy
using the clipped objective of robust Proximal Policy Optimization. Together, these updates
improve the robustness of the guidance policy under cyber-attacks. Extensive simulation
results demonstrate that the proposed guidance strategy successfully intercepts maneu-
vering targets under diverse attack conditions, validating its robustness and guidance
effectiveness under cyber-attacks.

Keywords: missile guidance; maneuvering target; cyber-attack; robust reinforcement learning

1. Introduction

With the continuous advancement of aerospace technology, missile guidance has
become one of the major research topics in the aerospace field [1,2]. Traditional mis-
sile guidance methods have primarily focused on the interception of non-maneuvering
targets [3,4]. However, with the rapid development of penetration technologies, target ma-
neuverability has been significantly enhanced, while the guidance environment has become
increasingly complex and unpredictable. These factors substantially increase the difficulty
of missile guidance and degrade interception performance. Consequently, the missile guid-
ance problem for maneuvering target interception has attracted growing attention in recent
years [5,6]. To address this challenge, a variety of control methods have been proposed and
successfully applied, including, but not limited to, proportional navigation [7,8], sliding
mode control [9,10], differential game theory [11,12], and reinforcement learning [13,14].

Most existing guidance methods are developed under an idealized assumption that
cyber-attacks do not occur during the guidance process [1,3,4]. However, with the rapid
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advancement of electronic warfare technologies, this assumption is no longer valid in
combat scenarios that rely on data-link communications. In particular, under the Track-Via-
Missile (TVM) guidance mode illustrated in Figure 1, the guidance process relies heavily
on wireless data links. This guidance mode has been widely adopted in representative
air defense and missile defense systems, such as the U.S. Patriot-2 missile system. In the
TVM guidance mode, sensing information is transmitted from the missile to ground-based
systems through the downlink, while guidance commands are sent from ground-based
systems to the in-flight missile through the uplink [15]. Due to its strong dependence on
wireless communication links, the reliability and accuracy of critical guidance information
may be compromised once the communication link is subjected to cyber-attacks. This can
impair the missile’s decision-making and guidance performance and potentially lead to
mission failure. Under such circumstances, conventional guidance strategies, which do
not explicitly account for cyber-attacks, often suffer significant performance degradation
and cannot guarantee the desired interception effectiveness. Therefore, it is necessary
to redesign or enhance guidance strategies to improve the robustness and reliability of
guidance systems operating under cyber-attacks.
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Currently, studies on missile guidance under cyber-attacks remain relatively lim-
ited [16-18]. For example, Wang et al. [16] modeled false data injection attacks on the
magnitude of guidance commands as additive disturbances and developed a secure guid-
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Figure 1. TVM guidance.

ance strategy by estimating the attack signals using a super-twisting observer. Li et al. [17]
proposed a leader-follower cooperative guidance scheme based on distributed observers
to counter false data injection attacks, enabling multiple vehicles to achieve synchronized
target interception in the presence of false data injection. Although these studies consid-
ered the complexities introduced by cyber-attacks and estimated the attack signals using
observers, the estimated values were incorporated as compensation terms into the con-
trol inputs to construct cyber-resilient guidance strategies based on conventional control
theory. However, most conventional control methods generally rely on accurate system
models [19,20]. Owing to the strong nonlinearity and strong coupling inherent in guidance
systems, it is extremely difficult to establish highly accurate mathematical models.

As a data-driven intelligent learning paradigm, reinforcement learning is capable of au-
tonomously learning guidance policies through continuous interactions with the guidance
environment [13,21]. This characteristic enables reinforcement learning to exhibit signif-
icant advantages in complex decision-making problems where accurate system models
are difficult to obtain. However, the cyber-attack estimation process inevitably introduces
estimation errors, which are subsequently propagated into the guidance decision-making
process. As a result, the adverse effects of cyber-attacks cannot be effectively mitigated,
leading to degraded guidance performance. Moreover, conventional reinforcement learn-
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ing methods generally lack explicit robustness mechanisms for handling model uncer-
tainties and external disturbances. Consequently, when biases or inaccuracies exist in
cyber-attack estimation, the learned policies often struggle to maintain stable and reliable
guidance performance.

As a branch of reinforcement learning, robust reinforcement learning aims to learn
stable and reliable decision-making policies in the presence of model uncertainties, envi-
ronmental disturbances, or adversarial factors [22,23]. Unlike conventional reinforcement
learning, which primarily seeks to optimize the expected average performance, robust
reinforcement learning places greater emphasis on maintaining satisfactory performance
and safety under worst-case conditions. In recent years, robust reinforcement learning has
achieved remarkable progress in the aerospace field [24-26]. For example, Choi et al. [24]
proposed an adaptive robust Markov decision process framework for intelligence, surveil-
lance, and reconnaissance missions of collaborative combat aircraft, enabling more efficient
and safer decision-making while ensuring robustness. Deshpande et al. [25] employed
a robust Markov decision process framework to train control policies for quadrotor un-
manned aerial vehicles, improving the robustness and generalization capability of the
learned policies across different environments through pessimistic optimization. Neverthe-
less, the application of robust reinforcement learning to missile guidance for intercepting
maneuvering targets under cyber-attacks remains largely unexplored.

In recent years, significant progress has been made in the theory of robust reinforce-
ment learning [23,27,28]. For example, Neufeld et al. [27] proposed a robust Q-learning
algorithm based on Wasserstein-ball uncertainty modeling, which is capable of maintaining
optimal control performance and theoretical convergence guarantees in the presence of
transition probability estimation errors. Wang et al. [28] developed a robust policy gra-
dient method with global optimality guarantees and complexity analysis under model
mismatch conditions, and further extended it to a model-free robust Actor-critic frame-
work for stable and efficient policy learning. However, most existing robust reinforcement
learning methods have been studied in tabular settings, where the algorithmic design
relies on the assumption of finite and low-dimensional state spaces. Consequently, these
methods are difficult to apply directly to complex decision-making problems with large
state spaces, such as missile guidance. Specifically, robust reinforcement learning typically
requires the estimation of the robust Bellman operator, which involves solving an inner
optimization problem over an uncertainty set. When commonly used uncertainty sets are
adopted, such as f-divergence-based uncertainty sets [29], R-contamination models [28],
and [, norm-based uncertainty sets [30], a separate inner optimization problem must gener-
ally be solved for each state using samples drawn from the nominal model to obtain an
unbiased estimate of the robust Bellman operator. As the state space grows, this proce-
dure incurs a substantial computational burden. This may limit the practical applicability
of existing robust reinforcement learning methods to large-scale and complex decision-
making problems.

Motivated by the above discussion, a robust reinforcement learning-based guidance
strategy against cyber-attacks is proposed to effectively mitigate the adverse effects of cyber-
attacks on guidance performance. The main contributions of this work are summarized
as follows:

(1) The missile guidance problem under cyber-attacks is formulated as a robust Markov
decision process. By constructing state representations and reward mechanisms that
explicitly capture the effects of cyber-attacks, the proposed robust reinforcement learning
framework effectively suppresses attack-induced disturbances, thereby enhancing the
missile’s capability to intercept targets in a stable and reliable manner.
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(2) Compared with existing studies [16-18], a robust reinforcement learning-based
guidance strategy is developed based on a robust Actor-robust Critic learning architecture
to effectively enhance guidance performance and improve interception success rates in
cyber-attack environments.

(3) Compared with existing studies [23,27,28], a double-sampling uncertainty set is
introduced to effectively characterize uncertainties in state transitions. The proposed
uncertainty set enables an efficient and unbiased estimation of the robust Bellman operator
using only samples collected from the nominal model, thereby facilitating policy learning
in missile guidance problems with large state spaces.

(4) Compared with existing studies [23,27,28], the robust Critic updates its parameters
by minimizing the mean-squared robust temporal-difference error, while the robust Actor
performs policy updates using a robust Proximal Policy Optimization (RPPO) clipping
objective. This learning mechanism improves policy optimization efficiency while main-
taining training stability, thereby further enhancing robustness and guidance performance
under cyber-attacks.

The remainder of this paper is organized as follows. Section 2 describes the missile
guidance problem under cyber-attacks. Section 3 introduces the fundamentals of robust
reinforcement learning. Section 4 presents the proposed robust reinforcement learning-
based guidance strategy. Section 5 discusses the training and testing results. Finally,
Section 6 summarizes the conclusions.

2. Guidance Problem Formulation Under Cyber-Attacks

This section introduces the missile guidance problem under cyber-attacks, in which
a missile subjected to cyber-attack disturbances attempts to intercept a target moving
according to a predefined maneuvering pattern. In this problem, cyber-attacks degrade the
guidance performance of the missile, thereby increasing the difficulty and uncertainty of
the interception mission.

2.1. Missile-Target Engagement Scenario

During the guidance process, the relative motion between the missile and the target
can be decomposed into longitudinal plane motion and lateral plane motion. To focus
on the design of the guidance strategy, only a two-dimensional engagement scenario
is considered. Furthermore, to simplify the problem analysis, the following commonly
adopted assumptions are introduced [31]:

Assumption 1. The Earth is regarded as an ideal sphere, and the effect of its rotational angular
velocity is neglected.

Assumption 2. Both the missile and the target are modeled as controllable point masses.
Assumption 3. The velocities of both the missile and the target are assumed to be constant.

Figure 2 illustrates the schematic of the missile-target engagement scenario, where M
and T denote the missile and the target, respectively. The velocities of the missile and the
target are represented by vy and vr, respectively. The normal accelerations of the missile
and the target are denoted by a,s and ar, respectively. The flight-path angles of the missile
and the target are represented by 6, and 67, respectively. The relative distance between
the missile and the target is denoted by rys1, while the line-of-sight (LOS) angle between
them is denoted by gpmr.
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Figure 2. The schematic of the missile-target engagement scenario.

2.2. Relative Kinematic Equations

According to the missile-target engagement scenario shown in Figure 2, the kinematic
equations of the missile and the target can be expressed as [32]:

X; = ©V; COS 91'
yi = 0; sin 91‘ i= M, T (1)
0; = a;/v;

where (xp1, ypm) and (x7, y1) denote the position coordinates of the missile and the target
along the X- and Y-axes, respectively.

Based on the kinematic equations of the missile M and the target T, the relative
kinematic equations between them can be expressed as follows:

i'MT =0T COS(QT — qMT) — UM COS(@M — QMT)
rmrimt = oT sin(0r — gmr) — om sin(Op — qmr)

)

2.3. Cyber-Attack Model

In the missile-target engagement scenario shown in Figure 2, when the missile guid-
ance commands generated by the ground system and transmitted through the wireless
communication link are subjected to malicious attacks, the normal acceleration of the
missile can be expressed as [17]

ay = ag +ap 3)

where a¢ denotes the guidance command generated by the ground system, and a4 denotes
the deceptive acceleration command.

2.4. Robust Markov Decision Process Framework

To characterize the missile guidance problem under the combined effects of cyber-
attacks and target maneuvers, a robust Markov decision process framework is introduced
on the basis of the Markov decision process to describe the influence of state transition
uncertainty on decision-making.

A standard Markov decision process is represented by the tuple (S, A, «, R, ) [33],
where § is the state space, A is the action space, k = (kg, k1, - - -) is a possibly non-stationary
sequence of transition kernels with x; : Sx A — Ag, R : S x A — [0,1] is the reward
function, and v € [0,1] is the discount factor.

In the presence of model uncertainty, a single transition kernel is insufficient to ac-
curately describe the system dynamics. Therefore, a robust Markov decision process is
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introduced, which is represented by the tuple (S,A,P,R,v) [34]. Here, P is a set of tran-
sition kernels, referred to as the uncertainty set, which is used to capture perturbations
around the nominal transition kernel p° : § x A — Ag.

Under this framework, the missile guidance problem under cyber-attacks can be
uniformly formulated as a modeling problem involving the state, action, reward function,
and uncertainty set. The key lies in properly constructing these elements so as to accurately
reflect the relative motion characteristics between the missile and the target, as well as
environmental uncertainty.

2.4.1. State Definition

In the robust Markov decision process, to accurately characterize the interaction
between the missile and the target, the defined state s contains the key information of their
relative motion as well as disturbance information, which is specifically given as follows:

s = [rmT, " MT, GMT, GMT, D] (4)

where @ denotes the disturbance estimation associated with cyber-attacks and target
maneuvers obtained through the existing observer (see Appendix A) [17].
To improve the training efficiency, the states are normalized as follows [35]:

A

rMT FMT qMT gmT w 5)
7 . 7 7 . 7 A
YMTmax "MTmax dMTmax YMTmax @Wmax

where 7T max denotes the maximum value of 7pi1, GpmT max denotes the maximum value of
gmT, and Wmax denotes the maximum value of .

2.4.2. Action Selection

In the robust Markov decision process, to accurately reflect the control variable exe-
cutable by the missile, the action a is defined as the missile guidance command generated
by the ground system, which can be expressed as follows:

a = [ag] (6)

To accelerate the training process, the action a is normalized as follows [35]:

o[

G max

where ag max denotes the maximum value of ag.

2.4.3. Reward Design

In the robust Markov decision process, to ensure that the missile effectively intercepts
the target, the reward function r is designed as follows:

7 = Timmediate T "terminal (8)

where immediate 1S the immediate reward obtained during the guidance process, and 7 rminal
is the terminal reward obtained at the end of the guidance process.

To improve the guidance performance, the immediate reward 7jmediate CONSists of
two components. The first component is the distance reward, which characterizes the
relative error between the missile and the target. Its value increases monotonically as the
relative distance decreases, thereby continuously guiding the missile toward the target
during policy optimization. The second component is the LOS angular-rate reward, which
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represents the intensity of LOS direction variation. Its value increases as the LOS angular
rate decreases, thereby suppressing rapid LOS rotation and enhancing the stability of the
guidance process and the target tracking capability

2 . 2
Timmediate = Kr exp <_ (1’]\2]]\"/”“> ) + kq P <_ <QZ\ZIA“/IT) ) ©)

where k; and k; denote the weighting coefficients associated with the relative distance and
the LOS angular rate, respectively.

When the missile successfully intercepts the target, a positive reward is assigned;
otherwise, no reward is provided. Therefore, the terminal reward 7 mina is defined
as follows:

oo} kuif TMT < TMTm (10)
terminal 0, i f MT > TMTm

where k; denotes the weighting coefficient of the terminal reward, and 7, denotes the
maximum miss distance allowable for successful target interception by the missile.

2.4.4. Uncertainty Set Construction

In the robust Markov decision process, the uncertainty set is used to accurately charac-
terize the uncertainty in state transition probabilities. To effectively solve decision-making
problems with large state spaces, the uncertainty set is constructed as a double-sampling
uncertainty set. Its specific definition and solution procedure will be presented in the
subsequent sections.

Remark 1. The cyber-attack acts on the missile dynamics in the form of an additional acceleration
command, thereby altering the relative motion between the missile and the target. When the attack
parameters are random or uncertain, the state at the next time step may have multiple possible
outcomes, which is reflected as uncertainty in the state-transition probabilities of the robust Markov
decision process.

3. Robust Reinforcement Learning

Definition 1. For an arbitrary set ), let | x| denote its cardinality, and let A, denote the (|x| —1)-
dimensional probability simplex over x. Let Unif()) denote the uniform distribution on x. In addi-
tion, define [m] := {1,--- ,m}.

Under the framework of a Markov decision process, for a stationary policy 77 : S — Ay,
the value function is defined as follows:

VKT[(S) = ]EK,TL'

Y 'rilso —S] (11)
=0

where r; = R(st, a¢) denotes the reward received at time step ¢, s; denotes the state at time
step t, and a; denotes the action taken at time step ¢. The expectation is taken over tra-
jectories (sg, ag, s1, a1, . . .) satisfying a¢|s; ~ 7(s;) and s;11|(st, ar) ~ x¢(st, at). Similarly,
under the initial state distribution p € Ag, the discounted state visitation distribution is
defined as follows:

d:f’K(S) = (1=7)Exn

Y AM(s =s)|so ~ p} (12)
=0
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The state—action value function (i.e., the Q-function) is defined as follows:
Qf(s,a) :==Exn| Y v'relso=sa0=a (13)
t=0
The advantage function is defined as follows:
Al (s a) = Q(s,a) — Vi (s) (14)

Under the framework of a robust Markov decision process, the robust value function
is defined as the value under the corresponding worst-case transition dynamics

T R 3 T
VE5(s) == Keggop V7 (s) (15)

The corresponding robust Bellman operator, denoted by 77, is defined as follows:

(TAV)(S) = Ean(ls) {r + 7}7513; pTV],VS €S,VeRS (16)
where p denotes the state transition probability distribution, Ps 4 denotes a ball {v C Ag :
d(v,pg,) < 6} centered at the nominal model p° of the training environment, d(-, ) is a
distance metric between probability distributions, and J > 0 is a parameter that controls
the degree of robustness. The corresponding Bellman equation is given by V = TV,
where V = V7 is the unique fixed point of the robust Bellman operator, whose existence
and uniqueness are guaranteed by the Banach fixed-point theorem.

There exists an optimal stationary policy 77* that maximizes the robust value function
uniformly over all admissible transition models [36], i.e.,

VE (s) = sup{VZ(s) : history dependent 1}, Vs (17)

Therefore, without loss of generality, the optimization can be restricted to the space of
stationary policies. Moreover, for any stationary policy 7, there always exists a stationary
worst-case transition kernel x, such that V" (s) = V7 (s), Vs. The robust Q-function and
the robust advantage function are defined, respectively, as follows:

Qp (s, a) := Qf (s, a) (18)

A% (s, a) == Af (s, a) (19)

In summary, the motivation of the robust reinforcement learning framework is to learn
an optimal robust policy by training solely on a simulator that implements an (unknown)
nominal model p° [37]. Under this framework, the robust reinforcement learning algorithm
has access only to data generated by p° and cannot access data from any other models
contained in the uncertainty set P.

4. Robust Reinforcement Learning-Based Guidance Strategy
4.1. Overview

Under the robust Markov decision process framework, this paper proposes a robust
reinforcement learning-based guidance strategy to achieve effective target interception in
the presence of cyber-attacks, as illustrated in Figure 3. The proposed framework consists of
three key modules: the guidance simulation module, the sample collection module, and the
policy training module. The guidance simulation module shown in Figure 3a is used to
simulate the missile guidance process under cyber-attack disturbances and to generate a
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large number of samples for subsequent training. During the simulation process, the missile
selects an action a according to the current state s. After executing action a, the missile
interacts with the nominal environment, transitions to the next state s’, and receives a
reward r. This interaction process is repeated until a sufficient number of samples have
been collected. The sample collection module shown in Figure 3b is used to store the
generated data. During this stage, all samples are stored in an experience replay buffer
for subsequent training. Specifically, S, A, R, and S’ are used to store the states, actions,
rewards, and next states, respectively. The policy training module shown in Figure 3c
is responsible for optimizing the network parameters. During training, mini-batches of
samples are randomly drawn from the experience replay buffer and fed into the network.
The network parameters are then updated according to the specified learning algorithm.
Through iterative optimization, the performance of the guidance strategy is progressively
improved until the termination criterion is satisfied.

(a) Guidance simulation (c) Policy training
. Aengt Input state .
- ~ : |
Relative :
distance . I
Relative |
Action Reward velocity
Environment LOS angle I |
LOS angular I l
a t;g . I Robust Actor |
m— : update equation Robust Critic
1sr'ur ance | . I 4 update equation |
estimation  J Robust PPO |
ST e | ctipoed abjective
(b) Sample collection I 0 Mean-squared |
Sample flow | - Store \ Robust advantage ~ robust temporal-
Paramete: I transitions I estimation difference error |
update T (S.ARS+H) P | I | Unbiased estimation of ’ |
—_— I (S,A,R,S“’l) I the robust Bellman |
Simulation Replay . operator
data flow i (8:A.R,S+1) buffer J I I
_— —_—ryt— Double sampling based
Training .
I on the nominal model |
data flow Mini-batch transitions

Figure 3. Robust reinforcement learning-based guidance strategy framework.

To enhance adaptability and robustness under cyber-attack disturbances, the pro-
posed robust reinforcement learning-based guidance strategy employs two fully connected
neural networks: a robust Actor and a robust Critic. The robust Actor determines the
missile’s action a based on the given state s. The robust Critic evaluates the quality of
the selected action by estimating the corresponding value function. During the training
phase, a double-sampling uncertainty set is introduced to model the uncertainty in state
transitions. This enables an efficient and unbiased estimation of the robust Bellman op-
erator using only samples generated from the nominal model. Based on this estimation,
the robust Critic updates its network parameters by minimizing the mean-squared robust
temporal-difference error. The robust Actor updates its network parameters by maximizing
the RPPO clipped objective. The detailed formulations of these two update procedures are
provided in Sections 4.3 and 4.4.

4.2. Double-Sampling Uncertainty Set

When estimating the robust Bellman operator 7.7, it is necessary to solve the optimiza-
tion problem inf,cp, , p " V. For commonly used uncertainty sets, this optimization problem
is generally intractable in large-scale state spaces. In addition, during practical guidance
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applications, only data generated by the nominal model p° are accessible, which makes
direct estimation of 77 particularly challenging. For these reasons, existing uncertainty
sets are often difficult to handle in robust Markov decision processes with large state spaces.
To address this issue, inspired by the idea of constructing unbiased estimators through
sampling [38], a double-sampling uncertainty set is introduced. This uncertainty set not
only yields a tractable form of the robust Bellman operator, but also enables its unbiased
estimation using samples generated solely from the nominal model, thereby facilitating
efficient learning.

To construct a tractable robust Bellman operator, the following assumptions are in-
troduced. First, it is assumed that the nominal transition probability model pg , can be
sampled through an environment simulator. Specifically, for any state-action pair (s, a),
next-state samples following the distribution p; , can be obtained. Second, it is assumed
that the uncertainty set satisfies the state—action separable form P = ®; 4Ps 4, indicating
that the transition probability uncertainties associated with different state—action pairs can
be modeled independently.

Let{s/,s2/, -+, s¢’} be k independent and identically distributed samples drawn from
the nominal model pg ,. For any given divergence measure d(-, -) and radius ¢ > 0, there
exists an uncertainty set P = ®; 4Ps,q such that

k
inf p'V=E .., inf a; V(s 20
pepsap s P, aeAHd(a,mf([k]))géizzl iV (si) (20)

By optimizing the worst-case probability weights in (20) within the sample space, the orig-
inal transition probability uncertainty optimization problem is transformed into a finite-
dimensional optimization problem. This can avoid the direct solution of an infinite-
dimensional optimization problem over probability distributions. Therefore, the empirical
robust Bellman operator corresponding to (16), denoted by T7, is defined as [23]

k
T7V) (s, a,s =r+ .
( P ) ( 1: k) ’yaEA[ 3k (“ Umf([k] ; ( )

where the second term in (21) represents the worst-case expected value that the system
may encounter under transition probability uncertainties, which is used to characterize
the robustness of the policy against environmental perturbations. Based on (16) and (21),
we have

(TAV)(s) =E iid [(TZV)(s,a,51)] (22)

ar7e(-[s), s14 ~ Psa
(22) indicates that when the sampled states satisfy the independent and identically dis-
tributed condition the constructed estimator can serve as an unbiased estimate of the true
robust Bellman operator.

When (22) holds, 77? provides an unbiased estimate. Since Y¥_; «; V(s}) represents
the expected value obtained by selecting a sample s/ from {s}, s}, - - - , s} } and evaluating
V(s}), this approach is referred to as double sampling. In this framework, when é = 0,
« = Unif([k]), and s/ ~ pg ,, & can be interpreted as a perturbation of Unif([k]). The un-
certainty set associated with double sampling is defined implicitly by specifying k, d(-, -),
and J. The key advantage of this construction is that all samples can be generated solely
from the nominal model p°.

Double sampling requires generating multiple next states for each given state—action
pair. This procedure can be readily implemented in a simulator that allows resetting the en-
vironment to any desired state. Since the computation of « is restricted to A, the empirical
robust Bellman operator remains computationally tractable when k is chosen to be mod-
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erately sized. Under this setting, for most divergence measures d(-, -), the corresponding
solution can be derived explicitly as follows:

(TAV) (s, a,81) r—i—'y( ZV )—6 max |V( )—V(s;)|) (23)

mnE

where the first term in (23) represents the average value estimation obtained from samples
generated by the nominal transition model, while the second term denotes the robustness
correction term introduced by transition probability uncertainty, which compensates for
the potential impact of model mismatch on policy performance.

4.3. Robust Critic

To enable the robust Critic to estimate the robust value function as accurately as
possible, the robust Critic is updated by minimizing the mean-squared robust temporal-
difference error.

Following the classical temporal-difference learning algorithm and using the empirical
robust Bellman operator [39,40], the parameters w of the robust Critic are updated by
minimizing the mean-squared robust temporal-difference error (MSRTDE):

MSRTDE" (w;) = || Vioy — TF Vo, |I° (24)

where Vy;, denotes the value function estimate at iteration t, and V;,, , denotes the value
function estimate at iteration  — 1.

Since samples can only be generated from the nominal model p°, the robust Bellman
operator 77 cannot be evaluated directly. Therefore, it must be approximated using
sampled transitions. Based on (22) and (24), the mean-squared robust temporal-difference
error is defined as

MSRTDE™ (w)) = E(y, g 0 | (Ve (8) = TE Vi, 4 (5,a,514) )| (25)

where O denotes the set of samples collected under the nominal transition model p°,
and 7'757 denotes the empirical approximation of the robust Bellman operator.

In practice, this expectation is approximated using Monte Carlo estimation over the
sample set O. Accordingly, the update rule for the robust Critic is given by

1 A 2
wy = arg mln ol Z [V, (8) = TE Ve, 1 (s, 4,81 ] (26)
(S,u,Sll:k)EO

4.4. Robust Actor

To enable the robust Actor to generate effective guidance actions, it is updated by
maximizing the RPPO clipped objective.
By employing the empirical robust Bellman operator [40], the robust advantage func-
tion is defined as
A (S/ a) = Tngt—l (S' a, S/l:k) =V, (S> (27)

Since samples can only be generated from the nominal model p°, the robust Bellman
operator 72" cannot be computed directly. Based on (24) and (27), the estimate of the robust
advantage function is defined as

~

A 1(s,a) = 7A'7§th71 (s,a,81) — Vi, 4 (s) (28)
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Inspired by the classical Proximal Policy Optimization (PPO) algorithm [40] and based
on (28), the RPPO clipped objective is defined as

N

Lrppo(0) = E (s a)p [min(re, (s, a)A;_1(s, a), clip(re, (s, a), 1+ e)Ai_1(s,a))]

where 4, (s, a) =

g, (als)
oy (]5)

and ¢ is the clipping threshold.

Based on (29), the update rule for the robust Actor is given by

6 = arg max =N Y min(rg(s,a)Ai_1(s, a),clip(re,(s, a), 1 £ €)A;_1(s, a))

6 |D

(s’a’sg:k) €D

4.5. Algorithm Procedure

(29)

(30)

This section presents the complete algorithm, which is summarized in Algorithm 1.

Algorithm 1 Robust reinforcement learning-based guidance strategy

1: Input: training episodes K, total guidance steps M, maximum guidance steps

N, training steps L, experience replay buffer D, mini-batch size B, discount

factor v,

the learning rate « for the robust Critic, and the learning rate # for the

robust Actor

: Output:
: Initializ

10:
11: end
12: for!

13:
14:

15:

16:
17:

18:

19: end
20: end for

Actor parameters 0
e: Actor parameters 6y and Critic parameters wy

:fork=0,1,...,K—1do
Randomly initialize the motion states of the missile and the target.
form=20,1,..., M—1do

Input the current state s into the current robust Actor to obtain the
missile action a.
Execute the missile action a under the nominal model p° to obtain the
next state s’ and the reward r.
Store the transition (s, 4,7, s") in the experience replay buffer D.
If #psr > 0 or m mod N = 0, randomly initialize the motion states of
the missile and the target.
for
=01,...,L—1do

Randomly sample a mini-batch B from the experience replay buffer D.

Under the double-sampling uncertainty set construction, perform
double sampling for each transition in the mini-batch B using the
nominal model, and obtain an unbiased estimate of the robust
Bellman operator.

Update the robust Critic by minimizing the mean-squared robust
temporal-difference error according to (26) using the learning rate «.
Compute the robust advantage estimate according to (28).

Based on the stored log probabilities, the probability ratio between the
new policy and the old policy for the same action is calculated.
Update the robust Actor by maximizing the RPPO clipped objective
according to (30) using the learning rate 7.

for
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5. Experiments and Analysis
5.1. Experiment Setup
5.1.1. Environmental Parameters

To enhance the generalization capability of the guidance strategy across different
scenarios, the initial environmental states are randomly sampled within predefined ranges.
The corresponding environment parameter settings are listed in Table 1.

Table 1. The configurations of the environment parameters.

Parameter Value
The coordinates of the missile (m) 0~2000
The velocity of the missile (m/s) 350~400
The flight-path angle of the missile (°) 50~80
The coordinates of the target (m) 8000~-9000
The velocity of the target (m/s) 300~350
The flight-path angle of the target (°) 190~220
The maximum miss distance (m) 10
The simulation step when ry7 > 50 (s) 0.1
The simulation step when ry7 < 50 (s) 0.001

5.1.2. Hyperparameters

To ensure training stability while achieving satisfactory guidance performance, the hy-
perparameters were carefully configured. The detailed hyperparameter settings are listed
in Table 2.

Table 2. The settings of the hyperparameters.

Parameter Value Parameter Value
Training episodes K 7000 Robust Actor learning rate 7 0.0003
Replay buffer size D 600,000 Optimizer Adam
Total guidance steps M 600,000 Number of samples k 2
Maximum episode steps N 400 Perturbation radius 6 1/6
Training steps L 320 Clipping threshold e 0.2
Mini-batch size B 2048 Reward coefficient k, 0.3
Discount factor y 0.99 Reward coefficient k4 0.1
Robust Critic learning rate « ~ 0.0003 Reward coefficient k; 40

5.1.3. Network Parameters

To approximate the guidance strategy more accurately, the detailed network architec-
ture is listed in Table 3.

Table 3. The configurations of the network parameters.

Robust Actor Robust Critic
Parameter — N . . .
Unit Activation Function Unit Activation Function
Input Layer 5 None 5 None
Hidden Layer 1 64 ReLU 64 ReLU
Hidden Layer 2 64 ReLU 64 ReLU
Output Layer 1 Tanh 1 None

5.1.4. Performance Metrics

To evaluate the performance of the proposed guidance strategy, Monte Carlo tests
with 2000 episodes were conducted for each scenario under different conditions, including
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various cyber-attack types and guidance strategy configurations. The performance was
quantitatively assessed using the following metrics:

Success Rate (SR): The proportion of episodes in which the missile successfully inter-
cepts the maneuvering target. An episode is considered successful if the miss distance at
the end of the engagement is smaller than the maximum allowable miss distance specified
in Table 1; otherwise, the episode is regarded as a failure.

Average Miss Distance (AMD): The average miss distance over all successful
interception episodes.

5.1.5. Comparison Guidance Strategies

To further evaluate the effectiveness of the proposed guidance strategy, its performance
is compared with that of existing guidance strategies. The benchmark methods considered
in this study are summarized as follows:

Reinforcement Learning-based Guidance Strategy (RL-GS) [41]: This guidance strategy
employs the PPO algorithm to intercept the target while explicitly considering the effects
of cyber-attacks.

Classical Theory-based Guidance Strategy (CT-GS) [17]: This guidance strategy
achieves target interception under cyber-attack conditions by driving the state associated
with the LOS angular rate to converge to zero within a finite time.

5.2. Training Results

During the training process, the missile is assumed to be subjected to cyber-attacks,
while the target performs random maneuvers. The cyber-attack imposed on the missile is
modeled as

a4 = 100sin(0.5¢) (31)

The normal acceleration of the target is given by
ar =n-rand(—1,1)g (32)

where ¢ = 9.8 m/s?, n = 6. At the beginning of each training episode, the relative motion
parameters of the missile and target are randomly initialized within the ranges specified
in Table 1. Subsequently, the proposed robust reinforcement learning-based guidance
strategy (RRL-GS) is trained for 7000 episodes. To evaluate its performance, 20 test episodes
are conducted every 500 training episodes, and the average reward is calculated as the
evaluation metric. In addition, for comparative analysis, RL-GS is trained and evaluated
under the same environment and following the same evaluation procedure. It should be
noted that CT-GS does not involve a training process. Therefore, it is not included in the
comparison of average rewards.

Figure 4 illustrates the average reward curves of RRL-GS and RL-GS during the training
process. In the early stage of training, the average reward of RRL-GS increases rapidly, indi-
cating that it can effectively capture the underlying state-action mapping of the environment
and achieve fast policy improvement with relatively limited interactions. Subsequently,
the average reward exhibits a gradual upward trend over a prolonged training period and
becomes stable after approximately 4000 episodes, demonstrating that the proposed method
is capable of continuously refining its policy and ultimately achieving convergence. In con-
trast, the average reward of RL-GS increases at a noticeably slower rate. From the perspective
of convergence characteristics, RRL-GS not only converges to a higher average reward but
also reaches convergence more rapidly. These results indicate that RRL-GS achieves superior
training efficiency and guidance performance. From a mechanistic perspective, RRL-GS
explicitly accounts for the influence of disturbances during policy optimization through
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the introduction of a robustness mechanism. In contrast, conventional RL-GS typically
learns policies under a nominal environment and lacks explicit modeling of uncertainties.
As a result, its guidance performance is more susceptible to degradation in the presence of
disturbances. Overall, RRL-GS outperforms RL-GS in terms of both average reward and
convergence speed. These results demonstrate that RRL-GS not only significantly improves
training efficiency but also learns a more effective guidance strategy, thereby exhibiting
greater potential for practical deployment under cyber-attack conditions.

160
140 1
1201
1001

== RRL-GS
= RL-GS

Reward
(0]
S

00 1000 2000 3000 4000 5000 6000 7000

Episode
Figure 4. The average rewards of RRL-GS and RL-GS.

5.3. Testing Results

After being trained for 7000 episodes in the designated training environment, RRL-GS
and RL-GS are evaluated together with CT-GS under four different test environments,
namely Test Environment I, Test Environment II (i.e., the training environment), Test En-
vironment III, and Test Environment IV. Specifically, in Test Environment I, the missile
intercepts a randomly maneuvering target without cyber-attack interference, aiming to
evaluate the fundamental effectiveness of the guidance strategy. In Test Environment II,
the missile performs the same interception task under the cyber-attack described by (31),
which is used to assess the interception performance of the guidance strategy under a
previously learned attack pattern. In Test Environment III, the missile carries out the
interception task under a different cyber-attack pattern, thereby further evaluating the
robustness of RRL-GS against unseen attack scenarios. Through these three test environ-
ments, the effectiveness, adaptability, and robustness of the proposed guidance strategy can
be comprehensively assessed under different cyber-attack conditions. In Test Environment
IV, the missile intercepts the target under a different cyber-attack pattern.

5.3.1. Test Environment I

In Test Environment I, the target performs random maneuvers while the missile is free
from cyber-attack interference. To comprehensively evaluate the generalization capability
of the guidance strategy, the motion parameters are randomly initialized within the ranges
specified in Table 1 at the beginning of each test episode. To assess the effectiveness of the
guidance strategy in an attack-free environment, two performance metrics are adopted:
SR and AMD. Table 4 presents the comparative results of RRL-GS, RL-GS, and CT-GS
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obtained from 10 independent Monte Carlo experiments, with each experiment consisting
of 2000 test episodes.

As shown in Table 4, RRL-GS achieves the highest success rate of 95.0% (95%Cl:
94.1-95.9%), compared with 90.3% (95%CI: 89.3-91.3%) for RL-GS and 87.7% (95%ClI:
86.5-88.9%) for CT-GS. This demonstrates the superior guidance performance of RRL-GS.
Moreover, RRL-GS achieves an AMD of 1.26 m (95%CI: 1.05-1.47 m), which is lower than
those of RL-GS, at 1.81 m (95%ClI: 1.56-2.06 m), and CT-GS, at 2.29 m (95%ClI: 2.15-2.43 m).
This indicates that RRL-GS not only successfully intercepts the target but also achieves
higher interception accuracy. Further analysis reveals that the higher success rate reflects
stronger adaptability of the learned policy to varying initial conditions, while the lower
average miss distance indicates more precise guidance capability. Together, these two
metrics demonstrate the superiority of RRL-GS, showing that it can not only achieve reliable
interceptions but also maintain high interception accuracy. Overall, RRL-GS outperforms
the benchmark guidance strategies in terms of both success rate and average miss distance,
indicating clear advantages in generalization capability and guidance accuracy. These
results further validate the effectiveness of RRL-GS and highlight its potential for practical
engineering applications.

Table 4. Monte Carlo test results in Test Environment 1.

Guidance Strategy SR (%) AMD (m)
RRL-GS 95.0 (95%CI: 94.1-95.9) 1.26 (95%CI: 1.05-1.47)
RL-GS 90.3 (95%CI: 89.3-91.3) 1.81 (95%CI: 1.56-2.06)
CT-GS 87.7 (95%CI: 86.5-88.9) 2.29 (95%CTI: 2.15-2.43)

The simulation results of different guidance strategies in Test Environment I are shown
in Figure 5. All three guidance strategies successfully guide the missile to intercept the
target. As illustrated in Figure 5a, the missile trajectory generated by RRL-GS is smoother
and does not exhibit significant abrupt maneuvering adjustments. This indicates superior
guidance performance and a more desirable control behavior. As shown in Figure 5b,
the relative distance decreases monotonically over time for all three guidance strategies.
When RRL-GS is employed, the final miss distance is 0.45 m. In comparison, the miss
distances achieved by RL-GS and CT-GS are 0.47 m and 0.71 m, respectively. Although the
numerical difference between RRL-GS and RL-GS is relatively small, RRL-GS still achieves
the best performance, while demonstrating a more substantial improvement over CT-
GS. These results indicate that RRL-GS is capable of not only reliably accomplishing the
interception task but also achieving higher interception accuracy. In summary, RRL-GS
outperforms both RL-GS and CT-GS in terms of trajectory smoothness and guidance
accuracy. These findings demonstrate that RRL-GS can achieve high-precision target
interception while exhibiting superior dynamic response characteristics, thereby offering
greater potential for practical engineering applications.

5.3.2. Test Environment II

In Test Environment II (i.e., the training environment), the target performs random
maneuvers. The only difference from Test Environment I is that the missile is subjected to
cyber-attack interference. All guidance strategies are evaluated through 10 independent
Monte Carlo experiments, with each experiment consisting of 2000 test episodes, and the
corresponding results are presented in Table 5.
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Figure 5. Comparison case of RRL-GS, RL-GS, and CT-GS in Test Environment I.
Table 5. Monte Carlo test results in Test Environment II.
Guidance Strategy SR (%) AMD (m)
RRL-GS 91.1 (95%CI: 90.4-91.8) 1.62 (95%CI: 1.45-1.79)
RL-GS 86.8 (95%CI: 85.4-88.2) 1.99 (95%CI: 1.81-2.17)
CT-GS 83.5 (95%CI: 82.6-84.4) 2.62 (95%CT: 2.38-2.86)

As shown in Table 5, the success rates of all three guidance strategies decrease to
varying degrees under cyber-attack interference compared with the attack-free scenario.
This indicates that cyber-attacks can directly affect the effectiveness of guidance commands.
Nevertheless, RRL-GS achieves the highest success rate of 91.1% (95%CI: 90.4-91.8%),
compared with 86.8% (95%CI: 85.4-88.2%) for RL-GS and 83.5% (95%Cl: 82.6-84.4%) for
CT-GS. This demonstrates that RRL-GS is capable of maintaining superior guidance perfor-
mance even in the presence of cyber-attacks. From the perspective of guidance accuracy,
RRL-GS achieves an AMD of 1.62 m (95%CI: 1.45-1.79 m), which is lower than those of
RL-GS, at 1.99 m (95%ClI: 1.81-2.17 m), and CT-GS, at 2.62 m (95%CI: 2.38-2.86 m). This
result indicates that RRL-GS can still maintain a high level of interception accuracy under
cyber-attack conditions. Furthermore, RRL-GS consistently outperforms the competing
methods in both success rate and average miss distance. This suggests that its performance
improvement is not limited to a single metric but instead reflects a balanced enhancement
of both reliability and accuracy. From a methodological perspective, RRL-GS explicitly
accounts for environmental uncertainties during policy learning through the incorporation
of a robust optimization mechanism. As a result, it is able to preserve favorable guidance
performance in the presence of disturbances and attacks. Overall, RRL-GS maintains
clear advantages in both success rate and average miss distance under cyber-attack con-
ditions, thereby providing strong evidence of its robustness and superior performance in
adversarial environments.

The simulation results in Test Environment II are shown in Figure 6. As illustrated
in Figure 6a, all three guidance strategies are still capable of guiding the missile toward
the target under cyber-attack interference, indicating that each method possesses a certain
degree of resilience against disturbances. As shown in Figure 6b, the relative distance
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decreases gradually over time for all three guidance strategies, demonstrating that they
retain target interception capability even in the presence of attacks. In terms of interception
accuracy, RRL-GS achieves a miss distance of 0.46 m, which is significantly lower than those
of RL-GS (0.63 m) and CT-GS (1.03 m). This result indicates that RRL-GS is able to maintain
a high level of guidance accuracy despite the uncertainties introduced by cyber-attacks.
Overall, under cyber-attack conditions, RRL-GS not only effectively mitigates the adverse
effects of external disturbances but also maintains superior interception performance in
complex and uncertain environments.
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Figure 6. Comparison case of RRL-GS, RL-GS, and CT-GS in Test Environment II.
5.3.3. Test Environment III

In Test Environment III, the target performs random maneuvers while the missile is
subjected to a different cyber-attack pattern:

0 0<t<10

= _ 33

A { 20tanh(0.5t — 10) ¢ > 10 (33)

The motion parameters of the missile and target are randomly initialized at the beginning
of each simulation episode within the ranges specified in Table 1. Table 6 presents the
test results of RRL-GS, RL-GS, and CT-GS obtained from 10 independent Monte Carlo
experiments, with each experiment consisting of 2000 test episodes.

Table 6. Monte Carlo test results in Test Environment III.

Guidance Strategy SR (%) AMD (m)
RRL-GS 86.4 (95%CI: 85.2-87.6) 1.71 (95%CI: 1.52-1.90)
RL-GS 83.2 (95%CI: 81.7-84.7) 2.01 (95%Cl: 1.89-2.13)
CT-GS 79.9 (95%CI: 78.9-80.9) 2.74 (95%CI: 2.55-2.93)

As shown in Table 6, the success rates of all three guidance strategies decrease under
the unseen cyber-attack pattern compared with those obtained under the previously learned
attack pattern. Nevertheless, RRL-GS achieves the highest success rate of 86.4% (95%ClI:
85.2-87.6%), compared with 83.2% (95%ClL: 81.7-84.7%) for RL-GS and 79.9% (95%CI:
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78.9-80.9%) for CT-GS. This demonstrates that RRL-GS possesses stronger generalization
capability and superior guidance performance. RRL-GS also achieves the lowest AMD of
1.71 m (95%CI: 1.52-1.90 m), whereas the AMDs of RL-GS and CT-GS are 2.01 m (95%Cl:
1.89-2.13 m) and 2.74 m (95%Cl: 2.55-2.93 m), respectively. These results indicate that
RRL-GS maintains higher guidance accuracy than the competing methods. Overall, in the
more challenging scenario represented by Test Environment III, RRL-GS continues to out-
perform the benchmark guidance strategies in both success rate and guidance performance,
demonstrating stronger robustness and generalization capability. These results further
validate the effectiveness of RRL-GS in complex and uncertain environments.

The simulation results in Test Environment III are shown in Figure 7. As illustrated in
Figure 7a, all three guidance strategies are capable of guiding the missile toward the target
under the unseen cyber-attack pattern, indicating their basic feasibility in this challenging
scenario. As shown in Figure 7b, the relative distance decreases gradually over time for
all three guidance strategies; however, noticeable differences can be observed in their
convergence behaviors. RRL-GS reduces the relative distance more rapidly than the other
methods, resulting in a shorter overall interception time. This suggests that RRL-GS is
able to maintain high decision-making efficiency when confronted with previously unseen
attack patterns, thereby reducing the time loss caused by ineffective maneuvers. In terms of
interception accuracy, RRL-GS achieves a miss distance of 0.48 m, which is lower than those
of RL-GS (0.61 m) and CT-GS (0.93 m). This further demonstrates the ability of RRL-GS
to maintain a high level of guidance accuracy under unseen attack conditions. Overall,
under the unseen cyber-attack pattern, RRL-GS outperforms both RL-GS and CT-GS in
terms of interception efficiency and guidance accuracy. These results further confirm its
robustness and superior performance in uncertain environments.
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Figure 7. Comparison case of RRL-GS, RL-GS, and CT-GS in Test Environment III.

5.3.4. Test Environment IV

In Test Environment 1V, the target performs random maneuvers, while the missile is
subjected to another cyber-attack pattern:

0 0<t<5b
A { 30rand(—1,1) t>5 (34)
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At the beginning of each simulation episode, the motion parameters of the missile and
target are randomly initialized within the ranges specified in Table 1. Table 7 presents the
test results of RRL-GS, RL-GS, and CT-GS, obtained from 10 independent Monte Carlo
experiments, with each experiment consisting of 2000 test episodes.

As shown in Table 7, the success rates of all three guidance strategies decrease under
the unseen cyber-attack pattern compared with those achieved under the previously en-
countered attack pattern. Nevertheless, RRL-GS still achieves the highest success rate of
84.6% (95%CI: 83.8-85.4%), outperforming RL-GS (81.5% (95%CI: 80.1-82.9%)) and CT-GS
(78.1% (95%CI: 76.2-80.0%)). This result demonstrates that RRL-GS possesses superior
generalization capability and maintains more effective guidance performance under unseen
cyber-attack conditions. Furthermore, RRL-GS achieves the lowest AMD of 1.83 m (95%CI:
1.66-2.00 m), compared with 2.06 m (95%CI: 1.81-2.31 m) for RL-GS and 2.61 m (95%CI:
2.41-2.81 m) for CT-GS. These results indicate that RRL-GS can consistently achieve a higher
interception success rate and a smaller average miss distance when facing diverse cyber-
attack patterns, thereby further verifying the enhanced guidance accuracy, adaptability,
and robustness of the proposed strategy in complex cyber-attack environments.

Table 7. Monte Carlo test results in Test Environment IV.

Guidance Strategy SR (%) AMD (m)
RRL-GS 84.6 (95%Cl: 83.8-85.4) 1.83 (95%CI: 1.66-2.00)
RL-GS 81.5 (95%CTI: 80.1-82.9) 2.06 (95%CTI: 1.81-2.31)
CT-GS 78.1 (95%CI: 76.2-80.0) 2.61 (95%CI: 2.41-2.81)

5.3.5. Different Guidance Strategies

In the training environment, the guidance strategies based on Wasserstein robust Q-
learning (WRQL-GS) [27], Twin Delayed Deep Deterministic Policy Gradient (TD3-GS) [42],
and Deep Deterministic Policy Gradient (DDPG-GS) [43] were trained for 7000 episodes.
After training, all terminal guidance strategies were evaluated through 2000 Monte Carlo
simulations. The corresponding results are presented in Table 8.

Table 8. Comparative analysis of different guidance strategies.

Guidance Strategy SR (%) AMD (m)
RRL-GS 90.9 1.59
WRQL-GS 88.1 1.85
TD3-GS 85.7 2.03
DDPG-GS 84.2 2.31

As shown in Table 8, RRL-GS achieves an interception success rate of 90.9%, which is
higher than those of WRQL-GS (88.1%), TD3-GS (85.7%), and DDPG-GS (84.2%). In terms
of AMD, RRL-GS obtains the best performance with an AMD of 1.59 m, which is lower
than those of WRQL-GS (1.85 m), TD3-GS (2.03 m), and DDPG-GS (2.31 m). These results
demonstrate that, compared with the other benchmark strategies, RRL-GS can achieve a
higher interception success rate and a lower AMD under complex cyber-attack environ-
ments, exhibiting superior guidance accuracy and robustness. This further verifies the
effectiveness of the proposed method in improving the performance of guidance systems
under adversarial cyber-attack conditions.

5.3.6. Sensitivity Analysis

The clipping threshold is an important hyperparameter that controls the update mag-
nitude of the guidance strategy. Its primary purpose is to prevent training instability caused
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by excessively large policy updates while avoiding reduced training efficiency resulting
from overly conservative updates. To evaluate its impact on guidance performance, guid-
ance strategies with different clipping thresholds were trained using five independent
random seeds for 7000 episodes in the training environment. After training, each guidance
strategy was evaluated in Test Environment II (i.e., the training environment) through
2000 Monte Carlo simulations. The results of the clipping-threshold sensitivity analysis
are summarized in Figure 8 and Table 9. In addition, the key parameters of the double-
sampling method were subjected to sensitivity analysis using the same procedure, and the
corresponding results are summarized in Tables 10 and 11.

Figure 8 presents the average reward curves obtained under different clipping thresh-
olds, where each curve is averaged over five independent training runs with different
random seeds. It can be observed that, when € = 0.2, the average reward of RRL-GS
increases rapidly during the early stage of training. As the number of training episodes
increases, the average reward continues to improve steadily and gradually converges after
approximately 4000 episodes. This indicates that the selected clipping threshold effectively
facilitates policy optimization while maintaining the stability of policy updates, enabling
the agent to ultimately learn a high-performance guidance strategy. In contrast, when
€ =0.1 or € = 0.3, the growth rate of the average reward is significantly reduced, and the
final converged reward is lower than that achieved with € = 0.2. These results demonstrate
that € = 0.2 provides a favorable balance between training stability and policy improve-
ment efficiency, allowing RRL-GS to achieve superior guidance performance and stronger
application potential in cyber-attack environments.

160
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Figure 8. The average rewards of different clipping thresholds.

Table 9. Sensitivity analysis of the clipping threshold.

Clipping Threshold e SR (%) AMD (m)
0.1 734+£28 3.21+£043
0.2 913422 1.68 £ 0.29
0.3 66.8 3.0 3.81 +£0.38

As shown in Table 9, the clipping threshold € has a significant impact on guidance
performance. When € = 0.2, the proposed guidance strategy achieves the highest success
rate of 91.3% =+ 2.2% and the lowest average miss distance of 1.68 m £ 0.29 m. When
€ = 0.1, the policy updates become overly conservative, resulting in degraded performance,
with the success rate decreasing to 73.4% 4= 2.8% and the average miss distance increasing
to 3.21 m £ 0.43 m. In contrast, when € = 0.3, the success rate drops to 66.8% =+ 3.0%, while
the average miss distance increases to 3.81 m & 0.38 m. From a mechanistic perspective,
the clipping threshold € directly determines the allowable range of policy updates. When
€ is relatively small (e.g., 0.1), policy updates are strictly constrained, leading to only
minor improvements in each iteration. Although such a setting can enhance training
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stability, it substantially slows down convergence and prevents the policy from approaching
the optimum efficiently. This may lead to lower success rates and reduced guidance
accuracy. Conversely, when e is relatively large (e.g., 0.3), the constraints on policy updates
become weaker. While this may accelerate short-term performance improvement, it can
also introduce excessive policy fluctuations and potentially disrupt previously learned
effective policy structures, leading to training instability and degraded overall performance.
Further analysis indicates that € = 0.2 provides a favorable trade-off between exploration
and stability. It allows sufficiently large policy updates to facilitate effective learning
while simultaneously preventing instability caused by excessive updates. This balanced
update mechanism enables the policy to continuously improve while maintaining stable
convergence, resulting in superior performance in terms of both success rate and guidance
accuracy. Overall, the results demonstrate that an appropriate choice of the clipping
threshold can effectively improve the convergence behavior of the guidance strategy,
thereby leading to enhanced guidance performance and a higher interception success rate.

As shown in Table 10, when k = 2, the proposed guidance strategy achieves the
highest interception success rate (91.3% =+ 2.2%) and the lowest average miss distance
(1.68 m £ 0.29 m). When k = 1, the interception success rate decreases to 76.1% =+ 2.6%,
while the average miss distance increases to 2.97 m £ 0.40 m. In contrast, when k = 3,
the interception success rate drops to 68.5% =+ 2.9%, and the average miss distance increases
to 3.65 m + 0.34 m. These results indicate that the choice of k has a substantial impact
on guidance performance. When k = 2, the double-sampling size is moderate, enabling
the empirical robust Bellman operator to achieve a favorable balance between estimation
accuracy and computational complexity. This balance improves training efficiency and
leads to superior guidance performance.

Table 10. Sensitivity analysis of k value.

k SR (%) AMD (m)
1 76.1 £2.6 297 £ 040
2 91.3+22 1.68 £0.29
3 68.5 £29 3.65 £0.34

Table 11. Sensitivity analysis of J value.

o SR (%) AMD (m)
1/9 70.6 £ 3.4 3.46 + 0.46
1/6 913 +£22 1.68 +0.29
1/3 62.7 £3.6 3.93 £0.41

As shown in Table 11, when 6 = 1/6, the proposed guidance strategy achieves the
highest interception success rate (91.3% =+ 2.2%) and the lowest average miss distance
(1.68 m £ 0.29 m). When ¢ = 1/9, the interception success rate decreases to 70.6% =+ 3.4%,
while the average miss distance increases to 3.46 m £+ 0.46 m. In contrast, when
0 =1/3, the interception success rate drops to 62.7% =+ 3.6%, and the average miss distance
increases to 3.93 m £ 0.41 m. These results indicate that the value of  requires a trade-
off among policy robustness, value-estimation accuracy, and training efficiency. When
0 =1/9, the uncertainty set is relatively narrow and may fail to adequately characterize
potential uncertainties, resulting in insufficient policy robustness. In contrast, when § = 1/3,
the uncertainty set is excessively large, causing the value estimates to become overly con-
servative, potentially increasing estimation bias and reducing policy-update efficiency.
Therefore, selecting an appropriate value of ¢ is essential for achieving a balance among
policy robustness, estimation accuracy, and training efficiency.
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6. Conclusions

This paper proposes a robust reinforcement learning-based guidance strategy for
missile guidance under cyber-attacks. First, the missile guidance problem in the presence
of cyber-attacks is formulated as a robust Markov decision process. Subsequently, a ro-
bust reinforcement learning-based guidance strategy with a robust Actor-robust Critic
architecture is developed to improve guidance performance and interception success rate
under cyber-attack disturbances. Finally, extensive simulations under various cyber-attack
models are conducted to validate the effectiveness and feasibility of the proposed method.
The simulation results demonstrate that the proposed guidance strategy can effectively
guide missiles to intercept maneuvering targets under diverse attack scenarios. Com-
pared with the deep reinforcement learning-based guidance strategy and the conventional
theory-based guidance strategy, the proposed method exhibits superior robustness against
cyber-attacks and achieves better terminal miss-distance performance.

In future work, we will investigate guidance strategy design under more complex
cyber-attack scenarios, including delay attacks, replay attacks, packet loss, and random
disturbances, to enhance the robustness and security of guidance systems. In addition,
practical factors associated with missile systems, such as autopilot dynamics, overload
constraints, actuator response delays, actuator faults, and aerodynamic parameter varia-
tions, will be incorporated to establish a high-fidelity guidance simulation environment
that better reflects engineering requirements.
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Appendix A

In order to estimate the cyber-attacks and the target maneuvering information, the ob-
server is defined as follows:

ﬁ:F(x)+BaG+K1Hf”1/2 + 0, (A1)
X
D= A2
R (A2
. . c1fmT
where x = [VMTQMT_ClrMT}I F(x) = {—rMTqMT— 2\/”1\/7}/ = [—COSGM],

and ¥ = x — £. Here, c; > 0 is the designed constants, and x; > 0 and x; > 2x; are
the observer gains.
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