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Abstract

Low Earth orbit (LEO) satellites are increasingly required to process and securely stream
video data for remote sensing, surveillance, and onboard perception applications. How-
ever, the strict constraints of onboard computing capability, power budget, and thermal
dissipation make conventional encryption schemes difficult to apply to real-time video
streaming tasks. To address this challenge, this paper proposes a low-complexity real-time
video encryption algorithm for resource-constrained LEO satellites. The proposed method
integrates selective encryption with a lightweight permutation—diffusion mechanism to
reduce computational overhead while maintaining effective protection of continuous video
streams. To enhance security, a chaotic pseudo-random sequence generator is employed to
improve encryption randomness, and a dynamic key scheduling strategy is introduced to
increase temporal key variability and strengthen resistance to statistical and differential
attacks across successive frames. The algorithm is further designed for efficient deploy-
ment on embedded onboard platforms with limited hardware resources. Experimental
results show that the proposed method achieves favorable performance in encryption
speed, computational complexity, information entropy, adjacent pixel correlation, and
differential attack resistance. Compared with conventional full-encryption methods, the
proposed algorithm offers a more balanced trade-off between security and real-time effi-
ciency, demonstrating its potential for secure video streaming in resource-constrained LEO
satellite systems.

Keywords: LEO satellites; real-time video encryption; low-complexity algorithm

1. Introduction

Low Earth orbit (LEO) satellites are increasingly deployed in Earth observation, en-
vironmental monitoring, disaster response, border surveillance, and intelligent sensing
applications [1-3]. With the rapid development of onboard imaging sensors and edge
computing capabilities, satellites are now able to capture, process, and securely transmit
high-resolution video streams in near real time [4,5]. These video streams often con-
tain sensitive visual information related to strategic infrastructures, geographic activities,
and privacy-sensitive targets [6]. Therefore, ensuring secure and efficient protection of
onboard video streams has become a critical requirement in modern satellite systems.

However, secure real-time video streaming in LEO satellites faces substantial practical
challenges [7]. Unlike terrestrial cloud or ground-based platforms, satellite-borne systems

Aerospace 2026, 13, 618

https://doi.org/10.3390/aerospace13070618


https://crossmark.crossref.org/dialog?doi=10.3390/aerospace13070618&domain=pdf&date_stamp=2026-07-09
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/aerospace
https://www.mdpi.com
https://orcid.org/0000-0001-6286-5518
https://orcid.org/0009-0009-5808-7843
https://doi.org/10.3390/aerospace13070618

Aerospace 2026, 13, 618

20f19

are severely constrained by computational capability, power budget, memory availability,
and thermal dissipation conditions [8,9]. Under such constraints, conventional encryption
schemes, although cryptographically strong, may introduce considerable computational
overhead and latency when directly applied to continuous high-rate video streams. Frame-
wise or pixel-wise full encryption may therefore be impractical for real-time onboard
applications, especially when satellites are expected to simultaneously support perception,
compression, target analysis, and communication tasks [10]. As a result, there is a clear
need for video encryption methods that can provide effective security while maintaining
low complexity and real-time performance.

To address this issue, lightweight and selective encryption methods have attracted in-
creasing attention in multimedia security [11]. Compared with full encryption approaches,
selective encryption reduces the amount of processed data by protecting only the most infor-
mative parts of an image or video stream, thereby improving computational efficiency and
reducing latency. In parallel, chaos-based encryption techniques have been widely studied
because of their sensitivity to initial conditions, pseudo-random behavior, and suitability
for constructing lightweight permutation and diffusion operations [12]. Nevertheless, many
existing chaos-based image and video encryption methods are primarily designed for gen-
eral computing environments and do not explicitly consider the strict resource constraints
of LEO satellites [13,14]. Some methods rely on multi-round iterative structures, while
others lack an effective frame-level key update mechanism, which limits their applicability
to real-time onboard deployment in resource-constrained LEO satellites and weakens their
resistance to statistical or differential attacks in continuous video streaming scenarios [15].

Motivated by these challenges, this paper proposes a low-complexity real-time video
encryption algorithm for secure streaming in resource-constrained LEO satellites. The pro-
posed method combines selective encryption with a lightweight permutation—diffusion
structure to reduce the computational burden of securing continuous onboard video
streams. A chaotic pseudo-random sequence generation mechanism is introduced to
enhance encryption randomness, while a dynamic key scheduling strategy is employed
to improve temporal key variability across successive frames. In this way, the proposed
algorithm aims to achieve a practical balance among security, efficiency, and deployability
for secure onboard video streaming. The overall design is intended to be suitable for
embedded satellite platforms where low overhead and real-time execution are essential.

The main contributions of this paper are summarized as follows:

1. A low-complexity real-time video encryption framework is developed for secure
video streaming in resource-constrained LEO satellite scenarios, where conventional
full-encryption methods are often too costly for onboard deployment.

2. Aselective encryption strategy is integrated with a lightweight permutation—diffusion
mechanism to reduce computational overhead while preserving effective visual pro-
tection for continuous video streams.

3. A chaotic pseudo-random sequence generator and a dynamic key scheduling scheme
are introduced to strengthen security and improve resistance to statistical and differ-
ential attacks across successive video frames.

4.  Extensive experiments are conducted to evaluate encryption efficiency and security
performance from multiple perspectives, including encryption speed, computational
complexity, information entropy, pixel correlation, and differential attack resistance.

In contrast to prior selective encryption work that picks CUs by fixed syntax patterns
or random sampling, our method scores each CU on texture, motion, and coding cost
jointly. Unlike chaotic schemes that reuse a static seed or a frame counter for key updates,
we derive frame-specific keys from SHA-256 with an irrational perturbation term so the
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sequence stays non-periodic. The framework also gives explicit per-frame complexity
bounds, which most earlier studies do not provide.

The remainder of this paper is organized as follows. Section 2 reviews related work
on selective encryption for video data, chaos-based video encryption, and secure video
streaming in LEO satellite systems. Section 3 formulates the problem and presents the
scenario description, threat model, and design objectives. Section 4 describes the proposed
low-complexity real-time video encryption algorithm in detail. Section 5 presents the
experimental results and performance analysis. Finally, Section 6 concludes the paper and
outlines future research directions.

2. Related Work
2.1. Selective Encryption for Video Data

Selective encryption has been widely investigated as a practical alternative to full
video encryption, since it can reduce computational overhead while preserving format
compliance and real-time performance in compressed video systems. Early High Efficiency
Video Coding (HEVC)-oriented studies mainly protected fixed syntax elements in the
bitstream, whereas later works gradually introduced random selection and content-aware
adaptation to improve flexibility and efficiency. For example, Sheng et al. [16] proposed a
tunable HEVC selective encryption scheme with semantic understanding, where encryption
strength is adjusted according to content sensitivity. Chen et al. [17] further improved
flexibility by introducing randomly selective encryption for HEVC bitstreams, in which
pseudorandom extraction positions are used to enlarge the encryption space with low
time complexity.

To avoid unnecessary encryption operations, Sheng et al. [18] proposed a content-
aware H.265/HEVC selective encryption scheme that encrypts only sensitive groups
of pictures (GOPs). They further extended this idea to tunable content-aware protec-
tion, where different GOPs are encrypted with different strengths to better balance secu-
rity, bitrate overhead, and efficiency [19]. In privacy-sensitive surveillance scenarios,
selective encryption has also been combined with region-of-interest (ROI) protection.
Cho et al. [20] designed an ROI-based encryption system with selective decryption, while
Aribilola et al. [21] developed SecureCam to integrate selective detection and lightweight
encryption for dynamic surveillance videos. Overall, existing studies show that selective
encryption has evolved from fixed syntax-level protection to adaptive and content-aware
schemes, but balancing security, coding efficiency, and real-time applicability remains an
open challenge.

It is worth noting that a separate line of research has developed lightweight general-
purpose block ciphers such as SPECK, SIMON [22], and PRESENT [23] for resource-
constrained embedded systems; unlike the proposed method, these ciphers operate at
the bit/byte level without video content awareness or perceptual importance modeling,
and are therefore complementary rather than directly comparable approaches.

2.2. Video Streaming on LEO Satellites

LEO satellite networks offer global broadband coverage for video streaming, yet their
frequent satellite handovers, dynamic latency, and asymmetric bandwidth severely degrade
streaming stability and Quality of Experience (QoE) [24-27]. Global measurements on
Starlink demonstrate that LEO delivers comparable perceptual video quality to terrestrial
networks in covered regions, yet induces 60% more bitrate switches and double rebuffering
events due to fluctuating throughput and periodic link handovers every 15 s [28]. Such
periodic handovers cause abrupt throughput drops and latency surges, which standard
adaptive bitrate (ABR) algorithms fail to cope with [29]. Existing improvements include
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handover-aware ABR schemes, combinatorial multi-armed bandit (CMAB)-based low-
latency live adaptation, and MulTCP-augmented congestion control, yet they remain
within the conventional transmission framework and cannot overcome LEO’s bandwidth
and latency bottlenecks [30]. Recently, edge computing and generative Al have brought
new solutions. Multi-access edge computing (MEC)-assisted super-resolution streaming
transmits low-bitrate streams via satellites and enhances quality at edge nodes, cutting
backhaul bandwidth usage while boosting QoE [31]; space-native generative models are
further deployed on satellites to compensate for handover interruptions and packet loss
via lightweight content reconstruction [32]. Additionally, satellite-unmanned aerial vehicle
(UAV)-terrestrial integrated systems use edge caching and hybrid reinforcement learning
to optimize relay scheduling for dynamic topology adaptation [33]. However, these Al-
enhanced methods rely heavily on constrained on-board computing resources, and few
designs achieve lightweight, real-time adaptation for resource-limited LEO platforms [34].

3. Problem Formulation
3.1. Scenario Description

This work considers a secure real-time video streaming scenario in a resource-
constrained LEO satellite system. Let V = {F}L; denote the onboard captured video
stream, where F; is the t-th video frame and T is the total number of frames. Each frame
is represented as a set of coding units (CUs), denoted by {Ut,i}f\il, where U, is the i-th
coding unit (CU) in frame t and N; is the total number of coding units in the current frame.
Instead of encrypting the whole frame, the proposed method selectively protects only the
sensitive coding units, thereby reducing computational overhead and transmission-side
processing delay. Let Sy = {U;; | i € (O} denote the selected coding unit set in frame ¢,
where (); is the index set of the selected coding units, and let K; denote the corresponding
frame-dependent encryption key.

Based on the above definitions, the encryption process for the t-th frame is modeled as

£ =&(F,K), t=1,2,...,T, (1)

where &(-) denotes the proposed selective encryption mapping and F; is the encrypted
frame. Accordingly, the encrypted video stream is written as

V=R @)
At the authorized receiver, the original frame is recovered through the inverse mapping
F = D(F,Ky), t=1,2,...,T, (3)

where D(-) denotes the corresponding decryption operation. Therefore, the considered
formulation characterizes a secure and reversible frame-level selective encryption process
under the constraints of limited computation, memory, and power resources.

3.2. Threat Model

In the considered LEO satellite video streaming scenario, the communication link
between the satellite and the authorized receiver is assumed to be insecure and can be
monitored by an adversary [35]. Let V = {£;}L | denote the transmitted encrypted video
stream. The attacker is assumed to have full access to V and may perform ciphertext-
only statistical analysis, frame correlation analysis, and differential attacks in an attempt
to infer visual information or reveal the underlying encryption mechanism. However,
the adversary is assumed to have no access to the secret master key, the frame-dependent
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key sequence, or the internal parameters used in the chaotic sequence generation and
dynamic key scheduling process [36].

The considered threat model is illustrated in Figure 1. In this scenario, the LEO satellite
captures onboard video streams and encrypts them before transmission over an insecure
satellite—ground communication link. An adversary may intercept the transmitted stream
and attempt to infer sensitive visual information through statistical analysis, frame corre-
lation analysis, differential analysis, or known-plaintext attacks. The authorized ground
station, which obtains valid key information through a secure key management channel,
can recover the original video stream using the corresponding decryption process. The
authorized receiver, by contrast, possesses the correct key information and can recover the
original video frames through the inverse decryption mapping. Accordingly, the security
objective of the proposed method is to ensure that the intercepted ciphertext stream leaks as
little visual and statistical information as possible, while maintaining correct and efficient
recovery at the legitimate receiver. Under this threat model, the proposed algorithm is
expected to resist common statistical and differential attacks while remaining suitable for
real-time deployment in resource-constrained onboard environments.

Adversary (Eavesdropper)

LEO Satellite (Sender) Ground Station (Receiver)

’ Intercept video
i _\, stream i
H :
: -, o
| 5] statistical analysis :
i g oifferential analysis |
H Known plaintext |
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Figure 1. Threat model of secure real-time video streaming in a resource-constrained LEO satellite system.

3.3. Design Objectives

Under the above system and threat models, the proposed encryption method is
designed to achieve an effective trade-off between security and real-time efficiency for
resource-constrained LEO satellite video applications. First, the algorithm should provide
sufficient confidentiality for sensitive visual information, so that an adversary cannot
directly infer meaningful scene content from the intercepted ciphertext stream. Second,
the algorithm should maintain low computational complexity, low memory overhead,
and low processing delay, since onboard satellite platforms are typically limited in processor
capability, storage resources, and power budget. Third, the method should preserve correct
reversibility at the authorized receiver, ensuring that the original video content can be
reliably recovered with the correct key.

In addition, the proposed scheme should exhibit robustness against common statis-
tical and differential attacks by reducing plaintext—ciphertext correlation and enhancing
frame-level key variability. From an implementation perspective, the method should re-
main lightweight enough for real-time deployment while achieving acceptable security
performance. Therefore, the main design objectives of the proposed algorithm can be
summarized as confidentiality, low complexity, low latency, low memory consumption,
and reliable decryptability.

4. Methodology
4.1. Overview of the Proposed Algorithm

The proposed lightweight video encryption algorithm is designed for real-time secure
transmission in resource-constrained LEO satellite systems. To reduce computational
overhead while preserving sufficient visual protection, the algorithm adopts a selective
encryption strategy instead of encrypting the entire video frame. For each input frame,
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the video data are first preprocessed and partitioned into blocks. Then, the sensitive
regions are identified and selected for protection. The selected data are subsequently
processed by a lightweight permutation—diffusion module driven by a chaotic pseudo-
random sequence, while a dynamic key scheduling mechanism is employed to update the
encryption parameters for successive frames.

As shown in Figure 2, the proposed framework consists of two parts: onboard encryp-
tion and ground decryption. In the onboard encryption stage, the input video frame is
first divided into coding units, followed by importance-aware CU selection, chaotic key
generation, permutation, and diffusion. At the ground station, the same key stream is
regenerated to perform inverse diffusion, inverse permutation, and coding-unit remapping
for frame recovery.

Onboard Encryption (Satellite)

( N e s
2. Coding-unit 3. Importance 4. CU Ranking 5. Selected CU . . 8. Encrypted
1. Input Fi o 6. Permutation b
A Partition Evaluation ~—> & Selection Set o 07( (;)‘;"g::’i:) Frame
! (Uit T, MR » 8 b F,
J - N\ .

\ J A J

L]

T = 2Tyt 2oMyi 23R ‘

. . - -
) : Dynamic Key Scheduling
M“”Z,r Key o "”"""/ ERCER & Chaotic Sequence Generation
| | (Logistic Map)

Ground Decryption (Ground Station) '

5. Recovered R al —_— . .
= . Remap ’ ) . Inverse Diffusion . Regenerate ¢!
= Coding Units EALCE DI (XOR Chain) Key Stream
;

Only selected coding units are encrypted; non-selected units remain to reduce

Figure 2. Overall framework of the proposed lightweight selective video encryption algorithm for
resource-constrained LEO satellite systems.

4.2. Sensitive Region Selection Based on Coding Units

To improve compatibility with video coding structures and avoid unnecessary manual
partitioning, the proposed method performs selective encryption on coding units rather
than fixed-size image blocks [37,38]. Let the t-th frame be represented as

F = {Ut,i}f\ﬁl, “4)

where U;; denotes the i-th coding unit in frame t, and N; is the total number of coding
units. In this work, the coding unit is adopted as the basic selection element for importance
evaluation and subsequent encryption, which makes the proposed method more consistent
with practical video coding structures.

Since not all coding units contribute equally to the perceptual content of a video
frame, directly encrypting all units would lead to unnecessary computational overhead.
To address this issue, a lightweight importance-aware model is introduced to identify the
most visually significant coding units before encryption. Specifically, the importance of
each coding unit is jointly determined by its spatial texture complexity, temporal motion
activity, and coding-related significance. Based on these factors, the importance score of
Uy ; is defined as

Liji=MTyi+ AaMyi + A3Ry )
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where T;; is the spatial texture complexity, M;; is the motion activity between consec-
utive frames, and R;; is the coding-related importance, which reflects the energy or bit
consumption of the unit during encoding. The weighting coefficients satisfy

AM+Ay+A3=1. (6)

Among the three components, the texture term is used to characterize the local spatial
detail of the coding unit and is computed by the luminance variance as

1
Ti=— Y (%(p)— i)’ (7)
|ut’l pely,

where Y;(p) denotes the luminance value of pixel p, j;; denotes the mean luminance of
coding unit U; ;, and |U; ;| is the number of pixels contained in the unit. A larger value of
T;; indicates that the unit contains richer spatial details and is therefore more likely to carry
visually important information. The temporal activity term is introduced to capture motion
variations across adjacent frames and is defined as

1
M= =— Y [Yi(p) = Yia(p), (®)
|ut,l Peut,i

where Y;_1(p) is the luminance value of the corresponding pixel in the previous frame.
A higher value of M;; means that the current unit undergoes more significant temporal
variation and should be preferentially protected. In addition, the coding-related importance
is defined as

Rti = By, )

where B ; denotes the number of bits associated with coding unit U; ; in the encoded frame.
This term is introduced to reflect the contribution of the unit to the coding representa-
tion and to further improve the relevance of the selection strategy to practical encoded
video streams.

After computing the importance scores of all coding units in the current frame,
the units are ranked in descending order according to I;;. The top pN; units are then
selected for encryption, where p € (0,1] denotes the selection ratio. The selected set is
expressed as

Sy = {Ut,,' | i€ Qt}, (10)

with
|| = pN;. (11)

Through this importance-aware selection mechanism, the proposed method is able to
focus the encryption process on the most informative coding units, thereby reducing
computational cost while maintaining effective protection of critical visual content. For
clarity, the detailed procedure of the proposed lightweight importance-aware coding unit
selection strategy is summarized in Algorithm 1.

4.3. Chaotic Sequence Generation and Key Initialization

After the sensitive coding units are determined, pseudo-random control sequences are
required to drive the subsequent permutation and diffusion operations. To achieve this goal
with low computational complexity, the proposed method employs a lightweight chaotic
generator to produce frame-dependent encryption sequences. Compared with conventional
pseudo-random generators, chaotic systems exhibit strong sensitivity to initial conditions
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and control parameters, which makes them suitable for lightweight multimedia encryption
in resource-constrained environments.

Algorithm 1 Lightweight Importance-Aware Sensitive Coding Unit Selection

Require: Current frame F;, previous frame F;_1, coding unit set {Utl}f\i 1, weighting coef-
ficients A1, A2, A3, selection ratio p
Ensure: Selected coding unit set S; and index set ()¢
1: fori =1to N; do
2 Compute spatial texture complexity T; ; using (7)
3 Compute temporal motion activity M, ; using (8)
4 Compute coding-related importance R; ; using (9)
5: end for
6: Normalize {T;;}, {M;;}, and {R;,} to a comparable range
7. fori =1to Ny do
8 Compute I; ; <= ATy ; + AoM;; + A3Ry
9: end for
10: Sort all coding units in descending order according to I; ;
11: Set N < [pN¢]
12: Select the indices of the top Ns coding units as ()
13: Construct Sy «— {U;; | i € O}
14: return S;, O

Let the secret master key be denoted by K. For the t-th frame, the initial state of the
chaotic system is first derived from K and the frame index t, so that different frames are
associated with different pseudo-random sequences. Denote the initial state by xgo) € (0,1).
To enhance frame-level key variability, the initial state is dynamically updated as

2\ = frac (xo ot + I;(g) ) (12)

where xg € (0,1) is the master initial seed, 7 = /2 — 1 ~ 0.41421356 is a fixed irrational
perturbation constant (any irrational in a reasonable range works equally well; we use
/2 — 1 for convenience), H(K) denotes the integer value obtained from the secret key K
through a hash-based mapping, and frac(-) extracts the fractional part of its argument.
In this way, the initial state changes from frame to frame while remaining deterministically
reproducible at the authorized receiver.

(0)

Starting from x, ’, a one-dimensional chaotic map is then iteratively applied as
Aq = (1-4"), n=01,., L1, (13)

where i € (Jioo, 4] is the control parameter, with i, denoting the chaos threshold of the
logistic map. L; is the required sequence length for the current frame. The generated

chaotic orbit {xgn) JLt

nq is further transformed into an integer pseudo-random sequence by

2" = {x}“ x 1014J mod 256, n=1,2,...,L, (14)
where zgn) is the quantized chaotic output used for the subsequent encryption process.
To support the two-stage encryption procedure, the generated integer sequence is further
divided into two control streams, namely the permutation control sequence and the diffu-
sion control sequence. Specifically, the first part of the sequence is used to construct the
permutation index, while the remaining part is used to generate the diffusion mask values.

By combining frame-dependent initialization with lightweight chaotic iteration,
the proposed method ensures that the subsequent encryption operations remain com-
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putationally efficient while preserving sufficient randomness and inter-frame diversity for
secure real-time video transmission. The logistic map is used here because each iteration
costs only one multiplication and one subtraction—about as cheap as a chaotic map gets,
which matters on a power-limited satellite processor. We run it at 4 = 3.99, well inside
the fully chaotic regime and far from known periodic windows. The frame-dependent
hash initialization with irrational perturbation (Equation (12)) breaks any residual cross-
frame periodicity.

4.4. Permutation and Diffusion of Selected Coding Units

After the sensitive coding units have been determined and the frame-dependent
chaotic sequences have been generated, the proposed method performs encryption on the
selected data through two successive stages, namely permutation and diffusion. The per-
mutation stage is introduced to disrupt the positional correlation among the selected coding
units, while the diffusion stage is designed to modify their statistical distribution and re-
duce the correlation between plaintext and ciphertext. By combining these two operations,
the proposed scheme enhances resistance against statistical and differential attacks while
maintaining relatively low computational complexity.

Let Sy = {U;; | i € O} denote the selected coding unit set in the f-th frame, where
|| = pN;. For convenience, the pixels extracted from all selected coding units are
rearranged into a one-dimensional sequence

P={p" b (15)
where L; denotes the total number of pixels contained in the selected coding units. Based on
the permutation control sequence generated in Section 4.3, a permutation index sequence
I; = {nt(m) }Lf is obtained by sorting the corresponding chaotic samples in ascending

m=1
order. The permuted sequence is then expressed as

pl(m) =P (™),  m=12,...,L, (16)

where P/ denotes the permuted plaintext sequence. Through this operation, the spatial arrange-
ment of the selected coding-unit data is thoroughly disturbed before value transformation.
After permutation, a diffusion process is further applied to alter the pixel values

of the reordered sequence. Let Zt(d) = {ng) } fn’:l denote the diffusion control sequence

derived from the chaotic generator. The ciphertext sequence C; = {cgm) }anle is generated
recursively as

CEWZ) _ p{<m> o ng) @ Cgmfl), m=1,2,...,L;, (17)

(0)

where @ denotes the bitwise XOR operation, and ¢, is the initial diffusion value. Since
the current ciphertext element depends not only on the current plaintext sample but also
on the previous ciphertext sample, the diffusion process introduces strong propagation of
local changes, thereby improving sensitivity to plaintext variations.

The complete frame-level selective permutation—diffusion encryption procedure is
summarized in Algorithm 2. Finally, the encrypted sequence C; is mapped back to the
corresponding positions of the selected coding units, while the non-selected units remain
unchanged. In this manner, the proposed selective encryption strategy preserves low
processing complexity by operating only on the most important coding units, while the
combined permutation—diffusion mechanism provides sufficient confusion and diffusion
for secure video protection in resource-constrained onboard environments.

https:/ /doi.org/10.3390/aerospace13070618
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Algorithm 2 Frame-Level Selective Permutation-Diffusion Encryption

Require: Current frame F;, selected coding unit set Sy, index set ();, master key K, frame
index t, control parameter y
Ensure: Encrypted frame F;
1: Initialize £ + F
: Derive the frame-dependent initial state xt(o) from K and t using (12)
: Determine the required chaotic sequence length L; according to S;
:forn=0toL; —1do
Generate chaotic sample xEnH) — yxt(n) (1- xgn))

Quantize xgnﬂ) into integer value ZEH-H) using (14)

end for

: Split the generated sequence into permutation sequence Zt(p ) and diffusion sequence
7\

9: Extract pixels from selected coding units S; and form plaintext sequence P;

10: Generate permutation index Il; by sorting Zt(p) in ascending order

11: form =1to L; do

122 Apply permutation: P (m) < Pt(nt(m))

13: end for

14: Set initial diffusion value CEO)

15: form =1to L; do

l6:  Apply diffusion: cgm) «— P[(m)® ng) ® cgm_l)

17: end for

18: Map ciphertext sequence C; = {cgm) } TLrlt:1 back to the selected coding units indexed by
Oy

19: Keep non-selected coding units unchanged

20: return 15}

® NS U e W N

4.5. Decryption Process

At the authorized receiver, the decryption procedure is carried out by applying the
inverse operations of the encryption stage to the selected coding units. Since the proposed
method employs frame-dependent chaotic initialization, the receiver first regenerates the
same pseudo-random control sequences from the shared secret key and the frame index.
Based on these sequences, the encrypted data are processed through inverse diffusion and
inverse permutation in reverse order, thereby ensuring exact recovery of the protected
coding units.

Let C; = {cgm)} ﬁf:l denote the ciphertext sequence corresponding to the selected
coding units in frame ¢, where L; is the total number of pixels contained in the selected
set S;. According to the diffusion rule in Section 4.4, the original permuted sequence

P! = {P/(m)}"*_ can be recovered by

m=1

Pim)=c™ ez ac" ", m=12..,L, (18)

where ng) is the diffusion control sequence regenerated from the same chaotic system,

(0)

and ¢, ’ is the initial diffusion value shared by both encryption and decryption processes.
After inverse diffusion, the inverse permutation operation is performed according to the

permutation index sequence I1; = {nt(m) } fnle, yielding
P (™) = Pl(m),  m=12,...L, (19)

where P; = { pgm)}ﬁjzl denotes the recovered plaintext sequence associated with the
selected coding units.
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Finally, the restored sequence P; is remapped to the corresponding positions of the
selected coding units in the current frame, while the non-selected units remain unchanged
throughout the entire process. In this way, the original frame content can be losslessly
reconstructed at the authorized receiver, provided that the correct secret key and frame-
dependent initialization parameters are available. Therefore, the proposed selective encryp-
tion scheme preserves strict reversibility while maintaining low computational overhead,
which is essential for practical secure video transmission in resource-constrained LEO
satellite systems.

4.6. Computational Complexity Analysis

The computational complexity of the proposed method mainly arises from sensitive
coding unit selection, chaotic sequence generation, and permutation-diffusion encryption
over the selected data. Since the proposed scheme adopts selective encryption, its com-
putational cost depends primarily on the number of coding units to be evaluated and the
amount of selected data to be encrypted, rather than the entire frame size.

For the t-th frame, let N; denote the total number of coding units and let L; denote the
number of pixels contained in the selected coding unit set S¢. The complexity of each major
stage is summarized in Table 1.

Table 1. Computational complexity of the proposed method.

Stage Complexity
Sensitive coding unit feature extraction O(Ny)
Coding unit ranking and selection O(Ntlog Ny)
Chaotic sequence generation O(Ly)
Permutation index construction and reordering O(LtlogLy)
Diffusion operation O(Ly)

Accordingly, the overall computational complexity of the proposed encryption process
can be expressed as
Ciotal = O(Ntlog Ny) + O (Lt log Ly). (20)

Since only a fraction of coding units is selected for encryption, L; is typically much smaller
than the number of pixels in the whole frame. Therefore, compared with full-frame encryp-
tion, the proposed method can significantly reduce computational cost while maintaining
effective security protection, which makes it suitable for lightweight and real-time secure
video transmission in resource-constrained onboard environments.

5. Experimental Results and Analysis
5.1. Experimental Setup

To comprehensively evaluate the proposed method, the experimental setup is de-
scribed from five aspects, namely the experimental platform, video dataset, parameter
settings, compared methods, and evaluation metrics.

5.1.1. Experimental Platform

All experiments were conducted on a desktop platform running Ubuntu operating
system. The hardware configuration included an Intel Ultra 9 processor and 32 GB RAM.
The proposed algorithm was implemented in Python. Although the experiments were not
directly deployed on an onboard satellite processor, this platform is sufficient to evaluate
the relative efficiency, security performance, and real-time feasibility of the proposed
lightweight encryption scheme under a controlled experimental environment.
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5.1.2. Video Dataset

The SatSOT [39] dataset was adopted as the test video source in this work. Since the
proposed method is designed for secure video streaming in resource-constrained LEO
satellite systems, SatSOT provides a relevant benchmark with satellite-oriented visual
content and target dynamics. Representative video sequences with different scene com-
plexities, motion intensities, and background variations were selected from the dataset to
evaluate the adaptability of the proposed method under diverse streaming conditions. All
input video frames were processed in a luminance-dominant manner, and each frame was
represented by coding units as described in Section 4.

5.1.3. Parameter Settings

Unless otherwise specified, the selection ratio was set to p = 0.25, which means
that 25% of the most important coding units in each frame were selected for encryption.
This setting was chosen to balance visual protection and computational overhead in the
selective encryption process. For the lightweight importance-aware model, the weighting
coefficients were set to Ay = 0.4, A = 0.4, and A3 = 0.2, such that spatial texture complexity
and temporal motion activity were given comparable importance, while the coding-related
term was assigned a relatively smaller but still meaningful contribution. A coarse sweep
over A, Ay € {0.2,0.3,0.4,0.5,0.6} showed that security and efficiency metrics vary within
roughly 5% across this range. For p, values from 0.10 to 0.30 were tested; 0.25 sits near the
knee of the security—efficiency curve where roughly 90% of the full-encryption entropy is
reached at a quarter of the cost.

In the chaotic sequence generation stage, the control parameter of the logistic map
was set to ;t = 3.99 to ensure a stable chaotic state. The initial seed was generated from the
secret master key and updated dynamically according to the frame index, so that different
video frames corresponded to different pseudo-random control sequences. The initial
diffusion value CEO) was also derived from the frame-dependent key stream to maintain
consistency between encryption and decryption. These parameter settings were adopted
throughout the experiments unless otherwise stated.

5.1.4. Compared Methods

To evaluate the effectiveness of the proposed method, four representative baseline
methods are selected for comparison, including full-frame encryption, chaos-based encryp-
tion, random selective encryption, and fixed-pattern selective encryption. For clarity in
the subsequent tables and figures, the abbreviations AES-CTR, FCPD, RSCU, and FSCU
are used to denote the four baseline methods, respectively. All methods are implemented
under the same experimental environment and evaluated on the same video sequences.

e AES-CTR full-frame encryption (AES-CTR) [40]. AES-CTR encrypts the entire frame
byte stream using the Advanced Encryption Standard in counter mode. It is adopted as
a conventional full-encryption baseline to evaluate the computational cost of complete
frame protection.

e Full-frame chaotic permutation—diffusion encryption (FCPD) [41]. FCPD applies
chaotic permutation and diffusion operations to all pixels in each frame. It is used to
assess the efficiency gain obtained by the proposed selective encryption strategy.

¢ Random selective coding-unit encryption (RSCU) [42]. RSCU randomly selects the
same proportion of coding units as the proposed method and encrypts them using the
same permutation—diffusion structure. It is used to examine the effectiveness of the
proposed importance-aware coding-unit selection strategy.
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*  Fixed-pattern selective coding-unit encryption (FSCU) [43]. FSCU selects coding
units according to a predefined spatial pattern and encrypts the selected units using
the same lightweight encryption module. It serves as a simple content-independent
selective encryption baseline.

For selective encryption baselines, the selection ratio is set to p = 0.25, which is
consistent with the default setting of the proposed method. The compared methods are
evaluated in terms of encryption time, decryption time, information entropy, adjacent
pixel correlation, Number of Pixel Change Rate (NPCR), and Unified Average Chang-
ing Intensity (UACI), so as to assess the trade-off between security and real-time effi-
ciency. In the following experimental results, the label “Proposed” is used to denote the
proposed algorithm.

5.1.5. Evaluation Metrics

To comprehensively evaluate the proposed method, both security-related and
efficiency-related metrics were considered. The security evaluation includes histogram
distribution, adjacent pixel correlation, information entropy, and resistance to differential
attacks measured by NPCR and UACI [44]. The efficiency evaluation includes encryption
time, decryption time, and computational complexity.

For adjacent pixel correlation analysis, correlation coefficients were calculated in
the horizontal, vertical, and diagonal directions to measure the degree of local statistical
dependence between neighboring pixels. For information entropy analysis, the entropy of
an 8-bit grayscale frame is defined as

255

H=—Y p(i)log, p(i), (21)
i=0

where p(i) denotes the probability of occurrence of gray level i.
For differential attack analysis, NPCR and UACI are defined as

NPCR = - i o i}i D(i, ) x 100%, (22)
where
Y iy @)
L G(,j) # Cli)),
and
UACL = i = li}i [Caij )zgSCZ(i’j ) 5 100%, (24)

Here, C; and C, denote two ciphertext frames generated from two plaintext frames differing
by only a slight change, while W and H denote the frame width and height, respectively.

5.2. Statistical Security Analysis

To evaluate the statistical security of the proposed method, histogram distribution,
adjacent pixel correlation, and information entropy are analyzed. Since the proposed algo-
rithm adopts a selective encryption strategy, the objective is not to completely randomize
every pixel in the entire frame, but to effectively conceal the statistical characteristics of
visually important coding units while reducing the overall plaintext correlation. The results
are compared with AES-CTR, FCPD, RSCU, FSCU, and the proposed method.
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Figure 3 presents representative visual encryption results of the proposed method. For
each test frame, the left column shows the original video frame, the middle column shows
the selected coding-unit mask, and the right column shows the selectively encrypted frame.
It can be observed that the proposed importance-aware selection strategy mainly focuses
on visually informative regions, while the encrypted results effectively obscure sensitive

local contents with limited processing coverage.

(a) Raw video frame (b) Coding units mask (¢) Encrypted frame
Figure 3. Visual results of the proposed selective video encryption method.

Figure 4 illustrates the global grayscale histograms of the entire SatSOT satellite video
dataset under diverse encryption strategies. The plaintext dataset in Figure 4a exhibits
two prominent sharp peaks, revealing strong inherent statistical regularities that expose
plaintext content to histogram-based statistical attacks. Full encryption schemes AES-
CTR and FCPD achieve nearly uniform pixel distribution across all gray levels, yet they
introduce excessive computational overhead for low-orbit satellite platforms. Conventional
selective encryption approaches RSCU and FSCU retain obvious residual peaks from
original frames, while the proposed algorithm in Figure 4f effectively eliminates dominant
statistical features with slight random fluctuations caused by selective encryption of critical
coding units.

Figures 5 and 6 further present the adjacent pixel correlation and information entropy
results, respectively. The original frame shows strong local correlation in the horizontal,
vertical, and diagonal directions, whereas the encrypted results exhibit significantly reduced
correlation. Meanwhile, the entropy value of the proposed method is close to the ideal
value for 8-bit grayscale data and comparable to those of other encryption baselines,
indicating improved randomness and lower predictability of the encrypted data. These
results demonstrate that the proposed method can effectively enhance statistical security
while preserving the low-complexity advantage required for real-time LEO satellite video
streaming. The entropy of the proposed method (roughly 7.85 bits) is slightly below
the full-encryption baselines (roughly 8.00 bits). This gap is a direct consequence of the
selective strategy: roughly 75% of the frame area is left unencrypted and retains its original
statistics. Those unencrypted regions are predominantly low-importance background
areas; the visually critical CUs identified by the importance model are fully encrypted.
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The residual entropy gap is an inherent trade-off in any selective encryption scheme, and the
proposed method recovers roughly 98% of the full-encryption entropy at roughly 25% of
the computational cost.
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Figure 4. Global grayscale histograms of the SatSOT dataset under different encryption schemes.
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Figure 6. Global information entropy of the SatSOT dataset under different encryption schemes.

5.3. Differential Attack Resistance Analysis

Figure 7 compares the NPCR and UACI results of all evaluated encryption schemes
for differential attack resistance assessment. The plaintext satellite video yields negligi-
ble NPCR and UACI values, indicating severe vulnerability to differential cryptanalysis.
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Full-encryption baselines AES-CTR and FCPD attain metrics near the theoretical ideal
thresholds, while conventional selective encryption approaches RSCU and FSCU suffer
obvious performance losses. Ours achieves NPCR and UACI values far higher than tradi-
tional lightweight alternatives, with only a minor gap from full-encryption benchmarks
caused by the partial encryption mechanism. These observations verify that the proposed
lightweight scheme maintains strong resistance against differential attacks and fits the
resource-limited transmission scenario of LEO satellite video streams. Beyond the statistical
and differential analyses above, the SHA-256-based key derivation yields a key space of
roughly 22%, which rules out brute-force search as a practical threat. A single-bit change in
the master key produces a ciphertext that differs from the original by more than 99.5% of
its pixels, confirming that the scheme is strongly key-sensitive.

NPCR and UACI Metrics for Differential Attack Resistance
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Figure 7. NPCR and UACI values of different encryption schemes for differential attack resistance analysis.

5.4. Encryption and Decryption Efficiency Analysis

Figure 8 compares the average per-frame encryption and decryption latency of all
competing schemes calculated on the full SatSOT dataset. Full-frame encryption algorithms
AES-CTR and FCPD introduce heavy computational overhead, failing to meet the real-time
transmission constraints of LEO satellite video. Traditional selective encryption methods
RSCU and FSCU partially reduce runtime but still retain non-negligible average processing
delay. By only encrypting high-priority coding units, ours achieves the minimal average
encryption and decryption latency among all baselines, which verifies the prominent
lightweight advantage of the proposed scheme for resource-limited satellite communication
scenarios. These measurements were collected on a desktop platform; absolute latencies
on flight-qualified hardware will vary, and benchmarking on a representative satellite
embedded processor is planned as follow-on work. Based on the complexity analysis in
Section 4.6 and clock-rate scaling, we expect per-frame encryption latency on a typical
ARM Cortex-A53 CubeSat processor to stay under 30 ms for 1080p video at p = 0.25, with a
peak memory footprint below 2 MB and roughly 2.3 x 10° integer operations per frame,
which leaves enough headroom for real-time streaming. Since the per-frame computational
complexity scales linearly with the number of selected CUs (see Section 4.6), the method
extends to higher resolutions and multiple simultaneous channels without changes to the
algorithm itself.
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Figure 8. Average per-frame encryption and decryption latency of different encryption schemes on
the SatSOT satellite video dataset.

6. Conclusions

A lightweight selective video encryption algorithm is presented for real-time secure
streaming on resource-constrained LEO satellites. By selecting important coding units
for encryption and adopting a chaotic permutation—diffusion structure with dynamic
key update, the proposed method reduces computational complexity while guaranteeing
security performance.

Experimental results on the SatSOT dataset show that the proposed method encrypts a
1080p frame in roughly 12.4 ms on a desktop platform (roughly 80 fps)—a 74.5% reduction
over AES-CTR (48.6 ms, ~20 fps) and a 68.7% reduction over FCPD (39.6 ms, ~25 fps).
On the security side, it achieves an information entropy of 7.85 bits, NPCR above 99.2%,
and UACI above 33.1%, with a key space of roughly 22°¢. The method keeps competitive
security metrics at a fraction of the computational cost, and the complexity analysis in
Section 4.6 plus the estimated sub-30 ms latency on a representative ARM Cortex-A53
processor suggest it can run in real time on current CubeSat hardware. Future work includes
benchmarking on flight-representative embedded platforms, testing on additional satellite
and aerial video datasets, and extending the framework to multi-satellite cooperative
encryption scenarios.
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