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Abstract


In this paper, we investigate secrecy energy efficiency (SEE) maximization in a rate-splitting multiple access (RSMA)-enabled UAV communication system, which consists of a communication UAV serving legitimate ground users (GUs) and a cooperative jamming UAV transmitting jamming signals to degrade the channel of the eavesdropper (Eve). Taking into account the propulsion energy consumption of fixed-wing UAVs, we formulate a non-convex SEE maximization problem by jointly optimizing communication scheduling, CUAV transmit power, and the trajectories of both UAVs. To tackle the non-convex problem, an iterative optimization algorithm combined with the Dinkelbach method and successive convex approximation (SCA) is developed to obtain a suboptimal solution. Simulation results demonstrate the convergence of the proposed algorithm and show the proposed joint optimization scheme significantly improves SEE compared with benchmark schemes.
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1. Introduction


Unmanned aerial vehicles (UAVs), with advantages such as high mobility and low cost [1,2,3,4,5], have become a promising technology in various fields, including emergency communications and integrated sensing and communication (ISAC) [6]. In particular, UAV communication systems enable flexible deployment, making them well-suited for providing communication services in infrastructure-limited environments. However, since the communication between the UAV and the ground users (GUs) relies on line-of-sight (LoS) channels, the UAV communication system is vulnerable to eavesdropping [7,8,9]. Consequently, security issues in UAV communication systems have become an important research direction. Unfortunately, conventional encryption techniques usually incur high computational complexity and energy consumption, which may not be suitable for UAV systems [10]. The application of physical layer security (PLS) in UAV communications has attracted great attention in recent years [11].



It is necessary to design effective UAV trajectories and resource allocation strategies to reduce the impact of the eavesdropper (Eve) on UAV communications. In [12], Zhang et al. consider a UAV communication system that includes both UAV-to-ground and ground-to-UAV transmission scenarios in the presence of a potential Eve. The secrecy rate maximization problems are formulated by jointly optimizing the UAV trajectory and transmit power. In [13], Cai et al. propose a dual UAV secure communication system in which one UAV communicates with GUs and the other jams the Eves, and the minimum secrecy rate of the GUs is maximized by jointly optimizing user communication scheduling and UAV flight trajectory. In [14], Zheng et al. investigate a UAV-enabled secure communication system with multiple users and Eves under no-fly zone constraints. By jointly transmitting information signals and artificial noise (AN), the system enhances physical layer security. A non-convex optimization problem is formulated to maximize the minimum average secrecy rate among users. In [15], Chen et al. propose a reconfigurable intelligent surface (RIS)-assisted UAV swarm NOMA communication system, where the Coordinated Multipoint technique is adopted to effectively suppress intercell interference for all users. The secrecy rate is maximized through joint optimization of UAV trajectories, power allocation, and RIS reflection coefficients.



Rate-splitting multiple access (RSMA) has emerged as a promising candidate multiple access scheme for 6G [16]. It can achieve performance gains in terms of sum rate [17,18], energy efficiency [19], user fairness [20], and other performance metrics compared with conventional multiple access schemes.Benefiting from its novel structure and effective interference management capability, RSMA introduces both new opportunities and challenges for securing communications at the physical layer [21]. Fu et al. consider a two-user multi-input single-output (MISO) RSMA secure communication system under imperfect CSI of Eve. A robust secure beamforming scheme is proposed to maximize the minimum worst-case user secrecy rate [22]. Xia et al. investigate security issues in RSMA communication systems under various scenarios. Ref. [23] studies RSMA-based secure beamforming design in multi-user scenarios, where every user tries to eavesdrop on other users’ private streams. A weighted sum-rate maximization problem under secrecy constraints is formulated and solved via a successive convex approximation (SCA) based iterative algorithm. Ref. [24] examines the impact of AN on the PLS performance of RSMA-based communication systems. A max–min fairness problem with secrecy constraints is formulated. Results show that the use of AN improves the spectral efficiency of the system while satisfying security requirements. Zhao et al. propose an RSMA-enhanced PLS scheme for ISAC systems. To enhance the performance of the system while maintaining security, an optimization problem to maximize the communication-sensing weighted secure sum rate is established by optimizing the precoding matrix and common rate [25]. Additionally, recent studies have further extended RSMA to UAV communication systems. Jaafar et al. propose an RSMA-based UAV communication system. A joint optimization problem involving UAV placement, beamforming, and common rate allocation is formulated to maximize the weighted sum rate of users. An alternating optimization algorithm is proposed to solve the original non-convex problem [26]. Liu et al. investigate an RSMA-based UAV-assisted Internet of Things (IoT) system, where a UAV serves multiple ground nodes. The system energy efficiency is maximized by jointly optimizing user scheduling, UAV trajectory, and beamforming while meeting constraints such as user rate requirements [27].



Introducing RSMA into PLS for UAV-assisted communications has attracted considerable research attention. In [28], Liu et al. propose an RSMA-based dual-UAV secure communication system, where one UAV serves GUs and another transmits jamming signals to an Eve. By jointly optimizing RSMA precoding and UAV trajectories, the minimum secrecy rate is optimized. In [29], Bastami et al. investigate a UAV-assisted cellular system based on CRS with imperfect channel state information (CSI) and an external Eve. A robust resource allocation scheme is proposed to maximize the minimum worst-case secrecy rate. In [30], Ouamri et al. study the enhancement of secure quality-of-experience in UAV-assisted multiuser RSMA networks with the secrecy constraints. The aggregate mean opinion scores (MOSs) of users are maximized by optimizing beamforming, rate allocation, and UAV trajectory jointly. In [31], Zhou et al. investigate the secrecy performance of RSMA-aided satellite–aerial–vehicle integrated networks (SAVIN) under a non-ideal hardware condition. A general system model with a satellite, multiple UAV relays, and non-colluding eavesdroppers is developed. Closed-form and asymptotic expressions for secrecy outage probability of the system are derived. Furthermore, secrecy energy efficiency (SEE) is also analyzed. In [32], Wu et al. study an SEE maximization problem in cognitive satellite–aerial–terrestrial integrated networks (SATINs). Specifically, they integrate RSMA and RIS into a UAV-assisted secondary network with multiple Eves while considering imperfect CSI with bounded estimation error. A deep reinforcement learning (DRL) algorithm based on long short-term memory proximal policy optimization (LSTM-PPO) is proposed to jointly optimize the beamforming, RIS phase shifts, and power splitting ratio.



In particular, SEE is of great practical importance for UAVs. SEE jointly considers secure performance and propulsion energy consumption. For the fixed-wing UAV, propulsion energy consumption is strongly coupled with UAV flight trajectory, velocity, and acceleration, making the optimization problem highly challenging. To the best of our knowledge, the joint optimization of RSMA-based communication resource allocation and the trajectories of UAVs to maximize SEE under the fixed-wing propulsion energy consumption model has not yet been fully investigated.



Motivated by these observations, this paper studies a secrecy energy efficiency (SEE) maximization problem for an RSMA-enabled UAV (RSMA-UAV) communication system. The main contributions are summarized as follows:




	
We establish a secure RSMA-UAV communication system, where one communication UAV (CUAV) can simultaneously establish RSMA communication links with two legitimate GUs, while a cooperative jamming UAV (JUAV) transmits interference to a ground eavesdropper (Eve), and formulate an SEE maximization problem.



	
To solve the non-convex problem, a block coordinate descent (BCD) method is adopted to decompose it into communication scheduling, CUAV transmit power allocation, JUAV trajectory, and CUAV trajectory optimization subproblems. An iterative algorithm based on the Dinkelbach method and SCA is developed to obtain the locally optimal solution.









2. System Model and Problem Formulation


2.1. System Model


Consider an RSMA-UAV communication system model as shown in Figure 1, where K legitimate GUs and an eavesdropper (Eve) are distributed within the target area. To improve the QoS in the RSMA group, the legitimate GUs are paired and divided into L groups by the K-means method [33], where   L = K / 2  . The ith GU in group l can be denoted as   G  U  l , i    , where l = 1, 2…, L and i = 1, 2. The position coordinates of   G  U  l , i     and Eve can be expressed as    q  l , i   =  {  x  l , i   ,  y  l , i   , 0 }    and    q e  =  {  x e  ,  y e  , 0 }  =  { 0 , 0 , 0 }   , respectively. One CUAV is used to establish an RSMA link with the legitimate GUs. A JUAV is deployed to transmit artificial jamming signals to interfere with Eve. We assume that GUs can perfectly cancel the jamming signal of the JUAV from the received signal. Both UAVs periodically fly above the target area with a task period of T. And the fixed flight height is H. For ease of analysis, we divide the UAV task period T into N time slots, i.e.,   T = N  δ t   , where   δ t   is the length of one time slot. Hence, the flight trajectory of CUAV and JUAV can be denoted as    q c   ( n )  =  {  x c   ( n )  ,  y c   ( n )  , H }    and    q j   ( n )  =  {  x j   ( n )  ,  y j   ( n )  , H }   , where   n = 1 , 2 , … , N  .



We assume that the channels between the UAVs and the GUs as well as the Eve are LoS links, i.e.,


   h  l , i    ( n )  =    β 0    d  l , i  2   ( n )     =    β 0    ∥   q c   ( n )  −  q  l , i     ∥  2     , ∀ n , l , i  



(1)






   h e   ( n )  =    β 0    d e 2   ( n )     =    β 0    ∥   q c   ( n )  −  q e    ∥  2     , ∀ n  



(2)






   h j   ( n )  =    β 0    d j 2   ( n )     =    β 0    ∥   q j   ( n )  −  q e    ∥  2     , ∀ n  



(3)




where    h  l , i    ( n )   ,    h e   ( n )   , and    h j   ( n )    denote the channel power gains between CUAV and   G  U  l , i    , CUAV and Eve, and JUAV and Eve in the n-th time slot. And   β 0   denotes channel power gain at the reference distance   d 0   = 1 m. During the flight period, the UAVs should satisfy the following kinematic constraints:


   q U   ( 1 )  =  q U   ( N )   



(4)






   v U   ( 1 )  =  v U   ( N )   



(5)






   v U   ( n + 1 )  =  v U   ( n )  +  ρ U   ( n )   δ t  , ∀ n  



(6)






   q U   ( n + 1 )  =  q U   ( n )  +  v U   ( n )   δ t  +   1 2    ρ U   ( n )   δ t 2  , ∀ n  



(7)




where   U ∈ { c , j }   denotes the CUAV or JUAV, and    v U   ( n )   , and    ρ U   ( n )    are the speed and acceleration of the UAVs in the n-th time slot, respectively.



To avoid inter-group interference, we assume that the CUAV can only provide communication services to one RSMA group at a time slot. And a binary scheduling variable    a l   ( n )    is introduced. If the CUAV serves the l-th group in the n-th time slot,    a l   ( n )  = 1  ; otherwise,    a l   ( n )  = 0  . Hence,    a l   ( n )    should satisfy the following constraints:


   a l   ( n )  ∈  { 0 , 1 }  , ∀ n , l  



(8)






    ∑  l = 1  L     a l   ( n )   ≤ 1 , ∀ n  



(9)







In the RSMA downlink, the information transmitted to the ith GU in the l-th group can be expressed as    W  l , i    ( n )   . It can be divided into common part    W  c , l , i    ( n )    and private part    W  p , l , i    ( n )   . The common part    W  c , l , i    ( n )    of two GUs in one RSMA group is combined into one common message    W  c , l    ( n )   , which is then encoded into the common stream    s  c , l    ( n )   . The private part    W  p , l , i    ( n )    is encoded into the private stream    s  p , l , i    ( n )    [18]. Then, the transmitted signal    s l   ( n )    of the CUAV is expressed as  


         s l   ( n )  =    p  l , c    ( n )     s  c , l    ( n )  +   ∑  i = 1  2       p  l , i    ( n )     s  p , l , i    ( n )   , ∀ n , l        



(10)




where    p  l , c    ( n )    is the transmit power for the common stream    s  c , l    ( n )    in the n-th time slot, and    p  l , i    ( n )    is the transmit power for the private stream    s  p , l , i    ( n )    in the n-th time slot.



At the receiver of   G  U  l , i    , the common stream is decoded first. The achievable rate of the common stream for   G  U  l , i     is given by


         R  c , l , i    ( n )  =  log 2    1 +     h  l , i    ( n )   p  l , c    ( n )     h  l , i    ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2       , ∀ n , l , i        



(11)




where   σ 2   is the noise power. And the private streams are decoded after removing the common stream by successive interference cancellation (SIC). The achievable rate of the private stream for   G  U  l , i     is denoted as


         R  p , l , i    ( n )  =  log 2    1 +     h  l , i    ( n )   p  l , i    ( n )     h  l , i    ( n )    ∑  m = 1 , m ≠ i  2     p  l , m    ( n )   +  σ 2       , ∀ n , l , i        



(12)




to ensure that all GUs can successfully decode the common stream    s  c , l    ( n )   , the achievable rate of the common stream should satisfy    R  c , l    ( n )  =  min i   R  c , l , i    ( n )   . For the Eve, the achievable rate of the common stream is expressed as


         R  c , l , e    ( n )  =  log 2    1 +     h e   ( n )   p  l , c    ( n )      ∑  m = 1  2     h e   ( n )   p  l , m    ( n )   +  γ j   ( n )  +  σ 2       , ∀ n , l        



(13)




where    γ j   ( n )  =  h j   ( n )   p j  t r     and   p j  t r    is the fixed transmit power of the JUAV. It is assumed that Eve cannot subtract the decoded common stream from the received signal. And the achievable rate of the private stream for   G  U  l , i     decoded by Eve is


         R  p , l , i , e    ( n )  =  log 2    1 +     h e   ( n )   p  l , i    ( n )     h e   ( n )   p  l , c    ( n )  +   ∑  m = 1 , m ≠ i  2     h e   ( n )   p  l , m    ( n )   +  γ j   ( n )  +  σ 2       , ∀ n , l , i        



(14)




hence, the achievable secrecy rate of the   G  U  l , i     in the l-th group can be expressed as


         R  l , i , t o t  sec   ( n )  =  R  c , l , i  sec   ( n )  +  R  p , l , i  sec   ( n )  , ∀ n , l , i        



(15)




where


         R  c , l , i  sec   ( n )  =  λ i      R  c , l    ( n )  −  R  c , l , e    ( n )    +  , ∀ n , l , i        



(16)






         R  p , l , i  sec   ( n )  =     R  p , l , i    ( n )  −  R  p , l , i , e    ( n )    +  , ∀ n , l , i        



(17)




where     [ x ]  +  = max   x , 0     and   λ i   is a non-negative constant, and     ∑  i = 1  2     λ i  = 1   .



Considering the propulsion power for the fixed-wing UAV during the flight, the propulsion power consumption at each time slot can be modeled as [34]  


   p  U   p r o    ( n )  =  κ 1    ∥  v U   ( n )  ∥  3  +    κ 2    ∥   v U    ( n )  ∥       1 +      ∥  ρ U   ( n )  ∥  2    g 2      , ∀ n  



(18)




where the propulsion power coefficients   κ 1   and   κ 2   are the constants related to the UAV design, and g is the acceleration of gravity.




2.2. Problem Formulation


In order to improve the secrecy performance of the system and reduce the propulsion energy consumption of both the CUAV and the JUAV, we define the ratio of the sum secrecy rate of the GUs to the propulsion power consumption of the two UAVs as SEE, i.e.,


  η =    R  s u m  sec   E  U A V      



(19)




where


   R  s u m  sec  =   ∑  n = 1  N      ∑  l = 1  L     a l   ( n )    ∑  i = 1  2     R  l , i , t o t  sec   ( n )      



(20)






   E  U A V   =   ∑  n = 1  N     p  s u m    ( n )    



(21)




where    p  s u m    ( n )  =  p  c   p r o    ( n )  +  p  j   p r o    ( n )   , and    p  c   p r o    ( n )   , and    p  j   p r o    ( n )    denote the propulsion power of the CUAV and JUAV in the n-th time slot, respectively.



We define the communication scheduling as   A = {  a l   ( n )  , ∀ n , l }  , the CUAV transmit power as   P =  {  p  l , c    ( n )  ,  p  l , i    ( n )  , ∀ n , l , i }   , the CUAV flight trajectory as    Q c  =  {  q c   ( n )  ,  v c   ( n )  ,  ρ c   ( n )  , ∀ n }    and the JUAV flight trajectory as    Q j  =  {  q j   ( n )  ,  v j   ( n )  ,  ρ j   ( n )  , ∀ n }   . Accordingly, we formulate an optimization problem as follows:


      max  A , P ,  Q j  ,  Q c         η    



(22a)






      s . t .         a l   ( n )  ∈  { 0 , 1 }  , ∀ n , l     



(22b)






             ∑  l = 1  L     a l   ( n )   ≤ 1 , ∀ n     



(22c)






             p  l , c    ( n )  +   ∑  i = 1  2     p  l , i    ( n )    ≤  P max  , ∀ n , l     



(22d)






            p  l , c    ( n )  ,  p  l , i    ( n )  ≥ 0 , ∀ n , l , i     



(22e)






            q U   ( n + 1 )  =  q U   ( n )  +  v U   ( n )   δ t  +   1 2    ρ U   ( n )   δ t 2  , ∀ n     



(22f)






            v U   ( n + 1 )  =  v U   ( n )  +  ρ U   ( n )   δ t  , ∀ n     



(22g)






            q U   ( 1 )  =  q U   ( N )      



(22h)






            d  U A V  2   ( n )  ≥  d  min  2  , ∀ n     



(22i)






            v U   ( 1 )  =  v U   ( N )      



(22j)






            v min  ≤  ∥  v U   ( n )  ∥  ≤  v max  , ∀ n     



(22k)






            ∥   ρ U    ( n )  ∥ ≤   ρ max  , ∀ n     



(22l)






            R  c , l    ( n )  ≥  R  c , l , e    ( n )  , ∀ n , l     



(22m)






            R  p , l , i    ( n )  ≥  R  p , l , i , e    ( n )  , ∀ n , l , i     



(22n)




where (22d) denotes that the maximum communication power of the CUAV is limited, and   P max   is the maximum transmit power at each time slot; (22e) denotes that the transmit power of the CUAV are non-negative; (22i) denotes the collision avoidance requirement among UAVs, where    d  U A V    ( n )  =  ∥  q c   ( n )  −  q j   ( n )  ∥    denotes the distance between the UAVs and   d min   denotes the minimum distance between UAVs; (22k) and (22l) denote the constraints of the velocity and acceleration of the UAV, where   v max  ,   v min  , and   ρ max   are the maximum UAV speed, minimum UAV speed, and maximum UAV acceleration; (22m) and (22n) denote the secrecy rate constraints of the common stream and private stream, respectively.





3. Solution Algorithm


Note that the problem (22) is a non-convex fractional programming (FP) problem. According to the BCD method, (22) is further decomposed into four sub-problems: communication scheduling optimization, CUAV transmit power optimization, JUAV trajectory optimization, and CUAV trajectory optimization.



By the Dinkelbach method [35], the objective functions of the problems can be transformed into


   R  s u m  sec  −  η ′   E  U A V    



(23)




where    η ′    needs to be updated based on the optimized results obtained by solving the specified problem.



3.1. Communication Scheduling Optimization


We optimize the communication scheduling  A  by fixing the CUAV transmit power  P , the CUAV flight trajectory   Q c  , and the JUAV flight trajectory   Q j  , which is given as


      max A         R  s u m  sec  −  η ′   E  U A V       



(24a)






      s . t .        ( 22 b ) , ( 22 c )     



(24b)







Since the communication scheduling variable    a l   ( n )    is a discrete binary variable, the problem (24) cannot be solved directly by CVX. Therefore, we relax    a l   ( n )    to be a continuous variable as


   0 ≤  a l   ( n )  ≤ 1 , ∀ n , l  



(25)




therefore, (24) is transformed into


      max A         R  s u m  sec  −  η ′   E  U A V       



(26a)






      s . t .        ( 22 c ) , ( 25 )     



(26b)







It is obvious that (26) is convex, which can be solved by CVX. Since the solution is not binary, we need to transform it into a binary form. By setting the largest    a l   ( n )    to 1 and the rest to 0 at every time slot, we can obtain the solution of  A .




3.2. CUAV Transmit Power Optimization


By fixing the communication scheduling  A , the CUAV flight trajectory   Q c  , and the JUAV flight trajectory   Q j  , the optimization problem for the CUAV transmit power  P  is given as


      max P         R  s u m  sec  −  η ′   E  U A V       



(27a)






      s . t .        ( 22 d ) , ( 22 e ) , ( 22 m ) , ( 22 n )     



(27b)




problem (27) is a non-convex problem. By introducing the variable    r c   ( n )    to replace    R  c , l    ( n )   , we can expand    R  l , i , t o t  sec   ( n )    as follows   


      R  l , i , t o t  sec   ( n )  ≥  λ i     r c   ( n )  +  log 2     h e   ( n )   p  l , 1    ( n )  +  h e   ( n )   p  l , 2    ( n )  +  γ j   ( n )  +  σ 2            +  log 2     h  l , i    ( n )   p  l , 1    ( n )  +  h  l , i    ( n )   p  l , 2    ( n )  +  σ 2    +  log 2     h e   ( n )   p  l , c    ( n )  +  h e   ( n )   p  l , m    ( n )  +  γ j   ( n )  +  σ 2          −  ϕ  l , i , 1    ( n )  −  ϕ  l , i , 2    ( n )     λ i  + 1   , ∀ n , l , i , m ≠ i     



(28)




where


   ϕ  l , i , 1    ( n )  =  log 2     h  l , i    ( n )   p  l , m    ( n )  +  σ 2    , ∀ n , l , i , m ≠ i  



(29)






    ϕ  l , i , 2    ( n )    =  log 2    h e   ( n )   p  l , c    ( n )  +  h e   ( n )    ∑  m = 1  2    p  l , m    ( n )  +  γ j   ( n )  +  σ 2   , ∀ n , l , i   



(30)




and the following constraint should be satisfied


   R  c , l , i    ( n )  ≥  r c   ( n )  , ∀ n , l , i  



(31)







And we get the upper bound of    ϕ  l , i , 1    ( n )    and    ϕ  l , i , 2    ( n )    by first-order Taylor expansion, i.e.,


         ϕ  l , i , 1    ( n )  ≤  ϕ  l , i , 1   u b    ( n )  =  ϕ  l , i , 1   ( o )    ( n )  +  φ  l , i , 1    ( n )     p  l , m    ( n )  −  p  l , m   ( o )    ( n )    , ∀ n , l , i , m ≠ i        



(32)






         ϕ  l , i , 2    ( n )  ≤  ϕ  l , i , 2   u b    ( n )  =  ϕ  l , i , 2   ( o )    ( n )  +        φ  l , i , 2    ( n )     p  l , c    ( n )  +   ∑  m = 1  2     p  l , m    ( n )   −   ∑  m = 1  2     p  l , m   ( o )    ( n )  −  p  l , c   ( o )    ( n )     , ∀ n , l , i        



(33)




where    ϕ  l , i , 1   ( o )    ( n )    denotes the values of    ϕ  l , i , 1    ( n )    at the local point    p  l , m   ( o )    ( n )   ,    φ  l , i , 1    ( n )    is the first-order derivative of    ϕ  l , i , 1    ( n )    at the local point    p  l , m   ( o )    ( n )   ,    ϕ  l , i , 2   ( o )    ( n )    denote the values of    ϕ  l , i , 2    ( n )    at the local point    p  l , c   ( o )    ( n )   ,    p  l , m   ( o )    ( n )   , and    φ  l , i , 2    ( n )    is the first-order derivative of    ϕ  l , i , 2    ( n )    at the local point    p  l , c   ( o )    ( n )   ,    p  l , m   ( o )    ( n )   .



And for    R  c , l , i    ( n )   , its lower bound can be expressed as


         R  c , l , i    ( n )  =  log 2     h  l , i    ( n )   p  l , c    ( n )  +  h  l , i    ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2    −  ϕ  l , i , 3    ( n )        ≥  R  c , l , i   l b    ( n )  =  log 2     h  l , i    ( n )   p  l , c    ( n )  +  h  l , i    ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2    −        ϕ  l , i , 3   ( o )   −  φ  l , i , 3    ( n )      ∑  m = 1  2     p  l , m    ( n )   −   ∑  m = 1  2     p  l , m   ( o )    ( n )     , ∀ n , l , i        



(34)




where    ϕ  l , i , 3    ( n )  =  log 2     h  l , i    ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2     ,    ϕ  l , i , 3   ( o )    ( n )    denote the values of    ϕ  l , i , 3    ( n )    evaluated at the local point    p  l , m   ( o )    ( n )    in the o-th iteration. And    φ  l , i , 3    ( n )    is the first-order derivative of    ϕ  l , i , 3    ( n )    at the local point    p  l , m   ( o )    ( n )    in the o-th iteration. And the following constraints should be satisfied


         R  c , l , i   l b    ( n )  ≥  r c   ( n )  , ∀ n , l , i        



(35)







The non-convex constraint (22m) can be approximated as


      r c   ( n )  +  log 2     h e   ( n )    p  l , 1    ( n )  +  p  l , 2    ( n )   +  σ 2  +  γ j   ( n )   ≥  ϕ  l , i , 2   u b    ( n )  , ∀ n , l , i     



(36)







And the non-convex constraint (22n) can be conservatively approximated as


         log 2    h  l , i    ( n )    p  l , 1    ( n )  +  p  l , 2    ( n )   +  σ 2   +  log 2    h e   ( n )    p  l , c    ( n )  +  p  l , m    ( n )   +  σ 2  +  γ j   ( n )            ≥  ϕ  l , i , 1   u b    ( n )  +  ϕ  l , i , 2   u b    ( n )  , ∀ n , l , i ,  m ≠ i     



(37)







Hence, (27) is transformed into a convex optimization problem as


      max P         R  s u m   sec , l b   −  η ′   E  U A V       



(38a)






      s . t .        ( 22 d ) , ( 22 e ) ,  ( 35 ) , ( 36 ) , ( 37 )     



(38b)




problem (38) can be solved by CVX, where    R  s u m , t o t   sec , l b   =   ∑  n = 1  N      ∑  l = 1  L     a l   ( n )    ∑  i = 1  2     R  l , i , t o t   sec , l b    ( n )      . And    R  l , i , t o t   sec , l b    ( n )    is given as follows


         R  l , i , t o t   sec , l b    ( n )  =  λ i     r c   ( n )  +  log 2     h e   ( n )   p  l , 1    ( n )  +  h e   ( n )   p  l , 2    ( n )  +  γ j   ( n )  +  σ 2            +  log 2     h  l , i    ( n )   p  l , 1    ( n )  +  h  l , i    ( n )   p  l , 2    ( n )  +  σ 2    +  log 2     h e   ( n )   p  l , c    ( n )  +  h e   ( n )   p  l , m    ( n )  +  γ j   ( n )  +  σ 2          −  ϕ  l , i , 1   u b    ( n )  −  ϕ  l , i , 2   u b    ( n )     λ i  + 1   , ∀ n , l , i , m ≠ i        



(39)








3.3. JUAV Flight Trajectory Optimization


In this subsection, by fixing the communication scheduling  A , the CUAV transmit power  P  and the CUAV flight trajectory   Q c  , we optimize the JUAV flight trajectory   Q j   as follows


      max  Q j          R  s u m  sec  −  η ′   E  U A V       



(40a)






      s . t .        ( 22 f ) , ( 22 g ) , ( 22 h ) , ( 22 i ) , ( 22 j ) , ( 22 k ) , ( 22 l ) ,        ( 22 m ) , ( 22 n )     



(40b)







By introducing variables    y  p , l , i , e   j a m    ( n )   ,    y  c , l , e   j a m    ( n )   ,    β  p , l , i , e   j a m    ( n )    and    β  c , l , e   j a m    ( n )   , the following constraints are obtained


         log 2   ( 1 +  e   y  p , l , i , e   j a m    ( n )    )  ≤  β  p , l , i , e   j a m    ( n )  , ∀ n , l , i        



(41)






         log 2   ( 1 +  e   y  c , l , e   j a m    ( n )    )  ≤  β  c , l , e   j a m    ( n )  , ∀ n , l        



(42)




which leads to the following constraints


         e  −  y  p , l , i , e   j a m    ( n )    ≤     h e   ( n )   p  l , c    ( n )  +  h e   ( n )    ∑  m = 1 , m ≠ i  2     p  l , m    ( n )   +  σ 2     h e   ( n )   p  l , i    ( n )     +     β 0   p j  t r      h e   ( n )   p  l , i    ( n )   d j 2   ( n )     , ∀ n , l , i        



(43)






         e  −  y  c , l , e   j a m    ( n )    ≤     h e   ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2     h e   ( n )   p  l , c    ( n )     +     β 0   p j  t r      h e   ( n )   p  l , c    ( n )   d j 2   ( n )     , ∀ n , l        



(44)







Due to the presence of the term   1 /  d j 2   ( n )   , (43) and (44) are non-convex. At the o-th iteration, given a local point      d  j   ( o )    2   ( n )   , we apply first-order Taylor expansion to construct a convex lower bound of   1 /  d j 2   ( n )    as


          1   d j 2   ( n )     ≥   1     d j  ( o )    2   ( n )     −   1      d j  ( o )    2   ( n )   2      d j 2   ( n )  −    d j  ( o )    2   ( n )   =  Γ  j   ( o )    ( n )  ,        



(45)




where    d j  ( o )   =  ∥  q j  ( o )    ( n )  −  q e  ∥    is the local point in the o-th iteration.



(43) and (44) can be expressed in the following form


         e  −  y  p , l , i , e   j a m    ( n )    ≤     h e   ( n )   p  l , c    ( n )  +  h e   ( n )    ∑  m = 1 , m ≠ i  2     p  l , m    ( n )   +  σ 2     h e   ( n )   p  l , i    ( n )     +     β 0   p j  t r      h e   ( n )   p  l , i    ( n )      Γ  j   ( o )    ( n )  , ∀ n , l , i        



(46)






         e  −  y  c , l , e   j a m    ( n )    ≤     h e   ( n )    ∑  m = 1  2     p  l , m    ( n )   +  σ 2     h e   ( n )   p  l , c    ( n )     +     β 0   p j  t r      h e   ( n )   p  l , c    ( n )      Γ  j   ( o )    ( n )  , ∀ n , l        



(47)







And (22m) and (22n) can be rewritten as the following forms


      R  c , l    ( n )  ≥  β  c , l , e   j a m    ( n )  , ∀ n , l     



(48)






      R  p , l , i    ( n )  ≥  β  p , l , i , e   j a m    ( n )  , ∀ n , l , i     



(49)







(22i) is non-convex with respect to    q j   ( n )   . And (22i) can be transformed into


   d  U A V   l b , j    ( n )  ≥  d  min  2  , ∀ n  



(50)




where    d  U A V   l b , j    ( n )    denotes the first-order Taylor expansion of    d  U A V  2   ( n )    with respect to    q j   ( n )   .



For (22k), a relaxed variable    τ j   ( n )    is introduced. Without the loss of optimality,    τ j   ( n )    should not exceed   ∥  v j   ( n )  ∥  , and thus the constraints of    τ j   ( n )    can be written as


    ∥  v j   ( n )  ∥  2  ≥  τ j    ( n )  2  , ∀ n  



(51)






   τ j   ( n )  ≥  v min  , ∀ n  



(52)




and the following constraints must be met


   ∥  v j   ( n )  ∥  ≤  v max  , ∀ n  



(53)







   p  j   p r o , u b    ( n )    is the upper bound of    p  j   p r o    ( n )   , which is shown as


   p  j   p r o , u b    ( n )  =  κ 1    ∥  v j   ( n )  ∥  3  +    κ 2    τ j   ( n )       1 +      ∥  ρ j   ( n )  ∥  2    g 2      , ∀ n  



(54)







However, (51) is still not convex. The lower bound of     ∥  v j   ( n )  ∥  2    is further expressed as


   v j  l b    ( n )  =   ∥  v j  ( o )    ( n )  ∥  2  + 2  v j  ( o )     ( n )  T     v j   ( n )  −  v j  ( o )    ( n )    , ∀ n  



(55)




where    v j  ( o )    ( n )    is the JUAV speed in the o-th iteration. Hence, (51) can be transformed into a convex constraint as


      v j  l b    ( n )  ≥  τ j    ( n )  2  , ∀ n     



(56)







Accordingly, the JUAV trajectory optimization problem can be formulated as


      max  Q j          R  s u m   sec , l b ,  q j    −  η ′   E  U A V  j      



(57a)






      s . t .        ( 22 f ) , ( 22 g ) , ( 22 h ) , ( 22 j ) , ( 22 l ) ,  ( 46 ) ,  ( 47 )        ( 48 ) ,  ( 49 ) ,  ( 50 ) ,  ( 52 ) ,  ( 53 ) ,  ( 56 )     



(57b)




where   R  s u m   sec , l b ,  q j     is the lower bound of   R  s u m  sec  , and   E  U A V  j   is the upper bound of   E  U A V   . (57) is convex and can be efficiently solved by CVX.




3.4. CUAV Flight Trajectory Optimization


By fixing the communication scheduling  A , the CUAV transmit power  P  and the JUAV flight trajectory   Q j  , we finally optimize the CUAV flight trajectory   Q c   as follows


      max  Q c          R  s u m  sec  −  η ′   E  U A V       



(58a)






      s . t .        ( 22 f ) , ( 22 g ) , ( 22 h ) , ( 22 j ) , ( 22 i ) , ( 22 k ) ,          ( 22 l ) , ( 22 m ) , ( 22 n )     



(58b)




problem (58) is a non-convex optimization problem. And we transform the objective function and constraints into convex forms.



The lower bound of    R  p , l , i    ( n )    can be expressed as


         R  p , l , i    ( n )  ≥  R  p , l , i   l b    ( n )  =  R  p , l , i   ( o )    ( n )  −  χ  p , l , i    ( n )      ∥  q c   ( n )  −  q  l , i   ∥  2  −   ∥  q c  ( o )    ( n )  −  q  l , i   ∥  2    , ∀ n , l , i        



(59)




where


         χ  p , l , i    ( n )  =     σ 2   β 0   p  l , i    ( n )    ln 2    σ 2     d  l , i   ( o )    2   ( n )  +  β 0    ∑  m = 1 , m ≠ i  2    p  l , m    ( n )       σ 2     d  l , i   ( o )    2   ( n )  +  β 0    ∑  m = 1  2    p  l , m    ( n )       , ∀ n , l , i        



(60)







For    R  c , l , i    ( n )   , we introduce the variable    β  c , l    ( n )    to replace it in the objective function. And the following constraint should be satisfied


         R  c , l , i    ( n )  ≥  β  c , l    ( n )  , ∀ n , l , i        



(61)







According to the above derivation, the lower bound of    R  c , l , i    ( n )    is


         R  c , l , i    ( n )  ≥  R  c , l , i   l b    ( n )  =  R  c , l , i   ( o )    ( n )  −  χ  c , l , i    ( n )      ∥  q c   ( n )  −  q  l , i   ∥  2  −   ∥  q c  ( o )    ( n )  −  q  l , i   ∥  2    , ∀ n , l , i        



(62)




where


         χ  c , l , i    ( n )  =     σ 2   β 0   p  l , c    ( n )    ln 2    σ 2     d  l , i   ( o )    2   ( n )  +  β 0    ∑  m = 1  2     p  l , m    ( n )        σ 2     d  l , i   ( o )    2   ( n )  +  β 0      ∑  m = 1  2     p  l , m    ( n )   +  p  l , c    ( n )         , ∀ n , l , i        



(63)




hence, we can get


         R  c , l , i   l b    ( n )  ≥  β  c , l    ( n )  , ∀ n , l , i        



(64)







And for    R  p , l , i , e    ( n )    and    R  c , l , e    ( n )   , the following expression is created


         log 2    1 +  e   y  p , l , i , e    ( n )      ≤  β  p , l , i , e    ( n )  , ∀ n , l , i        



(65)






         log 2    1 +  e   y  c , l , e    ( n )      ≤  β  c , l , e    ( n )  , ∀ n , l        



(66)






         e  −  y  p , l , i , e    ( n )    ≤     β 0   p  l , c    ( n )  +   ∑  m = 1 , m ≠ i  2     β 0   p  l , m    ( n )   +    σ 2  +  γ j   ( n )    μ  ( n )     β 0   p  l , i    ( n )     , ∀ n , l , i        



(67)






         e  −  y  c , l , e    ( n )    ≤      ∑  m = 1  2     β 0   p  l , m    ( n )   +    σ 2  +  γ j   ( n )    μ  ( n )     β 0   p  l , c    ( n )     , ∀ n , l        



(68)






        μ  ( n )  ≤  d  e  2   ( n )  , ∀ n        



(69)




where    y  p , l , i , e    ( n )   ,    y  c , l , e    ( n )   ,    β  p , l , i , e    ( n )   ,    β  c , l , e    ( n )    and   μ ( n )   are auxiliary variables and (69) is non-convex. We apply the Taylor expansion on the right-hand side of the expression, i.e.,


        μ  ( n )  ≤  d e  l b     ( n )  = ∥   q  c   ( o )    ( n )  −  q e    ∥  2  + 2     q  c   ( o )    ( n )  −  q e    T     q c   ( n )  −  q  c   ( o )    ( n )    , ∀ n        



(70)




where    q  c   ( o )    ( n )    is the local point in the o-th iteration.



For (22k), according to the derivation in Section 3.3, it can be obtained


   τ c   ( n )  ≥  v min  , ∀ n  



(71)






      v c  l b    ( n )  ≥  τ c    ( n )  2  , ∀ n     



(72)






   ∥   v c    ( n )  ∥ ≤   v max  , ∀ n  



(73)







And (22m) and (22n) can be rewritten as the following forms


      β  c , l    ( n )  ≥  β  c , l , e    ( n )  , ∀ n , l     



(74)






      R  p , l , i   l b    ( n )  ≥  β  p , l , i , e    ( n )  , ∀ n , l , i     



(75)







It can be observed that (22i) is non-convex with respect to    q c   ( n )   . And (22i) can be transformed into


   d  U A V   l b , c    ( n )  ≥  d  min  2  , ∀ n  



(76)




where    d  U A V   l b , c    ( n )    denotes the first-order Taylor expansion of    d  U A V  2   ( n )    with respect to    q c   ( n )   .



Hence, problem (58) is transformed into a convex optimization problem as


      max  Q c          R  s u m   sec , l b ,  q c    −  η ′   E  U A V  c      



(77a)






      s . t .        ( 22f  ) , ( 22 g ) , ( 22 h ) , ( 22 j ) , ( 22 l ) ,  ( 64 ) , ( 65 ) ,  ( 66 ) ,  ( 67 ) ,  ( 68 )        ( 70 ) , ( 71 ) , ( 72 ) ,  ( 73 ) , ( 74 ) , ( 75 ) ,  ( 76 )     



(77b)




where   R  s u m   sec , l b ,  q c     is the lower bound of   R  s u m  sec  , and   E  U A V  c   is the upper bound of   E  U A V   , and (77) can be solved by CVX.




3.5. Joint Optimization


We propose an alternating iterative optimization algorithm to solve (22) by alternately optimizing  A ,  P ,   Q j  , and   Q c   in Algorithm 1. When the algorithm reaches the maximum number of iterations or the objective value converges, we can obtain the suboptimal solution of (22).






	Algorithm 1 Alternating Iterative Optimization



	
	Require: 

	
Maximum iteration number   o max  ; iteration index   o = 1  ; communication scheduling   A  ( o )   ; CUAV transmit power   P  ( o )   ; CUAV trajectory   Q c  ( o )   ; JUAV trajectory   Q j  ( o )   




	  1:

	
repeat




	  2:

	
    Fix   P  ( o )   ,   Q c  ( o )   , and   Q j  ( o )   , solve (26) to obtain   A  ( o + 1 )   




	  3:

	
    Fix   A  ( o + 1 )   ,   Q c  ( o )   , and   Q j  ( o )   , solve (38) to obtain   P  ( o + 1 )   




	  4:

	
    Fix   A  ( o + 1 )   ,   P  ( o + 1 )   , and   Q c  ( o )   , solve (57) to obtain   Q j  ( o + 1 )   




	  5:

	
    Fix   A  ( o + 1 )   ,   P  ( o + 1 )   , and   Q j  ( o + 1 )   , solve (77) to obtain   Q c  ( o + 1 )   




	  6:

	
      o ← o + 1  




	  7:

	
until   o >  o max    or the objective value converges




	Ensure: 

	
Optimized  A ,  P ,   Q c   and   Q j  
















4. Simulation Results


In this section, we provide the simulation results of the proposed iterative algorithm. Table 1 shows the simulation parameters. First, we design the initial trajectories of the UAVs. The initial trajectory of CUAV is expressed as


      q  c   i n i    ( n )  =  (  R  m a x   cos α  ( n )  ,   R  m a x   sin α  ( n )  ,  H )      



(78)




where   α  ( n )  =    2 π ( n − 1 )   N − 1    ,  ∀ n   and   R max   denotes the distance between the Eve and the farthest legitimate GU. The initial trajectory of JUAV is expressed as


      q j  i n i    ( n )  =  (    R  m i n   2   cos α  ( n )  ,     R  m i n   2   sin α  ( n )  ,  H )      



(79)




where   R min   denotes the distance between the Eve and the nearest legitimate GU.



Figure 2 illustrates the distribution of legitimate GUs and the optimized flight trajectories of the CUAV and JUAV. Different colors along the trajectories represent the UAV positions at different time slots. It can be observed that each UAV returns to its initial location within one flight period. In addition, the optimized CUAV trajectory approaches each user group, ensuring improved channel conditions and enhanced communication performance.



Figure 3 depicts the SEE versus the number of algorithm iterations. It can be observed that the SEE gradually converges after the third iteration, which verifies the convergence performance of the proposed algorithm.



Figure 4 illustrates the relationship between the UAV speed and time slots for both the initial and optimized trajectories. It can be observed that, in the optimized trajectories of the CUAV and JUAV, the flight speeds are maintained at moderate levels to reduce propulsion energy consumption during flight, thereby improving the SEE.



Figure 5 presents the SEE versus the transmit power of the JUAV under different optimization schemes. Three benchmark schemes are considered: (1) optimizing only the CUAV trajectory, (2) optimizing only the JUAV trajectory, and (3) adopting the initial trajectories of both UAVs. In all three schemes, the transmit power of the CUAV and the communication scheduling are optimized. It can be observed that the proposed joint optimization scheme achieves higher SEE than the benchmark schemes, thereby demonstrating the effectiveness of the proposed algorithm.



Figure 6 depicts the distance variation between the two UAVs versus time slots. As observed, the distance between the CUAV and the JUAV varies with time but consistently remains above the predefined minimum distance, which ensures effective collision avoidance.



Figure 7 illustrates the communication scheduling versus time slots. It can be observed that the CUAV achieves a relatively balanced scheduling of different user groups, and the scheduling order is related to the UAV trajectory and the distribution of GUs.



Figure 8 illustrates the SEE versus the JUAV transmit power under different user grouping schemes. The benchmark scheme adopts random grouping of GUs within the target area. It can be observed that the proposed K-means grouping scheme achieves higher SEE than the benchmark, thereby demonstrating the effectiveness of the proposed method.



Figure 9 illustrates the average secrecy rate of the GUs versus the transmit power of the JUAV. It can be observed that, as the transmit power of the JUAV increases, the average secrecy rate of GUs also improves, which demonstrates that increasing the transmit power of the JUAV can enhance the secrecy performance of each GU.




5. Conclusions


This paper investigates the SEE maximization problem for an RSMA-UAV communication system. A communication UAV serving legitimate GUs and a cooperative jamming UAV are jointly deployed to enhance secure communication performance. Considering the propulsion energy consumption of fixed-wing UAVs, a non-convex optimization problem is formulated by jointly optimizing communication scheduling, CUAV transmit power allocation, and the trajectories of both UAVs. To address the coupling and non-convexity of the problem, the original problem is decomposed into four subproblems based on the BCD method, and an iterative optimization algorithm integrating the Dinkelbach method and SCA is proposed to obtain a locally optimal solution. Simulation results demonstrate that the proposed scheme improves the overall SEE compared with benchmark UAV trajectory schemes, and the proposed user grouping scheme outperforms the random grouping strategy.
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Figure 1. System model. 






Figure 1. System model.



[image: Aerospace 13 00485 g001]







[image: Aerospace 13 00485 g002] 





Figure 2. Optimal and initial trajectories of UAVs. 
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Figure 3. SEE versus the number of iterations. 
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Figure 4. UAV speed versus time slots under different optimization schemes. 
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Figure 5. SEE versus transmit power of the JUAV under different optimization schemes. 
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Figure 6. Distance between two UAVs versus time slots. 
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Figure 7. Communication scheduling versus time slots. 
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Figure 8. SEE versus transmit power of the JUAV under different user grouping schemes. 
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Figure 9. Average secrecy rate of GUs under different transmit power of the JUAV. 
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Table 1. Simulation Parameters.
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	Parameter
	Value





	Number of GUs: K
	6



	Number of groups: L
	3



	Channel power gain:   β 0  
	−30 dB



	Noise power:   σ 2  
	−70 dBm



	Length of one time slot:   δ t  
	0.5 s



	UAV flight altitude: H
	100 m



	Maximum speed of UAV:   v  m a x   
	50 m/s



	Minimum speed of UAV:   v  m i n   
	3 m/s



	Flight period of UAV: T
	35 s



	Maximum acceleration of UAV:   ρ  m a x   
	10 m/  s 2  



	Propulsion power coefficients of UAV:   κ 1  
	0.001



	Propulsion power coefficients of UAV:   κ 2  
	2250



	Minimum distance between UAVs:   d  m i n   
	20 m



	Maximum transmit power of CUAV:   P  m a x   
	1 W



	Transmit power of the JUAV:   p  j   t r   
	2 W
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