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Abstract

Civil aviation VHF communication is safety-critical, yet operational links are routinely
disturbed by atmospheric effects, aging hardware, and electromagnetic interference. The
resulting anomalies are typically weak, intermittent, and extremely rare, which makes real-
time detection difficult under strong temporal dependence and severe class imbalance. We
propose an end-to-end framework that couples (i) a learnable kernel projection for adaptive
nonlinear feature extraction, (ii) a differentiable relevance-redundancy objective for feature
refinement, and (iii) conditional temporal generation to augment minority anomaly patterns.
A lightweight CNN-LSTM head is used for streaming inference. Training uses a mixture of
operational anomalies and simulated degradation scenarios, while evaluation is conducted
using operational data only. Experiments on 1.2 million VHF frames collected from real
flight operations and ground station monitoring achieve an F1-score of 0.947, ROC-AUC of
0.972, and PR-AUC of 0.968, with an average inference latency of 34.7 ms.

Keywords: VHF communication; anomaly detection; learnable kernel; differentiable
MRMR; conditional GAN; temporal generation; hybrid deep learning; PHM

1. Introduction

Very High Frequency (VHF) communication continues to play a central role in civil
aviation voice and data exchange within line-of-sight coverage. It is used for routine air
traffic control coordination, flight operations, and emergency communication, so communi-
cation reliability is tightly linked to operational safety and efficiency [1]. Despite its long
history, maintaining stable performance under real operating conditions is still challenging.

In operational environments, VHF links are exposed to many sources of disturbance.
Atmospheric effects, stochastic propagation, hardware aging, multipath propagation, and
electromagnetic interference can all affect signal quality. These factors rarely lead to
immedjiate failure; instead, they often appear as intermittent degradations such as packet
loss, rising bit-error rates, signal fading, and latency variation. Although each effect may
seem minor on its own, their combined impact can gradually reduce communication
reliability when early-warning mechanisms are absent [2—4].

Figure 1 presents a simplified view of a civil aviation VHF communication system.
Aircraft communicate with ground stations through line-of-sight VHF channels, and the
resulting communication records are forwarded to air traffic control centers for monitoring
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and decision making. To extend coverage, modern aviation infrastructures increasingly
rely on relay links and satellite-assisted communication, while these technologies improve
connectivity, they also introduce additional heterogeneity and uncertainty, which increases
the need for continuous and intelligent monitoring.
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Figure 1. Simplified architecture of a typical civil aviation VHF communication system.

Traditional monitoring solutions such as Built-In Test Equipment (BITE), rule-based
diagnostics, and periodic inspection provide only limited reliability assurance. These
approaches are mainly designed to detect clear failures rather than subtle degradations
in continuous communication streams. Another challenge is the severe class imbalance
in operational monitoring data, where anomaly samples typically account for less than
1% of observations [5]. This combination of rarity, temporal dependence, and nonlinear
feature interaction makes conventional rule-based and supervised methods difficult to
apply effectively.

Deep learning has shown strong performance in wireless and network anomaly de-
tection. Convolutional neural networks (CNNs), recurrent neural networks (RNNs), and
hybrid spatiotemporal models can learn complex communication patterns directly from
data. However, applying these advances to aeronautical VHF monitoring is not straightfor-
ward. Real-time latency constraints, safety-critical requirements, and the need for stable and
interpretable behavior introduce additional design constraints that are often overlooked in
general wireless scenarios [6-9].

Prognostics and Health Management (PHM) has improved the reliability of aerospace
subsystems such as engines, avionics, and sensors [10,11]. Communication subsystems,
however, have received comparatively less attention. Unlike mechanical components that
often show gradual wear, communication channels are dominated by stochastic propaga-
tion and rapidly changing operating conditions. Effective VHF monitoring must therefore
handle strong nonlinearity, extreme anomaly sparsity, and strict real-time requirements
simultaneously [2,3].

Early communication anomaly detection mainly relied on statistical analysis and rule-
based indicators derived from signal-quality metrics such as SNR, BER, and RSSI. Although
interpretable and easy to deploy, these approaches typically assume stationary channel
conditions and struggle to capture nonlinear and time-varying degradation patterns [2,3].
Classical machine learning methods, including Support Vector Machines and Random
Forests, were later introduced to improve detection performance. These models often rely
on hand-crafted features and analyze frames independently, which limits their ability to
capture long-term temporal dependencies [9].

Recent work has explored deep learning for wireless anomaly detection. CNN-based
models learn hierarchical signal representations, while recurrent architectures such as
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LSTMs capture sequential communication behavior [7]. Hybrid architectures further com-
bine convolutional feature extraction with sequence modeling to improve performance [12].
Despite these advances, many studies still focus mainly on detection accuracy and pay
less attention to feature redundancy, extreme class imbalance, and real-time deployment
requirements in safety-critical aviation settings.

In parallel, nonlinear representation learning and generative modeling have attracted
growing attention. Kernel-based techniques such as KPCA provide effective nonlinear
feature extraction but rely on fixed kernels that may become suboptimal under nonstation-
ary channel conditions [13,14]. Mutual-information-based feature selection, particularly
the MRMR criterion, has been widely used to reduce redundancy [15,16]. Generative
Adversarial Networks (GANSs) have also been used to address class imbalance through
data augmentation; however, many existing approaches focus on frame-level generation
and do not explicitly model temporal structure or communication-state conditions [17-19].

These limitations motivate the development of an integrated framework that ad-
dresses nonlinear representation learning, redundancy-aware feature selection, imbalance
mitigation, and real-time sequential detection.

In this work, we propose an end-to-end anomaly detection framework that combines
learnable nonlinear representation, differentiable redundancy-aware feature shaping, and
condition-consistent temporal augmentation. A Learnable Kernel-Redundancy Projection
(LKRP) module replaces fixed kernel mappings and discrete feature selection with a para-
metric kernel and a differentiable relevance-redundancy objective, enabling task-adaptive
feature extraction for VHF communication signals [13]. A conditional temporal Wasserstein
GAN is introduced to synthesize anomaly sequences using communication-state variables
such as SNR, RSSI, and BER, improving minority anomaly coverage while preserving tem-
poral coherence [18,19]. The resulting features are analyzed by a lightweight CNN-LSTM
detector designed to satisfy real-time avionics latency requirements.

Civil aviation VHF communication operates under strict safety and regulatory require-
ments and is mainly used for pilot-ATC voice coordination. Communication quality varies
with flight phase, traffic density, terrain shielding, and sector handovers. In this setting, de-
graded links may affect situational awareness and workload. These characteristics motivate
the monitoring strategy adopted in this work.

The main contributions of this work can be summarized as follows:

e We propose a Learnable Kernel-Redundancy Projection module to obtain task-
adaptive nonlinear representations for VHF communication monitoring.

*  We develop a conditional temporal WGAN to generate anomaly sequences condi-
tioned on communication states, which alleviates the extreme class imbalance.

e We design a lightweight CNN-LSTM detector that supports real-time inference under
strict latency constraints.

e We validate the proposed framework on a large-scale operational VHF dataset and
demonstrate improved detection performance and practical deployment feasibility.

The remainder of this paper is organized as follows. Section 2 reviews related work.
Section 3 presents the proposed methodology. Section 4 describes the dataset and experi-
mental setup. Section 5 reports experimental results, and Section 6 concludes the paper.

2. Related Work

Research on anomaly detection for aviation VHF communication draws from several
areas, including PHM, wireless signal monitoring, nonlinear representation learning, and
generative modeling. Compared with terrestrial wireless networks, aeronautical commu-
nication operates under stricter safety, coverage, and reliability constraints. Rather than
treating these research directions separately, this section reviews prior work from the per-
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spective of complete anomaly-detection pipelines and identifies the remaining challenges
for aviation VHF monitoring.

2.1. Discriminative Approaches for Communication Anomaly Detection

PHM has become an important enabler of reliability improvement and condition-
based maintenance in aerospace systems. A large body of work has demonstrated its value
for engines, avionics, sensors, and structural components, where degradation often evolves
gradually and can be analyzed using historical trends [10,11,20,21].

Communication subsystems present a different set of challenges. VHF links are
strongly affected by environmental variability and stochastic propagation, resulting in
degradation patterns that are intermittent and difficult to model. As a result, mon-
itoring efforts have traditionally focused on hardware diagnostics or coarse channel-
quality indicators rather than frame-level anomaly detection in continuous communication
streams [1,2,22]. Related work in aerospace and industrial PHM highlights the increasing
role of data-driven monitoring in complex engineering systems [20,21,23,24].

Early work on communication anomaly detection relied on statistical thresholds, hy-
pothesis testing, and classical machine learning methods such as Support Vector Machines
and Random Forests. Although these approaches are interpretable and easy to deploy,
they typically treat samples independently and therefore struggle to capture nonlinear
temporal dependencies.

More recently, deep learning has improved anomaly detection in wireless and net-
worked environments [25,26]. CNN-based models learn hierarchical signal representations,
while recurrent architectures such as LSTMs capture temporal behavior in communica-
tion sequences [7]. Hybrid spatiotemporal models combine convolutional and recurrent
components to further enhance performance [12]. Related work has also explored spec-
trum monitoring, software-defined networking, and model-fusion strategies for large-scale
network anomaly detection [25,27,28].

Despite these advances, many discriminative approaches assume that datasets are
relatively balanced and they rely on fixed feature representations. In aviation VHF monitor-
ing, anomalies are extremely rare and channel conditions are highly nonstationary, which
limits the robustness of purely discriminative models.

2.2. Kernel-Based Representation Learning and Feature Selection

Kernel Principal Component Analysis (KPCA) has long been used for nonlinear
feature extraction in monitoring and fault diagnosis [13,14]. By mapping observations into
a reproducing kernel Hilbert space, KPCA enables linear analysis of complex nonlinear
structures. However, classical KPCA relies on predefined kernels and fixed projections,
which may become suboptimal as data distributions evolve.

Recent studies have investigated learnable kernel parameterizations that adapt to
specific tasks and datasets [13]. More broadly, advances in neural representation learning
emphasize the importance of adaptive feature extraction for complex monitoring data.
Sparse representation methods such as matching-pursuit networks can learn interpretable
time-frequency representations for fault diagnosis [29], while attention-guided graph
models capture structural dependencies and improve reliability prediction in PHM applica-
tions [30]. These studies highlight the need for flexible feature representations in complex
monitoring scenarios.

High-dimensional monitoring data also contain redundant or weakly informa-
tive features. Mutual-information-based feature selection, particularly the minimum-
redundancy-maximum-relevance (MRMR) criterion, is widely used to address this is-
sue [15,16]. However, MRMR is usually implemented through greedy search and offline
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estimation, making it difficult to integrate into gradient-based end-to-end learning frame-
works. Consequently, representation learning and feature selection are rarely optimized
jointly with the detection model.

2.3. Generative Models for Imbalanced Anomaly Detection

Class imbalance remains a major challenge in anomaly detection. Generative Adver-
sarial Networks (GANs) have therefore been widely explored as a way to augment minority
classes [17]. Wasserstein GANs with gradient penalty (WGAN-GP) improve training stabil-
ity and have been successfully applied in fault diagnosis and anomaly detection [18,19,31].

Many existing approaches focus on static or frame-level data. Temporal dependencies
are often overlooked, and communication-state variables such as SNR, RSSI, and BER are
rarely incorporated into the generation process, which limits the realism and diversity of
synthetic samples [32-35].

Recent studies have extended GAN-based anomaly detection beyond traditional
fault-diagnosis scenarios. GAN variants have been applied to industrial control systems
using dual auto-encoder architectures to capture complex system dynamics [33]. Temporal
GAN models such as TadGAN highlight the importance of sequence-level generation
for time series anomaly detection [34]. In wireless and networking contexts, conditional
GAN-based augmentation has been investigated to improve robustness under distribution
shifts and limited anomaly samples [35]. Together, these studies show that incorporat-
ing temporal structure and contextual information is important for generating realistic
minority anomalies.

2.4. Research Gap

Although substantial progress has been made in communication and PHM anomaly
detection, several challenges remain for real-time VHF monitoring. Discriminative models
often rely on fixed representations and struggle under extreme class imbalance. Kernel
projection and feature selection are usually performed offline and cannot be optimized
jointly with the detector. Current generative approaches also rarely combine temporal
modeling with communication-state conditioning.

These limitations motivate the development of a unified framework that combines learn-
able kernel-based representation learning, differentiable redundancy-aware feature shaping,
and conditional temporal generative augmentation for real-time VHF anomaly detection.

3. Methodology
3.1. Framework Overview

This work develops a unified framework for real-time anomaly detection in VHF commu-
nication signals. The framework integrates nonlinear feature projection, redundancy-aware
representation learning, condition-aware temporal data augmentation, and lightweight
sequential detection within a single processing pipeline.

Let X = {x1,...,xn} € RN*? denote the raw VHF feature set and C = {cy,...,cn}
the corresponding labels, where ¢; € {0,1} indicates normal and anomalous states [2,5].
Each frame x; is associated with a communication condition vector s; (e.g., SNR, RSSI, BER,
and PER), which provides contextual information used during condition-aware augmentation.

The processing pipeline is illustrated in Figure 2. The workflow begins with pre-
processing and standardization of raw VHF communication frames. The normalized
features are then mapped into a nonlinear representation space using the Learnable Kernel-
Redundancy Projection (LKRP) module [13]. To address severe class imbalance, a con-
ditional temporal WGAN is trained to generate anomaly-like sequences in the learned
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feature space [18,19,31,36]. A sliding window CNN-LSTM detector then produces real-time
anomaly scores for continuous monitoring [12].

Overall Framework of the Proposed LKRP-CT-WGAN-Enhanced Real-Time Anomaly Detection System

Conditional
Temporal WGAN
(Training Phase Only)

Communication [—|
Data

Augmented Anomaly

Preprocessing Sequences Sliding-Window

& Standardization ’ LKRP_ . ’ CNN-LSTM Detector
Feature Projection

Real-Time
Anomaly Score

Figure 2. Overview of the LKRP-CT-WGAN-CNN-LSTM pipeline for real-time anomaly detection
in civil aviation VHF communication systems. The framework combines learnable nonlinear feature
projection, condition-aware temporal augmentation, and hybrid spatiotemporal detection under
severe class imbalance and strict avionics latency requirements.

The LKRP module produces compact feature representations that preserve nonlinear
structure under nonstationary channel conditions. During training, CT-WGAN increases
the diversity of anomaly samples in a condition-consistent manner. The CNN-LSTM
detector operates on the resulting feature sequences and outputs anomaly scores suitable
for continuous onboard and ground monitoring.

For clarity, we summarize the overall learning objective of the framework as a single
loss that collects the contributions of LKRP, CT-WGAN, and the CNN-LSTM detector:

Liotar = Leif +aLer + PLLk + YLDMR- (1)

Here, L) denotes the CNN-LSTM classification loss [12], Lcr represents the con-
ditional temporal WGAN adversarial loss [18,19,31,36], L] x regularizes structure preser-
vation in the learnable kernel projection [13], and Lppr encourages high relevance and

low redundancy via a differentiable minimum-redundancy-maximum-relevance (MRMR)
objective, hereafter referred to as differentiable MRMR (DMR) [15,16].

Training Strategy

Equation (1) summarizes the overall objectives of the framework. Although the losses
are jointly defined, the modules are trained sequentially in practice to improve stability
and convergence.

First, LKRP and DMR are pretrained using L1 x + YLpmr. Second, CT-WGAN is
trained on LKRP embeddings of anomaly sequences. Finally, the CNN-LSTM detector is
trained on the augmented dataset and LKRP is jointly fine-tuned with the detector using
Lf- During inference, the CT-WGAN module is removed and only LKRP projection and
the CNN-LSTM detector are executed.

3.2. Data Acquisition and Preprocessing

Raw VHF communication data are collected from aircraft operational flight logs
and ground station monitoring records, supplemented by controlled channel-degradation
scenarios designed to emulate representative real-world disturbances. For each commu-
nication frame x;, a set of key radio frequency and link quality indicators is extracted,
including signal-to-noise ratio (SNR), bit error rate (BER), received signal strength indicator
(RSSI), packet error rate (PER), retransmission count, and transmission latency. These quan-
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tities form the raw feature vector x; € R? and the condition vector s; used for conditional
generation [2,3].

3.2.1. Dataset Clarification

The training data combine operational anomalies with simulated degradation scenar-
ios in order to increase the coverage of rare abnormal patterns. In contrast, the test set
contains only operational anomalies so that the reported results reflect performance under
real-world conditions. Simulated data are used only for training and are not used in the
final evaluation.

3.2.2. Operational Data Context

The dataset originates from routine civil aviation VHF communication operations
involving short- and medium-haul aircraft. The recordings cover multiple flight phases,
including climb, cruise, and descent, and were obtained from different airspace regions
with varying traffic density and propagation conditions. These variations introduce realistic
channel nonstationarity and environmental diversity into the monitoring data.

3.2.3. Feature Standardization

Let x;; denote the j-th feature of frame x;. Each feature dimension is standardized to
zero mean and unit variance:

z

norm __

X‘
i,j
7j

ey W= L Nig (T]'ZZN‘ (xij — 1) 2)

i=1 i

Il
—

In matrix form, the normalized data matrix is expressed as
X=(x-1")z, ©

where y € R? collects the feature means, ¥ = diag(cy,...,04),and 1 € RN denotes an
all-ones vector. The normalized matrix X serves as the input to the LKRP module [13].

3.2.4. Temporal Segmentation

To enable sequential anomaly modeling, the normalized feature sequence is segmented
into overlapping temporal windows. These windows are later used for both generative
augmentation and sliding window anomaly detection, as described in the following Sec-
tions [12].

In aviation operations, variations in SNR, BER, and RSSI reflect changes in air-ground
communication reliability. Abnormal temporal patterns in these indicators may correspond
to reduced voice clarity, fading, or unstable sector transitions. The anomalies considered
here therefore represent early signs of communication degradation.

3.3. Learnable Kernel-Redundancy Projection (LKRP)

To overcome the limitations of fixed-kernel projection and offline feature selection, the
LKRP module learns a kernel-inspired nonlinear mapping that is optimized jointly with the
downstream detection objective [13,15,16]. In aeronautical VHF monitoring, fixed kernel
hyperparameters and offline selection may be insufficient under nonstationary channel
conditions, extreme anomaly sparsity, and strict latency constraints [1-3].

Motivated by these limitations, the proposed Learnable Kernel-Redundancy Projec-
tion (LKRP) module adopts a kernel-inspired nonlinear projection that is jointly opti-
mized with downstream detection objectives [13]. Unlike classical KPCA, LKRP learns
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a compact projection that preserves salient structure while supporting discriminative
anomaly detection.

3.3.1. Parametric Kernel Mapping

We introduce a parametric kernel operating on a learnable linear transformation of
the input. Let W € R%*? be a trainable projection matrix and ¢ > 0 a trainable kernel
bandwidth. The learnable RBF kernel is defined as

[Wx; — Wx;||3
Ko (x;, x]') = eXP<_102]2 ’ 4)
where § = {W, 0} are learnable parameters. The kernel matrix becomes
Ko = [Kg(x;, x))]}_y € RNV, (5)
Kernel centering is performed as
Ro = Ko — —11T Ky — ~Ko11T + —-11TKp11" (6)
0 6~ N 6~ 7y ko N2 p11 .

Instead of eigen decomposition, projection directions are parameterized as a learnable
matrix Uy € RV*™ optimized via gradient descent. The LKRP embedding is

Z= IZG UQ, (7)
where each row z; € R" represents the nonlinear embedding of frame x;.

Efficient Inference via Anchor-Based Kernel Approximation

Direct kernel evaluation scales quadratically with the number of samples. To enable
real-time deployment, LKRP adopts an anchor-based Nystrom approximation (a low-rank
kernel approximation method). During training, a fixed set of anchor points is learned from
the training data. During inference, embeddings for streaming frames are computed only
with respect to the anchors, reducing computational complexity from O(N?) to O(NM)
with M < N anchors.

Implementation note: In practice, Z is computed via the centered kernel matrix without
explicit reproducing kernel Hilbert space (RKHS) feature construction, enabling efficient
end-to-end optimization.

3.3.2. Learnable Kernel Reconstruction Loss

To preserve nonlinear structure, a reconstruction-inspired regularizer is introduced. A
linear decoder V € R"*4 maps embeddings back to the input space:

X=2zvT'. (8)
The learnable kernel loss is defined as
Lix = [X-X|3 )

which encourages the kernel parameters and projection matrices to retain salient nonlinear
structure in VHF features.

https://doi.org/10.3390/aerospace13030270


https://doi.org/10.3390/aerospace13030270

Aerospace 2026, 13, 270

9 of 31

3.3.3. Differentiable MRMR Loss

Although the LKRP embedding is low-dimensional, some components may still be
redundant or weakly informative. We therefore integrate a differentiable MRMR (DMR)
objective [15,16]. Let Z € RN*™ and define a soft selection vector w € R’ constrained on
the simplex

Ay ={weRY: 17w =p}. (10)

Mutual information is estimated using a neural estimator inspired by mutual infor-
mation neural estimation (MINE) [37]. In practice, the joint distribution is obtained from
paired samples within each mini-batch, while the product of marginals is approximated by
randomly shuffling samples across the batch.

Iy(A; B) = By (g p) [Ty (a,0)] — 108 E a1 [exp(Ty(a, b))]. (11)

Using this estimator, relevance and redundancy are defined as
Ire = Up(Fi O Ly = (i fi)llye (12)
The differentiable MRMR loss becomes
Lomr = —w' Ijc + \w ' Trpw. (13)

3.3.4. Optimization Strategy

Neural mutual-information estimation can be sensitive under extreme anomaly spar-
sity. To improve stability, Ty is implemented as a lightweight MLP and trained with
mini-batch estimation and gradient clipping, while an exponential moving average stabi-
lizes the log-partition term [37].

The selection weights are updated via projected gradient descent:

0 =TIy (w00 = §VyLomr (@")), (14)

where 7 is the learning rate and I1,, denotes projection onto the simplex Aj,. After training,
the top-p components according to w are retained to form the final LKRP feature vector
used by subsequent modules.

The mutual-information relationships among the selected features, computed on the
training set after LKRP pretraining, are visualized in Figure 3.

10.4

10.2

G QRGO LR R

Figure 3. Mutual information matrix among the MRMR-selected features, computed on the training
set after LKRP pretraining. The results show reduced redundancy and strong relevance of the retained
LKRP components.
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3.4. Conditional Temporal WGAN for Imbalance Mitigation

Severe class imbalance is a major challenge in aviation communication datasets. To
increase anomaly coverage, a conditional temporal WGAN (CT-WGAN) is used to generate
anomaly-like feature sequences conditioned on communication states [18,19,31,36]. The
architecture of the proposed CT-WGAN is illustrated in Figure 4.

Conditional Temporal WGAN Architecture And Training Scheme

Real Anomaly Sequence

Latent Noise
z ~ Pz

Condition Sequence
s

. Conditional Critic
Interpolation o~ D(Z,s) o~ LD
> Z =¢eZ + (1-e)Zg "| Estimates Wasserstein o -
Distance
Conditional Temporal Generator
G(z,s) Generator
Temporal Blocks (LSTM / ConviD) [ Gen;ggﬁziéél %glaly —>| 1o0ssL G
Sequence-to-Sequence Mapping -

Figure 4. Architecture of the conditional temporal WGAN (CT-WGAN). The generator produces
anomaly-like temporal sequences conditioned on communication-state variables, while the critic
enforces temporal realism and condition consistency through Wasserstein adversarial training.

Let {Z;}]_, denote a temporal sequence of LKRP features and {s;}_; the corresponding
communication condition sequence (e.g., signal-to-noise ratio (SNR), received signal strength
indicator (RSSI), bit error rate (BER), and packet error rate (PER)). The generator receives
latent noise z ~ P, and condition sequence s ~ P to synthesize anomaly-like sequences:

Zs = G(z,5), z~ P, s~ P (15)

The critic takes both feature sequences and conditions as input, D(Z,s), and the
conditional Wasserstein distance is approximated as

W(P,, Pg) = sup E(z.p[D(Z,5)] —Ez,
[DllL<1

[D(Zg,5)]- (16)

NPg

The training dynamics and condition consistency of the proposed CT-WGAN are
illustrated in Figure 5. The Wasserstein distance gradually decreases and stabilizes during
training, indicating reliable adversarial convergence. The dynamic time warping (DTW)-
based condition consistency analysis further shows that generated sequences follow diverse
communication condition trajectories rather than repeating identical patterns.
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Estimated Wasserstein distance

-
o

e
©

o
=)

N
~

e
v

o
0.20 4
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5 0.15 4
2
c]
=]
— 0.101
[}
N — A 2
E
o
Z 0.05

250 500 750 1000 1250 1500 1750 2000 0.00 ;

Training iterations Real vs. CTWGAN

Figure 5. CT-WGAN training dynamics and condition consistency. (Left): Wasserstein distance
convergence during training. (Right): DTW-based condition consistency between real and generated
sequences. Circles denote real anomaly sequences and triangles denote generated sequences.

3.4.1. Gradient Penalty Regularization

To enforce the Lipschitz constraint and stabilize training, a gradient penalty is
applied [19,31,36]. Interpolated samples are defined as

Z=€eZ+(1—-¢€)Z,  €~U(01). (17)
The critic loss becomes
5, 2
Lp = ~E(z5.pD(Z,5) + E(z,5)p,D(Zg,5) + AE 3 (IIV2D(Z,5)[2 = 1)".  (18)

The generator loss is
EG = _E(Zg,S)NPgD(Zg’S)‘ (19)

Optimization Clarification

The critic and generator are optimized alternately by minimizing £p and L, respec-
tively. Accordingly, Lt in Equation (1) denotes the overall conditional adversarial training
objective of this alternating optimization.

The conditional adversarial loss used in Equation (1) is therefore

Lecr = Lp + Lg. (20)

3.4.2. Training-Time Data Augmentation

After training, generated anomaly sequences are merged with real anomaly data to
form an augmented training distribution:

Paug = (1 —p) P, + pPy, (21)

where p controls the proportion of generated anomaly samples. Importantly, CI-WGAN
is used exclusively during training; during inference the generative model is removed to
ensure real-time deployment.

3.5. Hybrid CNN-LSTM Anomaly Detector

The final detection head adopts a lightweight hybrid CNN-LSTM architecture operat-
ing on LKRP+DMR-refined feature sequences. The CNN front-end captures multi-scale
local temporal patterns, while the LSTM back-end models long-range dependencies and
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evolving communication dynamics, providing a favorable accuracy-latency tradeoff for
embedded VHF monitoring [12].

3.5.1. Sliding Window Construction

The construction of overlapping temporal windows used by the detector is illustrated
in Figure 6.

. X Tse . . .
Given the refined LKRP feature sequence {z;},”] with z; € R?, overlapping windows
of length T are constructed with stride s:

X, = {anlzin-‘rl/ .. ~/Ztn+T—l} S RTXP, t, =1+ (11 — 1)5 (22)

A window is labeled anomalous if it contains at least one anomalous frame. The
window-level label is formally defined as

Yn = maxcy, (23)

where W, denotes the set of frame indices contained in window Xj,.

Window Labeling Rationale

This labeling rule follows the monitoring requirement that the presence of any anoma-
lous frame within a window should raise an alert.

W3

W2

Wi

Window length T = 32

ﬁtride=§ ; ,
t t+8 t+16 t+24

» Time (frames)

Figure 6. Sliding window construction for sequential anomaly detection. Overlapping windows are
generated from LKRP feature sequences and labeled as anomalous if any frame within the window
is abnormal.

3.5.2. Multi-Branch Temporal CNN

Each window is processed by parallel convolutional branches with kernel sizes {3, 5, 7}
to capture short-, medium-, and long-range temporal patterns:

ky—1
hy = U( E Wi, o xt—r + bb) . (24)
=0
Max pooling provides temporal invariance:
fzh,]- = max hy;. (25)

teEN;(f)

Outputs from all branches are concatenated:

Henw = [1®); 1) 17)] € RT'*C, (26)
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3.5.3. BiLSTM Classification

A bidirectional LSTM models long-range dependencies and outputs anomaly proba-
bilities. Training uses class-weighted binary cross-entropy:

1 Nw . N
Lag = —x 21 (w1 log G + wo(1 — yu) log(1 — Ju)]. 27)
n:

3.5.4. Computational Complexity

The convolutional cost per window is approximated as

FLOPscnN & Y T ky Ciy Cout- (28)
b

The BiLSTM cost per window is approximated as
FLOPsgjistm & 2T - 4h(C + h). (29)
The fully connected layer cost per window is approximated as
FLOPsgc ~ T'C. (30)
The total detector complexity is
FLOPsge; = FLOPscnn + FLOPsgipstv + FLOPspc. (31)

Only LKRP and CNN-LSTM are used during inference, ensuring real-time deploy-
ment feasibility.

3.6. Summary of the Proposed Framework

The proposed method combines three complementary components for VHF commu-
nication monitoring. The LKRP module learns a nonlinear feature space while reducing
redundancy in the learned representations. The CT-WGAN expands minority anomaly
samples during training by generating condition-consistent temporal sequences. The
CNN-LSTM detector operates on sliding window LKRP features to produce real-time
anomaly predictions.

During deployment, only LKRP and the CNN-LSTM detector are executed, ensur-
ing low computational cost and predictable runtime behavior. This design allows the
model to handle nonlinear signal characteristics, temporal dependencies, and extreme class
imbalance while remaining suitable for real-time avionics monitoring.

4. Experiments

This section describes how the proposed LKRP-CT-WGAN framework is evaluated.
We introduce the dataset, baseline methods, evaluation metrics, implementation details,
and the overall experimental procedure. The experimental design follows commonly
adopted practices in PHM-oriented anomaly detection under severe class imbalance [5,6]
and follows experimental settings commonly used in communication and deep anomaly-
detection studies [4,7,8,12,38].

4.1. Dataset Description

The dataset contains approximately 1.2 x 10° VHF communication frames, of which
fewer than 1% are labelled as anomalous. This level of imbalance is common in operational
monitoring data [3,5,7]. The evaluation therefore focuses on imbalance-aware metrics
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such as Fl-score, PR-AUC, and ROC-AUC rather than accuracy alone [7,8]. The data
were used exclusively for monitoring research and do not include safety-critical control
decisions. All data were anonymized and processed in accordance with aviation data-
protection requirements.

4.1.1. Real-World VHF Dataset

The operational data come from civil flights spanning roughly 2000 flight hours. The
recordings include VHF communication logs together with ground station monitoring data.
Each frame includes link quality indicators such as SNR, BER, RSSI, PER, retransmission
count, and transmission latency, which are commonly used in wireless anomaly-detection
studies [2,3].

4.1.2. Simulated Degradation Anomalies

Because real anomalies are limited, additional degradation scenarios were generated
using a channel emulator. These scenarios include fading, multipath interference, Doppler
shifts [1], amplifier degradation, and additive noise. The use of both operational and
simulated anomalies helps broaden the coverage of representative degradation patterns
during training when real samples are scarce [1-3].

4.1.3. Anomaly Definition and Labeling

A frame is marked as anomalous when abnormal communication-quality patterns
appear, such as sustained BER/PER spikes, abrupt RSSI drops, or bursts in latency
and retransmissions that exceed operational thresholds recorded in the monitoring
logs. For simulated data, the anomaly labels are inherited directly from the injected
degradation scenarios.

Figure 7 shows representative temporal trajectories of key communication indicators
and illustrates the coupled degradation behavior that motivates the use of temporal modeling.

4.1.4. Leakage-Aware Data Split

To avoid temporal leakage, the dataset is partitioned into training (60%), valida-
tion (20%), and test (20%) splits at the flight/session level (i.e., all frames from the same
flight/session belong to exactly one split) [7,8]. Anomalies are present in all splits, but no
anomaly segments are shared across splits.

4.1.5. Dataset Statistics

Table 1 summarizes key dataset statistics and the sliding window parameters used
throughout the experiments.

Table 1. Summary of dataset and sliding window statistics.

Item Value

Total number of frames ~1.2 x10°
Number of features per frame (d) 6
Anomalous frames ratio <1%
Flight/session duration ~2000 flight hours
Train/Validation/Test split 60% /20% /20%
Sliding window length (T) 32 frames
Sliding window stride (s) 8 frames
LKRP embedding dimension (1) 50

DMR retained components (p) 20

The monitoring logs were recorded at an effective frame rate of approximately 5-10 Hz
after preprocessing and quality filtering.
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Figure 7. (a,b) Signal-to-noise ratio (SNR), (c,d) received signal strength indicator (RSSI), (e,f) bit error
rate (BER), and (g h) end-to-end latency. The left column corresponds to normal communication, and
the right column shows an anomaly interval (shaded region). During the anomaly, RSSI decreases,
followed by a delayed reduction in SNR, a rapid increase in BER, and a pronounced rise in latency.
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4.1.6. Proportion of Operational vs. Simulated Anomalies

In civil aviation monitoring, naturally occurring communication anomalies are extremely
rare and cannot provide sufficient coverage for training deep models. To improve anomaly
diversity during training, simulated degradation scenarios are therefore incorporated.

Specifically, anomaly samples in the training set consist of approximately 80% simu-
lated degradation anomalies and 20% operational anomalies. Simulated anomalies are used
only during training, while the validation and test sets contain operational (real-world)
anomalies exclusively.

This protocol evaluates generalization from mixed training anomalies to purely real
anomalies. Although simulated degradations cannot reproduce all real-world conditions,
they provide controlled coverage of representative failure mechanisms and help improve
robustness when real anomaly samples are limited.

The composition of operational and simulated anomalies across dataset splits is sum-
marized in Table 2.

Table 2. Composition of operational vs. simulated anomalies.

Split Operational Anomalies Simulated Anomalies Notes
Training ~20% ~80% used for model training
Validation 100% 0% real anomalies only
Test 100% 0% real anomalies only

Besides domain-specific aviation data, public RF datasets such as CommRad RF
provide useful reference benchmarks for communication signal detection and classification
studies [39].

4.2. Baseline Methods

We compare the proposed approach with representative classical and deep learning
baselines that are commonly used in communication anomaly detection and PHM-oriented
learning [5,7,8]:

¢  SVM (RBF) trained on standardized raw features.

¢ Random Forest (RF) with 200 trees and Gini splitting.

e PCA-LR: linear PCA on raw features followed by logistic regression.

e Autoencoder (AE) trained to reconstruct raw frames, using reconstruction error for
anomaly scoring.

e LSTM Autoencoder (LSTM-AE) for sequence reconstruction-based anomaly detection.

*  Variational Autoencoder (VAE) as a probabilistic generative anomaly detector.

4.2.1. Transformer-Based Baseline

To compare with recent deep sequential anomaly detection models, we additionally
implement a lightweight Temporal Transformer baseline, following established transformer-
based anomaly detection practices in time series and wireless settings [40]. The model uses
the same sliding window inputs as the CNN-LSTM detector for fair comparison [41]. The
sliding-window segmentation used in this work is illustrated in Figure 6.

4.2.2. Ablation Variants
To quantify the contribution of each proposed module, we report:

e CNN-LSTM (Raw): trained on normalized raw features without LKRP, DMR, or
CT-WGAN.

e LKRP(+DMR) + CNN-LSTM: trained on LKRP(+DMR) features without CT-WGAN
augmentation.
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¢  Full model (LKRP + CT-WGAN + CNN-LSTM): the complete framework.

4.3. Evaluation Metrics

Given the extreme imbalance, we report metrics beyond accuracy [7,8]. Let TP, TN, FP,
and FN denote confusion matrix entries:

TP+TN
ACCUIACY = o TN+ FP + EN” (32)
... TP
Precision = TP+ EP’ (33)
TP
Recall = —— 4
T TP+ EN 4
Fl— 2 - Precision - Recall (35)

Precision + Recall °

4.3.1. ROC-AUC and PR-AUC

We compute ROC-AUC by varying the decision threshold on the predicted anomaly
probability. Because ROC curves can be optimistic under strong imbalance, we also report
the area under the Precision—Recall curve (PR-AUC), which is more informative for rare
event detection [7,8].

4.3.2. False Alarm Rate (FAR) and Low-FAR Operating Points

Safety-critical monitoring is sensitive to false alarms. We report

FP

FAR = ————
FP+ TN’

(36)
and additionally evaluate detection performance under strict false-alarm constraints
by reporting the true positive rate at a fixed false alarm rate (FAR = 1%), denoted as
TPR |FAR = 1%. This operating point reflects practical monitoring settings where ex-
cessive false alarms may increase controller workload and reduce trust in automated
monitoring tools.

4.3.3. Latency

Detection latency is measured as average inference time per test frame:

1 DNeest

t;, 37
Ntest 1221 ' ( )

Latency =

where t; is the processing time for the i-th test frame.

4.4. Implementation Details

Implementation follows established practices for learnable kernel representations [13],
neural mutual-information estimation [37], adversarial augmentation [19,31,36], and hybrid
deep temporal modeling [12].

4.4.1. LKRP Configuration

The parametric RBF kernel in (4) initializes the bandwidth ¢ using a median heuris-
tic and updates it during training. The embedding dimension is set to m = 50. The
reconstruction-inspired loss Lk (cf. Equation (9)) is weighted by .
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4.4.2. Differentiable MRMR (DMR)

The selection vector w is initialized uniformly on the simplex with p = 20 effective
components retained. Mutual information terms are estimated using a lightweight neural
estimator (three-layer MLP) as in MINE [37], with mini-batch estimation and gradient
clipping for stability. The DMR loss Lpr is weighted by 7 and is motivated by MRMR-
style relevance-redundancy principles [15,16].

4.4.3. CI-WGAN

We adopt WGAN-GP training with gradient penalty A = 10 and five critic updates
per generator step for stability [19,31,36]. The model is trained for 50 epochs. CT-WGAN is
used only during training to generate condition-consistent anomaly sequences, following
conditional augmentation practice in wireless anomaly detection [2,3].

4.4.4. CNN-LSTM Detector and Windowing

The detector uses a multi-branch 1D CNN front-end with kernel sizes {3,5,7} and
max pooling, followed by a BILSTM with 128 hidden units per direction. Sliding window
parameters are T = 32 and s = 8.

4.4.5. Optimization and Training Schedule

All neural components are trained using Adam (x = 103, 81 = 0.9, B2 = 0.999) with
batch size 128. We adopt a two-stage strategy: (i) pretrain LKRP+DMR using L1 x + vLpmr
and train CT-WGAN using Lcr; (ii) train the CNN-LSTM detector on the augmented
dataset and then jointly fine-tune LKRP and the detector under the full loss in Equation (1).
Early stopping is applied based on validation F1-score.

4.4.6. Hardware Platform

Training experiments were conducted on an NVIDIA RTX 3090 GPU. Inference latency
was measured in a CPU-only setting to reflect deployment in ground station monitoring
systems. All latency measurements correspond to single-sample inference (batch size = 1)
on an Intel Xeon-class CPU.

4.5. Experimental Procedure
The overall workflow follows the LKRP-CT-WGAN-CNN-LSTM pipeline (Figure 2):

1.  Preprocessing and splitting: Normalize frame-level features and partition the dataset
using leakage-aware flight/session-level splitting.

2. Representation learning (LKRP+DMR): Train LKRP with £;x and Lppr to obtain
compact, redundancy-suppressed embeddings.

3.  Conditional temporal augmentation (CT-WGAN): Train CT-WGAN on anomaly se-
quences in LKRP space and their condition sequences to generate condition-consistent
synthetic anomalies [19,31,36].

4.  Detector training: Construct sliding windows over LKRP+DMR feature sequences
and augment the minority class with CT-WGAN-generated anomaly windows. Train
the CNN-LSTM detector with £y.

5. Fine-tuning and evaluation: Jointly fine-tune LKRP and the detector under Equation (1)
and evaluate all baselines and variants on the held-out test set using the metrics in
Section 4.3.

4.5.1. Threshold Selection

For all probabilistic detectors, the decision threshold is selected on the validation set
to maximize F1-score and then applied to the held-out test set.
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4.5.2. Reproducibility

All experiments are repeated R = 5 times with different random seeds. For a metric
M, we report mean and standard deviation:

M=+ f M) (38)
a R r=1 '
1 & 2
Std(M) = 1 Y (M) —M)”. (39)

4.6. Reproducibility and Data Availability

The operational VHF communication dataset used in this study contains safety-critical
aviation data collected from routine flight operations and ground monitoring systems. Due
to aviation safety regulations and confidentiality constraints, the raw dataset cannot be
publicly released.

To facilitate reproducibility and future research, we will publicly release the following
resources upon publication:

*  The complete model implementation of the LKRP-CT-WGAN-CNN-LSTM framework.

¢  All training and evaluation scripts.

e  Hyperparameter configurations and preprocessing procedures.

* A synthetic benchmark dataset that preserves the statistical characteristics of the
operational data.

*  Detailed instructions to reproduce all experiments and figures reported in this paper.

These materials will enable independent verification of the proposed methodology
while respecting aviation data security requirements.

5. Results and Discussion

This section presents the main experimental results of the proposed LKRP + CT-
WGAN + CNN-LSTM framework. We first compare overall detection performance against
classical and deep baselines, and then examine the impact of individual components
through ablation results. All reported results are summarized as mean + standard deviation
over five runs with different random seeds, which is a common evaluation practice in
anomaly detection studies [7] and PHM-oriented research [8].

5.1. Overall Detection Effectiveness

Table 3 reports the performance of all benchmark methods. The proposed frame-
work achieves the best average results, with an F1-score of 0.947 + 0.003 and an AUC of
0.972 £ 0.002. Relative to the strongest baseline (VAE), the proposed method increases
F1 by 0.107 (absolute) and AUC by 0.061, indicating improved separability under rare
event conditions. The model also attains precision 0.932 and recall 0.963, which reduces
missed anomalies while keeping false alarms under control—a key requirement in safety-
critical aviation monitoring [3,7]. Overall, the gains are consistent across classical machine
learning baselines (SVM, RF, PCA-LR) and deep learning baselines (AE, LSTM-AE, VAE).
These results indicate that learnable nonlinear representations together with redundancy-
aware feature shaping improve class separability [13,15,16]. The hybrid temporal detector
also benefits from the resulting structured feature space [12]. In addition, the use of
condition-consistent augmentation helps improve detection performance under severe
class imbalance [18,19,31,36].
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Table 3. Overall performance comparison of anomaly detection methods (mean =+ std over 5 runs).

Bold values indicate the best performance across all methods.

Method Acc Prec. Rec. F1 AUC
SVM (RBF) 0.872 4 0.006 0.801 £ 0.008 0.734 +0.010 0.766 £ 0.009 0.852 £+ 0.007
Random Forest 0.889 £ 0.005 0.824 £ 0.007 0.761 £ 0.009 0.791 £ 0.008 0.861 £ 0.006
PCA-LR 0.864 £ 0.007 0.777 £ 0.009 0.708 +0.011 0.741 4+ 0.010 0.835 £ 0.008
Autoencoder 0.903 £ 0.004 0.842 £ 0.006 0.781 4 0.008 0.810 £ 0.007 0.884 £ 0.005
LSTM-AE 0.917 £+ 0.004 0.859 £ 0.006 0.803 £ 0.007 0.830 + 0.006 0.896 + 0.005
VAE 0.924 £+ 0.003 0.867 £+ 0.005 0.814 £ 0.006 0.840 £ 0.005 0.911 £+ 0.004
Proposed 0.956 £ 0.002 0.932 £ 0.004 0.963 £ 0.003 0.947 £ 0.003 0.972 £ 0.002
A visual comparison of F1-score and AUC is provided in Figure 8.
1.00 1
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Figure 8. Overall comparison of anomaly detection methods in terms of F1-score and AUC.

5.2. Effect of Imbalance Mitigation Strategies

The VHF monitoring dataset used in this study is highly imbalanced, with anomalous
frames accounting for less than 1% of the observations. Although CT-WGAN is designed
to address this issue, it remains necessary to verify whether the observed performance gain
can be explained by simpler imbalance handling techniques.

To clarify this point, several commonly used strategies are evaluated while keeping
the CNN-LSTM detector unchanged. This experiment isolates the effect of the imbalance
handling method from the detection architecture.

The following training strategies are considered:

1.  No augmentation: the detector is trained using the original imbalanced dataset.
. Class-weighted BCE: anomaly samples are assigned higher loss weights.

3. Synthetic Minority Over-sampling Technique (SMOTE) oversampling: minority sam-
ples are interpolated in the feature space.

4. WGAN-GP augmentation: anomaly samples are generated using an unconditional
WGAN-GP model [18,19].

5. Proposed CT-WGAN: anomaly sequences are generated using the proposed condi-
tional temporal model.

Table 4 summarizes the results. Applying a class-weighted loss increases recall,
but this improvement comes with a higher number of false alarms, leading to reduced
precision. SMOTE provides only limited gains, suggesting that simple interpolation does
not adequately capture the temporal structure of communication anomalies.
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Table 4. Comparison of imbalance mitigation strategies using the same CNN-LSTM detector
(mean =+ std over 5 runs). Bold values indicate the best performance among all strategies.

Training Strategy Precision Recall F1 AUC

No augmentation 0.914 £ 0.006 0.823 4 0.008 0.866 £ 0.007 0.941 £ 0.005
Class-weighted BCE 0.889 £ 0.007 0.891 4 0.006 0.890 & 0.006 0.951 & 0.004
SMOTE oversampling 0.902 £ 0.006 0.872 4+ 0.007 0.887 £ 0.006 0.953 £+ 0.004
WGAN-GP augmentation 0.921 £ 0.005 0.912 4 0.006 0.916 £ 0.005 0.962 £+ 0.003
Proposed CT-WGAN 0.932 £ 0.004 0.963 £ 0.003 0.947 £ 0.003 0.972 £ 0.002

In contrast, WGAN-GP augmentation produces a more balanced improvement across
metrics, indicating that generative augmentation is more suitable for this task. The pro-
posed CI-WGAN achieves the strongest overall performance. The improvement is largely
associated with temporal sequence generation and the use of communication-state condi-
tioning, which leads to more realistic anomaly sequences during training.

5.3. Generalization to Unseen Anomaly Scenarios

In operational aviation environments, previously unseen communication degradation
patterns may appear. It is therefore important to assess whether the detector can identify
anomaly types that are not present during training.

To evaluate this capability, a leave-one-scenario-out experiment is performed. The
dataset includes multiple anomaly sources, including multipath interference, electromag-
netic interference, and hardware degradation. For each run, one anomaly category is
excluded from training and used only for testing, creating an unseen anomaly evalua-
tion setting.

Table 5 shows that detection performance remains high even when the anomaly
type is not seen during training. The Fl-score is slightly lower than in the standard
test setting, but the average remains above 0.92, showing consistent performance across
unseen anomaly categories.

Table 5. Generalization to unseen anomaly scenarios (F1-score). Bold values indicate the overall
average performance across unseen anomaly types.

Unseen Anomaly Type F1-Score

Multipath interference 0.931 4= 0.004
Electromagnetic interference 0.924 £ 0.005
Hardware degradation 0.918 £ 0.006
Average 0.924 £ 0.005

5.4. Robustness to Noisy Condition Inputs

In real deployments, communication-state variables such as SNR, RSSI, and BER may
contain measurement noise or missing entries.

We evaluate robustness by introducing controlled perturbations to the condition
vectors during testing. Two perturbation types are considered: (i) Additive Gaussian
noise with increasing variance; (ii) Randomly missing condition entries replaced by their
mean values.

As shown in Table 6, performance decreases gradually as the condition vectors become
noisier or partially missing. Even with 40% of the condition values unavailable, the F1-score
remains above 0.92.
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Table 6. Robustness to noisy condition vectors.

Condition Perturbation F1-Score

No noise 0.947 +0.003
Gaussian noise (o = 0.05) 0.941 + 0.004
Gaussian noise (o = 0.10) 0.936 + 0.004
Missing 20% conditions 0.933 £ 0.005
Missing 40% conditions 0.927 £ 0.006

5.5. Ablation Study

Table 7 and Figure 9 report the ablation results for individual components. Re-
moving CT-WGAN leads to the largest performance drop (F1: 0.947 — 0.897;, AUC:
0.972 — 0.921), showing the impact of temporal data augmentation when anomalies are
extremely rare [19,31,36]. Disabling LKRP or DMR also reduces performance (Without
LKRP: F1 = 0.911; Without DMR: F1 = 0.923), indicating that adaptive nonlinear projec-
tion and redundancy suppression both improve separability under nonstationary VHF
conditions [13,15,16,37]. Training the CNN-LSTM detector directly on raw features yields
the lowest performance (F1 = 0.874), showing the importance of representation shaping
before sequential modeling.

1.00 q
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0.88 A
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0.86 1 @@ AUC

Full (LKRP+DMR+CT-WGAN)  w/o LKRP w/o DMR w/o CT-WGAN

CNN-LSTM (Raw)

Figure 9. Ablation study results measured by Fl-score and AUC. The full model shows the highest
and most stable performance. Removing LKRP, DMR, or CT-WGAN leads to noticeable degradation.
Error bars denote standard deviation.

Table 7. Ablation study results (mean =+ standard deviation over five runs).

Configuration F1 AUC
Full Model (LKRP + DMR

+ CT-WGAN) 0.947 +0.003 0.972 4+ 0.002
Without CT-WGAN 0.897 £ 0.004 0.921 4+ 0.003
Without DMR 0.923 4+ 0.003 0.944 +0.003
Without LKRP 0.911 £+ 0.004 0.936 +0.003
CNN-LSTM Raw 0.874 +0.005 0.903 + 0.004

5.6. Detector Training Convergence

Figure 10 shows the training and validation loss curves of the CNN-LSTM detector.
Both curves decrease during training and gradually stabilize in the later epochs. The
gap between them remains small, suggesting limited overfitting. Early stopping is se-
lected according to the validation Fl-score, and the final model is taken from the best
validation epoch.
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Figure 10. Training and validation loss curves for the CNN-LSTM detector.

5.7. Interpretability of Detected Anomalies

Temporal anomaly scores from the CNN-LSTM model are examined on several rep-
resentative flight segments. Elevated scores are observed during periods of rapid SNR
variation, sudden RSSI drops, bursty BER behavior, and short-term signal fading. These
patterns are consistent with known VHF communication degradation phenomena and
indicate sensitivity to temporal dynamics rather than isolated frame-level outliers.

5.8. ROC, PR, and Confusion Matrix Analysis

Confusion matrix results are evaluated on the window-level test set, where each
sample corresponds to a sliding window segment. To avoid temporal leakage, the data
are split at the flight/session level, and only windows from unseen flights are used for the
final evaluation. The test set contains approximately 460 windows, of which about 30% are
anomalous. Because a window is labeled anomalous if it contains at least one anomalous
frame, the anomaly ratio increases at the window level even though frame-level anomalies
are below 1%.

To assess performance under severe class imbalance, we examine ROC curves,
Precision—Recall curves, and the confusion matrix [3,7,8]. The ROC curve characterizes the
trade-off between the true positive rate and the false positive rate, while the PR curve is
more informative for rare event detection.

Figure 11 shows that the proposed framework achieves consistently higher true posi-
tive rates across the full FPR range and obtains the largest ROC-AUC. Figure 12 shows that
the method maintains higher precision over the recall range and achieves the best PR-AUC.
The confusion matrix in Figure 13 shows limited false negatives while false positives remain
controlled, supporting suitability for real-time deployment [7,8].
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Figure 11. ROC curves comparing the proposed framework with baseline methods. The proposed
model achieves the highest ROC-AUC. The diagonal dashed line corresponds to a random classifier.
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Figure 12. Precision—Recall curves comparing the proposed framework with baseline methods. The
proposed model achieves the highest PR-AUC and maintains superior precision across the full recall
range. The dashed horizontal line denotes the performance of a random classifier under the observed

anomaly ratio.
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Figure 13. Confusion matrix of the proposed framework on the window-level test set.

5.9. Understanding the Proposed Framework

To provide additional insight into the behavior of the proposed method, we examine
the generative augmentation module, the sensitivity to key hyperparameters, and the role
of redundancy suppression in the learned representation.

5.9.1. CT-WGAN Generation Quality

Figure 5 shows the training behavior of CT-WGAN and the consistency of generated
sequences under different communication conditions. The Wasserstein distance decreases
and stabilizes during training, indicating stable adversarial optimization. The DTW-based
comparison further shows that generated sequences follow the conditioning variables and
retain meaningful temporal dynamics [19,31,36].

To assess whether the generated sequences reproduce the statistical properties of real
anomalies, Figure 14 compares real and generated sequences from several perspectives,
including time-domain behavior, marginal distributions, mean temporal profiles, autocor-
relation functions, and frequency-domain energy spectra. The generated anomalies follow
the overall patterns of real anomalies while retaining small variations, indicating that
CT-WGAN captures key temporal and spectral characteristics without simply replicating
the training data.

Figure 15 offers further insight into the generated anomaly samples. The ACF com-
parison shows that temporal correlations are retained, while the diversity—fidelity analysis
reveals that the generated sequences span a wide range of patterns instead of clustering in
a narrow region of the feature space. This indicates that CT-WGAN produces samples that
are both realistic and varied, which helps enlarge minority-class coverage and supports
detection under severe class imbalance [19,31,36].
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Quality assessment of CT-WGAN generated anomalies: ACF consistency (left),
diversity—fidelity scatter (middle), and Diversity—F1 Pareto frontier (right). The dotted line in the
left panel indicates the reference autocorrelation of real sequences. The asterisk in the middle panel

denotes the selected operating point, and the arrow indicates the Pareto improvement direction.

Mode Collapse Analysis

Mode collapse is a common concern in GAN-based augmentation, where the generator

may reproduce only a limited subset of patterns. Although direct verification is challenging

for real-world communication data, several observations indicate that severe memorization
is unlikely. The diversity—fidelity distribution in Figure 15 shows a broad spread of gen-
erated samples rather than tight clustering. In addition, the performance gains observed
in the ablation study indicate that the synthetic data expand anomaly coverage instead of
duplicating existing samples. A complete characterization of generative diversity for rare

aviation anomalies remains an open research problem.

5.9.2. Hyperparameter Sensitivity and Interaction

To evaluate robustness to key hyperparameters, we analyze the sensitivity of the
model to the LKRP kernel width o, the CT-WGAN gradient penalty coefficient A, and
the sliding window length T. The sensitivity curves are shown in Figure 16. In addition,
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the joint effects of key parameter pairs are visualized in Figure 17. Overall, the model
maintains stable performance across a wide parameter range, indicating that the proposed
framework does not rely on fragile tuning.
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Figure 16. Sensitivity analysis of key hyperparameters, including LKRP kernel width o, CT-WGAN
penalty coefficient A, and sliding window length T.
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Figure 17. Joint hyperparameter interaction analysis. (Left): LKRP kernel bandwidth o vs. DMR
weight 7. (Right): CT-WGAN augmentation ratio r vs. window length T.

These results indicate that the proposed framework does not rely on fragile hyper-
parameter tuning, which is important for large-scale and long-term aviation monitoring
deployments.

5.9.3. Feature Importance and Redundancy Suppression

To interpret the effect of LKRP with DMR regularization, Figure 3 visualizes the
importance distribution and redundancy structure of the learned LKRP representation. The
results show that the model emphasizes discriminative components while suppressing
highly redundant ones, which is consistent with the ablation trend in Table 7, where
removing DMR reduces both F1 and AUC [15,16]. This result highlights the importance of
redundancy suppression for stable performance under nonstationary VHF conditions.

5.10. Real-Time Deployment Feasibility

In practical VHF monitoring, the detector must operate with low inference latency,
modest computational cost, and stable performance during long-duration streaming.

Figure 18 compares inference latency across representative models, and Table 8 summa-
rizes model size, FLOPs, and runtime. All evaluated methods satisfy the 100 ms real-time
requirement, while the proposed framework achieves a favorable accuracy-latency balance:
it improves detection performance (Table 3) with 0.69 M parameters, 0.71 M FLOPs, and
34.7 ms latency. Importantly, CI-WGAN and redundancy regularization are used only
during training to mitigate class imbalance and improve feature quality; they are removed
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during inference. The deployed system therefore consists only of the deterministic LKRP
projection and a lightweight CNN-LSTM detector, yielding predictable runtime behavior
compatible with real-time avionics constraints [7,12].
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Figure 18. Inference latency comparison across models.

Table 8. Computational complexity and real-time latency comparison across models. Bold values
indicate the proposed method.

Model Params (M) FLOPs (M) Latency (ms)  Meets 100 ms?
Autoencoder

(AE) 0.42 0.51 18.3 Yes
LSTM-AE 0.78 1.21 29.6 Yes

VAE 1.12 1.79 41.2 Yes

1D 1.85 3.46 63.5 Yes
Transformer

CNN-LSTM 0.65 0.74 32.1 Yes
(raw)

Proposed 0.69 0.71 34.7 Yes

5.11. Summary

Overall, the proposed LKRP + CT-WGAN + CNN-LSTM framework achieves the
best detection performance among the evaluated methods while remaining compatible
with real-time deployment constraints [7,12]. The ablation results indicate that CT-WGAN
contributes substantially under extreme imbalance, and that LKRP and DMR provide
complementary gains by improving nonlinear separability and suppressing redundant
components. The latency and complexity results further show that, after removing training-
only modules, the deployed LKRP projection with a lightweight CNN-LSTM detector offers
a practical accuracy-latency balance for safety-critical VHF monitoring and PHM-enabled
operational use.

6. Conclusions and Future Work

This study investigated real-time anomaly detection for civil aviation VHF commu-
nication, where nonstationarity, extreme anomaly sparsity, and strict latency constraints
make conventional monitoring insufficient. The proposed LKRP-CT-WGAN-CNN-
LSTM pipeline combines adaptive nonlinear representation learning, redundancy-aware
feature shaping, and condition-consistent temporal augmentation, while maintaining
lightweight inference.
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The proposed method is designed as a monitoring tool rather than a replacement for
existing communication systems. It could be integrated into ground or onboard monitoring
platforms to support maintenance decisions. In safety-critical environments, stable behavior
and low false-alarm rates remain essential.

On a dataset containing more than 1.2 x 10° VHF frames, the proposed framework
achieves an Fl-score of 0.947 £ 0.003 and an AUC of 0.972 £ 0.002 (averaged over five
runs), while the average inference latency remains well below the 100 ms requirement. The
ablation results show that LKRP improves the separability of weak degradation patterns,
while conditional temporal augmentation increases the coverage of minority anomalies
under severe class imbalance. During deployment, only the deterministic LKRP projection
and the CNN-LSTM detector are required, which simplifies runtime behavior for long-
term monitoring.

In deployment, the training and runtime stages are separated. Generative augmen-
tation and redundancy regularization are used only during training, while the deployed
system consists of the LKRP projection and a lightweight CNN-LSTM detector. This design
supports stable runtime behavior during continuous monitoring.

The framework still has practical limitations. In particular, it relies on labeled anomaly
samples and cannot fully address scenarios where annotations are unavailable. Generative
augmentation also cannot ensure coverage of degradation modes that have not yet been ob-
served. In addition, joint optimization of learnable kernels, mutual-information estimation,
and temporal GAN modules introduces considerable training complexity.

Future work will explore strategies for reducing the dependence on labeled data,
improving cross-domain generalization across communication environments, and incor-
porating simulation-driven monitoring with digital twin technologies. Further work will
also explore model compression and hardware-aware optimization for deployment on
resource-constrained airborne platforms. These results suggest that intelligent commu-
nication monitoring can become an important component of next-generation aviation
PHM systems.
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Abbreviations

VHF Very High Frequency

PHM Prognostics and Health Management

LKRP Learnable Kernel-Redundancy Projection

DMR differentiable minimum redundancy maximum relevance
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CT-WGAN conditional temporal Wasserstein GAN

CNN convolutional neural network
LSTM Long Short-Term Memory
SNR signal-to-noise ratio
RSSI received signal strength indicator
BER bit error rate
PER packet error rate
ROC Receiver Operating Characteristic
PR Precision—Recall
AUC Area Under the Curve
FAR false alarm rate
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