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Abstract

Traditional reliability engineering paradigms, originally designed to prevent physical com-
ponent failures, are facing a fundamental crisis when applied to today’s software-intensive
and autonomous systems. In domains like aerospace, critical risks no longer stem solely
from the aleatory uncertainty of hardware breakdowns, but increasingly from the deep
epistemic uncertainty inherent in complex systematic interactions and non-deterministic
algorithms. This paper reviews the historical evolution of reliability engineering, tracing the
progression through the Statistical, Physics-of-Failure, and Prognostics Eras. It argues that
while these failure-centric frameworks perfected the management of predictable risks, they
are structurally inadequate for the “unknown unknowns” of modern complexity. To ad-
dress this methodological vacuum, this study advocates for an imperative shift towards a
fourth paradigm: the Resilience Era. Grounded in the principles of Safety-1I, this approach
redefines the engineering objective from simply minimizing failure rates to ensuring mis-
sion success and functional endurance under uncertainty. The paper introduces uncertainty
control (UC) as the strategic successor to uncertainty quantification (UQ), proposing that
safety must be architected through behavioral constraints rather than prediction alone.
Finally, the paper proposes a new professional identity for the practitioner: the system
resilience architect, tasked with designing adaptive architectures that ensure safety in an
era of incomplete knowledge.

Keywords: reliability engineering; uncertainty quantification; resilience engineering;
uncertainty control

1. Introduction
1.1. The Growth of Complexity in Safety-Critical Systems

The landscape of modern engineering is being reshaped by a profound and accelerat-
ing increase in system complexity. This is most evident in safety-critical domains such as
aerospace, automotive, and maritime industries, where a fundamental transition is under-
way from systems defined by their physical and mechanical properties to those defined by
their software, connectivity, and increasingly, their autonomy [1,2]. This evolution is not
merely a linear extrapolation of past trends but represents a step-change in the nature of
the systems that engineers must design, analyze, and certify.

A prime example of the system with the above-mentioned new properties is the emer-
gence of electric Vertical Take-Off and Landing (eVTOL) aircraft for Urban Air Mobility
(UAM). Unlike traditional aircraft, eVTOLs are characterized by highly integrated dis-
tributed electric propulsion (DEP) systems, where aerodynamic forces, structural loads,
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and flight control logic are deeply and non-linearly coupled [3]. To achieve the necessary
performance, stability, safety and reliability in dynamic urban environments, these vehicles
rely on advanced, often non-deterministic control algorithms, such as Model Predictive
Control (MPC) or even machine learning (ML)-based controllers [4,5]. This trend also exists
in modern civil aircraft whose avionics system has been upgraded to Integrated Modular
Avionics (IMA) architectures. IMA transforms the aircraft into a software-defined platform,
where multiple functions of differing criticalities share a common set of computational
resources, making system safety contingent upon the correct and non-interfering interaction
of countless software partitions [6,7]. Likewise, the progression from static, gain-scheduled
flight controllers to adaptive flight control systems introduces a new level of performance
alongside significant challenges in verification and predictability [8,9].

The distinctive feature of these modern systems is their high degree of integration
and interactivity. They are no longer loose collections of independent subsystems, but are
tightly coupled architectures where a state change or a fault in one domain can propa-
gate instantaneously and non-linearly across the entire platform, leading to system-level
hazards that are impossible to foresee through traditional decomposition analysis [10,11].
Furthermore, the introduction of autonomy fundamentally alters the human-machine
relationship. Operators are moving from direct manual control to a supervisory role, creat-
ing new classes of risks related to mode confusion, loss of situational awareness, and the
opacity of autonomous decision-making processes [12,13].

Consequently, the defining characteristic of these modern systems is not just their scale,
but their emergent capability. They are strictly “beyond the sum of their parts”, a phrase
we use throughout this paper to describe systems where safety is determined by non-linear
software-hardware interactions rather than the aggregate reliability of individual physical
components. As these systems become ubiquitous, the engineering community faces a
critical challenge: the existing reliability and safety assurance frameworks, developed for a
simpler, more deterministic era, are proven to be inadequate for managing the risks posed
by those uncertainty factors.

1.2. The Emerging Crisis of Traditional Reliability Paradigms

The historical paradigms of reliability engineering, including statistical methods,
physics modeling and prognostic-based approach, share a unifying philosophical founda-
tion: they are fundamentally failure-centric. This worldview posits that system safety is
primarily a function of component reliability. The core assumption is that accidents and
system failures are the result of a chain of cascading or concurrent component faults—a
broken part, a software bug, or a sensor that stops working [14]. Consequently, the primary
engineering objective has been to understand, predict, and prevent these component fail-
ures. This philosophy is formally recognized in safety science as “Safety-I,” which defines
safety as the absence of accidents and incidents [15].

This failure-centric perspective is deeply embedded in the classical tools of reliability
and safety evaluation. Techniques like Failure Modes and Effects Analysis (FMEA) and
Fault Tree Analysis (FTA) are built upon a reductionist premise: that by exhaustively
analyzing the ways individual components can fail and tracing their consequences, one
can understand and mitigate system-level risk [16]. The underlying logic is that if all
components are made sufficiently reliable, then the whole system will be safe. This can be
conceptually represented as

System Safety = 1 — P{System Accident} = 1 — P{UComponent failure} (1)
where U represents the union of all possible sets. This model, which assumes that system

accidents can be decomposed into a sum or combination of component failures, has been
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remarkably successful for decades in improving the safety of mechanical and electrome-
chanical systems. However, this fundamental assumption is now in direct conflict with the
reality of modern complex systems.

The main crisis facing traditional reliability is the increasing prevalence of accidents
in which no component has failed according to its individual failure criteria. In highly
integrated or software-intensive systems, catastrophic failures are increasingly caused not
by broken parts, but by unsafe interactions among components that are all functioning
exactly as designed [10]. These are known as emergent failure, i.e., system-level properties,
that cannot be predicted by analyzing components in isolation. The accidents involving the
Boeing 737 MAX Maneuvering Characteristics Augmentation System (MCAS) serve as a
tragic example. According to the National Transportation Safety Board (NTSB) investiga-
tion, the individual components were operating as specified, but their collective behavior,
orchestrated by software and driven by unexpected environmental inputs, created a haz-
ardous system state [17]. This demonstrates that in modern systems, system failure has
shifted from physical components to intellectual design involving the requirements, the
control logic, and the assumptions about the operational environment. The comparison of
traditional and systemic accident causality is listed in Table 1.

Table 1. The comparison of traditional and systemic accident causality.

Attribute Component Failure Model Systemic Accident Model
Physical or software component Unsafe interactions between
Locus of Cause . .
failure non-failed components

Complex feedback loops and
systemic structure
“Safety-1": Safety is the absence of ~ “Safety-II": Safety is an emergent

Causal Model Linear chain of events

Safety View .
failures system property
. Reliable components lead to a safe A safe system successfully controls
Assumption . .
system its behavior

The rise in interactional accidents has created a methodological crisis for traditional
reliability engineering. A dangerous gap now exists between the systemic nature of
safety in modern platforms and the component-focused tools used to evaluate it. For
example, FMEA, by focusing on the effects of individual component failures, is structurally
incapable of identifying hazards that arise from unsafe interactions between multiple, non-
failed components. Although FTA can model combinations of events, it struggles when
the root events are not component failures but flawed requirements, complex software
logic, or incorrect assumptions about human behavior [18]. The crisis, therefore, is a
methodological vacuum between the complex systems we are building and the methods
we use for guaranteeing their safety. This necessitates a redefinition of the paradigm of
reliability engineering, shifting the focus from preventing component failures to controlling
the systemic behaviors and uncertainties that lead to hazardous states.

The rising significance of epistemic uncertainty and the blind spots it creates for
traditional methods are evidenced by recent high-profile failures where systems operated
strictly within their specifications yet caused catastrophes.

1.  The Boeing 737 MAX

The MCAS accidents were not caused by the stochastic failure of the flight computer,
but by a flaw in the system’s logic design. The software trusted a single sensor input
without adequate cross-checking, a vulnerability arising from the designers’ incomplete
knowledge of how the system would interact with pilots under high workload. The
JATR report highlighted that the design assumptions regarding pilot reaction times were
fundamentally flawed [19].
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2. The Uber ATG Accident

In the 2018 Tempe crash, the autonomous vehicle’s sensors successfully detected the
pedestrian 5.6 s prior to impact. However, no braking command was issued because the
decision-making algorithm was calibrated to suppress “false positives” to ensure ride
smoothness. The accident resulted from a deliberate design choice that misclassified a real
threat as noise, demonstrating that compliance with component reliability requirements
cannot prevent hazards born from flawed functional logic [20].

3.  Phantom Braking Events

Modern ADAS frequently exhibit “phantom braking”, where vehicles decelerate dan-
gerously despite clear roads. These incidents stem from Al perception models encountering
environmental patterns that lie outside their training distribution. Here, the risk source
is purely the AI’s lack of knowledge about the open world, rather than any hardware
degradation [21].

1.3. The Shifting Nature of Uncertainty: From Aleatory to Epistemic

The crisis facing traditional reliability paradigms is not merely a matter of scale, but
a fundamental shift in the very nature of the uncertainty that engineers must confront.
For decades, the discipline achieved success by mastering the management of aleatory
uncertainty. However, the complex, software-defined modern systems are increasingly
dominated by epistemic uncertainty [22].

e  Aleatory uncertainty

It refers to the inherent, irreducible randomness or variability in a physical system or
its environment. Often termed “stochastic uncertainty” or “variability”, it represents the
natural fluctuations that persist even with perfect knowledge of the system [23]. Classic
examples in aerospace include microscopic variations in material fatigue properties, atmo-
spheric turbulence, and manufacturing tolerances within an acceptable range. The defining
characteristic of aleatory uncertainty is that, given sufficient data, it can be accurately
described by a probability distribution, allowing its impact to be quantified with statistical
confidence.

e  Epistemic uncertainty

It refers to uncertainty stemming from a lack of knowledge on the part of the observer
or modeler. Often termed “cognitive uncertainty” or “reducible uncertainty,” it represents
a deficit in our understanding that could, in principle, be reduced by gathering more data,
developing better models, or gaining more experience [24].

Hence, the total uncertainty in any prediction about a system’s behavior is a combina-
tion of both. A simplified conceptual model can be expressed as

y= fmodel (xaleutoryr gepistemic) + 5aleutory + Eepistemic (2)

where y is the true system output, fy,04. is the established imperfect computer model,
Xaleatory TEPTesents inputs with inherent randomness, 6, istemic represents model parameters
we are unsure about, dgjeaory 1 the model error and €.pistemic Tepresents the error of all
other noise.

Traditional reliability engineering excelled because its primary focus was on char-
acterizing the aleatory terms {xaleatwy, (5alwt0ry} through extensive testing and statistical
analysis by assuming the epistemic terms {Gepistg,m-c, Eepistemic} were negligible or could be
managed. However, this assumption is completely violated for modern complex systems,
where epistemic uncertainty is no longer a secondary factor but has emerged as a critical
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source of system failure that traditional methods struggle to address. This consequence
arises from several interconnected sources as follows:

1.  Model uncertainty: As systems like eVTOL operate in novel flight regimes (e.g., tran-
sition flight in urban canyons), the physics-based simulation models used for their
design become less reliable. The discrepancy between the model and reality grows,
representing a significant form of epistemic uncertainty [25].

2. Algorithmic uncertainty: The behavior of advanced control algorithms, especially
those based on AI/ML, introduces a new form of epistemic uncertainty. For a deep
neural network, we lack the complete “knowledge” to predict its output for every
possible input, particularly for out-of-distribution scenarios not seen during train-
ing [26,27].

3. Operational uncertainty: For entirely new operational concepts like Urban Air Mobil-
ity (UAM), there is no historical data to build probabilistic models of the environment.
This “zero-sample” problem—where we lack knowledge of traffic densities, weather
patterns in urban microclimates, or novel human-machine interaction failure modes—
is a pure form of epistemic uncertainty [28].

This fundamental shifting nature of uncertainty is not merely an academic observation.
It is being actively addressed and codified within the aerospace industry’s most critical
safety standards. The evolution from SAE ARP4754A to ARP4754B provides direct evidence
of this change. The standard’s deliberate replacement of the term “unintended function”
with “unintended behavior” is a landmark philosophical revolution. An “unintended
function” implies a discrete, solvable design error. In contrast, an “unintended behavior”
is defined as an “unexpected operation of integrated aircraft systems” that can arise even
when all components are functioning as specified [29]. This acknowledges that safety
is no longer just about the reliability of individual parts but is an emergent property
of the system’s interactions—a problem deeply rooted in epistemic uncertainty about
those interactions.

To address this new reality, SAE ARP4761A places greater emphasis on specific analyt-
ical techniques designed to identify systemic and interactional risks that FMEA /FTA might
miss [30]. Key methods that are now central to the safety process for complex systems
include: Cascading Effects Analysis (CEA), Common Cause Analysis (CCA) and Investiga-
tion of Unintended Behaviors. These methods tell an industry-wide acknowledgment that
the primary threat is no longer just the predictable randomness of component failures, but
the epistemic uncertainty surrounding the emergent behavior of the system.

1.4. The Necessity of Change in Uncertainty Management Process

The uncertainty management process consists of uncertainty identification, uncertainty
quantification and uncertainty control. For traditional systems where risk was primarily
driven by the aleatory uncertainty of component failures, the key task was uncertainty
quantification, as the influencing factors were easy to identify (e.g., material fatigue or
electronic part failure) and their relationships could be modeled (e.g., via fault trees or
stochastic processes). The uncertainty quantification helps engineers to determine the
effects created by those factors, given sufficient data [31]. The primary output of this
paradigm was a calculated risk metric, such as a probability of failure, which informed
design decisions.

However, for the modern system, this traditional paradigm reaches its limits, because
the factors influencing safety and reliability have become not only more numerous but also
qualitatively different. Key influencing factors are now often difficult to identify totally; the
coupling relationships between them are non-linear and difficult to model. Consequently,
their effects are often impossible to quantify with high confidence [32]. So, we propose
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that when a system’s behavior under uncertainty can no longer be precisely identified and
quantified a priori, the only viable strategy is to control its behavior to stay on the right
track during operation [33].

This review argues that to ensure the safety of complex systems, the reliability engi-
neering paradigm must undergo an imperative shift: from a philosophy focused on the
passive assessment of uncertainty quantification (UQ) to one centered on the active practice
of uncertainty control (UC). Unlike the traditional approach, which primarily aims to calcu-
late risk metrics (e.g., failure rates) based on static assumptions, the UC paradigm seeks
to architecturally constrain system behaviors within a valid safety envelope. It is crucial
to clarify that this shift does not equate to abandoning design-time analysis for run-time
adaptation. Instead, UC encompasses both phases. In the design phase, methodologies like
STPA are used to identify hazardous control actions and define safety constraints. In the
operational phase, architectures like run-time assurance (RTA) dynamically enforce these
constraints. Thus, the distinction of UQ and UC is not between “design” and “operation”,
but between “predicting failure probability” and “enforcing safety boundaries” regardless
of the uncertainty source.

The discipline of reliability engineering has not been static; rather, it has undergone
an accretive evolution, with each new paradigm building upon the last to address increas-
ingly complex challenges. The first three major eras—Statistical, Physics-of-Failure, and
Prognostics—represent a multi-decade effort to master the risks associated with component
and subsystem failures, primarily driven by aleatory uncertainty. This section will trace this
historical layering, detailing how each stage added a new level of proactive capability while
retaining the essential tools of the past. By doing so, it will build a compelling argument
for why this mature, component-focused philosophy, while still necessary, is no longer
sufficient. It has reached its conceptual boundary, creating the imperative for an emerging
fourth paradigm—Resilience—which envelops the previous stages to address the systemic,
interaction-driven uncertainties for which they were not designed. The main characteristics
of the paradigm in each era are listed in Table 2.

Table 2. The characteristics of the reliability paradigm in each era.

Characteristics Statistical Physic-of-Failure Prognostic Resilience
Paradigm Paradigm Paradigm Paradigm
Developed era 1950s-1970s 1980s-1990s 2000s—-2010s 2020s-present
Focus macro-level failure data causal falllure real-time component systemic behavior
mechanisms health
Goal quantify population proactive failure predict impending mission success under
reliability prevention failures uncertainty
Methodology life data analysis FMEA/FTA, degradation PHM, CBM, HUMS, CMS RTA, STP.A’ R('esﬂlence
models Engineering
Approach reactive preventive predictive adaptive

1.5. The Contributions and Innovations

While reliability engineering is a well-researched field, the existing literature reviews
typically operate within specific methodological areas. For instance, extensive surveys
exist for statistical reliability models [34], Physics-of-Failure mechanisms in electronics [35],
or deep learning algorithms for Prognostics and Health Management (PHM) [36]. Few
studies have attempted to bridge the gap between the component-centric techniques and
the system-centric safety challenges of complex systems. Therefore, the main contributions
and innovations of this paper can be concluded as the following three aspects:

1.  We provide a unified evolutionary narrative based on uncertainty
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This study connects the four eras through a unified theoretical view, i.e., the shift
from managing aleatory uncertainty to battling epistemic uncertainty. This perspective
explains the fundamental necessity of the paradigm shift, rather than just describing how
it happened.

2. We propose the synthesis of the uncertainty control (UC) Framework

We put forward the UC paradigm not as a mere aggregation of existing tools, but as a
transdisciplinary synthesis. As summarized in Table 1, the proposed framework integrates
Control Theory, Safety Engineering and Artificial Intelligence. This synthesis innovates by
redefining safety from a probability estimation problem to a control architecture problem.

3. Weinvent architectural guidance to enhance system resilience

Beyond theoretical discussion, this research delineates the specific methodological
path towards system resilience. By coupling STPA (for design-time analysis) with run-time
assurance (RTA) architectures, we provide a concrete engineering blueprint for handling
the epistemic uncertainty in highly integrated complex systems, e.g., aerospace systems,
filling the blank left by the traditional failure-centric paradigm.

1.6. The Organization of This Article

The remainder of this paper is structured to trace the evolutionary trajectory of re-
liability engineering through four distinct paradigms. Section 2 reviews the Statistical
Era, focusing on empirical modeling of component failures under aleatory uncertainty
using probability theory. Section 3 discusses the Physics-of-Failure Era, which shifts the
focus to “white-box” causal mechanisms to design reliability into physical components.
Section 4 examines the Prognostics Era, highlighting the transition toward dynamic, real-
time health management and Remaining Useful Life (RUL) prediction via data-driven
and hybrid approaches. Section 5 establishes the core argument for the Resilience Era,
proposing a strategic shift from uncertainty quantification (UQ) to uncertainty control
(UQ). It details the philosophy of operating under deep epistemic uncertainty and in-
troduces key methodologies—Systems-Theoretic Process Analysis (STPA) and run-time
assurance (RTA)—as the architectural pillars for ensuring mission success. Finally, Section 6
summarizes the study and outlines the future outlook for this discipline.

2. The Statistical Era: Reliability as an Empirical Science
2.1. Core Philosophy: Treating Failure as a Black-Box Stochastic Process

Reliability engineering as a formal discipline emerged in the 1950s, primarily driven
by the urgent need to address the unacceptably high failure rates of increasingly complex
military electronics and aerospace systems [37]. The foundational paradigm of this period
was rooted in probability theory and mathematical statistics, treating the complex system as
an analytical “black box”. The core philosophy was that failures, regardless of their intricate
physical origins, could be modeled as stochastic events occurring over time. The primary
objective was not to understand the root causes of failure but to empirically characterize the
failure behavior of a large population of components based on extensive test or operational
field data.

This approach was a direct and practical response to the dominant challenge of that
time: aleatory uncertainty, the inherent and irreducible randomness in material properties,
manufacturing processes, and operational loads [23]. By assuming failures were random
variables, engineers could use statistical methods to answer the critical questions for
logistics and maintenance: “What is the probability of failure before a specific time £?” and
“What is the mean time to failure (MTTF)?” This era established the mathematical bedrock
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of reliability, providing the tools to quantify the observable randomness of failures, even
without a deep understanding of their underlying physics.

2.2. Key Methodologies: Population-Based Statistical Modeling

To quantify the reliability of systems under aleatory uncertainty, the Statistical Era
developed a rich toolkit of methodologies. These techniques were not arbitrary; each was
based on specific assumptions about the underlying failure process from different types of
data. The main task of early reliability engineering was to create a mathematical model for
the random variable ¢, the time to failure. This involved fitting probability distributions to
empirical data.

2.2.1. Exponential Distribution: Modeling Random Failures for Electronic Systems

The simplest and arguably most influential model of the Statistical Era is the exponen-
tial distribution. Its core principle is the assumption of a constant failure rate A, which gives
the model a unique “memoryless” property, i.e., the probability of a component failing in
the future is completely independent of how long it has already been in service, meaning it
is not subject to wear-out [34].

The application value of this model was immense, particularly for the burgeoning
field of electronics reliability at that time. It provided the first rigorous mathematical
description of the “useful life” period of the classic bathtub curve, where failures are caused
by random external events like voltage spikes or thermal shocks rather than by intrinsic
degradation. Its elegant simplicity made it the default model for complex electronic systems
for a crucial reason: the Central Limit Theorem’s analogue for reliability suggests that a
system comprising many different components, each with its own failure mode and lifetime
distribution, will exhibit a system-level failure rate that approximates a constant rate [38].

This principle became the mathematical engine behind early reliability prediction
standards, e.g., MIL-HDBK-217F (“Reliability Prediction of Electronic Equipment”). The
standard’s core methodology was built on the assumption that individual electronic com-
ponents (resistors, capacitors, integrated circuits, etc.) each followed an exponential distri-
bution with a constant failure rate [39]. The handbook provided extensive tables of base
failure rates Ay, for thousands of component types. To calculate the predicted failure rate for
a specific component in its operational environment, engineers would use a multiplicative
model like

/\p:)\b'TCT‘TL'E'T[Q"'T[n (3)

where A is the predicted failure rate; A;, is the base failure rate from the handbook; and 77,
T, 71Q, - - -, and 71, are different factors (e.g., temperature, environment, quality level, etc.)
that adjust the base rate for operational stress.

This standard embodied the failure-centric and decomposition logic of the era [35]. The
methodology assumed that a system’s overall failure rate Asyster; could be approximated
by summing up that of its individual components A; ,. The approach followed a simple
additive model: ;

)\system = Z Ni . /\i,p (4)
i=1
where N; is the number of the i-th component and A; , is the predicted failure rate of it after
adjusted with various stresses.

Although considered less accurate for complex microelectronics, the fundamental
approach of MIL-HDBK-217 continues to be applied, particularly for legacy systems and
electromechanical components. Its methodology codified the constant failure rate assump-
tion and the decomposition philosophy that defined the Statistical Era, and its influence
persists in modern reliability engineering [35].
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2.2.2. Weibull Distribution: A Flexible Model for the Full Lifecycle

The primary limitation of the exponential model was its inability to account for wear-
out or infant mortality. The breakthrough in life data analysis was the widespread adoption
of the Weibull distribution, a remarkably flexible model that could describe all three phases
of the bathtub curve. Its core principle lies in the inclusion of a shape parameter 8, which
allows the failure rate to change over time. The probability density function (PDF) of the
Weibull distribution is given by

-1,
f(t;ﬁ,n)=5<;) e (5)

where ¢ is the time to failure, 7 is the scale parameter and B is the shape parameter.

By estimating 8 from data, engineers could gain physical insight into the dominant
failure mode of a population [40]. The scale parameter 7 represents the spread range of the
component lifetime. What is more, some researchers put forward a three-parameter Weibull
distribution by involving a location parameter, which is used to mark the minimum lifetime
of a component [41]. With the combination of those parameters” estimation, engineers
could make a more precise prediction on component reliability.

The application value of the Weibull distribution was its diagnostic power. For exam-
ple, the calculation of the “B-Life”, such as the B10 life, which is the time at which 10% of
the population is expected to have failed [34]. This metric became a standard for specifying
design life and comparing the durability of competing component designs from different
suppliers [41]. In essence, the Weibull analysis transformed reliability from a simple ex-
ercise in counting failures into a predictive and diagnostic science, providing a powerful
toolkit for making engineering and business decisions throughout the Statistical Era.

While the Exponential and Weibull distributions were the workhorses of the era, other
models were applied for specific scenarios, as summarized in Table 3.

Table 3. Other statistical models for reliability and uncertainty analysis.

Model Core Principle and Application Value References

Primarily models aleatory variability in physical parameters

(e.g., manufacturing dimensions, material strength, and
Normal dist. electrical resistance). As a lifetime model, it is limited to pure [42,43]
wear-out phenomena where failures cluster very tightly
around a mean with low variance.
Model’s time to failure for degradation processes resulting
from many small, independent, multiplicative effects. Crucial
for modeling wear-out in semiconductor devices, bearing

L 1 dist. . . . . 44-4
ognormal dist fatigue, and some forms of material corrosion. It is often the [ o]
primary alternative to the Weibull distribution for
wear-out analysis.
Models the number of failures in a fixed number of # trials. It
Binomial dist. is the statistical foundation for reliability demonstration [47,48]

testing and is used to determine the sampling size under an

acceptable confidence level.

Models the number of discrete events occurring over a fixed

interval of time, area, or volume. Essential for Statistical
Poisson dist. Process Control (SPC) in manufacturing to monitor and [49,50]
control the rate of non-conformities, such as defects per
square meter of a composite layup.
A flexible distribution that can model waiting times for a
series of events. It is a generalization of the exponential
distribution and is used to model the time to the k-th failure in
a repairable system or for systems with standby redundancy.

Gamma dist. [51-53]
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2.2.3. System Reliability Modeling: From Components to Systems

Once the reliability of individual components was obtained, the central task became
predicting the reliability of the whole system. The primary tool developed for this pur-
pose was the Reliability Block Diagram (RBD), a graphical method for representing the
logical connections between components and their impact on overall system success [52].
This framework gave rise to a sophisticated toolkit of models for evaluating various sys-
tem architectures.

The foundational configurations were series and parallel models. The series model
represents that system failure will occur if there is any single component failure exists.
Conversely, the parallel model means that a system can maintain operation if any individual
part is still working. These two simple models were rarely sufficient on their own but served
as the essential building blocks for analyzing more complex architecture. For example,
recent reliability analyses of eVTOL electric propulsion systems model the components
within a single propulsion unit (motor, controller, and propeller) in a series model, while
the multiple, independent propulsion units are modeled in a parallel model to represent
the system’s overall fault tolerance [54].

When reliability criteria are extended to more sophisticated redundancy schemes,
the k-out-of-n model was developed to analyze systems with partial redundancy, which
function as long as at least k of total n components are operational. The application
value of this model is immense for fault-tolerant design, and it remains a cornerstone
for modern systems nowadays. For example, the k-out-of-n model is used in advanced
avionics based on majority voting for assessing the reliability of battery packs in electric
aircraft, where the pack is regarded as functional as long as a minimum number of its
many cells are operational [55,56]. Further refinements led to specialized models like the
consecutive-k-out-of-n model, which is particularly suited for systems with a linear or
circular topology where the failure of several adjacent components is the critical failure
mode. The applications could be found in telecommunication relays, sensor arrays or
phased array radar [57,58].

Another critical area of reliability modeling involved standby systems, which provided
a more nuanced and often more efficient form of redundancy than simple parallel oper-
ation. This methodology was crucial because it acknowledged that backup components
do not always need to be fully active, leading to significant trade-offs between system
availability, power consumption, and lifecycle reliability. The models were categorized as
hot/cold/warm standby based on the operational state of the units. If the backup unit
is fully powered and running in parallel with the primary unit, then it is a hot standby
model. It is used as an instantaneous takeover mechanism [59]. On the contrary;, if the
backup unit is completely powered off and offline, it is called a cold standby. This model
is often used in areas with power-constrain and long-duration missions where long-term
reliability is prioritized over instantaneous availability. Between the above two, there is a
warm standby model, in which the backup unit is powered on but operates in a low-power
or idle state, with only essential functions active. These standby models provided engineers
with a sophisticated framework to design redundancy architectures tailored to the specific
safety, power, and longevity requirements of a given application, representing a significant
step forward in the practical application of reliability theory. For example, a redundant
Inertial Reference Unit (IRU) in a commercial airliner is often kept in a warm standby state,
because a cold IRU can take several minutes to warm up its gyroscopes and complete its
alignment process, which is too long for many in-flight emergency scenarios; and a hot
standby IRU would consume significant power and generate excess heat [60].
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2.3. Limitations: Unable to Explain Causality of Failure

The statistical paradigm was not an academic curiosity. It was the engine of the 20th
century’s quality and reliability revolution. Its application value was immense in industries
defined by mass production and logistical control, where the historical context of available
data and limited computational power made it the ideal toolset. In the aerospace and
defense sectors, these methods provided a quantitative basis for maintenance planning,
enabling the optimization of spare part inventories and operational availability [61]. In
manufacturing, statistical process control and acceptance sampling transformed quality
from a subjective art into a quantifiable science, becoming the contractual language between
suppliers and manufacturers [62].

Despite its transformative successes, the statistical paradigm was constrained by three
fundamental limitations inherent in its “black box” nature. First, it was acausal, offering
no insight into the physical root causes of failure and thus providing little prescriptive
guidance for design improvement. Second, its heavy reliance on large failure datasets
rendered it ineffective for novel designs or high-reliability systems where failure data is, by
design, sparse or non-existent [63]. Finally, its system-level models were predicated on an
assumption of statistical independence, making them inherently vulnerable to Common
Cause Failures (CCFs) that could defeat redundancy and cause systemic collapse [64]. These
limitations collectively necessitated a new paradigm that could move beyond empirical
observation to a causal, physics-based understanding of why systems fail.

3. The Physics-of-Failure Era: Modeling Causal Chains of Failure
3.1. Core Philosophy: Opening the Black Box for Proactive Design

The limitations of the purely statistical paradigm created a compelling need for a more
fundamental approach to reliability. This led to the emergence of the Physics-of-Failure
(PoF) paradigm in the 1980s, a movement that represented a profound philosophical shift
from reactive observation to proactive, science-based engineering. The central tenet of PoF
is that degradation and failure are not merely random events but are deterministic processes
governed by the laws of physics and chemistry, which can be understood, modeled, and
ultimately, prevented [65]. This era “opened the black box,” moving the focus of reliability
engineering from empirical evaluation to a causal understanding of failure mechanisms.

The new objective was no longer simply to predict a population’s failure rate, but
to prevent failure from occurring in the first place through robust design. As pioneered
by researchers from the Center for Advanced Life Cycle Engineering (CALCE) at the
University of Maryland, the PoF approach advocates for a “know your failure mechanism”
methodology [66]. Instead of asking “How long until it fails?”, the PoF engineer asks “How
does it fail, and what design choices can avoid it?” This transformed reliability from a
supporting statistical discipline into an integral part of the core engineering design process,
influencing choices in material selection, structural geometry, thermal management, and
manufacturing processes [67].

This paradigm also brought a new level of sophistication to the handling of uncertainty.
While still primarily concerned with aleatory uncertainty, PoF modeled it at a much more
micro level. Instead of treating the time to failure itself as the primary random variable,
this approach identified the physical parameters of a degradation model as the sources of
randomness. For example, in a solder joint fatigue model, the uncertainty in reliability is a
function of the aleatory variability in factors like the ambient temperature cycle AT, the
device’s coefficient of thermal expansion acomp and ag,p, and the material fatigue properties
¢s. This relationship is illustrated conceptually in Figure 1.

By propagating these input uncertainties through a physics-based model, engineers
could predict the distribution of lifetimes for a new design before a single prototype was
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built, a capability that was impossible under the purely statistical paradigm [68]. This
proactive, science-driven philosophy allowed reliability to be “designed in” at the early
age of development, representing a monumental leap forward in the engineering of robust
and durable systems.

It is important to note that the “white-box” philosophy of this era extends beyond the
material physics of hardware degradation. In a broader sense, this paradigm represents a
shift toward phenomena-based causal modeling. The core objective is to map the specific
causal chains that lead to adverse outcomes, whether those chains are rooted in metal
fatigue or operational sequences.

Under this broadened definition, techniques such as Probabilistic Risk Assessment
(PRA) and Probabilistic Safety Assessment (PSA) represent the mature stage of this era.
Unlike pure statistical extrapolation, PRA /PSA attempts to model the logical sequence of
events—including human errors and organizational factors—that lead to system failure.
By utilizing Event Trees and Fault Trees, these methods introduced a structured way to
analyze the “physics” of accident scenarios. However, even these advanced causal models
typically rely on the assumption of linear causality and component independence. They
model human-machine interaction as a probabilistic failure of a “human component”, a
simplification that eventually proved insufficient for the complex, non-linear cognitive
coupling found in modern complex systems.

The PoF “white box”

Aleatory uncertainty factors

temperature cycle AT

device's coefficient of thermal
expansion @, and @,

material fatigue properties ¢,

A 4

according to Coffin-Manson
relationship

1 ay )
N, == ar

2\ 2¢,
c=-0.442-6x107T,
+1.74x107%In(1 + f)
_L\a -, |AT
B h

comp

Ay

Reliability evaluation result

distribution of cycles to failure N,

v

Generate cumulative density
function of N,

v

Given cycles N, calculate the
reliability R(N)=1— CDF(N)

Figure 1. Illustration for using PoF modeled to obtain the reliability of a specific failure mode.

3.2. Key Methodologies: Physical Modeling and Logical Analysis

A science-based understanding of individual failure mechanisms is the necessary
foundation of the Physics-of-Failure paradigm. However, knowledge of how a single
failure mode will occur is insufficient for assessing the safety and reliability of the whole
component, or a system containing various components. Therefore, the PoF methodology
rests on two complementary pillars: on one hand, the physical modeling of how compo-
nents degrade and fail; and second, the logical analysis of how those individual component
failure modes propagate and combine to affect overall system performance. On the other
hand, to bridge this gap between the micro-level physics of a part and the macro-level
functionality of the system, the PoF era relied heavily on structured and decomposed safety
and reliability analysis techniques.

3.2.1. Physics-Based Failure Mechanism Modeling

The nature of the PoF approach is the creation of mathematical models that describe the
relationship between stress, material properties, and degradation over time. This requires a
sophisticated understanding of the dominant failure mechanisms in the target application,
and the core principle is to model the physical processes—such as mass transport, charge
injection, or defect generation—that lead to component failure [66,69].
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For instance, in aerospace electronics, a primary concern is the failure of solder joints
due to thermal cycling. Rather than just observing when a joint fails, the PoF approach
models the cyclic plastic strain induced by the mismatch in thermal expansion coefficients
between a component and the circuit board. This strain is then linked to the number of
cycles to failure using a model like the Coffin-Manson equation, allowing engineers to
predict lifetime based on material properties and the expected operational temperature
swings [70]. Similarly, for mechanical structures like turbine disks or airframe components,
the focus is on modeling fatigue crack propagation. Paris’s Law provides the physical basis,
relating the rate of crack growth per cycle da/dN to the stress intensity factor range AK at
the crack tip as

da m
N C(AK) (6)

By integrating this equation, engineers can predict the number of cycles required for a
small, initial crack to grow to a critical size, forming the basis of damage-tolerant design and
establishing scientifically justified inspection intervals [71]. However, this deterministic
model represents an idealized case. In practice, the PoF paradigm explicitly handles
aleatory uncertainty by treating the parameters of its physical models not as single-point
values, but as random variables described by statistical distributions. For the Paris’s Law
model, the material constants C and m, the initial crack size a¢, and the stress intensity factor
range AK are all treated as distributions to account for material variability, manufacturing
imperfections, and load fluctuations. By propagating these input uncertainties through the
physics-based model, typically using Monte Carlo simulation, the output is not a single
lifetime value, but a full probability distribution of the expected cycles-to-failure, from
which the reliability function R(N) can be directly derived, as shown in Figure 1.

This principle of combining deterministic physical laws with probabilistic inputs to
account for aleatory uncertainty is the main characteristic of the PoF era. The field of
physics-of-failure modeling contains many branches, but for aerospace applications, a
core set of models has been established to address the most critical failure mechanisms in
mechanical structures and microelectronics. As detailed in reference [72], these models
provide the foundation for proactive, science-based reliability design. The most critical of
these models is summarized in Table 4.

Table 4. Key physics-of-failure models for typical failure models in aerospace reliability analysis.

Failure Mode Model Purpose and Application Key Uncertainty Factor Model formula References
To predict the number of cycles to
failure in metallic structures (e.g., .
. . . . material constants C, m .,
Mechanical airframe, engine disks) under . . Paris’s Law
. . . initial crack size ag da m [73,74]
Fatigue cyclic stress. Essential for . . v = C(AK)
. stress intensity factor range AK
damage-tolerant design and
setting inspection intervals.
To predict the Mean-Time To current density |
Failure (MTTF) of metallic tem erature}TI"
Electro- interconnects in integrated circuits activatifz)  enerav E Black’s Equation [69.75]
migration due to the “electron wind” effect. 8Y Fa MTTE = A]—ﬂg(%) ¢

Critical for avionics processor and
ASIC reliability.

material constant A
current density exponent n

Hot Carrier
Injection

To predict transistor lifetime or
performance degradation due to
high-energy carriers damaging the
gate oxide interface. A primary
concern for deeply scaled

digital logic.

substrate current I,
drain current I;
drain voltage Vj;,
technology-dependent
constants

Substrate Current
Power Law [76,77]

Ly \ "
71y = C(4e)
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Table 4. Cont.
Failure Mode Model Purpose and Application Key Uncertainty Factor Model formula References
To model the threshold voltage time
Negative Bias shift in pMOS transistors, which Reaction-Diffusion
. temperature T
Temperature degrades performance over time. . L Model [78,79]
. . e . . electric field Eyx (—E)n
Instability A critical reliability issue in . AV, = Ae\ ")t
. material /process constants.
modern avionics and processors.
Time- To predl.ct the tlm?_to._ breakdown electric field Eoy .
Dependent of the thin gate oxide insulator in a temperature T Thermochemical
L MOSFET. A fundamental lifetime emp Model [80,81]
Dielectric limiter for all modern activation energy E, frr = Anp—7Eo ()
Breakdown field acceleration factor vy BD = 70

integrated circuits.

PoF paradigm remains one of the most active and vital methodologies in modern
reliability engineering for its unique ability to couple the abstract reliability requirement
with practical and designable parameters, which allows reliability to be systematically
designed-in from the early stages of development. For instance, in aerospace avionics, PoF
models are essential for ensuring the durability of integrated circuits and power electronics
under extreme thermal cycling and vibration environments [82]. For developing eVTOLs,
PoF is critical for predicting the lifetime and safety of high-density lithium-ion battery
packs by modeling degradation mechanisms such as dendrite growth and solid-electrolyte
interphase (SEI) layer formation [83]. It is also fundamental to the structural integrity of
modern composite airframes, where models for fiber breakage, delamination, and moisture
ingress are used to ensure long-term durability [84].

3.2.2. Structured System Safety and Reliability Analysis

With the understanding of individual failure mechanisms, engineers need to trans-
late this micro-level physical knowledge into macro-level system reliability insights with
techniques like Failure Modes and Effects Analysis (FMEA) and Fault Tree Analysis (FTA).
Since FMEA and FTA need to answer how those individual component failures propagate
and combine to affect overall system performance, these methods could be used only when
the logical structure between different levels of items had been established.

FMEA is a bottom-up methodology that systematically explores the consequences
of failure. The process begins at the component level, asking the fundamental question:
“What happens if this component fails in this specific way?” [85]. For each component in a
system, engineers list all credible failure modes (e.g., a resistor fails open; a hydraulic valve
fails closed). They then trace the effects of each failure mode upwards through the system’s
architecture. It means that the engineer needs to establish the relationship among the local
effect (e.g., loss of signal), the subsystem effect (e.g., control channel goes offline), and
the end effect on the overall system (e.g., loss of flight control). By assessing the severity,
probability of occurrence, and detectability of each failure mode, a risk priority number
(RPN) can be calculated to prioritize mitigations. FMEA’s primary value is as a proactive
design tool, forcing a rigorous and systematic consideration of potential failures early in
the development process [86].

FTA, in contrast, is a top-down methodology that begins with a known system-level
hazard and works backward to identify its root causes. The analysis starts with a single,
undesired “top event” (e.g., “Unexpected Engine Shutdown”) and asks the question: “What
component failures or events, alone or in combination, could lead to this hazard?” [87]. The
analyst decomposes the top event into a series of intermediate events linked by logical gates
(primarily AND and OR gates) until reaching the “basic events”, i.e., the fundamental root
causes, which are typically individual component failures. The great power of FTA lies in

https://doi.org/10.3390/aerospace13020183


https://doi.org/10.3390/aerospace13020183

Aerospace 2026, 13, 183

15 of 37

its ability to identify complicated combinations of failures and to be easily quantified. If the
probabilities of the basic events are known, the probability of the top-level hazard can be
calculated. The analysis also yields “minimal cut sets,” which are the smallest combinations
of basic events that will guarantee the top event occurs, thereby highlighting the system’s
most critical vulnerabilities [88].

Table 5 lists some main characteristics of FMEA and FTA for their application. These
methods excel when the system architecture allows for clear, hierarchical, and well-defined
structural decomposition. Therefore, the efficacy of these methods is heavily dependent on
the analyst’s engineering experience and their ability to foresee all credible failure modes
and interaction pathways. In essence, FMEA and FTA are powerful tools for analyzing
systems where the primary uncertainty is the aleatory timing of known failure modes.
They are fundamentally ill-equipped to handle the epistemic uncertainty associated with
unknown or emergent failure modes that arise from complex, tightly coupled interactions,
a defining characteristic of modern, software-intensive aerospace systems [10].

Table 5. The main characteristics of FMEA and FTA.

Attribute FMEA FTA
Logic Bottom-Up: Forward-chaining from  Top-Down: Backward-chaining from
& cause to effect. effect to cause.
Gu1d1.ng What happens if this component How can this system hazard happen?
question fails?
To explore the effects of potential To identify all credible combinations
Purpose component failures and identify their  of failures (minimal cut sets) that lead
severity for risk prioritization. to a specific top-level hazard.
A structured table listing failure A logical tree diagram, a list of
Key output modes, their effects, severity, and risk ~ minimal cut sets, and a calculated
priority number (RPN). probability for the top-level event.
System hazards are the result of the System hazards can be represented as
Core . . .
. summed or sequential effects of a Boolean combination of basic
Assumption

individual component failures. component-level failure events.

3.3. Limitations: When the Whole System Is Beyond the Sum of Its Parts

The very strength of the PoF paradigm—its intense, disciplined focus on component
physics—is simultaneously its greatest weakness in the face of modern system complex-
ity. While PoF excels at modeling components, it struggles with systems that are beyond
the sum of their parts. In the context of this review, this limitation refers to the inability
of reductionist methods to identify emergent properties. For highly integrated avionics
or autonomous platforms, hazardous behaviors often arise from the correct operation
of components interacting in unforeseen ways (e.g., a software logic trap), rather than
from physical breakage. Since the system’s risk profile is dominated by these interactional
properties, simply aggregating the reliability of individual parts fails to capture the true
safety state of the whole system. For an advanced flight control system comprising massive
software code, thousands of electronic parts, and complex integrated circuits, the exhaus-
tive, physics-based modeling of every potential failure mechanism for every component is
computationally and economically infeasible [89]. This challenge is further compounded in
the context of novel materials and advanced packaging, where validated physical models
may not even exist [90]. Consequently, PoF is often relegated to analyzing a handful of
critical components rather than the system as a whole.

In addition, the techniques are useless to hazards arising from the interactions between
correctly functioning components. This conceptual weakness is the critical vulnerability
in modern systems. Systems-Theoretic analyses, for example, reveal how fully functional
subsystems in unmanned aircraft can interact to create catastrophic risks that FMEA and
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FTA cannot identify and analyze [91]. Likewise, increasing cockpit autonomy introduces
hazards rooted not in system failure, but in flawed human-system interaction, such as
automation-induced mode confusion that can lead to flawed pilot decision-making [92]. In
conclusion, the PoF paradigm perfected the analysis of component-based, hardware-centric
failures. This success was instrumental in achieving the component reliability necessary for
complex systems to exist. However, this triumph inadvertently created systems so intricate
that their most significant risks now lie not in the physics of the parts, but in the logic of
their interactions. The PoF paradigm, with its decomposed foundation, has reached its
conceptual limit.

4. The Prognostics Era: Predicting Failures Through Real-Time Monitoring

While the PoF paradigm provided a robust framework for design-for-reliability, schol-
ars have widely recognized its inability to account for the unique operational histories and
environmental stresses that govern the health of individual assets. This fundamental gap
between static design models and dynamic in-service reality catalyzed the evolution toward
the Prognostics Era. As influential reviews by academics articulate, this represents a philo-
sophical shift from a passive, failure-focused reliability approach to a proactive one centered
on real-time performance and health management [93]. Enabled by the proliferation of
advanced sensor technologies and data analytics, the new paradigm seeks to understand
and predict failures not by applying generalized population models, but by continuously
monitoring the specific, evolving health of each system [94]. At its heart, the Prognostics
Era, therefore, embodies a fundamental change in the management of uncertainty—from
passively quantifying it before deployment to actively reducing it through the continuous
assimilation of operational evidence, a transition that has redefined the frontiers of safety
and reliability engineering [95].

4.1. Core Philosophy: From Static Uncertainty to Dynamic Health Management

The core philosophy of the Prognostics Era is to reframe reliability engineering from a
static and design-related property of a population into a dynamic and manageable attribute
of an individual system. This evolution was not merely an incremental improvement but
a necessary response to the fundamental limitations in how the PoF paradigm handles
uncertainty. While PoF excels at quantifying the aleatory uncertainty inherent in material
properties, manufacturing tolerances, and anticipated loads at the design stage, its output
is a single, static reliability curve intended for an entire population [96]. For instance, the
stress that a component of a system may deviate from profiles assumed in its design phase.
This gap between the generalized uncertainty of a population and the specific uncertainty
of an individual item is the critical problem that the prognostic philosophy was conceived
to solve [97].

Instead of treating a component’s lifespan as a fixed probability, prognostics treats it
as an evolving state of knowledge that must be continuously updated. The central goal is
to leverage real-time sensor data as evidence to progressively reduce the uncertainty by
presenting a component’s current state and its future degradation trajectory [93]. This new
philosophy is enabled by the development of advanced sensing technologies, which provide
the high-fidelity data streams necessary for real-time fault detection and degradation
monitoring [98]. To be noted, this emergence of the new paradigm is led by the reorientation
of the reliability engineering objective. The goal is no longer simply to quantify a pre-
determined uncertainty distribution at the beginning of life, but to actively control and
minimize the uncertainty of physical failure risk throughout the operational life of each
specific item. The output of a prognostic system, a quantified remaining usage life (RUL)
with its associated probability, is not merely an informational metric, but an actionable input
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for dynamic risk management [99]. By providing a high-confidence forecast of impending
failure, it enables a direct control action to mitigate the risk before it can be realized [100].

4.2. Key Methodologies: Apply RUL to Predict Failure Trend

The quantification of RUL is the central task of fault prognostics, providing the predic-
tive insights necessary to manage failure trends. There are various methods to achieve RUL
based on the employed models. According to a comprehensive survey, these techniques
can be classified into three primary families, i.e., physics-based approaches, data-driven
approaches and hybrid approaches.

4.2.1. Physics-Based (or Model-Based) Approaches

The physics-based approach to prognostics is indeed a direct application of the PoF
paradigm, extending its principles from the design phase into the operational lifecycle of
an item. Therefore, the core of this method is to create an explicit mathematical model of a
failure mechanism and use real-time sensor data to drive the model’s parameters, track its
state evolution, and project its state into the future. The key difference is the source of input
data. PoF relies on assumed mission profiles, whereas physics-based prognostics relies
on actual, measured operational data. For example, in the classic Paris’s Law for fatigue
crack growth in Equation (6), the stress intensity factor range AK is no longer a design
assumption but is calculated from real-time strain or vibration sensor data. By integrating
this equation using the actual load, an engineer can track the crack’s current length a and
predict its future growth far more accurately than with static models.

Similarly, by employing the structured system reliability model, the performance of
the whole system can be predicted dynamically. Figure 2 shows a RUL dynamic evaluation
during system operation. At the beginning, we can calculate the RUL based on the assumed
PoF model parameters and arrange a repair at time ¢ as the system’s performance is going
to hit the threshold. As the system continues to operate and the component i fails at a certain
time, the structured system reliability model changes. So, the performance evaluation of
the system drops, and we need to adjust the repair time to be ¢;. Similarly, if the component
j fails at another time, the structured system reliability model changes, and causes the
performance evaluation of the system to drop again. Thus, we need to arrange the repair
at t;. This simple example tells us that we can predict the system performance with the
structured system reliability model.

—

comp. i failed Y—-+=
comp. j failed

0.95
system performance threshold

o.85 - System RUL dynamic evaluation results

Legends

expected repair time at beginning

Performance evaluation of system

i failed
0.8 | adjust repair time when i failed

hen comp. j failed

adjust repair time when failed

0.75
Time (7) t;

Figure 2. System performance evaluation based on reliability models.

4.2.2. Data-Driven Approaches

With the advancement in Artificial Intelligence (AI) and the growth in data processing
capabilities, data-driven approaches have emerged as the most prominent uncertainty quan-
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tification in the prognostic paradigm of reliability engineering in recent years. Therefore, a
significant portion of contemporary PHM literature is dedicated to developing, refining,
and applying these data-driven methodologies. Data-driven approaches for prognostics
operate on a principle of causality, which aims to learn and recognize the patterns of what
a system’s behavior looks like before it fails by extracting degradation laws from a large
amount of historical data. Thus, the primary objective is to train a complex, non-linear
mapping function f(X) to establish the relationship between a time-series sensing data
X = {Xt, X;_1,..., X1} and the prediction of RUL. The literature highlights a variety of Al
techniques for this task. In this paper, we will review some of the most popular methods.
Firstly, we will illustrate how to apply the recurrent neural network (RNN) and its
variants for RUL prediction. RNN is the main method of deep learning for time-series
prognostics due to their inherent ability to model sequential data. An RNN processes a
sequence step-by-step, maintaining an internal hidden state /; that acts as a memory, cap-
turing information from all previous steps. This is achieved through a recurrent connection:

hi = o(Wyhi—1 + Wyx; +b) 7)

where h;_q is the hidden state from the previous time step, x; is the current input, W
and b are learned weights and biases, and ¢ is an activation function. In this equation,
h; represents the expected system state considering all the historical parameter values.
Therefore, we can train an output layer:

RUL = Wyh; + by (8)

where Wy and by are the pretrained weights and biases of the output layer neural network.
The RNN only works well for the simple system because it suffers from the vanishing
gradient problem, making it ineffective at learning long-term dependencies. To overcome
this, advanced variants like the Long Short-Term Memory (LSTM) and Gated Recurrent
Unit (GRU) were developed [101]. These architectures introduce sophisticated “gating
mechanisms” (e.g., forget, input, and output gates in LSTM) that allow the network to se-
lectively remember relevant information and forget irrelevant data over long periods. This
makes them exceptionally powerful for RUL prediction, where early-life sensor readings
can be critical for late-life failure forecasting [102]. In practice, when researchers refer to
using RNN for sequence modeling, like RUL prediction, they almost always mean using
LSTM or GRU.

Secondly, we will illustrate how to apply the convolutional neural network (CNN) for
RUL prediction. Although CNN was originally designed for image processing, reliability
researchers employ it for PHM by treating time-series parameters as one-dimensional
data. The basic steps for applying CNN to RUL prediction begin with transforming the
sensing data into segments X = [x1,xp,..., x| with a fixed length L. Then, we need to
denote several filters (or kernels) W = [W1, Ws, ..., W], used to capture the features in the
time-series data, e.g., a high-frequency spike or a specific oscillation. For each position ¢ in
an arbitrary segment, a filter needs to measure how well the signal at position f matches
the filter’s feature with the following equation:

k
e = f(Z (Wi xpi-1) + b> )
i=1

where c; is the feature map of a single filter at position t, W; is the i-th weight of the filter,
X;4i—1 is the data that the i-th filter is currently overlapping, b is a learnable bias term, and
f is an activation function which we usually employ f(z) = max{0,z}. After pooling and
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flattening operations, the multi-dimensional tensor is transferred into a one-dimensional
vector Viiastened, Which preserves all the learned features in a format that is suitable for the
final prediction stage. Thereafter, with the pretrained parameters Wy, and by, the RUL can
be predicted by the following equation:

RUL = ch ’ Vflatten + bfc (10)

where Wy, is the weight of the features in Viten04 On influencing the RUL, and by, stands
for the base RUL prediction. We can regard the dot product term Wy, - Vi, as the
accumulated effect of all the features on RUL, i.e,, it is an adjustment of the base RUL.
Therefore, the main advantage of employing CNN for RUL prediction is the ability to
perform automatic hierarchical feature extraction [103,104], regardless of the reliance on
manual identification of degradation features.

Thirdly, we will illustrate how to apply the transformer-based models for RUL predic-
tion. The transformer was originally developed for natural language processing. It becomes
a new frontier in RUL prediction due to its unique self-attention mechanism, which allows
the model to weigh the importance of all time steps in a sequence simultaneously when
making a prediction for a given point [105,106]. Let X = [x1, xp, ..., x1] be the sequence of
data, after the positional encoding operation, which contains both sensing and position
information. Then, for each time step’s embedding in X, its importance (i.e., attention) to
others can be obtained by the following equation:

: QK"

Attention(Q, K, V) softmax< i > 174 (11)
where QKT creates a similarity matrix where each entry represents how “relevant” one
time step is to another, dy. is the dimension of vectors K, the softmax function is applied
to convert the scores into a set of positive weights that sum to 1 and V is the value matrix.
Equation (11) produces a new sequence of weights for each time step over the others. After
the sequence has passed the multi-head attention, through one or more transformer blocks,
we have a final sequence of output embeddings Vs that contains a comprehensive
summary and final judgment of the current health status of the equipment. Similarly, with
the pretrained parameters Wy, and by, we can get the RUL prediction by

RUL = Wreg : eratures + breg (12)

The transformer model for RUL prediction performs well at capturing complex, long-
range dependencies, making it a state-of-the-art method, particularly for long and intricate
time-series data [106].

Lastly, to leverage the complementary strengths of different models, hybrid architec-
tures have become a dominant trend in state-of-the-art RUL prediction [107,108]. The most
common and effective hybrid model is the CNN-LSTM architecture. In this structure, the
CNN acts as a powerful feature extractor, processing raw and high-frequency sensor data
segments to produce a condensed, informative feature representation. This sequence of
learned features is then fed into an LSTM, which models the temporal evolution of these
features to make the final RUL prediction [109]. This approach synergistically combines
the spatial feature learning of CNN with the temporal sequence modeling of LSTM, often
yielding superior performance compared to either model used in isolation [110].

4.2.3. Physics and Data Integrated Hybrid Approaches

Hybrid approaches have emerged as the most promising direction in modern prog-
nostics, seeking to synergistically combine all available sources of knowledge to overcome
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the respective limitations of pure physics-based or data-driven models [111]. This fusion
of first-principles knowledge with the powerful function-approximation capabilities of
machine learning is proving to be a critical strategy for developing trustworthy RUL pre-
diction frameworks for safety-critical systems [112]. Several distinct integration strategies
have been prominently featured in the recent literature. In this paper, to the best of our
knowledge of the research frontier, we will only review some of the most popular physical
and data hybrid approaches.

Firstly, we will review the state-space filtering model for RUL evaluation. This model
is primarily implemented using sequential Monte Carlo methods like the Kalman Filter
(KF) and Particle Filter (PF), which separates the roles of physics and data into a recurring
two-step cycle, i.e., prediction and correction [113,114]. In the prediction step, we employ a
physics-based state transition model to forecast the evolution of the system’s hidden health
state from one time step to the next. This is governed by the state equation:

xp = fxp—1, ) +wg (13)

where x; represents the state vector at each time epoch (e.g., crack size or battery
impedance), f(e) is the physics-based state transition function, u; represents any con-
trol inputs, and wy is the process noise accounting for model uncertainty [115]. In the
correction step, we employ a measurement function #(xy) to incorporate real-time sensor
data, z;, which is linked to the state by the following equation:

Zy = h(xk) + U (14)

where vy, is the measurement noise [116]. The filter compares the actual measurement zj
with the predicted measurement Z; and uses the discrepancy to update the state estimate.
This predict—correct cycle allows the physics model to provide a robust and interpretable
structure, while real-time data continuously corrects for model inaccuracies and tracks
system-specific degradation [117].

Secondly, we will introduce a rapidly emerging technique called physics-informed
neural network (PINN), which embeds physical laws directly into the loss function for a
neural network pretraining [118]. By doing so, it forces the data-driven model’s predictions
to be physically consistent, even in regions with sparse data. The core principle is the
modification of the standard neural network loss function. Traditionally, the loss function
Lgat, is simply the mean squared error (MSE) between the network’s predictions and the
training data. However, PINN adds a second term L,;sics that penalizes the network if its
output violates a known governing physical law. The combined loss function is denoted as

Liotal = Liata + /\Lphysics (15)

where Lyjysics = YN [r(t;, x;)]*/ N is the mean squared residual of the governed by the
partial differential equation (PDE) according to specific physical law, r(#;, x;) is the physics
residual given data x; at time step t;, and A is a hyperparameter that balances the contri-
bution of the data-driven and physics-based loss terms. By minimizing this composite
loss, the network learns a solution that both fits the observed data and adheres to the
fundamental principles of physics [119]. This is particularly valuable for prognostics in
the area where failure data is rare, as the physics-based loss regularizes the solution and
prevents unrealistic predictions [118].

Lastly, we will introduce the physics-informed data augmentation approach in RUL
prediction. The basic principle of this method is to synthetically generate data that is physi-
cally consistent with degradation trajectories for neural network training. This methodology
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is typically a two-stage process [120]. The first stage involves creating a robust digital model
of the system in its healthy state. This is often achieved by applying system identification
techniques to the limited amount of real, healthy operational data available, resulting in a
validated dynamic model of the system’s nominal behavior. This digital model can then be
used to generate an augmented and enriched dataset of nominal operations under various
conditions. The second stage involves injecting a physics-based degradation model into
a specific component of this validated digital system model. This degradation model is a
mathematical representation of a known failure mechanism. For instance, to simulate the
degradation of an actuator valve due to increased friction, a well-established stiction model
needs to be injected. One such model is described by the following equation:

_ Jxk1+ (ex —sign(ex) fp), if lex|> fs
e = { X1, if lexl< . (16

where x; is the valve position, ¢ is the error between the command and position, and
fs and fp are the static and dynamic friction parameters. By systematically increasing
a parameter like f; over simulated time, a gradual and physically realistic degradation
process is induced, from healthy operation (fs; = 0) to complete failure. Other classic
degradation models, such as Paris’s Law for fatigue or the Arrhenius model for chemical
degradation, can be similarly injected depending on the component being studied. This
approach not only alleviates the data scarcity problem but also enhances the transparency
and trustworthiness of the subsequent Al-based predictions.

4.3. Limitations: Distribution-Shift and OOD

While the Prognostics Era introduced the critical dimension of time, its fundamental
reliance on data-driven inductive inference creates a new class of safety risks. The validity
of any RUL prediction rests on the stationarity assumption, i.e., the future operational data
must follow the same statistical distribution as the training data. For modern complex
systems, this assumption is frequently violated in three ways. First, deep learning models
often exhibit “overconfident but wrong” behavior in Out-of-Distribution (OOD) scenarios.
For instance, an eVTOL encountering novel vibration patterns may be confidently misclas-
sified as a safe state, leading to a dangerous failure. Second, the distribution-shift occurs
as underlying physical relationships evolve due to aging or environmental seasonality,
rendering models trained in specific historical conditions inaccurate over time. Third,
even physics-informed data augmentation suffers from a simulation-to-reality gap, where
models overfit to simplified physics and fail against real-world stochasticity. These limi-
tations reveal a fundamental truth for the PHM models that it is impossible to maximize
a training dataset to cover the infinite state space of an open environment. Consequently,
relying solely on reducing epistemic uncertainty through better prediction is a strategy of
diminishing returns. The engineering paradigm must therefore pivot from asking “how
to predict better” to “how to remain safe when prediction inevitably fails”, providing the
logical imperative for the UC framework discussed next.

5. The Resilience Era: Focusing on Mission Success Under Uncertainty
5.1. Core Philosophy: Operating Beyond the Limits of Knowledge

The transition to the Resilience Era is not merely a change in technique but a fundamen-
tal epistemological shift. It begins with the engineering community’s common admission
that for modern, software-defined, and autonomous systems, the “complete knowledge” of
the system’s behavior is no longer attainable. This philosophical realization is codified in
the evolution of critical aerospace standards. A prime example is the significant terminol-
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ogy update in SAE ARP4754B [29]. The standard deliberately replaces the previous concept
of “unintended function” with “unintended behavior.” This change represents a profound
acknowledgment of complexity, i.e., while a “function” implies a discrete, identifiable
design element that can be simply verified as correct or incorrect, “behavior” encompasses
the emergent, dynamic, and continuous outcomes of system interactions. By adopting
“behavior,” the industry formally admits that hazardous states may arise not just from
discrete design errors, but from complex systemic interactions that were never explicitly
“functionalized” in the requirements. This signifies that we can no longer simply “debug”
a system into safety; we must instead manage its emergent behavior.

5.1.1. The Limit of Predictability and the “State-Space Explosion”

In the traditional reliability paradigms (Statistical and PoF), the underlying assumption
was that the system is deterministic and that all critical failure modes could be enumerated,
tested, and mitigated. However, this assumption collapses under the weight of the “state-
space explosion” inherent in modern avionics and Urban Air Mobility (UAM) architectures.

For a legacy electromechanical system, the number of failure states was finite and
manageable. In contrast, modern autonomous systems driven by AI/ML algorithms
possess a virtually infinite state space. Koopman and Wagner [2] demonstrated that to
statistically validate the safety of an autonomous vehicle to a level comparable to human
pilots (10~8 failures per hour), using test-driving alone would require billions of miles
of testing and taking tens or hundreds of years. This creates a “Validation Gap” where
empirical testing can only cover a negligible fraction of the operational envelope.

Furthermore, the uncertainty has shifted from “known unknowns” (e.g., component
fatigue life) to “unknown unknowns” (e.g., emergent behavior in rare scenarios). As noted
in a NASA study on UAM airspace safety, the integration of non-deterministic agents
creates a complex adaptive system where hazardous behaviors emerge from the interaction
of correctly functioning components [121]. In such systems, the probability of encountering
an unforeseen state X501, 1S Non-zero. Therefore, basing safety solely on the prediction
of known failures is mathematically insufficient.

5.1.2. From “Fail-Safe” (Safety-I) to “Safe-to-Fail” (Safety-1II)

To survive in this high-uncertainty environment, the engineering objective must
migrate from the passive “Fail-Safe” logic of Safety-I to the active “Safe-to-Fail” logic of
Safety-II.

e  Safety-I (The Absence of Negatives): This traditional view defines safety as a condition
where the number of adverse outcomes (accidents/incidents) is as low as possible. It
focuses on “bimodal” outcomes: the system either works perfectly or fails.

e  Safety-II (The Presence of Positives): As articulated by Hollnagel in his recent
works [122], Safety-II defines safety as the system’s ability to succeed under varying
conditions. It acknowledges that performance variability is inevitable and necessary
for adaptation.

In the context of eVTOLs, this shift is critical. A Safety-I approach might design an
autopilot to disengage upon detecting a sensor anomaly, handing control back to a pilot.
However, in a simplified single-pilot or autonomous UAM operation, sudden disengage-
ment could be catastrophic due to the pilot’s loss of situational awareness [123]. A Safety-II
approach (Resilience) would instead design the system to maintain functional endurance—
perhaps by degrading to a “safe hover” mode using synthetic sensor estimates—thereby
ensuring mission success or a safe recovery despite the anomaly.
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5.1.3. Regarding Safety as a Control Problem

If we cannot predict every failure, then we must instead constrain the system’s behav-
ior. This philosophy relies heavily on the Systems-Theoretic Accident Model and Processes
(STAMP) theory developed by Leveson, which has gained renewed urgency in the 2020s
for certifying autonomous systems [124]. The central argument is that safety is an emergent
property of the system level, not the component level. In complex software-intensive
systems, accidents often occur without any component “failure” in the reliability sense. For
example, the loss of a flight control system might occur because two software modules,
both working exactly as specified in their requirements, interact in a way that drains the
batteries [88].

Therefore, the engineer’s role shifts from increasing the reliability of individual parts
to designing a manageable structure that controls the safety constraints. The system is mod-
eled not as a chain of failure events, but as a dynamic control loop where a controller issues
actions to a process based on a process model. Safety is breached when the controller’s
process model deviates from reality, e.g., the software thinks the aircraft is climbing when
it is stalling.

Formally, we define a Safe Envelope Q.. The objective of uncertainty control (UC)
is to design a control law u(t) such that the system state x() remains within Q, s, despite
the presence of epistemic uncertainty A(x) and external disturbance d(t)

Vi {x(t+1) = f(x(t),u(t)) + Ax) +d(t)} € Qe (17)

This formulation effectively decouples safety assurance from the need for perfect
knowledge of A(x). If the control architecture can enforce the boundary of Q, fer the
deep epistemic uncertainty of components becomes manageable. This principle forms
the theoretical foundation for the methodologies we will discuss next: STPA and run-
time assurance.

5.2. The Strategic Shift: From Uncertainty Quantification (UQ) to Uncertainty Control (UC)

While the previous eras (Statistical, PoF, Prognostics) were obsessed with quantifying
uncertainty—calculating the probability of failure more precisely—the Resilience Era recog-
nizes that for complex adaptive systems, quantification alone is a passive exercise that does
not guarantee safety, especially for the system with aleatory uncertainty. Thus, the strategic
paradigm must shift from uncertainty quantification (UQ) to uncertainty control (UC).

5.2.1. Defining Uncertainty Control: The Safety Envelope

UC is defined not as the elimination of aleatory or epistemic uncertainty—which is
often impossible in open environments—but as the active containment of system behavior
within a valid safety envelope. In this context, the system is allowed to exhibit complex,
non-deterministic, or even “messy” behavior internally, provided that its external physical
manifestation never violates the safety envelope.

Mathematically, this is often formalized using Control Barrier Function (CBF), a
method that has gained significant traction in safety-critical robotics and aerospace re-
cently [125]. Let the safety envelope E be defined by a super-level set of a continuously
differentiable function h(x):

E={xeR":h(x) >0} (18)

where x is the system state (e.g., aircraft position or velocity). UC acts as a filter on the
control input u. Even if the primary controller (e.g., an Al agent) requests an unsafe action
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u 41 due to internal uncertainty, the UC mechanism solves a quadratic program in real-time
to find the closest safe control action u* that satisfies the barrier condition:

u* = argmin ||u — uzg| 1

u (19)
s.t.%f(x,u) +a(h(x)) >0

This equation mathematically guarantees that the system state x will never leave the
safety envelope E, regardless of the uncertainty inherent in the AI controller u 45 [126].

It should be noted that while u* represents theoretically optimal safe control action,
its analytical existence and real-time solvability in high-dimensional non-linear systems
remain significant challenges. In practice, the RTA framework addresses these issues by
decoupling the safety monitor from complex online optimization. Instead of attempting
to solve for u* in real-time—which could introduce hazardous computational delays—
modern RTA architectures typically switch to a pre-defined, simplified backup controller
(e.g., a robust PID or a conservative glide-mode law) once the system approaches the
boundary of the safe invariant set. This strategy ensures that even in degraded modes
or extreme scenarios where the nominal model may fail, a verified and computationally
efficient control action is available to maintain fundamental stability, thereby sidestepping
the risks of solver non-convergence or latencies.

5.2.2. Decoupling Assurance from Complexity

The most revolutionary implication of the UC paradigm is the capability to decouple
safety assurance from functional complexity. In the traditional certification approach
(e.g., DO-178C), safety is assured by verifying the correctness of the entire control logic.
However, for a deep neural network (DNN) with millions of parameters, tracing logic is
impossible. UC solves this by encapsulating the complex, non-deterministic component
within a deterministic safety monitor. This concept is central to ASTM F3269-21 which
establishes the architectural standard for run-time assurance (RTA) [127].

e  The Complex Core: An Al-based flight controller that optimizes fuel efficiency and
passenger comfort. Its internal uncertainty is high.

e  The Assurance Layer: A deterministic, physics-based RTA safety monitor that only
enforces basic flight envelope limits, e.g., angle of attack & < &g,y or G-load <2.5g.

While the assurance layer ideally relies on a high-fidelity physics-based model, its
practical implementation must account for extreme epistemic uncertainty or heavily de-
graded modes (e.g., structural damage or total sensor failure). In such marginal cases,
where the nominal flight envelope becomes impossible to solve, the RTA architecture is
designed to prevent the worst situation from happening. RTA will utilize the fail-safe
logic, such as a simplified glide-mode or a neutral stability command, that does not require
full system state identification. By prioritizing deterministic survivability over complex
performance, the assurance layer remains functional even when the precise system physics
are partially unknown.

By validating only the assurance layer (which is simple and physics-based) and not the
Al Core, engineers can certify the safety of the aircraft without needing to fully understand
the “black box” of the AI. EASA’s Artificial Intelligence Roadmap 2.0 explicitly validates this
strategy, categorizing it as “W-shaped” development [128]. It allows for the deployment of
non-deterministic algorithms by ensuring that their unintended behaviors are intercepted
before they propagate to the actuators.

This decoupling is the key that unlocks the future of autonomous systems, allowing
innovation in performance (via Al) while maintaining strict guarantees on safety (via
UCQ). Table 6 represents a difference in the UC paradigm from the previous era’s UQ
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paradigm. For instance, the UQ paradigm regards the system as deterministic and focuses
on how to reduce the probability that the unintended function could occur, whereas the
UC paradigm admits that the system may be non-deterministic, so it pays attention to how
to manage unintended behavior from affecting other parts. Another difference between
the two paradigms is their attitude about handling uncertainty. The UQ paradigm mainly
considers the aleatory uncertainty, which can be reduced with accumulated testing data.
However, the UC paradigm mainly involves epistemic uncertainty, for which we need to
design multiple protection mechanisms to stop its occurrence. In addition, during the UQ
paradigm era, the key metric that we care about is the failure rate, so we need to verify
that the entire system satisfies the total failure rate requirement. But, in the UC paradigm
era, we need to measure the resilience capability metric, e.g., the leading time to predict
the system performance decline or the recovery time for the system performance bounce
back to a certain level. Therefore, we need to verify that the system contains the safety
management functions.

Table 6. Comparison of assurance strategies.

Feature Traditional (UQ Paradigm) Resilience (UC Paradigm)
Focus Unintended function Unintended behavior
Assumption System is deterministic System may be non-deterministic
Handling Uncertainty Reduce it through testing Contain it through architecture
Key Metric Failure Rate Resilience capability

Verification Target The entire complex system The safety management functions

5.3. Key Methodologies: STPA and RTA
5.3.1. Designing for Control with STPA

If uncertainty control (UC) is the strategic objective, then Systems-Theoretic Process
Analysis (STPA) is the architectural tool designed to achieve it. While traditional methods
like FMEA focus on component reliability, STPA focuses on system control, i.e., preventing
the system from doing the wrong thing, even when nothing breaks.

1. The Standardized Workflow of STPA

STPA follows a four-step iterative process designed to uncover unsafe interac-
tions [124], as illustrated in Figure 3.

e  Step 1: Define Purpose of Analysis.

Define Purpose of
Analysis

Loss
Hazard

Etc.

Safety Constraint

Model the Control Identify Unsafe Identify Loss
Structure Control Actions Scenarios
| g ® Controller | g ® Not Providing p| * Find Causal Factors
e Control Action e Providing e Design Monitoring
e Control Process e Provided too early/late and Management
e Feedback e applying soor/ long Policy

Figure 3. The four-step workflow of STPA.

The process begins by identifying the system-level losses (e.g., loss of life, hull loss)
and hazards (system states that lead to a loss). In addition, the high-level safety constraints
are derived too.

e  Step 2: Model the Control Structure.

Engineers should establish functional feedback loops by defining controllers, actua-
tors, controlled processes, and Sensors. This structure captures the information flow and
hierarchy of the system.
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e  Step 3: Identify Unsafe Control Actions (UCAs).

This is the key technical process of STPA. A UCA is a control action that violates a
safety constraint in a specific context. The UCA could originate from four situations. First,
the control action is “not provided”, so that a hazard may occur. Second, the control action
is “provided”, so that a hazard may occur. Third, the control action is “provided too early,
too late, or out of sequence.” Fourth, the control action is “stopping too soon or applying
too long”.

e  Step 4: Identify Loss Scenarios.

Once a UCA is identified, the engineer works backward to find the causal factors,
ranging from component failures to inadequate feedback, process model mismatches,
or conflicting requirements, that could lead the controller to issue the UCA. Thereafter,
with this information, engineers can design some monitoring and management policies to
prevent the occurrence of a certain UCA.

2. Handling Interactional Risks in the Design Phase

Since the dominant risks in modern aerospace systems arise from unsafe interactions
rather than component failures, STPA, grounded in Leveson’s STAMP theory, addresses this
by modeling the system not as a chain of events, but as a hierarchical control structure [129].
In the STPA framework, a hazard is not caused by a “failure” but by an unsafe control
action (UCA), which occurs when a controller (human, software, or mechanical) issues a
command that violates the safety envelope of the controlled process. STPA systematically
scans for four types of UCAs:

e A control action required for safety is not provided.

e An unsafe control action is provided.

e A control action is provided too early or too late.

e A control action is stopped too soon or applied too long.
3. Evidence of Superiority: Beyond Component Failure

Recent studies have quantified the advantage of STPA over traditional methods in
software-intensive systems. A comparative study applying both FMEA and STPA to an
automated aircraft braking system shows that while both methods identified identical
hardware failure modes, STPA identified 45% more causal factors, all of which were related
to software requirements errors and complex interaction scenarios that FMEA completely
missed [130].

e A Brief Case Study: eVTOL Transition Phase

Consider the critical “transition” phase of an eVTOL aircraft (switching from vertical
hover to wing-borne flight). The FMEA approach would analyze failures like “Actuator
stuck” or “Sensor dead”, whereas the STPA approach could identify a UCA, such as the
flight control computer (FCC) commands “Push Nose Down” while the altitude is lower
than 50 ft. This could be due to a process model mismatch, since the FCC believes the
aircraft is higher than it is due to a barometric pressure drift, or it prioritizes air speed over
altitude due to a flawed requirement specification.

This ability to catch requirements flaws and mode confusion is critical. In the context
of a human-autonomy coupled system, STPA is uniquely capable of identifying hazards
where the pilot and the automation have conflicting perceptions of the system state. A re-
search of UAM operations highlighted that “automation surprise”—a classic epistemic
uncertainty problem—was the leading cause of UCAs in emergency scenarios, a risk
invisible to component-level analysis [131].

4. The Output: From Probabilities to Safety Constraints
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Unlike FMEA, which outputs a risk priority number (RPN) or a probability of failure,
the output of STPA is a set of rigorous safety constraints. This aligns perfectly with the
philosophy that regards safety as a control problem. If a UCA is defined as a tuple of
context and action that leads to a hazard

UCA = {(u, x)|action u in state x = hazard} (20)
Then the goal of the STPA process is to generate a safety constraint that forbids this set
SC : the controller must NOT provide u when process state is x (21)

Therefore, for the eVTOL example above, the derived safety constraint would be: the
FCC must inhibit the “Push Nose Down” transition logic when the radar altimeter reads
below 50 ft, regardless of airspeed indicator status.

These constraints then become the requirements for the run-time assurance (RTA)
monitors discussed in the next part. By systematically deriving these constraints during
the design phase, STPA effectively identifies the safety behavioral logic of the system,
minimizing the epistemic uncertainty related to how the system will behave before the
aircraft ever takes off [132].

5.3.2. Executing Control with RTA

While STPA provides the static blueprint of safety constraints, run-time assurance
(RTA) provides the dynamic mechanism to enforce them. As previously discussed, when
we cannot predict the behavior of a component (like a neural network), we must control its
output. RTA is the architectural embodiment of this philosophy.

1.  The Necessity for Bridging the Traceability Gap Involved by AI/ML

The integration of Artificial Intelligence (AI) and Machine Learning (ML) into aviation
has challenged the traditional certification standards like DO-178C. These standards rely
on structural coverage and requirements traceability—the ability to trace every line of code
back to a low-level requirement.

As noted in a survey on Al certification, there is a fundamental traceability gap that
prevents one from tracing a specific neuron activation to a specific safety requirement [133].
Consequently, trying to certify a DNN using DO-178C is like trying to verify the reliability
of a human pilot’s brain by dissecting their neurons—it is the wrong level of abstraction.
RTA circumvents this by admitting that the “Complex Function” (the Al) is inherently
untrusted and essentially uncertifiable to high design assurance levels (DAL A/B). Instead
of verifying the code, RTA verifies the architecture.

2. Design the Monitor-Switch Architecture for RTA

To bridge the gap between non-deterministic Al performance and deterministic safety
requirements, the RTA framework is typically implemented using a monitor-switch ar-
chitecture according to ASTM F3269-21 standard [127], as shown in Figure 4. This archi-
tecture wraps the non-deterministic component in a safety envelope composed of three
distinct elements:

e  Complex Function (CF): The high-performance, Al-driven controller (e.g., an adaptive
dynamic inversion flight control algorithm). It has high uncertainty and is treated as
untrusted.

e  Recovery Function (RF): A simplified, low-performance controller (e.g., a classic PID
loop). It is deterministic, physics-based, and formally verified to be trusted.

e  Safety Monitor (SM): A logic block that observes the system state x(t), according to
the sensor input and the Complex Function’s proposed action ucp(t).
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e  Switch: A logical gate to determine which output between CF and RF to choose as the
final output. It is by default set to connect CF unless the safety monitor predicts that
the system state would violate the safety boundary and triggers it to transit to RF.

» Safety
4 Monitor
Complex Function
sensors —»o— O e o AT |
Switch
(LOgiC gate) ) uOlltput(t)
Lpo Recovery Function
(Trusted backup) —°

Figure 4. The RTA monitor-switch architecture.

The core logic of the monitor—switch architecture is to check if the system is approach-
ing the boundary of the safety envelope Q,r.. To do this, it often employs Forward
Reachability Analysis. Let R(x, At) be the set of all reachable states from state x within time
At under the Recovery Function. The switching logic is defined as

ucp(t), if R(x(t) + f(x,ucp)At, Trec) C Qafe;

22
ure(t), otherwise. (22)

Uoutput (t) = {

where T is the time required for the Recovery Function to stabilize the system. The
equation shows that the safety monitor is to determine “If I let the Al execute this command
for one more step, will the backup controller still be able to save the aircraft?” If the answer
is “No”, the safety monitor immediately triggers and switches to Recovery Function.

e A Brief Case Study: Neural Network Flight Control

A study conducted by the Air Force Research Laboratory (AFRL) demonstrated this
on an F-16 aircraft using a neural network for adaptive maneuvering. The unverified neural
network provided superior tracking performance but occasionally exhibited oscillatory
“bursts” due to over-fitting. The RTA wrapper, configured with a simple linear quadratic
regulator as the Recovery Function, successfully intercepted 100% of the divergent behav-
iors, maintaining the aircraft within the structural G-load limits without suppressing the
Al's performance during normal operation [134].

3. Closing the Evidence Chain: From Probabilistic to Deterministic

The profound innovation of RTA is how it transforms the safety argument for cer-
tification. In the traditional view, system safety is regarded as the combination of the
components’ reliability. However, in the resilience view enabled by RTA, the safety argu-
ment is decoupled as

Safetysystem = Reliabilitynonitor X Reliabilityrecovery (23)

Hence, the engineers need to build a complete evidence chain for certification:

e  The Recovery Function is verified to DAL A using traditional methods (safe by design).
e  The safety monitor is verified to DAL A (simple logic, no complex math).
e  The Switching Logic covers all STPA-identified hazardous states.

RTA is not just an academic concept but the enabling technology that will allow
certified Al-driven aerospace systems to enter service in the coming decade.
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5.3.3. Implementation Challenges for STPA and RTA

Although STPA and RTA offer a robust path toward system resilience, their proper
implementation is subject to specific challenges that practitioners must recognize.

For STPA, it is a qualitative analysis method, not a quantitative one. Its effectiveness
depends on the domain knowledge of the analysts. STPA cannot automatically identify haz-
ards; it can only provide guidance for human experts to think systematically about system
interactions. If the analysts do not obtain knowledge about system physics (e.g., unknown
aerodynamic coupling effects), applying STPA may still miss critical UCAs.

For RTA, according to Equation (23), the safety guarantee of an RTA architecture
relies entirely on the absolute reliability of the Recovery Function and the safety monitor.
Therefore, the Recovery Function must be simple enough to be fully verified with DO-178C.
If the Recovery Function itself is too complex or relies on the same flawed perception data as
the AL then the “common mode failure” will defeat the RTA. In addition, RTA only works
well when a physical solution exists to recover the system, which means if the aircraft enters
an irrecoverable state before the safety monitor triggers the Recovery Function, then RTA
cannot prevent the accident. Therefore, the predefined safety envelope must be determined
conservatively enough to allow sufficient time for the Recovery Function to initiate.

5.3.4. From Assurance to Evolution: The Closed-Loop Learning Mechanism

While RTA provides real-time resilience, the resilience paradigm further demands
a systematic transition from static assurance to evolutionary safety. This is achieved
through a continuous learning loop that embodies the core principles of Safety-II. In this
framework, the RTA layer acts as a critical operational sensor: every instance of safety-filter
intervention or switch to a backup controller is treated as a high-value data point rather than
a mere system anomaly. As illustrated in Figure 5, these operational signals are analyzed
to identify discrepancies between ‘“Work-as-Imagined’ (design-time STPA models) and
‘Work-as-Done’ (actual system behavior under epistemic uncertainty). When the system
operates in degraded modes or encounters unexpected environmental coupling, the RTA
logs provide the empirical evidence needed to refine the simplified physics-based models
and update the safety constraints. This feedback mechanism ensures that the system’s
uncertainty repertoire is not static but matures through operational experience, enabling
continuous improvement of both the primary Al-based controllers and the deterministic
assurance logic.

Design-time analysis - STPA e ___ Run-time assurance - RTA,
|
| Safety Objectives Safety Constraints |— E
| STPA Analysis Hazards Control / :
Actions
A I
\Reﬁne Constrains Update Backup Law S

| Incident & Intervention Analysis }—/

+— Safety-11: Continuous Improvement

Operatiponal DATA Logger |<—

Figure 5. The closed-loop architecture of uncertainty control based on RTA.

5.4. The New Identity: The Engineer as a System Resilience Architect

The methodological evolution from Reliability Block Diagrams to Physics-of-Failure
models, and then to RTA architectures, necessitates a parallel evolution in the practitioner’s
identity. The era of the specialist reliability engineer, who works in a silo to calculate MTBFs
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and minimize failure rates, is drawing to a close. In the Resilience Era, this professional
must evolve into a system resilience architect.

5.4.1. Synthesis of Disciplines: The T-Shaped Expert

The complexity of systems like UAM and autonomous defense platforms demands
a synthesis of disciplines that were previously distinct. As highlighted in the INCOSE
Systems Engineering Vision 2035, the future engineer must possess transdisciplinary skills.
The system resilience architect is no longer just a statistician or a material physicist. They
must now integrate:

e  Control Theory: To understand stability, feedback loops, and STPA-based constraints.

e  Software Engineering: To architect RTA wrappers and understand AI/ML behaviors.

e Systems Engineering: To manage the emergent interactions between hardware, soft-
ware, and humans.

5.4.2. Role Definition: Designing the “Immune System”

The core mandate of the resilience architect differs fundamentally from that of the
reliability engineer. The architect’s job is to design the system’s “immune system”—the
adaptive architectures that sense, respond to, and recover from unforeseen disruptions.
This is often quantified using the resilience triangle concept. If Q(t) represents the system’s
quality of performance at time ¢, and a disruption occurs at ¢, and ends at ¢, the “Loss of
Resilience”, denoted as Lges, that the architect must minimize is defined as

bre = [ 11— Q01 @

By doing so, we can expand the expression of the capability of a system, as the
dynamic redundant or recovery mechanisms are designed into the system architecture.
For instance, in the event of a sensor failure, a “Reliable” system might simply disengage
(dropping Q(t) to 0). Whereas a “Resilient” system might maintain Q(t) = 90%, if the
missing sensor data can be constructed from redundant sensors.

5.4.3. Conclusion of the New Era: Enveloping, Not Replacing

It is crucial to understand that the resilience paradigm does not discard the previous
eras. It is not a revolution of destruction, but of envelopment. That is to say:

o  We still need statistics to model the stochastic failure of the hardware components
used in the system.

e  Westill need physics-of-failure to design the sensors and actuators that constitute the
physical plant.

o  Westill need prognostics to feed accurate state data to manage the uncertainty dynamically.

The Resilience Era wraps these foundational layers in a higher-level framework of
uncertainty control. The system resilience architect treats component reliability as a resource
to be managed, prognostics as intelligence to be consumed, and control architecture as the
mechanism to deliver mission success.

As we move deeper into the 2020s, the systems we build—from urban air taxis to deep-
space autonomous probes—will face uncertainties we cannot yet imagine. By embracing
the identity of the resilience architect and mastering the tools of uncertainty control, the
engineering profession ensures it remains the guardian of safety in this brave new world of
complexity [135].
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6. Conclusions

The evolution of reliability engineering is a mirror reflecting the increasing complexity
of the technological systems we build. As reviewed in this paper, the discipline has
undergone a profound transformation through three historical phases, each responding
to the dominant uncertainty of its time. The Statistical Era established the mathematical
foundations for managing the aleatory uncertainty of mass-produced hardware, treating the
system as a “black box” governed by probability distributions. The Physics-of-Failure Era
opened this box, providing the causal understanding of degradation mechanisms needed
to “design in” reliability against physical stress. The Prognostics Era further advanced
this by introducing the dimension of time, leveraging sensor data and digital twins to
transform static reliability estimates into dynamic, real-time health management. However,
the nature of safety-critical systems—defined by software interconnectivity, high autonomy,
and “black-box” AI components—has pushed these failure-centric paradigms to their limits.
A primary challenge is no longer just the stochastic breakdown of a part, but the emergent,
unsafe interaction of functional components. Because these systems are beyond the sum
of their parts, safety can no longer be assured solely by verifying the parts; it must be
architected at the system level.

This paper argues that the future of the profession lies in the Resilience Era, a paradigm
shift that redefines the reliability engineering objective from preventing failure (Safety-I)
to ensuring mission success under uncertainty (Safety-II). To bridge the gap between this
high-level goal and engineering practice, this study explicitly posits that UC serves as the
operational mechanism to achieve system resilience. By implementing RTA architecture,
engineers can create a deterministic safety envelope that acts as a definitive backstop
for the system. When non-deterministic components (like an AI model) encounter OOD
scenarios and fail to predict correctly, the UC mechanism intercepts the unsafe command
and enforces a verified recovery strategy. Thus, the system remains resilient not because
it is perfect at prediction, but because it is architected to contain the consequences of
prediction failure. Ultimately, the resilience paradigm does not discard the tools of the
past but envelopes them. The reliability engineer is no longer just to calculate failure rates,
understand degradation, or forecast RUL, but to synthesize these inputs into a hierarchical
control framework that renders the system immune to any unknown situations.
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ASTM American Society for Testing and Materials

https://doi.org/10.3390/aerospace13020183


https://doi.org/10.3390/aerospace13020183

Aerospace 2026, 13, 183

32 of 37

CALCE
CBF
CBM
CCA
CCF
CEA
CF
CMS
CNN
DAL
DEP
DNN
EASA
eVTOL
FMEA
FTA
GRU
HUMS
IMA
IRU
KF
LSTM
MCAS
MIL-HDBK
ML
MOSFET
MPC
MSE
MTBF
MTTF
NASA
NTSB
OOD
PDE
PDF
PF
PHM
PINN
PoF
PRA
PSA
RBD
RF
RNN
RPN
RTA
RUL
SAE
SEI
SM
SPC
STAMP
STPA

Center for Advanced Life Cycle Engineering
Control Barrier Function
Condition-Based Maintenance

Common Cause Analysis

Common Cause Failure

Cascading Effects Analysis

Complex Function

Central Maintenance System
Convolutional Neural Network

Design Assurance Level

Distributed Electric Propulsion

Deep Neural Network

European Union Aviation Safety Agency
electric Vertical Take-Off and Landing
Failure Modes and Effects Analysis
Fault Tree Analysis

Gated Recurrent Unit

Health and Usage Monitoring Systems
Integrated Modular Avionics

Inertial Reference Unit

Kalman Filter

Long Short-Term Memory

Maneuvering Characteristics Augmentation System
Military Handbook

Machine Learning
Metal-Oxide-Semiconductor Field-Effect Transistor
Model Predictive Control

Mean Squared Error

Mean Time Between Failures

Mean Time To Failure

National Aeronautics and Space Administration
National Transportation Safety Board
Out-of-Distribution

Partial Differential Equation

Probability Density Function

Particle Filter

Prognostics and Health Management
Physics-Informed Neural Network
Physics-of-Failure

Probabilistic Risk Assessment
Probabilistic Safety Assessment
Reliability Block Diagram

Recovery Function

Recurrent Neural Network

Risk Priority Number

Run-Time Assurance

Remaining Useful Life

Society of Automotive Engineers
Solid-Electrolyte Interphase

Safety Monitor

Statistical Process Control
Systems-Theoretic Accident Model and Processes
Systems-Theoretic Process Analysis
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UAM Urban Air Mobility
ucC Uncertainty Control
UCA Unsafe Control Action
uQ Uncertainty Quantification
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