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Abstract: Sensors and intelligent applications enabling smart vehicular traffic create an opportunity
for improving the welfare of people, from the viewpoints of efficiency, sustainability, and social
inclusivity. Like the opportunities, challenges of such an endeavour are multifaceted, including
the scalable collection and processing of the hefty data volumes generated by sensors, and the
coordinated operation between selfish agents. The purpose of this work is to survey recent literature
with an emphasis on applications and a multidisciplinary eye, with the aim of stimulating discussion
and reflection in the scientific communities. The principal application areas of smart traffic and smart
mobility are discussed, synthesizing different perspectives. Many intriguing areas for future research
exist besides those relative to connectivity, data fusion, and privacy. Some research challenges
pertinent to sustainability, insurance, simulation and the handling of ambiguous information
are highlighted.
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1. Introduction

Computer scientists consider that we have entered the Centaur Era (humans and computers
working together). People are interacting with the physical world in completely new ways, with
sensory input devices, smartphones, wearables, smart applications, cars, robots and computers
augmenting reality to assist humans [1]. A rich variety of sensors are present in almost all smart phones:
accelerometers, gyroscope, magnetometer, GPS technology, barometer, proximity sensor, ambient light
sensor, sound sensor (microphone), touchscreen sensors, fingerprint sensor, pedometer, barcode/QR
code sensors, heart rate sensor, thermometer, air humidity sensor and even Geiger counter which can
measure the radiation level. The utility of sensors is ubiquitous: starting with embedded systems
dedicated to air and water quality monitoring [2], wearable sensors for remote health monitoring [3],
to wireless sensors networks used in smart transportation system (e.g., bus management routes) [4],
continuing with cars microcontrollers and its ecosystem of sensors used both for critical safety
systems—engine, brakes, steering and suspension control—and for non-critical functions dedicated
for automatic navigation, indoor air conditioning, central door locking, and entertainment devices.
No matter where are applied, sensors provide input data for application processing, their common
purpose being to improve life quality. Sensors can allow contextual sensing and understanding: e.g.,
automatic people gender detection by walking patterns, or mood detection based on different types
of movements (slow, nervous or excited), activity detection (walking, running, sitting), automatic
detection of the context (inside or outside), or detecting movement intensity based on heart rate and

J. Sens. Actuator Netw. 2019, 8, 13; doi:10.3390/jsan8010013 www.mdpi.com/journal/jsan

http://www.mdpi.com/journal/jsan
http://www.mdpi.com
https://orcid.org/0000-0003-0509-5662
https://orcid.org/0000-0003-0278-4825
https://orcid.org/0000-0003-1222-5031
http://www.mdpi.com/2224-2708/8/1/13?type=check_update&version=1
http://dx.doi.org/10.3390/jsan8010013
http://www.mdpi.com/journal/jsan


J. Sens. Actuator Netw. 2019, 8, 13 2 of 19

oxygen levels, also providing health status information. The advances in electronics, nanotechnology
and biomedical sciences have allowed sensors to be used in monitoring applications of different targets
at spatial and temporal resolutions that have never been possible so far providing big datasets.

The explosive increase in the number of sensors and applications in new cars has prompted a
change in the role of vehicles, from a peripheral one—strictly for transport—to a real network that hosts
clusters of connected devices. Millions of sensors used by people and their mobile devices enhance
the advanced infrastructure, intelligent networks and platforms of smart cities [5]. Smart public
transport uses the technology to provide public transport users with a better user experience. The use
of sensors and the GPS technology can provide real-time data about geospatial location of each bus,
next-stop information relative to current location, and delay information relative to default timetables,
about arrivals and departures of public transport. Online route planners which are able to provide
much more useful information beside the travelled distance and crowded zones—such as air quality,
road profile, and profit that might be obtained on each route—may help users choose the most efficient
route from one location to another.

Devices and sensors communicate with each other like never before—more frequently, gathering
more data—which in turn makes the communication more significant. Daily, more sensors are going
online, increasing the wealth of useful information. Thousands of sensors are located on the highways
and main streets collecting traffic parameters—occupancy, volume, and speed—at the rate of one
reading per sensor per minute. Smart street lighting is based on enhancing lamp posts with sensors for
detecting traffic—cars or pedestrians which are approaching—so that light intensity can be increased
when it is actually needed. With this addition, lamp posts become smart assets that will help monitoring
everything from the weather and air quality to traffic, even detecting and assisting police in locating
gunshots or contributing to reduce the number of burglaries or crimes.

Accuracy, completeness, and timeliness of information, together with the speed of
decision-making are of paramount importance in managing the mobility of goods and people. Smart
traffic and the associated sensor networks are subjects that have recently attracted—and chances are
they will continue to attract—a significant deal of research recently. A search in the Scopus database
reveals that from 2010 until now more than 589,719 documents related to sensors in general appear on
Scopus, and more than one thousand papers dealing with smart traffic have appeared in the last two
years. Although several reviews have been published, none examines the research on smart traffic
from the point of view of applications, adopting a multidisciplinary stance. This survey aims at filing
that gap. Recent literature is critically reviewed and an interdisciplinary synthesis, which has been
seen to be advantageous [6] is provided. Some significant trends and challenges for future research are
highlighted and discussed.

The need for a multidisciplinary approach to smart traffic also results from Figure 1, which
displays commonly found keywords and the relationship among them in terms of co-occurrence
in scientific literature. The VOSviewer (http://www.vosviewer.com) software determines how
often each keyword occurred within the database as well as how often the elements were cited
together. A systematic survey analyzing bibliographic data can be found in [7]. Clusters are shown
on the map in different colours. Basically, six clusters of terms can be isolated, counting 77 words
all together, and three of these clusters are more significant in the context of this work. The first
cluster is composed of terms related to the prediction, modeling and deployment of infrastructure that
enables smart traffic—wireless networks, smart grids, VANETs, LTE networks—as well as performance
analysis metrics, energy efficiency, load balancing. The second cluster is centred around the smart
city concept and includes intelligent transport, autonomous vehicles, electric vehicles, smart card,
smart devices, cyber–physical systems. The third cluster is organized around solution for the avoidance
of traffic congestion: use of mobile phones, video analysis and image processing applications, RFID,
user participation, and driver history-based applications. The other clusters are organized around the
much broader concept of Internet of Things (IoT), Web, or challenges such as privacy and security of
data collected from modern vehicles and hardware and software applications opportunities.

http://www.vosviewer.com
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Figure 1. Map of current research trends based on the co-occurrence of keywords in Scopus database
for the years 2016–2019. The size of the point and font representing each term show the frequency with
which this key word occurs. Source: authors’ own study using VOSviewer software.

In the next section, a wide perspective on smart traffic is presented. Section 3 is then dedicated to
aspects concerning the gathering, fusion and transmission of information. A discussion of the principal
application areas is the focus of Section 4, while Section 5 discusses themes that constitute auspicious
avenues for further study. Section 6 concludes the paper.

2. Smart Traffic

We are increasingly becoming digital citizens. However, it is implicit even in the term “citizen”
that cities and urban areas are our main ecosystem.

Smart traffic and the intelligent applications associated with it represent an opportunity to
optimize resources, encourage sustainable practices, fight inequalities, create new opportunities,
and, generally, improve the welfare of people, paving the way for an efficient, technologically
advanced, green and socially inclusive city [8]. The challenges of such an endeavour are multifaceted
in the same way, and they include transforming the huge volumes of data generated by sensors
and citizens into useful information, deploying and managing limited resources, realizing scalable
solutions able to support millions of users, stimulate cooperation and coordination between selfish
agents, and effectively communications with citizens with diverse conditions, interests, motivations,
and culture.

When the humongous amount of data produced by vehicular traffic is profitably analysed and
used, both government and residents will reap the benefits. Traffic information and forecasts will help
residents better plan their journeys, while authorities can discipline traffic, effectively deploy officers,
and also monitor environmental parameters with the help of air quality and acoustic sensors [9].
Good traffic estimates can be beneficial for many tasks, such as trip planning, traffic management,
road engineering, and planning the construction of new roads [10]. The benefits associated with less
congestion and with a real-time knowledge of alternative, less crowded roads also relate to the financial
advantages of optimized deliveries and improved shipping movements [11]. A better flow of traffic is
beneficial to public health, with reduced emission of pollutants, and it also alleviates problems related
to equity, with respect to the fraction of citizens who do not have access to a car, yet have to bear the
consequences (physiological and financial) of car traffic.
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Management allows governments, organizations, and decision-makers to make their projects
and services more efficient, and coherent with the needs of citizens and customers. The objectives
of municipal authorities when embracing smart traffic projects can be various. Some approaches
prioritize the anticipation and mitigation emergency situations over an analysis of normal traffic.
An example is the city of Rio de Janeiro, which is now equipped with a citywide Emergency Response
System [12]. Besides allowing priority mechanisms for emergency vehicles like ambulances and
fire trucks, thus improving the response to accidents and crises, authorities can also gain actionable
insights by looking at details of past road mishaps. Knowing the circumstances under which an
accident occurred and the speed of the vehicles involved can help reduce the number of accidents.
A detailed monitoring of the roads can also be helpful in detecting stolen vehicles. A related area of
interest is the increasing willingness of city authorities to incentivize usage of public transportation
instead of private cars. Traffic lights may adapt their behaviour in accordance with the presence
or absence of public transport vehicles. The home-office commute is an ideal target in this pursuit,
keeping into account that in this context cars remain parked 95% of the time [13].

2.1. Utopian Visions and Critiques

Infrastructures are critical elements for the everyday lives of people. Endowing infrastructures
with sensors and actuators capable of collecting information and act adaptively and timely has a
tremendous potential of accommodating the needs, demands, and desires of citizens. In the words
of Kitchin, it would be possile to “optimize resources, plan preventive maintenance activities, and
monitor security aspects while maximizing services to citizens” [14]. Townsend goes to greater lengths,
affirming that we are facing “an historic shift in how we build and manage cities”, comparable to
the “laying of water mains, sewage pipes, subway tracks, telephone lines, and electrical cables” [15].
However, risks exist, as pointed out in a provocative essay by Greenfield [16], who argued that
the corporate-driven utopian vision of smart city is too narrow, centred only on the technological
perspective, and it can be detrimental and promote, instead, an undesirable vision of future cites with
centralized computational surveillance and control, servicing primarily those in power. Specifically
focusing on sensors, Greenfield also underlines that beyond possible malfunctions in operation or
improper deployment, measurement of a complex system such as a city is surely going to modify it.
Finally, Greenfield warns about the use of easily-measured values as proxies for a reality so complex
that it seems to escape attempts at quantification. Regarding data as “transcendent, limpid and
uncompromised by human frailty” crystals of perfect knowledge ignores choices made in designing,
implementing, and deploying sensors, as well as conscious or unconscious attempts at obfuscation
performed by those who are subject to observation or measurement [16].

Aspects related to privacy, security and control constitute one of the most diffused fears about
smart mobility, especially when citizens become active sensing nodes, or citizen-sensors. In a vision
where data coming from traffic sensors is to be integrated with information gathered from smartphones,
and the latter also includes human-generated feedback, the underlying assumption is that citizens
own a smartphone or even a self-driven one, are digitally educated, and aware of their role [17].
In this rather homogeneous view, there is little room for minorities characterized by different social
positioning and cultural habits. In some areas, most people have no access to a car, let alone a smart
one [18]. Less extremely, traffic information should be quickly, effectively, and accurately delivered
to drivers, via smartphones or other communication devices. It is conceivable that vendors try to
gain a competitive advantage by providing their customers with more timely, relevant, an precise
information, widening the gap between those who have access to their solutions and those who do
not. While competition among vendors drives technological improvement, public safety should be
protected by defining minimum standards of information quality that should be available to everyone.

The breadth of the “smart” in the notion in smart traffic was also pinpointed by Aguilera et al. [19],
who defined a smart city as a “very broad concept, which includes not only physical infrastructure but
also human and social factors”. The concept of smart city is also connected to the notions of smart



J. Sens. Actuator Netw. 2019, 8, 13 5 of 19

buildings [20]. A rapid technological advancement provokes the insurgence of a push to continually
release new products into the market, with a fierce competition among technology vendors—and
consultancies, too—to secure a niche in a rich and expanding business. Particularly in times of
recession, this push can represent an essential opportunity for growth for ICT companies [21]. As the
push is solely based on supply, it contrast with the demand pull, i.e., the solutions researched, devised,
and commercialized as a response to needs eplicitly expressed by society [12]. The two impulses
should, as far as possible, reconciled. One effort in this direction is the definition of smart urban mobility
as “connectivity in towns and cities that is affordable, effective, attractive and sustainable” offered by
Lyons [22].

2.2. Smart Traffic Lights

Smart traffic lights enable a good degree of control of traffic flows within a city or area. This will
enhance commutes, reduce congestion, and improve transport systems. Smart traffic lights and signals
are important tiles in the overall picture. Usually, in large cities traffic is controlled by traffic lights
that use timers while in the suburbs, small towns and county roads, traffic signal sensors are preferred
because they not only manage the unsteady traffic flow effectively, but also detect when cars arrive
at intersections, when several cars are stacked at an intersection and when cars have entered turn
lanes. Smart traffic lights might be triggered by sensors of different technologies like microwave radar,
cameras, induction loops, or lasers that detect motion. Smart traffic lights can switch the light signal
depending on the workload of the roads, thus eliminating needless delays at intersections where load
is unevenly distributed across the roads. Another switching parameter of the traffic light can be the
measured level of pollutants—carbon dioxide, nitrogen dioxide, particulate matter—thus improving
air quality [23]. More than a quarter of CO2 emissions are due to transportation, and road transport
contributes around 65% of it [24].

The chart in Figure 2 is based on information from the European Automobile Manufacturers’
Association (ACEA) and the International Monetary Fund (IMF). It depicts the number of passenger
cars from each European country versus the gross domestic product per capita (GDP). Almost all
points lie in the upper left part of the chart, showing a trend to own more cars in proportion to what
could be expected in proportion to the GDP. The total number of vehicles in use in the European Union
grew by over 6.28% between 2012 and 2016, and by more than 2.1% from 2015 to 2016 [25]. The global
number of cars on the roads is estimated to nearly double by 2040 [26]. Table 1, compiled with data
from ACEA, the International Organization of Motor Vehicle Manufacturers (OICA, http://www.oica.
net/category/vehicles-in-use/), and [26], contains the overall number of vehicles, including passenger
cars, trucks, and buses, in Europe and all over the world.

Table 1. Vehicles in use (in millions) in Europe and worldwide. Source: ACEA, OICA, and [26].

Vehicles (mln)

Year Europe World

2012 360.2 1141.6
2013 364.0 1184.9
2014 368.7 1234.9
2015 374.9 1282.3
2016 382.8 -

2025 2007 *
2040 2750 *

* Estimates.

http://www.oica.net/category/vehicles-in-use/
http://www.oica.net/category/vehicles-in-use/
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Figure 2. Scatter plot of the number of passenger cars per 1000 inhabitants versus the gross domestic
product per capita, (current prices, in U.S. dollars) for European countries identified by their two-digit
code. Data as of 2016. Source: authors’ own study on data from ACEA and IMF.

Using the Greenhouse Gas Equivalencies Calculator https://www.epa.gov/energy/greenhouse-
gas-equivalencies-calculator from the U.S. Environmental Protection Agency, the emissions produced
yearly by vehicles from entire world for the years 2015, 2025 and 2040 could be converted for
comparison in other units, such as the annual emissions by households. The pollution produced
by cars is equivalent to the yearly energy consumed by 620.4 million houses (2015), 846 million houses
(2025) and 1128 million houses (2040). All the above data highlight the danger created by emissions
and the necessity to devise smart solutions for traffic congestion.

Provided that air quality measurements of high granularity are available, focused restrictions
for local situations can be envisaged—e.g., forbid road traffic only in a specific area instead of the
whole city center. In addition, if drivers could be notified dynamically about restrictions—via an app,
but ideally through direct communication with the onboard GPS navigator—vehicular flow could be
acted upon not only based on traffic conditions but also on environmental variables [27].

Interconnected across a city, sensors detect different parameters relative to the traffic flow,
for example waiting time at the lights, density, or speed. Based on the readings, a system can make
informed decisions and instruct the traffic lights and signals appropriately. Given that the more
data are available to such a system, the more complete and integrated view it will have, it would be
preferable to collect data from all traffic lights across the city, requiring the use of big data analytics [11].
Real-time data are useful to calibrate models to predict traffic patterns. In fact, random variations in
traffic due to the stochastic variability are not reflected in one-day traffic counts. The effectiveness
and potential of decentralised, adaptive traffic signal control systems has been proved by a pilot
implementation for a nine-intersection road network in Pittsburgh, Pennsylvania (USA) [28].

https://www.epa.gov/energy/greenhouse-gas-equivalencies-calculator
https://www.epa.gov/energy/greenhouse-gas-equivalencies-calculator
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2.3. Intelligent Transportation Systems

An Intelligent Transportation System (ITS) is able to improve the efficiency and safety of
transportation, at the same time lightening the environmental impact [29]. ITS, comprehensive systems
augmenting conventional transportation infrastructures with technology, are believed to have a great
potential in transportation management [30]. ITS are cyber–physical systems (CPS), with a high level
of integration between the cyber components and the physical components. The cyber part consists of
communication, information collection, control mode, collaborative algorithms, whereas the physical
part includes different kinds of sensors, basic infrastructures, and on-board computers and controllers.
A multimodal ITS can integrate data from cellular networks and GPS probes to estimate vehicle speed,
space occupancy, and congestion [31]. A smart traffic infrastructure can also support autonomous and
semiautonomous vehicles, whose predictive trajectory guidance systems must be able to withstand
dynamic environments [32]. Visible light communication technology can also be the basis for an ITS,
as shown in [33].

In an ITS , the control strategy to alleviate traffic congestion is essential. Huang et al. presented a
specific policy, with simulations results showing its effectiveness [34]. An ITS can be used to support
the planning for urban evacuation under emergency conditions, also providing the basis to a quantify
risk reduction in the transportation system [35]. It was pointed out that the information trasnferred in
ITS may be used to extract individual moving preferences, violating privacy, but this aspect has been
seldom taken into consideration by designers of the CPS for ITS [36].

In 2016, the British research firm Juniper Research established a hierarchy regarding smart cities in
the world starting from different criteria like adoption of smart grid technologies, intelligent lighting,
using of intelligent tools to improve traffic, Wi-Fi access points, smartphone penetration, and the
app landscape for smarter travel (https://www.iotworldtoday.com/2016/05/18/world-s-5-smartest-
cities/). Table 2 summarizes some points.

https://www.iotworldtoday.com/2016/05/18/world-s-5-smartest-cities/
https://www.iotworldtoday.com/2016/05/18/world-s-5-smartest-cities/


J. Sens. Actuator Netw. 2019, 8, 13 8 of 19

Table 2. Features related to smart traffic in the top five smart cities in the world (data as of 2016).

City Singapore Barcelona London San Francisco Oslo

Rank 1 2 3 4 5
Inhabitants 5,638,700 1,620,809 8,825,000 884,363 673,469
Area (km2) 722.5 101.4 1572.0 600.6 480.8
Sensors for air
quality and noise

Yes Yes No No No

Smart parking Yes Yes Yes Yes Yes
Congestion charging Yes No No No Yes
Open data Yes Yes Yes No No
Specific app available Traffic – Traffic Parking Parking
Initiatives for sustainability Yes Yes No Yes Yes

Notes
Roadside sensors and
cameras.
Dynamic traffic lights.

Smart street lighting.
400 bike stations.
500 km of optical fiber.
Free Wi-Fi using routers
sitting on street lights.

Smart traffic lights.
favour public transport.

Bike-sharing.

Smart ticketing.
Sensors in the pavement
for smart parking.

Ridesharing.

Smart street lighting.
Licence plate recognition
linked to the congestion
charging scheme.
37 miles of cycle roads.
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3. Infrastructural Considerations

3.1. Connectivity

Connectivity to the Internet for all vehicles on a road can be achieved by coupling onboard
systems with the smartphone of the driver. With this mechanism, actively pursued by Apple and
Google, drivers are also uniquely identified by means of their phone number [23].

A weak spot of cognitive traffic management system (CTMS) is the absence of a single
communication standard for M2M connectivity [23]. Heterogeneous wireless networks should be built,
with devices operating under different standards and in different frequency ranges among which:
ZigBee, 6LoWPAN, WiFi, 3G, 4G, 5G, and Bluetooth. Each of these network type has its own merits
and shortcomings, as far as bandwidth, range, and power consumption are concerned. The relative
priority of these factors is not always the same in all settings, so none of the listed communication
technologies is preferable to the others for all applications. The 6th generation of communication
networks, its services and break-through technologies are a subject of active research.

Most works focus on the sensing and delivery networks, and the list of open research challenges
is extensive [37], including scalability issues, fault tolerance, spectral efficiency, network delay,
and real-time control and reconfiguration, including smooth and agile management, routing,
addressing, and access control.

3.2. Social Networks

Vehicular Social Networks can be a promising tool to describe and analyze smart mobility [38].
Wu established an ITS with a network security mechanism in an Internet of Vehicles (IoV)
environment [39]. The communication architecture of IoV includes vehicles, Road Side Units (RSU),
and other devices. The heterogeneous architecture of IoV is divided into five layers: data acquisition
layer, communication layer, data processing layer, application layer, and security layer [40]. Vehicular
communications in IoV can be classified in different modes, namely Vehicle to Vehicle (V2V), Vehicle to
Pedestrian (V2P), Vehicle to Infrastructure (V2I), Vehicle to Sensor (V2S), and Vehicle to Roadside (V2R).
Data gathered from various sources can be collected through vehicular sensor networks, building
a knowledge-based ITS [41]. A comprehensive review of research on the Social Internet of Vehicles
(SIoV), a network that enables social interactions both among vehicles and among drivers, has been
presented by Maglaras et al. [42].

3.3. Multiple Sensors

Traditional traffic monitoring is based on static sensors, such as inductive loop detectors and video
cameras with the associated identification software, usually deployed at roadside or at intersections to
detect traffic velocity and density [43]. Deployment and maintenance cost limit the coverage of these
solutions [44], since installing loop detectors and video cameras so densely as to cover the entire road
network is impractical. Table 3 recaps the advantages and disadvantages of a direct sensing method in
comparison to indirect traffic sensing based on video cameras. A detailed survey on this theme can be
found in [45]. The widespread availability of GPS receivers embedded in vehicles and smartphones
makes them natural candidates for monitoring traffic [46].

Additional sources of sensing data are of interest. By consolidating readings from various sensors
and networks on a common spatiotemporal basis, potential hidden associations and relationships
among the phenomena measured and different variables may be unveiled. Contextual information
relevant to smart mobility can be considered at different scales [47]. On a small scale, data related to
individuals or their immediate surroundings are taken into account. On an intermediate scale, the data
source are neighbourhoods or communities, while on large scale population-wide interactions are
considered. A taxonomy similar to the previous one but orthogonal to it applies to the time scale of
contextual information which can be related to short, medium, or long-term interactions.
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Table 3. Comparison between video-based detection and inductive-loop based direct sensing.

Technology Advantages Disadvantages

Inductive-loop
detectors

Most consistently accurate detector in
terms of vehicle counts.
Supports blocking environmental noise and
improving signal to noise ratio.
Low maintenance whatever the weather.
Technologically mature.

High installation cost & time.
Requires civil engineering.
A single loop cannot monitor
multiple lanes or provide multiple
vehicle detection.
Inability to directly measure speed.

Video
surveillance

Relatively low installation cost.
Detects large groups of pedestrian, bicycles
and cars.
Thermal imaging sensors and infrared
cameras operate at night, in the fog or
through glare.
Advanced object recognition can classify
vehicles into categories.
Capacity of sending over real-time images
to a control room.

Sensitivity to strong winds and
vibration
Susceptible to occlusion and dirt on
camera lens
Performance degradation with bad
weather
Visible to drivers, who may change
their behaviour

Traffic information should be collected through a plurality of sensors—ideally almost every smart
device with the ability to make and transmit measurements—fusing their readings into a coherent
whole. This will simplify the task of distinguish between a vehicle that is waiting at a traffic light on
an uncongested street and a vehicle that is blocked in a traffic jam. The technical challenges of joining
and integrating data streams coming from smart traffic lights and on-vehicle devices are related with
interoperability, scalability, infrastructure management, data privacy and security.

Scalable solutions are needed for the massive deployment of all types of sensors and
actuators, for the actualization of reliable and efficient Machine-to-Machine (M2M) communications
infrastructures, and for processing the huge amount of gathered data to provide value-added services
and applications. M2M networks are fundamental components of smart-mobility communication
ecosystems. A priority-based M2M overlay network over LTE for smart-city services, designed to
allow a huge number of M2M devices to coexist with Human-to-Human (H2H) communications is
presented in [48]. Multiple priority classes are supported in the M2M packets flowing through the
network, and bypassing the full LTE handshake procedure for gaining access to the network is possible.
When the intensity of H2H interchange is known in advance (or can be reliably estimated), the trade-offs
required to meet performance and reliability targets for M2M communications can be determined.

While some attempts at integration has been done in the context of environmental monitoring,
involving sensors for temperature, relative humidity, dew point, gas, wind, rain, and atmospheric
pressure [49,50], the benefits of integration extend to traffic monitoring, where sensor readings are
complemented with contextual data. Traffic monitoring is conducted by sensing capabilities, the GPS
receivers installed on modern vehicles and a mixture of air quality sensor and acoustic sensors along
the given road [51].

Low-cost sensors enable the collection of crowd-sourced data sets that carry relevant information
about traffic flows and population exposure to air pollution. Multifunctional hardware modules can,
for example, be developed and placed on cars to gather data both when the car is in motion and
when it is parked [52]. One of the challenges of crowd-sourced data is the extent to which they are
representative of the entire population. The effects induced by the uneven distribution of sites visited
by citizens who provide data should be identified and isolated. A thorough statistical analysis of
intra-site and inter-sites variability is needed in order to ascertain whether and how some explanatory
factors are related to large intra-site differences [53]. Low-cost air-quality sensors can be combined
with more expensive monitoring stations to increase the granularity of the measurements. In such
settings, issues of reliability become of paramount importance. Low-cost sensors may be not well
calibrated, so their readings should be taken with care. Any embedded system which collects data
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through sensors especially in environmental monitoring [2] should comply with the Quality Assurance
mechanism for sensors. This supposes continuous monitoring of the following parameters, metrics
or stages development: precision, frequency, duration, sensor expiration or damage, interferences
(with heat/cold), response to loss of power, detection limit and response time, accuracy of timestamp,
which is the uptime of the sensor, concentration range. However, the measurements taken by the
expensive air quality monitoring stations can be used to dynamically calibrate the low-cost sensors [54].
Intentional manipulation of sensor data is an issue clearly requiring attention, because an attacker
who managed to control a significant number of low-cost sensors could provoke chaotic situations.
Coherence of the readings with those of sensors in the vicinity can alleviate the problem, but high
standards of security remain strongly advisable.

An added value of fine-grained people flow monitoring is that it enables new public safety
services. Areas with unusual concentration of people can be identified, comparing the number of
detected devices with capacity thresholds, or even searching for people inside buildings in case of
natural disasters such as fire or earthquakes [54].

4. Principal Applications

4.1. Freight and Public Transit

Transportation encompasses [55] distribution of goods, movement of people, and the provision
of services such as waste collection. Smart freight is concerned with enhancing the movement of
vehicles that carry goods into, out of and within urban areas. People transit includes individual and
collective transport. The latter provides public mobility services, through planned by service providers,
as opposed to individual transport where routes are determined by personal choice. While servicing
all areas is important in some context, the efficiency of public transit depends on the economies of
scale achievable by transporting a large number of passengers. Cities are affected by large movements
of freight, since production and consumption is largely concentrated in cities [56]. Current distribution
practices characterized by little inventories and timely deliveries, coupled with the significant volume
of personal deliveries resulting from business-to-consumer electronic commerce leads to anticipate
that the number of freight vehicles within city boundaries is expected to continue to grow.

Freight and people transit are often analysed separately. However, passengers and freight
movements influence each other, because they sometimes operate concurrently on the same road
infrastructure [28]. Models considering both public transit and freight would thus, be preferable.
In addition, the emphasis is mainly laid on technology aspects, with limited attention on value
creation [28]. An exception is the work by Gevaers, Van de Voorde, and Vanelslander [57],
who developed a simulation tool to study the main drivers influencing B2C (Business to Consumer)
last mile delivery costs, including consumer service level, the type of delivery, the market density,
the type of delivery vehicles, the adoption of ITS. Luong et al. [58] surveyed a wide range of economic
and pricing models for data collection and communication in an IoT system, mainly focusing on the
sensing network. To estimate the benefits achievable through Automatic Vehicle Location Systems,
Cheng and Li [59] presented a simulation model based on Fuzzy Neural Networks.

A description of public transit include data that applies to general traffic, such as real-time sensor
data related to vehicle positioning, social network data associated with events, as well as specific data
such as static data corresponding to transit schedule and routes. Having supplementary data available
opens additional opportunities for context sensing, but aggregation of data brings forward issues of
quality and credibility [60].

Smart waste management systems involve the introduction of policies for sustainability and
community health at the municipal and governmental levels. The authors of [61] present a smart
waste-management system that uses WSNs to monitor accumulated waste levels in garbage bins
within a municipal region. An heuristic algorithm determines the number of trucks, route per truck,
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and the order of collection per bin in order to minimize the delay, and the cost of garbage collection
(in terms of both mileage cost and pollution penalties).

4.2. Taxi

Informed driving is increasingly becoming a key factor for the sustainability of taxi companies.
A short-term forecast of the spatial distribution of taxi passengers by means of time series analysis
methods is described in [62]. The updates from probe vehicles (e.g., taxis) equipped with low-cost
GPS receivers, periodically sending their instant location and speed to a management centre, can be
used to estimate traffic on a metropolitan scale. However, data from even a relatively large number of
probe vehicles can contain spatiotemporal sampling vacancies [10], because radio signal can suffer
attenuation and the movements of probe vehicle is uneven. Compressive sensing and principal
component analysis (PCA) reveals the structure hidden in observations [10].

Taxi GPS traces have also been analysed in conjunction with the revenue flows of inividual taxi
drives [63], to derive information about the effectiveness of strategic choices drivers make when
servicing passengers, when cruising along the roads searching fo passengers, and when choosing
specific areas of operation.

When a vehicle can be used by more than one driver (such as, e.g., in delivery fleets), the unique
driving habits of each driver influence vehicle behaviour. An In-Vehicle Data Recorder (IVDR) is a
system that registers vehicle movements and the actions of the driver. Early usage of IVDR systems
was targeted towards tracking of vehicle location and providing evidence in case of accidents. Several
researchers developed algorithms that detect abnormal driving behaviours based on IVDR systems
for automotive control applications [64]. Differences in driving style reported by IVDR systems can
also be used for identifying individual drivers of shared veicles based on historical journey data [27].
The authors emphasize that their approach is independent from sophisticated models of traffic, which
were at the foundation of previous work [65].

Taxi traces can also be used to characterize the dynamics of flow associated with social events
on a metropolitan scale [66]. Taxi trip data have high spatiotemporal resolution and are suitable for
extracting urban events with high accuracy. Being associated with an unusually large number of
participants, social events are accompanied by observable variations in traffic flow. Additionally,
people tend to gather slowly before an event, and depart in a more synchronous manner after the
event. This impacts on traffic and raises problems of public security, because a quick and secure
evacuation is needed.

4.3. Smart Parking

Smart parking is an important application related to smart traffic. The time spent by drivers
searching for a free parking spot not only represents a waste of time and fuel in itself. Its effects are
amplified by the additional traffic congestion that it provokes, which in turn amounts to supplemental
waste for other drivers. By aggregating sensors into self-organizing WSNs, assistance to drivers can
be provided, effectively searching for available parking spots nearby, while at the same time saving
energy and prolonging the battery lifetime of sensors [67]. With smart parking, arriving and departing
times of different cars are traced all over the city. Thus, parking lots can be planned so as to take
the potential number of vehicles to be serviced into account. Accordingly, the data of smart parking
provide profits for both customers and merchants.

Management of indoor parking areas is simplified somewhat, give that multiple systems enable
the collection of data about the status of parking spots. One issue in smart parking is how to reliably
and efficiently detect vehicles entering or exiting a parking lot. Solutions such as inductive loops,
RFID-based systems, and video image processors carry high installation and maintenance costs.
Therefore, ultrasonic sensors have been proposed [68,69].
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5. Challenging Aspects

5.1. Insurance

Insights gained from monitoring allow diminishing the occurrence of risky behaviours by
providing feedback to drivers or to their supervisors (e.g. parents, fleet managers) [70]. In case
of connected cars, combining mobile communication and satellite positioning can provide rapid
assistance to passengers in the event of a collision. If a crash sensor is activated, the modem will
establish a connection to enable transmission of a minimum set of data to the most appropriate public
safety answering point from where it will be taken over and continued by a human operator (https:
//innovation-destination.com/2018/10/29/design-and-test-solutions-for-automotive-energy).

Breakthrough technologies used in modern cars pursuing autonomous driving and advanced
driver assistance systems (e.g., https://www.mobileye.com) might shift some rules in vehicles
insurance and their risk analysis of accidents. One important question to be considered is
“Who will be held accountable for an accident or a fatality caused by an autonomous car?”
Unfortunately, there are few examples when, due to contextual conditions (bright sky, white truck),
the autopilot sensors of an autonomous car did not detect a truck in front, provoking a fatal
crash (https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot-death-self-driving-
car-elon-musk). Another tragic accident was produced in the late evening (10 p.m.) in Arizona in
March 2018 when a self-driving car—belonging to Uber Transportation Company—killed a woman
crossing street with her bicycle (https://www.reuters.com/article/us-autos-selfdriving-uber/self-
driving-uber-car-kills-arizona-woman-crossing-street-idUSKBN1GV296). Reading and analysing
vehicle log files may suggest clues in the attribution of liability (https://www.theguardian.com/
technology/2018/mar/31/tesla-car-crash-autopilot-mountain-view). Some car manufacturers affirm
that the automatic pilot feature does not exonerate the drivers from keeping their hands on the wheel
and paying attention to the road.

5.2. Smart Sustainable Traffic

An interesting theme concerns sensors for sustainable traffic. Sustainability is increasingly
receiving attention by the research community [71], and it is foreseeacble that the term “smart
traffic” will soon be substituted with “smart sustainable traffic”, along the line suggested by
Ahvenniemi et al. [72]. The extent to which smart city practices in the UK have succeeded to make a
considerable contribution to the sustainability agenda beyond the rhetoric has been assessed in [73],
occluding that strategies should be better aligned with concrete sustainability outcomes. Otherwise,
smart sustainable mobility risks becoming just a buzz phrase that has outlived its usefulness [74].

A variety of e-vehicles—electric vehicles are also referred to as EVs—circulate across the roads
in numerous cities. Small e-vehicles (e-bikes, e-scooters, e-rickshaws) are often granted access to
pedestrian zones. These e-vehicles are also shared, owned by the community and put to disposal
of citizens at sites such as railway, subway, and bus stations, universities, and tourist areas. Plug-in
e-vehicles can be monitored by leveraging on data provided by charging stations [75]. Usually, these
e-vehicles are equipped with location sensors to prevent larceny and to ease fleet management and
maintenance. It is natural, then, to think at using data from e-vehicles to monitor the movements of
these devices and provide useful information about traffic flows in pedestrianised areas [76]. In relation
to the above, Shen et al. proposed the phrase Internet of Shared Bicycle (IoSB) [77].

A research direction in sustainable smart traffic involves changing the objective function in
optimization studies dedicated to multi-depot vehicle routing problems so that CO2 emissions are
included [24].

Energy efficiency is important for WSNs. Energy harvesting solutions should also be complemented
with smart network protocols to sustain WSNs in smart cities. For example, a new WSN routing scheme
in a context where WSN–IoT interaction is used in an opportunistic manner with the aim of reducing the
communication overhead in WSN nodes is presented in [78].
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5.3. Simulators

Fine-grained smart mobility systems involve a massive number of sensors and actuators and a
wide variety of technological choices. The specific hardware and firmware of such sensors and actuators
needs to be selected, as well as the backend and communications technology. Potential services need
screening to select the ones that are most amenable to implementation while at the same time providing
advantages to end users. Consequently, this kind of platforms are technologically complex. Large-scale
realizations implies substantial costs and risks. Pilot schemes allowing validation of ideas, experiments
with different technologies and services, and fine-tuning before massive deployment are especially
important in this context [54].

Complementing the above, the development of effective algorithms for managing traffic often
depends on simulators where new solutions can be tested. Simulators should, in turn, replicate most
of the characteristics of real-world traffic, and must do that efficiently [4].

5.4. Imprecise Data

When the concentration of chemicals are measured, achieving and maintaining an accurate
calibration of sensors becomes very important to be able to combine all data into a coherent whole.
As pointed out in [54], despite not being precisely calibrated, sensors for carbon monoxide and
nitrogen dioxide could still provide useful indications for sharp variations and trends. Nevertheless,
integrating heterogeneous measurements calls for special attention. Special-purpose techniques and
protocols, aiming at facilitating this integration while maintaining robustness and reliability are
needed. In conjunction to statistical methods [79], approaches based on Soft computing to quantify
and manage imprecision might be promising in this context. The diversity of sources requires, in fact,
an understanding of the semantics and the removalof ambiguities and inconsistencies.

5.5. Forensics

Among the technological challenges arising in the context of smart traffic, it is important to
mention the need to store sensed data safely and securely, in view of the possibility of using such data
for forensic analysis in cases of accidents, disputes, or crime. Reliance on sensed data as evidence
implies that data integrity needs to be guaranteed, as well as the adherence to precise procedures in
data acquisition, collection, storage, and retrieval. A proof of the correct calibration of involved sensors
should also be able to withstand challenge. All this promotes the need for solutions able to handle
huge volumes of data (i) at fine granularity, (ii) support advanced searching capabilities, (iii) guarantee
unconditional access for law enforcement agencies, (iv) preserve privacy, and (v) ensure that data
storage and retrieval are done in a forensically sound way.

5.6. Co-Opetition

Intriguing managerial implications and challenges are linked with the opportunities to promote
horizontal cooperation among stakeholders acting in the transportation business. Policy makers have
an interest to foster a business ecosystem centred on coopetition (cooperative competition), a model
where several stakeholders cooperate competitively—or compete cooperatively—to create value.
For example, despite that two companies may be competing, cooperation between them in distribution
and transportation can allow them to achieve economies of scale, so that logistics costs can be cut and
environmental impact reduced [80]. All participating companies can then reap the benefits of synergies,
which can even involve the creation of joint facilities. An advanced, open, and inclusive business
communication environment is an enabler for coopetition [81]. In particular, open data systems based
on rich and diversified sources can be helpful [82] in preventing and controlling conflicts.
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6. Conclusions

The wide thematic area of smart traffic has generated several fertile research lines, each focused
on a specific aspect, and the interchange between areas has been limited. Works focused on the
technological issues have paid little attention to managerial and sociological considerations. However,
a purely technological approach is arguably inadequate to monitor and control an extremely complex
system as vehicular traffic, whose dynamics are determined by an intricate reticule of interactions
involving multiple actors at different levels. A survey aiming at collecting the fundamental ideas
and the associated challenges from the array of works in the literature has been provided in
the previous sections, in an attempt to keep a multidisciplinary perspective facilitating a global
interpretative reading of the changes ahead. On the other hand, this mindset inherently implied
that comprehensiveness of coverage and thoroughness of technical detail in each single topic had
been forcefully sacrificed, and several interesting and significant papers have surely been left out.
Several open problems that deserve research and analysis have been outlined, embracing sustainability,
co-opetition, forensics, and insurance. Directions to be explored for further study include technical
and organizational challenges, and future research will arguably attain better outcomes if both aspects
will be kept in mind jointly, rather than considering them in isolation.
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Abbreviations

The following abbreviations are used in this manuscript:

6LoWPAN IPv6 over Low-Power Wireless Personal Area Networks
ACEA European Automobile Manufacturers’ Association
B2C Business to Consumer
CPS Cyber–Physical System
CTMS Cognitive Traffic Management System
GDP Gross Domestic Product
GPS Global Positioning System
H2H Human to Human
IMF International Monetary Fund
IoT Internet of Things
IoV Internet of Vehicles
IPv6 Internet Protocol version 6
ITS Intelligent Transportation System
IVDR In-Vehicle Data Recorder
LTE Long-Term Evolution
M2M Machine to Machine
OICA Organization of Motor Vehicle Manufacturers
PCA Principal Components Analysis
QR Quick Response
RFID Radio-Frequency IDentification
RSU Road Side Units
VANET Vehicular Ad-Hoc Network
WSN Wireless Sensor Network
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