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Abstract

This paper presents the development and investigation of an intelligent control system for
a high-frequency ozone generator integrated into an IoT-based and telecommunication
environment. A cyber-physical nonlinear mathematical model combining the electrical,
thermal, gas-dynamic, and chemical subsystems of the ozone generation process is pro-
posed. The model was implemented in discrete-time form and experimentally validated
using the corona–discharge-based high-frequency ozonator ETRO-02. The deviation be-
tween simulation and experimental results did not exceed 5.3% for settling time, 6.7%
for overshoot, 1.6% for steady-state ozone concentration, and 0.9% for gas temperature,
confirming the adequacy of the proposed model. Based on this model, a hierarchical two-
level intelligent control architecture is synthesized, consisting of a fast local control loop
with a cycle time of 1–5 ms and a supervisory monitoring layer. The proposed adaptive
state-feedback control law with online gain adjustment ensures stable real-time operation
under nonlinear dynamics, ±20% parameter variations, network delays of 1–10 ms, and
packet loss probabilities of up to 5%. As a result, the settling time is reduced from 420 ms
to 160 ms, the overshoot from 12.5% to 3.1%, and the steady-state error from 6.5% to 1.6%,
while the specific energy consumption decreases from 11.8 to 6.2 Wh/m3. The obtained
results demonstrate that the integration of a cyber-physical model with a millisecond-level
intelligent control system significantly improves the dynamic performance, robustness,
and energy efficiency of high-frequency ozone generators compared to classical control and
monitoring-oriented IoT systems. Unlike cloud-centric IoT monitoring architectures that
operate at second-level update cycles, the proposed system closes the control loop locally
at the millisecond scale, enabling stabilization of fast nonlinear electro-plasma dynamics.
The results demonstrate that edge-intelligent adaptive control significantly enhances both
dynamic performance and energy efficiency, confirming the feasibility of millisecond-level
cyber-physical regulation for industrial ozone generation systems.

Keywords: high-frequency ozone generator; intelligent control system; cyber-physical
system; IoT-based control; nonlinear modeling; adaptive control; energy efficiency; real-
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1. Introduction
The development of modern telecommunication infrastructures and cyber-physical

systems is characterized by the rapidly increasing role of automated, remotely controlled,
and network-integrated systems. In 2025, the number of IoT-connected devices worldwide
is expected to reach 21.1 billion. By 2030, this figure is projected to increase to 39 billion,
corresponding to a compound annual growth rate (CAGR) of 13.2%, which indicates a
rapid annual growth in the number of connected devices [1,2].

Internet of Things (IoT) devices and sensors are widely used not only in the consumer
sector but also in industrial applications, energy systems, water resource management, en-
vironmental monitoring, and telecommunication infrastructures. This, in turn, increases the
demand for telecommunication-oriented intelligent systems for real-time data acquisition,
processing, and control [3–5].

Moreover, the object of the present study—high-frequency ozone generators—is
widely used today to improve water and air quality, to meet sanitary requirements, and to
ensure safety standards [6,7]. The global ozone generator market size in 2025 is estimated
to be approximately USD 1.5–1.8 billion, and it is projected to grow to USD 2.3–3.3 billion
by 2030, corresponding to an approximate CAGR of 7–8% [8–11].

From an industrial perspective, high-frequency ozone generators are increasingly inte-
grated into automated and remotely supervised systems, particularly in water treatment,
air purification, and disinfection facilities. In such applications, continuous sensing of
electrical parameters, gas flow, temperature, and ozone concentration is required, together
with real-time adjustment of operating conditions. These requirements naturally motivate
the adoption of IoT technologies, which enable distributed sensing, data aggregation, and
supervisory control across heterogeneous communication infrastructures.

High-frequency ozone generators are electro-plasma dynamic systems whose stable
and efficient operation depends on the complex interaction of electrical, hydrodynamic,
and chemical parameters. To ensure stable and energy-efficient operation of such systems,
telecommunication-based monitoring and control mechanisms are required, since classical
control methods (e.g., proportional–integral–derivative (PID) control) provide only limited
adaptability to load variations, environmental changes, and frequency fluctuations in
complex dynamic systems [12–15]. Figure 1 presents the structural and functional diagram
of an IoT- and cloud-based intelligent control system for a high-frequency ozone generator.

Figure 1 illustrates the architecture of an intelligent control and monitoring system
for a high-frequency ozone generator based on IoT and cloud platforms. In this system,
the ozone generation process is supervised by a central control module, while the data
are transmitted to a cloud platform via terrestrial and satellite communication channels,
enabling remote analysis and control.

IoT-integrated intelligent control systems provide real-time monitoring of technolog-
ical processes, analysis of historical data, and high reliability and continuous operation
through open and networked architectures. These requirements, in turn, impose addi-
tional demands on the telecommunication system itself, including increased data traffic,
encryption, cybersecurity, and protocol integration issues, meaning that this research is
not only an energy or environmental problem but also an important research direction in
information and communication technologies [16–18].

The convergence of these two fields—the rapid development of IoT networks and
the widespread application of ozone generators—forms a scientifically and practically
significant problem. It requires the integration of high-frequency ozone generators into
telecommunication infrastructure systems and the investigation of new architectures and
algorithms for intelligent control. In this regard, the integration of high-frequency ozone
generators with intelligent control systems is a highly relevant issue in the modern scientific
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and technological landscape, as it lies at the intersection of environmental, energy, auto-
mated control, and information and communication technologies [19,20]. Recent advances
in distributed and event-triggered control further emphasize the importance of local adap-
tive regulation for fast cyber-physical systems operating under communication constraints.

Figure 1. Architecture of the IoT-based control system for a high-frequency ozone generator.

Therefore, the integration of high-frequency ozone generators into intelligent control
systems represents a relevant research topic with high scientific and practical significance.

Although IoT technologies provide efficient monitoring and supervisory control ca-
pabilities, most existing implementations are limited to data acquisition and cloud-based
analytics. For fast nonlinear electro-plasma systems such as high-frequency ozone gen-
erators, such architectures are inherently insufficient, since communication latency and
jitter prevent stable real-time closed-loop regulation. This fundamental mismatch between
process dynamics and network delays defines a critical research challenge.

However, despite extensive research on ozone generation physics and IoT-based mon-
itoring systems, the problem of nonlinear real-time control of high-frequency ozone genera-
tors remains insufficiently addressed. Fast electro-plasma processes impose millisecond-
level control requirements that are fundamentally incompatible with cloud-centric IoT
architectures due to network latency and jitter. Moreover, the strong nonlinear coupling
between electrical excitation, thermal effects, and gas dynamics complicates the application
of classical fixed-parameter control methods. These challenges define a clear research gap
at the intersection of intelligent control, cyber-physical modeling, and industrial IoT for
fast plasma-based systems.

Based on the identified research gap at the intersection of nonlinear plasma dynamics,
adaptive control, and telecommunication-oriented cyber-physical architectures, it becomes
necessary to formulate a clear research objective and corresponding tasks. The study is
aimed at bridging the gap between monitoring-oriented IoT systems and real-time adaptive
stabilization of fast electro-plasma processes.

The aim of the study is to develop an intelligent control system for a high-frequency
ozone generator integrated into an IoT-based and telecommunication environment and to
investigate its performance.

The objectives of the study are:

1. to develop a cyber-physical mathematical model of a high-frequency ozone generator;
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2. to synthesize an intelligent control system based on this model and evaluate
its performance.

The scientific novelty of the proposed approach lies in the integration of a control-
oriented multiphysical nonlinear model with a millisecond-level adaptive state-feedback
architecture within a telecommunication-aware IoT framework. Unlike existing studies
that focus either on discharge physics modeling or on supervisory cloud-based monitoring
systems, the present work introduces a hierarchical cyber-physical structure in which fast
stabilization is performed locally at the edge level, while the networked layer is used
exclusively for supervision and analytics.

The proposed model explicitly incorporates time-varying discharge impedance and
nonlinear coupling between electrical, thermal, gas-dynamic, and chemical subsystems in
a form suitable for real-time implementation. Furthermore, the adaptive control law with
online gain update ensures robustness under significant parametric variations and network-
induced disturbances, which are typically not addressed simultaneously in existing ozone
generator studies.

The remainder of this paper is organized as follows. Section 2 provides a critical
review of related work and formulates the control-oriented problem addressed in this study.
Section 3 presents the nonlinear cyber-physical model of the high-frequency ozone gener-
ator and describes the proposed adaptive state-feedback control methodology. Section 4
reports the experimental validation results and evaluates the dynamic performance, ro-
bustness, and energy efficiency of the intelligent control architecture. Finally, Section 5
concludes the paper by summarizing the main findings, discussing the limitations of the
study, and outlining directions for future research.

2. Literature Review and Problem Statement
High-frequency ozone generators operate as strongly nonlinear electro-plasma sys-

tems with tight coupling between electrical excitation, thermal effects, gas dynamics, and
chemical kinetics. Although numerous studies have addressed individual physical aspects
of ozone generation, the feasibility of real-time closed-loop control under dynamic oper-
ating conditions remains insufficiently investigated. In particular, the ability to stabilize
ozone concentration in the presence of fast parameter variations and communication con-
straints represents a critical open problem. This section reviews existing approaches and
formulates the control-oriented problem addressed in this study.

In recent years, the study of physical processes in plasma systems based on dielectric
barrier discharge (DBD) for ozone generation has been widely addressed in many foreign
studies. For example, Gao K. et al. [21] investigated the influence of gas temperature on
the ozone formation process in atmospheric air DBD plasma and showed that an increase
in temperature in the discharge region leads to a decrease in ozone concentration and
represents one of the main factors limiting the generation efficiency. Meanwhile, Zhang
Y. et al. [22] analyzed the electrical characteristics and electron energy transformation
processes in pulsed dielectric barrier discharge using numerical methods and demonstrated
that the discharge parameters have a direct effect on the ozone production rate. However,
these studies do not address the development of intelligent or telecommunication-oriented
control systems capable of adaptively controlling the ozone generation process in real
time, and the control strategies are mainly limited to the selection of stationary operating
regimes. Moreover, the presented models are primarily focused on steady-state analysis
and parameter influence studies, and they do not provide a framework for synthesizing
fast adaptive control laws capable of operating within millisecond-level control cycles. The
results of these studies are summarized in Table 1.
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Table 1. Comparison of key operating parameters of DBD—based ozone generation systems.

Parameter Gao K. et al., 2025 [21] Zhang Y. et al., 2017 [22]

Discharge type Atmospheric air DBD Pulsed DBD
Supply voltage, kV 8–20 kV 6–15 kV

Frequency/pulse repetition rate 5–15 kHz 1–5 kHz
Gas temperature, K 300–420 K 300–360 K

Ozone concentration, g/m3 18 → 9 g/m3 (with temperature increase) 10–22 g/m3

Energy efficiency, g/kWh 85 → 40 g/kWh 60–120 g/kWh
Electrical power, W 50–300 W 30–200 W
Electron energy, eV — 2.5–6.8 eV

Electron density, m−3 — (1–5) × 1015 m−3

Ozone production rate, g/h 3–18 g/h 2–20 g/h

Main quantitative conclusion
When T increases from 300 K to 420 K,

ozone concentration decreases
approximately by a factor of 2

Variation in pulse parameters leads
to a change in ozone concentration by

about 1.8–2.2 times

As shown in Table 1, in atmospheric DBD systems an increase in gas temperature
from 300 K to 420 K leads to an almost twofold decrease in ozone concentration and energy
efficiency [21]. In contrast, in the pulsed DBD regime, variation in electrical discharge
parameters and electron energy (2.5–6.8 eV) allows controlling the ozone production rate
within a wide range of 10–22 g/m3 [22].

Mosstafavi M.H. et al. [23] addressed the problem of optimizing the energy con-
sumption of ozone and plasma generators in water treatment systems. In such systems,
the electrical power cannot be adequately described by the simple relation P = UI, but
must be formulated taking into account the complex impedance of the discharge and the
time-varying operating conditions:

P(t) = R{U(t)I∗(t)} =
U2(t)
Z(t)

cosφ(t) (1)

The total energy consumption over the treatment period T is given by

E =
∫ T

0

U2(t)
Z(t)

cosφ(t)dt, Es =
1
V

∫ T

0

U2(t)
Z(t)

cosφ(t)dt (2)

where Z(t) is the equivalent discharge impedance, φ(t) is the phase shift between volt-
age and current, and V is the volume of treated water. These expressions indicate that
energy consumption depends nonlinearly on the voltage amplitude, frequency, and elec-
trical properties of the discharge medium. Equations (1) and (2) indicate that the energy
consumption of ozone generation depends nonlinearly on the electrical excitation and
discharge impedance. This nonlinear dependence complicates the direct application of
classical linear control strategies and motivates the use of adaptive and model-based control
approaches capable of compensating for time-varying discharge characteristics. However,
these expressions are used mainly for offline energy assessment and do not address the
problem of real-time control under rapidly changing operating conditions.

Bagdollauly Y. et al. [12] proposed sensor-network-controlled high-frequency ozone
generators and modeled the water treatment process, while Hammadi N. et al. [24] analyzed
high-voltage, high-frequency power supplies for ozone generation. Although these studies
demonstrate the importance of accurate control of electrical parameters to ensure efficient
and stable operation, they do not fully address the deep integration of data processing
and control with telecommunication infrastructures. The research results can be observed
in Table 2.
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Table 2. Comparison of operating modes and energy parameters of high-frequency ozone genera-
tion systems.

References Output
Voltage (kV)

Frequency
(kHz)

Power
(W)

Ozone
Concentration

(mg/L)

Energy
Consumption

(Wh/m3)

Number of
Sensors

Real-Time Data
Processing

[12] 10–20 5–15 300–800 0.5–2.0 6–12 4–8 1
[24] 15–30 10–25 500–1500 1.0–3.5 8–18 0 0

The study by Bagdollauly et al. [12] operates in the range of 10–20 kV and 5–15 kHz
with a power of 300–800 W, using 4–8 sensors and real-time data processing, which results
in an energy consumption of 6–12 Wh/m3. In contrast, Hammadi N. et al. [24] focused
on extending the electrical operating range (15–30 kV, 10–25 kHz, 500–1500 W) to achieve
higher ozone concentrations (1.0–3.5 mg/L), but do not consider sensor-based monitoring,
real-time data processing, or telecommunication integration. Nevertheless, the absence of
a fast feedback control loop and telecommunication-aware control architecture limits the
applicability of these approaches for dynamic stabilization of ozone generation processes.

Komarzyniec G.K. et al. [25] analyzed nonlinear phenomena in voltage and fre-
quency converters supplying non-thermal plasma reactors and showed that such sys-
tems exhibit complex nonlinear dynamics. The interaction between the converter and
the plasma load can be represented as a nonlinear forced oscillatory system with current-
dependent parameters:

L
d2i(t)

dt2 + R(i(t))
di(t)

dt
+

1
C(i(t))

i(t) =
du(t)

dt
(3)

where R(i) and C(i) are the effective resistance and capacitance dependent on the discharge
current. The occurrence of resonant and unstable regimes can be interpreted through the
frequency-domain characteristic:

L
d2i(t)

dt2 + R(i(t))
di(t)

dt
+

1
C(i(t))

i(t) =
du(t)

dt
(4)

These results indicate that high-frequency ozone generators may exhibit strong nonlin-
ear behavior and sensitivity to parameter variations, which complicates the application of
classical fixed-parameter control strategies. However, the control approaches considered by
the authors remain largely within the framework of classical control and do not sufficiently
address the problem of ensuring system stability under rapid parameter variations using
adaptive or intelligent methods.

Furthermore, recent studies on intelligent control, including robust, adaptive, and
data-driven approaches, as well as cybersecurity-aware industrial IoT architectures [15,16],
indicate a growing interest in integrating advanced control algorithms with secure real-time
communication for high-dynamic industrial systems.

Bruggeman P. and Brandenburg R. [26], by providing a comprehensive analysis of the
physical and chemical processes in filamentary discharges and microplasmas at atmospheric
pressure, show that the spatio-temporal stability of the discharge strongly depends on the
parameters of the gas medium, including temperature T, humidity H, and gas flow velocity
vg. The authors emphasize that variations in these factors may lead to a restructuring of
the discharge pattern and destabilization of operating regimes, which, in turn, justifies the
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necessity of upgrading control algorithms to adaptive and intelligent levels in practical
applications. This dependence can be expressed in a generalized functional form as:

YO3 = f
(
U, f, T, H, vg, p

)
(5)

where YO3 is the ozone yield, U is the applied voltage amplitude, f is the excitation
frequency, T is the gas temperature, H is the relative humidity, vg is the gas flow velocity,
and p is the operating pressure in the discharge gap.

Salem R.M.M. et al. [27] proposed a cloud—based industrial IoT architecture for real—
time monitoring and supervisory control of technological processes, demonstrating the
effectiveness of collecting, transmitting, and processing sensor data on a cloud platform.
Their system enables continuous observation, visualization, and high—level management
of industrial facilities, significantly improving situational awareness and decision—making
efficiency. However, the primary focus of this approach is on data acquisition, monitor-
ing, and supervisory—level control, whereas the problem of closed—loop, real—time
intelligent control of complex nonlinear processes—such as plasma-based or ozone gen-
eration systems—remains outside the main scope of their work and is not addressed in
a comprehensive manner. In general, Table 3 presents a comparative characterization of
monitoring-oriented and control-oriented IoT architectures using ozone generation systems
as an example.

Table 3. Comparison of control-loop characteristics of the proposed system and industrial
IoT architectures.

Parameter Salem et al. [27] Proposed System

Data update rate 0.1–1 Hz 100–1000 Hz
End-to-end latency 0.5–2.0 s 1–10 ms

Control loop cycle time ≥1 s 1–5 ms
Number of measured parameters 5–20 10–30

Number of control inputs 1–3 3–5
Process time constant 1–100 s 1–100 ms

Ozone concentration control error ≥10–20% ≤2–5%
Energy efficiency variation Not specified ≤±5%
Disturbance rejection time ≥10–60 s ≤0.1–1 s
Communication distance ≥1000 km 10–100 m

Local controller computation time Not specified ≤0.1–0.5 ms
System availability 99.0–99.5% 99.9–99.99%

Number of control updates per second ≤1 200–1000
Stability margin (relative) Not specified ≥20–40%

Power regulation resolution Not specified 0.5–1%
Response time to gas parameter change ≥5–30 s ≤0.05–0.5 s

Table 3 shows that the control-loop cycle time of the proposed system is in the mil-
lisecond range and that the end-to-end latency is significantly lower compared to cloud-
based IoT architectures. This, in turn, enables stable real-time control of nonlinear plasma
and ozone generation processes and ensures fast rejection of external disturbances. This
comparison clearly demonstrates that cloud-centric IoT architectures are fundamentally
limited by communication latency and cannot guarantee stability for fast nonlinear electro-
plasma processes.

Kayan H. et al. [28] provided a comprehensive review of the cybersecurity of industrial
cyber-physical systems and demonstrate that data integrity, communication reliability,
and network-induced latency in control loops are critical factors affecting the stability
and safety of remotely controlled physical processes. The authors emphasize that for
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real-time, high-dynamic systems, any distortion or delay in sensor and control data can
significantly degrade control performance and compromise overall system stability. This
issue is particularly critical for fast-response plasma-based systems such as high-frequency
ozone generators, where tight timing constraints and reliable data transmission are essential
for stable and efficient operation. In general, Figure 2 illustrates the structure of the
control system for a high-frequency ozone generator, taking into account data integrity and
communication delays.

Figure 2. Structure of a remote control system for a high-frequency ozone generator under network-
induced delays and cybersecurity threats.

Figure 2 illustrates a networked cyber-physical control structure for a high-frequency
ozone generator, where the control loop is closed through a communication network subject
to latency and data integrity threats. The diagram highlights that network-induced delays
and data corruption directly affect control stability and performance, making reliable
communication and cybersecurity mechanisms critical for stable and safe system operation.

Ding D. et al. [29] provided a comprehensive survey on secure state estimation and con-
trol of cyber-physical systems and show that for complex, nonlinear, and multi-parameter
systems, classical control methods are often insufficient to guarantee robustness and stabil-
ity under uncertainties and cyber threats.

Recent studies have increasingly focused on fully distributed and event-triggered
control strategies designed to maintain stability and performance under communication
constraints such as packet loss, latency, and link failures. In particular, a fully distributed
event-triggered secondary control framework has been proposed for islanded microgrid
restoration under communication link faults, demonstrating that local decision-making
combined with sparse communication can effectively preserve system stability even in the
presence of unreliable network connections [30].

Although these approaches are primarily developed for power and energy systems,
the underlying challenges—namely delayed feedback, packet loss, communication faults,
and scalability—are directly relevant to fast nonlinear electro-plasma processes such as
high-frequency ozone generation. These results further support the necessity of local
adaptive control loops operating at the millisecond level, while networked layers are used
mainly for monitoring, supervision, and coordination.

From a control-oriented perspective, high-frequency ozone generators can be generally
represented as nonlinear dynamical systems with strong multiphysical coupling between
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electrical excitation, gas flow, thermal effects, and chemical reaction kinetics. While such
representations are conceptually suitable for feedback control synthesis, most existing
studies employ them primarily for steady-state analysis or offline optimization, rather than
for real-time adaptive regulation.

In parallel, recent research on industrial IoT architectures mainly focuses on cloud-
based monitoring and supervisory control. However, for fast electro-plasma processes, the
closed-loop performance is fundamentally constrained by communication latency and jitter.
In particular, the total delay budget consists of both sensor-to-cloud uplink latency and
control-command downlink latency. Even when the uplink is optimized, variable downlink
delays can destabilize fast nonlinear systems if the control loop is closed remotely.

Consequently, cloud-centric architectures are well suited for monitoring, diagnostics,
and high-level supervision, but they are not appropriate for millisecond-level stabilization
of ozone generation processes. This gap motivates the need for a cyber-physical control
architecture in which fast adaptive regulation is executed locally, while the networked layer
is used exclusively for supervision and data analytics.

For such strongly nonlinear systems with fast transient dynamics, classical linear
control and estimation methods become inadequate, which motivates the use of secure
state estimation and adaptive or intelligent control strategies. However, Ding et al. [29] do
not specifically address physics-based control models for electro-plasma systems such as
ozone generators.

Recent studies have addressed ozone-based disinfection and smart environmental
control from different perspectives. Islam et al. [31] proposed an IoT-based smart environ-
ment architecture integrating edge intelligence and cloud services for safe activation of
UV-C lamps. Their system emphasizes monitoring, notification mechanisms, and hybrid
edge–cloud coordination for sanitization safety. However, the focus remains on supervisory
automation and environmental management rather than on control-oriented nonlinear
modeling or real-time stabilization of plasma discharge dynamics.

Tanaka et al. [32] investigated feedback control of ozone concentration using an IoT-
enabled ozone generator equipped with a built-in sensor and Sigfox communication. The
study successfully demonstrated CT-based ozone regulation within acceptable exposure
limits (<0.1 ppm) using a rudimentary feedback loop. Nevertheless, the proposed control
strategy operates at room-level time scales and does not incorporate nonlinear state-space
modeling, adaptive gain scheduling, or compensation of time-varying electrical impedance
in high-frequency plasma systems.

Furthermore, Drugă et al. [33] developed a mechanical ventilator prototype integrat-
ing ozone therapy and automated disinfection functionalities. While their contribution
demonstrates the integration of ozone treatment within biomedical systems, the control
strategy primarily addresses supervisory regulation and device-level automation, without
addressing fast multiphysical plasma dynamics or cyber-physical adaptive control under
network-induced constraints.

In contrast to these works, the present study introduces a control-oriented nonlinear
cyber-physical model of a high-frequency ozone generator and implements millisecond-
level adaptive state-feedback control at the edge layer. Unlike monitoring-centric or super-
visory IoT architectures, the proposed approach explicitly targets dynamic stabilization
of nonlinear electro-plasma processes under parametric uncertainty and communication
latency, thereby extending the current state of the art from environmental automation
toward real-time cyber-physical control.

Previous studies show that the physical processes and individual automation com-
ponents of high-frequency ozone generators have been investigated in sufficient detail.
However, ozone generation systems fully integrated into telecommunication infrastruc-
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tures and based on IoT- and cloud-oriented intelligent control architectures have not yet
been systematically studied. This is mainly due to the strongly nonlinear dynamics of
ozone generators and the difficulties associated with reliable real-time data acquisition as
well as high requirements for computational and communication resources. Therefore, the
development of intelligent control systems for high-frequency ozone generators integrated
with cyber-physical and telecommunication platforms remains a relevant and necessary
research direction.

3. Materials and Methods
The scientific research was carried out using a combination of analytical modeling,

computational modeling, and experimental (or semi-experimental) validation methods.
The dynamics of the high-frequency ozone generator were described by a nonlinear state-
space model that integrates electrical, thermal, gas-dynamic, and chemical processes. The
state variables were chosen as the discharge voltage U(t) in the range of 5–30 kV, the
discharge current I(t) of 0.1–2.0 A, the ozone concentration CO3(t) of 0.5–5.0 mg/L, and the
gas temperature T(t) of 293–420 K. The control inputs were the supply voltage amplitude,
the excitation frequency (1–25 kHz), and the gas flow rate (0.5–5.0 L/min). In general,
Figure 3 presents the structural diagram of the research methods and control parameters of
the high-frequency ozone generator.

Figure 3. Structural diagram of the research methods and control parameters of a high-frequency
ozone generator.

Figure 3 shows the interrelation between modeling and experimental methods used
in the study of the ozone generator, as well as the structure of the state variables and
control parameters. It illustrates the principle of integrated analysis and control of the
multiphysical processes of the system.

The implementation of the modeling and control algorithms was carried out using
Python 3.11.6 (Python Software Foundation, Wilmington, DE, USA) and the SMath Solver
version 0.99.7920 engineering computation package (SMath Studio, Zurich, Switzerland).
In the Python environment, the nonlinear state-space dynamics of the system described
by Equation (6), the control algorithms, and the models of telecommunication effects
were implemented, while the SMath Solver environment was used to obtain analytical
transformations of Equation (7), verify the system of equations, and analyze parametric
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dependencies. The continuous state-space model given by Equation (8) was transformed
into the following discrete-time form:

.
x(t) = f(x(t), u(t), θ) (6)

x(tk + 1) = x(tk) +
∫ tk+∆t

tk

f(x(t), u(t), θ)dt (7)

x(tk + 1) = x(tk) + ∆t·f(x(tk), u(tk), θ) (8)

x[k + 1] = x[k] + ∆t · f(x[k], u[k], θ) (9)

where x is the state vector, u is the control input vector, θ denotes the model parameters,
and ∆t is the computation step. The step size was chosen in the range of 0.1–0.5 ms, which
makes it possible to describe fast transient processes corresponding to a control loop cycle
time of 1–5 ms. In the model, network delays in the range of 1–10 ms and random packet
losses with a probability of 0–5% were taken into account as additional disturbing factors
acting on the input of Equation (9). In addition, variations in the main parameters included
in Equation (15) within ±10–20% were introduced to analyze the stability of the system
and the robustness of the control algorithms.

Let the control objective be to maintain the ozone yield YO3(t) at a prescribed refer-
ence value Yref

O3 while preserving discharge stability and avoiding filamentary or unstable
regimes. This objective can be formulated in terms of the tracking error:

e(t) = Yref
O3 − YO3(t) (10)

In practice, the matrices K(t) and G(t) can be tuned online using adaptive or model-
predictive mechanisms in order to compensate for parametric uncertainties, slow drifts of
gas-medium properties, and external disturbances. Such a control structure allows the op-
erating point of the ozone generator to be continuously adjusted so as to keep the discharge
in a quasi-uniform regime and to maximize the energy efficiency of ozone production.

Thus, combining the physical insights of Bruggeman and Brandenburg [26] with
the state-space representation (6) and the adaptive control law (8) provides a consistent
theoretical framework for the development of intelligent control systems for DBD- and
corona-based ozone generators.

3.1. Nonlinear State-Space Model of the High-Frequency Ozonator

This subsection introduces a control-oriented nonlinear state-space model of the high-
frequency ozonator. The model is intentionally formulated in a compact form suitable for
real-time implementation, rather than detailed plasma physics simulation. Its primary
purpose is to support fast adaptive control and robustness analysis.

The high-frequency ozone generator is modeled as a nonlinear cyber-physical system
integrating electrical, thermal, gas-dynamic, and chemical subsystems. The dynamic
behavior of the ozonator is represented in a state-space form suitable for real-time control
synthesis and robustness analysis.

The state vector is defined as:

x(t) =


U(t)
I(t)

CO3(t)
T(t)

, (11)
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where U(t) is the discharge voltage, I(t) is the discharge current, CO3(t) is the ozone
concentration, and T(t) is the gas temperature inside the reactor. The control input vector
is given by:

u(t) =

Us(t)
f(t)
q(t)

, (12)

where Us(t) is the supply voltage amplitude, f(t) is the excitation frequency, and q(t) is the
gas flow rate.

The electrical behavior of the ozone generator is governed by nonlinear plasma dis-
charge dynamics and thermal effects, which result in a time-varying load seen by the
power supply. From a control-oriented perspective, this behavior is represented by a
nonlinear function embedded in the state-space model rather than by a detailed equivalent
circuit description.

The time-varying discharge impedance is defined as:

Z(t) =
U(t)
I(t)

= Req(I, T) + jXeq(I, T), (13)

where the resistive and reactive components depend on discharge current and gas tem-
perature. In control-oriented form, these dependencies are approximated by low-order
parametric expressions:

Req(I, T) = R0 + R1 | I | +R2T, Ceq(I, T) = C0 + C1 | I | . (14)

Thermal subsystem.
The thermal dynamics of the reactor are modeled using an energy balance equation:

.
T(t) =

1
Cth

(Pdis(U, I)− hA(T(t)− Ta)), (15)

where Cth is the thermal capacitance of the reactor, hA is the heat transfer coefficient, Ta is
the ambient temperature and Pdis(U, I) = U(t)I(t) is the discharge power.

Ozone generation subsystem.
The ozone concentration dynamics are described by:

.
CO3(t) = kgen(U, f, T, q)− kdec(T) CO3(t)−

q(t)
Vr

CO3(t), (16)

where kgen(·) is the ozone generation rate dependent on electrical excitation and gas
conditions, kdec(T) is the temperature-dependent ozone decomposition coefficient, and
Vr is the effective reactor volume. Thus, the nonlinear vector field f(x,u,θ) of the state-
space model (6)–(9) is explicitly defined by the electrical subsystem with time-varying
discharge impedance Z(t) given in (13) and (14), the thermal dynamics in (15), and the
ozone concentration dynamics in (16).

Discrete-time implementation.
For real-time control with a cycle time of 1–5 ms, the continuous-time model is dis-

cretized using a forward Euler approximation:

xk+1 = xk + ∆t f(xk, uk), (17)

where ∆t ∈ [0.1, 0.5] ms and f(·) represents the nonlinear vector field defined by the
above equations.

Parameter identification.
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The parameters
{

R0, R1, R2, C0, C1, Cth, hA, kgen, kdec
}

are identified using experimen-
tal measurements of U(t), I(t), T(t), and CO3(t) under step variations of Us, f, and q. A
constrained least-squares fitting procedure with physically admissible bounds is applied to
ensure consistency with discharge physics and thermal limits. The dielectric properties and
thermal parameters (including effective heat capacity and heat transfer coefficients) were
identified from experimental measurements and selected in accordance with established
plasma discharge and ozone reactor models reported in [21,23,26].

3.2. Adaptive State-Feedback Control Law and Online Gain Update

To ensure robust real-time regulation of ozone production under nonlinear dynamics,
parametric uncertainty, and network-induced disturbances, an adaptive state-feedback
control strategy is employed at the local control level.

The discrete-time nonlinear model of the ozone generator is expressed in the gen-
eral form:

xk+1 = f(xk, uk, θk) + wk, yk = h(xk) + vk, (18)

where xk ∈ R4 is the state vector, uk ∈ R3 is the control input vector, θk denotes time-
varying system parameters, and wk and vk represent bounded disturbances and measure-
ment noise, respectively. The state vector is defined as

xk = [Uk, Ik, CO3,k, Tk] (19)

where Uk is the discharge voltage, Ik is the discharge current, CO3,k is the ozone concentra-
tion, and Tk is the gas temperature. The control input vector is given by

uk = [Us,k, fk, qk] (20)

where Us,k is the supply voltage command, fk is the excitation frequency, and qk is the gas
flow rate.

Where the tracking error ek is defined as the difference between the reference ozone
concentration and the measured output.

The adaptive control law is formulated as a state-feedback structure with reference
compensation:

uk = uff
k − Kkxk + kr,k rk, (21)

where uff
k is a feedforward term corresponding to the nominal operating point, Kk ∈ R3×4

is the time-varying feedback gain matrix, and kr,k ∈ R3 is the reference gain vector.
To compensate for time-varying discharge impedance, thermal effects, and gas-

dynamic disturbances, the feedback gains are updated online using a gradient-based
adaptation mechanism:

Kk+1 = ΠΩ(Kk + ΓK xk ek), (22)

where ΓK ≻ 0 and Γr > 0 are diagonal adaptation gain matrices, and ΠΩ(·) and ΠΩr(·)
denote projection operators that constrain the adaptive gains within predefined bounded
sets. This projection prevents parameter drift and ensures safe operation under actuator
limits and measurement noise.

The adaptive update is executed at each control cycle (1–5 ms) and relies exclusively
on locally measured variables, making the control loop insensitive to network-induced
delays and packet losses. In this way, the controller continuously adjusts the voltage
amplitude, excitation frequency, and gas flow rate to maintain stable ozone generation
while preserving discharge stability and energy efficiency.

The proposed control architecture was implemented in the form of a hierarchical
structure and consists of two levels (Figure 4): a fast-acting local control loop and a high-
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level monitoring and supervision layer. The local loop operates in real-time or in a real-time
emulation mode with a computation cycle of 1–5 ms, while the data update rate at the
upper level was chosen in the range of 10–100 Hz.

Figure 4 shows the hierarchical two-level control architecture of the high-frequency
ozone generator. The upper level provides monitoring and supervision, while the lower
level ensures real-time control. The diagram illustrates the principle of stable and coordi-
nated system operation through control signals and feedback.

Figure 4. Structural diagram of the hierarchical control architecture of a high-frequency ozone generator.

From an IoT implementation perspective, the proposed system employs a layered
architecture. At the local level, embedded controllers acquire data from voltage, current,
temperature, and ozone concentration sensors with sampling periods of 0.1–0.5 ms. These
data are processed locally to close the millisecond-level control loop.

At the supervisory level, aggregated data packets containing averaged electrical,
thermal, and ozone generation parameters are transmitted via Ethernet or wireless links
using standard industrial communication protocols. In remote or geographically isolated
installations, satellite communication channels may be employed to provide connectivity
between local control units and centralized monitoring platforms. In this case, satellite links
are used exclusively for monitoring, diagnostics, and data logging, while all fast control
actions remain strictly local to avoid latency-induced instability.

As the hardware part, a high-frequency ozone generator with a power of 300–1500 W,
high-voltage sensors for measuring voltage and current, an ozone concentration sensor
(measurement range 0–10 mg/L), as well as a temperature sensor (250–450 K) were used.
For data acquisition and control, a system based on a microcontroller or an industrial
controller was employed, with a computation cycle of 0.1–0.5 ms. Communication between
the local control unit and the high-level system was organized via Ethernet or wireless
communication channels. In general, Figure 5 presents the structural diagram of the
hardware measurement and control system of the high-frequency ozone generator.

Figure 5 shows the structure of the hardware measurement and control system of the
high-frequency ozone generator. Based on the data collected by the sensors, the operation
of the setup is monitored and controlled.

The experimental conditions were formed by varying the electrical parameters (voltage
10–30 kV, frequency 5–25 kHz, and power 300–1500 W), the gas flow rate (0.5–5.0 L/min),
and the ambient conditions. This made it possible to reproduce various operating modes,
including low-load and nominal regimes. All experiments were carried out under con-
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trolled and repeatable conditions. In general, Figure 6 presents the structure of the setup
for controlling the experimental parameters of the ozone generator.

 

Figure 5. Structural diagram of the hardware measurement and control system of a high-frequency
ozone generator.

 

Figure 6. Structure of the experimental setup for controlling the parameters of the ozone generator.

Figure 6 shows the structure of the setup for controlling the experimental parameters
of the ozone generator. It makes it possible to form and reproduce operating modes under
controlled and repeatable conditions.

The verification of the proposed models and control algorithms was carried out by
comparing the signals obtained during simulation with the measured data, analyzing
the time-domain characteristics of transient processes, and testing the stability of the
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closed-loop system under parameter variations of ±10–20% and external disturbances. The
adequacy of the models was evaluated by assessing the agreement between the dynamic
behavior of the simulation results and the experimental observations. This section does not
present specific results; it only describes the research methodology.

4. Results and Discussion
This research was carried out on the experimental and laboratory facilities of the

Department of Electronics, Telecommunications and Space Technologies of Satbayev Uni-
versity and the specialized research laboratories of the Faculty of Hydraulic Engineering of
the Tashkent Institute of Irrigation and Agricultural Mechanization Engineers. The study
was aimed at developing an intelligent control system for a high-frequency ozone generator
integrated into an IoT-based and telecommunication environment and at evaluating its
performance. In accordance with this objective, a cyber-physical nonlinear mathematical
model of the high-frequency ozone generator was developed, on the basis of which the
structure and algorithms of the intelligent control system were synthesized and their stabil-
ity and efficiency were comprehensively validated through modeling and experimental
investigations. Within the framework of the scientific research, a specialized innovative
pilot high-frequency corona discharge—based ozonator unit ETRO—02 was developed
(Figure 7).

   
(a)  (b)  (c) 

 
(d) 

Figure 7. General view of the corona discharge—based ozonator unit “ETRO—02”. (a) Longitudinal
section of the ozonator reactor with internal electrodes; (b) Longitudinal external view of the ozonator
reactor; (c) Block diagram of a multi-module corona discharge—based ozonator system; (d) Structural
design diagram of a corona discharge—based ozonator unit.

The main structural elements of the ozone generator shown in Figure 7 are as follows:
(1) dielectric tube; (2) interelectrode space filled with transformer oil (NO2) or water (H2O);
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(3) polished stainless-steel tube; (4,5) brass caps; (6) lower dielectric cap; (7) upper dielectric
cap; (8,9) PTFE insulating bushings (fluoroplastic insulating bushings); and (10) PTFE-
based thermal insulation material. The figure shows the corona discharge—based ozonator
unit “ETRO—02”, designed in the form of a cylindrical reactor with an internal electrode
system. The structure includes a dielectric tube and a polished stainless-steel tube, between
which a corona discharge zone is formed when high voltage is applied. Oxygen (O2) is
supplied to the lower part of the reactor, where it is converted into ozone (O3) in the
discharge region and then removed through the upper outlet nozzle. The use of dielectric
and fluoroplastic insulating elements ensures high electrical strength, discharge stability,
and reliable continuous operation of the unit in the ozone generation mode.

4.1. Development and Analysis of a Cyber-Physical Mathematical Model of a
High-Frequency Ozonator

In accordance with the first objective of the study, a cyber-physical nonlinear math-
ematical model of a high-frequency ozonator was developed, integrating its electrical,
thermal, gas-dynamic, and chemical subsystems. The model described by Equations (6)–(9)
was implemented in the Python environment and investigated under various operating
modes. The discharge voltage U(t), discharge current I(t), ozone concentration CO3(t), and
gas temperature T(t) were selected as the state variables, while the control inputs were the
supply voltage amplitude, excitation frequency, and gas flow rate. The sets of electrical,
gas-dynamic, and thermal parameters of the high-frequency ozonator obtained for different
operating regimes are summarized in Table 4, whereas the energy efficiency and dynamic
performance indicators of the proposed control system for the ozone generation process
are systematized in Table 5.

Table 4. Operating Regimes and Physical Parameters of the High-Frequency Ozonator.

№ Voltage,
U (kV)

Frequency,
f (kHz)

Power,
P (W)

Gas Flow Rate
(L/min)

Temperature,
T (K)

1 10 5 350 0.8 305
2 15 10 600 1.5 318
3 20 15 850 2.5 332
4 25 20 1100 3.5 348
5 30 25 1450 4.5 365

Table 5. Ozone Generation Efficiency and Dynamic Performance Indicators of the Control System.

№ Ozone Concentration,
CO3 (mg/L)

Specific Energy
Consumption (Wh/m3) Settling Time (ms) Overshoot (%) Steady-State Error (%)

1 0.9 11.8 420 12.5 6.5
2 1.6 9.5 310 9.2 4.2
3 2.4 7.6 240 6.8 3.0
4 3.2 6.8 190 4.5 2.1
5 3.9 6.2 160 3.1 1.6

The data in Table 4 showed that as the voltage increases from 10 kV to 30 kV and the
frequency from 5 kHz to 25 kHz, the power rises from 350 W to 1450 W, while the gas flow
rate increases from 0.8 L/min to 4.5 L/min. Accordingly, the gas temperature in the reactor
increases from 305 K to 365 K, indicating an increase in the system energy load and the
intensity of plasma processes.

Table 5 shows that as the ozone concentration increases from 0.9 mg/L to 3.9 mg/L,
the specific energy consumption decreases from 11.8 Wh/m3 to 6.2 Wh/m3, indicating an
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improvement in the energy efficiency of the generation process. In addition, the dynamic
performance of the control system is significantly enhanced, with the settling time reduced
from 420 ms to 160 ms, the overshoot decreased from 12.5% to 3.1%, and the steady-state
error reduced from 6.5% to 1.6%.

The simulation results show that the investigated system exhibits pronounced non-
linear behavior and strong coupling between the electrical, thermal, and gas-dynamic
processes. Variations in the excitation frequency and supply voltage lead to nonlinear
changes in the ozone concentration and discharge current, while changes in gas tempera-
ture and flow rate significantly affect the ozone generation efficiency and discharge stability.
The nonlinear model that accounts for the time-varying equivalent discharge impedance
demonstrates good agreement with the actual physical behavior of the discharge process.
When the model parameters are varied within ±10–20%, the open-loop system exhibits
longer transient times and increased overshoot, confirming that the ozonator is a highly
sensitive nonlinear object. The main results of the study are summarized in Table 6 and
Figures 8 and 9.

Table 6. Robustness and sensitivity analysis of the control system under parameter variations.

Case Settling Time (ms) Overshoot (%) Steady-State Error (%) Weak Oscillations Observed

−20% 520 14.0 7.5 Yes
−10% 460 10.5 5.5 Yes

Nominal 190 4.5 2.1 No
+10% 230 6.0 3.0 Yes
+20% 300 8.5 4.8 Yes

Figure 8. Nonlinear dependence of ozone concentration on discharge voltage.

Table 6 shows that under nominal conditions the settling time is 190 ms, the overshoot
is 4.5%, and the steady-state error is 2.1%, whereas when the parameters are decreased by
20% these values increase to 520 ms, 14.0%, and 7.5%, respectively. In addition, for a +20%
parameter variation the settling time rises to 300 ms, the overshoot to 8.5%, and the error to
4.8%, while the appearance of weak oscillations in the −10% and +10% cases confirms the
high sensitivity of the system to parametric variations.

Figure 8 shows that as the discharge voltage increases from 10 kV to 30 kV, the ozone
concentration rises from approximately 0.9 mg/L to 3.9 mg/L, indicating a nonlinear

https://doi.org/10.3390/jsan15020026

https://doi.org/10.3390/jsan15020026


J. Sens. Actuator Netw. 2026, 15, 26 19 of 25

relationship between these variables. This result demonstrates that an increase in voltage
enhances the discharge energy and intensifies the ozone formation process, confirming the
nonlinear nature of the system.

Figure 9 shows that increasing the ozone concentration from 0.9 mg/L to 3.9 mg/L
reduces the specific energy consumption from about 12 Wh/m3 to 6.8 Wh/m3 and shortens
the settling time from 420 ms to 160 ms, while the overshoot and steady-state error also
decrease significantly. Together with Table 6 and Figures 8 and 9, these results confirm the
nonlinear and parameter-sensitive nature of the system and demonstrate the improvement
of energy efficiency and dynamic performance with increasing ozone yield.

Figure 9. Energy efficiency and dynamic performance of the control system versus ozone concentration.

A comparison between the simulation and experimental results shows good agreement
in both transient and steady-state regimes, confirming the adequacy of the proposed cyber-
physical model; the validation results are summarized in Table 7.

Table 7. Experimental Validation of the High-Frequency ETRO-02 Ozonator Model.

Parameter Simulation (Model) Experiment Deviation (%)

Settling time (ms) 180 190 5.3
Overshoot (%) 4.2 4.5 6.7

Steady-state ozone
concentration (mg/L) 3.15 3.20 1.6

Gas temperature (K) 345 348 0.9

Table 7 demonstrates a close agreement between the simulation and experimental
results for the main system parameters: the settling time is 180 ms in simulation and
190 ms in experiment (deviation ≈ 5.3%), the overshoot is 4.2% and 4.5%, respectively
(deviation ≈ 6.7%), the ozone concentration is 3.15 mg/L and 3.20 mg/L (deviation ≈ 1.6%),
and the gas temperature is 345 K and 348 K (deviation ≈ 0.9%). Such small deviations
confirm the adequacy of the proposed cyber-physical model and its reliability for the
synthesis and analysis of the control system.
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4.2. Synthesis of the Intelligent Control System and Evaluation of Its Performance

In accordance with the second objective of the study, a two-level intelligent control
system for the high-frequency ETRO-02 ozonator was synthesized based on the cyber-
physical nonlinear model (6–9). The proposed architecture consists of a fast local control
loop operating with a cycle time of 1–5 ms and a higher-level monitoring and supervisory
layer with a data update rate of 10–100 Hz.

In the local control loop, an adaptive feedback-based control algorithm was imple-
mented to maintain the ozone production (or CO3 concentration) at a prescribed reference
value. The control actions include the discharge voltage amplitude U(t), the excitation
frequency f(t), and the gas flow rate vg(t). The system performance was tested under step
and smooth reference changes, under parameter variations of ±10–20%, as well as under
network-induced delays of 1–10 ms and packet loss probabilities of 0–5%.

The results show that the closed-loop system remains stable in all investigated op-
erating modes and exhibits significantly improved dynamic performance: according to
Table 5, the settling time was reduced from 420 ms to 160 ms, the overshoot from 12.5% to
3.1%, the steady-state error from 6.5% to 1.6%, and the specific energy consumption from
11.8 to 6.2 Wh/m3. The data in Table 6 indicate that although the performance degrades
under parameter variations, the controllability is preserved, confirming that the system is a
sensitive but controllable object. In general, Table 8 below presents a comparative summary
of the dynamic and energy efficiency performance indicators of the control systems for the
high-frequency ETRO-02 ozonator.

Table 8. Comparison of dynamic and energy efficiency performance of high-frequency ozonator
control systems.

Indicator Classical/Without Adaptation Proposed Intelligent System

Settling time (ms) 420 160
Overshoot (%) 12.5 3.1

Steady-state error (%) 6.5 1.6
Specific energy consumption (Wh/m3) 11.8 6.2

Stability under ±20% parameter variation Marginal/Oscillatory Stable
Robustness to delay & packet loss Low High

Table 8 demonstrates that the proposed intelligent control system significantly im-
proves both the dynamic performance and the energy efficiency of the high-frequency
ozonator compared to the classical control approach. In particular, the settling time is
reduced from 420 ms to 160 ms, the overshoot from 12.5% to 3.1%, the steady-state er-
ror from 6.5% to 1.6%, and the specific energy consumption from 11.8 to 6.2 Wh/m3,
while the robustness to parameter variations and network-induced delays is also substan-
tially enhanced.

Thus, compared to cloud-based IoT systems, the proposed architecture enables control
at the millisecond level, significantly reduces the impact of network-induced delays, and
improves the stability and energy efficiency of the ozone generation process.

4.3. Discussion of the Results and Study Limitations

The obtained results confirm the strongly nonlinear and multiphysical nature of
the ozone generation process. As demonstrated in Figure 8 and summarized in Table 5,
increasing the discharge voltage from 10 to 30 kV leads to a rise in ozone concentration from
0.9 to 3.9 mg/L, while the specific energy consumption decreases from 11.8 to 6.2 Wh/m3.
This behavior is explained by the increased energy density in the discharge zone and by
the capability of the proposed adaptive control system to optimally coordinate voltage
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amplitude, excitation frequency, and gas flow rate in real time based on the nonlinear
model described by Equations (6)–(9).

At the same time, Figure 9 and Table 6 indicate a pronounced sensitivity of the system
to parameter variations. Despite this sensitivity, closed-loop stability is preserved across
the considered operating range due to the adaptive control structure, which continuously
compensates for variations in discharge impedance, thermal conditions, and gas dynam-
ics. This result highlights the importance of adaptive regulation for fast electro-plasma
processes, where fixed-parameter control strategies are insufficient.

A key distinguishing feature of the proposed approach is the hierarchical intelligent
control architecture. It operates with a millisecond-level local control cycle. While previous
studies by Gao K. et al. [21] and Zhang Y. et al. [22] primarily focus on discharge physics,
and Salem R.M.M. et al. [27] emphasize cloud-based monitoring with second-level control
cycles, the proposed system achieves a closed-loop control period of 1–5 ms (Table 3). This
enables real-time stabilization of fast plasma processes and explains the superior dynamic
performance compared to monitoring-oriented IoT architectures.

Despite these advantages, several limitations of the present study should be acknowledged.

4.3.1. Applicability of Model Assumptions

The proposed model is valid within the experimentally investigated operating ranges
of 10–30 kV, 5–25 kHz, 300–1500 W, and 293–420 K. The gas-dynamic and ozone forma-
tion processes are modeled assuming quasi-ideal gas behavior under moderate pressure
conditions. At higher pressures or in strongly non-ideal gas mixtures, deviations from
these assumptions may increase modeling error and reduce control accuracy. In such cases,
additional calibration or the inclusion of real-gas effects would be required.

4.3.2. Physical Feasibility of a Millisecond-Level Control Period

Although the achieved 1–5 ms control cycle significantly improves transient perfor-
mance, its practical feasibility is constrained by hardware and communication limits. The
minimum achievable control period is determined by the cumulative latency of analog-
to-digital conversion, signal preprocessing, control algorithm execution, and actuator
command transmission. Consequently, millisecond-level regulation is feasible only when
sensing and control are executed locally on embedded hardware, while cloud-based plat-
forms are unsuitable for closing the fast control loop and should be restricted to monitoring,
supervision, and data analytics.

4.3.3. Scalability and Communication Effects

The experimental validation was conducted on a single-reactor laboratory prototype.
Scaling the proposed approach to industrial-scale multi-reactor systems introduces addi-
tional challenges, including communication congestion, coupling between control loops,
and shared power electronics. Without appropriate coordination, simultaneous adap-
tive updates may lead to network overload or unintended interactions between reactors.
These factors indicate the need for hierarchical scheduling, decentralized coordination, or
event-triggered communication mechanisms in large-scale deployments.

Each experimental operating point was tested in 5–7 repeated runs, and the reported
results represent averaged values; random measurement errors were evaluated using
standard deviation analysis.

The present study does not include a full comparative benchmark against alternative
control strategies such as PID, MPC, or AI-based controllers, which represents a limitation
of the current work. The primary focus was placed on validating the feasibility and effective-
ness of the proposed adaptive control architecture for millisecond-level plasma regulation
rather than on exhaustive algorithmic comparison. Recent advances in deep recurrent neu-
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ral networks, such as LSTM and BiLSTM architectures [34,35], show promise for modeling
long-term nonlinear and nonstationary behavior; however, their direct integration into the
millisecond-level control loop is limited by strict latency and computational constraints.
Instead, such models may be more suitable for higher-level predictive supervision and
anomaly trend analysis.

With the increasing integration of ozone generators into IoT-based cyber-physical
systems, the reliability and security of data transmission become critical for stable control.
Recent studies emphasize the importance of cybersecurity and intelligent intrusion detec-
tion in industrial networks, especially under strict latency constraints [36–38]. Therefore,
the incorporation of secure communication and cybersecurity monitoring represents an
important direction for future development of the proposed system.

Overall, the results demonstrate that combining fast adaptive local control with
higher-level monitoring and predictive functions provides a practical compromise be-
tween dynamic performance, robustness, and implementability for IoT-enabled ozone
generation systems.

Despite the demonstrated advantages, several limitations must be acknowledged.
First, the proposed control architecture was validated on a single-reactor laboratory-scale
prototype; large-scale industrial implementation may introduce additional coordination
and power-sharing challenges. Second, although the model captures the dominant multi-
physical interactions, it relies on parametric identification within a defined operating range
(10–30 kV, 5–25 kHz), and extrapolation beyond these conditions may require recalibration.

Third, the study does not provide a comprehensive comparative benchmark against
alternative advanced control strategies such as model predictive control (MPC) or rein-
forcement learning-based controllers. While the primary objective was to demonstrate the
feasibility and robustness of the proposed adaptive architecture, systematic comparative
analysis represents an important direction for future work.

Finally, the millisecond-level control cycle assumes local embedded execution; fully
cloud-based implementation remains infeasible for such fast nonlinear plasma systems due
to latency constraints.

5. Conclusions
This study has led to the following main scientific results:

1. A cyber-physical nonlinear mathematical model of the high-frequency ozone gener-
ator integrating the electrical, thermal, gas-dynamic, and chemical subsystems was
developed. The adequacy of the model was confirmed by experimental validation:
the deviation between simulation and experimental results does not exceed 5.3%
for settling time, 6.7% for overshoot, 1.6% for steady-state ozone concentration, and
0.9% for gas temperature (Table 7). Unlike simplified or quasi-static models reported
in previous studies, the proposed model accounts for the time-varying equivalent
discharge impedance and multiphysical coupling, which explains its higher accuracy
in describing both transient and steady-state regimes;

2. A hierarchical two-level intelligent control architecture was synthesized and imple-
mented, in which the fast local loop operates with a cycle time of 1–5 ms. The use of
an adaptive state-feedback control law with online gain update made it possible to
significantly improve the dynamic performance of the system: the settling time was
reduced from 420 ms to 160 ms, the overshoot from 12.5% to 3.1%, and the steady-state
error from 6.5% to 1.6% (Table 8). These improvements are explained by the real-time
adaptation of the control actions to the nonlinear and time-varying properties of the
plasma load, which fundamentally distinguishes the proposed solution from classical
fixed-parameter controllers;
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3. The energy efficiency and robustness of the ozone generation process were substan-
tially enhanced. The specific energy consumption decreased from 11.8 to 6.2 Wh/m3,
while stable operation was preserved under ± 20% parameter variations, network
delays of 1–10 ms, and packet loss probabilities of up to 5% (Tables 5 and 6). In con-
trast to cloud-based IoT architectures with second-level control cycles, the proposed
system ensures millisecond-level closed-loop control, which explains its ability to
suppress disturbances within 0.1–1 s and to maintain stable operation of the highly
sensitive nonlinear electro-plasma system.

Overall, the obtained results demonstrate that the integration of a cyber-physical
model with a millisecond-level intelligent control architecture provides a qualitatively new
level of performance, stability, and energy efficiency for high-frequency ozone generators
compared to conventional control and monitoring-oriented IoT solutions.

From a broader cyber-physical systems perspective, the proposed approach demon-
strates the feasibility of integrating fast adaptive edge-level control with supervisory IoT
architectures for highly nonlinear and time-sensitive industrial processes. The separation of
millisecond-level local regulation from cloud-based monitoring provides a scalable design
principle that may be extended to other plasma-based, electrochemical, and high-dynamic
energy systems.

The expected practical impact of this research lies in improving the energy efficiency,
operational stability, and cyber-resilience of ozone generation units deployed in smart
environmental and industrial infrastructures. By enabling stable regulation under para-
metric uncertainty and network disturbances, the proposed architecture contributes to
the development of intelligent edge-controlled industrial systems aligned with modern
Industry 4.0 and IoT paradigms.

Future research will focus on: (1) systematic benchmarking against model predic-
tive control and data-driven reinforcement learning strategies; (2) coordinated control of
multi-reactor industrial installations under shared communication and power constraints;
(3) integration of secure state estimation and intrusion detection mechanisms; and (4) incor-
poration of lightweight predictive machine learning modules at the supervisory layer for
anomaly forecasting and performance optimization.
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