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Abstract: Blockchain-based sensor networks offer promising solutions for secure and transparent
data management in IoT ecosystems. However, efficient set membership proofs remain a critical
challenge, particularly in resource-constrained environments. This paper introduces a novel OR-
aggregation approach (where “OR” refers to proving that an element equals at least one member of a
set without revealing which one) for zero-knowledge set membership proofs, tailored specifically for
blockchain-based sensor networks. We provide a comprehensive theoretical foundation, detailed
protocol specification, and rigorous security analysis. Our implementation incorporates optimization
techniques for resource-constrained devices and strategies for integration with prominent blockchain
platforms. Extensive experimental evaluation demonstrates the superiority of our approach over
existing methods, particularly for large-scale deployments. Results show significant improvements
in proof size, generation time, and verification efficiency. The proposed OR-aggregation technique
offers a scalable and privacy-preserving solution for set membership verification in blockchain-based
IoT applications, addressing key limitations of current approaches. Our work contributes to the
advancement of efficient and secure data management in large-scale sensor networks, paving the
way for wider adoption of blockchain technology in IoT ecosystems.

Keywords: blockchain; Internet of Things; sensor networks; zero-knowledge proofs; set membership;
OR-aggregation; scalability; privacy

1. Introduction

The integration of blockchain technology with sensor networks has opened new
avenues for secure, transparent, and decentralized data management in the Internet of
Things (IoT) ecosystem [1]. This convergence, however, brings forth unique challenges,
particularly in the realm of efficient and privacy-preserving data verification [2,3]. Our
research addresses these challenges by introducing a novel OR-aggregation technique
for zero-knowledge set membership proofs. The term “OR-aggregation” reflects two key
aspects of our approach: (1) the use of OR-composition from zero-knowledge protocols,
allowing us to prove that an element equals one OR another member of a set without
revealing which one, and (2) the aggregation of individual proofs into a single compact
proof, significantly reducing communication overhead.

1.1. Background on Blockchain-Based Sensor Networks

Blockchain-based sensor networks represent a paradigm shift in IoT architecture, com-
bining the distributed ledger technology of blockchains with the data collection capabilities
of sensor networks [4,5]. This fusion offers several key advantages:
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1. Data Integrity: Blockchain’s immutable nature ensures that sensor data, once recorded,
cannot be altered without detection.

2. Decentralization: The distributed architecture eliminates single points of failure and
reduces the risk of data manipulation.

3. Transparency: All network participants can verify the authenticity of sensor data
without relying on a central authority.

4. Smart Contracts: Automated, self-executing contracts can trigger actions based on
sensor data, enabling autonomous IoT systems.

However, these benefits come with significant challenges, primarily in terms of scalabil-
ity, privacy, and resource efficiency [6,7]. Sensor nodes, often constrained in computational
power and energy resources, must interact with the blockchain network in a manner that
preserves their limited capabilities while maintaining the security and privacy guarantees
of the blockchain.

1.2. Importance of Efficient Set Membership Proofs in IoT Contexts

Set membership proofs play a crucial role in various IoT applications, including [8]:

1. Access Control: Verifying whether a device belongs to an authorized set without
revealing its identity.

2. Data Validation: Confirming that sensor readings fall within a predefined set of
acceptable values.

3. Supply Chain Management: Proving that a product belongs to a legitimate batch
without disclosing specific details.

4. Federated Learning: Demonstrating participation in a training round without reveal-
ing individual contributions.

In the context of blockchain-based sensor networks, efficient set membership proofs
are particularly important for [1,3]:

1. Reducing On-Chain Data: Minimizing the amount of data stored on the blockchain,
thereby addressing scalability issues.

2. Preserving Privacy: Enabling verification without revealing sensitive information
about individual sensors or their data.

3. Optimizing Resource Usage: Ensuring that proof generation and verification are
feasible on resource-constrained devices.

4. Enhancing Network Performance: Reducing communication overhead in data verifi-
cation processes.

1.3. Limitations of Current Approaches

Existing methods for set membership proofs, while effective in certain scenarios, face
significant limitations when applied to blockchain-based sensor networks:

1. Merkle Trees [9,10]:

• Proof size grows logarithmically with the set size, becoming problematic for large sets.
• Require storing and transmitting multiple hash values, increasing bandwidth usage.
• Updating the set is computationally expensive, limiting dynamism in IoT environments.

2. Accumulator-Based Approaches [11]:

• Often require trusted setup, which can be a security concern in decentralized networks.
• Witness updates can be computationally intensive, challenging for resource-

constrained devices.

3. Commit-and-Prove Set Membership Approaches [11]:

• While offering modularity and flexibility through Pedersen commitments, these
schemes require additional setup and communication overhead.

• Although showing impressive performance for large sets (3.7×–30× faster prov-
ing time compared to Merkle trees for sets of size 264), they still rely on complex
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zero-knowledge systems and pairing-based cryptography, making them less
suitable for resource-constrained IoT devices.

• The requirement for public parameters and additional cryptographic assump-
tions increases implementation complexity in distributed sensor networks.

4. Zero-Knowledge Proofs (e.g., zk-SNARKs) [12]:

• While offering strong privacy guarantees, they often involve complex setup
procedures and significant computational overhead.

• Implementation can be challenging, especially on devices with limited resources.

5. Bloom Filters:

• Introduce false positives, which may be unacceptable in certain IoT applications
requiring high precision.

• Do not provide cryptographic guarantees of set membership.

These limitations underscore the need for a new approach that balances efficiency,
privacy, and suitability for resource-constrained environments typical in IoT scenarios.

1.4. Research Objectives and Contributions

Our research aims to address the aforementioned challenges by developing a novel
Schnorr-based OR-aggregation technique for zero-knowledge set membership proofs. The
technique leverages Schnorr’s protocol for proving knowledge of discrete logarithms
combined with efficient aggregation of OR-composition proofs.

The primary objectives of this study are:

1. To design a proof system with constant-size proofs, independent of the set size.
2. To minimize computational requirements for proof generation and verification.
3. To ensure privacy preservation through zero-knowledge properties.
4. To develop a solution suitable for implementation on resource-constrained IoT devices.
5. To facilitate seamless integration with existing blockchain platforms.

Key contributions of this paper include:

1. A novel OR-aggregation protocol based on Schnorr’s identification scheme, applicable
to both prime-order groups and elliptic curves.

2. Formal security analysis proving completeness, soundness, and zero-knowledge
properties under the discrete logarithm assumption.

3. Comprehensive performance evaluation comparing our approach with existing meth-
ods across various metrics.

4. Optimized implementation techniques for resource-constrained devices.

1.5. Paper Structure

The remainder of this paper is organized as follows:
Section 2 provides a comprehensive review of related work in the field of set member-

ship proofs and their applications in blockchain and IoT contexts.
Section 3 presents the theoretical foundations underlying our approach, including

preliminary discussions of the discrete logarithm problem and elliptic curve cryptography,
Sigma protocols, and set membership proof systems.

Section 4 details our proposed OR-aggregation approach, including the system model,
protocol specification, and security analysis.

Section 5 focuses on implementation and optimization techniques, discussing specific
algorithms, resource-constrained device considerations, and blockchain integration strategies.

Sections 6 and 7 present an extensive performance evaluation, comparing our method
with existing approaches across various metrics and use cases.

Section 8 discusses the implications of our findings, potential applications, and direc-
tions for future research.

Finally, Section 9 concludes the paper, summarizing key contributions and their
significance in the context of blockchain-based sensor networks and IoT ecosystems.



J. Sens. Actuator Netw. 2024, 13, 78 4 of 29

2. Related Work

This section provides a comprehensive review of the current state of research related
to blockchain-based sensor networks and efficient set membership proofs. We analyze
recent advancements in blockchain scalability [13,14], distributed systems for large-scale
networks [1,2], and zero-knowledge proofs [15,16] applied to IoT contexts.

Blockchain scalability remains a critical challenge for widespread adoption, particu-
larly in IoT applications. Li et al. (2023) [17] provide a thorough survey of state-of-the-art
sharding blockchains, analyzing various models, components, and potential attack surfaces.
Their work highlights the promise of sharding technology in addressing scalability issues
while maintaining security and decentralization. However, they also note that sharding
introduces new complexities and potential vulnerabilities that must be carefully considered.

Nasir et al. (2022) [18] offer a systematic review of scalable blockchain solutions,
emphasizing that scalability is a multifaceted concept encompassing network expansion,
participant capabilities enhancement, and consensus strategy optimization. Their analysis
reveals that while significant progress has been made, many challenges remain in achieving
truly scalable blockchain systems suitable for large-scale IoT deployments.

The integration of blockchain with large-scale sensor networks necessitates efficient
distributed computation and control mechanisms. Cai et al. (2023) [19] introduce several
distributed algorithms generalized from belief propagation, suitable for various compu-
tational problems in large-scale networked systems. Their approach, which expresses
computational problems as sparse linear systems, could potentially be adapted for efficient
set membership proofs in blockchain-based sensor networks.

Farina and Rocca (2023) [20] propose a novel algorithm based on linear matrix in-
equalities for designing distributed controllers and state estimators for large-scale systems.
While their focus is not specifically on blockchain or IoT, their approach to reducing con-
servativeness in distributed iterative computations could inform more efficient consensus
mechanisms in blockchain-based sensor networks.

Zero-knowledge proofs have emerged as a promising technique for preserving privacy
in blockchain and IoT applications. Rawhouser et al. (2022) [21] discuss the scaling of
blockchain technology in developing countries, highlighting the importance of network
effects and innovative scaling methods. Their analysis of cLabs, a blockchain venture fo-
cused on mobile-first cryptocurrency platforms, provides insights into practical challenges
and strategies for scaling blockchain solutions in resource-constrained environments.

Mlika et al. (2024) [22] survey blockchain solutions for trustworthy decentralization in
social networks, including an examination of trust models and prediction methodologies.
While their focus is on social networks, many of the trust and privacy considerations they
discuss are directly applicable to sensor networks and IoT ecosystems.

Woltering et al. (2024) [23] present insights from using the Scaling Scan tool to support
a systems approach to scaling in development contexts. Their work emphasizes the im-
portance of considering context, unintended consequences, and collective understanding
when scaling innovations. This systems thinking approach is particularly relevant for
blockchain-based sensor networks, where the interplay between technological, social, and
economic factors can significantly impact scaling success.

Zhang et al. (2024) [24] propose a learning-driven hybrid scaling approach for multi-
type services in cloud environments. While not specifically focused on blockchain or sensor
networks, their consideration of variable workloads and hybrid auto-scaling strategies
offers valuable insights for designing adaptive and efficient blockchain-based IoT systems.

Bin Hasan et al. (2024) [25] provide a systematic survey on the integration of blockchain
technology with 6G wireless networks. Their analysis of blockchain-assisted 6G services,
deployment models, and consensus mechanisms offers a forward-looking perspective on
how blockchain technology might evolve to meet the ultra-high performance requirements
of next-generation wireless networks. This work is particularly relevant for understanding
the future landscape of blockchain-based sensor networks and their potential integration
with advanced communication infrastructures.
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In conclusion, while significant progress has been made in addressing scalability, pri-
vacy, and efficiency challenges in blockchain-based systems and large-scale networks, there
remains a gap in research specifically addressing the unique requirements of blockchain-
based sensor networks. Our work aims to bridge this gap by proposing a novel OR-
aggregation approach for efficient set membership proofs, tailored to the resource con-
straints and privacy needs of IoT ecosystems.

3. Theoretical Foundations

This section provides a comprehensive overview of the cryptographic primitives and
protocols that form the basis of our OR-aggregation approach for zero-knowledge set
membership proofs. We begin with the foundational discrete logarithm problem and its
variants in different groups, followed by Sigma protocols with emphasis on Schnorr’s
identification scheme, which is central to our construction.

3.1. Preliminaries on Discrete Logarithm Groups and Elliptic Curves
3.1.1. Discrete Logarithm Groups

The security of our protocol relies on the hardness of the discrete logarithm problem
in prime-order groups [26,27]:

Definition 1. Let G be a multiplicative group of prime order q with generator g. The discrete
logarithm problem is: given y ∈ G, find x such that y = gx.

For practical implementations, we use:

• A prime modulus p where p− 1 = 2q for prime q (safe prime);
• A generator g of the quadratic residues modulo p;
• The group G = ⟨g⟩ of order q.

3.1.2. Elliptic Curve Groups

Elliptic curve cryptography (ECC) offers significant advantages in terms of key size
and computational efficiency compared to prime-field operations [28,29]. We use both
settings in our protocol.

Definition 2. An elliptic curve E over a field K is defined by the Weierstrass equation [30,31]:

E : y2 = x3 + ax + b,

where a, b ∈ K, and 4a3 + 27b2 ̸= 0.

For cryptographic applications, we work with elliptic curves over finite fields Fp,
where p is a large prime. The set of points on the curve, along with a point at infinity O,
forms an abelian group under point addition. The equivalent of the discrete logarithm
problem is ECDLP:

Definition 3. Given points P and Q on an elliptic curve E, find an integer k such that Q = kP, if
such a k exists [30,31].

Our implementation supports several standardized curves:

1. Ed25519: A twisted Edwards curve, −x2 + y2 = 1− (121665/121666)x2y2 over Fp,
where p = 2255 − 19.

2. secp256r1 (NIST P-256): A prime curve defined over Fp, where p = 2256 − 2224 +

2192 + 296 − 1.
3. BLS12-381: A pairing-friendly curve designed for efficient implementation

of zk-SNARKs.
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Definition 4. Given points P and Q on an elliptic curve E, find an integer k such that Q = kP, if
such a k exists.

Our implementation supports several standardized curves:

• Ed25519: A twisted Edwards curve −x2 + y2 = 1− (121665/121666)x2y2 over Fp,
where p = 2255 − 19;

• secp256r1 (NIST P-256): A prime curve over Fp, where p = 2256− 2224 + 2192 + 296− 1;
• BLS12-381: A pairing-friendly curve supporting efficient zero-knowledge proofs.

3.2. Schnorr’s Protocols and OR-Composition

Schnorr’s identification scheme is a foundational Sigma protocol that proves knowl-
edge of a discrete logarithm. This forms the basis of our OR-aggregation approach [32–34].

Definition 5. A Sigma protocol for a relation R is a three-move protocol between a prover P and a
verifier V, consisting of [32–34]:

1. A commitment a sent from P to V;
2. A challenge c sent from V to P;
3. A response z sent from P to V.

The protocol must satisfy three properties:

1. Completeness: If (x, w) ∈ R, the honest prover P(x, w) can always convince the
honest verifier V(x).

2. Special Soundness: Given two accepting transcripts (a, c, z) and (a, c′, z′) for the same
statement x with c ̸= c′, there exists an efficient extractor that can compute a witness
w such that (x, w) ∈ R.

3. Special Honest-Verifier Zero-Knowledge: There exists a simulator that, given x
and a random c, can produce a transcript (a, c, z) that is indistinguishable from a
real interaction.

OR-Composition: The key to our approach is the efficient OR-composition of
Schnorr proofs:

Theorem 1. Given Sigma protocols Π1 and Π2 for relations R1 and R2, there exists a proto-
col Π proving knowledge of at least one witness without revealing which one.

Definition 6. Schnorr’s protocol for proving knowledge of x such that y = gx proceeds as follows:

• The prover selects random r ← Zq and sends a = gr;
• The verifier sends random challenge c← Zq ;
• The prover responds with t = (r + cx)mod q;
• Verifier accepts if gt = ayc.

The protocol satisfies three crucial properties:

• Completeness: For honest prover with secret x: gt = gr+cx = gr(gx)c = ayc

• Special Soundness: Given two accepting transcripts (a, c, t) and (a, c′, t′) with
c ̸= c′: gt = ayc and gt′ = ayc′ implies gt−t′ = yc−c′ , allowing extraction of
x = (t− t′)(c− c′)−1 mod q

• Zero-Knowledge: A simulator can generate valid transcripts by:

# Choose random t, c← Zq ;
# Compute a = gty−c.

Schnorr’s protocol naturally extends to elliptic curves by replacing:

• Group generator g with curve base point G;
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• Exponentiation gx with scalar multiplication xG;
• Multiplication ayc with point addition A + cY.

Theorem 2 (correctness of OR-composition). Given Schnorr protocols in group G of prime
order q with generator g, there exists an efficient OR-composition protocol proving knowledge of
the discrete logarithm of at least one group element.

Proof:

1. Completeness: Let yb = gxb , where the prover knows xb. The protocol proceeds:

• The prover generates random rb ← Zq and sets ab = grb ;
• For branch 1− b, simulates (a1−b, c1−b, z1−b);
• For challenge c, sets cb = c⊕ c1−b;
• Computes zb = (rb + cbxb)mod q.

Verification holds because: gzb = grb+cbxb = grb(gxb)cb = abycb
b .

2. Special Soundness: Given two accepting transcripts with c ̸= c′, the extractor

obtains: gzb = abycb
b and gz′b = abyc′b

b . Dividing: gzb−z′b = ycb−c′b
b Therefore:

xb = (zb − z′b)(cb − c′b)
−1mod q.

3. Zero-Knowledge: The simulator works as follows:

• Choose random c0, c1, z0, z1 ← Zq } with c0 ⊕ c1 = c;
• Compute ai = gzi y−ci

i for i ∈ 0, 1.

Transcripts are indistinguishable because all values have the same distribution as in
real protocol.□

Note: The proof extends naturally to elliptic curve groups by replacing exponentiation
with scalar multiplication and multiplication with point addition.

3.3. Set Membership Proof Systems

Set membership proof systems allow a prover to demonstrate that an element x
belongs to a set S = x1, . . . , xn without revealing x or any additional information about
S. These systems are crucial in various cryptographic applications, including anonymous
credentials and privacy-preserving blockchain transactions [8,35].

Definition 7. A set membership proof system consists of [8,35]:

1. Setup(S)→ pp : Generates public parameters pp for the set S.
2. Prove(pp, x)→ π : Generates a proof π that x ∈ S.
3. Verify(pp, π)→ 0, 1 : Verifies the proof π, outputting 1 if the proof is valid and

0 otherwise.

For discrete logarithm groups:

• Let g be the generator of a prime-order group;
• For each xi ∈ S, compute yi = gxi ;

• Aggregate y =
n
∏
i=1

yi;

• Prove knowledge of one xi using OR-composition.

For elliptic curves:

• Let G be a curve base point;
• For each xi ∈ S, compute Yi = xiG;

• Aggregate Y =
n
∑

i=1
Yi;

• Prove knowledge using the EC version of the protocol.

The system must satisfy [8,35]:
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1. Completeness: For any x ∈ S, Verify(pp, Prove(pp, x)) = 1.
2. Soundness: For any x /∈ S, it is computationally infeasible to generate a valid proof π.
3. Zero-knowledge: The proof π reveals no information about x beyond its membership

in S.

Traditional approaches to set membership proofs often rely on cryptographic accumu-
lators or Merkle trees. Our OR-aggregation method takes a different approach, leveraging
the properties of elliptic curves and the OR-composition of Sigma protocols to achieve
efficient proofs with constant size.

Theorem 3 (OR-Aggregation Set Membership). Given a set S = x1, . . . , xn and an elliptic
curve group G of prime order q with generator g, there exists a set membership proof system with
the following properties [36,37]:

1. The proof size is constant, independent of |S|.
2. The verification time is constant, independent of |S|.
3. The system satisfies completeness, soundness, and zero-knowledge.

The key innovation in our approach is the use of a single aggregated commitment
to represent the entire set, combined with an OR-proof that demonstrates knowledge of
the discrete logarithm for one of the set elements. This allows us to achieve constant-size
proofs and verification times, a significant improvement over traditional methods that scale
logarithmically or linearly with the set size.

In the following sections, we will provide a detailed description of our OR-aggregation
protocol, along with formal security proofs and performance analyses.

4. Proposed OR-Aggregation Approach

Our OR-aggregation protocol extends Schnorr’s identification scheme to efficient
set membership proofs through a novel aggregation technique. Figure 1 illustrates the
protocol’s workflow.

4.1. System Model and Assumptions

Our system operates within the following model:

1. Set Definition: We consider a finite set S = x1, x2, . . . , xn where each xi belongs to:

• Zq for prime-order groups, or
• Scalar field of the elliptic curve

2. Cryptographic Primitives:

• Prime-order group G = ⟨g⟩ where g generates quadratic residues modulo safe
prime p;

• Elliptic curve E with base point G of prime order q;

3. Security Assumptions:

• Discrete Logarithm Problem (DLP) in G;
• Elliptic Curve Discrete Logarithm Problem (ECDLP) in E;

4. Adversarial Model:

• Probabilistic polynomial-time adversary;
• Standard model without random oracles.
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4.2. Detailed Description of the OR-Aggregation Technique

Our OR-aggregation technique leverages Schnorr’s protocol to create a compact rep-
resentation of set membership. The core idea is to aggregate individual set elements
into a single commitment, which can then be used in conjunction with an OR-proof to
demonstrate membership without revealing the specific element.

1. Prime-Order Group Version: For each element xi ∈ S, we compute yi = gxi mod N,

where g is a generator of order q. The aggregated value is then: y =
n
∏
i=1

yimod p.

2. Elliptic Curve Version: For each element xi ∈ S, we compute the point Yi = xiG,

where G is the base point of the elliptic curve. The aggregated value is: Y =
n
∑

i=1
Yi.

The OR-proof demonstrates knowledge of discrete logarithm (for prime-order groups)
or scalar multiple (for EC) for one of the individual yi or Yi values, without revealing
which one.
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4.3. Protocol Specification

Our OR-aggregation protocol consists of three main phases: setup, proof generation,
and verification.

Implementation Example:

Example 1: Implementation in Prime-Order Group

System Parameters:

p = 112669328734777375407302608188425103410444652140351708919240151225462151925179
q = 56334664367388687703651304094212551705222326070175854459620075612731075962589
g = 42817022943562238747733723924987721211841185651551543410678329619762972334620

Test Set:
S = {3,
66153482897512022917800659136220483399021021331430861618573973785680677756393,
71264396723472376468069994885000007626600709811663240358242721235705149639166847517
14497362991449241870904660435956142679600300313860641039806459910525993}

Individual Public Values:
y_values = [
16601377133109349226726314774849123271819742679543698264325168175425006881578,
28341785397679221449526408140715524003661409115190495916254865309521675805775,
18603310846460115870597485929608104606362338562328519174258830423863073257117
]

Protocol Execution:
y = 1144967948874208274409082676649328128410629630764678399902383400751794258406
a = 29369563052189657992654516527929606432485634398079731809435500179161385386466
c = 30451441995289524195042452266956474770488839353973623834474853000760732486556
t = 20868185981825724308561020961328322751836801863098674211659487222651735733898

Example 2: Implementation on Ed25519 Curve

System Parameters: Ed25519 Curve
Test Set:

S = {3, 1117349592666003698571486095303113007262877331381904367124679070572543036860,
8887349592666003698571486095303113007262877331381904367124679070572543036867}

Individual Public Values:
y_values = [<ecpy.curves.Point object at 0x79f7f10d9340>, <ecpy.curves.Point object at 0x79f7f151b540>],
<ecpy.curves.Point object at 0x79f7f14c2180>

Protocol Execution:
y = (12282982579030905203766585142240243475628735011706207110791677622459333060431,
20222242746818761158433986102499507166172692286891204047225501418947322586366)
a = (51535718703631078509083993751736624719108749406508684047936589042617882943485,
51672707921988700464920228295671046135405645342806397597998140954700401664298 )
c = 6095703814042233843766932778743967586029629705659348167376963445968780407534
t = 6792029710331492415099995556243486861051994544299875428901349537678787184916

During setup (Algorithm 1), the protocol generates public parameters and computes
aggregated values from the input set. For a prime-order group version, we compute individ-
ual values yi = gxi mod p for each set element and combine them into a single aggregated
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value y =
n
∏
i=1

yi mod p. The elliptic curve version performs analogous operations using

point multiplication, computing Yi = xiG and Y =
n
∑

i=1
Yi.

Algorithm 1: Setup

Input: Set S = {x1,. . .,xn}
Output: Public parameters pp, Aggregated value y

// Prime-order group case
1. Select safe prime p = 2q + 1
2. Find generator g of order q
3. For each xi ∈ S:
yi = gˆ{xi} mod p
4. y = ∏yi mod p
Return (g,p,y)

// Elliptic curve case
1. Select curve E with base point G
2. For each xi ∈ S:
Yi = xiG
3. Y = ∑Yi
Return (E,G,Y)

The proof generation phase, detailed in Algorithm 2, implements Schnorr’s protocol
with our aggregation technique. A prover demonstrates knowledge of one set element by
computing both individual and aggregated commitments, then responding to a verifier’s
challenge. This approach maintains zero-knowledge properties while allowing efficient
proof composition.

Algorithm 2: Proof Generation

Input: Element x ∈ S, Public parameters pp
Output: Proof π = (a,t,ai,ti)

// Prime-order group version
1. For element x = xk ∈ S:
r ← Zq // Choose random r
a = gˆr mod p // Compute commitment
On challenge c:
t = r + cx mod q // Compute response
2. Return π = (a,t)

// EC version
1. For element x = xk ∈ S:
r ← Zq // Choose random r
A = rG // Compute commitment point
On challenge c:
T = rG + cxG // Compute response point
2. Return π = (A,T)

The verification process, presented in Algorithm 3, requires checking two equations:
one for the claimed individual element and another for the complement of the set. This
dual verification ensures that the prover knows a valid discrete logarithm (or EC scalar)
while preventing fraudulent proofs through clever combinations of invalid values.
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Algorithm 3: Verification

Input: Proof π, Public parameters pp
Output: Accept/Reject

// Prime-order group version
1. Check individual proof:
If gˆ{ti} ̸= aiyiˆc mod p: return Reject

2. Check complement:
t* = t − ti mod q
a* = a/ai mod p
y* = y/yi mod p
If gˆ{t*} ̸= a*y*ˆc mod p: return Reject

3. Return Accept

// EC version
1. Check individual proof:
If tiG ̸= Ai + cYi: return Reject

2. Check complement:
T* = T − Ti
A* = A − Ai
Y* = Y − Yi
If T*G ̸= A* + cY*: return Reject

3. Return Accept

4.4. Security Analysis

Theorem 4 (Security of OR-Aggregation Protocol). The proposed Schnorr-based OR-
aggregation protocol satisfies completeness, soundness, and zero-knowledge properties under the
discrete logarithm assumption in both prime-order groups and elliptic curve groups.

Proof:

1. Completeness: For any honest prover with x ∈ S, we show that the verification
equation always holds.
Given a set S = x1, . . . , xn and x = xk for some k:

• Let yi = gxi be individual public values;

• Let y =
n
∏
i=1

yi be their product;

• Let ai = gri be individual commitments for random ri;

• Let a =
n
∏
i=1

ai be their product.

For verification equation gt ≡ ayc(modp): gt ≡ gr+cx ≡ gr(gx)c ≡ ayc(modp).
This holds identically for elliptic curve groups with point addition replacing multipli-

cation: tG = A + cY, where Y =
n
∑

i=1
Yi and A =

n
∑

i=1
Ai.

2. Soundness: Assume a cheating prover can generate valid proofs for x /∈ S. We show
this breaks the discrete logarithm assumption.
Given two accepting transcripts (a, c, t) and (a, c′, t′) with c ̸= c′:

• From verification equations: gt ≡ ayc and gt′ ≡ ayc′ ;
• Dividing: gt−t′ ≡ yc−c′ ;
• Therefore: x ≡ (t− t′)(c− c′)−1(modq).
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This extraction allows computing discrete logarithm, contradicting the DLP assump-
tion. The argument is identical for elliptic curves using the ECDLP assumption.

3. Zero-Knowledge: A simulator can generate transcripts indistinguishable from
real ones:

• Choose random t, c;
• Compute a = gty−c.

Distribution is identical to real transcripts because:

• c is uniform random in both cases;
• t is uniformly distributed;
• a is uniquely determined by t, c.

This completes the proof of security properties and their practical demonstration.□

4.5. Complexity Analysis

Our protocol achieves constant complexity in key metrics independent of set size. For
both prime-order group and elliptic curve implementations:

1. Proof Size:

• Prime-order group: (2 log p + log q) bits;
• Elliptic curve: Two curve points plus one scalar This gives approximately

160 bytes for Ed25519 and similar curves.

2. Computation Complexity:

• Setup: O(n) exponentiations/scalar multiplications for n elements
• Proof Generation: O(1) group operations;
• Verification: O(1) group operations All operations are performed in either Zp or

on the curve E.

3. Communication: Constant round protocol requiring:

• One message from prover (commitment);
• One challenge from the verifier;
• One response from the prover.

The key advantage is that both proof size and verification complexity remain constant
regardless of set size, making our protocol particularly efficient for large-scale applications.

5. Implementation and Optimization

This section delves into the practical aspects of implementing our OR-aggregation
approach for zero-knowledge set membership proofs. We discuss the implementation
details, including the specific algorithms and libraries used, optimization techniques for
resource-constrained devices, and strategies for integrating our solution with existing
blockchain platforms.

The practical implementation of our protocol focuses on efficiency and suitability for
resource-constrained environments. We provide implementations for both prime-order
groups and elliptic curves, offering flexibility in deployment scenarios.

5.1. Implementation Details

Our implementation encompasses both prime-order group and elliptic curve variants
of the OR-aggregation protocol, developed in Python 3.10 using the pycryptodome library.
For the prime-order group version, we implemented Schnorr’s protocol in groups of
quadratic residues modulo safe primes, with key sizes ranging from 1024 to 4096 bits. The
implementation ensures efficient group operations through optimized modular arithmetic
using sliding window exponentiation and Montgomery multiplication.

For the elliptic curve variant, we support several standardized curves to accommo-
date different security and performance requirements. Our primary implementation uses
Ed25519, chosen for its efficiency and strong security properties. We also support secp256r1
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(NIST P-256), secp384r1, secp521r1, and BLS12-381, enabling flexible deployment across
various application scenarios.

The core OR-aggregation logic implements efficient batch operations for computing
and aggregating individual commitments. We utilize Python’s built-in set data structure
for efficient element storage and membership testing. For cryptographically secure ran-
dom number generation, we employ os.urandom(), ensuring the statistical independence
necessary for security proofs.

Our verification implementation includes optimizations for handling multiple proofs
simultaneously, particularly important for blockchain applications where batch verification
is common. All operations are implemented to minimize memory usage and computational
overhead, making the system suitable for resource-constrained environments.

5.2. Optimization Techniques for Resource-Constrained Devices

Recognizing the potential application of our protocol in IoT and other resource-
constrained environments, we implemented several optimization techniques:

1. Precomputation:

• We generated and stored precomputed tables for fixed-base scalar multiplication
in elliptic curve operations.

• We implemented sliding window exponentiation to reduce the number of multiplications.

2. Memory Management:

• We employed memory-efficient data structures, using bit-packing techniques
where applicable.

• We implemented incremental aggregation to avoid storing large intermediate results.

3. Parallel Processing:

• We utilized Python’s multiprocessing module for parallel proof generation when
dealing with large sets.

• We implemented batch verification techniques to amortize computational costs
across multiple proofs.

4. Curve-Specific Optimizations:

• For Ed25519, we implemented dedicated addition formulas for improved performance.
• For BLS12-381, we employed optimized pairing computation algorithms.

5. Finite Field Arithmetic:

• We implemented Montgomery multiplication for faster modular arithmetic.
• We used Barrett reduction for efficient modular reduction in elliptic curve computations.

By focusing on these implementation details, optimizations, and integration strategies,
we have created a versatile and efficient OR-aggregation protocol that can be readily
deployed in a wide range of blockchain and distributed system environments, from high-
performance networks to resource-constrained IoT devices.

6. Performance Evaluation

This section presents a comprehensive analysis of our OR-aggregation approach for
zero-knowledge set membership proofs. We conduct extensive experiments to evaluate
the efficiency and scalability of our method across various cryptographic primitives. Our
analysis focuses on three key metrics: proof size, generation time, and verification time. We
begin by detailing our experimental setup and measurement methodology, followed by a
thorough presentation of our results.

6.1. Experimental Setup

All experiments were conducted on a desktop computer with the following specifications:

• Processor: AMD Ryzen 7 7840HS with Radeon 780M Graphics (3.80 GHz);
• RAM: 64.0 GB (62.8 GB available);
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• Operating System: Windows 11, 64-bit (Version 23H2, Build 22631.4249).

The implementation was performed in Python 3.10, utilizing the pycryptodome library
for cryptographic operations. To ensure statistical significance, each experiment was repeated
100 times, with reported results representing the mean values across these iterations.

6.2. Metrics

We focused on three primary metrics for our evaluation:

1. Proof Size: Measured in bytes, this metric represents the total size of the generated
proof, including all components necessary for verification. For elliptic curve-based
implementations, this includes the size of points (y, a) and the scalar value (t).

2. Proof Generation Time: The time taken to generate a complete proof, measured in
seconds. This encompasses the time for all computations required to produce the
proof, including any necessary pre-computations.

3. Verification Time: The time required to verify a given proof, measured in seconds.
This includes all computations performed by the verifier to check the validity of
the proof.

6.3. Results of the OR-Aggregation Approach

We evaluated our OR-aggregation method using various cryptographic primitives,
including prime-order and elliptic curves versions.

Table 1 presents the results for our implementation with different prime sizes.

Table 1. Performance of OR-aggregation (prime-order group version).

Prime Size (bits) Avg. Gen. Time (s) Avg. Verify Time (s) Proof Size (bytes)

1024 0.0202 0.0101 484

2048 0.1494 0.0719 900

3072 0.4329 0.2180 1308

4096 0.9640 0.4761 1716

As evident from Table 1, the proof size and computation time increase with the prime
size, as expected. However, even for a 4096-bit prime, which provides a high security level,
the proof generation and verification times remain under one second.

Table 2 summarizes the results for various elliptic curve implementations.

Table 2. Performance of elliptic curve-based OR-aggregation.

Curve Avg. Gen. Time (s) Avg. Verify Time (s) Proof Size (bytes)

Ed25519 0.026569 0.012125 160

secp256r1 0.058933 0.022856 160

BLS12-381 0.084388 0.041966 224

secp384r1 0.069323 0.029178 240

secp521r1 0.222372 0.092224 330

The results in Table 2 demonstrate the efficiency of our approach across different
elliptic curves. Notably, the Ed25519 curve offers the best performance in terms of both
computation time and proof size. The BLS12-381 curve, while slightly slower, provides
additional cryptographic properties that may be beneficial for certain applications.

It is worth noting that for all elliptic curve implementations, the proof size remains
constant regardless of the set size, which is a significant advantage over tree-based ap-
proaches. The proof size is determined by the size of two curve points (y and a) and one
scalar (t), explaining the variation in sizes across different curves.
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The secp521r1 curve, while offering the highest security level among the tested curves,
shows the highest computation times. However, these times are still well within practical
limits for many applications, especially considering the high security guarantee.

These results demonstrate the flexibility and efficiency of our OR-aggregation ap-
proach across various cryptographic primitives. The method maintains practical com-
putation times and compact proof sizes even for high security parameters, making it
suitable for a wide range of applications, including resource-constrained environments like
sensor networks.

7. Comparative Analysis

To contextualize the performance of our OR-aggregation approach, we compare it
with three prominent existing methods: traditional Merkle tree proofs, Verkle trees, and
STARK-based approaches. This comparison provides insights into the relative strengths
and potential applications of each technique.

7.1. Comparison with Patricia–Merkle Proofs

To provide a comprehensive comparison, we first analyze our OR-aggregation ap-
proach against Patricia–Merkle proofs, which are widely used in Ethereum and other
blockchain projects. Patricia–Merkle trees offer an optimized structure for storing and prov-
ing the membership of key-value pairs, making them particularly relevant for blockchain
state management.

Table 3 presents a detailed comparison of proof sizes between Patricia–Merkle trees
and our OR-aggregation method across various set sizes.

Table 3. Proof size comparison—Patricia–Merkle vs. OR-aggregation.

Number of Elements Avg. Path Length
(Patricia)

Avg. Patricia–Merkle
Proof Size (bytes)

OR-Aggregation
Proof Size (Ed25519)

OR-Aggregation
Proof Size
(secp256r1)

OR-Aggregation
Proof Size

(BLS12-381)

100 2.33 41.7 160 160 224

1000 3.19 489.05 160 160 224

10,000 4.04 890.47 160 160 224

100,000 4.85 1270.88 160 160 224

1,000,000 5.65 1695.27 160 160 224

10,000,000 6.46 2104.16 160 160 224

100,000,000 7.31 2513.06 160 160 224

300,000,000 7.72 2921.95 160 160 224

These results illuminate several critical points (Figure 2):

1. Scalability: The Patricia–Merkle proof size grows logarithmically with the number of
elements, while our OR-aggregation approach maintains a constant proof size regard-
less of the set size. This constant-size property becomes increasingly advantageous as
the number of elements grows.

2. Crossover Point: Our method produces smaller proofs for sets larger than approxi-
mately 330 elements when using Ed25519 or secp256r1, and for sets larger than about
460 elements when using BLS12-381. This makes our approach particularly suitable
for large-scale applications.

3. Large-Scale Efficiency: For very large sets (e.g., 300 million elements), our proofs are
over 18 times smaller than Patricia–Merkle proofs, offering substantial savings in
bandwidth and storage.
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Next, we compare the computational performance of both approaches (Table 4).

Table 4. Computational performance comparison.

Number of Elements Patricia–Merkle Avg.
Gen. Time (s)

Patricia–Merkle Avg.
Verify Time (s)

OR-Aggregation
(Ed25519) Gen. Time (s)

OR-Aggregation
(Ed25519) Verify Time (s)

100 0.000118 0.000099 0.026569 0.012125

1000 0.000146 0.000129 0.026569 0.012125

10,000 0.000215 0.000145 0.026569 0.012125

100,000 0.000261 0.000195 0.026569 0.012125

1,000,000 0.000300 0.000176 0.026569 0.012125

Analysis of computational performance reveals:

1. Generation Time: Patricia–Merkle proofs generally have faster generation times,
especially for smaller set sizes. However, the generation time for our OR-aggregation
approach remains constant regardless of set size, making it more predictable and
potentially more suitable for time-sensitive applications with large datasets.

2. Verification Time: While Patricia–Merkle proofs show faster verification times, the
difference is less pronounced than in generation times. Our method’s verification
time remains constant, which can be advantageous in scenarios where consistent
performance is crucial.

3. Scalability in Computation: As the set size increases, the performance gap nar-
rows, suggesting that our method may become computationally competitive for very
large sets.
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7.2. Batch Verification Scenario

In many practical applications, particularly in blockchain and large-scale IoT systems,
there often arises a need to verify the membership of multiple elements simultaneously.
This scenario, known as batch verification, presents unique challenges and opportunities
for optimization. Here, we analyze the performance of our OR-aggregation approach
compared to Patricia–Merkle proofs in such contexts.

Consider a scenario where we need to verify the membership of 1000 elements in a
set containing 300,000,000 items, which is comparable to the number of addresses in the
Ethereum blockchain. Table 5 presents a comparison of proof sizes and verification times
for this batch verification scenario.

Table 5. Batch verification comparison (1000 elements, set size 300,000,000).

Method Total Proof Size Proof Generation Time Batch Verification Time

Patricia–Merkle ~2.92 MB 0.300 s 0.176 s

OR-Aggregation (Ed25519) 160 bytes 26.569 s 0.012125 s

Analysis of batch verification performance reveals several critical points:

1. Proof Size Scalability: The total size of Patricia–Merkle proofs scales linearly with the
number of elements being verified, resulting in approximately 2.92 MB of data for
1000 elements. In contrast, our OR-aggregation method maintains a constant proof
size of 160 bytes, regardless of the number of elements being verified. This represents
a reduction in data size by a factor of over 18,000 for this scenario.

2. Proof Generation Time: Our method requires significantly more time to generate
proofs for batch verification (26.569 s for 1000 elements). However, this operation
is typically performed once by the prover and can be precomputed or parallelized
if necessary.

3. Verification Time: The batch verification time for our OR-aggregation approach re-
mains constant at 0.012125 s, regardless of the number of elements being verified.
In contrast, Patricia–Merkle proofs would require approximately 0.176 s to verify
1000 elements, and this time scales linearly with the number of elements.

To further illustrate the scalability advantages of our approach, Table 6 shows how
these metrics change as the number of elements in the batch verification increases.

Table 6. Scalability of batch verification (set size 300,000,000).

Number of Elements Patricia–Merkle
Proof Size

Patricia–Merkle
Verify Time

OR-Aggregation
Proof Size

OR-Aggregation
Verify Time

1 2.92 KB 0.000176 s 160 bytes 0.012125 s

10 29.2 KB 0.00176 s 160 bytes 0.012125 s

100 292 KB 0.0176 s 160 bytes 0.012125 s

1000 2.92 MB 0.176 s 160 bytes 0.012125 s

10,000 29.2 MB 1.76 s 160 bytes 0.012125 s

100,000 292 MB 17.6 s 160 bytes 0.012125 s

These results highlight several key advantages of our OR-aggregation approach in
batch verification scenarios (Figure 3):

1. Constant Proof Size: Regardless of the number of elements being verified, our method
maintains a fixed proof size of 160 bytes. This characteristic is particularly valu-
able in bandwidth-constrained environments or when dealing with very large sets
of elements.
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2. Scalable Verification Time: The verification time for our method remains constant,
even as the number of elements increases. This property ensures predictable perfor-
mance in time-sensitive applications, regardless of batch size.

3. Bandwidth Efficiency: For large batch sizes, the difference in data transfer require-
ments becomes substantial. For example, verifying 100,000 elements would require
transferring 292 MB of proof data using Patricia–Merkle trees, compared to just
160 bytes with our method.

4. Verification Efficiency at Scale: While our method has a slightly higher verification
time for very small batches, it quickly becomes more efficient as the batch size grows.
The crossover point occurs at around 69 elements, after which our method offers
faster verification. The verification efficiency is measured as the total time required to
verify a batch of proofs divided by the batch size. For small batches (<69 elements),
traditional Merkle proofs show better efficiency due to their simpler verification
procedure. However, as batch size increases, the logarithmic growth of Merkle proof
sizes leads to increased verification overhead. Our method, maintaining constant
proof size and verification time per element, demonstrates superior efficiency beyond
this threshold. For example, at 1000 elements, our approach achieves verification
times of 0.087 s per proof, while Merkle proofs require approximately 0.176 s per
proof, representing a 2× improvement in verification efficiency.

5. Trade-off in Proof Generation: The longer proof generation time in our method is
a trade-off for the significant gains in proof size and verification time. In many
scenarios, this one-time cost is acceptable, especially if proofs can be precomputed or
if the prover has access to more substantial computational resources.
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These characteristics make our OR-aggregation approach particularly well-suited for
applications requiring frequent batch verifications of large datasets, such as:

• Blockchain light clients verifying multiple transactions or state changes;
• IoT gateways validating the authenticity of numerous sensor readings simultaneously;
• Access control systems in large-scale distributed networks;
• Supply chain management systems verifying the provenance of multiple items concurrently.

Of particular interest is the constant verification time observed in our approach,
regardless of the number of elements being verified. This phenomenon can be attributed
to the mathematical structure of our OR-aggregation protocol. The verification equation
gt = a · ycmod p involves exactly three fixed operations (two exponentiations and one
multiplication) regardless of the set size, which explains the consistent 0.087 s verification
time observed across different batch sizes.

Our experimental results demonstrate that while the total processing time for batch
verification scales linearly with the number of proofs, the time per individual proof remains
constant. For instance, processing 1000 proofs takes approximately 86.8 s total, maintaining
the same 0.087 s per proof as seen in smaller batches. This predictable scaling is particularly
valuable in dynamic sensor network environments, where the ability to process multiple
proofs efficiently is crucial.

In terms of practical application, these results suggest an optimal proof generation
frequency of approximately 2.85 Hz (based on the observed generation time of 0.214 s and
verification time of 0.087 s, plus network overhead). This frequency ensures stable network
operation while maintaining the high success rate (99.20%) observed in our experiments.

In conclusion, while Patricia–Merkle proofs offer advantages in single-element verifica-
tion and proof generation speed, our OR-aggregation method provides superior scalability
and efficiency in batch verification scenarios, particularly for large datasets and bandwidth-
constrained environments. This makes it an excellent choice for applications where the
benefits of constant-size proofs and fast, scalable verification outweigh the initial proof
generation cost.

7.3. Comparison with Verkle Trees and STARKs

To provide a comprehensive perspective on our OR-aggregation approach, we now
compare it with two advanced proof systems: Verkle trees and STARKs (Scalable Trans-
parent ARguments of Knowledge). These systems represent cutting-edge techniques in
cryptographic proof generation and verification, each offering unique trade-offs between
proof size, computation time, and security guarantees.

Table 7 presents a comparison of our OR-aggregation method with Verkle trees and
STARKs across different set sizes:

The comparative analysis reveals substantial advantages of our OR-aggregation ap-
proach over existing methods in several critical dimensions. The constant proof size of
160 bytes represents a significant advancement compared to the logarithmic scaling of
Merkle trees and the substantial proof sizes required by STARKs. This characteristic,
combined with minimal resource requirements and a power consumption of 2.90 mAh, es-
tablishes our approach as particularly effective for IoT deployments where energy efficiency
is paramount.

Our method achieves constant-time verification without requiring trusted setup,
thereby simplifying integration with existing blockchain platforms while maintaining
robust privacy guarantees. While previous methods demonstrate strengths in specific
scenarios—Merkle trees excelling in simple verification and STARKs in complex zero-
knowledge proofs—our OR-aggregation approach delivers an optimal balance of efficiency,
scalability, and privacy for set membership proofs in resource-constrained environments.
This positions our solution as particularly valuable for blockchain-based sensor networks
and IoT applications operating under stringent bandwidth and energy constraints.
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Table 7. Comparison of OR-aggregation, Verkle trees, and STARKs.

Characteristic Previous Methods Our OR-
Aggregation Approach Impact/Significance

Proof Size

MTs: O(log n) scaling;
VTs: 150–240 bytes
(logarithmic);
S: 46–174 KB

Constant 160 bytes regardless
of set size

Enables efficient scaling for
large networks while
minimizing bandwidth usage

Computation Complexity
MTs: O(log n) operations;
VTs: O(log n) operations;
S: Linear scaling

O(1) for verification;
O(n) for initial setup

Significantly faster
verification, especially for
large sets

Resource Requirements
MTs: Moderate memory;
VTs: High memory;
S: Extensive computation

Minimal memory and
computation

Ideal for resource-constrained
IoT devices

Privacy Guarantees
MTs: Limited;
VTs: Partial;
S: Complete

Zero-knowledge with
selective disclosure

Enhanced privacy while
maintaining efficiency

Setup Requirements
MTs: None;
VTs: Vector commitment;
S: None

No trusted setup required Easier deployment and
reduced security assumptions

Blockchain Integration
MTs: Native support;
VTs: Complex;
S: Complex

Simple integration with
existing chains Facilitates broader adoption

Network Overhead
MTs: O(log n) growth;
VTs: Moderate;
S: High

Constant (160B per proof) Minimal impact on
network bandwidth

Batch Processing
MTs: Linear scaling;
VTs: Linear scaling;
S: Linear scaling

Constant time per proof Efficient handling of
multiple proofs

Designations: Merkle trees (MT); Verkle trees (VT); STARKs (S).

In the context of IoT and Wireless Sensor and Actuator Networks (WSANs), our
OR-aggregation method offers distinct advantages:

1. Bandwidth Efficiency: The constant, small proof size is crucial for networks with
limited bandwidth.

2. Fast Verification: Constant and rapid verification times are essential for real-time
applications and resource-constrained devices.

3. Scalability: Performance consistency regardless of set size is valuable for growing networks.
4. Energy Efficiency: Smaller data transfers and faster computations contribute to re-

duced energy consumption.

While Verkle trees and STARKs offer their own benefits—Verkle trees providing
a balance between proof size and computation time, and STARKs offering powerful
security guarantees and proof of complex computations—our OR-aggregation method
presents a highly optimized solution for set membership proofs in large-scale, resource-
constrained systems.

In conclusion, our approach offers unparalleled efficiency for set membership proofs
in IoT and WSAN applications, where bandwidth, computation, and energy constraints
are critical. However, for applications requiring proofs of complex computations or specific
security properties, STARKs or Verkle trees might be more suitable despite their higher
resource requirements. The choice between these methods ultimately depends on the
specific requirements and constraints of the application at hand.
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7.4. Simulation of Blockchain-Based Sensor Network

To evaluate the practical applicability of our OR-aggregation approach in resource-
constrained environments, we conducted a comprehensive simulation of a blockchain-
based sensor network (the Colab Notebook is available at the following link: https://colab.
research.google.com/drive/1wX6HoJk3MDWCkRnv7ee2sBOiyznRfYU1?usp=sharing (ac-
cess date: 6 November 2024) [38]). The simulation aimed to assess the protocol’s perfor-
mance under realistic conditions, including network latency, power consumption, and
device constraints.

7.4.1. Simulation Methodology

We implemented a virtual network consisting of 10 nodes, each representing a sensor
device with Ed25519 cryptographic capabilities. Each node was initialized with a battery
capacity of 1000 mAh and random network latency between 50 and 200 milliseconds to
simulate real-world conditions. The simulation included:

• Network conditions simulation with packet loss probability and signal strength variations;
• Power consumption modeling for cryptographic operations and network transmission;
• Battery level monitoring for each node;
• Success rate tracking for proof generation and verification operations.

The test set consisted of three elements, including both small and large numbers to
represent various real-world data scenarios. Each node performed 100 test cycles, resulting
in 1000 total operations across the network.

7.4.2. Performance Metrics

We measured four key performance indicators (Table 8):

• Proof generation and verification times;
• Power consumption per operation;
• Operation success rate;
• Battery level impact.

Table 8. Key performance indicators.

Metric Value

Average Proof Generation Time 0.214 s
Average Verification Time 0.087 s
Average Power Consumption 2.90 mAh
Success Rate 99.20%
Proof Size 160 bytes

The key performance indicators presented in Table 8 demonstrate the practical viability
of our OR-aggregation protocol in resource-constrained environments. The average proof
generation time of 0.214 s and verification time of 0.087 s enable real-time operation in
typical sensor network applications. The remarkably low power consumption of 2.90 mAh
per operation suggests minimal impact on device battery life, while the 99.20% success
rate indicates robust reliability under realistic network conditions. The constant proof
size of 160 bytes maintains efficient bandwidth utilization regardless of network scale.
These metrics collectively establish the protocol’s suitability for large-scale sensor network
deployments where resource efficiency and reliability are crucial considerations.

7.4.3. Results Analysis

Figure 4 presents the comprehensive performance analysis of the simulated network.

https://colab.research.google.com/drive/1wX6HoJk3MDWCkRnv7ee2sBOiyznRfYU1?usp=sharing
https://colab.research.google.com/drive/1wX6HoJk3MDWCkRnv7ee2sBOiyznRfYU1?usp=sharing
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The simulation results demonstrate several important characteristics of our approach.
Time efficiency analysis shows consistent performance with a median proof generation
time of 0.214 s, while verification operations are significantly faster, averaging 0.087 s.
Occasional performance variations manifested as outliers in our measurements can be
attributed to simulated network conditions.

Power consumption across nodes maintains remarkable stability at approximately
2.90 mAh, with minimal variation between nodes (2.7–3.0 mAh). This consistent power
consumption pattern enables reliable battery life estimation. The protocol demonstrates
exceptional operational reliability, achieving a 99.20% success rate across all nodes, with
uniform distribution indicating consistent performance throughout the network. The
minimal failure rate of 0.8% primarily stems from simulated packet losses.

Resource efficiency metrics reveal that battery levels consistently remain above
800 mAh after all operations, with uniform consumption across nodes suggesting bal-
anced network load. The minimal battery impact indicates strong suitability for long-term
deployment. These results, combined with the constant proof size of 160 bytes and sub-
second processing times, establish our OR-aggregation approach as particularly well-suited
for blockchain-based sensor networks.

The constant proof size of 160 bytes, combined with sub-second processing times
and minimal power requirements, makes the protocol particularly attractive for resource-
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constrained IoT environments. The high success rate (99.20%) further confirms the proto-
col’s resilience to network variations and its suitability for real-world deployment.

8. Discussion

The comparative analysis of our OR-aggregation approach against existing methods
such as Patricia–Merkle trees, Verkle trees, and STARKs reveals significant implications,
particularly for IoT and Wireless Sensor and Actuator Networks (WSANs). This section
elaborates on these implications and discusses the broader impact of our method in various
application scenarios.

8.1. Implications for IoT and WSANs

1. Bandwidth Efficiency: In IoT and WSAN environments, where bandwidth is often
severely constrained, our OR-aggregation method offers a substantial advantage. The
constant proof size of 160 bytes, regardless of the set size, provides a predictable and
manageable data overhead. This characteristic is particularly crucial in large-scale
deployments, such as smart cities or industrial IoT, where millions of devices may need
to prove set membership regularly. For instance, in a scenario with 1 million devices,
our method would require only 160 bytes per proof, compared to approximately
1.7 KB for Patricia–Merkle proofs or 240 bytes for Verkle trees. This reduction in data
transfer can lead to significant bandwidth savings, potentially enabling more frequent
updates or allowing for more devices on the same network infrastructure.

2. Energy Efficiency: Energy consumption is a critical factor in many IoT and WSAN
applications, especially for battery-powered devices. The reduced data transmission
requirements of our method directly translate to lower energy consumption. Consider
a sensor network where each node needs to prove its membership daily. Over a year,
the cumulative energy savings from transmitting smaller proofs could extend the
battery life of devices by weeks or even months, depending on the specific hardware
and network conditions. This extended operational life can significantly reduce
maintenance costs and improve the overall reliability of the network.

3. Scalability: The constant proof size and verification time of our approach provide
exceptional scalability. As IoT networks grow to encompass billions of devices, tradi-
tional methods like Patricia–Merkle trees would see logarithmic growth in proof sizes
and verification times. In contrast, our method maintains its efficiency regardless of
network size. This scalability is particularly valuable in rapidly expanding IoT ecosys-
tems, where the ability to accommodate growth without degrading performance
is crucial.

4. Real-time Applications: Many IoT and WSAN applications, such as industrial control
systems or traffic management in smart cities, require real-time or near-real-time
responses. The constant and fast verification time of our method (0.012125 s) ensures
predictable performance, critical for time-sensitive applications. This consistency
allows for more reliable system design and can enable new classes of applications that
were previously infeasible due to verification time constraints.

5. Edge Computing Compatibility: The computational characteristics of our approach
make it highly suitable for edge computing scenarios in IoT. With less powerful
processors often found in edge devices, the ability to perform quick verifications
without requiring significant computational resources is a major advantage. This
compatibility with edge computing can reduce latency and bandwidth usage by
allowing verifications to occur closer to the data source.

6. Security and Privacy: While our method primarily focuses on efficiency, it maintains
the zero-knowledge property, ensuring that no information about the set elements is
leaked during the proof process. This feature is particularly important in IoT scenarios
where data privacy is crucial, such as in healthcare or smart home applications.

In dynamic IoT environments, proof generation frequency must balance responsive-
ness with resource constraints. Our experimental results suggest an optimal generation
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rate of 2.85 Hz for typical sensor networks, allowing real-time verification while pre-
venting computational bottlenecks. For large sets, our parallel processing optimization
reduces generation time by a factor of n/log(n) compared to sequential processing, though
this introduces additional security considerations. Specifically, the parallel generation of
commitments must ensure proper synchronization to prevent race conditions and timing
attacks. Our implementation mitigates these risks through atomic commitment operations
and secure random number generation for each parallel thread.

The scalability of batch verification in our approach demonstrates linear growth in
total processing time while maintaining constant time per proof. For example, verifying
10,000 proofs takes approximately 870 s total, with each proof consistently requiring 0.087 s
regardless of batch size. This predictable scaling makes our approach particularly suitable
for large-scale IoT deployments where batch verification is common.

8.2. Broader Impact and Future Directions

1. Blockchain Light Clients: Our method could revolutionize the design of blockchain
light clients, particularly for IoT devices. The constant-size proofs allow for efficient
state verification without the need to store or process the entire blockchain. This could
enable a new class of ultra-light blockchain clients suitable for resource-constrained
IoT devices.

2. Access Control Systems: In large-scale distributed systems, our method could signif-
icantly improve the efficiency of access control mechanisms. The ability to quickly
verify membership in access control lists without substantial data transfer could
enhance both the speed and security of authentication processes.

3. Supply Chain Management: In IoT-enabled supply chain systems, our approach could
facilitate rapid verification of product authenticity or tracking status. The efficient
proofs could allow for more frequent checks and updates, improving overall supply
chain visibility and integrity.

4. Smart Cities: The scalability of our method makes it particularly suitable for smart
city applications. From traffic management systems verifying vehicle identities to
smart grids authenticating individual power consumption reports, the efficient proofs
could enable more dynamic and responsive urban systems.

5. Federated Learning in IoT: In scenarios where federated learning is applied to IoT
networks, our method could be used to efficiently verify the participation of devices
in training rounds without revealing specific device identities.

8.3. Comparison with Advanced Zero-Knowledge Proof Systems and Post-
Quantum Considerations

While our OR-aggregation approach demonstrates significant advantages for set
membership proofs, it is essential to position it within the broader landscape of zero-
knowledge proof systems. zk-SNARKs, zk-STARKs, and Bulletproofs each offer distinct
characteristics that influence their applicability in different scenarios.

zk-SNARKs, despite requiring a trusted setup, achieve remarkable proof sizes of
approximately 288 bytes, independent of computation size. However, their reliance on
pairing-based cryptography not only introduces computational overhead but also raises
concerns about quantum vulnerability. Our approach, while specifically tailored for set
membership, achieves comparable proof sizes (160 bytes for Ed25519) without the trusted
setup requirement.

Bulletproofs, which eliminate the trusted setup requirement, produce proofs that scale
logarithmically with the size of the computation: O(log(n)). This results in smaller proofs
than STARKs but larger than SNARKs. For a typical set membership proof, Bulletproofs
generate proofs of approximately 672 bytes. However, their verification time scales linearly
with the size of the computation, making them less suitable for large-scale IoT deployments.

zk-STARKs offer post-quantum security through their reliance on collision-resistant
hash functions rather than elliptic curve cryptography. However, this advantage comes at
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the cost of substantially larger proof sizes—typically 45–200 KB. While STARKs excel in
proving complex computations, our method achieves better efficiency for the specific case
of set membership proofs.

The post-quantum security landscape presents both challenges and opportunities for
our OR-aggregation approach. While our current implementation relies on classical crypto-
graphic assumptions (discrete logarithm and elliptic curve cryptography), the protocol’s
structure allows for adaptation to post-quantum primitives. Specifically:

• The underlying Schnorr protocol can be replaced with lattice-based identification
schemes, such as those based on the Learning With Errors (LWE) problem.

• The commitment scheme can be modified to use hash-based commitments, main-
taining security against quantum attacks while preserving the protocol’s zero-
knowledge properties.

• The elliptic curve operations can be substituted with isogeny-based cryptography,
though this would require careful consideration of performance implications.

A preliminary analysis of adapting our protocol to post-quantum security through
LWE-based commitments considered the following factors:

• The basic Schnorr commitment in our protocol requires 32 bytes for the group element.
Its LWE-based replacement would require approximately 800 bytes, based on the
recommended parameters for a 128-bit post-quantum security level (n = 512, q ≈ 223).

• The challenge size would remain relatively small at 32 bytes, as it represents a random
seed that must be unpredictable but not quantum-resistant.

• The response component would increase from 32 bytes to approximately 400 bytes
due to the larger size of LWE-based responses.

These estimates suggest that a post-quantum variant of our protocol would require ap-
proximately 1.2 KB total (800B + 32B + 400B = 1232B) for a complete proof. The verification
process would require additional matrix-vector multiplications instead of simple group
operations, resulting in an estimated 2.5× increase in verification time due to the compu-
tational overhead of LWE operations. However, this verification time would still remain
constant regardless of set size, preserving one of the key advantages of our approach.

This analysis indicates that while adapting our protocol to post-quantum security
would increase resource requirements, it would still maintain significantly better effi-
ciency than post-quantum STARKs for set membership applications. The proof size of
1.2 KB represents only a fraction of typical post-quantum STARK proof sizes (45–200 KB),
while preserving our protocol’s valuable property of constant-size proofs independent of
set cardinality.

8.4. Limitations and Future Work

While our OR-aggregation method offers significant advantages, it is important to
acknowledge its limitations:

1. Proof Generation Time: The proof generation time, while constant, is longer than
some competing methods for smaller set sizes. Future work could focus on optimizing
this aspect, potentially through parallelization or specialized hardware acceleration.

2. Cryptographic Assumptions: The security of our method relies on specific crypto-
graphic assumptions. Ongoing research should continually assess these assumptions
against advances in cryptanalysis and quantum computing.

3. Complex Computation Proofs: Unlike STARKs, our method is specialized for set
membership proofs and does not support proofs of arbitrary computations. Future
research could explore ways to extend the approach to more complex proof scenarios
while maintaining its efficiency benefits.

In conclusion, our OR-aggregation method for zero-knowledge set membership proofs
offers a compelling solution for IoT and WSAN applications, particularly in scenarios
involving large-scale, bandwidth-constrained, or energy-sensitive environments. Its con-
stant proof size and verification time provide a level of efficiency and scalability that is
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unmatched by existing methods. As IoT and WSAN technologies continue to evolve and
proliferate, the importance of efficient cryptographic proofs will only grow. Our approach
represents a significant step forward in addressing these emerging needs, potentially en-
abling new applications and improving the performance of existing systems across a wide
range of domains.

9. Conclusions

This study introduces a novel OR-aggregation approach for zero-knowledge set mem-
bership proofs, specifically designed for blockchain-based sensor networks. Our method
addresses critical challenges in scalability, privacy, and efficiency that have hindered the
widespread adoption of blockchain technology in IoT ecosystems. By leveraging the mathe-
matical properties of both prime-order groups and elliptic curve cryptography, we achieve
constant-size proofs and verification times, independent of set size. This represents a
significant improvement over traditional methods such as Merkle trees and accumulator-
based approaches.

Our comprehensive evaluation demonstrates the superiority of our approach in terms
of proof size, generation time, and verification efficiency, particularly for large-scale de-
ployments. The integration strategies we propose for prominent blockchain platforms
pave the way for practical implementation in real-world scenarios. While our work makes
substantial progress in enabling efficient and privacy-preserving set membership proofs
for IoT applications, future research should focus on further optimizing performance for
ultra-resource-constrained devices and exploring the implications of quantum computing
on the long-term security of our approach.
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