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Abstract: With the latest standard releases, Bluetooth technology is becoming more and more
relevant for building and industrial automation. At the same time, Bluetooth is now becoming
fundamental for contact tracing applications, to support monitoring and containment of the COVID-
19 pandemic. Critical facilities such as nursing homes and hospitals have been severely exposed to
the pandemic, but the currently available short-range wireless technology still faces the fundamental
limits of proximity accuracy, battery lifetime, and privacy in those complex indoor environments.
The aim of this paper is to investigate effective ways of building an architecture with heterogeneous
devices to support contact tracing in critical scenarios such as healthcare facilities, while meeting the
required level of accuracy and privacy. A framework based on standard Bluetooth mesh networking
technology is proposed, and the research challenges are discussed.

Keywords: bluetooth; mesh networking; contact tracing

1. Introduction

The COVID-19 pandemic is having tremendous consequences on our lives and the
economy. As the world was unprepared for the first wave of the pandemic, the research
community has focused on how technology can better support the containment of the
disease. Contact tracing is an essential component to support the early identification of
new cases among the population and to contain outbreaks of the disease. There is currently
a great interest in the development of mobile apps to facilitate COVID-19 contact tracing.
In April 2020, Apple and Google worked together to build an opt-in and decentralized way
of allowing individuals to know if they have come into contact with confirmed cases based
on Bluetooth technology [1]. Apps developed for contact tracing allow a handheld device
to scan for other devices in the background, storing data locally. If one has tested positive
for coronavirus, the user may authorize the data to be provided to the health authorities,
trace others who happened to be in proximity (e.g., spending more than 15 min within a
1 m range from the person who tested positive), and notify about the risk of exposure.

The benefits of the use of contact tracing apps on a smartphone rely on the assumption
that the majority of the population installs and uses the app regularly [2,3]. However, as of
November 2020, the adoption and use of governmental contact tracing apps among the
population is relatively low (i.e., around 15% of the population). The slow penetration
rate of the technology is not only due to privacy, but also to the fundamental limitations
of proximity detection accuracy. During the first wave of the COVID-19 pandemic, the
Italian National Institute of Health (ISS) reported more than 40% of analyzed COVID-19
cases in Italy to be linked to nursing homes and 10% of cases were related to outbreaks
in hospitals. Figure 1 shows the distribution of COVID-19 cases of Italy based on the
dataset of the health authority. Protecting critical facilities with a targeted efficient contact
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tracing solution may provide great benefits for the containment of this pandemic and the
prevention and control of future pandemics.

Nursing home: 44%

Home: 25%

Hospital: 10%

Place of work: 4%

Other: 17%

Figure 1. Distribution of COVID-19 cases in Italy as of April 2020, according to the Italian National
Institute of Health (ISS).

Bluetooth mesh networking [4] offers a low cost, flexible, standard infrastructure to
support contact tracing that is compatible with additional profiles and applications in
use in hospitals (lighting, heating and ventilation control), without the need to deploy an
ad-hoc infrastructure of devices only dedicated to the scope of monitoring the pandemic.
The infrastructure can be additionally used for better care, including staff being promptly
alerted when a patient falls or tries to move from the room against medical recommenda-
tions. In many emergencies, timeliness is essential, and location-based services can help
staff keep track of assets and find the needed equipment faster.

In this paper, we first analyze the potentials and limitations of current Bluetooth-based
contact tracing solutions. Then, we propose a framework for building a Bluetooth mesh
standard-based infrastructure to support the contact tracing services for critical healthcare
facilities. The infrastructure relies on a hierarchical architecture and standardized protocols
for exchanging proximity data instead of a typical peer-to-peer fashion using smartphone
apps. We show the results of experimental campaigns and simulations to validate the
proposed solution, then suggest standardization guidelines and address research challenges
to promote the adoption of such an architecture.

The rest of the paper is organized as follows. Section 2 provides an overview of
Bluetooth technology and the Bluetooth mesh networking standard. In Section 3, we
describe the contact tracing scenario. We survey the technical challenges associated with
the existing contact tracing framework in Section 4 and describe the proposed approach
for contact tracing in Section 5. Simulation results are presented in Section 6. Finally,
we provide standardization directions in Section 7 and summarize our conclusions and
future work in Section 8.

2. Bluetooth Technology Overview

In this section, we provide an overview of Bluetooth technology, distinguishing the
core specification [5] and the mesh networking specification [4].

2.1. Core Specification

The major use case for Bluetooth has for a long time been the wireless connection
between a mobile phone and a headset. Bluetooth Low Energy, which was released in 2010
as part of the Bluetooth 4 radio specification, represented an effective step to expand the
ecosystem of Bluetooth to the Internet of Things. Bluetooth technology is seen as the key
technology for contact tracing apps, thanks to the large ecosystem of devices. Bluetooth
supports connection-oriented and connection-less data transfer modes. In the former
mode, devices negotiate dedicated resources for data communication. In the latter mode,
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denoted as advertising mode, short messages (advertising packets or beacon messages) are
transmitted directly over random access channels and can be used to support the quick
estimation of the position of a device, using the received signal strength indicator (RSSI) at
the receiving side. Each advertising packet consists of a short fixed header, followed by a
small payload. The payload contains an identifier of the device making the broadcast plus
a short message (generally up to 31 bytes long). This advertising payload is typically used
to indicate that the packet is associated with a particular app or service, e.g., to associate it
with a contact tracing app. Bluetooth technology provides better accuracy in determining
the proximity if compared to GPS or cellular-based localization. For these reasons, most of
the apps developed today use proximity data provided by the Bluetooth radio in a mobile
phone to support contact tracing services.

As a recent advancement of Bluetooth core technology, the release of the Bluetooth 5.1
specification in 2019 introduced enhanced localization services, with the so-called direction-
finding feature. Combined with enhanced broadcasting capabilities and data transfer
modes [6], a boost in the adoption and deployment of Bluetooth beacons and location-
based services is introduced. Moreover, a modified connection-less approach, denoted as
the advertising extension, has been introduced in Bluetooth 5 to enhance advertising and
beaconing by the use of additional channels previously not utilized for regular advertising.
The increased data rates, in addition to the rather obvious benefits of increased throughput
and reduced latency, decreases the time on air. This, in turn, saves the battery lifetime and
improves the coexistence with other technologies, such as Wi-Fi, that operate in the same
band and often coexist within the same device [7,8].

The Bluetooth security architecture includes five distinct features: pairing, bonding,
device authentication, encryption, and message integrity; this is designed to provide
protection against passive eavesdropping and protection against man-in-the-middle attacks.
The standardized full stack architecture guarantees strong protection at the device level,
although there is no user authentication [9]. Furthermore, Bluetooth provides privacy by
supporting a feature that reduces the ability to track a device over a period of time by
changing the Bluetooth device address on a frequent basis.

2.2. Mesh Networking Specification

Bluetooth mesh introduced the networking specification on top of Bluetooth technol-
ogy to take additional market shares in the Internet of Things (IoT) connectivity space.
Formally, Bluetooth mesh is defined as a profile that can run on top of any device com-
patible with Bluetooth Low Energy. Bluetooth profiles define the required functions and
features of each layer in the Bluetooth stack from the physical layer to the application.
A profile defines the vertical interactions between the layers, as well as the peer-to-peer
interactions of specific layers between devices forming a mesh network.

The design of the Bluetooth mesh profile aims at creating a simple, efficient, and flexi-
ble wireless mesh networking protocol solution. The Bluetooth mesh profile standardizes a
layered protocol architecture, as illustrated in Figure 2. Each layer has its own functions
and responsibilities and provides services to the layer above. The access to the radio is
handled by the Bluetooth core technology, with the advertising data format defined by
the bearer layer. The network and transport layers are functional for the network design
and strategies for deployment. The network layer handles aspects such as addressing and
relaying of messages, as well as encryption and authentication within the network. The
lower transport layer handles segmentation and reassembly and provides acknowledged
or unacknowledged transport of data end-to-end. The upper transport layer encrypts
and authenticates access messages and defines transport control mechanisms including
the management of low power nodes. The access layer is responsible for application-
to-network traffic management and end-to-end data transfer. An application interacts
with the protocol stack via standardized models, which define the message format and
configuration of the application parameters [4].
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With the introduction of Bluetooth mesh, potentially thousands of nodes can interact
with each other without establishing a connection. After provisioning the devices in
the network, there is no need for centralized algorithms, nor coordination, and most
importantly, there is no single point of failure in the network. A group of nodes can be
addressed with a single command, so that the dissemination and collection of information
are efficient and reliable. Devices that need low power support can associate themselves
with an always-on device that stores and relays messages on their behalf, using the so-
called friendship. Friendship is a special relationship between a low power node and a
neighboring “friend” node. Friendship is established by the low power node, but, once
established, the friend node is responsible for taking actions that help with the reduction of
the power consumption for the low power node. The friend node holds a cache that stores
incoming messages destined to the low power node and, upon request, delivers those
messages to the low power node. In addition, the friend node delivers security updates to
the low power node.

Model / application

Access layer

Upper / lower transport layer

Network layer

Bearer layer

Bluetooth Core spec.

Figure 2. Bluetooth mesh layered architecture.

Currently, Bluetooth mesh is supported for a smartphone only through proxy con-
nections via a dedicated node of the network, which is called the proxy and takes the
responsibility of injecting and collecting traffic in the network from and towards the smart-
phone. Determining the correct number of proxies in a network, the number of relays, and
efficient solutions for interference mitigation is a challenging task that is under discussion
in the research community and standardization bodies. The performance of Bluetooth
mesh has been evaluated though simulations in [10,11] and through a set of experimental
campaigns in [12].

3. Contact Tracing Scenario

A generic contact tracing scenario in the context of pandemic containment is as follows.
A person that has tested positive to COVID-19 needs to inform the public health authorities
about all people that have been in close contact in the previous 14 days and that are at risk
of being infected. There are no definitive studies on the exposure and transmission of the
disease, and it is up to public health authorities to define what a close contact means. The
definition depends on the context where the potential exposure happens and the use of
personal protective equipment (PPE). As a general rule, permanence within proximity for
more than 15 min is considered as a contact at risk.

The contact tracing scenario defined in this study aims at complying with the most re-
cent guidelines from the WHO, in particular when referring to healthcare environments [13].
In such a scenario, the WHO considers persons at risk anyone within 1 m of a COVID-19
patient in any part of the healthcare facility for more than 15 min. Additionally, the hos-
pital staff in direct contact with a COVID-19 patient, where the use of PPE has failed, is
considered at risk no matter the duration of the contact. Any patient hospitalized in the
same room or sharing the same bathroom as a COVID-19 patient, visitors of the patient,
or other patients in the same room or other rooms visited by the COVID-19 patient (e.g.,
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common dining facilities) should be listed as a potential person at risk. It is evident that
the requirements are much stricter than in the general case for contact tracing, as it is not
sufficient to perform only seldom measurements in a time frame of 15 min, as current
exposure notification services do [1], but many critical interactions that depend on location
(people in the same room) need to be captured more frequently.

The isolation of patients that have tested positive for COVID-19 in restricted areas
follows strict protocols in most of the hospitals and healthcare facilities. However, a critical
scenario for contact tracing and exposure notification is in the non-COVID areas and grey
areas, where patients that are not considered at risk later result in being positive.

Bluetooth technology is playing a pivotal role to ease the contact tracing procedure.
Various devices can read and store anonymous identifiers associated with other users in the
proximity area using the Bluetooth technology. If a patient has tested positive to COVID-19,
this information can be shared with public authorities, and the users that have been in
close contact with the infected person can receive an exposure notification and are invited
to perform the test. After a number of days from the contact, the data are removed from
the servers.

4. Technical Challenges

There are major concerns about the feasibility of reliable and robust contact tracing
solutions based on Bluetooth technology. The main challenges are classified into four
categories, namely proximity accuracy, device resources, privacy, and technology penetra-
tion rate.

4.1. Proximity Accuracy

Distance estimation based on RSSI measurements is motivated by conceptual sim-
plicity and by the spread of suitable devices. The usual variability of wireless channel
behavior is not particularly marked for line-of-sight short-range distance estimation; how-
ever, the attenuation may deviate from free space due to many environmental factors.
Multipath may have a strong influence, especially in closed environments with reflecting
surfaces; on the other hand, averaging over frequent measurements should be a solution
in most cases. Other inconveniences may arise from propagation without direct or clear
electromagnetic visibility. As an example, a smartphone may be in a pocket, with the
human body obstructing direct visibility; the smartphone itself may be protected by a
more or less robust cover that can also be built using non-plastic materials. Furthermore, a
Bluetooth chip can be employed by devices with different kinds of body/shell materials:
as an example, aluminum frames involve a larger electromagnetic attenuation than plastic
materials. Moreover, barrier protections and PPE drastically reduce the risk of contagion,
but their impact on proximity measurements is not easy to account for.

In [14], the authors showed the results of an experimental study to validate the impact
of various factors such as distance, orientation, obstacles, and time of the day on the
Bluetooth RSSI measurements, showing that a limited number of RSSI measurements is
not sufficient for the purpose of accurate distance estimation. In [15], the authors studied
the impact of channels, distances, and user’s orientation in the positioning phase on the
accuracy of Bluetooth positioning. The accuracy obtained was within 1.5 m, and the
precision was 90% within the range of 1.5–2.5 m.

Radio frequency fingerprinting in support of RSSI measurements was proposed in [16]
as a means to enhance the positioning accuracy of Bluetooth. Reference [17] analyzed the
performance of Bluetooth beacons in terms of their accuracy in proximity estimation. Three
Bayesian filtering techniques to improve the BLE beacon proximity estimation accuracy
were analyzed. With this approach, the achieved proximity error range was 0.27 m at a
distance of 3 m, using 1000 RSSI measurements. In [18], indoor localization measurements
were conducted using Bluetooth mesh device implementations. The study concluded
that a careful design of the network and interference management are important as they
affect the positioning accuracy of existing algorithms. While several machine learning
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techniques have been proposed to improve proximity accuracy, recent works still show the
fundamental boundaries of the proximity estimation of off-the-shelf devices [19,20].

4.2. Device Resources

Transmitting short beacon messages periodically (say, every 250 ms) to enable contact
tracing application is not a problem even for a resource-constrained device. A device
with Bluetooth connectivity enabled typically advertises its supported services roughly
every 100 ms with little impact on the resources (i.e., battery, computation capabilities) [5].
However, in order to perform proximity measurements, each device needs to keep its
Bluetooth receiver continuously on for sufficiently long time to collect unsolicited beacon
messages from peer devices. Methods to optimize the scanning cycle of Bluetooth devices
have been proposed in the literature (e.g., [21]), but this is not always possible in the case
of battery powered devices such as smartphones since radio resources are shared among
the various active services, including active Bluetooth connections, and even the use of
Wi-Fi connectivity impacts the availability of the Bluetooth receiver [6].

When turned on, a Bluetooth receiver consumes approximately 15 mA of current.
If continuously active during 24 h, it depletes about 12% of charge in a typical 3000 mAh
battery in a smartphone. Indeed, apps running in the background on a smartphone are
typically allowed to scan for incoming Bluetooth beacons only for a few seconds every
5 min [1]. Therefore, when compared to devices that have a duty cycle close to 100% (e.g.,
relay nodes in a Bluetooth mesh), a smartphone may take more than 10 times to collect the
same number of RSSI measurements for use in proximity detection and contact tracing.

4.3. Privacy

Contact tracing services handle critical data such as medical condition and potentially
the position of a user at any time. The user needs to trust the central authority and the
owner of the contact tracing service to preserve the privacy of the information, as the
system can be in theory always misused for mass surveillance or unclear scopes, beyond
the original purpose of pandemic containment. Indeed, a relevant problem for some of the
contact tracing apps available for our smartphones is third-party information sharing [22].
Several contact tracing apps analyzed by [22] mention outsourcing data to third parties,
and it is not clear what data are shared with whom and and how they are processed by
these parties.

Both centralized and decentralized approaches have been proposed for privacy-
preserving contact tracing. The recent Google/Apple solution implements a decentralized
approach, where each device protects its identity by using random temporary exposure
keys and encrypted identifiers that are frequently refreshed [1]. Theoretically, nobody
except the user can easily understand if two temporary codes have been transmitted by the
same device, not even the central authority. Each user connects periodically to the server
and receives the entire list of infected users. At that point, the user’s device can securely
check if this list contains one of the previously observed random identifiers and notify the
user if at risk.

Although governmental contact tracing apps are designed to guarantee a certain level
of privacy, there can be intentional or unintentional risks for infected users, resulting from
the fact that positive users reveal all the codes transmitted to the server during the period
in which they are presumed to have contracted the virus. This potentially allows the server
or a malicious attacker to make the person identifiable. This is especially problematic if
the implementation of the framework is not open-source. To overcome this limitation,
distributed approaches for preserving privacy are investigated in the research community.
Blockchain is currently evaluated as a privacy-preserving method for data logging and
retrieval (e.g., as described in [23]), but the impact in terms of cost and computation for
these solutions is yet to be determined in consideration of the scale of the application.
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4.4. Technology Penetration Rate

The technology penetration rate is a critical factor since a contact tracing service
requires that the majority (60%) of the population must have the underlying technology
with regular usage of the app [2]. Bluetooth technology has a great potential, as it is
available in all modern smartphones and there is a large ecosystem of compatible devices.
Ninety-five percent of people in South Korea own a modern smartphone. However, in
Europe and the U.S., the percentage varies from 60% to 80% of the population, and the
number reduces drastically below 40% in developing countries. These percentages would
be in theory still good for the success of contact tracing technologies. However, there is
some skepticism around the potential success of contact tracing solutions among the general
public, whenever it is not enforced, and it is only partially attributable to the technical
limitations discussed above. Indeed, the adoption and use of governmental contact tracing
apps among the population is surprisingly low across the world (i.e., typically below 15%
of the population). This fact encourages a more focused effort and targeted use of the
technology in key areas, where the containment of the pandemic is critical and the use of
the technology can be enforced.

5. Contact Tracing Architecture

In this section, we describe the system architecture and deployment guidelines for
building a Bluetooth mesh standard-based infrastructure to support the contact tracing
services for critical healthcare facilities.

5.1. System Architecture and Devices

The main elements of the proposed system architecture for contact tracing are illus-
trated in Figure 3 with reference to the Bluetooth mesh profile protocol stack [4]. We define
four different roles of the devices in the architecture, depending on the functionality and
resource capabilities:

• Beaconing tag: A beaconing tag is a relatively simple device that should be tracked
using the minimum amount of energy possible to provide the longest battery life.
Beaconing tags should work for years without having to be recharged or have a battery
replaced. To implement a beaconing tag, only the model associated with the contact
tracing apps is required above the underlying Bluetooth core implementation, and
there is no need to implement states and behaviors associated with the mesh profile
stack.

• Proximity detector: A proximity detector is a device that is configured to monitor
and send messages based on the presence, absence, or change in the position of a
beaconing tag. The proximity detector needs to have resources to scan the advertising
channels regularly and perform mesh procedures, thus implementing the full stack,
including the model associated with the contact tracing app. The states and behaviors
associated with the relay feature standardized in Bluetooth mesh are not mandatory
to implement.

• Mesh relay: A relay node forwards messages received from other nodes over the
advertising bearer. It is the equivalent role of a generic relay in the Bluetooth mesh
standard. Therefore, it is provided with the network security credentials associated
with the mesh network, but it does not need to implement the higher layers of the
Bluetooth mesh protocol stack and does not need to be provided with the security
credentials associated with the contact tracing application in order to participate in
the traffic forwarding.

• Gateway: The gateway node is a generic mesh node that provides an interface with
the contact tracing server, where the advanced computation of the proximity data is
performed and relevant data are stored. The gateway needs to be provided with an
implementation of the model associated with the contact tracing apps and support
APIs to a communication infrastructure with the contact tracing server.
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Since we consider healthcare facilities such as nursing homes and hospitals, it is
envisioned that the use of beaconing tags is enforced for doctors and patients. Proximity
detectors and the gateway may be smartphones and existing Bluetooth mesh-capable
devices deployed within the premises, where the contact tracing model is installed. Mesh
relays can be existing Bluetooth mesh relay-capable devices deployed within the premises,
with no need for software upgrades.

The main advantage of implementing such an architecture in healthcare facilities
such as nursing homes and hospitals, compared to the general purpose scenario, is that
the use of devices such as beaconing tags and proximity detectors can be imposed on
personnel and patients, and potentially registered visitors, via internal regulation or by
the local authority, so that the adoption of the technology is enforced. Privacy aspects and
its implication are easier to handle in restricted scenarios for contact tracing in healthcare
facilities compared to other scenarios, since access and the presence of staff and patients
are already monitored and visitors may need to register to access the premises. To improve
accuracy and robustness to the presence of obstacles, patients and users may be provided
with instructions on how to properly carry the tag. As an example, a tag carried as a visible
necklace (or a wristband) preserves high correlation between electromagnetic visibility
and face-to-face contact, which is a situation at risk. Proximity accuracy and the use of
resources can be addressed by opportunely configuring the protocols of the stack, as we
illustrate in the next section.

Model Model Model

Bluetooth Core 
spec.

Bluetooth Core 
spec.

Bluetooth Core 
spec.

Bluetooth Core 
spec.

Bearer

Network

Transport

Access

Network

Bearer Bearer

Network

Transport

Access

Beaconing tag Proximity detector Mesh relay Gateway

Figure 3. System architecture for the proposed Bluetooth mesh infrastructure for contact tracing.

5.2. Protocol Setup and Configuration

An example of a deployment scenario on a reference topology is illustrated in Figure 4.
Beaconing tags can be transmit-only devices. This implies that they may not be able to
receive regular network security updates as required for a generic mesh node. Therefore,
each beaconing tag needs its own separate security credentials defined in the model. Some
of the nodes that have a Bluetooth receiver with a low duty cycle may be configured
as proximity detectors, as they can read and process messages from beacons in their
surrounding proximity area. Other nodes with a high duty cycle can be instantiated as
proximity detectors with respect to surrounding beaconing tags, but also implement the
relay feature of Bluetooth mesh to forward data received by proximity detectors and other
mesh nodes in the network. This infrastructure is integrated with legacy Bluetooth mesh
nodes that only serve as relay nodes carrying traffic towards the contact tracing engine,
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but do not perform proximity detection and do not need to implement any application
associated with the contact tracing application.

With reference to the hospital facility use case, people admitted in the hospital facility
may be provided with a beaconing tag (e.g., a transmit-only wristband) that is temporarily
associated with their social security number or mobile number. Personnel in the hospital
may be given a beacon or a smartphone that behaves as a proximity detector. Bluetooth
mesh enabled lights and other sensors/gates in the hospital may behave as proximity
detector and/or relay nodes. Without the requirement of complete anonymity, different
risk profiles can be attributed to people, based on role, performed activity, diligence and
expertise in usage of PPE, and previous clinical conditions.

The beaconing tags are programmed to transmit a short advertising message every
250 ms. The frequency is in line with the current recommendation for notification expo-
sure [1]. Each proximity detector continually reports back to the proximity engine all tags
it can hear above a predefined RSSI threshold, as well as the RSSI measurement from
each. The proximity engine uses that information, as well as the known position of each
proximity detector, to estimate the position of tags based on trilateration. To be able to
reuse this architecture for different situations and to identify more accurately hazardous
exposures, the proposed framework can be contextualized to the specific environment,
including the presence of physical barriers (e.g., plexiglass panels) and the use of PPE.

A

Contact tracing 

server
Beaconing tag

Proximity detector

Mesh relay

Proximity area

B

E

C

D

F

G
Gateway

Figure 4. Bluetooth mesh infrastructure with the example topology. Beacons are identified with small
colored circles. Nodes A and B are simple proximity detector, as they can read and process messages
from beacons in their surrounding proximity area, which is limited by the dotted circles. Nodes C, D,
and E behave as proximity detectors with respect to surrounding beacons, but also implement the
relay feature of Bluetooth mesh to forward data received by the proximity detector and other mesh
nodes in the network. Nodes F and G only serve as the relay node and the gateway, respectively,
carrying traffic toward the contact tracing engine, but do not perform proximity detection.

The dependence between RSSI measurements and distances can be tuned accounting
for the peculiarities of the environment, through deductive/deterministic methods, or
through machine learning techniques. Safe distance and risky exposure time can be specifi-
cally identified for each room/environment, based on parameters such as the availability of
forced ventilation and the density of people. The whole system could even be refined and
enhanced by data fusion techniques, e.g., using surveillance cameras to identify protective
dividers, the number of persons within a room and their usage of PPE, and so on. Moving
forward from the approach followed by the Google/Apple solution, we envision that the
RSSI threshold and the advertising interval can be configuration parameters that are set
by the configuration manager. As we show in the next section, this is a critical aspect that
affects the feasibility of contact tracing solutions.
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6. Results

We conducted a measurement campaign using the nRF Connect for mobile app [24],
running on iOS smartphones, one acting as a beaconing tag and one acting as a proximity
detector, placed at various distances. The advertising interval was set to 250 ms, and the
total scanning period was set from 15 to 60 min. Furthermore, to account for multiple access
interference given for the presence of multiple beaconing tags and proximity detectors in
the same network, we considered various levels of advertising packet loss probability.

In Figure 5, we report a representative sample of the measurement campaign for a
beaconing tag placed at 0.5, 1, 1.5, and 2 m from the proximity detector. The result of the
measurement is in line with the conclusions from previous studies that the RSSI value at a
fixed distance can vary significantly, up to around 10 dB of difference [19]. A Bluetooth
receiver scans the three advertising channels one at a time, and there is no coordination
between the transmitter and the receiver in connectionless mode. In this way, the RSSI
measurement can be taken at any of the three advertising channels. Part of the variability
in the measurement is then due to different radio propagation conditions in the advertising
channels. In addition, the radio environment may change during the measurement period.
Figure 5 shows that a limited number of transient RSSI measurements is neither sufficient
nor accurate for distance estimation. However, there is a significant correlation between
the presence of a proximity detector within 1 m of distance and the long-term average RSSI
above a certain value.
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distance = 1 m
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Figure 5. Bluetooth measurements in a static indoor scenario at various distances.

In Figures 6 and 7, we report the probability of exposure notification. The exposure
notification probability was obtained by analyzing the RSSI measurement trace of nRF
Connect and computed as the duration of the RSSI levels above the threshold for a period
of at least 15 min within the observation. Missed RSSI measurements were not considered
in the computation. The observation period in Figures 6 and 7 varies from 15 min to 60 min.
The probability is reported for various values of the threshold in the interval from −54 dBm
to −66 dBm, for a distance between the beaconing tag and the proximity detector of 1 m
in Figure 6 and 2 m in Figure 7. For a given threshold, by looking at Figure 6, we can
observe both the probability of the correct notification of an exposure (true positive) and
its complement to one that measures the probability of missing the notification of exposure
for a beaconing tag that is in proximity (false negative). By looking at Figure 7, we can
observe the probability of the notification of exposure triggered by a beaconing tag that
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is actually not in proximity (false positive) and its complement to one that measures the
probability that the exposure is not notified (true negative).

The probability of a false detection of proximity, which triggers an exposure notifi-
cation for a device that has not been actually in close contact, needs to be low to avoid a
person being put in isolation and tested based on inaccurate information. However, it is
more critical to have a device that has been in close contact that does not exhibit long-term
average RSSI capable of triggering an exposure notification (false negative), as this is
dangerous for the containment of the pandemic. Based on our measurement campaign,
a threshold at −63 dBm guarantees a low probability of false positive events and false
negative events in the scenario evaluated and can be used as a default value set by the
Bluetooth model.
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Figure 6. The probability of exposure notification vs. the duration of the exposure at a proximity
detector for a beaconing tag at a distance of 1 m.
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Figure 7. The probability of exposure notification vs. the duration of the exposure at a proximity
detector for a beaconing tag at a distance of 2 m.
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The range of thresholds presented in Figures 6 and 7 was chosen based on the results of
a preliminary measurement campaign, considering only values that are significant for the
contact tracing scenario. Indeed, an RSSI threshold lower than −66 dBm gives a significant
probability that a device that is farther than 2 m is detected as an exposure, whereas on
the contrary, a threshold above −54 dBm gives a very low probability of correct exposure
notification. A high sensitivity of the results with respect to the threshold is also observed
in Figures 6 and 7, which corresponds to a sensitivity to inaccurate RSSI estimation and
scenario-dependent bias on the RSSI values. A 3 dB constant bias in the measurement
of the received power at a given distance may increase the probability of false negatives
within a 30 min observation period from 2% to 48%. Therefore, it is fundamental that the
threshold can be changed by the configuration manager based on the knowledge of the
deployment area. Walls can affect proximity measurements by 6–12 dB. However, such
additional path loss is not negative for proximity measurements as close contacts with a
wall in between should not be counted.

While a higher sampling rate in transmission and a long scanning period in reception
may provide high proximity accuracy, they considerably increase the cost of in terms of
energy consumption. Hence, there is a clear fundamental tradeoff between proximity
accuracy and device resources depending on the sampling rate and scanning cycles. One
of the main advantages of the proposed asymmetric architecture with a combination of
beaconing tags and a network of more proximity detectors is that it can balance proximity
accuracy and the battery lifetime of constrained devices. Repeated measurements within
an interval give high accuracy in the detection of close contacts. If the transmission interval
is 250 ms and a smartphone can scan for 30 s every 5 min, the proximity detection can be
based on 360 RSSI measurements. A mesh node, such as a monitor, can scan the advertising
channels with a 100% duty cycle, except when the device is occupied in re-transmitting
messages. Therefore, there are potentially 3600 measurements available at a proximity
detector in 15 min if scanning continuously. Considering 15 mA of current consumption, a
rechargeable proximity detector can run full-day operations, with the appropriate battery
size. As a novel paradigm that we introduce with our scheme, compared to the peer-to-peer
smartphone-based approach, we have an asymmetric architecture, with beaconing tags
that are transmit-only devices and can be provided with button-cell batteries, so that they
can be produced in a scalable way at low cost.

The number of proximity detectors needs to be sufficient to detect beaconing tags
at any location within a few meters of distance, to perform accurate distance estimation.
Therefore, in an indoor healthcare facility, depending on the geometry of the map, the
recommended density of proximity detectors is one node every 10 m2. The number of relay
nodes may be much lower, as it is sufficient that every node can be reached via Bluetooth
advertising. Therefore, depending on the geometry of the map, the recommended density
of the proximity detector is one node every 50 m2.

To validate the claims in a general mesh scenario with multiple access interference, we
include an additional advertising loss probability that is applied to the RSSI measurement
trace obtained with the experimental campaign. In Figure 8, we report the probability
of exposure notification for a duration of the exposure of 20 min and a distance of 1 m,
for increasing advertising loss probability up to 20%. It can be seen that the exposure
notification probability is rather insensitive to the additional packet loss probability, in
particular for typical values of the advertising loss probability in the context of Bluetooth
mesh networks. In fact, although the broadcasting nature of Bluetooth mesh may suggest
that multiple access interference is an issue for the reliability of the advertising data transfer,
especially in a large-scale scenario, this is not entirely correct for a properly configured
mesh network, as experimentally validated for an 879 device building automation scenario
in [11], with more than 99% successful data transfers. This is due to the short duration of
mesh advertising packet transmissions (around 300 µs) and the use of channel and spatial
redundancy [5]. Indeed, with an advertising interval of 250 ms, the channel occupation for
a beaconing tag is about 0.12%.
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Figure 8. Probability of exposure notification vs. advertising loss probability at a proximity detector
for a distance of 1 m and 20 min of exposure.

7. Standardization Directions

The Bluetooth mesh networking specifications were published in 2017 and first up-
dated in 2019. In order to participate in a Bluetooth mesh network, devices need to
implement standard or vendor specific models, which define the basic functionality of
a node, including states, messages, and behaviors. Currently, most of the certified prod-
ucts are associated with the home automation domain, in particular lighting applications.
Lighting has two important attributes to leverage as the tracking infrastructure: the avail-
ability of power and the fixed location. All lighting fixtures are powered by mains power,
which in a hospital includes emergency back-up. Moreover, they are mounted at fixed
known positions.

For single-hop broadcasting, Bluetooth core supports the so-called proximity pro-
file [5], which defines the behavior when a device moves away from a peer device so that
the connection is dropped or the path loss increases above a predefined level, causing an
alert. The proximity profile can also be used to define the behavior when the two devices
come closer together, but a connection is required to perform the RSSI measurements
associated with the profile. This is not sufficient to cover the use case proposed in this
paper. Mesh specifications extend Bluetooth core by providing a set of functionalities and
features that handle multi-hop data transfer, end-to-end secure transport, and management
of heterogeneous devices in the same network. The full-stack standardization process
guarantees interoperability among devices, which is not possible with solutions that are
developed on top of the core specifications (e.g., Apple iBeacon). The availability of stan-
dard profiles and interoperable networking operations is critical for the success of contact
tracing applications.

There is not yet an available model for Bluetooth mesh that supports proximity detec-
tion of transmit-only devices, and this is mainly due to the existing security architecture of
Bluetooth mesh that requires nodes to be listening when security updates are disseminated
in the network. The framework proposed in this paper can provide relevant use case
requirements for specifying a suitable model that covers application in proximity detection
and contact tracing in critical facilities. In particular, the concept that introduces the role of
the proximity detector that is separated from the beaconing tag role can be standardized,
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with the possibility to separate the security domains between the beaconing tag and the
proximity detector and the proximity detector and the rest of the mesh.

The great advantage of exploiting a standardized solution is that the facility manager
will not be forced to deploy a full-sized infrastructure dedicated only to contact tracing
and proximity detection, but it can reuse existing Bluetooth devices already deployed in
the infrastructure as the proximity monitor and can deploy Bluetooth mesh devices such
as lights and sensors that can be used for other purposes beyond the contact tracing needs,
which will hopefully not be necessary for a long time. Applications would even be able to
perform different risk assessments for different pathologies, without being forced to rely on
a “black-box” framework, specifically designed for only one type of risk, whose parameters
cannot be set by applications built on top of it. Furthermore, a deeper understanding of
the mechanisms of contagion might involve updates in the definition of exposure to risk,
and in the future, profiles may be updated considering different mechanisms of contagion,
eventually not only related to some safety distance and exposure time.

8. Conclusions

Bluetooth is a global short-range radio communications standard with a large ecosys-
tem and with strong potential for the success of contact tracing applications. There are
ongoing discussions on the effectiveness of contact tracing in large-scale scenarios, and
concerns have emerged about the technology penetration, proximity accuracy, efficient use
of device resources, and privacy of such solutions. However, critical facilities such as hospi-
tals and nursing homes can benefit from the deployment of simple, flexible, cost-effective,
local infrastructures to support contact tracing, especially if based on a standardized
networking solution.

We propose a system architecture for contact tracing based on the Bluetooth mesh
standard and addressed challenges and opportunities for its adoption in critical facilities.
We show through experiments the sensitivity of the exposure notification service to the
RSSI threshold and duration of the exposure, showing that this is a critical component
compared to the multiple access interference that is present in a dense mesh network. As a
result, we advocate for standardizing Bluetooth mesh models that include configurable
parameters for contact tracing purposes. As future work, we plan to extend the test bed for
the evaluation of the proposed system architecture in large-scale scenarios.
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