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Abstract: How to keep the fidelity of the digital elevation model (DEM) data is a crucial problem in
the current watermarking research, as the watermarked DEM data need to preserve their accuracy.
We proposed a zero watermarking method for the triangulated irregular network (TIN) DEM data.
It takes full advantage of the characteristics of the edge length in the TIN DEM data. First, the radio
of the edge lengths is quantified to the watermark index, and then the comparison of the edge lengths
is quantified to the watermark bit. Finally, the watermark is constructed by combing the watermark
bits according to the watermark indices with the help of the majority voting mechanism. In the
method, the TIN DEM data are only used to construct the watermark, not to be embedded by the
watermark. Therefore, the data quality is preserved to the greatest extent. Experiments verify the
theoretical achievements of this method and demonstrate the method is lossless to the TIN DEM data.
Simulation results also show that the method has good robustness on translation, rotation, scaling,
and cropping attacks.

Keywords: zero watermarking; DEM; TIN; edge length; lossless watermarking

1. Introduction

Digital elevation model (DEM) data is one of the most common data in geographic
analysis, and its application scenarios are fairly extensive [1–4]. The security of the
DEM data has always been the research hotspot [5–7], in which digital watermarking is
the main approach for copyright protection and integrity authentication for the DEM
data [8,9]. Digital watermarking refers to the practice of imperceptibly modifying the
data to embed watermark information, whether in the space domain or the transform
domain [10–12]. However, Lü & Liu [13] found that watermarking cannot avoid DEM
quality degradation through studying watermarking algorithms which consider visual
models. This has an inevitable impact on the accuracy of the DEM data and makes
watermarked DEM data limitable in geographical applications. Thus, addressing the
contradiction between copyright protection and practical application is a hot issue in
DEM watermarking research.

The DEM watermarking algorithms can be divided into two categories: The first
category is reversible watermarking [14,15]. This type of method ensures the original
data is lossless through compression or other means when embedding watermarks. The
watermark is eliminated, and the original data is restored after extracting the watermark.
For example, literature [16] embeds the watermark by modifying the generalized histogram
of the DEM data and can restore the original data losslessly without the help of the original
data. This kind of method preserves the accuracy of the DEM data through a reversible
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process of watermark embedding and eliminating. However, its shortcomings are very
obvious. Because the watermark is removed during the watermark extraction process, the
DEM data will be no longer protected by watermarking.

The second category is non-reversible watermarking [17,18]. Contrary to reversible
watermarking, this type of method always keeps the embedded watermark within the DEM
data instead of deleting it in the process of watermark extracting. This method achieves
near-lossless [19] on the DEM data accuracy by controlling the watermark embedding posi-
tion [20,21], embedding strength [22,23], etc. For example, literature [21] believes that the
slope error of the DEM data is mainly concentrated in flat areas, so it embeds watermarks in
regions with large terrain complexity using wavelet transform. When the slope and aspect
precisions of the DEM data are given, the literature [22] derives an adaptive model in which
the watermark embedding strength can be decided automatically by the quality demands
of the slope and the aspect. This type of method meets the accuracy requirements of the
DEM data under certain conditions. However, the embedded watermark does change
the data accuracy of the DEM data. Further, the usage of the watermarked DEM data
is greatly limited, especially in scenarios with high fidelity requirements, such as flood
storage calculations and military combat simulations.

Based on the above analysis, it can be seen that reversible watermarking makes the
DEM data accuracy lossless by embedding and then removing the watermark, while
the DEM data is no longer protected by the watermark. Non-reversible watermarking
achieves near-lossless by adjusting the watermark instead of removing it from the DEM
data. However, once the watermark is kept within the DEM data, the data quality will
be damaged to a certain degree. Therefore, how to preserve the DEM data accuracy in
watermarking is a critical issue.

Aiming to address the issue, we propose a zero watermarking algorithm based on the
edge length for the triangulated irregular network (TIN) DEM data. Zero watermarking
is a kind of digital watermarking technology without modifying the original data, which
constructs a watermark from the data and then registers the watermark in a third-party
intellectual property rights (IPR) repository [24–26]. Based on the working principle
of zero watermarking, the watermark of the proposed method is constructed from the
characteristics of the edge length and registered in the IPR repository instead of being
embedded in the TIN DEM data. Consequently, there is no degradation to the TIN DEM
data. It is also the first time introducing zero watermarking to the TIN DEM data in the
state-of-the-art of watermarking research. The remainder of this paper is organized as
follows. Section 2 introduces the methodology. Section 3 gives the experimental design.
In Section 4, experimental results and analyses are presented. Then, Section 5 provides
discussions. Finally, Section 6 concludes this paper.

2. Methodology

This paper employs the TIN DEM data as the target of watermarking. In the TIN DEM
data, the TIN represents a surface as contiguous non-overlapping triangles [27] (p. 164).
Each triangle is composed of vertices and edges. It is based on the relationship between the
edge lengths that we proposed a zero watermarking algorithm. The main framework of the
proposed method is shown in Figure 1, in which we focus on the construction of the zero
watermark. First, collect all the triangles from the original data. Then, the ratio of edge
lengths is quantified to the watermark index for every triangle. Similarly, the comparison
of the edge lengths is quantified to the watermark bit. In this way, each triangle gets a
watermark index and a watermark bit. Finally, combine the watermark indices and the
watermark bits into a watermark.
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2.1. Zero Watermarking

As a kind of watermarking technology, zero watermarking has been widely applied
in copyright protection for many different types of data [28–31]. One does not embed
a watermark in the data in the zero watermarking scheme but constructs a watermark
from the features of the data. The constructed watermark is registered and stored in a
third-party IPR repository. When checking whether a data contains a watermark, construct
the watermark from the data first, and then compare it with the registered watermark in
the IPR repository. If the correlation of the two watermarks meets a specific condition, the
suspected data is considered to contain the registered watermark. It is easy to see that
the data keeps raw in the process of zero watermarking. This is also the reason why zero
watermarking does not cause data precision degraded.

In particular, the core part of zero watermarking involves the selection of the stable
characteristic and the construction of the watermark. A stable characteristic means that no
matter what type and intensity of attacks the data are subjected to, the characteristic should
maintain unchanged or slightly changed. The robustness of zero watermarking mainly
comes from this. Base on the stable characteristic, the watermark is constructed using
quantization approaches. In the proposed method, the relationship of edge lengths is the
stable characteristic of the TIN DEM data. The watermark construction will be described in
detail in the following. As for how to choose an authoritative IPR repository and register
the constructed watermark, it is not covered in this paper.

2.2. The Usage of Edge Lengths

The basis of the proposed method is the usage of edge lengths. The triangle in the
TIN DEM data is mapped to one watermark index and one watermark bit. We use a
fixed-length binary sequence to represent the watermark, and the watermark bit is 0 or 1.
Set the watermark length to N, and then the watermark index ranges from 1 to N. In the
triangle of the TIN DEM, there are three edges. We denoted the length of the longest edge
as l and that of the shortest one as s. The ratio of l and s is quantified to the watermark
index by using the following equation:

Watermark Index = Mod
(⌊

l
s
∗ c
⌋

, N
)
+ 1 (1)

where Mod is the modulo operation, b c is the floor rounding, and c is the expansion factor
that can adjust the distribution of the watermark index.

Then, observe the three edges clockwise. Take the longest edge as the reference and
denote the length of its front one as f and that of the back one as b. The comparison result
can be quantified to the watermark bit by using the Equation (2):
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Watermark Bit =
{

0, i f b < f
1, i f b ≥ f

(2)

Following is a demonstration of the edge usage in Figure 2. It takes a triangle T as an
example, the three edges of which are 3, 4, and 5 in length. In Figure 2a, l = 5 and s = 3. If
we set N to 32 and c to 1000, then the watermark index of T is 3 calculated by Equation (1).
In Figure 2b, b = 4 and f = 3. According to Equation (2), we can obtain that the watermark
bit of T is 1.
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2.3. Watermark Generation and Extraction

Both watermark generation and watermark extraction belong to the procedure of
watermark construction but occur at different times [32]. In the stage of watermark genera-
tion, the watermark is constructed from the original data to register in the IPR repository.
However, in the stage of watermark extraction, the watermark is constructed from the
suspicious data to compare with the registered ones in the IPR repository. As for how to
evaluate the comparison results between two watermarks, the details will be given later.

As mentioned above, the watermark we used is a binary sequence with the length N.
Supposed that there is a TIN DEM data with M triangles. Based on Section 2.1, we can
obtain a watermark index array WI = {WI1, WI2, . . . , WIM} and a watermark bit array
WB = {WB1, WB2, . . . , WBM}. If there are duplicates in WI, it means that multiple triangles
have the same watermark index. In other words, there are multiple watermark bits on
one watermark index. Thus, the majority voting mechanism [33,34] will be introduced
to figure this out. For a watermark index, if the number of zeros in its watermark bit is
more than that of ones, then its watermark bit is 0, otherwise 1. Finally, the watermark
W = {W1, W2, . . . , WN} is constructed. Figure 3 demonstrates a constructed watermark
“01110 . . . 001”, where N = 32.
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When a data infringement event occurs, we first extract the watermark W′ from the
suspicious data and then calculate the correlation with the watermark W registered in the
IPR repository. The normalized correlation (NC) is employed to indicate the correlation of
W and W′, which ranges from 0 to 1. The closer the NC is to 1, the greater the correlation
between W and W′. The NC is defined as

NC =
∑N

i=1 WiW′i√
∑N

i=1 W2
i

√
∑N

i=1 W′i
2

(3)

Meanwhile, it is necessary to introduce the threshold of the NC, an empirical value [32].
When the NC is larger than or equal to the predefined threshold, the suspicious data
corresponding to W′ is considered infringing data.
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3. Experiments
3.1. Datasets

A TIN DEM data from a certain area in China is selected as the experimental data,
which belongs to the ESRI TIN format. The TIN DEM data contains 1566 triangles,
796 nodes, and 2361 edges, with elevation from 379 m to 1800 m, as shown in Figure 4.
Figure 4a presents the TIN DEM data with a graduated color ramp, from green to yellow
and then to red, indicating that the elevation gradually increases. Figure 4b shows the edges
of the data. The projection of the data is Gauss–Krüger projection [35,36] in a 3-degree
zone with the central meridian 111◦ E. The corresponding geographic coordinate system is
China Geodetic Coordinate System 2000.

ISPRS Int. J. Geo-Inf. 2021, 10, x FOR PEER REVIEW 5 of 13 
 

 

Meanwhile, it is necessary to introduce the threshold of the NC, an empirical value 
[32]. When the NC is larger than or equal to the predefined threshold, the suspicious data 
corresponding to Wᇱ is considered infringing data. 

3. Experiments 
3.1. Datasets 

A TIN DEM data from a certain area in China is selected as the experimental data, 
which belongs to the ESRI TIN format. The TIN DEM data contains 1566 triangles, 796 
nodes, and 2361 edges, with elevation from 379 m to 1800 m, as shown in Figure 4. Figure 
4a presents the TIN DEM data with a graduated color ramp, from green to yellow and 
then to red, indicating that the elevation gradually increases. Figure 4b shows the edges 
of the data. The projection of the data is Gauss–Krüger projection [35,36] in a 3-degree 
zone with the central meridian 111° E. The corresponding geographic coordinate system 
is China Geodetic Coordinate System 2000.  

  
(a) (b) 

Figure 4. The experimental data. (a) The TIN DEM data; (b) the edges of the TIN DEM data. 

3.2. Experiment Design and Implementation 
To verify the performance of the proposed algorithm, we design and implement the 

following experiments. First, in the parameter settings, we set the watermark length N to 
32 and the threshold of NC to 0.75. It should be noted that the threshold of NC is an em-
pirical value, so its value refers to the literature [32]. Wei’s method [37] (pp. 32–40) is cho-
sen as the representative of non-reversible watermarking to compare with the proposed 
method. In Wei’s method, two strategies are adopted to minimize the damage of the pre-
cision of the TIN DEM data: (a) By compressing the TIN, only remaining triangles are 
selected to embed the watermark instead of the whole data. (b) There are three compo-
nents, x, y, and z, in the node coordinate, but only the x component is selected to embed 
the watermark. In the compression process, Wei introduces a threshold to determine 
whether a node should be removed. If the angle between any two normal vectors of all 
adjacent triangles of a node is less than the threshold, then the node is removed. In the 
experiment, we set the compression threshold to 5°. Then, under the same conditions, the 
accuracy analysis and the robustness comparison will be taken for the two methods. 

3.2.1. Accuracy Evaluation 
Accuracy evaluation is to analyze how much the watermark affects the accuracy of 

the TIN DEM data. A qualified watermarking algorithm should minimize the impact on 
data accuracy, meaning that the embedded watermark requires high imperceptibility [38]. 

Figure 4. The experimental data. (a) The TIN DEM data; (b) the edges of the TIN DEM data.

3.2. Experiment Design and Implementation

To verify the performance of the proposed algorithm, we design and implement the
following experiments. First, in the parameter settings, we set the watermark length N to 32
and the threshold of NC to 0.75. It should be noted that the threshold of NC is an empirical
value, so its value refers to the literature [32]. Wei’s method [37] (pp. 32–40) is chosen as
the representative of non-reversible watermarking to compare with the proposed method.
In Wei’s method, two strategies are adopted to minimize the damage of the precision of
the TIN DEM data: (a) By compressing the TIN, only remaining triangles are selected to
embed the watermark instead of the whole data. (b) There are three components, x, y, and
z, in the node coordinate, but only the x component is selected to embed the watermark. In
the compression process, Wei introduces a threshold to determine whether a node should
be removed. If the angle between any two normal vectors of all adjacent triangles of a
node is less than the threshold, then the node is removed. In the experiment, we set the
compression threshold to 5◦. Then, under the same conditions, the accuracy analysis and
the robustness comparison will be taken for the two methods.

3.2.1. Accuracy Evaluation

Accuracy evaluation is to analyze how much the watermark affects the accuracy of
the TIN DEM data. A qualified watermarking algorithm should minimize the impact on
data accuracy, meaning that the embedded watermark requires high imperceptibility [38].
The accuracy of the TIN DEM data mainly depends on the coordinate value of the node.
However, the change in accuracy not only is reflected in the coordinate value but also in
topographic features, such as the slope and the aspect. Therefore, we choose the following
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four perspectives to implement accuracy evaluation: (a) the error on the XOY plane; (b) the
error of the elevation; (c) the error of the slope; (d) the error of the aspect.

Record the nodes of the original data as P = {(xi, yi, zi)|i ∈ [1, n]}, where n is the
number of nodes, (xi, yi, zi) is the coordinate value of the i-th node, and z represents the eval-
uation. Similarly, record the nodes of the watermarked data as P′ =

{(
x′i , y′i, z′i

)∣∣i ∈ [1, n]
}

.
It is easy to calculate the offsets of the position on the XOY plane and the elevation between
P and P′. Then, statistic maximum, minimum, average, and root mean square error (RMSE).
Among them, the first three items are statistics of the absolute value of the error, and the
RMSE of the position on the XOY plane is defined as:

RMSE =

√
1
n

n

∑
i=1

(
xi − x′i

)2
+
(
yi − y′i

)2 (4)

In addition to the perspective of coordinates, the evaluation is also carried out from a
topographic standpoint. The slope and the aspect are the most commonly used in digital
terrain analysis. The slope is expressed as the angle of the inclination from the XOY plane.
It can be converted into the angle between the normal vector of the triangle surface and the
unit vector of the Z-axis. In a triangle, the three vertices are denoted as P, A, and B, in the
counterclockwise direction viewed from the +Z-axis side. Then, the normal vector

→
n of the

triangle can be calculated by the following equation.

→
n =

→
PA×

→
PB (5)

where ×means cross product. Denote the unit vector of the Z-axis as
→
z = (0, 0, 1), then

the calculation formula for the slope (in degree) of the triangle is:

Slope = arccos

( →
n ·→z

‖→n‖ ‖→z ‖

)
(6)

where ‖ ‖means the Euclidean norm and ·means dot product.
For the triangle surface, the aspect represents the direction of the projection on the

XOY plane of its normal vector. We define the aspect as the angle of the projection and the
north by convention, which starts from the north (0◦) clockwise to the north again (360◦).
If the normal vector of the triangle is

→
n = (xn, yn, zn), then one projection of

→
n on the XOY

plane is (xn, yn, 0). Thus, the aspect (in degree) can be calculated as follows:

Aspect =



−arctan
(

yn
xn

)
− 90 i f xn > 0

−arctan
(

yn
xn

)
+ 270 i f xn < 0

0 i f xn = 0 and yn > 0
180 i f xn = 0 and yn < 0
undefined i f xn = 0 and yn = 0

(7)

where it should be noted that when xn and yn are both 0, this means that the surface is a
flat area without downslope direction, that is, no aspect. Finally, like the error on the XOY
plane and the error of the elevation, the same statistics are also performed on the slope and
the aspect.

3.2.2. Robustness Evaluation

Besides imperceptibility, robustness is also an important indicator to evaluate whether
a watermarking algorithm is qualified. Robustness refers to the ability to detect the
watermark after attacks [39] (p. 40). Strong robustness refers to that watermark information
should be retained in watermarked data despite any kinds of attacks. Therefore, some kinds
of common attacks are set up in the experiments. Given that the comparison algorithm,
Wei’s method, does not modify the elevation to embed the watermark, so the attacks



ISPRS Int. J. Geo-Inf. 2021, 10, 559 7 of 13

we adopt only operate on the XOY plane. They are translation, rotation, scaling, and
cropping attacks.

In translation attacks, the TIN DEM data is translated by a certain distance in both the
X-axis and Y-axis directions at the same time. This distance is set from 0 m to 600 m with
an interval of 100 m. In rotation attacks, we rotate the TIN DEM data clockwise around its
center from 0◦ to 360◦, with a gap of 60◦. In scaling attacks, the type of uniform scaling
is adopted. The scaling factors in the X-axis and the Y-axis directions are equal. The TIN
DEM data is scaled with the following scaling factors: 0.4, 0.6, 0.8, 1, 2, 3, and 4. This
involves both the reduction and the enlargement of the data scale. As for cropping attacks,
we crop a part of the data from the lower-left corner with a cropping ratio. The cropping
ratio is calculated by dividing the number of cropped nodes by the number of original
nodes, which is set from 0% to 60% with a gap of 10%. Some results in the form of edges
after being attacked with different intensities are shown in Figure 5.
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In Figure 5a–f, it is easy to see that translation, rotation, and uniform scaling are shape-
preserving attacks. Among them, all or most of the coordinate values on the XOY plane
are modified, so this is challenging to keep the watermark for watermarking algorithms
that only rely on independent coordinates instead of the relationship between coordinates.
In Figure 5g–i, a part of the data is cropped, and then the shape of the data is changed.
However, one good thing is that the remaining coordinate values do not be modified.
Therefore, if the watermark capacity is large enough for a watermarking algorithm and its
watermark distribution in the data is uniform sufficiently, the watermark can be successfully
extracted from the remaining data.

4. Results
4.1. The Results of Accuracy Evaluation

Tables 1–4 show the results of the accuracy evaluation. Overall, the errors of the
proposed method are less than or equal to that of Wei’s approach, whether it is the error of
coordinates or the error of topographic features. In detail, all of the errors of the proposed
method are zero from Tables 1–4. Even the maximum errors and RMSEs are zero. This
is because the proposed method is a zero watermarking method. It only constructs the
watermark from the data instead of inserting the watermark into the data, so the data will
not be modified, and neither will the data accuracy.

Table 1. The error on the XOY plane.

Error (m) Maximum Minimum Average RMSE

Proposed 0.000 0.000 0.000 0.000
Wei’s 0.500 0.000 0.190 0.308

Table 2. The error of the elevation.

Error (m) Maximum Minimum Average RMSE

Proposed 0.000 0.000 0.000 0.000
Wei’s 0.000 0.000 0.000 0.000

Table 3. The error of the slope.

Error (◦) Maximum Minimum Average RMSE

Proposed 0.000 0.000 0.000 0.000
Wei’s 0.051 0.000 0.003 0.006

Table 4. The error of the aspect.

Error (◦) Maximum Minimum Average RMSE

Proposed 0.000 0.000 0.000 0.000
Wei’s 0.144 0.000 0.007 0.014

However, only on the elevation, Wei’s method has no error, as shown in Table 2. On
the contrary, in Table 1, Wei’s maximum error and RMSE on the XOY plane are 0.500 m
and 0.308 m, respectively. Tables 3 and 4 show that the average errors in the slope and the
aspect are 0.003◦ and 0.007◦, respectively. This indicates that Wei’s method does cause data
accuracy damaged. It is unacceptable for the TIN DEM data with high strategic importance
in some scenarios. Besides, for Wei’s method, all the minimum errors are always zero. This
is due to Wei choose a part of the data instead of all the data to embed the watermark, so
there are some nodes without errors. To sum up, the proposed method is better than Wei’s
on accuracy preserving, and the proposed method achieves lossless to the data.
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4.2. The Results of Robustness Evaluation

Figure 6a–d show the results of robustness evaluation. It is easy to see that the NC
value of the proposed method is always higher than the threshold of 0.75, while that of
Wei’s approach is sometimes lower than the threshold. In detail, in translation, rotation,
and scaling attacks, the NC of the proposed method keeps at 1.00 all the time, as shown
in Figure 6a–c, no matter how intense the attack is. Wei’s approach exhibits a downward
trend in translation attacks as the translation distance increases. When translating 400 m,
the NC starts to be less than the threshold. In Figure 6b,c, almost all of its NC is below
the threshold, except when the data is not attacked at all (rotating 0 and 360◦, as well as
scaling 1). This shows that the proposed method can completely resist translation, rotation,
and scaling attacks. In contrast, Wei’s approach can only resist relatively short-range
translation attacks and cannot resist rotation and scaling attacks.
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In Figure 6d, Wei’s method performs better than the proposed method on the whole.
When the cropping ratio increases from 10% to 60%, Wei’s NC always remains at 1.00.
However, the proposed method shows a downward trend with a small fluctuation. For
example, when the cropping ratio is 20%, the NC of the proposed method starts to be less
than 1.00 and falls to 0.97. It bounces to 0.98 as the cropping ratio becomes 30%. Finally, it
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continues to decline. When the cropping ratio is 60%, the NC drops to 0.87. Nevertheless,
it is still above the threshold. Thus, the proposed method is not strong as Wei’s but still has
good resistance as for the robustness to cropping attacks.

5. Discussion

The above experiments compare the proposed method with Wei’s in terms of accuracy
and robustness. The results show that, in general, the proposed method performs better
than Wei’s. Specifically, the proposed method achieves lossless to the fidelity of the TIN
DEM data. The method can also completely resist translation, rotation, and scaling attacks,
and can resist cropping attacks to a certain extent. To better understand the characteristic of
the proposed method, further discussions from two aspects will be made in the following.

5.1. Resistance to Translation, Rotation, and Scaling Attacks

In the proposed method, the ratio of the edge lengths determines the watermark index,
and the comparison of the edge lengths determines the watermark bit. It is easy to see
that the latter is not affected by translation, rotation, and scaling attacks and is more stable
than the former. Therefore, the robustness of the proposed method essentially depends
on the ratio of the edge lengths. As for Wei’s approach, both the watermark index and the
watermark bit rely on the x coordinate. Thus, the robustness of Wei’s method depends on
the stability of the x coordinate.

In the TIN DEM data, record P(xP, yP), A(xA, yA), and B(xB, yB) as three nodes in a
triangle. PA and PB are the longest edge and shortest edge, respectively. Then, the formula
for calculating the ratio of the edge lengths (denoted as r) is as follows:

r =

√
(xP − xA)

2 + (yP − yA)
2√

(xP − xB)
2 + (yP − yB)

2
(8)

However, in Wei’s algorithm, xP, xA, and xB determine the watermark.
Take the translation attack as an example and set the translation distance as d in both

the X-axis and the Y-axis. The new three vertices are P′(xP + d, yP + d), A′(xA + d, yA + d),
and B′(xB + d, yB + d) after translation. For Wei’s method, the x coordinates change from
xP, xA, xB to xP + d, xA + d, xB + d, in turns; consequently, it is hard to retain the embedded
watermark. For the proposed method, the new ratio of the edge lengths (denoted as
r′) becomes:

r′=

√
((xP + d)− (xA + d))2 + ((yP + d)− (yA + d))2√
((xP + d)− (xB + d))2 + ((yP + d)− (yB + d))2

=

√
(xP − xA)

2 + (yP − yA)
2√

(xP − xB)
2 + (yP − yB)

2

= r

(9)

Therefore, as shown in Equation (9), the ratio of the edge lengths keeps unchanged
after translations. This is the reason why the proposed method can resist translation
attacks. Similarly, we can also prove that the ratio of the edge lengths does not change in
rotation and uniform scaling attacks, but Wei’s algorithm does not. These analyses are also
consistent with the results of Figure 6a–c.

5.2. The Losslessness and the Quality of the Watermark

The proposed method achieves losslessness to the TIN DEM data due to the char-
acteristic of zero watermarking, which is proved by the results of accuracy evaluation.
However, as the watermark is not actually embedded in the data, is there any disadvan-
tage for zero watermarking? Let us start with the watermark capacity [40,41] first. The
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watermark capacity refers to the number of watermark bits that are embedded in the host
data [42] (p. 71), usually in bits, and is the key factor in cropping attacks. In the proposed
method, one triangle is embedded by one watermark bit, while in Wei’s approach, one
node is embedded by one watermark bit. There are 796 vertices and 1566 triangles in the
experimental data, and the remaining nodes after Wei’s compression are 792. Therefore,
for this experimental data, the proposed method embeds 1566 bits watermark, and Wei’s
embeds 792 bits watermark. Obviously, the watermark capacity of the proposed method
is larger than that of Wei’s. Nevertheless, why does Wei’s algorithm perform better than
the proposed algorithm in cropping attacks in Figure 6d? This involves the quality of the
embedded watermark.

As mentioned in Section 2.2, there are situations where multiple triangles are mapped
to the same watermark index, but the watermark bits of the triangles are not the same in
the proposed method. Therefore, the majority voting mechanism is introduced. Table 5
shows some watermark indices and their watermark bits in the experiments. It is easy to
see that all the watermark bits of these indexes are 1, but the factors contributing to them
are different.

Table 5. The watermark index and the watermark bit.

Watermark
Index

Number of
Triangles

Number of
Watermark Bit 0

Number of
Watermark Bit 1

Watermark
Bit

18 33 8 25 1
20 9 3 6 1
21 33 15 18 1

In Table 5, for index 18 and index 21, there are the same number of triangles that
mapped to them, 33. But the difference between the number of the watermark bit of 1
and the number of the watermark bit of 0 is 17 and 3, respectively. When encountering
cropping attacks, index 18 has more probability to maintain the watermark bit 1 than
index 21. Similarly, for the indexes 20 and 21, the difference between the number of the
watermark bit 0 and the number of the watermark bit 1 is the same 3, but the number
of triangles they mapped is 9 and 33, respectively. When encountering cropping attacks,
index 20 has more probability to retain the watermark bit 1 than index 21. Based on the
analysis, an equation is given to evaluate the quality of the watermark:

Watermark Quality =
1
N

N

∑
i=1

|Ni,0 − Ni,1|
Ni,0 + Ni,1

(10)

where Ni,0 and Ni,1 are the number of the watermark bit 0 and the number of the watermark
bit 1 corresponding to the watermark index i. The watermark quality ranges from 0 to
1, and the closer to 1, the better the watermark quality. According to Equation (10), the
watermark quality of the proposed method is 0.33, and Wei’s is 1.00. Thus, we can find one
of the disadvantages of zero watermarking: the quality of the watermark is low. This also
explains why the proposed method is weaker than Wei’s in resisting cropping attacks, as
shown in Figure 6d. More research is needed on evaluating and improving the watermark
quality of zero watermarking, which will be the focus of our next study.

6. Conclusions

To solve the contradiction between copyright protection and accuracy preservation, a
zero watermarking method based on the edge length is proposed for the TIN DEM data.
In the method, the relationship of the edge length in the TIN DEM data is employed to
be quantified to the watermark index and the watermark bit. The watermark bits in the
corresponding watermark index are combined based on the majority voting mechanism,
and in this way, the zero watermark is constructed. Error analyses are carried out in
coordinates and topographic features in the accuracy evaluation experiments. The error
of the proposed method is always zero. That is, it does not cause the data quality to
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be degraded. Simultaneously, robustness evaluation experiments demonstrate that the
method can completely resist translation, rotation, and scaling attacks, regardless of the
intensity of the attack, which has also been proved in the discussion section. Although the
method is not as good as the comparison approach in cropping attacks, it still achieves
that the NC is always above the threshold. This is the first time the zero watermarking
technology is applied to the TIN DEM data, achieving lossless accuracy and finding a
better balance between copyright protection and accuracy maintenance. Consequently,
this research meets the needs of practical applications, especially in industries that require
extremely high data quality. This is an important supplement to the research on DEM
digital watermarking. However, zero watermarking still has the problem of low watermark
quality. Our next study will focus on evaluating and improving the watermark quality of
zero watermarking.
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