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Abstract

:

Intentional jammers (IJs) can be used by attackers for the launching of distributed denial-of-service attacks in 5G cellular networks. These adversaries are assumed to have adequate information about the network specifications, such as duration, transmit power and positions. With these assumptions, the IJs gain the ability to disrupt the legitimate communication of the network. Heterogeneous cellular networks (HetNets) can be considered a vital enabler for 5G cellular networks. Small base stations (SBSs) are deployed inside macro base station (MBS) to improve spectral efficiency and capacity. Due to orthogonal frequency division multiplexing assumption, HetNets’ performance is mainly limited by inter-cell interference (ICI). Additionally, there exist IJs-interference (IJs-I), which significantly degrades the network coverage depending on the IJs’ transmit power levels and their proximity with the target. The proposed work explores the uplink (UL) coverage performance of HetNets in the presence of both IJs-I and ICI. Moreover, to reduce the effects of ICI and IJs-I, reverse frequency allocation (RFA) is employed which is a proactive interference abating scheme. In RFA, different sub-bands of the available spectrum are used by MBS and SBS in alternate regions. The proposed setup is evaluated both analytically as well as with the help of simulation. The results demonstrate considerable UL coverage performance improvement by effectively mitigating IJs-I and ICI.
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1. Introduction


1.1. Motivation


1.1.1. Increased Reliance on Wireless Communication


Today, wireless communication has transformed our lives. In past decade, our reliance on wireless communication has increased many times [1,2]. It has made our lives easier due to its usefulness and effectiveness. Social networks and video streaming applications have increased our reliance on smart phones that leads to increased traffic load on cellular networks. Exponentially growing demand for high data rates and ubiquitous coverage requires the wireless network providers to boost both network’s capacity and coverage.



In recent times, data usage has grown about 200% and, thus, leverages Internet of Things (IoT) in Heterogeneous cellular networks (HetNets) [1,2,3]. As a result, the network operators are now looking for more flexible and advanced network topologies, to satisfy user demands [2].




1.1.2. Using HetNets


Traditional homogeneous networks face great challenges in order to meet the ever-increasing demand of data. Therefore, HetNets must be used to cater for the data requirements. Different wireless access technologies with separate constraints and capabilities are part of HetNets.



For HetNets, coverage, bandwidth quality and performance is improved by implementation of ultra-dense Small base stations (SBSs) within the region served by Macro base station (MBS), as seen in Figure 1 [2,4]. Orthogonal frequency division multiple access (OFDMA) provides multiple access by assigning each user a subsets of sub-carriers, allowing simultaneous transmission from several users. The usage of OFDMA in HetNets significantly reduces Inter-cell interference (ICI) which is a significant limiting factor in improving coverage in HetNets because it significantly decrease the coverage of MBS edge-users (M-EUs) in HetNets [3].




1.1.3. Distributed Denial-of-Service Attacks


As the importance of communication in our daily lives is increasing, we are more prone to being target of Distributed denial-of-service (DDoS) attacks which can blackout our communications. DDoS is a rapidly growing problem. The multitude and variety of both the attacks and the defense approaches is overwhelming [5]. Low transmit power levels of user in uplink (UL) communications renders it more prone to DDoS attacks [6,7]. Therefore, this work investigates Intentional jammers (IJs) attacks to reduce target’s UL Signal Interference Ratio (SIR) [8].




1.1.4. Intentional Jammers and Inter-Cell Interference


Generally, IJs’ attacks the public attractions places in MBS coverage area to reduce network coverage. The IJs try to degrade the UL communications by adding significant IJs-interference (IJs-I) in the communication system [9,10]. However, the transmit power of IJs are limited due to their wide-band nature and distance to the target [9]. Hence, for the IJs to be effective, they are required to be deployed near the target in sufficient number and in close proximity [11]. Moreover, this work consider that the IJs possesses necessary details about network parameters including location of target, transmit power and frequency band, thus, forcing the target out of coverage [9,12,13].



Independent homogeneous Poisson point processes (IHPPPs) are widely used to distribute MBSs, SBSs and users in HetNets due to tractability and ease of analysis [2,3,4]. In HetNets, OFDMA employment give rise to no/limited ICI; however, ICI remains the main performance limiting attribute [14,15]. In Non-uniform HetNets (NU-HetNets), users and MBSs are deployed via IHPPP while distribution of SBSs is through Poisson hole process. NU-HetNets lead to lower ICI and thus improves the performance of network coverage [16,17].




1.1.5. Interference Reduction Schemes


Research has been carried out on different interference reduction systems such as Fractional frequency reuse (FFR) [18] and Soft frequency reuse (SFR) [19]. The SFR system achieves higher spectral efficiency due to frequency reuse, and FFR contributes to reduced interference because of partitioning [20] of the overall usable bandwidth. Reverse frequency allocation (RFA) [14,19] is another proactive resource management system which helps in reducing interference. Through RFA the maximum bandwidth is made usable in a cell for both MBS and SBS. Consequently, spectral efficiency of RFA is more than SFR and FFR.




1.1.6. Proposed Work


In this work, RFA will be used in HetNets to abate ICI and IJs-I and, thus, improve UL coverage performance in HetNets. The proposed network setup promises higher network capacity by effectively reducing ICI and IJs-I in HetNets. To support this study, we have provided list of acronyms in Table 1 and notation summary in Table 2.





1.2. Related Work


Different types of jamming attacks are studied by the authors in [21]. These include, wide-band jammers, noise jammers, partial band jammers, equalization jamming, and automatic gain control jamming. Additionally, the work investigates different jamming attack techniques and various types of targets. They conclude that advanced and sophisticated jamming techniques are required to jam the more complex wireless systems. In [22], deep recurrent and deep convolutional neural networks are used for detecting the jamming attacks. Their proposed model leads to 85% accuracy in jamming detection and classification. In [23], multiple-input and multiple-output (MIMO) networks have been probed by authors in the presence of advanced jamming attacks. Their proposed model assumes that the jammers can increase their transmit power levels to cause severe network performance degradation. Moreover, they investigate different jamming attack scenarios in MIMO networks and their effectiveness. In [24], challenges in jamming aware MIMO decision fusion channel along with distributed detection in wireless sensor networks over fading channels have been discussed. Jamming suppression capability of the proposed system has also been highlighted in the paper.



For the RFA employment in HetNets and its effective performance evaluation, two non-overlapping regions have been formed from coverage region of MBS, consisting of center,   A k c  , and outer region,   A k o  ,   ∀ k ∈ {  M ,   S  }   [14,25]. The authors in [14], use RFA and load balancing to mitigate ICI. Their results indicate significant coverage performance improvement for MBS edge user by using their proposed setup. NU-HetNets along with SFR is investigated in [19]. The coverage probability expressions have been derived by the authors while assuming both U-HetNets and NU-HetNets. Their outcomes suggest that NU-HetNets along with SFR results in significant coverage improvement due to effective ICI mitigation. In [26], a novel technique for SBS deployment is proposed, where the SBSs are powered on via renewable energy source. The authors termed this approach as off-grid NU-HetNets, where the SBS are not grid connected. Moreover, HetNets’ performance is evaluated by considering off-grid SBSs and on-grid MBSs. They derive expressions for coverage probability, association probabilities, and distance distribution while considering the proposed setup. Their results indicate that off-grid SBSs provide lower coverage due to limited available power. NU-HetNets with non-orthogonal multiple access (NOMA) is investigated in [17]. The work evaluates energy efficiency and downlink (DL) coverage for the proposed model. Results show that employment of NOMA leads to higher rate coverage and energy efficiency in HetNets. Similarly, NU-HetNet in conjunction with RFA is considered in [27]. In this work, SBSs are assumed to be muted near MBS to avoid significant co-tier interference. However, SBSs are kept active in MBS edge area to improve edge user coverage. Moreover, the authors characterize both rate and coverage analyses for the proposed setup. The results show that NU-HetNets in MBS coverage edge area improve the network coverage and rate. In [28], variants of RFA are proposed to improve network coverage performance. Through results, the authors show that the variants of RFA lead to significant coverage improvement due to effective resource use.



The work in [29] discusses the growing trend of IoT integration with fifth-generation (5G) networks. Moreover, the authors also evaluate the security aspects of IoT-5G integration. Similarly, in [30], the authors discuss evolution of 5G-assisted IoT. Furthermore, they evaluate the future trends, key enabling technologies, and challenges for 5G assisted IoT.



In [31], the authors have proposed the architecture of IoT e-Health system to provide seamless connection of patients, hospitals and services. Moreover, various challenges to IoT including privacy, security and data management have also been elaborated. Moreover, in [32], proposal for ensuring public safety in smart cities by detecting radioactive nuclear source with inexpensive radiation counters have been discussed.



This proposal differs from the state-of-the-art in following ways:




	
Works in [21,22,23] explore different jamming attacks in different network types; however, they lack the evaluation of IJs in HetNets. Therefore, in this work, the IJs in HetNets are investigated.



	
The works in [14,17,19,25,26,27,28] investigate the mitigation of ICI by RFA in HetNets. However, they lack the use of RFA to abate IJs-I. Therefore, in this work, RFA is employed to mitigate both ICI and IJs-I.



	
In [17,27,28], DL coverage analysis is performed, while the focus of this work is on analyzing the bottleneck UL coverage analysis of the MBS edge user.









1.3. Contributions and Objectives


The research objectives that can be obtained from the proposed work are given below.



	
Investigation of the disruption caused by IJs’ attacks to the legitimate UL communication in HetNets.



	
The mitigation of both ICI and IJs-I for the improvement of network performance gain. For this, among the best available techniques such as RFA is employed.



	
This work focuses on increasing capacity and coverage of the network and, thus, renders HetNets as a key enabler for future 5G.



	
To make the network more resilient to both ICI and IJs-I. This can be achieved by efficient resource use via RFA.



	
To investigate UL coverage for the proposed setup against different network parameters, such as SBS density, IJs’ density, and SIR threshold.






The rest of paper is organized as follows. Section 2 explains the system model. Derivation of coverage probabilities has been discussed in Section 3. Section 4 contains discussion on results of the proposed system. Lastly Section 5, concludes the paper.





2. System Model


Network layout along with the interference mitigation schemes used has been introduced in this section. Moreover, network assumptions, IJs’ attack mechanism and RFA are discussed here. Furthermore, mathematical preliminaries obtained here are also used in Section 3 for coverage probabilities derivation.



2.1. Network Layout and Assumptions


HetNet model with two tiers is considered, which includes MBSs, SBSs, user, and IJs. MBSs, SBSs, users, and IJs are distributes via IHPPPs with densities   ρ M  ,   ρ S  ,   ρ u   and   ρ J  , respectively. For the IJs are assumed to be transmitting unwanted energies in the legitimate communication band and, thus, degrade the network performance. To mitigate ICI and IJs-I, a proactive interference abating scheme, i.e., RFA is employed. A typical user has been considered for analysis.  β  denotes the path loss exponents while   | h |   denotes Rayleigh fading gain. Moreover, the association of users carried out via maximum received power scheme [33].




2.2. IJs Mechanism


IJs transmit noise energy to reduce network coverage by targeting the legitimate communications [21]. In addition, we consider IJs to be low-cost and lightweight transmitters which are deployed randomly via IHPPP throughout the MBS coverage region. Severe degradation is experienced in M-EUs UL communication because of ICI and M-EUs enhanced distance from the MBS. Desired communication frequency can be jammed by IJs.



Because of its wide-band existence, the noise power can be as low as the UL transmit power of UE and does hardly any harm in the presence of a few IJs. Considerable IJs-I is achieved as the density and power of the IJs increases, and thus degrades the network’s performance [8,22]. More precisely, by increasing density of IJs and transmission capacity, UL contact of M-EUs in HetNets can be completely blocked.




2.3. Reverse Frequency Allocation


High throughput is achieved in HetNet with the help of frequency reuse; however, according to SFR, frequency band is divided into two sub-bands. The users and SBSs in the MBS   A M c   will be allocated one sub-band while the second sub-band will be used by SBSs and users in the   A M o   [34].



RFA is the evolved version of SFR with improved coverage performance [35]. In contrast to SFR, the frequency sub-bands in RFA are further split into UL and DL frequencies and, thus, enables significant interference reduction than SFR [28,35]. The direction of radio transmissions of MBS are allotted to SBSs in reverse fashion, i.e., the UL frequencies of MBS are allotted as DL frequencies of SBS and DL frequencies of MBS are used as UL frequencies of SBSs [36]. Such frequency allocation mechanism enables the RFA to significantly improves network capacity over the entire MBS coverage region. Therefore, RFA is used to effectively mitigate the interference and, thus, increases spectral efficiency and network coverage. Frequency resources are allocated optimally which introduces lower co-tier and cross-tier interference which result in enhanced data rates [37].



RFA-based network partitioning eliminates interference and increases coverage, because no fixed spectrum allocation is assigned to SBS. Therefore, employment of RFA can make the entire spectrum of MBS available to SBSs in non-overlapping regions and reverse direction.



As shown in Figure 2, sub-bands used in SBSs and MBSs for RFA are in reverse order for   A l g    ∀  l ∈  ( M , S )   and  g ∈  c , o   .



In RFA, the allocated frequency, F, is subdivided into two bands,   F 1   and    F 2  ,   such that F =    ⋃  z ∈  1 , 2    F z ,   as shown in Figure 2. Sub-bands   F 1   and   F 2   are further divided into sub-carriers DL and UL, and are modeled as    F 1  =  F  1 , DL   +  F  1 , UL     and    F 2  =  F  2 , DL   +  F  2 , UL    , respectively.





3. Coverage Probability Analysis


In this section, coverage probabilities expressions for undermentioned network scenarios are extracted, since  ν  is located in   A M c   and   A M o  ; (i) coverage probability for UL in the presence of IJs without RFA (ii) coverage probability for UL in the presence of IJs with RFA.



3.1. Coverage Probability for UL in the Presence of IJs without RFA


In HetNet, it is presumed that to degrade the M-EUs’ UL communication, IJs are deployed uniformly around the MBS coverage area using IHPPP. Therefore, in such a network environment IJs-I and ICI are the main efficiency limiting factors. The expression for UL coverage probability,    P  A M c  UL    Γ M    , for MBS associated  ν  in   A M c   with IJs without RFA may be expressed as


         P  A M c  UL    Γ M   = P   SIR M UL  >  Γ M   .     



(1)







Here,   Γ M   is the UL SIR threshold, while   SIR M UL   indicates the received UL SIR.   SIR M UL   from (1) can be written as


         SIR M UL  =    P  t , ν  UL    |  h M  |  2   r M  − β      I  M , A   +  I  S , A   +  I  J , A     ,          =    P  t , ν  UL    |  h M  |  2   r M  − β       ∑  l ∈  ϕ M      P  t , l    |   h l    |  2   r l  − β   +   ∑  k ∈  ϕ S      P  t , k    |   h k    |  2   r k  − β   +   ∑  j ∈  ϕ J      P  t , j     |  h j  |  2   r j  − β     .     



(2)




In (2), the UL interference in   A M c   is the accumulate interferences from (i) MBS-tier,   I  M , A   , (ii) SBS-tier,   I  S , A   , and (iii) IJs,   I  J , A   .    r  (  •  )   − β     indicates the distance from IJs or BS. Moreover,    P  t , ν  UL    is the transmit power in UL.    P  t , l    ,    P  t , k     and    P  t , j     are the transmit powers of MBSs, SBSs and IJs, respectively.    ϕ M   ,    ϕ S    and    ϕ J    are the IHPPPs of MBSs, SBSs and IJs, respectively. Moreover, A denotes the MBS coverage area, i.e.,   A   =    A M c  ∪  A M o   . Using (2), (1) can be written as


             P  A M c  UL    Γ M    =  ( 1 )   P     P  t , ν  UL    |  h M  |  2   r M  − β      I  M , A   +  I  S , A   +  I  J , A     >  Γ M             =  ( 2 )    E   r M  ,  I  M , A   ,  I  S , A   ,  I  J , A       exp    −     r M β   Γ M    P  t , ν  UL       I  M , A   +  I  S , A   +  I  J , A                  =  ( 3 )    E   r M  ,  I  M , A   ,  I  S , A   ,  I  J , A       exp    − s    I  M , A   +  I  S , A   +  I  J , A                  =  4    E  r M      E  I  M , A    exp   − s   I  M , A     ×  E  I  S , A    exp   − s   I  S , A     ×  E  I  J , A    exp   − s   I  J , A                =  ( 5 )    E  r M     L  I  M , A     s  ×  L  I  S , A     s  ×  L  I  J , A     s    |  s =     r M β   Γ M    P  t , ν  UL      .         



(3)







Here,    L  I  M , A     s  ,  L  I  S , A     s  ,  and   L  I  J , A     s    denote the Laplace transform (LT) of   I  M , A   ,   I  S , A   , and   I  J , A   , respectively. Moreover,   E   [  •  ]   denotes the expectation of LTs.



In (3), Step (1) follows from the coverage probability definition [14]. Step (2) is obtained by using void probability of IHPPP. Step (3) is achieved by substituting      r M β   Γ M    P  t , ν  UL     by s into Step (2). Moreover, Step (4) is obtained by using the exponential property of sums into products, i.e.,   exp ( a + b ) = exp ( a ) × exp ( b )  . Finally, Step (5) is obtained from Step (4) by using the definition of LT (see (2.12) of [3]).



The LT of interference received from MBS-tier,    L  I  M , A     s   , in A, is obtained as


         L  I  M , A     s  = exp (     ρ M  π  γ ∘   Γ M   d 2  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ ∘   Γ M       r M   d 2     β   −              ρ M  π  γ ∘   Γ M   y  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ ∘   Γ M       r M  y    β   ) .     



(4)







Proof. 

See Appendix A for the proof of (4). In (4),   γ ∘   is the ratio of   P  t , M    and   P  t , ν  UL  , where   P  t , M    is transmission power of MBS-tier. □





Using the same approach as of (4), A, can be determined by taking LT of the received interference from SBS-tier,    L  I  S , A     s   


         L  I  S , A     s  = exp (     ρ S  π  γ 1   Γ M   x 2  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 1   Γ M       r M   x 2     β   −              ρ S  π  γ 1   Γ M   x 1  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 1   Γ M       r M   x 1     β   ) .     



(5)







Here,   γ 1   is ratio of   P  t , S    and   P  t , ν  UL  , where   P  t , S    is the transmit power of SBS.



Similarly, using the same approach as of (4), the LT of the interference received from IJs,    L   I J  , A    s   , in A, can be given as


         L  I  J , A     s  = exp (     ρ J  π  γ 2   Γ M   z 2  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 2   Γ M       r M   z 2     β   −              ρ J  π  γ 2   Γ M   z 1  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 2   Γ M       r M   z 1     β   ) .     



(6)







Here,   γ 2   is the ratio of   P  t , J    and   P  t , ν  UL   where   P  t , J    is the transmit power of IJs and   z 1   and   z 2   define the effective attacking areas of the jammers, s.t.,    z 1  ≤  z 2   .



 ν  is located in   A M c   or in   A M o   (denoted as   ν  A M c    and   ν  A M o   , respectively), while associated with MBS at a distance   r  M , ν   , has PDFs of distances given, respectively, as (7) and (8) [35,38]


   f   r M   |   ν  A M c       r M   =    2 π  ρ M   r M  exp  −  ρ M  π  r  M  2     1 − exp   −  ρ M  π  d  1  2       ,  



(7)




and


   f   r M   |   ν  A M o       r M   =    2 π  ρ M   r M  exp  −  ρ M  π  r  M  2     exp   −  ρ M  π  d  1  2       .  



(8)







UL coverage probability expression,    P  A M c  UL    Γ M    , for MBS associated  ν  in   A M c   while considering uniform IJs distribution and without RFA employment, can be achieved as


         P  A M c  UL    Γ M   =  ∫  y   d 1    L  I  M , A     s  ×  L  I  S , A     s  ×  L  I  J , A     s   f   r  M , ν    |   ν  A M c       r  M , ν    d  r  M , ν   .     



(9)




By substituting (4)–(7) into (9),    P  A M c  UL    Γ M     is achieved as (11).



Similarly, for uniformly distributed IJs without RFA, UL coverage probability expression,    P  A M o  UL    Γ M    , for MBS associated  ν  in   A M o   can be written as


         P  A M o  UL    Γ M   =  ∫   d 1    d 2    L  I  M , A     s  ×  L  I  S , A     s  ×  L  I  J , A     s   f   r  M , ν    |   ν  A M o       r  M , ν    d  r  M , ν   .     



(10)




By putting (4)–(6) and (8) in (10),    P  A M o  UL    Γ M     is written as (12).


         P  A M c  UL    Γ M    =     2 π  ρ M    1  −  exp     −  ρ M  π  d  1  2        ∫  y    d 1     exp       π  Γ M   r M β    β / 2 − 1       ρ M   γ ∘   d 2  2 − β    J    β ,  −  Γ M   γ ∘        r M   d 2       β     −   ρ M   γ ∘   y  2 − β   J    β ,  −  Γ M   γ ∘        r M  y      β     +              ρ S   γ 1   x 2  2 − β   J  β , −  Γ M   γ 1       r M   x 2     β   −  ρ S   γ 1   x 1  2 − β   J  β , −  Γ M   γ 1       r M   x 1     β   +  ρ J   γ 2   z 2  2 − β   J  β , −  Γ M   γ 2       r M   z 2     β   −              ρ J   γ 2   z 1  2 − β   J  β , −  Γ M   γ 2       r M   z 1     β    −  ρ M  π  r  M  2    r M  d  r M  .     



(11)






         P  A M o  UL    Γ M    =     2 π  ρ M     exp     −  ρ M  π  d  1  2        ∫   d 1     d 2     exp       π  Γ M   r M β    β / 2 − 1       ρ M   γ ∘   d 2  2 − β    J    β ,  −  Γ M   γ ∘        r M   d 2       β     −   ρ M   γ ∘   y  2 − β   J    β ,  −  Γ M   γ ∘        r M  y      β                 +  ρ S   γ 1   x 2  2 − β   J  β , −  Γ M   γ 1       r M   x 2     β   −  ρ S   γ 1   x 1  2 − β   J  β , −  Γ M   γ 1       r M   x 1     β   +  ρ J   γ 2   z 2  2 − β   J  β , −  Γ M   γ 2       r M   z 2     β   −              ρ J   γ 2   z 1  2 − β   J  β , −  Γ M   γ 2       r M   z 1     β    −  ρ M  π  r  M  2    r M  d  r M  .     



(12)








3.2. Coverage Probability for UL in the Presence of IJs with RFA


The expression for UL coverage probability,    P  A M c   UL , *     Γ M    , with IJs and RFA while considering  ν  in   A M c   can be expressed as


         P  A M c   UL , *     Γ M   = P   SIR M UL  >  Γ M   .     



(13)







The UL interference experienced while employing RFA, is the aggregate of MBS-tier UL interference in   A M c  , i.e.,   I   ϕ M  ,  A M c   UL  , SBS-tier DL interference in   A M o  , i.e.,   I   ϕ i  ,  A M o   DL  , and interference from IJs, i.e.,   I  J , A   . Therefore,   SIR M UL   from (13) can be written as


         SIR M UL  =    P  t , ν  UL    |  h M  |  2   r M  − β      I   ϕ M  ,  A M c   UL  +  I   ϕ S  ,  A M o   DL  +  I  J , A     .     



(14)







Equation (14) can be expanded as


         SIR M UL  =           P  t , ν  UL    |  h M  |  2   r M  − β       ∑  l ∈  ϕ M       P  t , l  UL   |   h l    |  2   r l  − β    +    ∑  k ∈  ϕ S       P  t , k  DL   |   h k    |  2   r k  − β    +    ∑  j ∈  ϕ J       P  t , j     |  h j  |  2   r j  − β     .     



(15)







Here, MBS UL transmit power of  ν  is,   P  t , l  UL  , SBS DL transmit power is   P  t , k  DL  , and IJs transmit power is   P  t , j   . Furthermore, by putting (14) in (13), we get    P  A M c   UL , *     Γ M     as


         P  A M c   UL , *     Γ M   = P     P  t , ν  UL    |  h M  |  2   r M  − β      I   ϕ M  ,  A M c   UL  +  I   ϕ S  ,  A M o   DL  +  I  J , A     >  Γ M            =  E   r M  ,  I   ϕ M  ,  A M c   UL  ,  I   ϕ S  ,  A M o   DL  ,  I  J , A      exp    −     r M β   Γ M    P  t , ν  UL       I   ϕ M  ,  A M c   UL   +   I   ϕ S  ,  A M o   DL   +   I  J , A                 =  E  r M     L  I   ϕ M  ,  A M c   UL    s  ×  L  I   ϕ S  ,  A M o   DL    s  ×  L  I  J , A     s    |  s =     r M β   Γ M    P  t , ν  UL      .     



(16)




The LT of MBS UL interference in   A M c  , i.e.,   L  I   ϕ M  ,  A M c   UL   , can be written as


         L  I   ϕ M  ,  A M c   UL   = exp (     ρ M  π  Γ M   d 1  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  Γ M       r M   d 1     β   −              ρ M  π  Γ M   y  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  Γ M       r M  y    β   ) .     



(17)







Proof. 

See Appendix B for the proof of (17). □





Moreover, LT of SBS DL interference in   A M o  , i.e.,   L  I   ϕ S  ,  A M o   DL   , can be written in a way similar to (17), and is given as


         L  I   ϕ S  ,  A M o   DL   =  L  I   ϕ S  ,  A M c   DL   = exp (     ρ S   ′   π  γ 3   Γ M   x 2  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 3   Γ M       r M   x 2     β   −              ρ S   ′   π  γ 3   Γ M   x 1  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  γ 3   Γ M       r M   x 1     β   ) .     



(18)







Here,    L  I   ϕ S  ,  A M o   DL   =  L  I   ϕ S  ,  A M c   DL     because   ρ S   in   A M c   is approximately equal to   ρ S   in   A M o  .   γ 3   is the ratio of   P  t , S  DL   and   P  t , ν  UL   where   P  t , S  DL   is the SBSs DL transmit power.



From (17), LT of MBS DL interference in   A M o  , i.e.,   L  I   ϕ M  ,  A M o   UL   , is obtained as


         L  I   ϕ M  ,  A M o   UL    s  = exp (     ρ M  π  Γ M   d 2  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  Γ M       r M   d 2     β   −              ρ M  π  Γ M   d 1  2 − β    r M β    β / 2 − 1      2   F 1   1 , 1 −   2 β   , 2 −   2 β   , −  Γ M       r M   d 1     β   ) .     



(19)






         P  A M c   UL , *     Γ M   =    2 π  ρ M    1 − exp   −  ρ M  π  d  1  2        ∫  y    d 1    exp     π  Γ M   r M β    β / 2 − 1      ρ M   d 1  2 − β    J    β ,  −  Γ M        r M   d 1       β     −   ρ M   y  2 − β   J    β ,  −  Γ M        r M  y      β     +              ρ S   ′    γ 3   d 2  2 − β   J  β , −  Γ M   γ 3       r M   d 2     β   −  ρ S   ′    γ 3     d 1    2 − β   J  β , −  Γ M   γ 3       r M   d 1     β   +  ρ J   γ 2   d 2  2 − β   J  β , −  Γ M   γ 2       r M   d 2     β   −              ρ J   γ 2   y  2 − β   J  β , −  Γ M   γ 2       r M  y    β    −  ρ M  π  r  M  2    r M  d  r M  .     



(20)






         P  A M o   UL , *     Γ M   =    2 π  ρ M    exp   −  ρ M  π  d  1  2        ∫   d 1     d 2    exp     π  Γ M   r M β    β / 2 − 1      ρ M   d 2  2 − β    J    β ,  −  Γ M        r M   d 2       β     −   ρ M     d 1    2 − β   J    β ,  −  Γ M        r M   d 1       β     +              ρ S   ′    γ 3   d 1  2 − β   J  β , −  Γ M   γ 3       r M   d 1     β   −  ρ S   ′    γ 3   y  2 − β   J  β , −  Γ M   γ 3       r M  y    β   +  ρ J   γ 2   d 2  2 − β   J  β , −  Γ M   γ 2       r M   d 2     β   −              ρ J   γ 2   y  2 − β   J  β , −  Γ M   γ 2       r M  y    β    −  ρ M  π  r  M  2    r M  d  r M  .     



(21)







UL coverage probability expression,    P  A M c   UL , *     Γ M    , for MBS associated  ν  in   A M c   while considering uniformly deployed IJs and RFA employment can be written as


         P  A M c   UL , *     Γ M   =  ∫  y   d 1    L  I   ϕ M  ,  A M c   UL    s  ×  L  I   ϕ S  ,  A M o   DL    s  ×  L  I  J , A     s   f   r  M , ν    |   ν  A M c       r  M , ν    d  r  M , ν   .     



(22)







By putting (6), (7), (17) and (18), in (22),    P  A M c   UL , *     Γ M     is expressed as (20).



Similarly, UL coverage probability expression,    P  A M o   UL , *     Γ M    , for  ν  associated with MBS in   A M o  , with uniformly deployed IJs and RFA employment, can be given as


         P  A M o   UL , *     Γ M   =  ∫   d 1    d 2    L  I   ϕ M  ,  A M o   UL    s  ×  L  I   ϕ S  ,  A M c   DL    s  ×  L  I  J , A     s   f   r  M , ν    |   ν  A M o       r  M , ν    d  r  M , ν   .     



(23)







By putting (6), (8), (18) and (19) in (23),    P  A M o   UL , *     Γ M     is expressed as (21).





4. Results and Discussion


Within this section, we explain UL coverage probability results for  ν  while considering (i) probability of UL coverage with IJs and without RFA employment, and (ii) probability of UL coverage with IJs and RFA employment. We obtained the results using MATLAB 2017a. MBSs, SBSs, users and IJs are treated as   A = π   ( 500  m )  2  ,   s.t.,   A =  A M c  U  A M o   . In addition, the transmitting powers of MBS, SBS,  ν , and IJs are assumed to be 60 dBm, 40 dBm, 20 dBm, and 20 dBm, respectively. Different parameters, such as   P  t , ν  UL  ,   ρ J  ,   ρ M  ,   ρ S  ,   Γ M  , and   P  t , J   , are analyzed against UL coverage given that  ν  is located in   A M o  . The simulation parameters for the proposed setup are listed in Table 3.



Figure 3 compares the probabilities of UL coverage in   A M o   versus different values of   Γ M  . The figure refers to the fact that higher   ρ J   values lead to significant IJs-I and therefore lower coverage. In addition, the figure shows that employment with RFA causes improved coverage in both the presence and absence of IJs. This is because effective interfering SBSs are reduced because of RFA.



Figure 4 measures the probabilities of UL coverage in   A M o   versus different values of the   Γ M   and   ρ J   threshold. Generated for   ρ J   = 0, 20, 40, 60, 80, 100. In the figure it can be observed that the coverage improves with RFA. This is due to RFA’s efficient use of the resources and effective mitigation of interference. Increasing   ρ J   also causes severe degradation of UL coverage due to significant IJs-I.



At Figure 5 and Figure 6, while assuming   Γ M   = −40 dB and    ρ J  =   20, 40, 60, 80 and 100, we present UL coverage probabilities in   A M   versus different IJs distribution area radius values. The results indicate that an increase in the distribution area of the IJs results in improved UL coverage due to a lower number of IJs per unit area, making the IJs less efficient as long as their transmission power is constant. Furthermore, due to efficient resource allocation RFA employment improves UL coverage.



Similarly, Figure 7 and Figure 8 calculate UL coverage probabilities in   A M o   versus different IJs distribution area radius values while assuming    ρ J  = 60   and    Γ M  =   −60, −40, 0 and 20 dB. The results indicate that due to lower IJs-I, an increase in the distribution area of the IJs results in improved UL coverage. Furthermore, the results also show that higher values of   Γ M   reduce UL coverage due to lower user associations.




5. Conclusions


UL coverage of multi-tier HetNets was discussed, in the case of ICI and IJs-I intervention. The paper assumes standardized deployment of MBSs, SBSs, users, and IJs using IHPPPs. The results were created by evaluating various parameters of the network, such as IJs’ transmit power, distance, distribution area and SIR threshold with and without RFA jobs. Our findings demonstrate that UL distribution reduces with the rise in strength and intensity conveyed by IJs. Furthermore, the investigations also indicate a higher SIR level reducing the UL area. In addition, owing to improved ICI and IJs-I reduction, it was found that RFA results in higher UL coverage as compared with the No-RFA case.



Future extensions of this work are listed next



	
UL coverage can be further improved with inclusion of decoupled user associations. It can be used in conjunction with RFA to help in reduction of ICI and IJs-I.



	
In this paper, we have considered jamming to affect the wide band. However, jamming of only certain portion of the band may be investigated as a future work.
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Appendix A. Proof of the LT of (4)


The LT of interference received from MBS-tier,    L  I  M , A     s   , in A, is obtained as


         L  I  M , A     s   =  ( a )    E  I  M , A     exp  −  I  M , A   s    |  s =     r M β   Γ M    P  t , ν  UL                =  ( b )    E   I  M , A   ,   |  h l  |  2     exp  − s  ∑  l ∈  ϕ M      P  t , M     |  h l  |  2   r l  − β               =  c    E   I  M , A   ,   |  h l  |  2      ∏  l ∈  ϕ M     exp   − |   h l    |  2   γ ∘   Γ M   r M β   r l  − β               =  d    E  I  M , A      ∏  l ∈  ϕ M     E   |   h l    |  2    exp   − |   h l    |  2   γ ∘   Γ M   r M β   r l  − β               =  e    E  I  M , A      ∏  l ∈  ϕ M      1  1 +  γ ∘   Γ M       r l   r M      − β                 =  f   exp  − 2 π  ρ M    ∫   y   d 2       r l  d  r l    1 +      r l      γ ∘   Γ M    1 / β    r M      β                =  g   exp   − π  ρ M     γ ∘   Γ M    2 / β    r M 2    ∫       y     γ ∘   Γ M    1 / β    r M      2         d 2    γ ∘   Γ M  1 / β    r M      2       d u   1 +    u    β / 2           











Here, Step (a) follows the LT definition [3], Step (b) is obtained by substituting the value of    I  M , A   =  ∑  l ∈  ϕ M      P  t , M     |  h l  |  2   r l  − β    , into Step (a), Step (c) is approached by putting the value of s, Step (e) is approached by calculating LT of Step (d) with respect to   h j  , Step (f) is approached by using probability generating functional (PGFL) of IHPPP [33], Step (g) is approached by putting   u =      r l      γ ∘   Γ M    1 / β    r M      2    in Step (f). Finally, (4) is approached by calculating Gauss-hypergeometric approximation of Step (g).




Appendix B. Proof of the LT of (17)




         L  I   ϕ M  ,  A M c   UL    s  =  E  I   ϕ M  ,  A M c   UL    exp  −  I   ϕ M  ,  A M c   UL  s    |  s =     r M β   Γ M    P  t , ν  UL               =  E   I   ϕ M  ,  A M c   UL  ,   |  h l  |  2     exp  − s  ∑  l ∈  ϕ M      P  t , ν  UL    |  h l  |  2   r l  − β              =  E   I   ϕ M  ,  A M c   UL  ,   |  h l  |  2      ∏  l ∈  ϕ M     exp   − |   h l    |  2   Γ M   r M β   r l  − β              =  E  I   ϕ M  ,  A M c   UL     ∏  l ∈  ϕ M     E   |   h l    |  2    exp   − |   h l    |  2   Γ M   r M β   r l  − β              =  E  I   ϕ M  ,  A M c   UL     ∏  l ∈  ϕ M      1  1 +  Γ M       r l   r M      − β                = exp  − 2 π  ρ M    ∫   y    d 1        r l  d  r l    1 +      r l    Γ M  1 / β    r M      β               = exp   − π  ρ M   Γ M  2 / β    r M 2    ∫       y   Γ M  1 / β    r M      2         d 1    Γ M  1 / β    r M      2       d u   1 +    u    β / 2           








Finally, we obtain (17) by calculating Gauss-hypergeometric approximation of Step (f).
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Figure 1. HetNet with RFA and IJs in two-tier. MBS, SBSs, users and IJs follow IHPPPs. 
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Figure 2. Two-tier HetNet model with RFA. 
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Figure 3. UL coverage versus   Γ M   in   A M o  . 
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Figure 4. UL coverage against   Γ M   and   ρ J   in   A M o  . 
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Figure 5. UL coverage against radius for IJs distribution area, with RFA. 
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Figure 6. UL coverage against radius for IJs distribution area, without employing RFA. 






Figure 6. UL coverage against radius for IJs distribution area, without employing RFA.



[image: Electronics 09 01538 g006]







[image: Electronics 09 01538 g007 550] 





Figure 7. UL coverage against radius for IJs distribution area, with RFA. 
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Figure 8. UL coverage against radius for IJs distribution area, without employing RFA. 
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Table 1. List of acronyms.






Table 1. List of acronyms.





	Acronym
	Description





	IJs
	Intentional jammers



	HetNets
	Heterogeneous cellular networks



	SBSs
	Small base stations



	MBS
	Macro base station



	IJs-I
	IJs-interference



	UL
	Uplink



	RFA
	Reverse frequency allocation



	IoT
	Internet of things



	ICI
	Inter-cell interference



	NU-HetNets
	Non-uniform HetNets



	FFR
	Fractional frequency reuse



	SFR
	Soft frequency reuse



	DL
	Downlink



	NOMA
	Non-orthogonal multiple access



	5G
	Fifth-generation



	M-EUs
	MBS edge-users



	LT
	Laplace transform



	DDoS
	Distributed denial-of-service



	SIR
	Signal-to-interference ratio
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Table 2. Notation summary.
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	Notation
	Description





	  ρ M  ,   ρ S  ,   ρ u  ,   ρ J  
	IHPPPs of MBSs, SBSs, users,



	
	and IJs, respectively



	   Γ M   
	SIR threshold



	    d 1  ,  d 2    
	Radius of   A M c   and   A M o  ,



	
	respectively



	  ρ M  ,   ρ S   and   ρ j  
	Densities of MBSs, SBSs, and



	
	IJs, respectively



	  β  
	Path loss exponent,   ∀   β M  =  



	
	   β S  = β  , and   β > 2  



	  ν  
	Typical user



	    *   
	Denotes RFA employment



	   γ ∘   
	Ratio of    P  t , M    and   P  t , ν  UL   



	   γ 1   
	Ratio of    P  t , S    and   P  t , ν  UL   



	   γ 2   
	Ratio of    P  t , J    and   P  t , ν  UL   



	   γ 3   
	Ratio of    P  t , S  DL   and   P  t , ν  UL   
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Table 3. Simulation Parameters.






Table 3. Simulation Parameters.





	Parameter
	Configuration





	Channel bandwidth
	10 MHz



	MBS, SBSs, IJs
	IHPPPs



	Code iterations
	1000



	A
	   π × ( 500       m )  2   



	   ρ S   
	20/  π   ( 500      m )  2  



	   ρ M   
	4/  π   ( 500      m )  2  



	   ρ J   
	20/  π   ( 500      m )  2  



	Transmit powers of MBS,

SBS,  ν , and IJs
	45 dBm, 33 dBm, 20 dBm,

and 20 dBm, respectively
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