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Abstract: The Internet of things (IoT) has revolutionized the use of connectivity and has given
birth to new transmission technologies to satisfy the requirements of diverse IoT applications.
Low powered wide area networks (LPWAN) is one of those transmission technologies, and is
becoming exceptionally useful for IoT applications. The nodes use energy-efficient mechanisms
for long-range data transmission (10-20 km), lasting in hostile environments for years and making
them suitable for IoT applications such as environmental monitoring, automated billing systems,
smart homes, smart offices, and patient monitoring. However, LPWAN devices have minimal
resources, which makes it challenging to provide promising security to devices and data in the
network. In this paper, we discuss the security mechanisms used in current LPWAN technologies
along with their vulnerabilities and possible attacks on them. A detailed literature review is conducted
on existing solutions on the security of constrained IoT networks similar to LPWAN using different
networking frameworks. The reviewed literature is then compared based on various network
security measures addressed by them. In addition, the emergence of software defined network (SDN)
architecture for security in IoT is explained based on literature. Finally, the applicability of SDN in
LPWAN security, its opportunities, and challenges in implementation are discussed.

Keywords: LPWAN; network security; SDN security; IoT security; software defined networking;
Internet of things

1. Introduction

The smartification of our everyday life has increased the use of Internet of things (IoT) technologies
in almost every area. IoT devices provide sensing and transmitting capabilities via the Internet, and can
communicate seamlessly irrespective of the underlying technologies [1]. IoT devices are embedded
in fridges, microwaves, vehicles, medical devices, and almost every object in our daily use. Thus,
providing comfort and ease in our daily life.

New IoT applications are launched daily. The number of sensor devices in IoT networks are
expected to grow exponentially and have a revenue of approximately $2 trillion [2,3]. Most sensor
devices in IoT networks are battery powered and are expected to last for years. Hence, energy efficiency
is a key consideration in the design of IoT devices and associated transmission technologies.

Low powered wide area network (LPWAN) transmission technologies are commonly used in IoT
application for long-range communication. They are capable of transferring data up to 10-20 km with
minimal energy consumption, enabling the node lifetime of 8 to 10 years while providing data rates of
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100 bps—200 kbps [4]. These technologies are suitable for applications with low data rate requirements
where the nodes with limited energy are deployed in challenging terrains, and it is burdensome to
re-energize the nodes. LPWAN uses a star topology where the low-end sensing devices transmit data
to a gateway, from where it is forwarded to application servers.

While LPWAN technologies are getting popular for IoT applications, the security of LPWAN
networks remains a significant challenge as the end devices in the network are limited in
resources (memory, computation, battery), therefore, deploying state of the art computation-intensive
cryptographic algorithm is not possible [5]. LPWAN networks require a mechanism to offload
the computation of demanding tasks to a capable unit in the network. In order to fill this gap,
software defined networks (SDNs) have been emerging as a solution in providing adequate security to
constrained network environments such as LPWAN [6-12]. SDN decouples the control plane from
network devices and provides programmability in network control mechanisms. The controller acts as
a central entity and can communicate remotely to network devices while performing computations for
end nodes using OpenFlow [13] protocol.

In this paper, a detailed review of security mechanisms in LPWAN communication technologies
is discussed. The paper discusses the security vulnerabilities and possible attacks and their impacts
on various LPWAN technologies. Besides, an extensive literature review is performed for security
in IoT communication technologies to identify challenges and solutions for security in the IoT
environment. The reviewed literature is compared based on various security parameters addressed,
such as authentication, confidentiality, key exchange, and attack detection. The literature review
also identifies the possible shortcomings of the solutions discussed in the literature. Most of the
literature surveys [1,5,8,14-16] focus on partial solutions based on either traditional or software defined
networking (SDN) frameworks. In this paper, we have also discussed the applicability of the SDN
framework in IoT security by examining available solutions for different security parameters. How
SDN can provide flexible and robust security solutions in IoT, advantages, and challenges in SDN
security solutions are also discussed.

The remainder of the paper is organized as follows: Section 2 overviews the security mechanisms
of current LPWAN technologies. In contrast, the security vulnerabilities and possible attacks on
LPWAN networks are discussed in Section 3. Further, Section 4 discusses various solutions proposed
in the direction of strengthening security mechanisms in constrained networks such as LPWAN and
those solutions are compared based on the way they address security threats. Section 5 discusses the
applicability of SDN in LPWAN security, its challenges, opportunities, and advantages over traditional
networking frameworks. Finally, Section 6 concludes the paper.

2. Security in Current Low Powered Wide Area Network (LPWAN) Technologies

As mentioned in the previous section, LPWAN is becoming exceptionally convenient with
IoT applications. As the use cases of LPWAN rise, it becomes imperative to assess the security
mechanisms of these technologies. Various transmission technologies come under the spectrum of
LPWAN, and different LPWAN technologies use different frequencies and transmission mechanisms
for communication. Hence, they all have their own set of features and security mechanisms for data
authenticity, confidentiality, and integrity. The following subsections discuss the security mechanisms
of various LPWAN communication technologies in detail.

2.1. Weightless

Weightless is backed by a UK company, Neul, recently acquired by Huawei. The technology is
described in a set of three standards which were developed by a non-profit standard organization
“Weightless SIG” [17]. The three standards are Weightless-N, Weightless-W, and Weightless-P.
Weightless-N uses ultra-narrow band (UNB) on a sub-GHz spectrum and has a range of several
kilometers. Weightless-W operates in television whitespace spectrum for communication. Weightless-P
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uses a narrow band with TDMA and FDMA. In addition, it uses energy-efficient modulations with an
adaptive data rate.

Weightless-P [17,18] has considered data security and integrity by providing AES 128/256 for
encryption and node authentication. However, the nodes use the same shared key throughout their
lifetime. No session key mechanism is provided in the network; a secret key leak because of a physical
attack in the network can lead to a breach of all the data transmitted by a node (no forward secrecy) [19].

2.2. Sigfox

Sigfox is a French network operator established in 2009 and targets wireless connectivity of
low powered devices. Sigfox uses a proprietary ultra-narrow band (UNB) with limited uplink
connection [20]. Sigfox can achieve maximum data rates of 100 bps with a maximum payload of
12 bytes and up to a range of 10 km. It uses a stored symmetric key to authenticate the node and uses
sequence numbers to avoid replay attacks. These sequence number counters are auto-incremented
with every message and reset in one month with 140 messages/day. The integrity of sequence number
is confirmed by using a message authentication code (MAC) which is sent with the data packet.
Sigfox does not provide message encryption by default. However, depending on the application,
customers can either use their end to end encryption mechanism or they can use the end to end
encryption solution provided by Sigfox. Figure 1 shows the checks performed in Sigfox during
message transmission.

Node Gateway Backend Application
Message
(Payload, Seq_no, Hmac,
Device Id, CRC)
CRC Check
Message
1

HMAC calculation
and comparison.
Sequence Number
check

Message

Figure 1. Sigfox message transmission process.

2.3. Narrowband-IoT (NB-IoT)

NB-IoT is standardized by the third-generation partnership project (3GPP). It is a cellular network
technology that uses Long Term Evolution (LTE) spectrum for data transmission. The design goal of
this technology was to include low-cost devices, long-distance coverage, long battery life, and a huge
scale [21]. NB-IoT inherits the security mechanisms for confidentiality and authentication from LTE
networks. The perception layers are prone to different kinds of attacks on confidentiality, integrity,
and authenticity of data [22]. LTE provides symmetric encryption and signing mechanisms to prevent
a data breach, and uses SIM cards to authenticate and identify devices in the network [23].
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2.4. DASH7 Alliance Protocol

It is a wireless protocol designed for low power application such as sensors and active RFID
networks and operates on sub-GHz ISM band [24]. DASH? has three device classes: Endpoint Class,
Sub controller Class, and Gateway Class. DASH7 uses AES symmetric key cryptography for
confidentiality and node authentications in the network. The secret key is stored in the node
file system prior to the deployment and remains the same throughout node’s lifetime similar to Sigfox.
Hence, it is prone to the same attacks as Sigfox.

2.5. LoRaWAN

LoRaWAN [15] is a MAC layer protocol created by the LoRa Alliance for battery-operated
wireless devices. It operates on LoRa for physical layer characteristics and aims to provide support
for mobility and secure communication [25]. LoRaWAN provides both authentication and data
security. Keeping node resources under consideration, symmetric key operations are used for node
authentication and data confidentiality. In LoORaWAN, when the node tries to join the network for the
first time, a join procedure is initiated. There are two types of activation procedures in LoRaWAN:

1.  Over-the-air activation (OTAA): In this method, every node uses its 128-bit Appkey (given to the
node at deployment time). The Appkey is used to calculate a four-byte message integrity
check (MIC) code to sign the join request [26]. Figure 2 shows the procedure for OTA
activation in LoRaWAN. Mac = aes128_cmac (AppKey, MHDR | AppEUI | DevEUI | DevNonce)
MIC = mac[0..3] AppEUI is unique to the owner, and DevUI is unique to the device; they act as
identifiers for the application and the end device, respectively. DevNonce is a random number
sent by the device to avoid the replay of the packet. In the first step, the source node sends a
join request to the network server. To minimize computation source node does not encrypt the
join request. Upon receiving the join request, the network server checks the MIC for message
integrity, and it checks the DevNonce if it has already been used previously. Further, the server
responds with join accept which is encrypted with AppKey by using the decrypting module of
AES, which can be decrypted using the encrypt module of AES. Using only a decrypt module
in the device makes it possible to load only one module in the end node. The MIC for join
accept is generated with appkey [26]. Mac = aes128_cmac(AppKey, MHDR | AppNonce | NetID |
DevAddr | RFU | RxDelay | CFList) MIC = mac[0..3] AppNonce is a random number generated
by the server to produce AppSKey and NwkSKey, i.e., application session key and network
session key, respectively [26]. NwkSKey = aes128_encrypt(AppKey, 0x01 | AppNonce | NetID |
DevNonce | pad16) AppSKey = aes128_encrypt(AppKey, 0x02 | AppNonce | NetID | DevNonce
| pad16) When the end node gets the join request from the server, it calculates the session keys
with the above-explained procedure. Figure 2 shows the OTAA procedure of LoRaWAN and its
message sequence.

2. Activation by personalization (ABP): In ABP, the nodes are deployed with secret keys, and they
can directly start transmitting data without any registration procedure. This process saves time
and energy; however, it is considered to be less secure as the same key is used for the lifetime of
the node [27].

Once the nodes join the network by either of the two procedures, the upcoming messages are
encrypted, and MIC is calculated using the combination of network and application key, as shown in
Figure 3.

LPWAN communication is one of the most effective communication technologies for long-range
transmission. As discussed earlier, there are different technologies from different vendors available in
the market which are capable of providing effective long-range communications. As all the LPWAN
communication technologies are provided by different vendors, each one has different security measures
available for their devices and users. Table 1 shows a summary of the security mechanisms used by
various LPWAN technologies.
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Figure 2. Over-the-air activation (OTAA) join procedure LoRaWAN.
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Figure 3. Encryption and message signing in LoRaWAN.

Table 1. Security features and vulnerabilities in low powered wide area network (LPWAN) technologies.

LPWAN Authentication Confidentiality Replay attack Session ¥(ey Vulnerabilities/Possible Attacks
Technology Countermeasure Mechanism
. NB-IoT Sim card misuse in
NB-IoT ?1 E;}fg LFffeiEZZE rtrll(sm - Not Available 4G [22]. Jamming, hidden
channel communication [28].
Eavesdropping, replay
Yes. Session kevs attacks [29], wormhole attack,
AES-128 . . ©5. DEssIon Key device key compromise [30],
LoRaWAN . AES-128 bit encryption ~ Frame Counter can be generated .
bit MAC over the air packet forging [22].
Jamming, hidden channel
communication [28].
. AFES-128 By .default None Sequence - RePlay attack?, [22],
Sigfox bit MAC (Optional: AES-128 Number used Not Available security mechanisms left
bit encryption) optional for users [31].
. AES-128 AES-128/256 Data Frame . Jamming, eavesdropping,
Weightless bit MAC bit encryption counter Not Available sniffing attack [32,33]
AES-128 AES-128 with . . Eavesdropping, sniffing attacks,
DASH? bit MAC counter mode Not Available Not Available jamming attack [33]
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3. Security Vulnerabilities in LPWAN

Sigfox is one of the most popular transmission technologies in LPWAN, in [34] a security
assessment of Sigfox is done, and vulnerabilities are discussed. It is highlighted that it lacks end to
end security from sensors to users which can cause hindrance in the use of Sigfox in applications with
sensitive data. A detailed security analysis of LPWAN technologies is performed in [35]. LoRa, Sigfox,
NB-IoT, and DASHY are discussed and compared considering their applications in IoT. Possibilities of
a range of attacks are explained on LPWAN transmission technologies using the example of LoRaWAN.
In [36], vulnerabilities of LoRaWAN procedures against DDoS attacks are explained.

It is also argued that LoRa devices are prone to physical attacks which can be used to get the
secret keys from the devices, making the device untrustworthy [37]. In addition, in the encryption
process, the transceivers of end devices are used, and the microcontroller does not know the keys used
in the process, this makes it possible to send fake data from the devices using Universal Asynchronous
Receiver/Transmitter (UART) pins of the transceivers [38]. LoRaWAN provides a prevention mechanism
against replay attacks of join requests, but there is no mechanism for the prevention for a replay to join
accept messages [38]. A replay of a join accept message can cause ambiguity in the network as there is
no way for end nodes to find out the legitimate sender. Using fake join accept messages, an attacker
can redirect the traffic towards a fake gateway, resulting in a blackhole attack on the network. Table 1
provides an overview of the existing vulnerabilities and possible attacks on a few existing LPWAN
technologies along with the existing security mechanisms.

The author in [27] has explained attacks and their impact on both LoRaWAN activation techniques.
According to the author, the attack tree shown in Figure 4 explains the possible attacks on LoRaWAN.
LoRaWAN's ABP activation has been considered flawed due to the usage of static keys [39]. In ABP
activation the keys remain the same even if the device is reset, as unlike OTAA, ABP does not have any
join procedure for session key generation. There is also a probability of replay attack on LoRaWAN
network. If the attacker captures the packets before the counter resets, moreover, it starts transmitting
the captured packets after the sequence number counter resets again. The network server will not be
able to identify the replay packets as it is signed by a valid key and has a valid counter. In [27], it has
been shown with an experiment that a replay attack is possible in LoRaWAN if the attacker gets the
highest counter value of the node. A detailed analysis of possible attacks and their impacts on the
communication layer is discussed in [28,33,40] and summarized in Table 2.

Constrained IoT networks such as LPWAN are susceptible to various other attacks as discussed by
authors in [41-47]. Figure 4 shows the possible attacks on IoT and LPWAN networks with constrained
node environment and studies conducted by various researchers.

loT Network Breach

A 4 4 \ 4

Breach of . Breach of

Confidentiality Breach of Integrity Availability
* v v v v v

Sniffing ) .
. e Spoofing/ Denial of )

Eavtiars‘ctl:;p:,:ir:’gdlleMaa [Data modlflcatlonj [ Impersonation ] [Service(DoS/DDoS)] [ Replay Attacks j[ Jamming Attack j
[[27][28][33][40][4SD [ [27][45](38] ] [ [33](37][46][47] ] [ [27]128]33][36] ] [ [27133]38] ] [[28][3[34]?[“]“;‘]‘[4“]1][4ﬂ

Figure 4. Attack tree for LPWAN and Internet of things (IoT) networks.
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Table 2. Possible attacks and impacts on LPWAN communication layer [28,33,40].

Communication Layer attack Impact on Network Possibility
Jamming attack Very High High
Sinkhole attack High Medium

Wormbhole attack High Medium
Hello Flooding attack Moderate Medium
Man in the Middle attack (MITM) High High
Sybil attack High Medium
Duty Cycle Manipulation High -

4. Literature Analysis

4.1. Security with Traditional Networking Architecture

Security in constrained IoT networks has been a challenging task for researchers, and a
considerable amount of work is being conducted for security provision to constrained IoT networks.
The literature covers multiple security aspects such as the authenticity of data and the sender, integrity,
and confidentiality of the data. In this section, we discuss the different approaches and frameworks
used by researchers to address various security measures in constrained networks.

In [48], Datagram Transport Layer Security (DTLS) with 6LowPAN, compression for the
constrained devices are taken into consideration to reduce the header size of DTLS to fit in
802.15.4’s maximum transmission unit (MTU). The compressed DTLS is linked with 6LowPAN’s
standard mechanism for security. This scheme gives the ability to implement a complicated security
mechanism in constrained nodes, as by compressing, we can reduce the size of the header information.
The compression of the data will reduce bandwidth consumption. However, the compression is still to
be performed by the end nodes. Swapped Huffman tree coding is used in [49] to compress and encode
(encrypt) the data with a secret key. This technique is very lightweight but it may not be very resilient
against sophisticated attacks on the data, as the encoding patterns can be analyzed and plain text can
be deduced by collecting enough data.

In [50], aload relieving scheme for the nodes is proposed, where each node can share the processing
burden for encryption with a set of assisting nodes. This scheme can enable the nodes to overcome the
problem of limited resources by combining the resources of multiple nodes. However, this scheme
can lead to complications with maintaining the integrity of the data that is being shared among the
nodes. It can also lead to an increase in the duty-cycles of the nodes in the network, which will lead to
high power consumption. In a similar approach, Naoui, S. [51] uses a proxy-based encryption scheme,
where the nodes distribute the processing overhead of encryption with the proxy nodes. The nodes
select trusted proxy nodes and distribute their encryption load between them to save energy. It is
assumed that the proxy node and the end nodes have a secure connection, which is challenging to
provide in constrained node networks. However, the process to find trusted nodes to perform the
encryption and to maintain the integrity and authenticity of the data is itself a very challenging task to
perform at end nodes. Power adaptive encryption is introduced for solar-powered wireless sensor
networks in [52]. The technique switches between symmetric and public-key cryptography depending
on the urgency of energy saving in the node. The scheme is focused on the solar-powered nodes so
public-key cryptography can be used, and it is assumed that power is not a significant concern.

Researchers have also tried to modify the well-known encryption techniques for constrained
nodes in IoT by minimizing the processing overhead of well-known cryptographic algorithms.
The Blowfish encryption algorithm is implemented in [53] for data encryption in the constrained
devices. Blowfish may give adequate data confidentiality and faster calculation of ciphertext.
However, it requires hardware capability to perform the data encryption, and there are higher memory
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requirements for its long key setup [54] proposed attribute-based encryption (ABE) based on elliptic
curve cryptography (ECC) rather than bilinear Diffie-Hellman pairing. The recommended encryption
is no-pairing ECC-based ABE, suitable for constrained devices and to secure the communication in the
network. The authors claim that the proposed encryption has lower overhead than key-policy ABE and
ciphertext-policy ABE. In [55], the authors proposed a cypher-policy ABE using some precomputation
techniques. The basic idea is to pre-compute and store the data obtained from expensive operations
to decrease the computation for ECC. This scheme can save a significant amount of processing costs.
However, the precomputation data requires memory to be stored in the node.

In [56], prevention against side-channel attacks in existing LEA (lightweight encryption algorithm)
is proposed. LEA was standardized in South Korea in 2013 for IoT devices. LEA is a block encryption
algorithm, used to provide confidentiality in a constrained environment. It uses addition, rotation,
and XOR operations and does not use S-Box lookup like AES. To prevent the side-channel attack
in LEA the bit pattern of the original pattern is changed, and information of the change is kept in
the extra four bytes to decipher the data. By doing this, the differential power analysis used for the
side-channel attack becomes useless. However, removing the S-Box may lead to a decrease in the
strength of encryption. In [57] modification in AES operations are made to make it more dynamic
and energy-efficient. The session keys and AES S-Box are updated periodically in LoORaWAN devices.
The results of experimentations in the paper show that with proposed AES operation modifications
LoRaWAN devices can preserve 26.2% energy for standard LoRaWAN operations.

Symmetric key encryption is relatively lightweight when compared with public key encryption
techniques, but there have been attempts to embed crucial public cryptography to constrained IoT
networks. The authors in [58] proposed a multi-key exchange using elliptic curve cryptography
operations, and an encryption key for the exchange of session keys between the nodes. The proposed
protocol is claimed to be capable enough to handle 40 sessions at a time, and the authors argue that the
protocol is suitable for IoT operations. However, ECC requires rigorous calculations, and nodes in IoT
are not very efficient in doing heavy processing for data encryption.

In addition to data confidentiality, node authenticity is an essential factor in ensuring legitimate
data in IoT networks. As the number of nodes can be very high, and the authentication of those nodes
is a challenging task. Roselin, A.G. [59] proposed an authentication technique for the end node’s
verification by using MAC messages. The proposed algorithm uses the symmetric key without a
pre-shared key. They have used four flights (stages) for establishing the authentication and session
keys. Each flight uses existing information (PAN ID, node ID) to derive a new key. The authors claim
that the authentication is practical and lightweight, but it has a long process of registration of the nodes
and four tiers of key calculations from the edge routers.

In [60], the authors proposed a scheme for a secure joining of the LoRa nodes in the networks.
As there are so many loopholes in the current joining procedure, the authors introduced a dual
key-based joining process for the new nodes in the network. They also claim that they can update
the shared key in the initial deployment to enhance security. The proposed algorithm will take more
energy because two keys are preloaded, and both session keys are calculated separately from different
keys, which is a reasonable trade-off for better security. However, this scheme is limited to only LoRa
nodes. In [61], a root key update mechanism for LoORaWAN is proposed. A two-step key derivation
function using the rabbit stream pseudo-random number generator is used to derive and update the
root key. The root key is used to generate session keys for data transmission. According to the authors,
the proposed key update mechanism requires fewer resources in comparison to the hash-based key
derivation mechanism, which is currently being used by LoRaWAN.

Considering the security vulnerabilities in current LoRaWAN standards, You, I. [62] proposed a
six-step joining procedure for LoORaWAN devices. The algorithm has two options: Default option (DO)
and security-enhanced option (SEO). In DO, the device follows six steps to register; in the first two
steps, network server and end device authenticate each other. In the remaining four steps, application
server and end devices get authenticated. The SEO option is used to save the network from the
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impersonation of a network server. The node communicates with the application server by signing
the message with its private key to prevent any modification from an impersonator. The algorithm
increases the number of transmissions to twice as many as the original LoRaWAN operations; this can
shorten node energy significantly with each join operation.

In [63], a key generation and refreshment mechanism for LoRaWAN communication devices are
proposed. The mechanism works in seven stages to generate AES128 keys for devices. (1) Channel
probing: The devices communicate with gateway and stores received signal strength (RSSI),
signal to noise ratio (SNR), and packet counter value at both parties. (2) Measurement preselection:
Gateway analyzes the RSSI and SNR, and the gateway select only the values that match with antenna
configuration. (3) Measurement match: The end device performs a measurement calculation based
on uplink message information received from the gateway in order to achieve no packet drop.
(4) Precorrection: The correction of synchronization measurements are performed in this stage using
cosine transformation. (5) Quantization: The received measurements are converted into key bits.
(6) Reconciliation: The errors in calculated bits are corrected in this stage. (7) Privacy affiliation:
To remove the possibility of key information leak, SHA256 is used for final key generation. The authors
state that security keys can be regenerated every three hours by using this scheme. However,
no analysis of the energy consumption is performed. As the process requires end nodes to perform
several calculations, it most probably will have an adverse effect on the node lifetime. Han, B. [64]
follow a similar approach to generate keys for LPWAN devices with a four-step procedure: (1) channel
probing; (2) reconciliation; (3) quantization; and (4) privacy affiliation. The authors have used signal
strength sequences to quantize into a secret key. A two-step quantization mechanism is used. In the
first step, the RSSI sequence is converted into binary bits. In the second step, a level crossing algorithm
is used to generate an initial sequence of the secret key. As the key agreement requires the end nodes
to probe and collect channel information to generate the keys, there can be probable negative impacts
on node lifetime. The authors have not done any analysis of the energy consumption of the scheme.

A key management and update mechanism is proposed in [65] for LoRa devices. Elliptic-curve
Deffie-Helman (ECC-DH) is used for key agreements, and a hierarchical deterministic (HD) wallet is
used for key management in the system. Server and the devices generate a public and private key
pair in their HD wallet using BIP32 algorithm [66]. After the key pair generation, the end devices
register themselves to the server by sending their public keys. The server generates a root key pair
based on the information received from the device and stores it for communication. The mechanism
uses ECC-DH for a key agreement after receiving the public information from devices in the network.
The proposed mechanism enables the devices to update the security keys for better security. The key
generation mechanism adds communication and procession overhead by using eight-step for key
generation. However, the authors argue that it is a reasonable trade-off for the security of the network.
LPWAN networks are vulnerable to attacks like identity theft or impersonation of legitimate nodes.
These attacks can cause substantial damage to the authenticity of nodes that are transmitting data to
users. It becomes essential to have a robust attack detection mechanism.

There are many attempts in constrained network environments to minimize the effect of these
attacks by identifying the devices for early detection of an attack and for taking the necessary actions.
The authors Rasmussen, B.K. and Xu, Q. in [67,68] discuss the usability of node fingerprinting for security
in a sensor network. The approach in [69] uses the time difference between the acknowledgement and
authentication packets to create a fingerprint of the nodes, in [16,70] neighbor information is used to
create fingerprints and to identify clones in the network. In [71], “GTID” is proposed for device type
fingerprinting. It has four components: Feature extraction, signature generation, similarity measure,
and enroll. GTID primarily relies on inter-arrival time (IAT) of the packets from devices and generates
their fingerprint based on the traffic rate distribution of devices. Once the signatures are generated,
they are used to train artificial neural networks and patterns are registered to add the devices to
the network.
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In [72], the authors introduced the “PARADIS” technique, which uses the defects in hardware
to identify the nodes. Differences in individual frames in the modulation domain are analyzed,
and machine learning classification tools are used to identify the end nodes. Deviation in the
clock skews of transmitting devices to create fingerprints to identify the devices is proposed in [73].
The authors in [74-76] have used radio frequencies to create device prints. In [77], the authors used the
preamble of the signal to generate node fingerprints to identify impersonators in the network.

A node identification based on radio signal irregularities is proposed in [78]. Authors have
proposed an identification mechanism for nodes based on their signal irregularities of nodes.
The receiver fingerprints every node based on attributes like frequency offset, I-Q imbalance, DC offset
channel information. On top of these attributes, a neural network is trained to identify the nodes in the
network. No secret key is to be stored in the nodes for authentication. All the processing is performed
by the gateway. Although no key is required for authentication, the secret key will be needed for secure
data transmission. In [79], a machine learning-based node identification mechanism based on physical
unclonable functions (PUF) is suggested. PUFs are values that are generated due to the irregularity
of the manufacturing of electronic chips. The authors first proposed a cloning mechanism of PUF,
and then a machine learning classifier is trained for detection of cloned PUFs with an accuracy of 96%.

4.2. Security with Software Defined Architecture

The constrained nodes restrict the use of advanced cryptographic mechanisms for security in
LPWAN. As discussed in the previous subsection, there have been numerous attempts to enhance
security in constrained networks. However, to implement state-of-the-art security in LPWAN
communication, we need to transfer the computation’s extensive tasks to a capable entity in the
network while maintaining the efficiency of security mechanisms.

SDN has been an emerging framework in networks security. Its decoupled architecture
provides the flexibility of rapid implementation of the dynamic mechanism. The data plane of
the network is separated from the control plane and can be managed in a generic manner instead
of being vendor-specific [14]. The network programmability [13,14,80-86] provides the opportunity
to implement robust security measures that can adapt to the changing network requirement in
LPWAN:-based IoT networks.

SDN has been applied and tested in multiple attempts and has proven its effectiveness in various
aspects of network security. Jun Wu et al. [87] proposed a hierarchy-based framework for the higher
security of wireless sensor networks. Detection of attacks is divided into two parts, sensor end and
base station end. The sensor nodes perform low-level detection with basic rules that require less
computation. The base station performs detection with sophisticated rules with higher computation
requirements. Once the detection is done, SDN and network virtualization are used to mitigate
the attack on the network. As the involvement of sensor nodes in detection will require the active
participation of sensor nodes, they will require to gather data and use decision-making algorithms
to detect attacks on the network. Sensor nodes are energy constrained; the more they participate in
the detection mechanism, the more energy is consumed. Hence, the node lifetime will be shortened
because of the detection mechanism.

An authentication mechanism in a heterogeneous environment is being suggested in [88].
The technique is divided into three phases: (1) Gateway public key certification; (2) thing registration;
(3) authentication phase. The gateway is certified by the controller in the first phase; in the second
phase, end nodes register their identities to the controller using the controller’s public key with ECC.
The third phase is for node authentication, where the node’s public key is used to send encrypted
data to the end node. The controller is powerful enough to perform the complicated operations of
ECC. However, it is not very efficient to perform such rigorous calculations at the end nodes with
limited resources.

A lightweight security mechanism was proposed for the smart building [89,90]. Mutual authentication
between the SDN controller and sensors is proposed. Controller and devices share a secret key before
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any communications. In the first phase, the device authenticates the controller, where devices generate
anonce and send it to the controller with its ID. The controller calculates Hash Message Authentication
Code (HMAC) on receiving the nonce and data using the secret key and sends it to the end node.
Finally, the end node again calculates the HMAC on its end to compare and verify the authenticity of
the controller. Nodes are verified by the controller, in the same manner, using nonce and secret key.

In [91], attack detection on network nodes is proposed by traffic monitoring. SDN controller
continuously monitors traffic patterns from nodes and uses learning modules from stored attack
models. An anomaly in traffic pattern is detected using a machine-learning algorithm to identify an
attack on the network. The authors in [86] proposed a secure architecture for IoT using the “black”
network, an SDN controller, and a key management registry. The black network is used to add privacy,
the key registry is used for key management, and SDN controllers are used for secure routing in the
network. IoT SENTINEL [92], is proposed as a system that can identify the types of devices connected
and enforce the rules to minimize the damage from node compromise. Device fingerprint is created
by using previous network traffic. SDN controllers are used to identify the fingerprints of the new
devices and enforce security rules on them. Using only traffic data for device fingerprinting can cause
errors in the classification and identification of the devices; multiple criteria should be used to identify
devices instead.

In [93] an energy efficient blockchain and SDN-based architecture is proposed for security in
IoT networks. The architecture uses cluster structure to increase the manageability of the network,
each cluster is an SDN domain, and the SDN controller acts as a cluster head. The SDN controller
is responsible for activation of end devices and enforcing the policies in the domain. The SDN
controllers of all the clusters form a peer-to-peer blockchain-based connection for secure transactions.
The computations are transferred towards the SDN controller to avoid energy drain of IoT devices in
the network.

In [94], a prevention mechanism against Man in the Middle attack is proposed by using SDN
framework. The proposed mechanism uses a proxy as a traffic security upgrader. The proxy converts
the HTTP traffic into HTTPS. By using a proxy, the mechanism offloads the processing from end devices
to a different entity and avoids energy consumption at the end node. The SDN controller is used as
the traffic redirector. It redirects the traffic to proxy if it requires the security upgrade, or lets it pass
directly to the routers and further to the servers.

A DDoS attack prevention mechanism is proposed in [95]. The proposed mechanism uses cloud,
SDN framework, and machine learning for attack detection. A semi-supervised machine learning
algorithm is used for blacklisting of malicious nodes and filters the traffic using OpenFlow switches
and SDN controller. Similarly, SeArch, an SDN-based intrusion detection mechanism for cloud-based
IoT networks is proposed in. [96].

In another attempt against DDoS attack on IoT networks, Luo, X. [97] uses SDN-based honeypots.
The SDN controller is used to mimic IoT nodes in the network to lure the attackers. In addition,
moving target defense (MTD) is implemented with the SDN controller. The SDN controller changes the
address of the devices while mapping it to their original addresses, making it difficult for the attackers
to find the active devices to attack.

In [98], SDN controller is used to enforce security policies in IoT networks. The proposed system
profiles the security of various devices based on their attributes. To enforce security profiles in
network, features of the SDN framework are used for fine-grained control. Authors in [99] leverage the
decoupled architecture of SDN. They suggest potential mechanisms for detection and countermeasures
against different attacks on IoT networks.

Table 3 shows the overview and comparison of solutions discussed in this section based on various
security measures addressed.
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Table 3. Comparative analysis of existing security solutions.

12 of 24

Security Aspects Covered

Paper Name Proposed Solution Shortcomings
Authentication  Confidentiality Key Exchange Attack Detection
SwaPped Hgffmgn tree Swapped Huffman tree The encryption is weak against
coding application for
low-power wide-area encoding is used for - v - sophisticated attacks like
netwcli)rk (LPWAN) [49] compression and encryption. pattern analysis.
Cooperative The load distribution between L o
. . . . Data division and joining can be
Ciphertext-Policy the nodes is done to divide the . .
. . . - v - - a complicated scenario, can cause
Attribute-Based Encryption encryption task amongst . o .
. integrity issues with the data.
for the Internet of Things [50] the nodes.
Implementation of data Blowfish symmetric key ?&Z:isgslsl_clgr‘}:;izei {le(t:sr
encryption for the Internet of  algorithm is implemented on a ; v ) ) much merﬁor tos t01,‘e the ke
Things using Blowfish field-programmable gate ory Y
h setup, giving AES an edge
algorithm on FPGA [53] array (FPGA). ’ .
over Blowfish.
A lightweight attribute-based No pamng attr1but?—based ECC has complicated operations
encryption (ABE) using ECC
encryption scheme for the rather than usine the - v - - for encryption that may exhaust
Internet of Things [54] re EY the nodes faster.
Diffie-Hellman pairing.
Lightweight Attribute-Based Use pre-computed data to :
Encryption for the Internet of perform encryption to - v - - The pre computed. data can
Things [55] save time. occupy lots of space in the node.
. Public key encryption is
Secure and efficient data iden tif iils)ilg i;ef}ll‘ ;srtl;iuc ture considered a
transmission in the Internet . Y v v - - computation-intensive algorithm
. interface to make them both .
of Things [100] work together. and hence would drain the
8 ) battery of IoT nodes.
TTP Based High-Efficient ECC is complicated and
Multi-Key Exchange Use of ECC for key exchange. v v v - energy-consuming for

Protocol [58]

IoT devices.
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Authentication  Confidentiality Key Exchange Attack Detection
An improved LEA block The proposed algorithm
encryption algorithm to Prevention mechanism from v } B removed S-box lookup,
prevent a side-channel attack  side-channel attacks on nodes. which might decrease the
in the IoT system [56] cipher strength.
Lightweight Authentication . The process 1s lengthy and
Protocol (LAUP) for Proposed a four-step time-consuming, as it takes four
6LOWPAN Wireless Sensor procedure to establish v v v - stages to calculate the session
Networks [59] authentication and session key. keys from information from
: previous stages.
Enhancing the security of the Proxy-based encryption . . .
IoT LoRaWAN scheme for distributing the v v v - Itis Challen.glng to find trusted
. . nodes in the network.
architecture [51] processing load.
Different keys are loaded to
A Dual Key-Based Activation S generate network and
Secure joining procedure for S .
Scheme for Secure LoRa nodes v - 4 - application session key.
LoRaWAN [60] ’ However, this scheme is only
limited to LoRa nodes.
Experimental Investigation The process requires end nodes
on Wireless Kev Generation A key generation and key to perform several calculations,
for Low-Powei’, Wide-Area refreshment mechanism for v - v - it most probably will have an
Networks [63] LoRa devices. adverse effect on the
node lifetime
An Improved Secure Key A key management and update The key generation mechanism is
Management Scheme for mechanism based on ECC for v - v - long and may put overhead on

LoRa System [65]

LoRa devices.

the network nodes.
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Paper Name Proposed Solution

Security Aspects Covered

Shortcomings
Authentication  Confidentiality Key Exchange Attack Detection
A Hierarchical Security Sensor nodes are also
Framework for Defending SDN is used for multi-stage participating in attack detection.
Against Sophisticated attack detections in - - - v This can cause overhead on
Attacks on Wireless Sensor the network. constrained nodes of
Networks in Smart Cities [87] the network.
Identity-Based Three-stage node Constrain nodes have to perform
Authentication Scheme for authentication using (4 - - - a computationally extensive
the Internet of Things [88] SDN controller. process of ECC.
The proposed algorithm can use
SDN controller as a central key
management authority.
. . Mutual authentication scheme However, the number of
Software ]:.)eﬁ.ned Intelligent between SDN controller and v v v - operations the end node is
Building [89] .
sensor nodes. performing is the same as a
LoRaWAN, and the effect of
energy consumption due to
operations is not analyzed.
The proposed approach is an
52 Net: A Security o extension of Xu, R.Y. [89].
Mutual authentication scheme However, the number of
Framework for Software between the SDN controller v v v
Defined Intelligent Building

Networks [90] and sensor nodes.

- operations for end nodes remain
the same as the previous scheme.
Hence the drawback of energy
consumption remains the same.

The attack on end nodes is
detected by continuously
analyzing network traffic with
the SDN controller.

Dynamic Attack Detection
and Mitigation in IoT using
SDN [91]

The experimentation conducted
is only focusing on denial of
service (DoS) type attacks on the
v network. Other types of attacks,
such as impersonation attack and
injection attacks are not tested
in experiments.
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An amalgamation of traditional

Security Aspects Covered

Authentication  Confidentiality Key Exchange

Shortcomings
Attack Detection

A Secure IoT Architecture for
Smart Cities [86]

TIoT SENTINEL: Automated

and SDN framework is used to
provide holistic security with
the network providing
confidentiality,
identity management,
and attack detection.

The architecture addresses key
v aspects of security. However,
it still lacks mobility support of
the nodes in the network.

Device-Type Identification
for Security Enforcement in
ToT [92]

Device identification based on
data attributes in the network.

Using only traffic data for device
v fingerprinting can cause errors in
the classification and

identification of the devices.
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As Table 3 illustrates, the SDN architecture has been proven to be effective on various security
parameters. Although there are split opinions about SDN to be used in security, SDN brings in novel
and effective aspects for security in IoT and other constrained network environments. In light of the
findings from the literature about the possibilities of SDN in IoT and constrained network security,
the next section explores the opportunities and challenges SDN brings to the table.

5. Challenges and Opportunities for Software Defined Network (SDN)-Based Security in LPWAN

The literature shows various attempts in the direction of enhancements in security for constrained
node networks, with and without the use of SDN architectures. There have been numerous attempts
to enhance the network architecture for the security of IoT networks such as LPWAN. However,
traditional network architectures take a long time to adapt to the changes in the network, and the
novel approaches are challenging to implement quickly as the underlying devices are not very open
to modifications.

In addition, the literature also shows various attempts of using SDN architecture for security in
IoT or constrained networks with similar conditions as LPWAN. SDN has proved to be effective against
various attacks such as DoS, DDoS, impersonation attacks [91]. Also, SDN has proven effective with
other security challenges like node identification, authentication, node classification, and intrusion
detection [86,89,90,92-99]. Table 4 shows an overview of applicability of SDN in various security
domains shown in literature.

Table 4. Software defined network (SDN) applicability in various security domains.

Literature Focused Area for Security

Prevention against various attacks such as DoS, DDoS, MIMT, flooding attacks

[86,87,91,92,94,95,97,99] on network by using SDN controller.

Authentication of nodes in the network by using SDN controller as central

[86,88-90,93,98] entity of key distribution or by using attribute-based node authentications.

[89,90,93] Key exchange and node activation with SDN controller

Unlike traditional networking architecture, SDN provides flexibility to the network administrators
to change the policies on the fly, monitor the dynamics of the network, recognize the attack patterns,
self-learn, and self-heal using algorithms. Thus, SDN makes it easy to implement new techniques and
develop algorithms on top of the control plane [101].

SDN uses an open architecture for viewing and controlling the network. Applications can be
developed on top of the control plane as per the requirement of IoT networks. For example, in smart
home IoT or industrial IoT, applications can be developed to provide a higher level of security such as
behavioral intrusion detection. SDN has several advantages over the traditional networking paradigm.
SDN comes with great opportunities and some trade-offs. We further discuss the pros and cons of
SDN-based security mechanisms [102].

5.1. Opportunities with SDN in LPWAN Security

SDN brings some promising factors into the security of nodes in LPWAN networks. SDN features
have been used for different areas in networking such as network management, traffic engineering,
load balancing, and routing. How these features can be used for security in LPWAN is discussed below:

1. Global-view: SDN provides a complete view of the network to the controller. This property
can be used as very effective in defending IoT networks against multiple attacks. The controller
can monitor the activities of all the end nodes at the switch level. Various machine learning
techniques can be implemented at the controller to perform packet inspection to classify the
traffic. Anomaly detections mechanisms can be used at the controller to point out the malicious
behavior of nodes in an IoT network.
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2. Early stage attack detection: With advanced machine learning techniques at the controller,
network attacks can be detected in the early stages. The controller can redirect or block the
malicious traffic on the network devices, and prevent IoT application servers from failing to
provide services. This property of SDN also puts it forward as a substitute for efficient middleware
in IoT networks. In recent advancements, machine learning and artificial intelligence (AI) have
been used with SDN for quick and effective intrusion detection in 5G networks [103-106]. The SDN
controllers can be utilized to create smart networks with Al techniques for enhanced security and
network management [107].

3. Self-healing mechanisms: IoT networks can scale up to thousands and millions of devices
connected to the Internet. In such a large network it is crucial to have mechanisms that can
minimize the effect of attacks on the network. In [108], a realization of self-aware network
using SDN and Al techniques is discussed. The global view facilitates the early detection of
various attacks; in addition to that, SDN provides effective preventive measures against attacks.
The switches can be programmed to take action against traffic coming from a malicious node in
the network. These packets can either be redirected to a specific port for gathering information
or can be dropped. SDN switches are capable of taking multiple actions rather than being just
a forwarding device, as in a traditional network. Taking actions at switch level can limit the
reach of malicious nodes, preventing IoT services from being interrupted. The smart self-healing
capability of SDN also makes it possible for it to handle traffic bottleneck because of the dynamic
traffic handling of SDN [109].

4.  Fine grain control over data flow: The ability of switches to make decisions enables SDN to
minimize the effect of attacks on IoT networks. The switches can make decisions because of the
fine-grained control provided in SDN, as the switches can perform header analysis of incoming
data and understand the control bits. This control also plays a vital role in data routing where
switches can prioritize the flows based on their header information. In IoT, where various
applications are running on the same network, it is vital to classify the traffic and make decisions
based on application requirements. Moreover, the flow level control of SDN also has the capability
of managing huge amounts of data with the help of Al techniques [110,111], making it a compatible
solution for handling huge amounts of data in IoT.

5. Cost-effective: For IoT to function on such a large scale, the network component must be
efficient and cost-effective. Given the scale of IoT applications, vast volumes of information
are gathered and processed, and SDN-based mechanisms can be used as middleware for smart
data dissemination [112]. SDN can also be used as a firewall and load balancer in a network,
minimizing the requirement of additional hardware for network firewalls [113]. Given the
potential of SDN as middleware for data management and security, SDN can be seen as a
cost-effective alternative to the traditional networking approach [114].

Figure 5 shows an outline of how SDN can be integrated with constrained nodes in IoT networks
to provide security solutions. The SDN controller can be used as a key distribution authority and for
network monitoring. The SDN enables switches to make it possible for the controller to monitor the
traffic at the network layer and change the configuration at switches. In addition to monitoring traffic,
the SDN controller can be used to minimize processing overhead from end nodes.
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Figure 5. SDN-based architecture for LPWAN.

5.2. Challenges in SDN Based LPWAN Security Implementation

SDN brings promising opportunities for network security and management. However, there are
several trade-offs [102,115]. The use of a centralised controller for decision making creates a single point
of failure in the network. The attacker can target a single entity to bring the network down. However,
the dependency on a single controller can be minimized by using multiple controllers in a hierarchical
structure. Use of a hierarchical structure not only minimizes the dependency on a single entity, but it
also distributes the load amongst multiple entities and minimizes delays in controller response.

SDN switches are also vulnerable to various kind of attacks like DDoS and false flow entry
to switches, and there are various shortcomings in switch authentication mechanisms as well.
SDN controllers are prone to DDoS attacks that can cause serious damage to the network, and must
be addressed [116]. However, SDN standards are still under development, and these shortcomings
are expected to be addressed in later versions of SDN standard protocols such as OpenFlow [117].
For instance, OpenFlow version 1.5.1 proposed a header encryption for better security. However,
the security parameters are left optional in the current version and are expected to be addressed in
upcoming versions of the protocol [115].

6. Conclusions

IoT has emerged as one of the most prominent areas of research because of its diverse applications.
IoT has a number of applications with battery-powered nodes where LPWAN is suitable for data
transmission. LPWAN supports low-powered long-range transmission, where nodes are deployed in
hostile conditions and are vulnerable to various security threats. This paper discussed current LPWAN
technologies, their security mechanisms, and vulnerabilities in detail. A comprehensive literature
review of IoT security using different frameworks was carried out, and it showed that LPWAN has
multiple vulnerabilities that need to be addressed. Considering the constrained environment, scale,
and diversity of IoT networks, it requires flexible frameworks that can reduce computations on end nodes
and are quick with applying changes in network policies for network security. SDN brings a framework
that provides functionalities and flexibilities required to regulate such network. The literature
review revealed that SDN frameworks show significant potential to provide security mechanisms
for constrained networks, which can be integrated with current IoT architectures to support security
solutions. Although SDN brings some security vulnerabilities, the standardization of the protocols
in SDN is still under development, and the vulnerabilities are expected to be resolved in upcoming
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versions. The review of the literature revealed that SDN has the capability of providing robust security
mechanisms. The network programmability capabilities provide quick adaptability to network changes.
Because of its dynamic and flexible nature, SDN shows potential not only for security but also as an
efficient and cost-effective middleware for networks, making it a total package for a complete suite of
network security.

Further, future studies should be conducted on implementation of robust and scalable SDN-based
security solutions for LPWAN IoT networks. The highlighted vulnerabilities in LPWAN communication
technologies must be address for secure and effective IoT networks.
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