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Abstract: Radio Frequency Identification (RFID) technology is widely utilized by businesses,
organizations and wireless communication systems. RFID technology is secured using different ways
of data encryption, e.g., Advanced Encryption Standard (AES). The Substitution Box (S-Box) is the
core of AES. In this paper, a new algorithm is proposed to generate a modified S-Box with new keys,
specifically a key and plaintext-dependent S-Box using an improved RC4 encryption algorithm with
Logistic Chaotic Maps (LCM). The strength of the proposed S-Box is tested throughout the paper,
and compared against the state-of-the-art S-Box implementations, namely, the static S-Box, dynamic
S-box, KSA and PRGA S-Box, and RC4 S-Boxes with Henon chaotic maps. The comparison between
the state-of-the-art S-Boxes and the proposed S-Box demonstrates that the use of the Logistic Chaotic
Map increases the security of the S-Box and makes the differential and linear cryptography more
sturdy. In particular, using the strict avalanche test, we demonstrate that the proposed S-Box improves
the security by achieving a cipher text bit-flip ratio of 0.4765, which is closer to 0.5 (where half
the bits are flipped), while maintaining a minimum elapsed time of 19 milliseconds for encryption
and decryption.

Keywords: cryptography; RC4 algorithm; RFID security; encryption; logistic chaotic map

1. Introduction

Radio Frequency Identification (RFID) technology is an automatic identification technology
that uses radio waves to identify the path, organize and wirelessly discover a variety of objects
additionally as individuals, carriage, commodity, and property [1–4]. In some previous studies [4,5],
RFID technology used the coding techniques as Data Encryption Standard (DES) and conjoined the
Advanced Encryption Standard (AES) for information security. Nowadays, RFID systems have been
enhanced by adopting the ways to secure the transferred data by safe encoding measures within the
affordable RFID systems and to standardize the cryptography [6,7].

The two major classes of cryptosystems are asymmetric and symmetric keys. The stream cipher
and block cipher are the two divisions of the symmetric key [8,9]. The Substitution Box (S-Box) is
one of the foremost important parts and is the solely nonlinear component reassuring the confusion
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property of the standard block ciphers like the AES. The strength of this algorithm depends on the
planning of cryptographically sturdy S-Box [10,11].

In [12], the S-Box is generated by using the key scheduling algorithm and the dynamic S-Box
is presented in [13,14]. The key and plaintext dependent S-Boxes RC4 algorithms are generated by
Hossein Khani et al. [15]. The S-Box depends on the key and plaintext used for RC4 to induce the
S-Box, whereas it is freelance from the key and plaintext used for the AES.

In this paper, we first generate some S-Boxes using three new different keys. We test their strength
using the security tests; nonlinearity test, avalanche effect, percentage execution time performance
efficiency (ETPE%), and the strict avalanche criteria. Then, we propose a novel method to get a secured
S-Box; specifically, a key and plain dependent S-Box improved RC4 algorithm with the Logistic Chaotic
Maps (LCM) algorithm. The new proposed S-Box is tested using the security tests and is compared
with the previous S-Boxes, showing a better performance. Then, we use three different keys to generate
three different S-Boxes with a comparison with other keys.

S. Zhu et al. [16] and Q. Lu et al. [17] proposed a new compound chaotic system called sine tent
map which is two mixed chaotic maps (sine map and tent map) to generate new S-box used in image
encryption. However, in our paper, we propose a new encryption algorithm (improved RC4 algorithm
with Logistic Chaotic Map) to generate new S-box used in data encryption. Additionally, Lu et al. [17]
used different ways to measure the Strict Avalanche Criteria (SAC) numerically. However, in our paper,
three investigation techniques are utilized to measure the SAC: examination of the frequency of various
Hamming weights, investigation of the frequency of various differential values, and investigation of
Hamming weights as per the bit position.

The paper is organized as follows. Section 2 presents a brief survey for the RFID, followed by
the clarification of the S-Box and its sorts. The modified algorithm is explained in Section 3 to get the
modified S-Box. Section 4 explains the different tests to measure the strength of the modified S-Box.
It also displays and discusses the obtained results. Section 5 is devoted to the main conclusions of
this work.

2. Materials and Methods

2.1. RFID

The RFID system (Figure 1) uses RF electromagnetic fields to transfer data following tags that
are very little and attached to things. Tags transmit single identifiers upon request by RFID readers
that transmit powerful electromagnetic fields and skim the data unbroken within the tag. The tags are
partitioned off into two categories. The primary one is a passive tag, which is cheaper and smaller
because it needs no battery and is high-powered and skims at short ranges. The second category is
an active tag that uses a neighbor power supply and emits radio waves. Thus, it must operate a few
meters from the RFID reader [1–3].
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Information is electronically unbroken on the tag and can be scanned up to a few meters away.
Since the application of RFID in the 1960s, and because of the obvious benefits of its low value and
distinctive reorganization feature, the RFID systems are aware of human activity and site messages [8].
For security, both the reader and tag use identical cryptography algorithms to speak with each other.

2.2. S-BOXES

Confusion and diffusion concepts were identified by Shannon as the most important conditions for
any cipher system security [9]. Diffusion covers the association between the plaintexts. In addition, the
cipher text suggests that each symbol depends on some or all symbols among the plaintext. Confusion
covers the association between the cipher text and the key which suggests if one bit among the keys
is changed.

The S-Box is the only nonlinear component within the block cipher algorithm which supports
the confusion function in reinforcing the encryption. The S-Box input may be an n-bit word, and the
output may be an m-bit word, where m and n are not essentially equal. Two kinds of S-Boxes exist:
the static S-Box which is fixed as explained in [3] and the dynamic S-Box, which has no relation with
the key and is explained in [10].

2.2.1. Static S-Box

In [3], static S-Box is constructed as follows:

(1) The S-Box is initialized with byte values 00 to FF.
(2) Each byte is mapped to its inverse among the finite field.
(3) The affine transformation is applied to each byte among the S-Box [10,11].

2.2.2. Dynamic S-Box

The dynamic S-Box is a key-dependent S-Box [11,12] and depends on the Key Scheduling
Algorithm (KSA) as shown in Table 1. The KSA is carried out by creating two 256-element arrays.
The initial array is S“256” and is filled with the values 0 to 255. The second array is K“256” and is
full of the shared secret key. The shared secret key is split into byte segments and is traced byte by
byte into K. To finish key scheduling, the array should be irregular [14]. The algorithm for creating the
KSA is shown in Figure 2, where S is a vector that contains a scheduled key and i, j are in the round
iterations range. The output is 256 totally different values depending on the input key. Then, affine
transformation is performed for the produced values [12,18], to avoid any fastened points and to form
the dynamic S-Box shown in Table 1.

Table 1. Dynamic S-Box with the key “FEDCBA9876543210”.

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 3B 64 3C AD 58 39 F5 7E EF E0 97 92 07 DE F9 D4
1 E1 0C 61 15 44 C1 FA A8 7C A2 DA 50 89 1F 96 6D
2 02 83 69 26 46 B4 38 CD 47 6A 75 5A 30 25 C3 D0
3 78 40 76 87 B1 32 21 51 EB A7 8C A5 48 2F D9 DB
4 8B A9 CF 53 9F 73 E5 B8 0F 00 FF 8D AB 4D 63 70
5 0D 45 74 71 FB 7F 98 8A FE 67 A3 A4 0B B6 E8 95
6 9C 4B 84 BB C6 12 65 7A 3F 54 4A C4 2D 2A 49 0A
7 C5 D2 04 99 72 B0 31 6F 01 86 05 C9 3D D5 EA BF
8 90 06 1B 66 BE 77 35 CB EE F3 1C 03 88 28 6E 29
9 9A A6 08 34 09 CA D8 1A 52 56 E4 D6 7D 19 60 5C
A 37 82 4F 1E AE AA 11 1D 4E FD 27 F1 80 E7 62 91
B B2 5E 36 59 79 17 ED 55 FC D1 5D F4 8F 41 CC 9E
C 18 DF 81 23 93 EC D3 9B 20 E6 A0 13 85 6B D7 AF
D CE DC 7B 57 4C 33 C8 BC 0E E2 B9 C0 DD 94 B5 B7
E AC BD 68 16 C7 6C 14 3E A1 5F F8 BA E9 F6 8E E3
F 24 2C F0 3A B3 C2 42 2E 2B 22 F7 F2 43 5B 9D 10
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2.3. RC4 Encryption Algorithm

The RC4 encryption algorithm is a stream cipher based on changes in the nonlinear data table
changes, often used within real-time communications [9]. The RC4 algorithm consists of two partitions:
the previously mentioned KSA and the Pseudo-Random Generation Algorithm (PRGA), which is used
to get a single byte from KSA. Figure 3 shows the performance of the key and plaintext dependent
S-Box with RC4 algorithm. In Figure 3, K is the key stream which is XORed with the plaintext that
results in exiting the encrypted message. Every byte returned on every iteration forms a byte of
encrypted messages. The variable i counts the number of rounds through the encryption process to
synchronize the cipher stream.
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2.3.1. Key and Plaintext Dependent S-Box with RC4 Algorithm

The S-Box uses two main elements of the RC4 encryption algorithm; particularly the KSA and
PRGA. This leads to a robust S-Box and so performs the affine transformation of the produced
value, to come up with a brand-new S-Box with 256 bytes. It is used with additional confusion and
permutation that guarantee additional security against attacks [19,20]. Table 2 shows the key and
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plaintext rely S-Box with RC4 algorithm. Clearly, there is no relation between two consecutive columns
or two consecutive rows.

Table 2. Key and plaintext dependent S-Box enforced by RC4 (Key Scheduling Algorithm (KSA) and
Pseudo-Random Generation Algorithm (PRGA)) with key “FEDCBA9876543210”.

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 0F DB F9 AD E2 7F A9 13 92 85 06 EC 5B 56 6E 49
1 A4 15 9C 37 67 BC F7 87 F8 0A EA C4 39 FB C3 69
2 31 3E 79 8E D6 AB 6F B6 FE 57 E3 32 D8 4A 21 6D
3 80 89 47 51 2A 59 03 D9 B9 BB 71 10 61 D5 84 52
4 EB E5 9B 05 F5 0C 1C 35 48 D2 07 4F 25 0D 4D 7B
5 9A 65 B4 8B E4 A0 83 ED C2 1B 00 F2 62 CF 9E C5
6 8F FD 54 F0 F4 8A 8C 64 B7 60 34 B1 97 09 50 1A
7 72 CD 42 4B 96 12 16 0B D4 93 0E 1E 73 CA C0 CC
8 A7 45 F3 2B 5A 17 4C 02 88 04 66 40 DA CE 91 3A
9 46 BA 18 76 86 9F B0 2E EE 7A 38 24 70 C8 27 2F
A 63 BF FA DF C1 BD 78 C7 AF 5C 33 28 58 D7 68 22
B B3 98 D0 E8 7E 82 A3 6A C6 23 5F A8 FC 01 AE 9D
C EF F1 2C 43 1F 30 29 D3 B5 8D 44 3B A5 C9 BE B8
D E6 3F 19 B2 6B E9 26 2D 7C AA 99 DD A1 7D DC 1D
E 81 FF 55 11 36 94 AC 74 08 F6 E0 E7 5D D1 A2 4E
F 3C CB 20 90 14 41 E1 DE 5E 77 53 6C A6 95 75 3D

2.3.2. Key and Plaintext Dependent S-Box with RC4 Enforced Henon Chaotic Map

The RC4 is an enforced Henon chaotic map, used to decrease time consumption and for generating
a new S-Box with Henon chaotic mapping [19]. Inserting the two-dimensional Henon chaotic mapping
into PRGA makes use of the complicated dynamic behavior of RC4 and the useful properties of the
chaotic systems. Using a chaotic map ensures extra knowledge security because of confusion and
diffusion, which reduces the time consumption of the algorithm without touching the protection [21].
Table 3 shows the S-Box with KSA and PRGA Henon chaotic map.

Table 3. Key and plaintext dependent S-Box with KSA and PRGA enforced by Henon Chaotic Map
with key “FEDCBA9876543210”.

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 BB 51 C2 BC E5 54 F3 60 9A AE 62 1A F7 09 A8 9C
1 4B CC 75 2F 50 BF BA 4C 92 02 EB 78 6F 83 FB 12
2 56 87 61 23 82 6C 2C 79 BD 08 00 76 10 A9 D8 95
3 FE 71 9D 1D 3C A7 64 D2 8C 1C D5 FC B0 D0 B7 A4
4 41 21 E9 59 16 52 5B 97 67 81 B6 66 58 B8 91 45
5 E8 B9 C5 98 27 F0 70 8F 34 4E 03 EF 25 14 29 D9
6 31 0C 57 DC 0D 1F DE 15 42 26 7A B4 FD ED 3B F4
7 DF DD AB E3 B2 11 49 22 CE A3 7F BE C3 01 36 7D
8 E6 FA E0 D3 A6 EA 40 88 18 63 6D CF 8B 94 EC 55
9 EE 7E A1 D1 5E 39 96 CA 85 B5 7B 8A 06 D7 AF DB
A 4A, 73 74 35 F9 E7 17 0F 0A E2 43 F1 5A C7 93 5C
B 6E 53 65 AA AC 33 19 C9 13 A2 20 32 05 28 5D 9F
C 6B 48 3D 5F F5 0B C6 1E 89 F8 FF 3E 7C 84 4F 80
D 9E 68 CD 8D 6A CB 3F 38 44 B3 2B D4 C0 24 2A 69
E C1 47 A0 8E 0E 1B 37 99 07 E4 A5 2D 90 9B 3A 2E
F DA 77 B1 F2 AD 4D F6 30 46 C8 E1 D6 C4 86 04 72

3. The Modified S-Box

Ahmad et al. proposed an encryption algorithm that depends on adding Logistic Chaotic Map
(LCM) to the existing substitution process, which also depends on some interesting properties of the
chaotic map and substitution boxes [22]. They divided the substituted image into non-overlapping
blocks of Z × Z elements, for the purpose of other diffusion steps. A block of size Z × Z random values
is generated through the chaotic map which is further XORed with the first block of the substituted
image). However, in this paper, we propose a technique for generating a secured S-Box. It generates a
dynamic S-Box that depends on RC4, enforced by the (LCM) within the PRGA part. In [23], the RC4
encryption is enforced by the Henon chaotic map [19] to decrease time consumption. Inserting a
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chaotic signal that features a sensible randomicity into the RC4 algorithm offers higher confusion and
diffusion impact on the encryption process. The LCM is an easy distinct algorithmic mathematical
relation, which maps the output of one iteration of the operation onto the input of successive iteration.

The LCM mathematical equation is given by [24]:

xn+1 = r xn(1− xn) (1)

where r is a system parameter with a value between 0 and 4, xn is the initial value at intervals between
0 and 1, and n is the number of iterations.

We use the logistic map with parameters r = 3.6, with an initial value = 0.6316 and number of
iterations 256. This value is more suitable according to the work of Hamdi et al. [25]. Additionally, the
key used in generating the S-box is different than that used in AES encryption algorithm, where the
logistic map is used to improve the PRGA in RC4 algorithm to generate our S-box used in AES
encryption algorithm

Inserting the one-dimensional LCM into the RC4 algorithm makes use of the extraordinarily
complicated dynamic behavior of RC4, and also the sensible properties of the chaotic systems. The steps
used are as follows. Initialize KSA after given input key and plaintext. Then, the PRGA is implemented
with the LCM. The output is 256 bytes completely different in values; then the affine transformation is
performed to urge the proposed S-Box with 256 bytes as shown in Figure 4.
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The difference between this S-Box and the dynamic S-Box is that the modified PRGA with the
LCM is used in generating the S-Box. The proposed S-Box with different 256 bytes is presented in
Table 4.

Table 4. Key and plaintext dependent S-BOX using KSA and PRGA enforced by Logistic Chaotic Maps
(LCM) with key “FEDCBA9876543210”.

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 1E 39 3A 46 B1 95 35 FA F9 75 1D 21 D4 C7 E1 A8
1 C1 8D 0C 0D 06 A6 78 CF E6 5A 02 54 B5 84 A4 22
2 DE 9E 64 A5 3B C8 EC C9 37 73 61 30 88 23 ED 89
3 2A FC B8 6D EA 6A 1B BB C0 65 C4 AF 53 DF D1 CD
4 18 15 AC 80 8B 97 43 F2 56 B4 82 71 11 C6 91 F3
5 7F 7B 86 87 52 0A 03 3F E9 EB 17 0B C3 9C C5 2D
6 01 00 DD F8 F4 83 66 BE 9D F7 FB 77 1A D6 74 6C
7 7C 4D 51 5E F6 3E E0 D8 90 D3 3D 8A A9 92 42 7E
8 20 60 6E DB E3 FD 25 AD D0 9A 24 E5 76 6B 34 2B
9 C2 E8 FE 4C 6F 31 A1 58 13 DC EE 8C B6 E7 32 5F
A 1F 8E 59 2F 12 79 B2 D7 1C CE 08 04 85 AE B3 7D
B A0 AB B0 26 4F F5 67 45 49 2C A7 9F 7A E2 81 BC
C 63 33 BF B9 0F 05 14 94 BD 5C CC 69 36 2E 72 EF
D F0 9B 16 3C 62 98 28 D2 CB 40 96 A2 D9 8F 4A 19
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4. Security Analysis and Results

To measure the degree of security of the S-Box, some cryptographic tests should be applied like,
nonlinearity test, avalanche effect, ETPE%, and the strict avalanche criteria [15,23,26]. In this paper,
these tests are used to measure the strength of the modified S-Boxes and to compare between the
AES static S-Box, dynamic S-Box, S-Box with KSA and PRGA, S-Box with Henon chaotic maps and
the modified S-Box with LCM. The simulations are achieved by a C++ program with three keys:
“FEDCBA9876543210” “0123456789ABCDEF”, “F9E8D7C6B5A4A0123” and the plaintext {00, 11, 22,
33, 44, 55, 66, 77, 88, 99, AA, BB, CC, DD, EE, FF}.

4.1. Nonlinearity

The S-Box’s main goal is to provide a nonlinear change from the main text to the encrypted one.
Nonlinearity means that the probability of the numbers of bits inverted from the input to the output is
0.5, which means half of all inputs and all changed bits [24,27]. In reality, it is unusual to have the
probability exactly equal half. So, we aim to reach a probability of 0.5 or near to 0.5 as much as possible.
The nonlinearity test is performed for the explained S-Boxes and the obtained results are shown in
Table 5. According to nonlinearity test, the results show that the S-Box with Henon chaotic maps is
more secure.

Table 5. Results of the security tests with key “FEDCBA9876543210”.

AES Static
S-Box

S-Box with
KSA

S-Box with
KSA and

PRGA

S-Box with KSA and
PRGA Enforced by

Henon Chaotic Map

S-Box with KSA
and PRGA Enforced

by LCM

Nonlinearity Old plaintext =
00112233445566778899AABBCCDDEEFF 0.546 0.484 0.49218 0.539 0.4843

Avalanche effect New plaintext =
01112233445566778899AABBCCDDEEFF 0.476 0.531 0.4531 0.4296 0.4765

Average time in seconds for generating
the S-Box 0.1435 0.0913 0.09455 0.09285 0.0938

Average time in seconds for encryption 0.0297 0.0235 0.019 0.02125 0.019

Average time in seconds for decryption 0.0259 0.019 0.01825 0.0252 0.019

TEPE% (for generating the S-Box) 57.119% 51.77% 54.496% 52.932%

TEPE% for Encryption 26.38% 56.31% 39.76% 56.31%

TEPE% for Decryption 36.315% 41.91% 2.778% 36.31%

4.2. Avalanche Effect

The avalanche effect refers to a fascinating property of cryptanalytic algorithms and is defined
by Equation (2). An S-Box is said to satisfy the avalanche effect if each output bits of the ciphertext
changes when one input bit in the plaintext changes, provided that at least half the output bits will be
flipped [28]. The new plaintext is “01, 11, 22, 33, 44, 55, 66, 77, 88, 99, AA, BB, CC, DD, EE, FF”.

Avalanche effect = (NC/NT) × 100 (2)

where NC and NT are, respectively, the number of changed bits total number of bits in the cipher text.
The results of the avalanche effect test of the explained S-Boxes is shown in Table 5, the S-Box

enforced by LCM seems more secure and has a stronger S-Box.

4.3. Execution Time Performance Efficiency (ETPE)

The execution time is a measure for the relative performance improvement when performing the
algorithms. The percentage ETPE is defined as [28]

ETPE% =
( Told

Tnew
− 1
)
× 100 (3)
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where Told is the average execution time of the S-Box without modification and Tnew is the average
execution time of the S-Box with modification calculated by C++ for 20 trials.

Table 5 presents the results of the nonlinearity test, avalanche effect test, average execution time
(generating S-Box, encryption, and decryption), and ETPE% for the static S-Box, dynamic S-Box,
the key and plaintext dependent S-Box with RC4—that depends on KSA and PRGA of RC4 encryption
algorithm—and the key and plaintext dependent S-Box with RC4 enforced with Henon chaotic
mapping, compared with the proposed key and plaintext dependent S-Box RC4 modified with LCM.

4.4. Strict Avalanche Criterion (SAC)

An S-Box is alleged to meet SAC if one small input bit of the S-Box changes every output bit with
a probability of 0.5 [27]. The three investigation techniques for SAC used for testing and contrasting
distinctive S-Boxes are: examination of the frequency of various Hamming weights, investigation of
the frequency of various differential values ∆Y, and investigation of Hamming weights as per the
bit position.

4.4.1. Examination of the Frequency of Various Hamming Weights

Right now, the input is that the S-Box with 256 bytes, that is XORed with 2 whimsical numbers
from the S-Box and afterwards the Hamming weight for the yield is calculable. The test is rehashed
multiple times and afterwards, a number of reiterations is set. [29]

4.4.2. Investigation of the Frequency of Varied Differential Values ∆Y

Here, the input is that the S-Box with 256 bytes, that is XORed with 2 of them at random numbers
from the S-Box. The test is rehashed multiple times, and afterwards a number of reiterations within the
outcome is set. [29]

4.4.3. Investigation of Hamming Weights Consistent with the Bit Position

In this methodology, the input is that the S-Box with 256 bytes, that is XORed with 2 irregular
numbers from the S-Box and afterword Hamming weight is indicated by the bit position of redundancy
of the result is set. [29]

Figure 5 displays the analysis of the frequency of varied Hamming weights and shows a comparison
between the 5 S-Boxes. It is clear that the S-Box KSA and PRGA with LCM is sturdy against attacks
because of the static AES S-Box.
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Figure 6 displays the analysis of the frequency of various differential values of ∆Y for the five
S-Boxes. Obviously, the S-Box KSA and PRGA with LCM is strong against attacks as the static
AES S-Box.
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Figure 7 shows the analysis of Hamming weights according to the bit position and a comparison
between the five S-Boxes. The S-Box KSA and PRGA enforced by LCM seems strong against attacks as
the static AES S-Box.
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Figure 7. Analysis of Hamming weights according to the bit position for the five S-Boxes.

The procedure of generating the S-Boxes is repeated with another two different keys,
“0123456789ABCDEF, and F9E8D7C6B5A40123. The new results are shown in Table 6 and Figures 8–10
for the key “0123456789ABCDEF and in Table 7 and Figures 11–13 for the key F9E8D7C6B5A40123.
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Table 6. Results with the key “0123456789ABCDEF”.

AES Static
S-Box S-Box KSA S-Box KSA

and PRGA

S-Box KSA and
PRGA Enforced by

Henon Chaotic Map

S-Box KSA and
PRGA Enforced by

LCM

Nonlinearity Old plaintext =
00112233445566778899AABBCCDDEEFF 0.546 0.486 0.492 0.52 0.473

Avalanche effect New plaintext =
01112233445566778899AABBCCDDEEFF 0.476 0.4375 0.5781 0.4218 0.4921

Average time in seconds for generating
the S-Box 0.14345 0.1059 0.1062 0.08895 0.1124

Average time in seconds for encryption 0.0297 0.019 0.02255 0.019 0.0213

Average time in seconds for decryption 0.0259 0.019 0.02105 0.01975 0.0196

TEPE% (for generating S-Box) 35.39% 35.075% 61.27% 52.932%

TEPE% for Encryption 56.315% 31.707% 56.315% 56.315%

TEPE% for Decryption 36.315% 23.04% 31.139% 36.315%
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Figure 10. Analysis of Hamming weights according to the bit position for the five S-Boxes using the
key “0123456789ABCDEF “.

Table 7. Results with the key “F9E8D7C6B5A40123”.

AES Static
S-Box S-Box KSA S-Box KSA

and PRGA

S-Box KSA and
PRGA Enforced by

Henon Chaotic Map

S-Box KSA and
PRGA Enforced by

LCM

Nonlinearity Old plain
00112233445566778899AABBCCDDEEFF 0.546 0.46875 0.484375 0.61718 0.5312

Avalanche effect New plaintext =
01112233445566778899AABBCCDDEEFF 0.476 0.437 0.5 0.5468 0.4765

Average time in seconds for generating
the S-Box 0.1434 0.0984 0.0992 0.0946 0.10075

Average time in seconds for encryption 0.0297 0.0182 0.0190 0.0205 0.0175

Average time in seconds for decryption 0.0259 0.02135 0.0167 0.0228 0.01918

TEPE%(for generating the S-Box) 45.78% 44.606% 51.63% 42.382%

TEPE% for Encryption 62.74% 55.905% 44.878% 69.714%

TEPE% for Decryption 21.31% 55.089% 13.596% 35.036%
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Figure 12. Analysis of the frequency of various differential values ∆Y for the five S-Boxes with the key
“F9E8D7C6B5A40123”.
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Figure 13. Analysis of Hamming weights according to the bit position for the five S-Boxes with the key
“F9E8D7C6B5A40123”.

For the same key, the nonlinearity test shows that the S-Box with KSA and PRGA is the nearest to
0.5, while for the avalanche effect test, the S-Box with KSA and PRGA enforced by LCM is the nearest to
0.5. The average time for generating the S-Box with KSA and PRGA enforced by LCM, for encryption
and decryption, is the smallest time (0.019 s). This means this S-Box is strong and needs less time for
execution. The use of different keys does not change the results significantly.

5. Conclusions

The S-Box is the keystone of symmetric cryptography systems. This paper proposes a new
algorithm to generate a modified S-Box with new keys, specifically a key and plaintext-dependent
S-Box using an improved RC4 encryption algorithm with Logistic Chaotic Maps (LCM). The paper
studies the proposed S-Box in comparison to the state-of-the-art variants of the S-Boxes, namely,
static S-Box, dynamic S-Box, KSA and PRGA S-Box, and RC4 S-Boxes with Henon chaotic maps.
The experimental results demonstrate that the proposed S-Box leads to increased security. In particular,
the strict avalanche test shows that proposed S-Box achieves a ciphertext bit-flip ratio of 0.4765 while
maintaining a minimum time elapsed of 19 milliseconds for encryption and decryption.
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In this paper, a new algorithm is proposed to generate a modified S-Box with new keys, specifically
a key and plaintext-dependent S-Box using an improved RC4 encryption algorithm with LCM.
This algorithm has a better time consumption in generating S-box using LCM, where it takes 19 ms in
both AES encryption and decryption. Moreover, the execution time performance efficiency, which is
a measure for the performance improvement, reached to 56.31% for AES encryption algorithm.
The proposed S-Box depends on the RC4 algorithm which is improved with LCM which increases the
permutation and randomness.

As future directions, we recommend the following suggestions: (i) The RFID system is used
in many applications and needs data security. To increase the security, the S-box can be generated
using the DNA genetic algorithms. (ii) Our proposed S-Box could be applied in an image encryption.
(iii) More other tests for evaluating the obtained results could be considered.
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