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Abstract: In this paper, we propose a legitimate surveillance system, where a full-duplex
unmanned aerial vehicle (UAV) legitimate monitor with simultaneous passive surveilling and active
jamming is deployed to monitor a suspicious communication link between a dubious pair on the
ground. Two different scenarios for the UAV, single-input single-output (SISO) and multiple-input
multiple-output (MIMO), are studied. Three low-complexity linear beamforming schemes, transmit
zero-forcing (TZF)/maximum ratio combing (MRC), maximum ratio transmission (MRT)/receive
zero-forcing (RZF), and maximum ratio transmission (MRT)/maximum ratio combing (MRC) are
considered for MIMO UAV. The surveilling non-outage probability is derived and analyzed, and optimal
jamming power is obtained. Simulation and numerical results are used to validate the derivation.

Keywords: proactive surveilling; UAV legitimate surveillance; full-duplex

1. Introduction

Unmanned aerial vehicles (UAVs) will probably be widely used in on-demand mobile
communication networks through flexible deployment. On one hand, since the UAV operates in
relatively high attitude with a dominant line-of-sight (LoS) channel environment, the air-to-ground
channel provides a superior communication channel in the cellular network compared to heavily
fading ground channels. On the other hand, the UAV can make use of spatial freedom for best
performance. The scenes in which the UAV participates in wireless communication are mainly divided
into four categories: UAV aerial base station [1–3], UAV aerial legitimate terminals [4–6], UAV friendly
relays [7–9] and UAV friendly jamming [10,11].

Wireless surveillance equipment can be used to monitor a suspicious communication link.
The ground monitor is studied in [12–15]. In order to ensure effective surveilling, a novel approach,
namely, proactive surveilling via cognitive jamming, is proposed in [12,13], where the legitimate
monitor uses full-duplex techniques to simultaneously receive suspicious information and interfere
with the suspicious link. In reference [12], the surveilling performance of the legitimate monitor
is analyzed in fading channel scenarios. In reference [13], the surveilling performance of the
legitimate monitor is further investigated in communication scenarios that are delay-sensitive and
delay-insensitive. Authors in reference [14] propose a new proactive surveilling approach, where the
legitimate monitor acts as a spoofing relay to change the suspicious transmission rate for enhancing
the surveilling performance. Later in reference [15], under full-duplex conditions, multi-antenna
technology is used to effectively eliminate self-interference of the legitimate monitor and ensure that
the surveilling rate is greater than the suspicious transmission rate for successful surveilling.
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However, a ground surveillance link suffers from severe fading communication. A UAV provides
an advantageous surveilling channel for the surveilling communication link and can be equipped
with a series of sensors and execution equipment to perform corresponding surveillance tasks [16].
The authorities might detect two radio stations communicating by radio for doing some illegal activities,
so they send a UAV to surveil the communication and want to know the optimal strategy to improve
the surveilling performance.

Compared with the ground monitor, UAV operates in relatively high attitude with a dominant LoS
channel environment. As such, the UAV has good visibility and better channel quality to receive dubious
information from the transmitter of a suspicious link, together with a better jamming effect on the
receiver of suspicious link. Therefore, the UAV monitor is worth further investigation. In reference [17],
the scenario that a legitimate UAV monitors a suspicious communication link between a dubious
UAV pair via an energy-efficient track is proposed. In reference [18], the scenario that a legitimate
UAV monitor a ground suspicious relay network is proposed, where the source transmits the dubious
information to the destination only via the relay. In reference [19], the scenario that multiple UAVs
cooperate to surveil a ground suspicious relay network with multiple relays is proposed, where UAVs
operate in a half-duplex mode that either jams or surveils. Authors in reference [20] consider the
scenario that a legitimate UAV surveils a suspicious communication link between a dubious UAV pair
under power-limited constraints. In reference [21], authors consider the system that a legitimate UAV
surveils a suspicious communication link between a dubious UAV pair with two surveilling schemes:
proactive surveilling and spoofing relaying. Further, the authors consider two scenarios: enough
jamming power and limited jamming power throughout flight time. However, the UAV operates in
a half-duplex mode in the above studies.

The full-duplex technique is widely used in the UAV relay system [22], but is not used in the
UAV legitimate surveillance system. A UAV monitor is far away from the suspicious link and the
information rate received by the monitoring link is smaller than the suspicious link. Hence, a UAV
monitor needs to work in a full-duplex mode to improve surveilling performance.

In this paper, we propose a legitimate surveillance system, where a full-duplex UAV legitimate
monitor is introduced to monitor a suspicious communication link between a dubious pair on the
ground. A UAV monitor performs passive surveilling to acquire the information of the source, together
with active jamming to degrade the ability of the source to transmit suspicious messages to the
destination. An LoS link with a certain probability is adopted as a ground-UAV-channel model.
We then evaluate the surveilling performance of the UAV monitor with the non-outage probability.

The main contributions of this paper are summarized as follows:

• We propose a full-duplex UAV monitor scheme which is different from [18], where a Rayleigh
channel is adopted to characterize all channels. An LoS link with a certain probability is adopted
for the ground-UAV-channel model.

• The surveilling non-outage probability for single-input single-output (SISO) and multiple-input
multiple-output (MIMO) UAV with transmit zero-forcing (TZF)/maximum ratio combing (MRC),
maximum ratio transmission (MRT)/receive zero-forcing (RZF), and maximum ratio transmission
(MRT)/ maximum ratio combing (MRC) is derived.

• Optimal jamming power and 3D location of the UAV monitor that maximize the surveilling
non-outage probability of the UAV monitor are determined, and the impacts of the antenna
number/angle/radius/height, as well as the distance of the suspicious link, on the surveilling
non-outage probability are analyzed.

2. System Model and Problem Formulation

Consider a legitimate surveillance system where a suspicious source (S) communicates with
a suspicious destination (D) on the ground, and a full-duplex UAV legitimate monitor (M) is deployed
to monitor this suspicious communication link, as shown in Figure 1 with 3-D view and top view.
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Figure 1. System model. (a) 3-D view; (b) Top view.

A UAV legitimate monitor operates in a full-duplex mode with simultaneous surveilling and
jamming. Assume that the legitimate monitor has Nr receiving antenna for surveilling and Nt

transmitting antenna for jamming, while the suspicious source and destination each have a single
antenna. We adopt the three-dimensional Cartesian coordinate system, where S, D and M are located
at at (g, 0, 0), (−g, 0, 0), and (r cos θa, r sin θa, v), respectively, g is half of the suspicious link, r is the
UAV radius ranging from 0 to rmax, θa is the UAV azimuth angle ranging from 0 to 2π and v is the UAV
altitude ranging from 0 to vmax. As in reference [12,22], all channel state information (CSI) is available
to UAV, while the suspicious link only knows its own CSI. In practice, we can locate illegal radio
stations via received signal strength (RSS), angle of arrival (AOA), time of arrival (TOA), and time
difference of arrival (TDOA), etc. If the location is not known, the jamming power and 3-D location
optimization cannot be used for enhancing the surveilling performance.

Denote hSM , hMD and hSD the Nr × 1 channel from S to M, the 1× Nt channel from M to D and
the channel from S to D, respectively. Assume hSD is Rayleigh channel and the S-D channel is modeled
as β1hSD/d4

SD , where β1 denotes the channel power gain at the ground reference distance of 1 m,
hSD represents the ground small-scale fading which is assumed to be zero-mean circularly symmetric
complex Gaussian random variable with variance λ1 and dSD denotes the distance between S and D.
Model the self-interference channel as

√
ρHMM [23], where HMM denotes a Rayleigh channel with

entries being independent and identically distributed (i.i.d.) zero-mean circularly symmetric complex
Gaussian random variable with variance λ2 . ρ represents the effect of self-interference with 0 < ρ < 1.

Since UAVs operate in high altitude, the ground-UAV channels typically have a high probability
of LoS link [24] as

PrLoS(θi) = (1 + δ1e−δ2θi )−1, (1)

where δ1, δ2 are constant values determined by the environment, θi, i ∈ {SM, MD} is the elevation
angle and

θi = arcsin
(

v
di

)
, i ∈ {SM, MD}, (2)

where dSM denotes the distance between S and M and dMD denotes the distance between M and D,
which can be respectively given by

dSM = (g2 + r2 + v2 − 2gr cos θa)
1/2 (3)

and
dMD = (g2 + r2 + v2 + 2gr cos θa)

1/2. (4)

Note that the LoS probability in (1) increases as the elevation angle θi, i ∈ {SM, MD} increases.
From [25], the ground-UAV channel can be modeled as a Rice fading channel and the path loss

exponent and Rice factor are related to the environment and elevation angle.
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We then express the path loss exponent between S (or D) and M as τi = α1PrLoS(θi) + α2 and
the Rician factor as Ki = α3eδ3θi , where α1, α2, α3, and δ3 are constants relating to environment and
frequency. Therefore, the S-M and M-D channels can be modeled as β2hi/dτi

i , i ∈ {SM, MD} [22],
where β2 denotes the channel power gain at the air reference distance of 1 m, hi represents the
small-scale fading in the air, which is given by

hi =

√
Ki

Ki + 1
h̄i +

√
1

Ki + 1
h̃i, i ∈ {SM, MD}, (5)

where h̄i is the deterministic LoS components of the channel between S (or D) and M satisfying
trace(h̄SMh̄†

SM) = Nr and trace(h̄†
MDh̄MD) = Nt, respectively. h̃SM ∈ CNr×1, h̃MD ∈ C1×Nt

respectively denotes the scattered components of the channel between S (or D) and M, the elements of
which are assumed to be i.i.d. circular symmetric complex Gaussian random variables with zero mean
and unit variance.

Therefore, the received signal at the UAV monitor M can be expressed as

yM =

√
PSβ2

dτSM
SM

hSMs +
√

ρPMHMMwtx + nM, (6)

where PS represents the transmitting power of the source and PM represents the jamming power of
the UAV monitor satisfying 0 ≤ PM ≤ PJ . In addition, s is the suspicious symbol with unit power
sent by the source and x is the jamming symbol with unit power sent by the UAV. Further, wt is the
transmit beamforming vector at UAV monitor with ‖ wt ‖= 1. Finally, nM is the zero-mean additive
white Gaussian noise (AWGN) at the UAV monitor M with the variance E{nMn†

M} = σ2
MINr .

Assume that UAV adopts linear receiver wr with ‖ wr ‖= 1 for signal detection, hence, the output
of linear filter wr can be expressed as

˜yM = w†
r yM = w†

r

√
PSβ2

dτSM
SM

hSMs + w†
r
√

ρPMHMMwtx + w†
r nM, (7)

Similarly, the signal received by the suspicious receiver D is given by

yD =

√
PSβ1

d4
SD

hSDs +

√
PMβ2

dτMD
MD

hMDwtx + nD, (8)

where nD is the zero-mean AWGN at the suspicious receiver D with variance σ2
D.

Therefore, the signal to interference-plus-noise ratio (SINR) at the destination node D and at UAV
monitor M are, respectively, given by

SINRD =

PS β1
d4

SD
|hSD|2

PM β2

d
τMD
MD
|hMDwt|2 + σ2

D

(9)

and

SINRM =

PS β2

d
τSM
SM
|w†

r hSM|2

ρPM|w†
r HMMwt|2 + σ2

M
. (10)

If SINRM ≥ SINRD, the legitimate monitor can reliably decode the message. It represents
a successful surveilling at the legitimate monitor. If SINRM < SINRD, the legitimate monitor cannot
correctly decode the message, then the legitimate monitor fails.
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As in [15], surveilling non-outage probability Pnon-out = Prob(SINRM ≥ SINRD) is used to
represent the successful interception performance at UAV legitimate monitor.

The main objective is to determine the optimal parameters (PM, θa, v, r) for maximizing the
surveilling non-outage probability. Therefore, the optimization problem can be expressed as

(P1) : max
PM ,θa ,v,r

Prob(SINRM ≥ SINRD)

s.t. 0 ≤ PM ≤ PJ

0 ≤ θ < 2π

0 ≤ v ≤ vmax

0 ≤ r ≤ rmax.

(11)

In (P1), the convexity of the objective function is difficult to analyze, since θa, v, r is implicit in the
path loss exponent, the elevation angle, and the Rician factor. Consequently, it is difficult to obtain the
optimal θa, v and r from mathematics. However, we can deal with the problem (P1) in two steps:

First, for a fixed 3D location (θa, v, r) of UAV, we find the power P∗M(θa, v, r) that maximizes the
surveilling non-outage probability Prob(SINRM ≥ SINRD)

∗.
Then, we find the optimal 3D location of the UAV (θ∗oa , v∗o, r∗o) to maximizes Prob(SINRM ≥

SINRD)
∗ for 0 ≤ θ < 2π, 0 ≤ v ≤ vmax, 0 ≤ r ≤ rmax. Accordingly, the value of P∗M(θa, v, r) associated

with θ∗oa , v∗o, r∗o is defined as P∗oM .

3. Jamming Power Optimization and Performance Analysis

3.1. SISO UAV

When θa, v, r are fixed, P1 can be simplified to

(P2) :max
PM

Prob

( PS β2

d
τSM
SM
|hSM|2

ρPM|hMM|2 + σ2
M
≥

PS β1
d4

SD
|hSD|2

PM β2

d
τMD
MD
|hMD|2 + σ2

D

)

s.t. 0 ≤ PM ≤ PJ . (12)

Note that the objective function of the problem (P2) is non-convex in terms of the jamming power
PM and independent of the transmit power PS at the suspicious transmitter. However, problem (P2)
can be reformulated as

(P3) :min
PM

ρPM|hMM|2 + σ2
M

PM β2

d
τMD
MD
|hMD|2 + σ2

D

s.t. 0 ≤ PM ≤ PJ . (13)

Theorem 1. The optimal jamming power of the UAV can be expressed as

PM =

PJ if σ2
D

σ2
M
< β2|hMD |2

ρd
τMD
MD |hMM |2

,

0 otherwise.
(14)

Proof of Theorem 1. Define

f (x) =
ρx|hMM|2 + σ2

M
β2x

d
τMD
MD
|hMD|2 + σ2

D

(15)
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with 0 ≤ x ≤ PJ . It is not difficulty to obtain the first-order derivative of f (x),

f ′(x) =
ρσ2

D|hMM|2 −
β2σ2

M
d

τMD
MD
|hMD|2

( β2x
d

τMD
MD
|hMD|2 + σ2

D)
2

. (16)

Hence, the surveilling non-outage probability optimization problem (P2) is transformed
into problem (P3), and problem (P3) finds the optimal jamming power. When σ2

D/σ2
M <

β2|hMD|2/ρdτMD
MD |hMM|2, problem (P3) is a monotone increasing function in 0 ≤ x ≤ PJ and the

maximum value of the function is obtained at PJ . Otherwise, problem (P3) is a monotone decreasing
function in 0 ≤ x ≤ PJ and the maximum value of the function is obtained at 0.

Therefore, the optimal interference strategy of problem (P2) is as follows: the optimal jamming
strategy at UAV legitimate monitor is an on-off policy, where the legitimate monitor either jams at full
power or keeps silent. This interference strategy is an intuitive approach, since if the interference of
the suspect receiver caused by the UAV is greater than the UAV self-interference power, then using the
full power to confuse suspicious receiver is always beneficial. Otherwise, it is better to keep silent.

The surveilling non-outage probability of the UAV monitor is given by

Pnon-out = 1− T1 × exp(KSM(T1 − 1)) +
∫

T3

e−KSM ∑
i=0

(KMD)
i

i!

i

∑
j=0

(KMD + 1)j

j!

×
j

∑
k=0

Ck
j

(
Aσ2

Mx− σ2
D

BPJ

)j−k(
ρAx

B

)k 1
λ2

k!
(
(KMD + 1)

ρAx
B

+
1

λ2

)−k−1

× exp
(
− KMD − (KMD + 1)

(
Aσ2

Mx− σ2
D

BPJ

))
∑
t=0

(t + 1)(KSM)t(KSM + 1)t+1

t!
(

x
λ1 A + KSM + 1

)t+2 dx

(17)

where

T1 =
KSM + 1

KSM + 1 + T2
T2 =

T3

λ1
T3 =

β2σ2
Dd4

SD

β1σ2
MdτSM

SM
A =

β1dτSM
SM

β2d4
SD

B =
β2

dτMD
MD

.

Proof. See Appendix A.

3.2. MIMO UAV

For MIMO UAV, three low- complexity linear beamforming schemes, transmit zero-forcing
(TZF)/maximum ratio combing (MRC), maximum ratio transmission (MRT)/receive zero-forcing
(RZF), and maximum ratio transmission (MRT)/ maximum ratio combing (MRC) are used to improve
surveilling performance.

3.2.1. TZF/MRC

The basic design of the TZF scheme aims to completely eliminate the self-interference by using
multiple antennas at the transmitter of UAV monitor M. According to [26], the wt can be obtained in
compact form as

wt =
Π1h†

MD

‖ Π1h†
MD ‖

(18)

where Π1 = INt −
H†

MMhSMh†
SMHMM

‖h†
SMHMM‖2 spans the null space of h†

SMHMM.

Further, the receive antennas of UAV monitor M adopts the MRC scheme to maximize reception, i.e.,

wr =
hSM
‖ hSM ‖

(19)
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Since UAV eliminates the self-interference completely [15], the jamming power has no impact
on the signal receiving end of the UAV. Consequently, the full power PJ is used for jamming the
destination of the suspicious link.

The surveilling non-outage probability of the UAV monitor is given by

Pnon-out = 1− ∑
k=0

(KSM + 1)Nr+k(KSM Nr)k

k! ∑
i=0

(KMD(Nt − 1))i

i!

×
Nt+i−2

∑
j=0

(KMD + 1)Nr+k+j
(

Dλ1σ2
M

BCPJ

)Nr+k−1 (
− σ2

D
BPJ
− Dλ1σ2

M(KSM+1)
BCPJ

)j

j!(Nt + i− j− 2)!

× exp

(
−KSM Nr − KMD(Nt − 1) + (KMD + 1)

(
σ2

D
BPJ

+
Dλ1σ2

M(KSM + 1)
BCPJ

))

× Γ

(
Nt − Nr − k + i− j− 1,

D(σ2
D + λ1σ2

M(KSM + 1))(KMD + 1)
BCPJ

)
(20)

where
C =

β2

dτSM
SM

D =
β1

d4
SD

.

Proof. See Appendix B.

3.2.2. MRT/RZF

Different from the TZF scheme, the RZF scheme aims to completely eliminate the self-interference
by using multiple antennas at the receiving end of UAV monitor M. According to [26], the wr can be
obtained in compact form as

wr =
Π2hSM
‖ Π2hSM ‖

(21)

where Π2 = INr −
HMMh†

MDhMDH†
MM

‖HMMh†
MD‖2 spans the null space of HMMh†

MD.

Further, the transmit antennas of UAV monitor M adopts the MRT scheme to interfere with the
receiving signal of the suspicious destination, i.e.,

wt =
h†

MD
‖ hMD ‖

(22)

Since UAV eliminates the self-interference completely [15], the jamming power has no impact
on the signal receiving end of the UAV. Consequently, the full power PJ is used for jamming the
destination of the suspicious link.

The surveilling non-outage probability of the UAV monitor is given by

Pnon-out = 1− ∑
k=0

(KSM + 1)Nr+k−1(KSM(Nr − 1))k

k! ∑
i=0

(KMD Nt)i

i!

×
Nt+i−1

∑
j=0

(KMD + 1)Nr+k+j−1
(

Dλ1σ2
M

BCPJ

)Nr+k−2 (
− σ2

D
BPJ
− Dλ1σ2

M(KSM+1)
BCPJ

)j

j!(Nt + i− j− 1)!

× exp

(
−KSM(Nr − 1)− KMD Nt + (KMD + 1)

(
σ2

D
BPJ

+
Dλ1σ2

M(KSM + 1)
BCPJ

))

× Γ

(
Nt − Nr − k + i− j + 1,

D(σ2
D + λ1σ2

M(KSM + 1))(KMD + 1)
BCPJ

)
(23)
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Proof. See Appendix B.

3.2.3. MRT/ MRC

In contrast to the TZF/MRC scheme and the MRT/RZF Scheme, the MRT/ MRC cannot eliminate
the self-interference completely, but has a lower computation complexity. The receiver and transmitter
beamforming vector are given by

wr =
hSM
‖ hSM ‖

(24)

and

wt =
h†

MD
‖ hMD ‖

(25)

respectively.
Since UAVs cannot eliminate the self-interference completely [15], the jamming power has

an impact on the signal receiving end of the UAV. Consequently, the jamming power PM needs
to be optimized. The optimal jamming power can be expressed as

PM =

PJ if σ2
D

σ2
M
< J,

0 otherwise.
(26)

where

J =
β2 ‖ hMD ‖2

ρdτMD
MD

|h†
SMHMMh†

MD |2
‖hSM‖2‖hMD‖2

The surveilling non-outage probability of the UAV monitor is given by

Pnon-out = e−KSM Nr

∑
k=0

(KSM Nr)k

k!

1−
(

KSM + 1
T3
λ1

+ KSM + 1

)Nr+k


+
∫

T3
∑
i=0

(KMD Nt)i

i!

Nt+i−1

∑
j=0

(KMD + 1)j

j!

×
j

∑
k=0

Ck
j

(
Aσ2

Mx− σ2
D

BPJ

)j−k(
ρAx

B

)k 1
λ2

k!
(
(KMD + 1)

ρAx
B

+
1

λ2

)−k−1

× exp
(
− KMD Nt − (KMD + 1)

(
Aσ2

Mx− σ2
D

BPJ

))
fa(x)dx

, (27)

where

fa(x) = e−KSM Nr ∑
t=0

(t + Nr)(KSM Nr)t(KSM + 1)Nr+t

t!
(

x
λ1 A + KSM + 1

)Nr+t+1 .

Proof. See Appendix C.

4. Numerical and Simulation Results

In this section, numerical and simulation results are provided to verify the performance of the
UAV monitor. The self-interference coefficient is ρ = 0.1 and λ1 = λ2 = 1. The channel power gain of
the reference distance 1m at SD and SM/MD is β1 = −5 dB and β2 = −65 dB. The flying height of the
UAV varies from 0 to 4000 m and the circle radius of UAV varies from 0 to 2000 m. The suspicious
link distance varies from 0 to 4000 m. The environment and frequency parameters are α1 = 1, α2 = 3,
α3 = 5, δ1 = 44, δ2 = 9 and δ3 = 2

π ln3 as in [25]. We use MATLAB for numerical and simulation
results. The numerical results are obtained through our derived formulas. The simulation results are
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obtained through Monte Carlo (MC) simulation and the number of simulations is 100,000. The curve
without (MC) means the numerical result and the curve with (MC) means the simulated result.

4.1. SISO UAV

Figure 2 shows the numerical and simulated UAV surveilling non-outage probability of the
optimal and constant power allocation scheme versus θa in the UAV. The numerical and simulated
results coincide exactly, which validates our derivation. It is obvious that the optimal power allocation
scheme outperforms the constant power allocation scheme. The non-outage probability of the two
schemes approaches a minimum when the azimuth angle is π . When the azimuth angle ranges from
0 to π, since the UAV surveilling communication distance increases and the channel quality of the
surveillance link becomes worse as the LoS probability becomes smaller, the surveilling performance
becomes worse. However, as the azimuth angle ranges from π to 2π , the UAV surveilling performance
becomes better. From the figure, we can see that 0 is the optimal azimuth angle when the suspicious
link distance dSD is 2000 m.

0 50 100 150 200 250 300 350 400

Angle (Degree)

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

N
o
n
 O

u
ta

g
e
 P

ro
b
a
b
ili

ty

optimal jamming power

optimal jamming power (MC)

constant jamming power

constant jamming power (MC)

Figure 2. The surveilling non-outage probability of the optimal and constant power allocation scheme
versus θa, d = 1000 m, h = 2500 m, r = 800 m, σ2

D = σ2
M = 1 W and PJ/σ2

D = PJ/σ2
M = 20 dB.

Figure 3 shows the numerical and simulated UAV surveilling non-outage probability of the
optimal power allocation scheme and the constant power allocation scheme versus radius in the
UAV. The UAV non-outage probability increases with the radius because the legitimate surveillance
communication distance decreases and the surveillance link has better channel quality until the UAV
radius is 1000 m, where the non-outage probability is the largest, and then the UAV non-outage
probability decreases since the legitimate surveillance link distance increases and the LoS probability
becomes smaller. The result shows that the reasonable control of the radius can improve the surveilling
performance of a UAV monitor. From the figure, we can see that half of the suspicious link distance is
the optimal radius, i.e., 1000 m is the optimal radius when the suspicious link distance dSD is 2000 m.

Figure 4 shows the UAV surveilling non-outage probability of the optimal and constant power
allocation scheme versus the height of the UAV. The UAV non-outage probability increases with the
height because the surveillance link can have better channel quality than the suspicious link and the
jamming signal received at the receiver of suspicious link becomes large until UAV height is 1451 m,
where the non-outage probability is the largest, and then with an increasing of the UAV height, the UAV
non-outage probability decreases since the surveillance distance becomes larger, while channel quality
remains unchanged and the jamming signal received at the receiver of suspicious link becomes smaller.
The result shows that the reasonable control of the height can improve the surveilling performance of
a UAV monitor that is consistent with our analysis. When the distance of the suspicious link is two
kilometers, the theoretically optimal value is at the location (1000,0,1451). In this case, the monitoring
performance is guaranteed, and the UAV is far away from the suspicious link to avoid being detected.
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The simulation parameters such as the distance between illegal nodes, the UAV height, etc., are set to
be the same as or even smaller than other studies [18]. The 2 km is only a simulated distance, and the
proposed method is applicable to cases with other distances.
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Figure 3. The surveilling non-outage probability of the optimal and constant power allocation scheme
versus radius, d = 1000 m, h = 100 m, θa = π, σ2

D = σ2
M = 1 W and PJ/σ2

D = PJ/σ2
M = 20 dB.
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Figure 4. The surveilling non-outage probability of the optimal and constant power allocation scheme
versus height, d = 1000 m, r = 400 m, θa = π, σ2

D = σ2
M = 1 W and PJ/σ2

D = PJ/σ2
M = 20 dB.

Figure 5 shows the UAV surveilling non-outage probability versus dSD of proposed schemes with
the optimal and constant power allocation scheme in the UAV. They all change with the distance of the
suspicious link of the UAV. The UAV non-outage probability increases with dSD since the legitimate
surveillance communication distance decreases and the surveillance links can have better channel
quality than the suspicious links until dSD is 2500 m, where the non-outage probability is the largest.
Then the UAV surveilling non-outage probability decreases since the surveillance distance becomes
larger and the channel quality of the legitimate surveillance link becomes worse.
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Figure 5. The surveilling non-outage probability of the optimal and constant power allocation scheme
versus dSD, h = 1200 m, r = 400 m, θa = π, σ2

D = σ2
M = 1 W and PJ/σ2

D = PJ/σ2
M = 20 dB.

4.2. MIMO UAV

Figure 6 shows the surveilling non-outage probability versus receiving antenna numbers for the
MRT/RZF beamforming scheme with different jamming power in the MIMO UAV. We can see that the
surveilling performance increases as the number of receiving antennas increases, since the surveilling
channel quality becomes better, and the surveilling non-outage probability increases as jamming power
increases, since the jamming effect on the surveilling link is larger than that of the suspicious link.
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Figure 6. The surveilling non-outage probability of MRT/RZF scheme with different jamming power versus
the number of receiving antennas Nr, h = 3000 m, d = 600 m, r = 400 m, θa = π, σ2

D = σ2
M = −115 dBm

and Nr + Nt = 10.

Figure 7 shows the surveilling non-outage probability versus receiving antenna number for the
TZF/MRC beamforming scheme with different jamming power in the MIMO UAV. We can see that
the surveilling performance decreases as the number of transmitting antennas increases, since the
surveilling channel quality becomes worse, and the surveilling non-outage probability increases as
jamming power increases, since the jamming effect on the surveilling link is larger than that of the
suspicious link.
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Figure 7. The surveilling non-outage probability of the MRT/RZF scheme with different jamming
power versus the number of receiving antennas Nt, h = 4000 m, d = 600 m, r = 400 m, θa = π,
σ2

D = σ2
M = −115 dBm and Nr + Nt = 10.

Figure 8 shows the surveilling non-outage probability versus receiving antenna number for
MRT/MRC beamforming scheme with different jamming power in the MIMO UAV. We can see that
the surveilling non-outage probability of MRT/MRC scheme with optimal jamming power and passive
surveilling scheme increase as the number of receiving antennas increase, since the surveilling channel
quality becomes better. Further, the surveilling non-outage probability of MRT/MRC scheme with
constant jamming power is smaller than that of optimal jamming power, since optimal jamming power
can improve the surveilling performance.
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Figure 8. The surveilling non-outage probability of MRT/MRC scheme with different jamming
power versus the number of transmitting antennas Nr, h = 4000 m, d = 600 m, r = 400 m, θa = π,
σ2

D = σ2
M = −115 dBm and Nr + Nt = 10.

Figure 9 shows the surveilling non-outage probability versus the jamming power for four schemes
in the MIMO UAV. It can be seen from the figure that for different jamming power, a UAV can adopt
an adaptive jamming scheme for improving surveilling performance.
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Figure 9. The surveilling non-outage probability of four scheme versus jamming power, h = 4000 m,
d = 600 m, r = 400 m, θa = π, σ2

D = σ2
M = −115 dBm.

Figure 10 shows the surveilling non-outage probability versus height for the MRT/RZF
beamforming scheme with maximum power, TZF/MRC beamforming scheme with maximum power,
MRT/MRC beamforming scheme with optimal power allocation and passive surveilling scheme in the
MIMO UAV. We can see that the MRT/RZF and TZF/MRC beamforming schemes with maximum
jamming power have better surveilling performance than passive surveilling scheme. It indicates that
we can use proactive jamming with MRT/RZF and TZF/MRC beamforming schemes to improve the
surveilling performance. Further, the MRT/MRC beamforming scheme with optimal power allocation
and passive surveilling scheme have the same surveilling performance. It indicates that we do not
need proactive jamming for the MRT/MRC beamforming scheme. The reason why the surveilling
performance varies with height is the same as SISO UAV.
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Figure 10. The surveilling non-outage probability of four schemes versus height, d = 600 m, r = 400 m,
θa = π, σ2

D = σ2
M = −115 dBm and PJ = 10 dBm.

Figure 11 shows the surveilling non-outage probability comparison versus azimuth angle θa of six
schemes in a UAV. We can see that the TZF/MRC and MRT/RZF beamforming scheme with maximum
jamming power has the best surveilling performance in the MIMO UAV. Then, the MRT/MRC
beamforming scheme with optimal power allocation and the passive surveilling scheme has the
second-best surveilling performance in the MIMO UAV. Finally, SISO UAV with optimal jamming
power and the passive surveilling scheme has the worse surveilling performance. It indicates that
we can use proactive jamming with TZF/MRC and MRT/RZF beamforming schemes to improve
surveilling performance. The surveilling performance of the MRT/RZF and TZF/MRC schemes are
not affected by the change of azimuth angle in this case since the jamming effect on the suspicious
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link is large enough. Except for MRT/RZF and TZF/MRC schemes, the reason why all surveilling
performance decreases with angle and then rises with angle is the same as SISO UAV.
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Figure 11. The surveilling non-outage probability comparison of six schemes versus azimuth angle θa,
d = 600 m, r = 400 m, h = 2000 m, σ2

D = σ2
M = −115 dBm and PJ = 40 dBm.

5. Discussion

According to our proposed system, a UAV should be adopted. In our simulations, 2000 meters
separation between the illegal nodes is assumed, and optimal UAV height is 1451 meters. However,
the separation between the illegal nodes can be even larger in practice.

The rotary-wing UAV can hover, while the fixed-wing UAV cannot hover. Therefore,
the fixed-wing UAV cannot be used in our proposed system. According to our discussion with
DJI, in general, the lifted battery-powered rotary-wing UAV can fly up to 2000 meters and the flight
time is about half an hour. If enhanced, it can even fly up to a height of 4500 meters for up to 45 min.
For enhancing the surveilling performance, we can adopt an oil-powered rotary-wing UAV. In fact,
in 2016, a four-rotor UAV powered by fuel was developed to overcome the current shortcomings of
battery-powered rotary-wing UAVs, such as short flight time and low flying height. For example,
the A-HAWK II oil-powered heavy-duty rotary-wing UAV is one of the heaviest four-rotor oil-powered
UAVs currently made in China, with a maximum endurance time of four hours and a maximum flying
height of 5000 meters in [27]. Hence, our proposed system can be used in practice.

6. Conclusion

This paper proposes a full-duplex UAV legitimate surveillance system in which a suspicious
source transmits dubious information to a suspicious destination. A UAV legitimate monitor performs
passive surveilling and active jamming simultaneously. The non-outage probability for surveilling is
derived and the surveilling performance is analyzed for SISO and MIMO UAV. Even if the transmission
rate of the surveilling link is less than the transmission rate of the suspicious link, the UAV can
degrade the transmission rate of the suspicious link through active jamming, so it can improve the
surveilling performance.
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Appendix A

The surveilling non-outage probability of the UAV monitor is given by

Pnon-out = Prob


PS β2

d
τSM
SM
|hSM|2

ρPM|hMM|2 + σ2
M
≥

PS β1
d4

SD
|hSD|2

PM β2

d
τMD
MD
|hMD|2 + σ2

D

 , (A1)

which can be computed via

Pnon-out = Prob(b < c)× Prob(a < c|b < c)︸ ︷︷ ︸
p1

+Prob(c < b)× Prob

(
a− c

ργMM
≤

PJ

σ2
M
(b− a)|c < b

)
︸ ︷︷ ︸

p2

,
(A2)

where

a =
γSD
γSM

, b =
γMD

ργMM
, c =

σ2
D

σ2
M

, γSD =
β1

d4
SD
|hSD|2, γSM =

β2

dτSM
SM
|hSM|2,

γMD =
β2

dτMD
MD
|hMD|2, γMM = |hMM|2.

Note that γSD, γMM follow the exponential distribution with mean λ1, λ2 and γSM, γMD follows
the noncentral chi-squared distribution with 2 degrees of freedom. The cumulative distribution
function (cdf) of random variables a and b can be derived as

Fa(x) =
∫

0

∫ xz
A

0

1
λ1

e−
y

λ1 (KSM + 1)e−((KSM+1)z+KSM)

× I0(2
√
(KSM + 1)KSMz)dydz

(A3)

and

Fb(x) =
∫

0

∫ ρd
τMD
MD xz

β2

0

1
λ2

e−
y

λ2 (KMD + 1)e−((KMD+1)z+KMD)

× I0(2
√
(KMD + 1)KMDz)dydz.

(A4)

Then p2 can be divided into three simple parts as follows

p2 =

p3︷ ︸︸ ︷
Prob(a < c < b)× 1+

p4︷ ︸︸ ︷
Prob(c < b < a)× 0+

p5︷ ︸︸ ︷
Prob(c < a < b)× Prob

(
a− c

ργMM
≤

PJ

σ2
M
(b− a)|c < a < b

)
,

(A5)

p1 and p3 can be evaluated by

p1 + p3 = Fa(c)Fb(c) + Fa(c)(1− Fb(c))

= Fa(
σ2

D
σ2

M
) = 1− T1 × exp(KSM(T1 − 1)).

(A6)
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The next step is to calculate p5, and we have

p5 = Prob

(
a− c

ργMM
≤

PJ

σ2
M
(b− a),

σ2
D

σ2
M

<
γSD
γSM

<
γMD

ργMM

)
. (A7)

Averaging cdf over γMD and γMM, we obtain

p5 =
∫

T3
∑
i=0

(KMD)
i

i!

i

∑
j=0

(KMD + 1)i

j!

×
j

∑
k=0

Ck
j

(
Aσ2

Mx− σ2
D

BPJ

)j−k(
ρAx

B

)k

× 1
λ2

k!
(
(KMD + 1)

ρAx
B

+
1

λ2

)−k−1

× exp
(
− KMD − (KMD + 1)

(
Aσ2

Mx− σ2
D

BPJ

))
fa(x)dx,

(A8)

where fa(x) is the probability density function (pdf) of a random variable a.
The exact surveilling non-outage probability of the UAV monitor is given by

Pnon-out = 1− T1 × exp(KSM(T1 − 1)) +
∫

T3

e−KSM ∑
i=0

(KMD)
i

i!

i

∑
j=0

(KMD + 1)i

j!

×
j

∑
k=0

Ck
j

(
Aσ2

Mx− σ2
D

BPJ

)j−k(
ρAx

B

)k

× 1
λ2

k!
(
(KMD + 1)

ρAx
B

+
1

λ2

)−k−1

× exp
(
− KMD − (KMD + 1)

(
Aσ2

Mx− σ2
D

BPJ

))
×∑

t=0

(t + 1)(KSM)t(KSM + 1)t+1

t!
(

x
λ1 A + KSM + 1

)t+2 dx

.

(A9)

Appendix B

Define
γSM =

β2

dτSM
SM
‖ hSM ‖2 (A10)

and
γMD = |hMDΠ1h†

MD|2, (A11)

then it is easy to show that γSM follows the noncentral chi-squared distribution with 2Nr degrees of
freedom, with pdf given by [22]

fSM(x) = (KSM + 1)e−((KSM+1)x+KSM Nr)

(
(KSM + 1)x

KSM Nr

) Nr−1
2
× INr−1(2

√
(KSM + 1)KSM Nrx) (A12)

Also, the pdf of γMD is given by [22]

fMD(x) = (KMD + 1)e−((KMD+1)x+KMD(Nt−1))
(

(KMD + 1)x
KMD(Nt − 1)

) Nt−2
2
× INt−2(2

√
(KMD + 1)KMD(Nt − 1)x) (A13)
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As such, the surveilling non-outage probability can be written as

Pnon-out = Prob


PS β2

d
τSM
SM

γSM

σ2
M

≥
PS β1
d4

SD
γSD

PJ β2

d
τMD
MD

γMD + σ2
D

 (A14)

Conditioning on γSM and γMD, we obtain

Pnon-out = 1− exp

(
β2d4

SDσ2
DγSM

dτSM
SM β1σ2

M

(
PJ β2

dτMD
MD

γMD + σ2
D

))
(A15)

Averaging cdf over γSM and γMD and invoking [28] Equation (3.351.3), we have the desired result.

Appendix C

Define

γMM =
|h†

SMHMMh†
MD|2

‖ hSM ‖2‖ hMD ‖2 (A16)

then according to [15], γMM follows an exponential distribution with mean λ2. Then, we have

Fa(x) =
∫

0

∫ xz
A

0

1
λ1

e−
y

λ1 (KSM + 1)e−((KSM+1)z+KSM Nr)

×
(
(KSM + 1)z

KSM Nr

) Nr−1
2
× INr−1(2

√
(KSM + 1)KSM Nrz)dydz

= e−KSM Nr

∑
k=0

(KSM Nr)k

k!

1−
(

KSM + 1
x

Aλ1
+ KSM + 1

)Nr+k


(A17)

and

Fb(x) =
∫

0

∫ ρd
τMD
MD xz

β2

0
(KMD + 1)e−((KMD+1)y+KMD Nt)

(
(KMD + 1)y

KMD Nt

) Nt−1
2

× INt−1(2
√
(KMD + 1)KMD Nty)

1
λ2

e−
z

λ2 dydz

= e−KSM Nt

∑
j=0

(KSM Nt)j

j!

1− 1
λ2

Nt+j−1

∑
i=0

ρd
τMD
MD
β2

(KMD + 1)ix(
ρd

τMD
MD
β2

(KMD + 1)x + 1
λ2

)i+1




. (A18)

Therefore,

p1 + p3 = e−KSM Nr

∑
k=0

(KSM Nr)k

k!

1−
(

KSM + 1
T3
λ1

+ KSM + 1

)Nr+k
 . (A19)
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Invoking [28] Equation (3.351.2) and [28] Equation (3.351.3), can be computed as

p4 =
∫

T3
∑
i=0

(KMD Nt)i

i!

Nt+i−1

∑
j=0

(KMD + 1)j

j!

×
j

∑
k=0

Ck
j

(
Aσ2

Mx− σ2
D

BPJ

)j−k(
ρAx

B

)k 1
λ2

k!
(
(KMD + 1)

ρAx
B

+
1

λ2

)−k−1

× exp
(
− KMD Nt − (KMD + 1)

(
Aσ2

Mx− σ2
D

BPJ

))
fa(x)dx

. (A20)

where fa(x) is the probability density function (pdf) of random variable a.
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