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Abstract: The Internet of Things (IoT) is one of the promising paradigms that enable massive machines
and devices to communicate with each other in future communication networks to promote a high
level of awareness about our world and improve our daily life. IoT devices (IoTDs) communicate
with an IoT base station (IoTBS) or IoT gateway (IoTG) by sharing the resources of other cellular
users (CUEs). Due to the leakage of the spectral efficiency, interference exists among IoTG and
base station (BS) due to CUEs and IoTDs. In this paper, a new framework is proposed called the
interference control model. This proposed model aims to control the interference among IoTG and BS
and is based on using the Lagrange optimization technique to reduce interference and maximize the
energy efficiency and reliability of the IoT and cellular networks in fifth-generation (5G) systems.
First, we formulate the multi-objective optimization problem to achieve the objective of the proposed
model. Then, based on the optimization strategy, we derive the closed-form expressions of key
quality-of-service (QoS) performance such as system reliability, throughput, and energy efficiency.
Finally, the proposed algorithm has been evaluated and examined through different assumptions
and several simulation scenarios. The obtained results validate the effectiveness and the accuracy of
our proposed idea and also indicate significant improvement in the network performance of IoT and
cellular networks.

Keywords: Internet of Things; 5G; reliability; throughput; energy efficiency; quality of service; optimization

1. Introduction

With the rapid development of the Internet of Things (IoT), where all the physical and smart
things such as machines, vehicles, and devices are connected through wireless networks to exchange
information about themselves and their surroundings, it is a challenge to fulfil user requirements with
the required system performance. IoT can enhance our life, improve our daily experience, and cooperate
to support various industrial applications by creating an efficient platform for connecting all devices [1,2].
The future of IoT is a bright one because a large amount of IoT devices can communicate and merge to
enhance our daily life. For example, the nest smart home—this is an application provided for users on
their phones to monitor their devices at their home. This application can provide the user with the
optimum required security and convenience. Additionally, the IoT system supports traffic management
and vehicle behaviors, and it also enables vehicle-to-vehicle and vehicle-to-person communication to
improve transportation safety and traffic management. Moreover, in factories and farms, instruments
can communicate and collaborate to enhance the performance of the farms and factories” operations.
Many other IoT application scenarios improve and facilitate our daily life [3].

Access networks are responsible for connecting and merging all IoT devices to a centralized
infrastructure or access point using either wireless or wired links [4]. Wired links are not suitable for all
IoT applications, especially those deployed in remote locations and vehicular applications due to cost
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ineffectiveness and lack of scalability or mobility. On the other hand, they can provide high reliability,
high rates, and short delay. Wireless access technologies can either be using capillary networks, which
are local networks that use short-range radio-access technologies to provide local connectivity (e.g.,
wireless local area networks, Zigbee, Wi-Fi, Bluetooth, etc.) [5], or using cellular technology such as
the global system for mobile communication (2G/GSM), universal mobile telecommunications system
(8G/UMTS), Long-Term Evolution (4G/LTE), fifth-generation (5G) mobile network, etc. The wireless
capillary is considered as a low-power and lossy network [6]; additionally, it is relatively low cost
and scalable. However, cellular networks are considered reliable and support mobility, which makes
cellular IoT a promising technology for several applications [7]. Moreover, the evolving fifth-generation
(5G) cellular wireless networks provide higher data rates, enhance end-user quality of experience (QoE),
reduce end-to-end latency, and lower energy consumption [8]. Furthermore, 5G networks are expected
to massively expand today’s IoT, which can boost cellular operations, IoT security, and network
challenges and drive the Internet future to the edge [9].

Fifth-generation (5G) technologies enable machine-to-machine (M2M), device-to-device (D2D),
and device-to-everything (D2E) communication, IoT, and Internet of Vehicles (IoV). This kind of
communication will require an enormous demand in future communication systems, which will be
fast and will include more connected devices that are normally supported in combined networks.
In this work, we have multiple IoT devices and cellular users (CUEs) sharing the same spectrum,
transmitting and receiving data to IoT gateways and base stations (BSs), respectively. We investigate
the effect of the interference occurring due to the number of transmitting IoT devices (IoTDs) on
base stations (BSs) and the number of cellular users (CUEs) on the IoT gateway (IoTG) and find an
adequate solution to decrease interference using an optimization strategy to enhance the IoT and
cellular network performance in terms of reliability and efficiency under different environmental
conditions. These findings are used to identify, based on different constraints and requirements,
the suitable and acceptable distance between CUE and IoTG and IoTD and BS that can decrease
interference and optimize system performance for the whole network in a changing environment.
The proposed approach is unique in the sense that it provides an efficient way to find the most adequate
distance for CUE-I0TG and IoTD-BS. This method is evaluated based on the performance model we
derive and its simulation. The remainder of this paper is organized as follows. Section 2 discusses the
relevance of this research with other work reported. The system model and the problem formulation
are presented in Section 3. Simulation results produced by MATLAB and discussions are presented in
Section 4. Finally, the paper is concluded in Section 5.

2. Related Work

IoT devices” deployment over cellular networks has major technical challenges at the architecture,
operational, and economic levels [10,11]. Furthermore, satisfying the IoT application requirements
along with their associated communication technologies [12] and selecting an efficient service for
optimal management of both energy and quality of service (QoS) [13,14] are other challenges to be
considered. Thus, different techniques and methods have been studied extensively to show how to
enhance the QoS, the communication between IoT devices, and increase the energy efficiency [15].
To meet the requirements of high energy efficiency and large system capacity for the fifth-generation
Internet of Things (IoT), the authors of [16] considered the energy-efficient design of a multipair
decode-and-forward relay-based IoT network to obtain an accurate and efficient system performance.
Moreover, to enhance the transmission efficiency as well as the reception reliability, cooperative
relaying to the IoT network was introduced in [17] and a cooperative IoT protocol was proposed.
Additionally, for IoT system enhancement, ref. [18] presented multiband cooperative spectrum sensing
and a resource allocation framework for IoT in cognitive 5G networks to enhance the system QoS in
terms of data rate, latency, reliability, economic price, and environmental cost. On the other hand,
ref. [19] defined effective throughput and effective amount of information to enhance transmission
efficiency and reliability.
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Concerning the energy consumption for IoT, different techniques and methods have been presented
to solve this issue—for example, ref. [20] proposed a power measurement utility for reinforcement
learning (PMU-RL) algorithm to dynamically adjust the resource utilization of heterogeneous platforms
in order to minimize power consumption, and [21] described an energy-centric and context-aware
optimization framework that accounts for the energy impact of the fundamental functionalities of
an IoT system. Moreover, a new architecture has been presented in [22] to allocate the IoT network
resource and minimize the overall energy consumption of the pico relay base stations. On the other
hand, the problem of how to achieve a tradeoff between the QoS provisioning and the energy efficiency
for the industrial IoT systems was proposed in [23], to achieve the objective of balancing the outage
performance and the network lifetime. Furthermore, an energy- and spectrum-efficient IoT network
for 5G systems was presented in [24] to increase the IoT network utilization. Furthermore, it has been
proven that the energy consumption of a network can be minimized via joint power control and time
allocation [25] or via joint transmission time and power assignment [26]. Additionally, the paper [27]
addressed the optimized scheduling of the monitoring role between the embedded devices in IoT
networks, to minimize energy consumption and communication overhead of monitoring, for each
node. Furthermore, an efficient suboptimal algorithm was proposed [28] to solve the energy efficiency
maximization problem and achieve better energy efficiency performance for IoT devices. Moreover,
increasing the energy efficiency fairness among heterogeneous mobile devices in interference channels
will become a crucial issue in future wireless networks that can be solved using the deep learning
approach [29]. However, an elastic cell-zooming algorithm based on the quality of service and traffic
loads of end-users was proposed in [30], performed by adaptively adjusting the transmission power of
small cells in order to reduce energy consumption for IoT.

Moreover, decreasing the energy consumption for decreasing interference in IoT network is a key
issue, depending on the connectivity between IoT devices. Nash non-cooperative power game was an
effective method implemented in [31] to decrease the interference between IoT users which largely
enhanced the edge IoT user throughput. The sum rate of the IoT cellular network can be maximized by
a joint sub-band assignment and power allocation optimization [32] and low-complexity, low-cost IoT
communication is enabled by applying a multi-rate filtered orthogonal frequency division multiplexing
system (F-OFDM) [33]. Additionally, the mitigation of the IoT interference to LTE-A is an important
issue presented in [34] to improve accuracy of and eliminate IoT interference in LTE-A systems.

Although there have been many reports establishing the possibility of improving the system
performance of IoT networks by using different proper communication protocols or data processing
algorithms, there is a lack of information concerning how to identify the suitable approximate distance
between CUE-IoTG and IoTD-BS under different conditions that can decrease the interference and
ensure the best system performance for both IoT and cellular networks. In this paper, the main concern
is the identification of the conditions for establishing the minimum appropriate distance between
CUE-IoTG and IoTD-BS to decrease interference at the BS and IoTG. The proposed approach is based
on the development of analytical and simulation models for the proposed approach and the assessment
of its performance in reliability, throughput, and energy efficiency on both networks. The suggested
approach shows how to achieve optimum performance by adapting the distance between CUE-IoTG
and IoTD-BS to enhance their system performance. However, the following Table 1 gives a summary
of the comparison between the relevant research literature and the proposed model in this work.
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Table 1. Comparison between the different methods and algorithms presented previously and the
current proposed model.

Throughput . s 1e1s Ener oS ey s
Maxim;gza]’i)ion Fairmess  Reliability Efﬁciefr;l};y Sati?faction Utilization
Proposed model v v v v

[14] v v

[15] v v )

[16] ) v v

[17] v

[18] v v v

[19] )

[20] v v

[21] v

[22] v v

[23] v

[28] v v

[29] v

3. System Model and Problem Formulation

The analytical models of the suitable distance between IoTD-BS and CUE-IoTG, system outage
probability, energy efficiency, and throughput in the context of IoT and cellular networks are established
in this section. Based on this model, the interference between IoTD-BS and CUE-IoTG can be
controlled and decreased to optimize and enhance the system performance for both networks. Given a
heterogeneous cellular network consisting of N CUEs connected to the BS at the center and a cluster
of K IoTDs connected to the IoTG, for any CUE-BS, the goal of the optimization proposed in this
work is achieved by maximizing energy efficiency (EE), maximizing the end-to-end throughput (Sy,),
and minimizing the system outage probability (Poyt) based on controlling the interference between
CUE-IoTG and IoTD-BS; i.e.,:

Min Poutz] Poutij = fills, Icc) s-tAlip < IiByax, Icc < IcGmax} and
=N,j
Max Zl - EE j Eij = fali, IcG) s:tAlip < Iimax, IcG < IcGmax} and 1)

Mﬂxz -1, _1 Sthl] Sch] f3(IIB/ ICG) s.t. {lip < IiBmax, Icc < IcGmax}

where Pyyj, EEjj, and Sy;j are the total system outage probability, the total energy efficiency, and the
overall system throughput, respectively, of the i-th path between a CUE-BS and the j-th path between
I0TD and I0TG,; I1g, IcG, IiBmax, and IcGuay are the interference and the maximum acceptable interference
between IoTD and BS and CUE and IoTG, respectively.

The transmission scheme in the context of cellular and IoT networks is identified in Figure 1,
including direct CUE-BS and direct [oTD-IoTG. The IoTG acts as the data condenser of all the IoTDs and
it sends data to the BS by using the available radio resources from the CUEs. In this work, we intend to
examine and compare cellular and IoT networks” performance in energy efficiency (EE), throughput
(St), and system outage probability (P,,) and to optimize both network performance in different
environmental conditions.
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Interference of IoTD to BS

Figure 1. System model.

A narrowband Rayleigh fading with additive white Gaussian noise (AWGN) [19,35,36] and
resulting propagation path loss are assumed in the considered system. The channel fading coefficient
is assumed to be statistically mutually independent for different links. The signals received at the BS
and the IoTG due to the transmissions are given by [35]:

rcg = Pcdcp™*hcp X+ Iip +ncp ()
ric = VPidig™*hicY + Icg + nig 3)

where P, dcp, and hcp are the transmission power, transmission distance, and the channel coefficient,
respectively, of the CUE-BS link; P}, djg, and hj; are the transmission power, transmission distance,
and the channel coefficient, respectively, of the IoTD-IoTG link; « is the path loss exponent; X and Y
are the transmitted symbols of CUE-BS and IoTD-IoTG links, respectively, with unit power; ncp and
nj; are the independent and identically distributed (i.i.d.) additive white Gaussian noise (AWGN) of
CUE-BS and IoTD-I0TG links, respectively, with variance N,/2 per dimension, where N, is the thermal
noise power spectral density per Hertz. The corresponding signal-to-interference ratio (SINRK) at the
BS and the IoTG are represented by:

Pc |hepl ves
SINRcp = ————— 4
B~ "Ts + N,B @)

Py Gl vic
SINRjg = ———— 5
16~ e +N,B ®)

where B is the system bandwidth in Hertz; ycp and yjg are the path loss model of CUE-BS and
IoTD-IoTG links, respectively. The path loss model between any two nodes i and j at a distance dij can
be expressed as [35]:

Yij = Yodij * (6)
where v, is the path loss constant. The interference between IoTD and BS (I;p) and CUE and 1oTG (Icg)
can be given by:

Iip = Pyilhsl*y s @)

Icc = Pclhcalyes (8)
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where hjp and h¢g are the channel coefficients of IoTD-BS and CUE-IoTG links, respectively; ;5 and
ycc represent the path loss model of IoTD-BS and CUE-IoTG links, respectively. We assume that
both destinations have certain QoS constraints that need to be satisfied to correctly decode the
received signals from the CUE and the IoTD. The QoS constraints can be satisfied if, and only if,
SINRcp = SINRy,cg and SINR;g > SINRy,ig, where SINRy,cp and SINRy,ig are the threshold SINR
values at the CUE-BS and the IoTD-IoTG links, respectively. Based on this assumption, Ijp;,,, and
IcGmax can be expressed as:
Pc Ihcs® ye = SinrincsNoB

IIBmax - (9)
SINRHCB

_ Py g 716 = SinrimicNoB (10)

SINRHIG

ICGmax

3.1. Minimization of Outage Probability under the Interference Control Model

An outage probability (Pout) is defined as the probability that the SINR at the receiver falls below
the required threshold B for CUE-BS links and 1 for [oTD-I1oTG links and which allows error-free
decoding. The outage probability of the single-hop transmission is given by [35,36].

Pc |hegl? _(—_BNoB
Poutcp = p(SINRcp < B) = 1= c ey chB (e (Pc hepl VCB)) (11)
Blig + Pc lhepl” ves
Py I S(—MeB__
Pouic = p(SINRig < 1) =1 - i 7/1(23 (e (PI hyc? VIG)) (12)
nlcg + Pr lhcl® vic

Assuming fNoB << P¢ lhcpl? vcp and nNoB << P; P yic, Equations (11) and (12) can be written as:

Pc Ihcgl yep
Poutcp == 1- re (13)
Blig + Pc |hcpl” ycs
Py i y16
PoutIG =1- y > (14)
nlcg + Pr hcl” vic
Then, the overall system outage probability can be expressed as:
Pout = PoutCB t PoutlG + PoutCB* PoutlG (15)
Pc Ihcsl® yes)(Pr Gl yic
Pout =1- ( )( ) (16)

(i + Pc Incsl ycs)(nlce + Pi il yic)

The main objective of the performance optimization of the proposed model is to minimize the
total overall system outage probability under different environmental conditions.

Min Poytij Pourij: = f1 (Iig, Icc)
s.t. CUIip < IiBax} (17)
C2{lcc < IcGmax}

In the formulated optimization problem, C1 is the constraint that the interference between IoTD
and BS (Ijp) must be lower than the maximum acceptable interference between IoTD and BS (I1p4x)-
C2 denotes the constraints that the interference between CUE and 10TG (Icg) must be lower than
the maximum acceptable interference between CUE and I0TG (IcG,y). To find the solution to the



Electronics 2020, 9, 2165 7 of 18

optimization problem specified in (17), we now investigate the first-order optimality conditions.
The Lagrangian of the optimization problem can be calculated as:

L{di, dcg, Ae, Acc) = Pout + M (IiBmax — IiB) + Acc (IcGmax — Icc)- (18)

where Ajp and A consider the non-negative Lagrangian multipliers for C1 and C2, respectively. By taking
the derivative of Equation (18) with respect to djg and dg, we find the optimal solution to (17) as:

JL{dp, dcg, A, Acc)

—0
Then,
B(Pc Incsl yes)(Pr el vic)

(BIi5 + Pc lhcpl? )/CB)Z(T]ICG + Pr gl yic)

Equation (19) shows the value of Ajp that satisfies the constraint of the optimization problem.

Al = (19)

JL{dp, dcg, A, Acc)

ddca =0

Then,

e — n(Pc lhcsl® yes)(Pr il )/IG) )

2
(5118 + P [hepl? VCB)(TIICG + Py gl yic)
Equation (20) shows the value of Acg that satisfies the constraint of the optimization problem.
By taking the derivative of (18) with respect to Ajp and Acg, we find that:

JdL{drp, dcg, A, Acc)

=0
(9)\13

JL{dp, dcg, A, Acc)
dAcc

Then, from the first-order optimality conditions, we can derive the following two propositions.
Proposition 1: this defines the optimal required distance between IoTD and BS, and Proposition

=0

2, which defines the optimal required distance between CUE and IoTG. The two propositions aim
to decrease the interference and enhance the system performance through maximizing QoS. Thus,
to achieve the system model goal, IoTD should be at a distance equal to djp from the BS and CUE
should be at a distance equal to dcg from the IoTG, which is given by:

1
Py sl YoSiNRincB “
B = > (21)
Pc |hegl” yeB — SinrincBNoB
5 1
Pc |k S @
o= ( c |2 ccl” VoSiNrimiG ) 22)
Py |higl” y16 — SiNrthigNoB

3.2. Maximization of Energy Efficiency under the Interference Control Model

Energy efficiency (EE) can be defined as the ratio between the overall system throughput and the
total transmission power. EE for the proposed model can be formulated as:

Rcs Ric
EE = 23
Pc+ P, * Pr+ P, (23)
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where Rcp and Ry are the throughput of CUE-BS and IoTD-IoTG links, respectively; P, is the internal
circuitry power consumption of the CUE-BS and IoTD-IoTG links. Rcp and Rj¢ can be given by:

Pc lhcpl?
Rcg = Blogz(l + %] (24)
Rig = Blogz[l + M] (25)
Icg + NoB
Then, EE can be expressed as:
Blogy(1+ 5lheelger)  plogs (1 + lelone)
EE = + (26)

Pc+P, Pr+ P,

We can formulate the EE maximization problem by specifying a maximum interference level in a
similar way to the method expressed in (17), which can be stated as:

i=N,j=K
Max 22:1,/:1 EE,‘]‘ Ei]’ = fZ(IIB/ ICG)
s.t. Cl{I1g < ItBmax} (27)

C2{Icc < IcGnax}

To find the solution to the optimization problem specified in (27), we now investigate the first-order
optimality conditions. The Lagrangian of the optimization problem can be calculated as:

L{dip, dcc, AB, Accl = EE + &1 (IiBmax — I1B) + Ecc (IcGmax — Icc)- (28)

where &g and &g consider the non-negative Lagrangian multipliers for C1 and C2, respectively. By taking
the derivative of Equation (28) with respect to djp and dg, we find the optimal solution to (27) as:

JdL{drp, dcc, &, &ccl

adp =0
Therefore,
1 Pc Ihcsl® yes
& = PP 27/ (29)
(Pc +Po) (113 + NoB + Pc |hcpl VCB)(IIB + N,B)
and
dL{dip, dcg, B, Ecc) _ 0
Therefore,
1 Py byl
1 lhiGl” yic (30)

écG =
(P +Po) (Icg + NoB + Py gl y16)(Icg + NoB)
Equations (29) and (30) show the values of ;5 and & that satisfy the constraint of the optimization
problem, respectively. By taking the derivative of (28) with respect to &;p and &g, we find that:

JdL{drp, dcc, &, éccl

=0
&R

Therefore,

R

2
Py |hiBl” VoSiNRencB

dig = (31)

Pc Ihcsl® yep — SinrmcaNoB



Electronics 2020, 9, 2165 9of 18

and
JdL{drp, dcc, &, &ccl

=0
dEce

Therefore,

Pc el yoSinrmic |*
deg = — (32)
PrlhiGl” 716 — SinrenicNoB
where djp and dc¢ represent the optimum required distances between IoTD and BS and CUE and
I0TG, respectively, to reduce the interference and enhance the system performance in terms of

energy efficiency.

3.3. Maximization of Overall System Throughput under the Interference Control Model

The overall system throughput can be defined as the sum of the data rates that are delivered to all
terminals in a network. The throughput is measured in bit/s or bps. The overall system throughput of
the proposed model can be stated as:

St = Rep + Rig (33)
Pc Ihcsl® ycs Pilhcl vic
= Bl 1+ —=— Bl 1+ ——— 4
St ng( TN |t T NGB (34)

In a similar way to the method expressed in (17), we can express the overall system throughput
maximization problem by:

N K
Max Zz‘:l,jjzl Stnij Stnij = f3(Ii, Icc)
s.t. C1{I13 < IiBmax} (35)
C2{lcc < IcGmax!

To solve the optimization problem specified in (27), we will investigate the first-order optimality
conditions. The Lagrangian of this optimization problem can be found as:

L{drg, dcc, Qus, Qcc) = S+ Qu (IiBmax — IB) + Qcc (IcGmax — Icc) (36)

where Qjp and Qg consider the non-negative Lagrangian multipliers for C1 and C2, respectively.
This can be obtained by taking the derivative of Equation (36) with respect to djp and d¢ to maximize
the overall system throughput with interference control as follows:

JdL{dp, dcg, Qup, Qcgl

p— 7
Then,
Oy = Pc Ihcpl? yes
(I8 + NoB + Pc Ihcpl ycp)(Iis + NoB)
and
dL{d, dc, O, Qccl _ 0
Then,
Pr e vic
Occ = ! (38)

(Icc + NoB + Py Gl yic)(Icc + NoB)
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Equations (37) and (38) show the values of (g and Q¢ that satisfy the constraint of the
optimization problem, respectively. By taking the derivative of Equation (36) with respect to

QIB and QCG/
JdL{drg, dcg, O, Qccl

QB =0
JL{di, dcc, Qup, Qccl _ 0

we respectively conclude that:

1
Py gl yoSiNrencs ¢
B = 5 (39)
Pc |hepl® yeB — SinrincBNoB
Pe lheal? voS
de = ( c |2 cGl” VoSiNrimic ] (40)
Pr kGl 16 — SinrenicNoB

where djp and d¢¢ represent the optimum required distance between IoTD and BS and CUE and IoTG,
respectively, to reduce the interference and enhance the system performance in terms of throughput.
The related results of the proposed approach will be shown in Section 4.

4. Numerical Results and Discussion

In this section, the performance of the proposed approach through MATLAB simulation is
examined in terms of reliability, system outage probability, energy efficiency, and overall system
throughput and is compared with previous related work [15,18]. The conditions for adapting the
optimal required distance through the analysis of the results obtained are revealed. The network
settings for the simulation are listed in Table 2. Figures 2 and 3 depict the optimum required distance
between CUE and IoTG and IoTD and BS, respectively, which enhances the system performance and
decreases the interference. Assume that Pc and Py are 23 dBm and SINRcgy, and SINR;gy, are 10 dB.
As we can see from Figure 2, based on our assumption and scenario, the optimum required distance
between IoTD and BS (djg) must be approximately equal to 1.8 times the transmission distance between
CUE and BS (dcp)—for example, when dcp = 300 m, djp must be at least 552 m to satisfy the system
requirement, decrease interference, and enhance the system performance. The same result is obtained
as shown in Figure 3 to enhance the IoT system performance; the optimum required distance between
CUE and IoTG (dcg) must be approximately equal to 1.8 times the transmission distance between IoTD
and IoTG (djg)—for example, when djc = 198 m, dcc must be at least 354 m. The obtained results can
help in designing the IoT architecture and to determine the installation location for IoTD.

Table 2. Simulation parameters.

Parameters Value
N, ~174 dBm [27]
B 10 MHz
P, 20 dBm
SINRy,cp 20 dB [31]
SINRy1c 20 dB [31]
Pc 23 dBm [31]
P 23 dBm [31]
Fc 2 GHz
A 4
Yo 10-1[31]
Number of CUEs (N) 1-100

Number of IoTDs (K) 1-100
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Figure 2. Transmission distance between cellular user and base station (CUE-BS) vs. optimum required
distance between Internet of Things device and base station (IoTD-BS).
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Figure 3. Transmission distance between IoTD and Internet of Things gateway (IoTG) vs. optimum
required distance between CUE and IoTG.

The optimum required distance between IoTD and BS and CUE and IoTG is examined again
for different scenarios but against SINRy,cp and SINRyi6, as shown in Figures 4 and 5. In Figure 4,
we assume that dcg is 100, 200, and 300 m and SINRy,cg varied from —10 to 20 dB. As we can
observe from Figure 4, each SINRy,cp required a specific distance between IoTD and BS to satisfy
the system requirements and enhance the system performance—for example, when dcp = 200 m and
SINRyycp = 0 dB, the optimum required distance between IoTD and BS is 200 m, while when dcp =200 m
and SINRy,cp = 15 dB, the optimum required distance between IoTD and BS is 486 m. In Figure 5,
we assume that djg is 40, 80, and 120 m and SINRy;j; varied from —10 to 20 dB. The optimum required
distance between CUE and IoTG will be chosen based on the required SINRy;j, as demonstrated in
Figure 5—for example, when dj; = 120 m and SINRy,;; = 0 dB, the optimum required distance between
CUE and IoTG is 200 m; however, when djc = 120 m and SINRy,cp = 16 dB, the optimum required
distance between IoTD and BS is 301 m. These two figures show that an adaptive smart system should
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be held based on the system requirements and environmental conditions to enhance the performance
of the CUE and IoT networks.

= 1400
_,_dCB:lOO m

=
1200 +dL‘B 200 m

—a—d - =300m
1000 Ll

800
600
400

200%

Optimum Required Distance Between loTD-BS [m

%o E 0 5 10 15 20
SINR, ., [dB]
Figure 4. Signal-to-interference ratio at the CUE-BS link (SINRy;,cg) vs. optimum required distance
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Figure 5. SINRyy,;; vs. optimum required distance between IoTD and BS.

Figures 6 and 7 demonstrate the effect of CUE transmission power (Pc) and IoTD transmission
power (P) on overall energy efficiency (EE) and overall system throughput (Sy,) for the proposed model
and compare it with the model proposed in [15], assuming that dcp = 200 m, djg = 80 m, and SINRy,cp
= SINRy;jc = 0 dB. As shown in Figure 6, the increase in P¢ and Py leads to higher EE in the proposed
model as compared to the schemes previously proposed in [15], whereas after a certain threshold,
the EE reaches a peak and additional increase in maximum transmit power brings no enhancement
in EE but rather a decrease in EE, which means that for this scenario and based on the transmission
distance and SINR between CUE and BS and IoTD and IoTG, the best CUE transmission power (Pc)
and [oTD transmission power (Pj) is 6 dBm for both to obtain the maximum EE. It is also noticed that
the proposed optimization model outperforms the other previously proposed schemes and increases
the overall EE. The same performance is obtained in Figure 7; the overall system throughput of the
proposed model performs well comparing with the model proposed in [15]. It is also mentioned that
the overall system throughput of the optimized proposed model for this transmission distance and
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SINR between CUE and BS and IoTD and IoTG increases when increasing Pc and Pj, which means
that maximizing the throughput of the system may lead to the decrease in the EE.

9
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—»—BRBNOMA scheme proposed in [15] |
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10°f

Overall Energy Efficiency [EE][J/bit]

- 0 é 10 ]IS 20 25

Transmission Power P g ¢ [dBm]

Figure 6. Transmission power Pc and P; vs. overall energy efficiency (EE).
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Overall System Throughput S[h |bit/Sec]
4

e
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Transmission Power ?C:P] [dBm]

Figure 7. Transmission power P and P vs. overall system throughput (Sy,).

We can conclude from the results obtained in Figures 6 and 7 that each transmission distance and
each SINR between CUE and BS and IoTD and IoTG leads to determining the required transmission
power of CUE and IoTD to achieve the maximum EE with the best overall system throughput.
Furthermore, these two figures demonstrate the effectiveness and the accuracy of the proposed model
when comparing it with the other model in [15].

To better clarify the results obtained in Figures 6 and 7, we plotted Figure 8 to present the EE versus
the overall system throughput. For a low throughput, EE increases with the throughput. However,
EE decreases with throughput when it is larger. It means that there is a tradeoff between the EE and
throughput, namely, increasing the throughput may decrease the EE. In practical systems, for obtaining
the maximum EE with the best system throughput, the two performances can be jointly considered
in order to attain the required desirable tradeoff between the two metrics under different conditions.
The system performance is evaluated in terms of reliability and overall system outage probability
versus the number of CUEs and [oTDs, where P = P; = 23 dBm, and SINRy,cg = SINRy,1g = 20 dB.
Figure 9 demonstrates that increasing the number of CUEs and IoTDs leads to higher reliability for the
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proposed model and the model proposed in [18], which means that both models aim to enhance the
system reliability using different techniques regardless of the number of transmissions. The technique
presented in [18] was based on determining a minimum number of channels to be sensed by each
IoT node in a multiband approach to enhance system reliability and increase EE, while our proposed
model is based on adapting the optimum required distance between CUE and IoTG and the system
performance is evaluated in terms of reliability and overall system outage probability versus the
number of CUEs and I0TD, where Pc = P; = 23 dBm, and SINR;,cg = SINRy,1¢ = 20 dB.

N ) b ek
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Figure 8. Overall system throughput (Sy,) vs. overall energy efficiency (EE).
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Figure 9. Total number of CUEs and IoTDs vs. overall system reliability.

The system performance is evaluated in terms of reliability and overall system outage probability
versus the number of CUEs and [oTDs, where P = P; = 23 dBm, and SINRy,cg = SINRy,1c = 20 dB.
Figure 9 demonstrates that increasing the number of CUEs and IoTDs leads to higher reliability for the
proposed model and the model proposed in [18], which means that both models aim to enhance the
system reliability using different techniques, whatever the number of transmissions is. The technique
presented in [18] was based on determining a minimum number of channels to be sensed by each IoT
node in a multiband approach to enhance system reliability and increase EE, while our proposed model
is based on adapting the optimum required distance between CUE and IoTG and IoTD and BS based
on the transmission distance between CUE and BS and IoTD and IoTG to decrease the interference,
enhance system reliability, and increase EE and system throughput. It is also mentioned that our
proposed framework outperforms the model proposed in [18]. The same performance is obtained
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when evaluating the system performance in terms of overall system outage probability, as shown in
Figure 10. Figure 10 depicts that increasing the number of sender nodes decreases the system outage
probability for both models, and our proposed model has better performance than the model proposed
in [18]. This result is due to the high link reliability for any CUE-BS and IoTD-10TG, which also reflects
the results obtained in Figure 9.

1 r

0.95}

—e—Qur Proposed model

~+—CLRS proposed in [18]
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085 o aices

=
o
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Overall System outage probability [P |

0':; 0 20 30 40 50 60 7l() 80 90 100

Total number of CUE and loTD

Figure 10. Total number of CUEs and IoTDs vs. overall system outage probability (Poyt).

Finally, we examine the overall system throughput and energy efficiency for the different number
of CUEs and I0oTDs, assuming Pc = P; = 23 dBm and SINRy,cp = SINRy;;¢ = 20 dB, and the distances
between the CUE and BS and IoTD and IoTG links are randomly chosen and vary between 10 and
500 m. Figure 11 depicts the overall system throughput of the proposed model and the model proposed
in [18] versus the number of CUEs and IoTDs. As it is shown, the overall system throughput increases
when the number of CUEs and [oTDs increases for both models, as increasing the number of sender
nodes increases the number of transmitted packets, which increases the overall system throughput.
This also reflects the result obtained in Figure 9; higher reliability means higher system throughput.
It is worth mentioning that the proposed model has a much higher overall system throughput than
the model proposed in [18]; this is due to the suggested proposed model being based on adapting the
distances between IoTD and BS and CUE and IoTG, which decreases the interference between IoTD
and BS and CUE and IoTG and thus improves the system performance.
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Figure 11. Total number of CUEs and IoTDs vs. overall system throughput (Sy,).



Electronics 2020, 9, 2165 16 of 18

Figure 12 depicts the energy efficiency of the proposed model and the model proposed in [18] by
counting on all possible transmission distances between CUE-BS and IoTD-IoTG links. As illustrated in
Figure 12 the proposed model in [18] has lower energy efficiency than the proposed model, additionally,
it shows that for both models EE gradually increases when the number of CUE and [oTD increases.
As mentioned previously, increasing the number of sender nodes increases the number of transmitted
packets which increases the overall system throughput and then increases EE. The result obtained
in this figure and Figures 9 and 11 show the effectiveness and the accuracy of the proposed model
compared with other previously proposed models.
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Figure 12. Total number of CUEs and IoTDs vs. overall energy efficiency (EE).

A summarized analysis for the performance of the proposed model can be given based on the
above discussions and the results presented in Figures 2-12. Firstly, based on our analysis, there are
several factors affecting system throughput, energy efficiency, reliability, and outage probability.
The idea of the proposed approach is an adaptive way to adjust the distance between IoTD-BS (djp) and
CUE-IoTG (dcg), which decreases the interference that occurs at BS and IoTG and affects the system
performance. (djp) and (dcg) will be adapted based on different environmental conditions such as path
loss exponent, (dcp) and (djg), and the required QoS to enhance the system performance.

Secondly, in the evaluation of the QoS performance of the proposed model, we demonstrate a clear
advantage of the proposed approach over the other models. Specifically, an important performance
measure for QoS is reliability and also system outage probability, which is affected by the transmission
power, as decreasing the transmission power affects the system outage probability; on the other hand,
if the transmission power increases, the interference at the BS and IoTG increases due to the different
number of CUEs and IoTDs. As a result of the overall impact of this factor on throughput and energy
efficiency, a desirable tradeoff between them must be jointly evaluated to show improvement in the
system performance to maintain the QoS required.

Clearly, based on the requirement of a particular application, to achieve the best system
performance in terms of throughput, energy efficiency, outage probability, and system reliability,
proper distance between CUE-IoTG and IoTD-BS should be adapted for the given transmission
conditions, such as overall distance, dcp, dig, channel quality in terms of @, and the transmission
power of CUE (Pc¢) and IoTD (Py). Our work provides effective guidance for deciding when and how
the CUEs and IoTDs should be communicating and be placed. For achieving high throughput and
energy efficiency as the main QoS requirement, the proposed approach is recommended for the given
transmission conditions. Therefore, based on our results, the enhancement of cellular and IoT network
performances can be achieved by adaptively choosing the appropriate distance between CUE-IoTG
and IoTD-BS under different network and transmission conditions.
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5. Conclusions

A new framework called the interference control model was proposed to control interference
among [oTG and BS and is based on using the Lagrange optimization technique to reduce interference
and improve the QoS by maximizing the energy efficiency and reliability of IoT and cellular networks
in fifth-generation (5G) systems. Based on the system throughput, energy efficiency, and reliability,
we have shown that the proposed model can exhibit the best performance under a certain environmental
condition compared with other proposed models. The optimal distance between CUE-IoTG and
IoTD-BS can be identified by judging the distance between CUE-BS and IoTD-IoTG links to decrease
the interference in both links. The results presented in this paper can be used to form an adaptive
interference control to achieve the best system performance for cellular and IoT networks. In this way,
we can attain the highest throughput and energy efficiency with suitable system reliability.
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