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Abstract: Context: Smart Energy is a disruptive concept that has led to the emergence of new energy
policies, technology projects, and business models. The development of those models is driven by
world capitals, companies, and universities. Their purpose is to make the electric power system
more efficient through distributed energy generation/storage, smart meter installation, or reduction
of consumption/implementation costs. This work approaches Smart Energy as a paradigm that
is concerned with systemic strategies involving the implementation of innovative technological
developments in energy systems. However, many of the challenges encountered under this paradigm
are yet to be overcome, such as the effective integration of solutions within Smart Energy systems.
Edge Computing is included in this new technology group. Objective: To investigate developments
that involve the use of Edge Computing and that provide solutions to Smart Energy problems.
The research work will be developed using the methodology of systematic mapping of literature,
following the guidelines established by Kitchenham and Petersen that facilitate the identification of
studies published on the subject. Results: Inclusion and exclusion criteria have been applied to identify
the relevant articles. We selected 80 papers that were classified according to the type of publication
(journal, conferences, or book chapter), type of research (conceptual, experience, or validation), type
of activity (implement, validate, analyze) and asset (architecture, framework, method, or models).
Conclusion: A complete review has been conducted of the 80 articles that were closely related to
the questions posed in this research. To reach the goal of building Edge Computing architectures
for Smart Energy environments, several lines of research have been defined. In the future, such
architectures will overcome current problems, becoming highly energy-efficient, cost-effective, and
capacitated to process and respond in real-time.

Keywords: smart energy; edge computing; IoT; security; blockchain; systematic mapping study

1. Introduction

The term Smart Energy Systems was first introduced in 2012 by Lund et al. [1]. According to
Lund et al. [2], the emergence of this concept gave a scientific basis for a paradigm shift, leading to the
design of comprehensive strategies that provide solutions to the entire energy system and not just one
of its sectors as had been done previously. The term Smart Energy has evolved from the term Smart
Grids [3,4]. While Smart Grids were focused solely on the area of electricity, the term Smart Energy
also encompasses HVAC (heating, ventilation, and air-conditioning) systems [5], and the intelligent
use of energy in Industry 4.0 [6], transportation [7], public buildings [8,9], and homes [10,11]. Smart
Energy solutions involve the use of different disruptive technologies, including Artificial Intelligence
(such as case-based reasoning systems [12], multi-agent systems) [13], Deep Learning [14]; Distributed
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Ledger Technologies (such as blockchain) [15]; or distributed sensing and actuation technologies such
as the Internet of Things (IoT) [3,16].

Regarding the Internet of Things (IoT), its recognition as a paradigm dates back to 20112012,
when renowned companies and institutions such as Gartner, Forbes, or Wired started using this term
to refer to the emerging technology [17]. The Internet of Things implies the connection of different
heterogeneous objects, including buildings, machinery, vehicles, and electronic devices, such as
sensors and actuators interconnected by means of communication protocols and forming wireless
or wired networks [18] to collect information and extract knowledge [19]. Since then, the scope
of IoT has spread throughout a great variety of environments and disciplines, including solutions
for development of Smart Cities [20,21], Industry 4.0 [22-24], transportation and logistics [25,26],
smart homes and hotels [13,27,28] or, more relevant to this research, energy efficiency [8,29,30]. IoT
provides multiple solutions to each of its application areas. Among the most important functionalities
are multiple-communication-protocol management, data processing, real-time information and
response, big data storage, and security and data privacy. Nonetheless, the very term IoT implies
the heterogeneity introduced by objects, resources or electronic devices, and, for IoT solutions to be
effective, it is necessary to develop global architectures capable of coordinating and managing all
the resources involved in an IoT environment, as well as the ingestion of data from heterogeneous
sources [18].

Edge Computing (EC) [31] represents a paradigm aimed at solving some challenges found in the
management of these heterogeneous sources, as well as the acquisition, processing, and transfer of data
among massive, interconnected devices [32]. Thanks to the application of Edge Computing techniques,
it is possible to prevent an overload of computer processes, as well as, obstructions in the flow of data
and the services that are sent or requested to the cloud. This is done by executing computing tasks
closer to the IoT devices, that is, directly in the network Edge [33]. Thus, the first phase consists in
the management, storage, data analysis, as well as decision making, and it is carried out in multiple
Edge Nodes of the IoT network instead of being managed centrally in the Cloud [33,34], improving the
response time, security and QoS (Quality of Service) of the services executed in the edge [31]. A basic
scheme of an Edge Computing architecture consists of three layers, as follows [6,33] (see Figure 1):

o  Layer 1 (IoT + Sensors): The first layer is formed by the IoT devices (sensors, smart-phones, relays,
etc.) and the users of the system they interact with. IoT devices are in charge of collecting
information and performing operations that involve the use of limited resources;

e  Layer 2 (Edge Nodes): Edge nodes are deployed in the second layer. These nodes are responsible
for data processing, cache, calculations, and traffic;

o  Layer 3 (Cloud Services): The third layer includes Cloud services that have higher computational
requirements, such as Machine Learning, Business Intelligence, Big Data analytics, and visualization.

Among the advantages offered by solutions based on Edge Computing over those based exclusively
on Cloud Computing solutions, we find [35]:

e  Speed: Moving the components responsible for performing data analysis tasks closer to the data
source reduces transmission delays and improves service responsiveness;

e  Seruvice reliability: Edge Computing solutions deploy local micro data centers for data storage
and processing so that user entities reduce their dependence on the availability of cloud services
or connectivity to remote servers. Moreover, this reduction in the transfer of data to the Cloud
makes it possible to reduce, consequently, the difficulty associated with transmitting such data in
a robust and secure manner;

° Cost reduction: The data to be sent to the Cloud is reduced, thus also reducing the costs of
transmission, processing, and storage of data in the Cloud.

However, there are some weaknesses that must be considered when implementing Edge
Computing based solutions [36], which are described as following:
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e The potential loss of information: It is due to the fact that Edge Computing solutions process and
analyze only a subset of the data obtained by the IoT devices locally. In this regard, Cloud
Computing technologies provide more powerful resources for advanced applications and Edge
nodes often process data that is received, and they don’t have to consider entire data stored in the
Cloud [37];

o The need for local hardware: Edge Computing solutions require further processing and storage
capacity implying additional costs with respect to Cloud-IoT based solutions;

e  Security: The addition of devices with such computing capacity implies adding new vectors of
potential attacks in the system.

Layer 2
Edge Nodes

8—e—8
@ B
REEFRO

Figure 1. Basic three-layer Edge Computing architecture.

Layer 1
loT + Sensors

This research work analyzes the state of the art and identifies Edge Computing studies that are
oriented to Smart Energy scenarios. It is developed under a methodology of systematic mapping of
literature through the guidelines established by Kitchenham et al. [38] and Petersen et al. [39] to perform
Systematic Mapping Studies (SMS). Thanks to this type of Study it is possible to perform the categorization
of existing studies in a specific research area through a scheme and structure indicating the frequency
with which research in that area is carried out, showing the results obtained visually as a map [40].

The rest of this paper is structured as follows: Section 2 analyzes the state-of-the-art reviews and
surveys performed by other authors in the fields of Edge Computing and Smart Energy. Then, Section 3
details the Planning, Development and Report stages of a Systematic Mapping Study methodology
proposed by Petersen et al. [39]. This method has been employed to conduct the research presented
in this article. Then, Section 4 presents the results of the Report stage of the conducted systematic
mapping study of Edge Computing in Smart Energy scenarios. These results are analyzed in-depth in
Section 5, including a description of the different reviews, architectures, frameworks, methods, and
models found in the research area under study. Finally, conclusions are presented in Section 6.

2. Related Work

An SMS is a methodology that helps researchers identify, analyze, and classify a field of
interest [41]. This methodology is widely applied in medical research and over the last few years has
become common in computer science, especially in the area of software engineering [42]. The main
objective of these studies is to determine the coverage of a concrete research field by analyzing the
frequency of publications for multiple categories in the form of a scheme. These schemes can be
tailored to focus on specific research topics [39].

More concretely, SMS studies Heinz [43] aim to:
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Identify and review the principal studies in the area of interest;

Describe the methodology and results of principal reports;

Develop a classification scheme;

Build a classification scheme and structure a field of interest by categories;

Structure the research topic, the type of research performed and the results obtained;
Identify the frequencies of publications for each category;

Define the coverage of the research field;

Combine the obtained results to contribute to the general progress of the research field;
Visualize the results in the form of a mapping schema.

In computer science, systematic literature mapping studies were first conducted in the area of
software engineering. They provide researchers with a comprehensive understanding of their research
field and help refine the research questions and topics of interest. SMSs have been performed in more
specific research areas, it is the case of software engineering. This is the case of this work, in which the
authors’ interest is focused on the use of Edge Computing in Smart Energy scenarios. Regarding this
research area, some related works have been identified and are presented below.

Sitton-Candanedo et al. [6] presented an in-depth review of Edge Computing architectures,
focusing on the so-called Reference Architectures (RA). Firstly, they conducted an analysis of eight
different definitions of Edge Computing, this has provided context for their study. Then, the authors
underscored the advantages of Edge Computing systems and provided an overview of the four main
RA in the literature; those proposed by the Edge Computing Consortium [44], the Intel-SAP [45], the
FAR-Edge Project [46], and the Industrial Internet Consortium for Industry 4.0 [47]. Furthermore,
the overview included a detailed description of all the components of the architectures and gave
the application scenarios of each one: smart water, connected assets and logistics, production plant
and electric submersible pumps, following the order in which they were presented above. Finally,
the researchers presented an architecture that integrated the different components of the analyzed RAs,
called Global Edge Computing Architecture.

Another interesting study is the one conducted by Shah et al. [48]. In their work, the authors
reviewed the different energy optimization techniques employed in Smart Building environments
that make use of IoT solutions. Their study, according to the authors, aims to identify algorithms and
techniques for optimized energy use and scheduling, identify Edge Computing and fog computing
techniques, as well as technologies used in Smart Home environments and their comfort parameters.
Shah et al. (2019) reviewed and filtered 3800 papers published since 1996 until 2018. All those
papers proposed solutions for the Smart Buildings scenario, including genetic algorithms for energy
optimization, edge and fog computing, energy scheduling, and IoT. Out of the 3800 papers, only 115
were selected as primary studies and the 56 more relevant were analyzed in detail.

Another relevant state-of-the-art research is that of Fei et al. [49]. In this case, the authors have
performed a systematic study of Machine Learning techniques for cloud and fog computing in IoT and
Cyber-Physical Systems (CPS). The researchers addressed the problem from multiple perspectives but
dedicated a large part of their study to time complexity because it was essential when deploying the
techniques in the architecture. Among the numerous machine learning techniques are artificial neural
networks, support vector machines, Bayesian networks, decision trees, clustering, etc. The authors
also identify their main application in CPS, such as Smart Grid, Intelligent Transportation Systems and
Manufacturing-Industry 4.0, and match every technique with its specific field of application.

Regarding IoT systems, Portilla et al. [50] described and analyzed the structure of IoT systems
according to the four computing paradigms: Cloud, Fog, Edge, and Extreme Edge. They focused
especially on the extreme edge concept, outlining its implementation requirements and options, which
vary depending on the environment in which they are implemented and the type of devices that
make it up. In this case, the authors analyze nine different solutions with the main to identify the
requirements for IoT developments in real environments.

Gilbert et al. [51] performed a systematic literature review of edge and fog computing for
Smart Grid applications. The authors explored the application of these two paradigms in smart
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grid applications. To this end, they performed an in-depth analysis of a total of 70 papers out of the 830
identified initially. The review has been conducted by answering three research questions: “What are
the current edge computing requirements for smart grid applications? Which smart grid applications
use Edge Computing? What are the challenges of using Edge Computing in smart grid applications?”

The research of Vadnanen and Hamaldinen [52] analyzed the requirements for energy-efficient
Edge Computing. The authors identified multiple challenges when applying edge and fog
computing in energy efficiency applications. Basing themselves on their analysis of 35 study,
they identify important challenges such as reducing energy consumption in wireless sensor networks;
data compression methods for loss reduction in edge devices; use of wireless technologies for efficient
energy use in IoT; as well as issues related to communication protocols, security, and privacy.

Within Edge Computing, Mao et al. [53] focused on mobile communication which is a more
granular area. The authors performed a survey of mobile Edge Computing, focusing on the
transmission and management of computing resources. By analyzing more than 200 related studies,
the researchers identified several issues and challenges, such as system deployment, cache enablement,
mobility management, environmental influence, security, and privacy. The authors also drew
comparisons between mobile Edge Computing and mobile cloud computing systems, providing
detailed descriptions of computation and communication models, resource management and future
lines of research in mobile Edge Computing. Finally, the authors also introduced the state of the art
literature on the standardization of mobile Edge Computing and several application scenarios.

Within the field of energy, Smart Grids are one of the most commonly addressed topics in the
literature. Thus, Samie et al. [54] presented an overview of the different architectures and solutions
in this matter. The chapter focused on Smart Home environments and identified the advantages of
Edge Computing in terms of self-supporting, security and privacy. Given that the authors focused on
a specific scenario, during the implementation of the IoT system, the type of IoT devices (low-power,
low-cost, small size, etc.), network issues (bandwidth, latency, scalability, etc.) and the application
requirements (privacy, response time, low maintenance, etc.) were considered. Moreover, they studied
information processing in Smart Grids taking into account all the stakeholders, such as suppliers,
customers or cloud service providers. A total of nine solutions are analyzed and a use case for Home
Appliance Management is presented.

Finally, Wlodarczak [55] scrutinized the technologies that enable the implementation of Smart
City solutions. The chapter provides an extended definition of Smart Cities, which includes smart
mobility, energy, and users. The work intends to encompass different smart areas that form part of
the Smart City environment, such as smart people, smart government, smart economy, smart living,
smart traffic, and smart environment. The conducted research also reviewed the use of IoT focusing
on standard architectures, communication, and data analysis.

On the whole, the reviews described above have focused on state-of-the-art solutions for topics
such as:

The optimization of energy consumption in smart homes and buildings;

IoT infrastructures integrating technologies such as cloud, fog, and Edge Computing;
The application of Edge-Fog Computing in Smart Grids;

Energy efficiency using Edge Computing;

IoT energy solutions for Smart Cities.

Only the review presented by Shah et al. [48] has been done using the SMS technique,
its contribution is important because it identifies the main solutions for optimizing energy consumption
in intelligent buildings. However, there is a lack of a systematic literature analysis regarding Edge
Computing solutions for Smart Energy environments.

Therefore, the present research contributes to the state of the art in that it gives structure to the
research in the area of Edge Computing and Smart Energy, by means of the systematic mapping
method. Moreover, the analysis results have been used to propose future lines of research in this field.
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3. Research Methodology

Similar to the research conducted by Tofan et al. [56], Montalvillo and Diaz [57], we conducted an
SMS on the basis of the phases and methodology proposed by [39]. The process consisted of Planning,
Development, and Report. These three phases will be detailed in the following subsections.

3.1. Planning

Three activities have been considered for the planning of our SMS: motivation/research gap,
objective, and research questions. We have used the works of Kitchenham et al. [38], Petersen et al. [39],
Montalvillo and Diaz [57] as reference.

3.1.1. Motivation and Relevance

The motivation behind this SMS is the evolution and adoption of Edge Computing in several
research fields. Currently, Edge Computing has been used in IoT scenarios through its inclusion in
reference architectures for Industry 4.0. [44-47]. The main goal of this study is to review state-of-the-art
literature that proposes the use of Edge Computing in Smart Energy environments. Likewise,
we identify future lines of research in the area of Edge Computing and Smart Energy.

3.1.2. Objective

Over the last few years, the rate of EC penetration has accelerated due to the rising demand for
real-time processing and analysis of critical data from the edge of the network. The main players in
the process are IoT devices, Big Data, the emerging 5G, and users. Edge Computing has until now
been mostly associated with Industry 4.0, however, its application to other smart scenarios such as
cities, agriculture, energy, home, or health is gaining popularity [58]. Due to the importance of Edge
Computing, the main objective of this work is to identify the trends, evolution and principal research
regarding the adoption of Edge Computing in Smart Energy scenarios and obtain a comprehensive
overview of current research in Edge Computing and Smart Energy.

3.1.3. Research Questions

The research questions that will allow us to find the evidence on which our systematic mapping
study is based are the following;:

e  What asset types have been reported about Edge Computing in Smart Energy scenarios?
e  How Smart Energy scenarios benefit from the implementation of Edge Computing architectures?

By answering these questions, it will be possible to categorize existing works until 4 June 2019
and to present visual maps in the results section.

3.2. Development of the Study

This phase involves performing all the tasks associated with conducting a Systematic Mapping
Study. First, the search strategy is defined to obtain relevant papers and the inclusion/exclusion
criteria are defined and used to filter the studies until the most relevant studies are obtained and used
to perform the mapping.

3.2.1. Search Strategy

To conduct an SMS, it is important to build a search strategy and define search strings. The authors
adopt PICO (Population, Intervention, Comparison, and Outcomes) that has been initially proposed
in Kitchenham et al. [38] and applied in Petersen et al. [39] and their guidelines to conduct the SMS.
PICO is suggested to build search strings from keywords in research questions.

e  Population: in this SMS, populations are the research papers;
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e Intervention: this term refers to solutions, architectures, or models implemented with Edge
Computing in Smart Energy scenarios;
Comparison: We compare the different types of assets and investigations found;
Outcomes: Not applicable to this SMS.

After the PICO approach, our keywords are Edge Computing and Smart Energy. Other keywords
were considered smart grid, smart consumption, green energy, and energy optimization. These keywords
were included to expand the results obtained in the searches, because a first simple search string was
defined using only as keywords: Edge Computing and Smart Energy. The results obtained did not
exceed 36 articles, so the authors decided to extend the search string by increasing the number of
keywords. With this second search string, the total number of articles was 117. With this result, it was
decided to further expand the search string by including the concept of “Edge Computing” and “edge
cloud computing”, as well as smart grid, smart consumption, green energy, and energy optimization,
considering that the latter are linked to “Smart Energy” scenarios. The search strings were built for the
following databases: Web of Science, Scopus, and Springer. The deadline for the article search was
4 June 2019. In Table 1 the search strings are detailed.

Table 1. Search string designed for database search.

Data Base Search String

Web of Science (WS1)  (TS=((“Edge Computing*”) AND (“Smart Energy*”)))

Web of Science (WS2)  (TS=((“Edge Computing”) AND (“Smart Energy” OR “smart gird” OR
“smart consumption” OR “green energy” OR “energy optimization” )))

Web of Science (WS3)  (TS=((“Edge Computing” OR “edge cloud computing”) AND (“Smart
Energy” OR “smart gird” OR “smart consumption” OR “green energy”
OR “energy optimization” ))) Bases de datos= WOS, CCC, DIIDW, K]D,
MEDLINE, RSCI, SCIELO Periodo de tiempo=Todos los afios Idioma de
busqueda=Auto

Scopus (SC1) TITLE-ABS-KEY ( “Edge Computing” ) AND ( “Smart Energy*” )

Scopus (SC2) TITLE-ABS-KEY ( “Edge Computing*” ) AND ( “Smart Energy*” OR
“smart gird*” OR “smart consumption*” OR “green energy*” OR “energy
optimization*”)

Scopus (SC3) TITLE-ABS-KEY ( “Edge Computing*” OR “edge cloud computing”)
AND ( “Smart Energy*” OR “smart gird*” OR “smart consumption*” OR
“green energy*” OR “energy optimization*” )

Springer (SP1) (“Edge Computing”) AND (“Smart Energy*”)

Springer (SP2) (“Edge Computing*” ) AND ( “Smart Energy*” OR “smart gird*” OR
“smart consumption*” OR “green energy*” OR “energy optimization*”)

Springer (SP3) (“Edge Computing*” OR “edge cloud computing” ) AND ( “Smart
Energy*” OR “smart gird*” OR “smart consumption*” OR “green energy*”
OR “energy optimization*” )

According to Table 1, three search strings were designed for each database to increase the number
of articles obtained in the preliminary results.

3.2.2. Inclusion/Exclusion Criteria

In their guide, Petersen et al. [39] pointed to the importance of establishing the characteristics
that the identified studies must meet in order to be included or excluded from a systematic mapping
study. Using this guide as a basis, the following inclusion and exclusion criteria were considered when
selecting a paper:

Peer-reviewed book chapters and papers published in journals or conferences;
Studies published between 2015 to June 2019;
Studies in the field of Edge Computing and Smart Energy.

The following exclusion criteria have been established:
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EC1: Duplicated papers;

e  EC2: Papers that do not address Smart Energy and Edge Computing;
EC3: Those papers in which the authors doubt if they contribute or not with solutions that
incorporate Edge Computing in Smart Energy scenarios.

It is important to mention that the papers are excluded if they do not meet the inclusion criteria
established in the methodology for the development of the SMS.

3.3. Mapping Report

The mapping report includes the mapping scheme with the data extraction by asset and research
type. During the filtering process, we doubted the relevance of 12 of the papers. To strengthen the criteria
for inclusion-exclusion of articles, the support of three researchers was requested for evaluation by experts,
specifically, this allows maintaining neutrality and objectivity in the process of selection and rejection
of articles related to the subject of the review. These researchers are not the authors of the articles being
analyzed, therefore, our gratitude extends to them at the end of the article in the Acknowledgments
section. Table A1 shows the full mapping report and lists all principal studies.

3.3.1. Filtering Studies

A total of 354 related studies were found in the first step. To filter those studies, the previously
defined inclusion and exclusion criteria have been defined. The filtering process was conducted by
the first author. The papers that have been selected met all the inclusion criteria and none of the
exclusion criteria. The first author consulted the rest of the co-authors in cases where it was not clear
whether an article should be included or excluded. The authors have requested support from other
researchers to resolve disagreements between them when needed. Those researchers are mentioned in
the Acknowledgment section.

3.3.2. Classification Process

Once the filtering process has been completed, the obtained articles were classified on a
spreadsheet into the following categories: Author, Title, Year, Type of Publication, Research Type,
Evolution Activity and Asset Type. The Type of Publication is divided into Journal, Conference
Papers and Book Chapters. In the Research Type category, studies are classified into: Conceptual,
Experimental, Validation. The evolution activity allows one to classify the articles determining if only
analysis is carried out or if the proposed solution is implemented. The Asset Type consists of the main
contribution of the article: an architecture, method, model, framework, or platform. There is a set
of articles that can contain two or more research types or asset types. In those cases, a single record
containing the categories is made to avoid duplicity in the data. The results of the development of this
process are detailed in Table Al.

3.3.3. Validation of the Systematic Mapping Study

Petersen et al. [39] established a rubric to validate and evaluate Systematic Mapping Studies.
The evaluation rubric is formed by 26 activities that should be performed when conducting an SMS.
According to the authors, a well-developed SMS performs at least 33% of these activities. This means
that a minimum of 9 activities must be performed to obtain a mid-quality SMS. As established in
Petersen’s Guidelines, to measure the validity of an SMS , it is necessary to calculate the ratio between
the number of activities performed in an SMS and the 26 activities proposed in the guidelines. Figure 2
shows the three phases in which this mapping was divided: Planning, Development, and Report, as
well as a list of activities that have been performed to ensure the validity of our study, all of them
based on the Petersen et al. [39] evaluation rubric. Likewise, the SMS has been developed by applying
16 of the 26 activities established by the Petersen rubric. The ratio obtained is 61%. Therefore, the SMS
is above the established median quality according to Montalvillo and Diaz [57].
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Figure 2. Activities from Petersen et al. [39] evaluation rubric conducted in this systematic mapping study (SMS).
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4. Mapping

This section includes the Systematic Mapping Study report. First, in Table 2, the authors list the
number of papers obtained in every search per database. For each of the databases: Web of Science,
SCOPUS, and SPRINGER, a first simple search string was defined using only Edge Computing and
Smart Energy as keywords, the obtained results did not exceed 36 articles, so the authors decided to
extend the search string by increasing the number of keywords , with a, second search string detailed
in Table 1. The total number of article results was 117. It was then decided to extend the search string
even further by broadening the concept of “Edge Computing” and including “edge cloud computing”,
considering that in the first search results, the concept of “edge” is linked to the cloud within the group
of keywords defined by the authors. The application of the last search chain resulted in 354 papers
which were reviewed and filtered by applying the inclusion and exclusion criteria.

Table 2. Preliminary paper results per database.

Data Base Search Results
Web of Science (WS1) 1

Web of Science (WS2) 14

Web of Science (WS3) 15

Scopus (SC1) 35
Scopus (SC2) 94
Scopus (SC3) 97
Springer (SP1) 0
Springer (SP2) 9
Springer (SP3) 89
Total 354

The filtering process of the studies selected for the mapping report. This process is illustrated in
this section in Figure 3.

Total papers after search
strings

First filter VR
Duplicates papers — > 170 |

|

Papers not adressed the
research

|

——————— > 354 |

|

Second filter
—-——{ 92

-

"Q

Third filter
Papers with doubts P 12
T
Final selected papers 4# 80 ‘

Figure 3. Filtering process to obtain final studies for review.

In Figure 4, three dimensions have been considered: Asset type, research type, and publication
type. The results allow us to identify that out of the 80 relevant papers, approximately 43.8% do not
include an architecture, framework, method, or model as their contribution, instead, they perform an
exhaustive review of concepts or of the state of art.
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Figure 4. Mapping “Publication type” according to two dimensions: “Asset type” and “Research type”.
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5. Results

During the development of the systematic mapping study, as explained in Figure 4, 48.8% of the
selected papers correspond to a type of conceptual review-based research. The authors consider the
following to be the most important research:

Shah et al. [48] presented a major review of fog and Edge Computing techniques for optimizing
energy consumption in smart buildings and smart homes. They also included a systematic mapping
study for energy optimization techniques and how edge and fog computing is applied in smart homes
and grids.

Fei et al. [49] presented physical Cyber Systems and reviewed machine learning techniques that
can be developed in a cloud-fog-Edge Computing architecture. However, the article also focuses on
the limitations of Edge Computing, especially in terms of its storage and processing capacity.

Portilla et al. [50] structured the research in the area of the Internet of Things and the extreme
of the network. The authors presented a general review of the following concepts: The Internet of
Things, the cloud, fog, edge, and extreme edge. A section is included in which Edge Computing
and its incorporation in industrial scenarios are described in more detail, as well as a review of its
challenges and requirements for the development of applications and solutions in which edge devices
are deployed at the edge of the network.

Gilbert et al. [51] conducted a systematic review of the literature with the aim of identifying the
requirements, challenges, and benefits of incorporating edge or fog computing in the development of
smart grid applications. They used 70 relevant studies. They have shown the rise in the development
of applications or solutions that integrate edge or fog computing in smart grids [51].

Védndnen and Hamaldinen [52] defined the concepts of edge, fog, cloud and cloud, however, the
authors dedicated an entire section to identifying the advantages of Edge Computing. The authors
analyzed the benefits of Edge Computing from the perspective of energy efficiency, security, and
privacy. The article also includes a brief review of the protocols for wireless IoT sensor networks.

Mao et al. [53] from the perspective of the disruptive 5G technology, the authors analyzed the
concept of Mobile Edge Computing (MEC) by conducting a survey and by comparing these systems
and the previous MCC (Mobile Cloud Computing), where data traffic was centralized in the cloud.
The article also included a review of characteristics, challenges, security aspects, and communication
models of Edge Computing.

Samie et al. [54] used the concept of the Internet of Things as a starting point and its requirements
for the implementation of Edge Computing. The authors highlighted the importance of IoT applications
in Smart Grid scenarios and also reviewed the proposed architectures for Edge Computing in smart grid.

Sittén-Candanedo et al. [6] reviewed the main Edge Computing concepts and authors and four
reference architectures proposed by the Edge Computing Consortium, Intel-SAP, the FAR-Edge Project
and the Industrial Internet Consortium for Industry 4.0. On the basis of their review, the authors
proposed a new Global Edge Computing Architecture.

Khanna et al. [59] reviewed in this work various architectures and Internet of Things frameworks
that have been developed for smart buildings. The advantages, disadvantages, requirements, components,
and challenges have been identified. In this paper, the authors considered Edge Computing as an
important component in IoT architectures that are developed for smart building scenarios.

Wlodarczak [55] reviewed smart concepts such as cities, people, government, economy, focusing
on their link with the Internet of Things and how the IoT has caused the rise of technologies such as
fog or Edge Computing. A review of reference IoT architectures has been conducted, and smart cities
and energy consumption in urban environments are presented as future challenges.

We did a content analysis of the papers categorized as “reviews” by means of a keyword cloud.
The objective was to identify the group of terms that have been the most prominent in the research on
Smart Energy environments, during the period covered by the systematic mapping study. The keyword
cloud results are shown in Figure 5, in which it is possible to observe that the main terms are: Internet
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of Things and Edge Computing, while less relevant terms include: Smart Energy, Smart Home, Smart
Buildings, and Fog Computing.

This shows that Internet of Things (IoT), is one of the most relevant keywords in these articles,
however, fundamental aspects of this environment such as sensors, data security, and Blockchain
technology do not have the same importance in these publications. The same applies to the concept
of smart grids, which is an important part of the context of Smart Energy and no research has been
identified that present solutions with Edge Computing for this field.

The essence of the results section is to develop a mapping report answering the authors’ research
questions, analyzing the main types of studies that have been developed and identifying the research
gaps. The answers to two of the research questions are detailed in the next subsections.

Mobile Cloud Computing
Optimization algorithms

Sensor Layer

Blockcha
© Machine Learning

Internet of Thin
Edge computmg

&FO(’ computing

1/\\\

\

Analytlcs

Reference ar chltectmeér\ Smart homes

Mobile Edge Computing

Green Computing & Applications

Figure 5. Keyword cloud from the Reviews Papers.

5.1. RQ1: What Asset Types Have Been Reported about Edge Computing in Smart Energy Scenarios?

The authors’ will answer this question in order to identify relevant studies in which some type
of asset is presented, such as review, architecture, framework, method, or model applied to Edge
Computing in Smart Energy scenarios.

° Frameworks

Zhou et al. [60] presented a framework based on blockchain and Edge Computing. The authors
developed a consortium blockchain-based secure energy trading mechanism for vehicle to grid (V2G).
The authors validate their proposal through a simulation of an equilibrium analysis.

Alsmirat et al. [61] proposed a framework that integrates Cloud and Mobile Edge Computing
(MEC), for data collection and bandwidth consumption management. This framework is designed to
manage a system of video capture and transmission cameras. An MEC server controls the flow and
temporary storage of the videos that will be sent to be stored definitively in a central cloud. However,
the authors do not include a case study to validate the framework. The presented results are based on
a simulated scenario.

Liu et al. [62] focused on designing an IoT-based energy management system using an Edge
Computing infrastructure with deep reinforcement learning. The framework and software model
of an IoT-based Edge Computing system have been proposed. Moreover, the authors illustrated
the effectiveness of the proposed scheme by comparing its performance to that of a data set called
RELOAD which represents the delays and high energy consumption costs from 40 homes, HVAC
systems, and appliances. The results section presents a comparative graph of the delays when they
occurred with different energy consumption schemes.
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Xia et al. [63] employed a load shifting technique on an edge device. Solar energy is integrated
into a household energy system as a cost-effective solution through an edge-based energy management
framework, which enables low electricity cost and saves on infrastructure construction costs.

Liu and Gu [64] presented a framework with important concepts on integrating Distributed
energy resources (DERs) in edge devices, according to the IEC 61850 standard. In this paper, the Edge
Computing gateway works with various protocols and converts them to IEC 61850-8-2 standards. In this
framework, the edge gateway is in charge of distributing the application services and placing them near
the IoT devices located at the edge of the network. Another function of the edge gateway is the collection,
transmission, processing, and storage of data through the management of communication protocols as
well as machine learning and business intelligence techniques.

Wang et al. [65] addressed the long term energy consumption minimization problem of mobile
edge networks via computation offloading among MECSs. The authors proposed an online framework
based on the Lyapunov technique to solve the optimization problem without requiring future network
information. The framework has been evaluated by simulating results.

Figure 6 shows a set of concepts that the papers have in common: Edge computing, energy
management, [oT, Energy Consumption, and Blockchain. The authors of these articles have allowed us
to identify the importance that the integration of Edge Computing and other technologies is acquiring
and the need to strengthen the security of the IoT infrastructures deployed in energy ecosystems.

Of the frameworks found, only three are validated, but using simulation tools to represent:
intelligent vehicles, managing a video system and intelligent homes. The aim of these approaches is
to effectively manage the use of energy and reducing consumption. However, none of the cases has
been validated in a real scenario that allows one to measure the results obtained and consider them as
optimal solutions for different Smart Energy scenarios.

Mobile Edge
Computing

Edge
Computing

Blockchain

Energy
Management

Energy
Consumption

Figure 6. Common concepts in the analyzed frameworks.
e  Architectures

In the context of relevant studies, some papers proposed architectures based on Edge Computing.
These works are described as follows:
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Cicirelli et al. [66] proposed a three-layer architecture based on Edge Computing, for IoT scenarios,
which they have called ITEMa. The authors defined a case study consisting of a smart office scenario
in which they performed the methodological implementation of their architecture.

Sudrez-Albela et al. [67] used a fog-edge architecture for the purpose of creating a testbed that
would allow them to measure the security, power consumption, and communications when fog
technologies were integrated into IoT devices. The authors proposed the evaluation of the architecture
and the test bench generated according to energy consumption and data flow.

Ferrdandez-Pastor et al. [68] analyzed energy control, security, and air conditioning systems and
services in an intelligent building. On the basis of this analysis, they proposed an Edge-Fog-Cloud
architecture for IoT ecosystems in intelligent buildings. The architecture is deployed in a house,
in which the electrical control panels act as the edge nodes that collect and send the data to the fog
layer of the architecture.

Zhou et al. [69] reviewed the literature on the integration of Mobile Edge Computing with the
internet of things and the challenges to reducing latency, energy, and resource consumption. Then, they
propose an architecture that integrates both technologies. The validation of the proposed architecture
is done through a vehicle traffic simulation using MATLAB and SUMO software.

Li and Zheng [70] mentioned concepts such as Edge Computing for the control of smart buildings.
However, this is not the main focus of their solution because they propose a Cloud-based architecture.
The Cloud is placed in the center of their design as the main component and is responsible for the
management and control of all the deployed components and subsystems. Although the authors
presented a diagram of the architecture, they do not detail how it is validated in a smart building
environment. Finally, they made use of IAPview software to perform a simulation in which they
generate a human-machine interface to control energy consumption in a smart building, however, the
results of this simulation have not been presented.

Pacheco et al. [71] analyzed the disruption of Edge Computing and machine learning models
as a consequence of the Internet of Things. Smart cities are an example of the large volume of data
generated by IoT devices. In this way, the authors used an osmotic architecture with the aim of
recognizing people by applying a deep learning model. The architecture integrates cloud, fog and
mobile devices for Edge Computing to reduce latency and obtain answers in real-time. However, in
the opinion of the authors of this research, they found limitations in fog computing that they are plan
to address in future works.

Chen et al. [72] developed a cloud-fog-Edge Computing architecture that incorporates the convex
optimized online learning (OCO) approach to address the heterogeneity of the tasks of existing
IoT applications.

Liu et al. [73] proposed an architecture for IoT that integrates Edge Computing at the edge of the
network and uses an Edge server that communicates with the Cloud. The novelty of this architecture
is the incorporation of optimization models for energy consumption based on tensors. The authors
presented a case study to evaluate the performance of their architecture over the traditional centralized
scheme in the Cloud, that had previously been adapted in IoT scenarios. The results obtained from its
implementation show the advantages of Edge Computing in the Internet of Things applications.

Sun and Ansari [74] described some of the problems of current IoT architectures, highlighting the
scalability and real-time responsiveness for the processing of the large volume of data generated by IoT
devices. As a solution, they developed an architecture with Edge-Fog Computing and Software Defined
Networks (SDN). The objective of the authors has been to increase the capacity of IoT devices using Edge
nodes and in this way reduce latency and bandwidth costs by reducing the traffic of data sent to the cloud.
An intermediate fog-computing layer is in charge of controlling the information resources.

Long et al. [75] analyzed the problem of the computing of the resources of mobile users by
simulating the deployment of an Edge-cloud computing architecture. The architecture is intended
to accelerate the processing and development of the tasks of mobile users through an Edge server.
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The authors integrated a greedy algorithm in the Edge server to reduce the energy consumption of edge
devices and optimize their performance.

Amadeo et al. [76] developed an architecture based on fog-cloud computing for a Smart Energy
scenario. The authors validated the architecture by deploying it in a smart home and its lighting system
based on the detection of movement or people. The authors indicated that state-of-the-art research
recommends the use of Edge Computing technology over Fog Computing in IoT scenarios, however,
this paper used the term fog computing despite the fact that the proposed architecture addresses a
greater number of Edge Computing features, such as edge devices and a server in an intermediate
layer that regulates data traffic through a remote cloud server.

Li et al. [77] identified cybersecurity as one of the problems of IoT-based energy management and
distribution systems. The architecture proposed by the authors attempted to incorporate blockchain
technology in the communication process between IoT devices and microgrid nodes in an energy
distribution network.

Sittén-Candanedo et al. [6] presented a proposal for a tiered architecture with a modular approach
that allowed for the management of complex solutions not only for Industry 4.0 environments but
also for other scenarios such as smart cities, Smart Energy, healthcare, or precision agro-technology.
The main contributions of the proposed architecture are the security and privacy offered by
blockchain technologies.

The architectures listed in Table 3 use Edge Computing with the Internet of Things for Smart
Energy environments. Their priority is to collect and analyze data from IoT devices, ensuring the
connectivity and communication between their layers. Some of their limitations include:

e  Scalability: they are designed for specific scenarios and have limited capacity to adapt to an
increased number of users, hardware, and software;

o  Security: These studies do not define clear strategies to guarantee data security in the
proposed architectures;

e Standards: they do not use a reference standard such as ISO/IEC/IEEE 42020:2011, to design
the architectures, thus the subsystems/components and the relationships between them are not
clearly defined.

Other studies worth mentioning, are those presented by Amadeo et al. [76] and Li et al. [77]
which included algorithms and encryption packets for data security in an intermediate layer of the
architecture. The paper presented by Sittén-Candanedo et al. [6] described an architecture that includes
Blockchain and data encryption in its three levels, however, the proposal would have been stronger if
the authors had implemented Crypto-IoT boards in IoT devices, thus improving the system in terms of
security, traceability, and data integrity.

Table 3. Comparison of the main characteristics of the architectures. The check-mark (v') means
advantages and x-mark ( X ) means weaknesses.

Data Collection, Security Solutions: Connectivity and

Architectures Analysis and Scalability Data Encryption or C . Standards
. ommunication

Performance Blockchain
Cicirelli et al. [66] v X X v X
Suérez-Albela et al. [67] v X v v X
Ferrandez-Pastor et al. [68] v v X v X
Zhou et al. [69] v X X v X
Li and Zheng [70] v X X v X
Pacheco et al. [71] v X X v X
Chen et al. [72] v v X v X
Liu et al. [73] v X X v X
Sun and Ansari [74] v X X v X
Long et al. [75] v X X v X
Amadeo et al. [76] v X v v X
Lietal. [77] v X v v X
Sittén-Candanedo et al. [6] v v v v v
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e  Models-Algorithms

Petri et al. [78] studied the problem of collecting data in heterogeneous sensor networks and of
high energy consumption/costs caused by IoT infrastructures in industrial processes. The authors
simulated a model based on Edge Computing for the optimization of energy consumption and the
consequent reduction in energy costs in industrial processes. The case of use defined for the simulation
is the fishing industry.

Galanis et al. [79] analyzed the components of intelligent energy systems and how the Internet
of Things paradigm affects the flow of data between smart grid devices. The model proposed by the
authors is based on Edge Computing and is evaluated in a smart grid through its video surveillance
system. The model aims to achieve smart grid scalability by allowing for the addition or removal of
IoT devices that generate additional visual content for the devices in the network.

Chang and Lai [80] used neural network algorithms in Edge Computing devices for the
management of resources and communication of IoT devices in a public lighting network. The authors
used Edge Computing to reduce data traffic in the network, make predictions, distribute tasks, and
allocate network resources. Communication took place via IoT devices deployed in every node of the
street lighting network.

Zhao et al. [81] presented a model based on Deep learning in Mobile Edge Computing for the
real-time prediction and management of data traffic, reduced latency, and energy consumption in the
communication systems they use for example intelligent vehicles or devices used for virtual reality.

Fang et al. [82] considered energy consumption as one of the main problems of current mobile
devices. As an alternative, the authors proposed the Lyapunov optimization technique with the OKRA
control algorithm. In their opinion, the algorithm has achieved a balance between energy consumption,
latency, and bandwidth resource allocation.

Gu et al. [83] developed an MTS (relaxation-based) algorithm which gives an optimal solution to
the problem of resource distribution in edge devices and their energy consumption. The authors have
shown that the proposed algorithm can efficiently reduce energy consumption through simulations,
however, they have not specified what tools have been used to perform those simulations.

El Ghmary et al. [84] analyzed the energy consumption problem of a smart mobile device (SMD)
during the execution of processes and tasks. As a solution, they presented a random algorithm
developed in C++ and simulated an Edge Computing environment. The algorithm has been validated
by comparing the result with those obtained by other authors.

Li et al. [85] presented the concept of wireless mobile Edge Computing (WP-MEC) as a solution
for energy transmission in an Internet of Things (IoT) scenario. By implementing an OCRM algorithm
for maximizing online calculation speed, the authors aimed to control the allocation of resources such
as bandwidth to each wireless device. The results are given in the form of a numerical simulation.

Wang et al. [86] proposed an algorithm based on the Lagrange method to the problem of energy
consumption in mobile Edge Computing systems where users run a large volume of computing
processes. The results and validation of the algorithm are presented numerically and the authors do
not detail the tools used for the simulation.

Zhao et al. [87] used a Mobile Edge Computing architecture to deploy a selective download
algorithm called ABSO so that mobile devices located at the edge of the network reduced energy
consumption. This solution did not lead to increased latency. The authors compared the results of
ABSO with other similar algorithms, through a simulation process but did not mention the tools used
for the process.

Samie et al. [54] reviewed Edge Computing architectures and solutions for smart grid scenarios
that integrate sensors, actuators, or devices from the Internet of Things. After analyzing the different
alternatives, the authors proposed a regression and classification model that they evaluated through
the implementation of the algorithm in a Raspberry Pi 3, model B installed in a smart home for the
administration of household appliances and established limits for energy consumption.
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Pacheco et al. [71] proposed a deep learning model that has been deployed in a cloud-fog-Edge
Computing architecture, for the purpose of controlling infrastructures and IoT devices to obtain energy
savings in smart environments. To validate the algorithm a prototype of an intelligent classroom has
been used, implemented internet of things technology for person recognition. The results obtained
by the authors have demonstrated that it is possible to execute deep learning algorithms in an Edge
Computing layer and that it is a suitable combination in cases where heterogeneous IoT devices
generate data simultaneously.

According to Liu et al. [88], current solutions do not differentiate between cloud and Edge
Computing when it comes to unmanned aerial vehicles (UAVs), which is why energy consumption,
optimization, and task execution issues have not been fully addressed. The authors used Markov’s
approximation technique to propose a polynomial approximation algorithm to obtain a solution. To
validate their proposal, they used a structure with wireless Edge Computing servers to communicate
with the UAVs.

Ku et al. [89] analyzed the problem of energy consumption, latency and communication in
road stations for electric- and solar-powered vehicles. Normally, there is a mismatch between the
energy that is generated and that which is consumed due to the variability of the hours of sunshine.
Thus, to optimize energy use, the article presented three algorithms that not only help control vehicle
load but also manage resources and decrease latency. The authors validated their algorithm by
simulating a scenario with vehicle traffic data, it demonstrated that energy consumption had been
reduced and the charging service had been optimized.

Liu et al. [73] proposed a global optimization model applied to Edge Computing (EC), which is
based on built tensors that include energy consumption, execution time, system reliability and quality
of user experience (QoE). The authors aimed to integrate EC and cloud computing (CC) to obtain
smart applications.

To Jararweh et al. [90], the optimization of energy consumption is one of the main problems of
current smart scenarios, especially of those that are centralized in a cloud computing system. In this
article, the authors addressed the problem by developing a mixed full line programming model (MILP)
applied to an Edge Computing infrastructure with the purpose of optimizing energy consumption
while reducing delays in the execution of computing processes and tasks.

Casadei et al. [91] developed a simulation of a use case where simultaneous urban events are
described, with the aim of validating a model that integrates Edge Computing and the Internet of
Things. The authors compared a centralized model in the cloud.

Li et al. [92] suggested a model for the analysis of energy consumption from the edge to the cloud
on the Internet of Things platforms. The analyzed scenario is the data traffic generated by cameras
integrated into intelligent vehicles. To validate the model, the authors used data sets and simulators in
which the model was executed.

Ismail et al. [93] pointed to reducing energy consumption in mobile devices as the major challenge
to adapting to the demands of 5G. Therefore, the authors present a queues management model for Edge
Computing. It has been called AGCM to enable real-time services with lower energy consumption.
To validate it, they used the NS2 simulator from Green Cloud Simulator.

Yang et al. [94] developed a model for energy management in Edge Computing systems, considering
the execution of tasks and communication processes. To get the optimization they proposed an artificial
fish swarm algorithm that can also achieve global convergence in a 5G Mobile Edge Computing (MEC).
Simulation results demonstrate the efficiency and effectiveness of the proposed algorithm.

Figure 7 represents the main algorithms used or proposed in the analyzed articles. Optimization,
deep learning and neural network-based algorithms represent the largest percentage of the solutions
proposed to energy problems.

In a more detailed analysis, we have identified that the articles particularly address four problems:
consumption, efficiency, management, and optimization. In this regard, we have categorized the
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algorithms used in each problem. Figure 8 presents the most commonly used algorithms as a solution

to each problem.

° Platforms
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Figure 7. Main algorithms used in the analyzed papers.
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Figure 8. Algorithms for the identified energy issues.

Briante et al. [95] performed a review of iSapiens, an agent-based platform intended for smart
urban environments or ecosystems. The authors presented case studies and applications related
to Smart Cities and Smart Grids, in which the platform is used, demonstrating its effectiveness
for the development of applications in these scenarios. This platform addresses data management
and processing by coupling the cloud computing paradigm with Edge Computing, and providing
high-power computing systems, exploitable for high-demand tasks, and distributed processing
capabilities that support reactive and location-dependent processing.

e  Methods

According to Xu et al. [96], the set of applications in a Smart City leads to high energy consumption,
especially in the mobile devices that interact with them. The authors propose a method called EACO
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for the reduction of energy consumption in these devices during the execution of the processes.
The method integrates a genetic algorithm of non-dominant classification (NSGA-II) that allows to
optimize and reduce energy consumption in Edge nodes. This makes it possible to deploy a Smart Edge
Computing platform. The research results are presented through simulation comparing previously
proposed methods with EACO.

The papers analyzed in this systematic mapping study have been categorized by the solutions
they bring to Smart Energy scenarios. However, the Smart Energy context is complex and requires
developments and proposals that will reduce energy consumption and cost, improve operational
efficiency through infrastructure management, make decisions based on data analysis and real-time
access to information. In this regard, the results of research question 1 have allowed us to identify a
limited number of research papers, that proposes the design and implementation of unified frameworks
and platforms, which integrate Edge Computing and IoT for a Smart Energy environment.

With Edge Computing, all the information produced by IoT devices is processed to the maximum,
thus freeing up the computational load of centralized servers, avoiding the overload of network traffic
and reducing the response time required by the new Internet applications of Things. Therefore, the
integration of EC-IoT for Smart Energy environments allows: reducing the computing overload of
portable devices; this helps to save energy consumption; the design of distributed and decentralized
architectures to efficiently use the available resources of the network and the cloud [97].

As the complexity of Smart Energy scenarios increases, EC-loT solutions can offer services using
different logical distributions to achieve the desired goal. Actual execution will depend on the use case
and the platforms should be dynamic enough to adapt accordingly to these changing requirements.

5.2. RQ2: How Do Smart Energy Scenarios Benefit from Edge Computing?

Solutions that use Edge Computing to optimize the capabilities of IoT devices represent a growing
field of research in both business and academic environments. Thanks to systematic mapping, the need
for new reference architectures has been identified, capable of supporting the process of development
of Smart Energy scenarios.

To respond to today’s market demands, energy solutions must give users the opportunity to
program their energy consumption in a smart and personalized manner [83]. Important aspects to be
taken into account in this type of developments are Edge Computing and the existence of variants in
energy generation indexes and data processing demands. In Smart Energy scenarios, there must be
an adequate distribution of tasks and efficient programming of energy requirements so that there is a
correspondence between supply and demand factors.

Ferrandez-Pastor et al. [68] proposed an architecture based on embedded devices and Edge
Computing for intelligent infrastructures. The authors validated their architecture in a residential
building where they monitored energy use. Edge nodes are responsible for controlling renewable
energy subsystems and appliances. The edge layer allowed for the integration of operational processes
with energy management and security controls. This has made it easier to design intelligent services
with these architectures.

Xia et al. [63] presented an architecture for energy consumption management based on Edge
Computing. The architecture is validated in a prototype system with a Raspberry Pi and intelligent
appliances. The edges nodes manage load changes, creating an energy management system that
manages the use of solar energy. The authors obtained results that demonstrate a significant reduction
in energy consumption costs which have been obtained without altering the functionality of the
equipment and therefore user comfort.

Liu et al. [73] proposed a three-layer architecture for IoT with the aim of optimizing the advantages
offered by the edge and the cloud. In their proposal, the authors included an optimization model
for IoT devices which reduces energy consumption, fastens execution times and increases system
reliability. To carry out the calculations, the authors used tensors that regulated the relationship of the
assignment with the heterogeneity of the devices.
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Amadeo et al. [76] Presented a reference architecture for a Smart Energy scenario, in this case, a
home, where automation, control, supervision, and optimization were required. The architecture’s
main component is an IoT platform that includes Edge Computing and all its general capabilities.

6. Conclusions

Thanks to current technological development, in the near future it will be possible to have
infrastructures and innovative software solutions aimed at homes and office complexes. There will
be a large quantity of small, high-performance sensors, actuators, and controllers, contributing to
the high-quality management in the existing physical structures. Users will be able to perform
intelligent management and automated monitoring of areas and services such as lighting, energy
consumption, surveillance, and healthcare. Currently, the implementation of technological solutions
based on EC and IoT operating environments has facilitated the development of intelligent services and
applications. For example, smart city, smart home, and smart healthcare. However, to correctly apply
these technologies in different scenarios, it will be necessary to comply with the different requirements
and operational characteristics. The implementation of this type of technological ecosystem will
allow one to reach diverse objectives, among which are greater energy efficiency, increased reliability,
timely execution of the tasks and processes, and higher quality of life of the citizens. The role of Edge
Computing, which will be implemented in existing structures, will be to facilitate the interconnection
of devices and the home network with the Internet. This will contribute significantly to improving the
efficiency and effectiveness of the general tasks and processes. Moreover, energy consumption will be
reduced significantly. To achieve high levels of productivity when implementing infrastructures and
architectures based on EC it is necessary to overcome problems caused by the diversity of IoT devices,
complex communication network systems, and different energy consumption rates.

Author Contributions: Conceptualization, L.5.-C.,,RS.A., and 0G; investigation, LS.-C.,RS.A., and 0G; methodology,
A.G. and S.R-G,; writing—original draft, 1.5.-C., RS.A., and 0G,; writing—review and editing, A.G. and S.R-G. All
authors have read and agreed to the published version of the manuscript.

Funding: This research has been supported by the project “Intelligent and sustainable mobility supported
by multi-agent systems and Edge Computing (InNEDGEMobility): Towards Sustainable Intelligent Mobility:
Blockchain-based framework for IoT Security”, Reference: RT12018-095390-B-C32, financed by the Spanish
Ministry of Science, Innovation and Universities (MCIU), the State Research Agency (AEI) and the European
Regional Development Fund (FEDER). Inés Sittén-Candanedo has been supported by the [FARHU—SENACYT
scholarship program (Government of Panama).

Acknowledgments: Thanks are due to researchers who supported us during the mapping process to better classify
the primary studies: Ricardo Silveira (ricardo.silveira@ufsc.br) Federal University of Santa Catarina, Brazil; Luis
Fernando Castillo Ossa (luis.castillo@ucaldas.edu.co) from University of Caldas, Colombia and Cristian Ivan
Pinzén Trejos (c.pinzon.t@gmail.com) from Technological University of Panama.

Conflicts of Interest: The authors declare no conflict of interest.

Abbreviations

The following abbreviations are used in this manuscript:

SMS  Systematic Mapping Study
EC Edge Computing

WS1  Web of Science Search String 1
WS2  Web of Science Search String 2
WS3  Web of Science Search String 3
SC1  Scopus Search String 1

SC2  Scopus Search String 2

SC3  Scopus Search String 3

SP1  Springer Search String 1

SP2  Springer Search String 2

SP3  Springer Search String 3



Validation.

Electronics 2020, 9, 48 22 of 33
Appendix A
Table Al. Included papers.

Author Title Year Publication Type Research Type Evolution Activity Asset Type

Sittén-Candanedo et al. [6] A review of Edge Computing reference 2019 Journal Conceptual, Experience, Validation. Implement Architecture
architectures and a new global edge proposal.

Xu et al. [96] An energy-aware computation offloading method 2019 Journal Conceptual, Experience, Validation ~ Implement Method
for smart Edge Computing in wireless
metropolitan area networks.

Liu and Gu [64] Modeling and integrating PV stations into IEC 2019 Journal Conceptual and Experience Implement Architecture
61850 XMPP intelligent Edge Computing gateway.

Cicirelli et al. [66] ITEMa: A methodological approach for cognitive 2019 Journal Conceptual and Experience Implement Architecture
Edge Computing IoT ecosystems.

Petri et al. [78] Ensemble-based network edge processing. 2019 Conference paper Conceptual Analyze Model

Shah et al. [48] A review on energy consumption optimization 2019 Journal Conceptual Analyze NA
techniques in IoT based smart
building environments.

Galanis et al. [79] Edge Computing and efficient resource 2019 Book Chapter Conceptual, Experience Implement Model
management for integration of video devices in
smart grid deployments.

Fei et al. [49] CPS data streams analytics based on machine 2019 Journal Conceptual Analyze NA
learning for Cloud and Fog Computing: A survey.

Briante et al. [95] A social and pervasive loT platform for 2019 Book Chapter Conceptual, Experience Implement Platform
developing smart environments

Zhou et al. [60] Blockchain and Edge Computing Based 2018 Conference paper Conceptual, Experience Analyze Framework
Vehicle-to-Grid Energy Trading in Energy Internet.

Suéarez-Albela et al. [67] A practical evaluation on RSA and ECC-based 2018 Journal Experience
cipher suites for iot high-security energy-efficient
fog and mist computing devices.

Ferrandez-Pastor et al. [68] Deployment of IoT edge and fog computing 2018 Journal Conceptual, Experience, Validation. Implement Architecture
technologies to develop smart building services

Ding and Janssen [98] Opportunities for applications using 5G networks: 2018 Conference Paper Conceptual Analyze NA
Requirements, challenges and outlook.

Leligou et al. [99] Smart Grid: A demanding use case for 2018 Conference Paper Conceptual Analyze NA
5G technologies

Zhou et al. [69] An air-ground integration approach for mobile 2018 Journal Conceptual, Experience, Validation. Implement Architecture
Edge Computing in IoT

Li and Zheng [70] Application of universal control platform in 2018 Conference Paper Conceptual Analyze Architecture
intelligent building

Rajith et al. [100] Real-time optimized HVAC control system on top 2018 Conceptual, Implement Framework
of an IoT framework Experience,
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Author Title Year Publication Type Research Type Evolution Activity Asset Type

Lujic et al. [101] Adaptative Recovery of Incomplete Datasets for 2018 Conferences paper Conceptual, Experience, Validation.  Implement Architecture,
Edge Analytics Model

Liu et al. [102] Blockchain-Enabled security in electric vehicles 2018 Journal Conceptual Analyze Architecture
cloud and Edge Computing

Hou et al. [103] Green survivable collaborative Edge Computing in 2018 Journal Conceptual Analyze NA
Smart Cities

Kiss et al. [104] Deployment of IoT applications on 5G edge 2018 Conference paper Conceptual Analyze NA

Pan and Yang [105] Cibersecurity challenges and opportunities in the 2018 Conference paper Conceptual Analyze NA
new “Edge Computing + iot” world

Shukla et al. [106] Software-defined network and cloud-edge 2018 Conference paper Conceptual Analyze NA
collaboration for smart and connected vehicles

Rajaei and Mirzaei [107] IoT, smart homes and ZigBee simulation 2018 Conference paper Conceptual, E Analyze NA

Chang and Lai [80] Campus Edge Computing Network Based on IoT 2018 Journal (in-press) Conceptual, Experience, Validation =~ Implement Model
Street Lighting Nodes

Alsmirat et al. [61] Internet of surveillance: a cloud supported 2017 Journal Conceptual, Experience, Validation =~ Implement Framework
large-scale wireless surveillance system

Mufioz et al. [108] The CTTC 5G End to End Experimental platform: 2016 Journal Conceptual, Experience, Validation =~ Implement Platform
Integrating Heterogeneous Wireless/Optical
Networks, Distributed Cloud and IoT Devices

Zhao et al. [81] Deep Learning based mobile data offloading in 2019 Journal Conceptual, Experience Analyze Model
mobile Edge Computing systems

Fang et al. [82] OKRA: optimal task and resource allocation for 2019 Journal Conceptual, Experience Analyze Model
energy minimisation in mobile Edge
Computing systems

Gu et al. [83] Energy efficient task allocation and energy 2019 Journal Conceptual, Experience Analyze Model
scheduling in green energy powered
Edge Computing

El Ghmary et al. [84] Energy and computational resources optimisation 2019 Conference paper Conceptual Analyze Model
in a mobile Edge Computing node

Portilla et al. [50] The extreme edge at the bottom of the Internet of 2019 Journal Conceptual Analyze NA
Things: A review

Hua et al. [109] Energy optimisation for Cellular-Connected UAV 2019 Conference paper Conceptual Analyze Model
Mobile Edge Computing Systems

Lietal. [85] Dynamic multi-user computation offloading for 2019 Journal Conceptual, Experience Analyze Model
wireless powered mobile Edge Computing

Chen et al. [72] Learning and management for Internet of Things: 2019 Journal Conceptual Analyze Architecture
Accounting for Adaptivity and Scalabilkity.

Liu et al. [62] Intelligent Edge Computing for loT-Based Energy =~ 2019 Journal Conceptual, Experience, Validation =~ Implement Framework,
Management in Smart Cities Model.

Wang et al. [86] Multi-antenna NOMA for computation offloading 2019 Journal Conceptual, Experience Analyze Model

in multi-user mobile Edge Computing systems
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Alsuhli and Khattab [110] A Fog-based IoT Platform for Smart Buildings 2019 Conference Paper Conceptual Analyze NA

Wuetal. [111] Wireless Powered User Cooperative Computation 2019 Conference Paper Conceptual Analyze NA
in Mobile Edge Computing Systems

Huang et al. [112] Green virtualized Edge Computing: Successive 2019 Conference paper Conceptual Analyze NA
Count model analysis

Zhao et al. [87] Selective offloading by exploiting ARIMA-BP for 2019 Journal Conceptual, Experience Analyze Model
energy optimisation in mobile Edge
Computing networks

Samie et al. [54] Edge Computing for smart grid: an overview on 2019 Book chapter Conceptual, experience Implement Model
architectures an solutions

Gilbert et al. [51] A critical review of edge and fog computing for 2019 Conference paper Conceptual Analyze NA
smart grid applications

Pacheco et al. [71] A smart classroom based on deep learning and 2018 Conference Paper Conceptual, experience, validation ~ Implement Architecture,
osmotic IoT Computing model

Liu et al. [88] Joint computation offloading and routing 2018 Conference paper Conceptual, experience Analyze Model
optimisation for UAV-Edge-cloud
computing environments

Xia et al. [63] Edge-based energy management for smart homes 2018 Conference paper Conceptual, Experience, Validation =~ Implement Framework,

model

Ku et al. [89] Quality of services optimisation for vehicular Edge 2018 Conference paper Conceptual, Experience Analyze Model
Computing with solar-powered read side units

Zhang et al. [113] Energy-efficient online resource management and 2018 Conceptual, Analyze Model
allocation optimisation in multi-user multi-task Experience
mobile-Edge Computing system with hybrid
energy harvesting

Zhou et al. [114] Computation rate maximisation in UAV-Enabled 2018 Journal Conceptual Analyze NA
wireless-powered mobile-Edge
Computing systems

Caoetal. [115] Mobile Edge Computing for Cellular-Connected 2018 Conference Paper Conceptual Analyze NA
UAV: Computation Offloading and
Trajectory Optimization

Rimal et al. [116] Experimental test-bed for Edge Computing in 2018 Journal Conceptual Analyze NA
fiber-wireless broadband access networks

Lietal. [117] On enabling sustainable Edge Computing with 2018 Conference paper Conceptual, experience Analyze NA
renewable energy resources

Yang et al. [94] Mobile Edge Computing empowered energy 2018 Journal Conceptual, experience Analyze Architecture,
efficient task offloading in 5G model

Fan and Ansari [118] Application aware workload allocation for Edge 2018 Journal Conceptual, Experience Analyze Model
Computing based IoT

Ahmadoh and Lo’ai [119] Power consumption experimental analysis in 2018 Conference paper Conceptual Analyze NA
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Alnoman et al. [120] Energy efficiency on fully cloudified mobile 2018 Journal Conceptual Analyze NA
networks: survey, challenges and open issues
Luo etal. [121] Energy efficient autonomic offloading in mobile 2018 Conference paper Conceptual Analyze NA
Edge Computing
Wang et al. [65] Cooperative Edge Computing with sleep control 2018 Journal Conceptual Analyze NA
under non-uniform traffic in mobile edge networks
Liu et al. [73] A tensor-based holistic Edge Computing 2018 Journal Conceptual, experience, validation ~ Implement Architecture,
optimisation framework for Internet of Things model
Viaandnen and Haméldinen ~ Requirements for Energy Efficient Edge 2018 Conference paper Conceptual Analyze NA
[52] Computing: A survey.
Jararweh et al. [90] Delay-aware power optimisation model for mobile 2017 Journal Conceptual, Experience Analyze Model
Edge Computing systems
Mao et al. [53] A survey on mobile Edge Computing: 2017 Journal Conceptual Analyze NA
the communication perspective.
ur Rehman et al. [122] Towards next-generation heterogeneous mobile 2017 Journal Conceptual Analyze NA
data stream mining applications: opportunities,
challenges and future research directions
Sun and Ansari [74] Edgelot: Mobile Edge Computing for the Internet 2016 Journal Conceptual, experience Analyze Architecture
of Things
Casadei et al. [91] A development approach for collective 2019 Journal Conceptual, Experience Analyze Model
opportunistic Edge-of-Things services
Lietal [92] End to end energy models for Edge Cloud-based =~ 2018 Journal Conceptual Experience Analyze Model
IoT platforms: Application to data stream analysis
in IoT
Long et al. [75] Energy-efficient offloading in mobile Edge 2018 Book Chapter Conceptual, Experience Analyze Architecture
Computing with edge-cloud collaboration
Ismail et al. [93] AGCM: Active Queue Management-Based Green 2019 Journal Conceptual, experience Analyze Model
Cloud Model for Mobile Edge Computing
Singh et al. [123] Fog computing: from architecture to Edge 2019 Journal Conceptual Analyze NA
Computing and big data processing
Zheng et al. [124] A feedback prediction model for resource usage 2018 Book Chapter Conceptual Analyze NA
and offloading time in Edge Computing
Mukhlif et al. [125] Green transmission for C-RAN based on SWIPT in 2019 Journal Conceptual Analyze NA
5G: A review
Khattar et al. [126] Toward energy-efficient cloud computing: 2019 Journal Conceptual Analyze NA
a survey of dynamic power management and
heuristics-based optimisation techniques
Amadeo et al. [76] On the integration of information centric Book Conceptual Analyze Architecture
networking and fog computing for smart Chapter
home services
Khanna et al. [59] IoT Architecture for Preventive Energy 2019 Book Chapter Conceptual, experimental Analyze Architecture
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Sittén-Candanedo et al. [16] ~ Edge Computing, IoT and Social Computing in 2019 Journal Conceptual, Experience, Validation =~ Implement Architecture.
Smart Energy Scenarios

Huang et al. [112] Fundamentals and literature review 2019 Book chapter Conceptual Analyze NA

Saravanan et al. [127] Smart Cities—IoT: Evolution of Applications, 2019 Book chapter Conceptual Analyze NA
Architectures, Technologies, Peesent Scenarios and
Future Dream

Lietal. [77] Cyber-Secure decentralized energy management 2018 Journal Conceptual, experimental Analyze Architecture
for IoT-enabled active distribution networks

Bermbach et al. [128] A reserarch perspective on fog computing 2018 Book chapter Conceptual Analyze NA

Wilodarczak [55] Smart Cities enabling technologies for 2017 Book chapter Conceptual Analyze NA

Future Living
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