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Abstract

:

Robust chaotic systems, due to their inherent properties of mixing, ergodicity, and larger chaotic parameter space, constitute a perfect candidate for cryptography. This paper reports a novel method to generate random numbers using modified robust logistic map (MRLM). The non-smooth probability distribution function of robust logistic map (RLM) trajectories gives an un-even binary distribution in randomness test. To overcome this disadvantage in RLM, control of chaos (CoC) is proposed for smooth probability distribution function of RLM. For testing the proposed design, cryptographic random numbers generated by MRLM were vetted with National Institute of Standards and Technology statistical test suite (NIST 800-22). The results showed that proposed MRLM generates cryptographically secure random numbers (CSPRNG).
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1. Introduction


Random number sequences have immense impact on numerous applications, such as signal processing [1,2], stochastic simulations [3,4], spread spectrums [5,6], gaming [7,8,9], statistics [10], captcha [11,12], machine learning [13,14], and cryptography etc. The random number generators that pertain to excellent statistical properties are considered critical for robust cryptographic applications [15]. The random numbers are categorized into two types: (1) true random number generator (TRNG), and (2) pseudorandom number generator (PRNG). TRNGs are generally based on physical and natural phenomenon and are non-deterministic, such as quantum random process, photon noise, frequency jitter in the oscillator, thermal noise, human brain signals, and free-running oscillator [16,17,18]. The generated sequences can be passed through the sampling and post-processing techniques to enhance the randomness. TRNG properties reveal that the truly generated random sequences must be non-reproducible, unpredictable, and statistically unbiased [19]. On the other hand, PRNGs are based on mathematical functions stem from initial condition to generate deterministic sequences over a long period. These PRNGs possess good statistical properties, such as repeatability, reproducibility, and fast execution time. A special type of PRNG, desirable for cryptography, is cryptographically secure PRNG (CSPRNG). A CSPRNG is unpredictable and computationally infeasible to generate the prior data bits. CSPRNGs are used in cryptographic mechanisms to provide cryptographic services of encryption, digital signature, hashing algorithms, and key generation.



Shannon, in his famous secrecy theory [20], stated that a source to design primitive cryptography must have the properties like sensitive dependence on initial condition, mixing and ergodicity to change, iteratively, position, and value of plaintext known as confusion and diffusion, respectively. Over the last decade, the use of the chaos in cryptography has gained increased attention due to the properties of mixing, ergodicity, sensitive dependence on initial condition, and deterministic dynamics. Chaotic maps are simple mathematical functions that exhibit chaotic behavior. Chaotic maps are iterated using an initial seed that gives nonlinear trajectories, which are mapped to binary sequences in order to generate highly unpredictable random numbers that are employed in cryptography [21,22,23,24,25,26].



In recent years, researchers have implemented PRNGs based on chaotic maps in both hardware and software form. There are several drawbacks when these maps are used in cryptographic systems such as the discontinuity of ranges, non-uniform distribution, periodicity in chaotic range, and a small key space [27]. Ahmed et al. [28] proposed a reconfigurable hardware-based chaotic PRNG. In their proposed system, Lorenz [29] and Lü [30] used chaotic systems, which generated four three-dimensional chaotic attractors with the distribution of one and three attractors respectively. Hereby, multiplexing and shifting schemes are used for reconfiguration in real-time. The proposed method is synthesized on a field-programmable array (FPGA) and tested successfully using the National Institute of Standard and Technology (NIST) 800-22 test suite. Only 1.4% of the FPGA’s slices were utilized with the operating frequency of 78 MHz Random robustness strongly depends upon the data type, fixed-point, and floating-point notation. Floating-point notation has a lower data rate and inefficient resource utilization. Rania and Ehab [31] proposed a hardware-based PRNG using single skew tent map [32], coupled skew tent map [33], and cross-coupled skew tent map [34]. They examined the fixed-point notation and its consequence on the periodicity and statistical possessions of the random sequences. The authors reduced the fixed-point fraction length and expand the dependency on control parameters. The generated sequences required randomness for cryptography, by passing the NIST 800-22 tests. Koyuncu and Özcerit [35], presented the implementation of Sundarapandian—Pehlivan chaotic system [36] to design on Xilinx Virtex-6 with 58.76 Mbit/s data rate. NIST 800-22 and FIPS 140-1 tests were successful for the generated sequences. Avaroğlu et al. [37] presented a hybrid scheme to generate pseudo-random numbers. Sprott 94 G chaotic system is used as an additional input to improve the security of raw PRNG, which is generated from the proposed system. This additional input element is implemented on Virtex-6 FPGA. A seed value is randomly selected, and the Sprott 94 G is used to generate the key and fed to AES to generate the state values, which are XORed with the additional input to increase unpredictability. NIST 800-22 generated the successful result in the generated sequence. Murrilo-Escobar et al. [38] proposed a novel method to generate random numbers by modifying the logistic map. They presented successful statistical tests such as NIST 800-22 and TestU01. Moreover, the authors presented 2128 possible secret keys for a seed value to verify the sensitivity of key at bit-level. Wang et al. [39] proposed a piecewise logistic method to generate random numbers by modifying the logistic map and enhance the range of control parameters with successful statistical test NIST 800-22. Avaroğlu et al. [40] proposed a novel technique for generating TRNG. The ring oscillator is used as an entropy source and the logistic map is used to generate high-quality random numbers at the post-processing stage. Altera FPGA board is used to implement the proposed scheme. Successful results are presented using TESTU01 and NIST 800-22. François et al. [41], proposed a method to generate random numbers by mixing three chaotic maps with the initial vectors. The positions and indexes are calculated using chaotic function and linear congruence, which is used for the permutation. NIST 800-22 verified that the generated sequences are cryptographically secure.



Robust chaotic map [1] possesses positive Lyapunov exponent however they might result in cryptographically unsecure random numbers. Thus, CoC might represent a valid solution to generate CSPRNG. The larger parameter space of robust chaotic maps can be beneficial to fulfill cryptographic mechanisms. In this paper, we used a robust chaotic map with positive Lyapunov exponent, however the distribution of this map is non-uniform. The non-uniform distribution of the opted map is the cause of the failure of NIST 800-22 tests that require equal probability of ‘0’ and ‘1’ in a binary sequence. Hence, the control of chaos is proposed which styles the probability of 0’s and 1’s equally likely. The uniform region of output is selected to produce CSPRNG by applying the scaling operation followed by modulo shifting operation. The threshold value is chosen carefully and considered critical in mapping the output value to either zero or one. The probability for the occurrence of each value of the set {0,1} remains equally likely. To validate the proposed PRNG design, we apply the NIST 800-22 test suite, which passes all the tests successfully. Hence, the proposed CSPRNG can be used effectively in different cryptographic applications including key generation, image encryption, and watermarking.



This paper is organized into following sections. Section 2 discusses the robust logistic map’s bifurcation diagram, Lyapunov exponent, and ergodic behavior. The proposed scheme of PRNG design using RLM and NIST 800-22 tests evaluation is presented in Section 3. In Section 4, the performance analysis of proposed CSPRNG is explained for correlation, key-space and key sensitivity analysis. Finally, the conclusion of this paper is provided in Section 5.




2. The Robust Chaotic Logistic Map


The chaotic logistic map is one-dimensional. One-dimensional maps are considered simple because they are based on single mathematical equation. The chaotic logistic map, due to its simple structure, is generally studied to generate a PRNG for cryptographic services [42,43,44,45]. Equation (1) defines the one-dimensional logistic map.


   x  i + 1   =   γ  x i   (  1 −  x i   )  ,  



(1)




where γ is a control parameter γ ∈ [0,4] while    x i     ∈ (0,1) is initial value. The map is chaotic when control parameter γ ∈ [3.57,4]. When γ = 4, the map’s output    x  n + 1     ∈ (0,1) covers the complete phase, which is evident in Figure 1. The chaotic logistic map has positive Lyapunov for the region γ ∈ [3.57,4] in Figure 2 that represents the chaotic behavior. The Lyapunov exponent measures the quantitative divergence of orbits which confirms the chaotic behavior.



Chen et al. [1], proposed an RLM which is an improved form of the logistic map, they enhanced the control parameter space for γ ∈ [0,4]→γ ∈ [0,31]. Equation (2) defines the modified map.


  L  (  γ , x  )  =  {     γ x  (  1 − x  )   (  m o d   1  )  ,     x ∈  I  e x t         γ x  (  1 − x  )   (  m o d   1  )     γ 4     (  m o d   1  )    ,     x ∈  I  i n t        ,  



(2)







In Equation (2) above,    I  e x t       ∈ (0,1)\   I  i n t    , where    I  i n t       ∈ [   η 1   ,   η 2   ],    η 1     = 1/2−√(1/4−⌊γ/4⌋/γ) and    η 2      = 1/2+√(1/4−⌊γ/4⌋/γ). Figure 3 measures the correlation between trajectories that are generated using the logistic map and RLM with an arbitrary initial condition. The x-axis shows input    x n    and y-axis shows the map’s output    x  n + 1    . Based on the comparison, RLM and logistic map generates completely different trajectories at various values of γ. We have changed the initial conditions and results became same and maps are highly de-correlated. The inherent chaotic behavior of the RLM is discussed below:



2.1. Ergodicity


Ergodicity is an essential and closely related to the mixing property of chaotic system. In an ergodic system, orbit of every initial point from its definition interval leads to cover the complete phase space after a large number of iterations. For example, if one picks arbitrary initial condition    x 0    and another number    x 1    in phase space then trajectory of    x 0    eventually visit    x 1    during the course of iterations sometime or the other. The orbits having nature of visiting complete phase are called ergodic. Hence when iterated, the ergodic orbits are mixed throughout the whole interval.



By iterating Equation (2), the orbits of different arbitrary chosen inputs provide ergodic behavior and cover the complete phase space (0,1) when γ ≥ 4 (Figure 4). It has good mixing properties when γ ∈ [3.9,31] (Figure 5).




2.2. Bifurcation Diagram


The bifurcation diagram shows the mapping of orbits. It gives an inherent behavior of the chaotic system with the change of control parameters. The logistic map and its variants demonstrate period doubling bifurcation as shown in Figure 1 and Figure 6. With the change in control parameter, chaotic obits switch their behavior to stable/unstable that results in period doubling bifurcation. All stable orbits mean they are covering the complete phase space, and hence the system is chaotic. The bifurcation diagram of RLM in Figure 6 shows chaotic behavior at γ ≥ 4 and this range keep growing till γ = 31.




2.3. Lyapunov Exponent


The Lyapunov exponent is a quantitative measure of chaos and orbital divergence, by which the chaotic orbit of the logistic map is verified. A positive value of Lyapunov exponent indicates chaotic behavior and orbital divergence. The Lyapunov exponents of RLM for γ = 0 to 16 is shown in Figure 7. The Lyapunov exponent for RLM is positive for γ ≥ 4.





3. Proposed Methodology


The objective of this study is to investigate RLM for CSPRNG. Initially, we show that NIST 800-22 test suite PRNG for RLM is unsecure. Therefore, in this study, the design of CSPRNG is presented. The NIST 800-22 test of PRNG using CSPRNG validates the effectiveness of proposed methodology. The next subsection will cover both methodologies in detail.



3.1. Parameter Selection


The initial conditions and control parameters are chosen arbitrarily for the maps. Small perturbation on initial conditions and control parameters gives us completely different trajectories that are used to measure the key sensitivity and key space analysis. Small perturbations on control value investigate the behavior of bifurcations of the maps as shown in Figure 6. The logistic map bifurcations diagram in Figure 1 show that all trajectories are stable and covers complete phase space when γ = 4. Based on the results in Figure 6, RLM is chaotic and covers the complete phase space, and all trajectories are stable for γ ∈ [4,31].




3.2. PRNG Using RLM


In this study, PRNs generated using RLM are verified using NIST test suit. The PRNGs are crucially important, because the achieved randomness directly affects the security of encrypted applications. PRNGs having uniform probability distribution of binary sequences are desirable in cryptography. The chaotic trajectories generated using RLM having infinite real number values in range   ∈   (   0 , 1  ]   . However, Figure 8 validated the non-uniform distribution of RLM trajectories. Therefore, efficient mapping is required from real to binary domain that gives random bits stream of ‘0’ and ‘1’ with uniform probability distribution. One of the methods is to threshold the real domain to generate binary sequence. We choose a median value as a threshold Ʈ = 0.5. The performance of the proposed RNG is evaluated with NIST-800-22 statistical test suite [46], which includes 15 different tests. A bit stream of length 1 million (1M) is required for NIST-800-22 statistical tests. The flow graph of unsecure random bit generator (RBG) is shown in Figure 9, and the steps for generating a random bit stream using RLM PRNG are as follows:




	Step-1:

	
Choose an arbitrary chosen initial condition    x 0    ∈ (0,1) and control parameter γ ∈ [4,31] as an input to iterate RLM for generating output    x n    ∈ [0,1].




	Step-2:

	
The RLM is iterated 1M times for generating N random floating-point values ∈ [0,1].




	Step-3:

	
For real to binary domain mapping, thresholding is applied to the floating-point numbers. Threshold value of Ʈ = 0.5 is chosen.




	Step-4:

	
Each generated output of RLM is checked where it falls. The binary value of ‘1’ is chosen if    x i     ≥ Ʈ or ‘0’ otherwise.




	Step-5:

	
Stop iterating RLM once the bit stream of 1M is generated.









The generated bit stream using above mention steps is tested using NIST 800-22 test. Based on the results in Table 1, standard NIST test on RLM’s PRNG is failed. This is because the non-uniform probability distribution nature of RLM trajectories. Thus, PRNGs using RLM are not suitable to be used in cryptography. The next subsection presents the proposed CSPRNG design using modified RLM.




3.3. Modified RLM (MRLM) Aided by CoC


PRNG to be used in any cryptographic application requires passing all the NIST tests. The Lyapunov exponent of RLM is positive but NIST test is failed. During mapping from real to decimal domain, maybe the inherent randomness of chaotic map is reduced. Therefore, in this study CoC is proposed where small perturbations are applied to the input parameters to generate RLM chaotic trajectories with uniform probability distribution function. For the CoC of RLM, the output region   0.1   ≤    x i    ≤   0.6   is desirable where the output of RLM is uniform as shown in Figure 10. The flow graph of proposed CSPRNG using Modified RLM (MRLM) is give in Figure 11 and Figure 12. The pseudocode of the proposed method is also presented in Algorithm 1.





	Algorithm 1: Generation of CSPRNG.



	Pseudocode: Generation of Optimized Pseudo-random binary Sequence



	Output: Pseudo-random binary sequence



	Procedure:



	initial seed value of    x 0    ∈    (  0 , 1  )    and   γ   ∈    [  4 , 31  ]   .



	    η 1  ←  ⌈   1 2  −    1 4  −   ⌊  γ 4  ⌋  γ     ⌉    



	    η 2  ←  ⌈   1 2  +    1 4  −   ⌊  γ 4  ⌋  γ     ⌉    



	for   i   =   1 : N   do



	if   γ   ≤   4     



	    x  i + 1   ←    [  γ  x i   (  1 −  x i   )   ]      



	else



	if   x i    ≥    η 1    and    x i    ≤    η 2     



	    x  i + 1   ←   γ x  (  1 − x  )   (  m o d   1  )     γ 4     (  m o d   1  )      



	else



	    x  i + 1   ← γ x  (  1 − x  )   (  m o d   1  )    



	end if



	end if



	if   x i    ≥   0.1   and    x i    ≤   0.6    



	    y  j     ←    x i    



	    y  j     ←    y i    ×     10   10     m o d   1   



	if    y j  ≥   Ʈ     



	    y j    =   1   



	else



	    y j    =   0   



	end if



	   j   ← j   +   1   



	else



	  discard    x i     



	end if



	end for



	   y j    is the resultant binary sequence






The detail of steps involved in generating CSPRNG using proposed MRLM is given below:




	Step-1:

	
Choose an arbitrary initial condition    x 0    ∈    (  0 , 1  )    and control parameter   γ   ∈    [  4 , 31  ]   .




	Step-2:

	
Calculate    I  i n t   ∈  [   η 1  ,    η 2   ]   , where    η 1  =    [   1 2  −    1 4  −   ⌊  γ 4  ⌋  γ     ]    and    η 2  =    [   1 2  +    1 4  −   ⌊  γ 4  ⌋  γ     ]   .




	Step-3:

	
Iterate RLM using (2) N times, and generate N floating-point numbers in the range   ∈  [  0 , 1  ]   .




	Step-4:

	
Apply CoC to choose the output region within the range  ∈     [  0.1 ,   0.6  ]    by carefully small perturbations are applied to the input to filter out the desired output sequence.




	Step-5:

	
Scale the output region  ∈     [  0.1 ,   0.6  ]    by a factor of 1010.




	Step-6:

	
Apply modulo 1 operation on scaled region to generate output value   ∈  (  0 , 1  )   .




	Step-7:

	
Apply threshold to the resultant floating values such that each random value    x i    is mapped to ‘1’ if    x i  ≥ Ʈ    , else it is mapped to ‘0’. In this regard, choose a threshold value such that the probability distribution of 0’s and 1’s is almost equal. In our case, we choose   Ʈ = 0.5   for CoC to generate cryptographically secure pseudorandom numbers.




	Step-8:

	
Stop iterating the map when 1M bits stream is generated.









The generated bits stream is then tested using NIST suit. Based on the results in Table 2, the proposed MRLM passed all the NIST tests with chosen   γ = 31   and    x 0  = 0.78  .





4. Performance Analysis


The proposed method is tested for the well-established performance parameters of correlation, key space and key sensitivity analysis. The details of these properties are explained in the next subsection.



4.1. Key Space Analysis


The key space of secret keys or seed values must be larger than 2100 to resist against the brute force attack [47]. The proposed CSPRNG using MRLM is based on the two parameters of initial condition    x n    ϵ    (  0 , 1  )    and control parameter of   γ   ϵ    [  3.9 , 31  ]   . The precision of double floating-point is 10−16 stated in the IEEE floating-point standard [48]. Therefore,  x  can be any of 1016 values. Similarly,  γ  can be any value in the range    (  31 − 3.9  )  ×   10   16   = 2.71 ×   10   17    . Therefore, the key-space of proposed PRNG is   2.71 ×   10   16   ×   10   16     ≈    2  111    . The given range is used to compare the key space of proposed method with recently proposed methods is given in Table 3. Based on the results, the proposed scheme has a larger key space compared to recently proposed schemes. The proposed method satisfies the key space requirement and resists the brute force attack.




4.2. Correlation Analysis


The correlation coefficient is used to measure the dependence and statistical relationship among random variables. The correlation coefficient between the two sequences is given as:


  c o v  (  x , y  )  = E  {   (  x − E  ( x )   )   (  y − E  ( y )   )   }  ,  



(3)






   r  x y   =     c o v  (  x , y  )      D  ( x )      D  ( y )      ,  



(4)




where  x  and  y  are two random variable sequences   E  ( x )  =  1 M   ∑  i = 1  M   x i   ,   D  ( x )  =    1 M   ∑  i = 1  M     (   x i  − E  ( x )   )   2   . The MRLM is iterated 1000 times by ignoring initial transient. To measure correlation using (2) and (3), small perturbations of    (  γ +   Δ  )    are applied to control parameter to generate MRLM trajectories. The chosen value of   Δ   =     271    2  58       is required that generate uncorrelated MRLM trajectories. The correlation coefficient falls in the range  ∈  [−0.0875,0.0915] as shown in Figure 13. In other words, there is no correlation between the generated sequences.




4.3. Key Sensitivity Analysis


Essentially, a cryptographic algorithm is required to be highly sensitive to small change in the key [47]. In this study, to measure key sensitivity between the keys, arbitrary keys of length 128-bits are generated with the change of one bit at least significant bit positions. A method for initial condition mapping to generate CSPRNG is given in Figure 14. Key sensitivity analysis measures small change in keys can generate highly uncorrelated CSPRNGs. The steps involved for initial condition mapping is given below:




	Step-1:

	
Choose an arbitrary 128-bit hexadecimal key




	Step-2:

	
Split the key into sixteen bytes. To spread the effect of small change at least significant bit over complete key and CSPRNGs, sixteen bytes are XORed together to generate an 8-bit number.




	Step-3:

	
Convert the 8-bit binary number into decimal.




	Step-4:

	
Divide the decimal value by 256 to generate real value    x 0    ∈    (  0 , 1  )   .









CSPRNGs are generated by iterating MRLM with varying mapped    x 0    and arbitrary chosen fixed control parameter   γ = 31  . Arbitrary chosen keys with Single bit change at least significant bit are given in Table 4, generate highly CSPRNGs of 1000 bits are given in. Based on results in Figure 15, CSPRNGs are apparently uncorrelated and highly sensitive to small change in the key. The correlation between the generated sequences falls in the range  ∈  (−0.0245, 0.0138).




4.4. CoC on Chaotic Map


Essentially, the probability distribution function of any given chaotic map describes its behavior. Smooth probability distribution function is required in chaotic map to generate CSPRNG. Therefore, in Table 5 four different chaotic maps such as circle [51], iterative [52], tent [53], and singer [54] maps are chosen with non-smooth probability distribution function. NIST STS test is performed on these maps with and without applying proposed CoC. It is apparent in Table 4 that typical chaotic maps used for comparison pass all NIST STS tests using the proposed CoC.



In any given chaotic map, changing the control parameters beyond the given limit move the fix points to infinity hence chaotic behavior is vanished. Therefore, modifications are proposed in maps to keep the chaotic fix points stable and within the range   ∈  (  0 ,   1  )    [1,53]. Chaotic maps are based on mathematical equations. Modified chaotic maps for larger parameter space having variable internal region that is shrink and expand with the change in control parameters. The change in internal region is described mathematically based on chaotic map’s equation aided scaling and modulo operations. In [53] author modified chaotic tent map (MCTM) that enlarge the parameter space. The internal region is mathematically derived and aided by modulo and scaling operations. In [1] chaotic logistic map’s parameter space is expanded with derived internal region. The internal region required deriving carefully for chaotic behavior and entirely based on map’s equation. To analyze internal region selection, two different use cases are presented. Case 1 is measuring the NIST STS of MCTM and RLM with their respective internal region equations. Case 2 is measuring NIST STS by swapping the internal region equations. Based on the results in Table 6, it is evident that the wrongly derived internal region entails a failed NIST STS test.





5. Conclusions


In this study, modifying RLM using the proposed CoC generates cryptographically secure pseudorandom numbers. The RLM has large chaotic parameter space and possesses a positive Lyapunov exponent, but it has a non-uniform probability distribution of trajectories that makes it undesirable for cryptography. Hence, CoC in RLM gives a uniform distribution of the output sequence. The CSPRNG proposed design is vetted using NIST 800-22 tests. The correlation, key-sensitivity and key-space statistical analysis show that large parameter space of RLM gives sufficiently large key length and key space to resist all known attacks. The proposed modified RLM (MRLM) has the potential to be used in various cryptographic applications including image, telemedicine, electronic payment, computation, text source, personal information, biometrics, and military among others.
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Figure 1. Bifurcation diagram for the Logistic Map. 
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Figure 2. Lyapunov Exponent of Logistic Map. 
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Figure 3. Correlation between trajectories of robust chaotic logistic map and chaotic logistic map. 
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Figure 4. Mapping of xn vs. xn+1 (a) γ = 7 (b) γ = 31. 
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Figure 5. State Distribution of RLM (a) γ = 5 (b) γ = 11.5 (c) γ = 16 (d) γ = 31. 
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Figure 6. Bifurcation diagram of robust logistic map. 
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Figure 7. Lyapunov Exponent of robust logistic map. 
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Figure 8. Histogram of RLM. 
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Figure 9. Unsecure RBG using RLM. 
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Figure 10. Histogram of modified robust chaotic logistic map aided CoC. 
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Figure 11. Controlling of Chaos (CoC) in RLM. 
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Figure 12. Secure RBG by CoC. 
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Figure 13. Correlation analysis of MRLM trajectories with the slight change in control parameter. 
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Figure 14. Initial Condition mapping for MRLM. 
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Figure 15. Correlation analysis between trajectories using proposed method. 
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Table 1. Randomness test of robust logistic map using national institute of standards and technology (NIST) 800-22 test suit.
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	NIST Statistical Test
	p-Value
	Status





	Frequency (monobit)
	0.00
	Failed



	Block Frequency
	0.00
	Failed



	Cumulative Sum
	0.00 (Forward)

0.00 (Reverse)
	Failed



	Longest Run
	0.00
	Failed



	Runs
	0.00
	Failed



	Rank
	0.755843
	Passed



	Non-overlapping Template Matchings
	0.00
	Failed



	Discrete Fourier Transform
	0.00
	Failed



	Overlapping Template Matchings
	0.00
	Failed



	Universal Statistical
	0.00
	Failed



	Serial
	0.00
	Failed



	Random Excursions Variant
	0.00
	Failed



	Random Excursions
	0.00
	Failed



	Approximate Entropy
	0.00
	Failed



	Linear Complexity
	0.589895
	Passed
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Table 2. Randomness NIST test for MRLM.
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	NIST Statistical Test
	p-Value
	Status





	Frequency (monobit)
	0.870382
	Passed



	Block Frequency
	0.63719
	Passed



	Cumulative Sum
	0.540598 (Forward)

0.687661 (Reverse)
	Passed



	Longest Run
	0.289731
	Passed



	Runs
	0.635262
	Passed



	Rank
	0.890846
	Passed



	Non-overlapping Template Matchings
	0.813509
	Passed



	Discrete Fourier Transform
	0.902994
	Passed



	Overlapping Template Matchings
	0.711692
	Passed



	Universal Statistical
	0.939078
	Passed



	Serial
	0.757126

0.422466
	Passed



	Random Excursions Variant
	0.756827
	Passed



	Random Excursions
	0.999976
	Passed



	Approximate Entropy
	0.651855
	Passed



	Linear Complexity
	0.579334
	Passed
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Table 3. Comparison analysis of key space.






Table 3. Comparison analysis of key space.





	Study
	Control Parameter
	Initial Condition
	Key Space





	Proposed work
	     γ   ∈    [  4 ,   31  ]      
	     x   ∈  (  0 , 1  )      
	      (  31 − 4  )  ×   10   16   ×   10   16   ≈    2  111       



	Luyao et al. [49]
	     γ   ∈    [  3.5699 , 4  ]      
	     x   ∈  (  0 , 1  )      
	      (  4 − 3.5699  )  ×   10   16   ×   10   16   ≈  2  104       



	Wang et al. [39]
	     γ   ∈  (  0 , 4  ]      
	     x   ∈  (  0 , 1  )      
	      (  4 − 0  )  ×   10   16   ×   10   16   = 4 ×   10   32   ≈  2  108       



	Murrilo-Escobar et al. [38]
	     γ   ∈  [  3.999 , 4  ]      
	     x   ∈  (  0 , 1  )      
	      (  4 − 3.999  )  ×   10   16   ×   10   16   =   10   30   ≈  2  99       



	Behnia et al. [50]
	     γ   ∈  [  0 , 1  ]      
	     x   ∈  (  0 , 1  )      
	      (  1 − 0  )  ×   10   16   ×   10   16   =   10   32   ≈  2  106       
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Table 4. Arbitrary Keys involved in sensitivity analysis.
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	Keys
	Secret Key
	Marker





	Key1
	AEDCBA09876543211234567890ABCDEF
	☐



	Key2
	AEDCBA09876543211234567890ABCDEE
	◯



	Key3
	AEDCBA09876543211234567890ABCDED
	✶



	Key4
	AEDCBA09876543211234567890ABCDEC
	   Δ   



	Key5
	AEDCBA09876543211234567890ABCDEB
	★



	Key6
	AEDCBA09876543211234567890ABCDEA
	✧
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Table 5. Comparison with different Chaotic Maps.
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Chaotic Maps

	
Circle

	
Iterative

	
Tent

	

	
Singer




	
Equation

	
IC

	
Equation

	
IC

	
Equation

	
IC

	
Equation

	
IC




	
       x  n + 1       = mod (  x n  + b     −  (   a  2 π    )       sin ( 2 π  x  n )     , 1 )       

	
        x 0  = 0.7       a = 0.5        b = 0.2        

	
       x  n + 1   =       sin  (    a π    x n     )         

	
        x 0  = 0.5        a = 0.7        

	
     x  n + 1   =    {      m o d  (  μ  x n  , 1  )    ,    x n  < 0.5       m o d  (  μ ( 1 −  x n   )  , 1 ) ,   0.5   ≤    x n           

	
        x 0  =   0.5       μ =   1.99         

	
       x  n + 1       =   μ ( 7.86  x n      − 23.31  x n 2      + 28.75  x n 3      + 13.302875  x n 4  )      

	
        x 0  =   0.7       μ = 1.07       




	
NIST STS

	
NIST STS

	
NIST STS

	
NIST STS




	

	
Without CoC

	
With CoC

	
Without CoC

	
With CoC

	
Without CoC

	
With CoC

	
Without CoC

	
With CoC






	
Frequency (monobit)

	
✗

	
✓

	
✓

	
✓

	
✗

	
✓

	
✗

	
✓




	
Block Frequency

	
✗

	
✓

	
✗

	
✓

	
✓

	
✓

	
✗

	
✓




	
Cumulative Sum

	
✗

	
✓ (R)

✓ (F)

	
✓ (R)

✓ (F)

	
✓ (R)

✓ (F)

	
✗

	
✓ (R)

✓ (F)

	
✗

	
✓ (R)

✓ (F)




	
Longest Run

	
✗

	
✓

	
✗

	
✓

	
✓

	
✓

	
✗

	
✓




	
Runs

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓




	
Rank

	
✗

	
✓

	
✓

	
✓

	
✓

	
✓

	
✗

	
✓




	
Non-overlapping Template Matchings

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓




	
Discrete Fourier Transform

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓




	
Overlapping Template Matchings

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓




	
Universal Statistical

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓

	
✗

	
✓




	
Serial

	
✗

✗

	
✓

	
✗

✗

	
✓

	
✗

✓

	
✓

✓

	
✗

✗

	
✓

✓




	
Random Excursions Variant

	
✗

	
✓

	


✓

	
✓

	
✗

	
✓

	
✗

	
✓




	
Random Excursions

	
✗

	
✓

	
✓

	
✓

	
✗

	
✓

	
✗

	
✓




	
Approximate Entropy

	
✗

	
✓

	

	
✓

	
✗

	
✓

	
✗

	
✓




	
Linear Complexity

	
✗

	
✓

	
✓

	
✓

	
✓

	
✓

	
✓

	
✓
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Table 6. Comparison with region equations.






Table 6. Comparison with region equations.





	
NIST Statistical Test




	

	
    Initial   Parameter :    x 0    =   0.23 ,   μ   =   5.95      




	

	
Case 1

	
Case 2




	
TESTS

	
MRLM

	
MTM

	
MRLM

	
MCTM






	
Frequency (monobit)

	
✓

	
✓

	
✓

	
✗




	
Block Frequency

	
✓

	
✓

	
✓

	
✗




	
Cumulative Sum

	
✓ (R)

✓ (F)

	
✓ (R)

✓ (F)

	
✓ (R)

✓ (F)

	
✗(R)

✗(F)




	
Longest Run

	
✓

	
✓

	
✓

	
✗




	
Runs

	
✓

	
✓

	
✗

	
✗




	
Rank

	
✓

	
✓

	
✓

	
✓




	
Non-overlapping Template Matchings

	
✓

	
✓

	
✓

	
✗




	
Discrete Fourier Transform

	
✓

	
✓

	
✓

	
✓




	
Overlapping Template Matchings

	
✓

	
✓

	
✓

	
✗




	
Universal Statistical

	
✓

	
✓

	
✓

	
✓




	
Serial

	
✓

✓

	
✓

✓

	
✗

✓

	
✗

✓




	
Random Excursions Variant

	
✓

	
✓

	
✓

	
✗




	
Random Excursions

	
✓

	
✓

	
✗

	
✗




	
Approximate Entropy

	
✓

	
✓

	
✗

	
✗




	
Linear Complexity

	
✓

	
✓

	
✓

	
✓
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