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Abstract: Digital watermarking technology is an effective method for copyright protection of digital
information, such as images, documents, etc. In this paper, we propose a high capacity text image
watermarking technique against printing and scanning processes. Firstly, this method obtains the
invariant in the process of printing and scanning under the mathematical hypothesis model of
print-scan transformation. Then based on the print-scan invariant, the Fourier descriptor is used
to flip the trivial pixel points with high frequency information on the character boundary. Next,
considering the resolution of the print-scan equipment and its influence on the print-scan invariant,
a quadratic quantization function is proposed to embed watermark information of multiple bits
for a single character. Finally, the QR code (Quick Response code) is researched, which has large
information capacity, robust error correction ability and high decoding reliability. By using the QR
code as the watermark information, we can reduce the impact of bit error rate during watermark
extraction, and the robustness of the watermark information can be improved. The experimental
results show that the proposed text watermarking algorithm has the advantages of anti-print scanning,
anti-scaling, large capacity and good visual effects.

Keywords: Text watermarking; anti-print scan; Fourier descriptor; large capacity; QR code

1. Introduction

With the development of the Internet, data and information are ubiquitous in our daily life,
and information exchange is becoming more frequent. However, digital information is easy to copy
and transcribe, the copyright protection of digital information is becoming ever more prominent.
Digital watermarking technology provides a way to solve the appeal problem. At present, the digital
watermarking technology is relatively mature for images because they have a lot of redundant
information to embed watermark, and these algorithms usually use the information in frequency
domain of image for watermark embedding. For example, literature [1-4] embeds watermark
information in the discrete wavelet transform (DWT) domain of image and achieve good results.
But the text document has relatively little redundant information, so how to effectively add digital
watermark to the document is relatively difficult [5]. In addition, a text file not only appears in the
form of digital information, but also in paper status by printing, copying, etc. Therefore, it is essential
to study the anti-print scan text watermark for copyright protection [6].

The digital watermark is embedded with the redundant carrier of the text, and it is supposed
to have better robustness, good visual effects and huge watermark capacity. Therefore, we need to
make a tradeoff amongst the three to achieve better results. In general, the current text watermarking
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algorithms can be divided into three categories [7,8]: One is based on the text structure, another is
based on the natural language processing, and the third is based on the image processing.

The text structure-based methods embed the watermark information by adjusting some features of
text, such as line spacing, word spacing, and punctuation position. Brassil et al. proposed a method of
line-shift coding [9] and word-shift coding [10]. Line spacing is used to embed watermark information
in line-shift coding. Word-shift coding uses the word spacing to embed watermark information.
They are both anti-print scan algorithms. However, these methods cannot resist the influence of
text format changes, and the watermark capacity is relatively small. Many scholars are likewise
constantly researching the algorithm of this type. For example, Alattar et al. [11] use line-shift coding
and word-shift coding to embed watermark information together, and add error correction technology
to resist attacks.

Linguistic-based approaches use the semantic features of the text to embed a watermark.
For example, by replacing certain words or sentences in the text to embed the watermark without
touching the semantics of the text content. Liu et al. [12,13] studied the text watermarking algorithm
based on semantic features. This type of method will change the text content, so it does not applicable
to the cases where the text content cannot be changed. The following research [14] is a good review
article which presents a comparative analysis of structural and linguistic method, and some guidelines
and directions are proposed in this paper.

Image-based methods need to convert the text documents into images, and embed the watermark
by processing the features in the image. According to the different features used, the current
image-based methods can be roughly divided into several types: based on shape features, gray-based
features, boundary-based features, pixel-based features, and shading-based features. Table 1 shows
the analysis and comparison of several algorithms.

Table 1. Comparison of text watermarking algorithms based on image processing.

Num Author-year Features Capacity Visual Robustness Drawbacks
1 [15]-2012 Stroke High Medium Medium  Only for characters with strokes
2 [16]-2007 Grayscale High Low High Affecting visual effects
3 [17]-2006 Grayscale High Low High Affecting visual effects
4 [18]-2017 Grayscale High Low High Affecting visual effects
5 [19]-2004 Boundary Medium High Low Wat.ermark 1 r}ot bhnd,.not
resistant to print scanning
6 [20]-2004 Pixel Medium  Medium  Medium Pixel flipping strategy is
complex, affecting visual effects
7 [21]-2008 Pixel Medium  Medium  Medium Pixel flipping strategy is
complex, affecting visual effects
8 [22]-2019 Pixel High Medium Medium Affecting visual effects
9 [23]2008  Shading  Medium Low Low poor robustness, affecting
visual effects
10 [24]2018  Shading  High Low Low Not blind, affecting visual

effects, poor robustness

In summary, existing text watermarking algorithms have different spaces for improvement in
watermark capacity, visual effects, robustness, and blind extraction. Therefore, this paper proposes
a text watermarking algorithm that is resistant to print-scan and can embed information at large
capacities. The algorithm combines the print-scan invariant, Fourier boundary descriptors, quadratic
quantization function, and the QR code, etc. The algorithm increases the watermark capacity by more
than 200%, and the performance is improved in terms of robustness, visuality and bit error rate.

2. Related Theory

This section introduces some theories in watermarking algorithm. They are as follows: print-scan
invariant, Fourier boundary descriptor, quadratic quantization function and the QR code.
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2.1. Print-Scan Invariant

In [25], the print-scan process is studied, and the transformation process of the print-scan is
obtained as shown in Equation (1), where F is the character image before the print-scan process, Fys is
the character image after the print-scan process. ¢ is a kernel function, which is only related to the
print-scan process. x represents the image pixel; * represents the convolution operation.

Fye(x) = g+ F(x) M)

In [21], the invariant of the print-scan process is obtained by mathematically inferring Equation (1).
That is, the ratio of black pixels contained in each character to the average of the black pixels of all
characters is an invariant before and after the print-scan process. Then the invariant can be used to
embed the watermark. The invariant is defined as shown in Equation (2), where the denominators
Mys and M are the average black pixels of all the characters after print-scan and before print-scan.
The numerator is the integral operation for the pixel points of each character on the entire text image.

prs(x)dx B fF(x)dx

7. = @)

It is worth mentioning that literature [21] also has shortcomings. When watermark embedding
is conducted based on the invariant, it is necessary to keep the average value of the pixels of the
entire document unchanged, so the text is divided into the embedding part and the adjusting part,
and the ratio is 3:1. Therefore the maximum watermark capacity is 75% of the number of characters.
In this paper, we find that M,,; and M can be the average of a certain reference line in the text, so that
the adjustment part of the literature [21] is not needed to ensure that the average black pixels of the
whole document is unchanged. Figure 1 shows the original text image and the scanned text image,
and Figure 2 shows the improved print-scan invariant obtained with the first line as a benchmark.
As can be observed in Figure 2, the improved print-scan invariant is consistent before and after the
print-scan process, and the error here does not exceed 0.015.

Two roads diverged in a yellow wood, Two roads diverged in a yellow wood,
And sorry | could not travel both And sorry | could not travel both
And be one traveler, fong | stood And be one traveler, long | stoed
And looked down one as far as | could And looked down one as far as | could
To where it bent in the undergrowth; To where it bent in the undergrowth;
Then took the other, as just as fair, Then took the other, as just as fair,
And having perhaps the better claim, And having perhaps the better claim,
Because it was grassy and wanted wear; Because it was grassy and wanted wear,
Though has for that the passing there Though has for that the passing there
Had worn them really about the same, Had worn them really about the same,
(a) original picture (b) after print-scan

Figure 1. The print-scan process; (a) the original binary image; (b) the scanned text image.
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Figure 2. The improved print-scan invariant.
2.2. Fourier Boundary Descriptors

The Fourier descriptor is the frequency domain coefficient obtained after the Fourier transform
of the graph boundary points. Its idea is that for a closed boundary in a plane, a limited number of
scattering coordinates (xo, o), (x1,¥1), --. , (Xxxk-1, yk—1) can be found to represent it. These coordinate
points can then be treated as plural. And it is shown in Equation (3):

s(k) = x(k) +iy(k), k=0,1,--- K-1 3)

Thus, the closed curve boundary can be represented in one-dimensional space. For the
one-dimensional sequence s(k), its discrete Fourier transform is shown in Equation (4).
Where u =0, 1, 2,--- ,K—1,F(u) is the Fourier descriptor coefficient of the boundary. s(k) can
be regenerated by F(u) through the inverse Fourier transform, and the inverse Fourier transform
function is shown in Equation (5).

K-1
F(u) =) s(k)e/2mk/K @)
k=0
1 P-1
§(k) — R Z F(u)eﬁnuk/P (5)
u=0

When P = K -1 in Equation (5), then we can conclude that §(k) = s(k). It is a known fact that
the high-frequency component of the Fourier coefficient indicates the fineness of the detail, and the
low-frequency component determines the overall shape. Therefore, the boundary point can be adjusted
by the parameter P, and the purpose of increasing or decreasing the pixel point can be achieved without
affecting the overall shape.

The research in [26] studies the Fourier descriptor and shows its good feature in
anti-RST(Rotation-Scale-Translation) attacks and its wide applications. Previous literature [19,22,27]
used the Fourier descriptor to practice on digital watermarking. Among them, the research in [19] uses
the Fourier descriptor to embed watermark on the high frequency coefficient, but the method is less
robust and unblind. Reference [22] uses the Fourier descriptor to flip the boundary pixels, but the
scheme can still be enhanced and optimized. Literature [27] uses Fourier descriptors to preprocess
watermark information, and then applies Sudoku to embed watermarks.
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2.3. Quadratic Quantization Function

Currently there exist some schemes based on character as a carrier to embed watermarks. In [21],
each Chinese character or English letter can be embedded with a one bit watermark information.
In [22], each English letter can be embedded with a one bit watermark. According to the complexity of
its partial structure, some Chinese characters can be divided into multiple character components to
embed information of multi-bits. The quantization process of these two methods is relatively simple
and not suitable for large-capacity watermark embedding. Furthermore, according to the resolution
step size they selected, the maximum number of pixels flipped by a single character is +0.15 + M (M is
the average of the pixel points). In this paper, based on the error rate before and after the print-scan, a
quadratic quantization function is proposed to embed 1 (n = 1,2 - --) bits watermark information into
a single character by flipping the pixels.

According to the analysis of the print-scan invariant in Section 2.1, the error rate of the print-scan
equipment used in this paper is less than 0.015. The experimental results also show that the value of
the print-scan invariant ranges from 0.4 to 2.0. Therefore, in the case where the resolution and the
flipping ratio are appropriate, it is conceivable to divide 2" (n = 1,2---) gradients within a certain
pixel inversion range 9, and then select an appropriate quantization function for watermark coding.

In this paper, the quantization function is proposed under the principle of resolution, invariant,
coding scheme and simplicity, and it is shown in Equation (6), where x indicates the print-scan invariant
of the character; p is a constant indicating the quantization step size, where p = 300 is available;  can
be obtained according to the selected pixel flipping range 0, here assume 6 = 0.1.

05 (04<x<0.6

0.

O.
12<x<14 ©
14<x<16

1.6<x<18
1.9 (1.8 <x<20)

( )
0. 8)
0. -0)
u0<x<1m
( )
( )
7 ( )

Taking the error rate of the print-scan process and the precision of the pixel flipping into account,
the quantization function can be combined with the Gray code for watermarking coding, then the
error-rate will be reduced during watermark extraction. Therefore, Equation (7) is used to quantize n
bits watermark information, and different quantized values G; represent different watermark codes.
Then the inverse function of the Equation (7) can be used to obtain the print-scan invariant according
to the watermark information. Thus, the number of black pixels that need to be flipped by different
watermark information is shown in Equation (8).

f(%:) =G, (ie0,2"-1]) @)

Axi = (&i-x)-M; (%= f (%)) ®)
2.4. QR Code

The QR code has the characteristics of large information capacity, strong error correction capability,
high decoding reliability and low production cost. What’s more, it has wide application in the field
of information security [28]. In recent years, the QR code has also begun to be utilized in the field of
digital watermarking. Literature [29] uses the QR code as a carrier and it is combined with two-level
wavelet decomposition coefficients to embed watermark information, but its practicability is not strong.
Literature [30] uses the three-level discrete wavelet transform coefficients of an image as the carrier,
and embeds the QR code as watermark information in the carrier. Literature [24] uses the method
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similar to the literature [30] to embed the QR code as watermark information into the text image.
However, since the text image is binary, this method will produce a layer of shading in the text image,
and its robustness is not good enough to resist printing and scanning.

In general, the QR code can reduce the incidence of bit error rate during watermark extraction
because of its ability to correct errors. Furthermore, due to its large information capacity, it is a
good choice to use the QR code as a watermark. But the QR code is composed of a dot matrix,
and its minimum size is 21 X 21. Therefore, there must be enough carriers to embed the QR code
information. This paper utilizes the online open source tool [31] to generate a QR code that can be
scanned using WeChat.

3. Proposed Model

This section will introduce the proposed watermark embedding and extraction method, as well as
the flipping scheme of boundary pixels.

3.1. Watermark Embedding Process

Based on the previous introduction, the following is an example of embedding two bits of
watermark information for each character. The watermark embedding process is as follows:

1.  The watermark information is obtained and arranged into a sequence w = {wy,wp,---,wr},
w; € {0,1}, where L is the watermark length.

2. Converting the text image into a binary image, denoising, removing characters whose pixels are
less than a certain threshold T, for example, punctuation, etc. This paper takes T greater than half
of the average pixels of all characters.

3. The processed binary image is divided into character row units, and then the effective characters
of each row are segmented to obtain a character set 2 = {aij| i=123,--mj= 1,2,'--71},
where i is the row index and j is the column index. The corresponding black pixels set is
b= {bjli=1,23mj=1,2-n}.

4.  Calculating the average value M of black pixels of all characters in the first row, then calculating
the ratio set X of the remaining character black pixels to M. And they are shown in Equations (9)
and (10), respectively.

1
M = ﬁzblj )
X= {x11x2/" : /xsl Xs = bS/M} (10)

5. Solving the quantization function Equation (6) according to the watermark information.
If {wy_q,wy} = 2'b00, then solving f(%;) = 900; else if {wy_1,wy} = 2’001, then solving
f(&;) = 400; else if {wy;_1,wy} = 2'b11, then solving f(%;) = 100; else if {wy_1,wy} = 2’010,
then solving f (&) = 0; finding the appropriate solution £;. Then we can get the print-scan invariant
set of all characters after embedding the watermark information and the set is X ={%,%, %)

6.  Calculating the pixel flipping ratio set F = X — X = {fy, f»,- -+ , fs} for watermarked characters.
According to the pixel flipping ratio set F, the pixel points of the corresponding characters are
flipped with the pixel flipping strategy in Section 3.3.

3.2. Watermark Extraction Process

According to the watermark embedding process, the corresponding extraction process is as follows:

1.  Converting the watermarked image into a binary image, removing noise, and removing characters
whose pixel points are less than a certain threshold T, such as punctuation. It should be stressed
that this paper takes T greater than half of the average pixels of all characters.
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2. The processed binary image is divided into character line units, and then the effective characters

of each line are segmented to obtain a valid character set a’ = {a;j i=123,---mj=12--- n},
where i is the row index and j is the column index. The corresponding black pixels set is
b= (o i =123, mij= 1,2 n).

3.  Calculating the average value Mps of black pixels of all characters in the first row. Then calculating
the ratio set X’ of the remaining character black pixels to Mys, as shown in Equations (11) and
(12), respectively.

1
Mps = 55 Db (11)
X =g, x| o = B/ M) (12)

4.  Finding the watermark information carried by the character according to X’ and the quantization
function Equation (6). If 625 < f(x}) < 900, then getting {wys_1, w2} = 2'b00; else if
225 < f(x}) < 625; then getting {wys—1, wps} = 2'b01; else if 25 < f(x,) < 625; then getting
{wos—1, wps} = 2'b11; else if 0 < f(x}) < 25; then getting {wys_1, was} = 2'b10;

5. Generating a corresponding QR code based on the watermark information.

3.3. Pixel Flipping Strategy

This paper flips the character boundary pixels by adjusting the high frequency component of the
Fourier descriptor. The high-frequency component only affects the fineness of the boundary, and has
little effect on the overall shape of the character, so we use it for pixel flipping. The flipping strategy is
as follows:

1. According to the result of Section 3.1, inputting character a; and its corresponding pixel flipping
rate f.

2. If | fs| < 0.002, it is considered that the character does not need to be flipped, and it can be left as it
is; otherwise, it will enter step 3.

3. Extracting the boundary of the character a5 and calculating the Fourier descriptor Fs(u) of the
character as according to Equation (4), where u = 0,1,2,--- ,K; — 1 and K; is the number of
boundary points of the character as. Let Ps = Ks — 2, Bs_pest = 10, a5_pest = as.

4. Reconstructing the boundary with Equation (5), then filling the boundary to get the character ds.

5. If fs <0, then let as_yery = a5 N ds; otherwise as_yey = as U ds. Then calculating the print scan
invariant Xxs_ye of the character as_,¢y and getting the difference between xs_;ep and the target £;.
Let s = |Xs—new — Xsl-

6. If Bs < Bs—vest, then let Bs_pest = Bs, As—pest = As—new-

7. If Bs_pest <0.002 or Ps < Ts, Then the flipping process ends, replacing the original character a5
with ag_p,s; Otherwise, let Ps = Ps — 1, jump to step 4 and continue the flipping process.

4. Experimental Results and Discussion

The watermarking algorithm proposed in this paper does not target specific character types and
font sizes, and has strong generality. In the experiment, we embed watermark to the English and
Chinese documents, then analyze the visual effect, capacity and robustness of the watermark. At last,
we compare the experiment results with those of the existing schemes.

4.1. Visual Effect

Depending on the definition of the quantization function, the pixel flipping range 6 of the character
will affect the visual effect. Here we select an English letter picture for watermark embedding test,
as shown in Figure 3a, where the letters are Arial four-font. Figure 3b shows the case where a 42-bit
watermark is embedded in the original picture at 6 = 0.05. Figure 3c shows the case where a 42-bit
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watermark is embedded in the original picture at 6 = 0.1. Figure 3d shows the case where a 42-bit
watermark is embedded in the original picture at 6 = 0.2. It can be seen that the larger 6 is, the worse
the visual effect is after embedding the same watermark information. Figure 4 shows the enlarged
view of the letter k in each case. Contrary to the visual effect, a larger 6 results in better robustness and
greater correct rates of watermark information extraction after printing and scanning. Therefore, it is
necessary to balance the visual effect and the robustness, which in turn depends on the error range of
the printing scanning equipment. According to the analysis of Figure 2, the error range of the printing
scanning equipment (Pantum M7300FDW, resolution 600DPI) used in this experiment was less than
0.015, so 6 needs to be no less than 0.15. With the improvement of the precision of the printing and
scanning equipment, for example, the error range of the printing scanning equipment used in the
literature [22] was less than 0.005, thus, a smaller 0 value can be selected for that case.

fghij; fghij
abcde, abcde,
kimno; kimno;
pqgrst; pqrst
uvwx, uvwx;
yz yz

(a) original picture

(b) 6 =0.05 watermark embeeded picture

fghij; fghij;

abcde, abcde,
kimno; kimno;
pqgrst pqgrst
uvwx; uvwx;

yz y Z.

(c) 6 =0.1 watermark embeeded picture (d) 6 =0.2 watermark embeeded picture

Figure 3. The comparation of the visual effect with different 0.

K K

(a) original picture (b) 6 =0.05 watermark embeeded picture

(c) § =0.1 watermark embeeded picture (d) § =0.2 watermark embeeded picture

Figure 4. Letter k enlarged view.

This paper uses peak signal to noise ratio (PSNR) and similarity (SIM) percentage to judge
the visual effect of the image after embedding watermark. Their calculation methods are shown
in Equations (13)—(15). In Equation (13), X is the image to be evaluated, Y is the reference image,
H x W is the size of the image, and MSE is the mean square error of the two images. In Equation (14),
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n represents the pixel bit width, and the unit of PSNR is dB. The larger PSNR indicates the better visual
effect. SIM in Equation (15) represents the similar percentage of the two images.

1 H W
_ C A v N2
i=1 j=1
B (2n-1)
PSNR = 1010g10( VISE (14)
SIM = (1 - 2‘%5 f )xlOO% (15)

According to the calculation method of PSNR and SIM, Table 2 shows the results of calculating
PSNR and SIM separately for the subgraphs obtained by embedding the same watermark information
under different 6 in Figure 3. It can be seen that the smaller 6 indicates the better visual effect and the
higher similarity.

Table 2. The peak signal to noise ratio (PSNR) and similarity (SIM) with different 6.

6=10.05 6=01 6=02
PSNR 31.17 27.73 25.05
SIM 97.24% 95.89% 94.41%

4.2. Capacity and Robustness

According to the algorithm proposed in this paper, it is possible to embed n bits (n = 1,2,3---)
watermark information for a single character by adjusting the quantization function. Figure 5 shows the
image before and after embedding 80-bit watermark information in a Chinese-English mixed document.
Figure 6 shows an enlarged view of the characters after embedding the watermark information. In the
figure, some punctuation and small characters are processed, leaving only the characters used for
embedding the watermark. For English characters, a single letter symbol can be embedded with two
bits of watermark information. For complex Chinese characters, a single character can be split into
multiple parts for watermark embedding. For example, the Chinese character “E[1” can be split into two
character components, and the Chinese character “ %{” can be split into three character components,

thereby it further increases the watermark capacity.

Digital watermark: Digital watermark:
Digital watermarking is a useful technique. Digital watermarking is a useful technique.
HFPEKRPA-TTHRG#HK, HFRFEA-NARGEK,

(a) original picture (b) watermark embeeded picture

Figure 5. Test in a Chinese-English mixed document.

D g ta wate ma k

D g ta wate ma kng s a usefu techn que

5 Keop2— TH AHEK

Figure 6. Character used for watermark embedding.

The increase of the watermark capacity will also lead to an increase in the bit error rate during the
watermark extraction process. Since the QR code has strong error correction capability and has a large
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information capacity, it is a good choice to embed the QR code as watermark information in the text
picture. On the one hand, the watermark capacity is increased, on the other hand, the robustness of
the watermark information is also improved. In addition, the algorithm proposed in this paper also
performs denoising processing before watermark extraction, thus reducing the impact of small noise.
Figure 7 shows the comparison between the embedded QR code and the final extracted QR code in the
text of Figure 1. It can be seen that although Figure 7b has a bit error, it can still scan the information
carried in the QR code. In Section 4.3 we compare the robustness of our algorithm with the existing
algorithms from the perspective of the bit error rate.

[=]73[=] [a]
(=i [m]

(a) embeeded QR Code (b) extracted QR Code

Figure 7. Embedded and extracted QR code.
4.3. Comparison with the State-of-the-Arts

This section compares the literature of [21,22] and the method of this paper. In the watermark
capacity, the literature [21] can embed the least watermark information, about 75% of the total number
of characters. The watermark information that can be embedded in [22] is about 100% of the total
number of characters. The watermark information that can be embedded with the method of this
paper is greater than 200% of the total number of characters. When combined with the QR code,
more watermark information can be embedded with the proposed method. The watermark capacity
comparison of different schemes is shown in Table 3.

Table 3. The comparison of watermark capacity.

Num Author-year Feature Capacity
1 [21]-2008 pixel <75%
2 [22]-2019 pixel <100%
3 Proposed method pixel >200%

In terms of visual effects, this paper uses three schemes to embed the same watermark information
for multiple document images of different fonts, and compares their respective PSNR and SIM
scores. In [21], all characters in the scheme have to be flipped, so the text image after embedding
the watermark has the largest change compared with the original text image. In the literature [22],
there is no adjustment part, so the number of characters that need to flip the pixels is less than the
literature [21] scheme. Therefore, the overall visual effect of the literature [22] is better. Compared with
the literature [22], our algorithm requires fewer characters to flip the pixels, and because of the
introduction of the quantization function, the pixel flipping range has a gradient effect, so that the
character only needs to flip fewer pixels to embed the watermark. Tables 4 and 5 compare the PSNR
and SIM scores of existing schemes in different fonts.

Table 4. The PSNR value of different models.

Num Author-Year Arial 14pt TNR 14pt  LiSul4pt KaiTi14pt Century 14pt
1 [21]-2008 25.2 244 24.0 25.6 26.9
2 [22]-2019 27.9 26.3 25.8 28.4 26.7
3 Proposed method 313 30.9 28.2 33.1 31.8
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Table 5. The SIM value of different models.

Num Author-Year Arial 14pt TNR 14pt  LiSul4pt KaiTi14pt Century 14pt
1 [21]-2008 94.50% 93.97% 93.69% 94.75% 95.48%
2 [22]-2019 95.97% 95.18% 94.88% 96.18% 95.41%
3 Proposed method 97.29% 97.15% 96.12% 97.79% 97.44%

In terms of robustness, the literature [21,22] are almost the same. The algorithm proposed in this
paper is affected by the quantization function. When the 6 is larger, the robustness is better, and the
bit error rate of single character is lower during watermark extraction. However, since the method
of this paper has a larger watermark capacity, it is possible to reduce the impact of the bit error rate
by increasing the error correction and verification schemes, thereby improving the robustness of the
watermark. Furthermore, this paper also proposes to use the QR code as the watermark information,
and use the error correction and verification functions of the QR code to improve the robustness of
the watermark. Figure 7 shows the case of using a QR code as watermark information. In addition,
our algorithm also has a good effect in anti-scaling and anti-noise. Table 6 shows the bit error rate under
various attack conditions. This paper selects a text image to embed 100 bits watermark information
with three methods. ERR-n represents the number of the error bits.

Table 6. Bit error rate of different models under various attack conditions.

Num Author-Year No Attack 5% Noise 50% Size 200% Size PS (Print-Scan)
Number of the error
1 [21]-2008 bits (ERR)-0 ERR-3 ERR-5 ERR-1 ERR-8
2 [22]-2019 ERR-0 ERR-2 ERR-4 ERR-2 ERR-7
3 Proposed method ERR-0 ERR-3 ERR-4 ERR-1 ERR-9

5. Conclusions

This paper proposes a high capacity watermarking algorithm for the printed document.
Our algorithm is designed by studying the print-scan process, Fourier descriptor, quantization function
and the QR code. Furthermore, the performance of the proposed algorithm is compared with
the previous methods to demonstrate the advantages in capacity, visual effect and robustness.
Compared with the existing methods, our algorithm has the following advantages:

1. Larger watermark capacity. This paper analyzes the accuracy of the print-scan equipment to design
a suitable quantization function, and makes a reasonable balance between the visual effect and
the watermark capacity, so that the watermark capacity is greatly improved. In addition, by using
the quantization function, a single character can carry n bits watermark information, making it
possible to embed QR code or other patterns in the document. The QR code itself has a larger
information capacity, so this paper implements a large-capacity text watermarking algorithm.

2. Better visual effect. Compared with the existing methods, this algorithm has a better visual effect
and the visual effect can be adjusted according to the actual situation. This visual effect has strong
generality, both English and Chinese fonts have good results.

3. Better robustness. This algorithm can resist the attack of print-scan process, the attack of image
scaling, the attack of noise and many more, and this algorithm can realize the blind extraction.
Moreover, in order to further reduce the influence of the extraction error rate, this paper proposes
to use the QR code as the watermark information. Since the QR code itself has an error correction
function, the information carried by the QR code can still be scanned within a certain error range,
thereby making the robustness better.

It should be noted that this algorithm needs to design the quantization function according to the
error range produced by the print-scan equipment. For different printing and scanning equipment,
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the quantization function may be different and the visual effects will be different. In addition,
the boundary flipping strategy can also be optimized when there are many character boundary points.
Moreover, for the improvement of robustness, other better error correction and verification schemes
can be designed to reduce the impact of bit error rate during the extraction process. For example,
the two-layer cellular neural network (CNN) architectures proposed in literature [32] are very suitable
for generating highly robust watermarking patterns. In general, the research of text watermarking
algorithm is still essential, and the research space is still very broad. In addition, for further work,
we will focus on optimizing this algorithm with neural network, enhancing the security of watermark
information and implementing this algorithm in a consumable SoC of printer.
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