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Abstract

Having long served as the backbone of automotive communication, the Controller Area
Network utilizes error handling mechanisms under the ISO 11898 standard for communi-
cation reliability. However, these legacy error types do not explicitly distinguish between
simple electrical noise and malicious intent. To address this structural limitation, we pro-
pose a sixth error type as a specialized protocol extension considering cybersecurity along
with an error frame designed to notify other controllers and the driver of cybersecurity
attacks. By defining a specific detection logic capable of identifying impersonation and
replay attacks and introducing a specialized frame structure, this study enables the data
link layer to take immediate defensive action without complex cryptographic overhead.
Through FPGA based prototyping and Vector CANoe testing, we demonstrated that this
mechanism successfully invalidates malicious attempts while preserving compatibility with
the existing CAN error-handling mechanism. This research argues that cybersecurity can
no longer be treated as an add-on but should be embedded within the protocol itself. Our
findings provide a technical foundation for the next evolution of the ISO 11898 standard
and toward security integrated CAN communication.

Keywords: Controller Area Network (CAN); error frame; cybersecurity; in-vehicle
network (IVN); real-time invalidation

1. Introduction
Modern vehicles require reliable inter-system communication to support advanced

driver assistance systems (ADAS), connectivity, and safety functions [1]. Although high-
performance protocols such as Automotive Ethernet have been introduced to accommodate
increasing bandwidth demands, the Controller Area Network (CAN) remains the most
widely adopted in-vehicle communication protocol due to its cost efficiency and proven
robustness [2,3]. CAN employs a non-destructive bitwise arbitration scheme in its multi-
master communication architecture, ensuring that when multiple nodes attempt to transmit
simultaneously, the highest priority message is delivered without collisions. In addition,
CAN specifies error detection mechanisms and fault confinement rules based on error coun-
ters and node states, thereby ensuring the reliability and fault tolerance of communication.
These mechanisms prevent faults originating from a single node from spreading across the
network, ensuring stable communication even in demanding automotive environments [4].

Electronics 2026, 15, 1695 https://doi.org/10.3390/electronics15081695

https://crossmark.crossref.org/dialog?doi=10.3390/electronics15081695&domain=pdf&date_stamp=2026-04-17
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0003-2903-1153
https://orcid.org/0000-0001-9453-2662
https://orcid.org/0000-0003-1955-3177
https://doi.org/10.3390/electronics15081695


Electronics 2026, 15, 1695 2 of 17

Since its initial standardization as ISO 11898 in 1993, CAN has undergone revisions in
2003, 2015, and 2024 to address the evolving demands of in-vehicle communication [5–7].
During these updates, the CAN with flexible data rate (CAN FD) frame and the CAN with
Extended Data Length (CAN XL) frame were introduced to expand the data field size and
improve transmission efficiency. However, these changes have been limited to enhance-
ments in payload capacity and data rate. Fundamentally, the reliability-oriented design
philosophy has remained unchanged, with error detection and fault confinement rules
preserved. As a result, the protocol provides no specification for detecting cybersecurity
threats or delivering this information to other systems or to the driver.

Building on these limitations, numerous studies over the past decade have explored
attack techniques that exploit the structural weaknesses of the CAN error handling mech-
anisms defined in ISO 11898, as well as detection and mitigation strategies. Early research
demonstrated that spoofing-based bus-off attacks could force an ECU into the bus-off state,
thereby disconnecting it from the network [8]. To counter this, intrusion detection systems
were proposed that continuously monitor the CAN bus to detect abnormal error frame pat-
terns or the transmission of identifiers not originating from legitimate senders [9]. However,
these defenses were inherently reactive, identifying attacks only after the victim Electronic
Control Unit (ECU) had already transitioned into the bus-off state. Later, more evasive
attack techniques were introduced, such as error-frame skipping-attacks [10] and precise
synchronization with the victim’s transmission [11], while defensive strategies proposed
adding pre-computed transmission delays between frames [12] or introducing additional
cybersecurity error states [13]. Despite these advances, existing defense mechanisms remain
constrained by detection latency, deployment complexity, and hardware dependency.

In contrast to international standardization and academic research, industry-led ini-
tiatives have focused on defining security specifications for the CAN protocol. Under
the leadership of the Security Interest Group (SIG) within the CAN in Automation (CiA)
consortium, the Controller Area Network Security (CANSec) framework has been pro-
posed to introduce message authentication, encryption, and replay protection for CAN
XL [14–16]. The focus on CAN XL arises from its extended data field and higher bandwidth,
which offer the sufficient payload capacity required for cryptographic operations that were
previously constrained by the limited message size of classic CAN or CAN FD. Although
CANSec represents a significant step toward embedding security primitives directly into
the protocol, its current specification is exclusively defined for CAN XL, leaving legacy
protocols—which still dominate existing vehicle architectures—vulnerable.

While academia and industry continue to propose technical solutions to overcome the
cybersecurity limitations of CAN, both regulatory frameworks and international standards
on functional safety and cybersecurity are evolving in parallel. Annex 5 of UN regulation
no.155 provides a comprehensive definition of cybersecurity threats to vehicles and mit-
igation measures, but its focus remains on administrative and technical responses from
the perspective of vehicle manufacturers rather than on direct driver awareness [17]. ISO
26262 [18] aims to reduce risks arising from faults or failures that affect vehicle safety to
an acceptable level. As part of its safety mechanisms, the standard requires that detected
malfunctions be communicated to the driver through warnings or status indications, al-
lowing prompt corrective actions. Furthermore, the Safety of the Intended Functionality
(SOTIF) standard, ISO 21448 [19], addresses risks related to the intended functionality of
ADAS and perception technologies, even in the absence of hardware or software failures. It
goes beyond merely providing warnings, instead requiring that the driving task be handed
over to the driver via the Human-Machine Interface (HMI), thus underscoring the HMI
as one of its core concepts. Together, ISO 26262 and ISO 21448 clearly demonstrate the
need for HMIs to ensure driver intervention in unintended situations. In contrast, the
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only dedicated automotive cybersecurity standard, ISO/SAE 21434, defines engineering
requirements and provides a well-structured development process, but does not explicitly
account for HMIs in the event of cybersecurity incidents [20].

In today’s increasingly complex automotive environment, cyberattacks can trigger
unintended malfunctions of vehicle functions, making it essential not only to detect, record,
and mitigate such incidents at the vehicle manufacturer level but also to communicate
them transparently to drivers in real time to prevent or mitigate accidents. In particular,
mechanisms are required that can distinguish between general communication reliability
anomalies and cybersecurity anomalies and notify drivers in a clear and timely manner
when a cybersecurity threat is identified. However, current regulations, international
standards, and industrial technical proposals do not provide such differentiation and driver
notification capabilities.

In this paper, we propose a cybersecurity-aware sixth error type and error frame
Structure, a novel protocol-level mechanism that extends the five error types defined in ISO
11898, enabling the distinction between cybersecurity-oriented communication anomalies
and reliability-oriented communication errors, thereby providing a basis for real-time driver
notification of cybersecurity attacks. This paper is structured as follows. Section 2 pro-
vides essential background on the CAN protocol, including bus topology, message/frame
structure, and error handling mechanisms. Section 3 analyzes representative cybersecurity
attacks and prior studies on detection and mitigation that motivate our study and identifies
their limitations. Section 4 proposes a cybersecurity-aware sixth error type and error frame
Structure designed for cybersecurity attack detection and notification. Section 5 describes
the activities conducted to validate the feasibility of the proposed mechanism. Section 6
discusses the limitations of the proposed mechanism. Finally, Section 7 summarizes the
contributions and concludes the paper.

2. Background
CAN is an in-vehicle network protocol developed in the late 1990s by Bosch Gmbh [21].

At the time of its development, in-vehicle networks were considered isolated systems, dis-
connected from external entities; thus, the protocol did not incorporate any security features.
However, modern vehicles actively communicate with external vehicle entities, making them
increasingly vulnerable to cyberattacks. In this section, we explain the characteristics and
message structure, the error handling mechanisms, and cyber attacks on the CAN protocol in
order to provide a comprehensive understanding of the proposed mechanism.

2.1. CAN Bus Topology

CAN has been developed to replace the complex wiring harness with two twisted
cables called CAN High (CAN_H) and CAN Low (CAN_L). The logical state in CAN is
determined by the voltage difference between CAN_H and CAN_L. When the voltage
difference is 0 V, the bus is in the recessive state, representing a logical ‘1’. Conversely,
when the voltage difference is 2V, the bus is in the dominant state, representing a logical ‘0’.
The Electronic Control Unit (ECU) sequentially generates dominant and recessive states to
construct a data frame containing the desired data. Additionally, the network topology of
CAN follows a bus topology, and communication occurs via a multicast mechanism, where
a message transmitted by one node is received by all nodes on the network [4].

2.2. Message Structures of CAN

The CAN protocol defines the data frame format used for communication between
nodes in a CAN network. As shown in Figure 1, a CAN data frame consists of the Start
of Frame (SOF), Arbitration, Control, Data, Cyclic Redundancy Check (CRC), Acknowl-
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edgment (ACK), and End of Frame (EOF). Following the multimaster concept of CAN,
since any node can transmit a message when the bus is in an idle state, collisions may
occur. To avoid collisions, CAN adopts CSMA/CD+AMP (Carrier Sense Multiple Ac-
cess/Collision Detection with Arbitration on Message Priority), and the arbitration field
determines the transmission priority among nodes. This field contains the unique identifier
of each function, which allows the receiving ECU to identify the transmitting ECU.

Figure 1. CAN 2.0A base frame format.

2.3. Error Handling of CAN

The CAN implements a robust error detection and handling mechanism to ensure
data consistency across all nodes. In CAN communication, a received frame is considered
valid only if no node detects an error throughout the entire duration of the frame. When an
error occurs during communication, a node in the network may generate an error frame.
As illustrated in Figure 2, an error frame comprises an error flag, an echo error flag, and an
error delimiter field. The node that detects the error transmits six consecutive dominant
or recessive bits as the error flag, depending on its status. This is followed by an echo
error flag of zero to six bits, which accounts for the overlap of flags from different nodes.
Each node recognizes the end of the error frame through eight consecutive recessive bits
of the error delimiter. Upon receiving an error frame, the transmitting node ceases data
transmission and re-enters the arbitration phase after inter-frame space.

Figure 2. Structure of the error frame in ISO 11898.

CAN utilizes five error types as described in Table 1: bit error, stuff error, CRC error,
form error, and ACK error. Each node is capable of detecting different types of errors based
on their respective error characteristics. Since the CRC error is determined after all data
fields have been received, the error frame is transmitted following the ACK delimiter. In
contrast, for errors other than CRC errors, the error frame is transmitted immediately after
the bit in which the error occurs. Table 1 shows the error detection and handling of CAN.
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Table 1. Description of the CAN error type.

Error Type Description Detected by Error Frame
Starting Bit

Bit
error

An error occurs when the transmit and receive bit are different, except
during arbitration.

Transmitting
ECU

Next bit of
occurrence bit

Stuff
error An error occurs when six or more consecutive bits are received. Receiving

ECU
Next bit of

occurrence bit
CRC
error

An error occurs when the CRC value calculated by the receiving node
differs from the received CRC field value.

Receiving
ECU

Next bit of
ACK delimiter

Form
error An error occurs when an invalid bit is in the fixed-form bit field. Receiving

ECU
Next bit of

occurrence bit
ACK
error An error occurs when the value of the ACK field is a recessive state (‘1’). Transmitting

ECU
Next bit of

occurrence bit

2.4. Cyberattacks on CAN

To ensure network flexibility, CAN does not require any software or hardware modifi-
cations to existing nodes when a new node is added [4]. Additionally, all data frames are
broadcast, and there is no built-in authentication mechanism. Consequently, an attacker
can easily join the network and receive messages or transmit manipulated ones. For this
reason, one of the most easily executed attacks is replay attacks and impersonation attacks.

2.4.1. Replay Attack

A replay attack is a cyberattack in which an attacker retransmits a previously captured
CAN message that was originally sent by a legitimate ECU, thereby inducing one or more
receiving ECUs to accept the message as legitimate and act on it [22]. In practice, an
attacker can access the in-vehicle network through the OBD-II port or similar interfaces and
monitor CAN traffic using analysis tools. The attacker can then record messages whose
payload values change in response to driver actions (e.g., braking or engine-off events)
and later replay the recorded messages to trigger similar effects without performing the
corresponding physical actions [23]. Such replay attacks can be mitigated by ensuring
message authenticity and freshness; However, in CAN, applying these protections is
challenging because the limited payload size of CAN data frames leaves little room to carry
such security-related information.

2.4.2. Impersonation Attack

An impersonation attack is a cyberattack in which an attacker forges CAN messages
by spoofing a legitimate message identifier (CAN ID) that is normally transmitted by a
trusted ECU, causing other ECUs to accept forged messages as if they originated from
that legitimate source. After gaining bus access and observing CAN traffic, the attacker
can craft malicious messages with the target CAN ID and transmit them over the network
to command desired vehicle actions. Such impersonation attacks can be mitigated by
strengthening message/source authenticity (e.g., authentication mechanisms), subject to
the same payload-size limitations of CAN data frames discussed above.

3. Related Work
Many studies have been conducted on attack techniques that exploit the structural

limitations of the CAN error handling mechanisms defined in ISO 11898, along with the
corresponding detection and response strategies.

Cho and Shin [8] proposed an attack technique that forces a victim ECU into the
bus-off state by spoofing a recessive bit as a dominant bit during data field transmission,
thereby inducing repeated bit errors and causing the transmit error counter (TEC) to
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accumulate. However, this attack technique exhibits two distinctive patterns: the F1
pattern, characterized by consecutive error frames with the same identifier, and the F2
pattern, in which a message bearing the same identifier is successfully received on the CAN
bus even though it was not transmitted by the victim ECU. These patterns make the attack
technique easily detectable. Leveraging these characteristics, Longari et al. [9] proposed
an intrusion detection system (IDS) that continuously monitors CAN traffic and estimates
each ECU’s TEC in real time. By detecting F1 and F2 patterns, this method enables the
identification of spoofing-based bus-off attacks. However, because the IDS can only detect
an attack after the target ECU’s TEC has already increased, it cannot prevent the victim
ECU from transitioning into the bus-off state.

Bloom [10] modified the bus-off attack technique introduced by Cho and Shin [8]
and proposed the WeepingCAN attack. The key idea of WeepingCAN is to reduce the
observable features of the original attack that are used as detection cues. Specifically,
WeepingCAN combines (i) a skipping strategy, in which selected attack cycles are deliber-
ately omitted to avoid generating consecutive error-frame patterns, and (ii) recessive-bit
injection. Through this combination, WeepingCAN suppresses the F1 and F2 patterns that
are characteristic of the original bus-off attack, and thus can evade F1/F2-based intrusion
detection systems (IDSs), such as the one proposed by Longari et al. [9]. However, despite
this improved stealthiness, WeepingCAN achieves a success rate of only about 75%. Subse-
quently, Agbaje et al. [11] improved the attack by introducing a zero-phase synchronization
technique that detects and aligns with the victim ECU’s start-of-frame (SOF). This synchro-
nization allows the attacker to more precisely time the attack, increasing the success rate to
over 90%. Furthermore, they demonstrated that the attack can be extended in a transitive
manner, enabling an adversary to sequentially force multiple ECUs into the bus-off state
rather than targeting only a single ECU.

Serag et al. [12] proposed a defense mechanism that leverages the inter-frame space
(IFS) between CAN data frames by introducing pre-computed transmission delays for each
CAN message identifier, thereby enabling both the detection and prevention of bus-off
attacks. However, this method requires installing software agents on all ECUs, deploying
a trusted officer node to collect all communication messages, and pre-distributing secret
keys, which imposes considerable deployment constraints.

Ohira et al. [13] proposed a mechanism that introduces three additional security error
states, conceptually similar but distinct from the standard error states defined in ISO 11898.
By default, an ECU operates in the security error-active state. Once an attack is detected,
the ECU transitions to the security error-passive state, during which it is prohibited from
transmitting regular CAN data but can still send warning messages to inform other nodes.
If further malicious activity is detected, the ECU is forced into the security bus-off state,
thereby isolating it completely from the CAN bus. This mechanism is implemented at
the Linux kernel level, where an allowlist-based detector and a transmission-similarity
detector are employed to detect both malicious-ID and benign-ID DoS attempts, ultimately
preventing compromised ECUs from transmitting further messages. However, this ap-
proach requires that a Linux kernel-level security module be applied to every ECU and
remains ineffective against sophisticated attacks that accurately emulate legitimate message
identifiers and transmission intervals.

4. A Cybersecurity-Aware Sixth Error Type and Error Frame Structure
Unlike conventional application-layer security mechanisms, our proposed approach

operates directly at the data-link layer of the ISO 11898 CAN standard. By implementing
minimal modifications to the existing protocol, this mechanism enables the real-time
detection and response to cybersecurity attacks while facilitating their notification to other
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ECUs on the bus. This suggests that cybersecurity-aware functionality can be incorporated
into the CAN protocol itself.

Due to the broadcast nature of CAN and its lack of built-in authentication mechanisms,
which are fundamental protocol-level limitations, adversaries can effortlessly execute both
replay and impersonation attacks. As discussed in Section 2, while the execution methods
of these attacks differ, they share a core characteristic: hijacking a valid CAN frame to
trigger malicious behaviors at a time intended by the attacker. Both attacks result in the
injection of unintended malicious data frames into the bus, despite the absence of an actual
transmission from the legitimate ECU.

While a spoofed data frame looks legitimate to all other nodes on the bus, only the
ECU designed to transmit the CAN ID can detect the attack during the arbitration phase.
For instance, if the Engine ECU is the only node designed to transmit CAN ID 0x3F, the
appearance of this ID on the bus—even though the Engine ECU has not actually initiated
the transmission of a data frame with that ID—serves as conclusive evidence of an attack.
Therefore, upon detecting its own identifier, the victim ECU can instantly classify it as
a cyberattack and respond by transmitting an error frame to invalidate the threat before
the data frame’s payload is broadcast. Based on this detection principle, we propose a
novel cybersecurity error type and an error frame configuration designed to indicate a
cybersecurity-related error, thereby allowing the victim ECU to promptly invalidate a
suspicious frame and propagate the detection result to other ECUs on the bus.

4.1. Definition of the Sixth Error Type

Error handling in the CAN protocol relies on five predefined error types: bit error, stuff
error, CRC error, form error, and ACK error. These standard errors are primarily designed
to detect communication reliability issues caused by physical layer faults or electrical
noise. In this study, we additionally propose a sixth error type specifically designed to
detect cyberattacks, such as replay and impersonation attacks, and designate it as the
cybersecurity error.

The receiving ECU identifies a cybersecurity error when it detects its own CAN
ID along with a dominant value in the Remote Transmission Request (RTR) field on
the CAN bus. A dominant value in the RTR field indicates that the message is a Data
Frame containing a payload. Therefore, detecting this condition without the ECU having
initiated the transmission itself serves as conclusive evidence of an attacker attempting to
impersonate the victim or replay captured messages. The receiving ECU then generates and
transmits an error frame at the bit immediately following the arbitration field, specifically
the CAN ID and the RTR field. This action invalidates the malicious frame before its payload
is broadcast while simultaneously notifying other ECUs on the bus that a cybersecurity
attack is currently occurring.

Table 2 shows the description, the detecting ECU, and the generation timing of the
error frame for the proposed cybersecurity error.

Table 2. Description of the proposed sixth CAN error type for cyberattacks.

Error Type Description Detected by Error Frame
Starting Bit

Cybersecurity
error

When a message is received that raises suspicion of a replay or
impersonation attack—specifically, when the ECU receives a
message bearing the same identifier as its own and the RTR

(Remote Transmission Request) bit is dominant.

Receiving
ECU

Next bit of
arbitration field
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4.2. Structure of the Error Frame

Upon detecting the proposed cybersecurity error, the ECU immediately generates
and transmits an error frame to invalidate the ongoing attack and notify other ECUs
on the bus that cybersecurity attack has been detected. To ensure that the ECUs on the
network explicitly identify this event as a cybersecurity attack rather than a communication
reliability error, we propose a cybersecurity-aware error frame structure. Specifically, the
proposed structure extends the conventional CAN error frame, which consists of error flags
and an error delimiter, by introducing an additional cybersecurity flag field. Figure 3 shows
the structure of the cybersecurity-aware error frame.

Figure 3. Structure of the proposed cybersecurity-aware error frame.

The first bit of the cybersecurity flag, referred to as the Error Type Indicator, is a
variable field used to classify the type of detected error. Setting this bit to dominant
(0) signifies a communication reliability error, representing standard protocol violations
defined in ISO 11898, while a recessive (1) value indicates a cybersecurity error, such as
an impersonation or replay attack. This differentiation allows network nodes to explicitly
identify whether the triggered error frame originates from a conventional physical fault or
a cybersecurity attack.

The second bit of the cybersecurity flag, referred to as the delimiter, is a fixed field
consistently set to dominant (0). It serves to distinguish the cybersecurity flag from the
subsequent error delimiter field. This bit is particularly vital during a cybersecurity error
event when the error type indicator is set to recessive (1). Without fixing this bit to the
dominant state, a sequence consisting of the recessive indicator, the 8-bit error delimiter,
and the 3-bit IFS would result in 12 consecutive recessive bits on the bus. Since an ECU
interprets 11 consecutive recessive bits as “Bus Idle”, the absence of this bit would cause the
ECU to prematurely misinterpret the bus state as idle before the error handling is complete,
leading to synchronization failures. Therefore, by fixing this field to dominant, an explicit
boundary is preserved, ensuring that the error delimiter is reliably identified.

Integrating the cybersecurity flag into the error frame rather than the data frame is a
strategic choice focusing on immediate blocking upon detecting a cybersecurity attack while
minimizing the scope of protocol modification. While altering the data frame structure
would require an extensive redesign of payload configurations and CRC calculation logic,
the error frame remains a transient sequence triggered only during anomalies; this allows
the security mechanism to be implemented independently within the exception-handling
path without affecting data frame transmission. Specifically, by immediately transmitting
an error frame following the arbitration phase, the system effectively halts the transmission
of the remaining data frame intended for the attack and can explicitly notify other nodes
that a cybersecurity attack has occurred.

4.3. Vehicle-Level Response Strategy for Cybersecurity Errors

Unlike the five conventional types of CAN errors defined in ISO 11898, cybersecu-
rity errors, specifically those arising from impersonation or replay attacks, necessitate
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a distinct response strategy to ensure vehicle safety. Our study proposes the following
countermeasures for error state management:

• Immediate Transition to Bus-off and Limp-home Mode: Upon detecting a cybersecurity
error, the victim ECU should immediately transition to the bus-off state, bypassing the
incremental error counting process. This rapid isolation is critical because sustained
contention between the legitimate ECU and an attacker can lead to a Denial-of-Service
(DoS) condition, potentially saturating the bus bandwidth and compromising critical
vehicle functions. Upon entering bus-off, the vehicle should engage in a limp-home
mode to maintain minimal necessary operation. Additionally, a dedicated Cybersecurity
Error Flag (CEF) should be implemented to record the specific cause of the bus-off event,
distinguishing it from conventional hardware-induced failures.

• Inhibition of Automatic Recovery: According to standard CAN specifications, a node
in the bus-off state may automatically attempt to recover to the error-active state after
a certain sequence of recessive bits or through local reset configurations. However, in
the case of a cybersecurity-induced bus-off, automatic recovery should be explicitly
prohibited. Such a restriction prevents a ‘recovery loop’ in which the ECU is repeatedly
exposed to and contested by a persistent attacker. Therefore, the recovery logic should
verify the CEF; if the flag indicates a cybersecurity attack as the root cause, recovery
remains inhibited until a secure diagnostic command or a power cycle is performed.

• The driver should be notified of the occurrence of a spoofing error, as it represents a
potential cybersecurity threat to the vehicle’s control systems. From a legal and regu-
latory standpoint, this notification is essential, as various standards and regulations
may require prompt user notification in the event of a cybersecurity incident.

4.4. Algorithmic Implementation of the Proposed Mechanism

To improve the clarity of the proposed mechanism, Algorithm 1 summarizes its
operational logic in four phases. The procedure starts with the reception of the arbitration
field, proceeds to the identification of the error type, then constructs and transmits the
corresponding error frame, and finally invokes the intended security response. This phased
description is intended to show how the proposed sixth error type can be integrated into the
CAN error-handling flow without altering the basic transmission structure of the protocol.

In the first phase, the ECU waits for the start of a frame, identified by the SOF bit, and
then collects the bits belonging to the arbitration field. Instead of making a decision on a
bit-by-bit basis during reception, the proposed mechanism stores the received arbitration
bits in RxBuffer. This design allows the ECU to defer the decision until the full arbitration
field has been received and interpreted. As a result, the subsequent comparison is based on
complete identifier and RTR information rather than on partial observations.

Once the arbitration field has been fully received, the second phase performs
cybersecurity-error identification. At this point, the ECU extracts the received identi-
fier and the RTR bit from the RxBuffer and compares them with its own assigned identifier
and current transmission state. If the observed identifier matches the ECU’s assigned trans-
mit identifier while the ECU itself is not in the transmitting state, the event is treated as
suspicious. The final condition is the RTR bit. When the RTR bit is dominant, the observed
frame is interpreted as a data frame, and the event is classified as the proposed sixth error
type, namely a cybersecurity error. Otherwise, the event is not treated as a cybersecurity
error, and the node continues normal CAN operation.

https://doi.org/10.3390/electronics15081695
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Algorithm 1 Detection and Response Algorithm for the Proposed Sixth Error Type

Require: CAN Bus bitstream, Node_ID, Node_Status
Ensure: Cybersecurity-aware error frame

// Phase 1: Bit-by-Bit Arbitration Data Collection
1: Wait for the start of a frame (SOF bit)
2: Initialize RxBu f f er ← ∅, RxBu f f erCnt← 0
3: while RxBu f f erCnt < Length of Arbitration Field do
4: RxBu f f er[RxBu f f erCnt]← Read current bit from CAN Bus
5: RxBu f f erCnt← RxBu f f erCnt + 1
6: end while

// Phase 2: Identification and Differentiation
7: if Arbitration Phase is complete then
8: Received_ID ← Extract identifier from RxBu f f er
9: RTR_Bit← Extract RTR bit from RxBu f f er

10: if (Received_ID == Node_ID) and (Node_Status ̸= Transmitting) then
11: if RTR_Bit == Dominant(0) then
12: Identify Sixth Error Type (Cybersecurity Error)

// Phase 3: Error Frame Generation and Transmission
13: Error_Type_Indicator ← Recessive (1)
14: Fixed_Field← Dominant (0)
15: Transmit (Cybersecurity-aware Error Frame)
16: Note: The transmission of the malicious payload is neutralized due to the transmis-

sion of an error frame.

// Phase 4: Security Response and Visual Alert
17: Set CEF ← 1
18: Transition to Bus_o f f state
19: Trigger Visual Alert
20: end if
21: end if
22: end if
23: return

The third phase constructs and transmits the appropriate error frame according to
the identified error type. If the event is classified as a cybersecurity error, the proposed
cybersecurity-aware error frame is generated. In this case, the error-type indicator is
assigned a recessive value to distinguish the event from a conventional reliability error,
whereas the following fixed field remains dominant in order to preserve a clear boundary
before the error delimiter. This prevents the interpretation of the bus idle status, as defined
in CAN. The resulting cybersecurity-aware error frame is then transmitted at the bit
immediately following the arbitration field, so that the suspicious frame is invalidated
before payload delivery.

Finally, the fourth phase executes the intended follow-up response associated with
a detected cybersecurity error. This phase includes updating the Cybersecurity Error
Flag (CEF), forcing the node into the bus-off state, and invoking the predefined visual or
HMI alert policy. These actions are not introduced as a replacement for the protocol-level
mechanism itself; rather, they illustrate how the proposed sixth error type can be linked to
higher-level vehicle responses after the anomaly has been detected and signaled. In this
way, the algorithm provides not only a detection rule but also a structured response path
that connects protocol-level signaling to subsequent vehicle-level handling.
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5. Experimental Setup and Results
Building upon the cybersecurity-aware error frame mechanism proposed previously,

this chapter presents a functional verification within a laboratory environment. The primary
objective is to evaluate the effectiveness of the proposed error frame in explicitly indicating
threats when a spoofing attack is detected. To this end, an experimental environment
simulating a CAN-based in-vehicle network was configured.

5.1. Experimental Environment Setup

The experimental environment for validating the proposed mechanism integrates both
hardware and software components. Specifically, it consists of an FPGA implementing the
security logic, virtual ECUs generated via Vector CANoe, a CAN breakout box, an oscilloscope,
and a laptop. Figure 4 illustrates the overall configuration of this experimental environment.
As shown in Figure 4a, the environment is further categorized into six primary components:
(1) a laptop running Vector CANoe to host the simulation environment, (2) a CAN breakout
box for physical network configuration, (3) a Vector CANcaseXL interface, (4) a RIGOL
DS7014 oscilloscope for waveform verification, (5) a MachXO2 FPGA implementing the
proposed security logic, and (6) a laptop computer used to host and execute the Vector CANoe
environment for controlling the virtual ECUs. The specific roles, technical specifications, and
Message IDs assigned to each component are summarized in Figure 4b.

Figure 4. Experimental environment setup. (a) Photograph of the experimental environment.
(b) Technical specifications and roles of the experimental environment components.
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The mechanism proposed in this study enhances the conventional error message so
that it can explicitly differentiate between errors arising from ordinary faults and those trig-
gered by malicious cyberattacks. In practical terms, enabling existing devices to represent
this distinction would normally require modifications to the protocol stacks of commercial
CAN controllers. However, such modifications are both cumbersome and impractical in the
testing phase. Therefore, in order to circumvent the necessity of altering commercial CAN
controller stacks and to provide a proof-of-concept implementation without introducing
compatibility issues, the proposed mechanism was realized on an FPGA platform.

5.2. Experimental Scenarios and Evaluation Results

To validate the feasibility and classification accuracy of the proposed mechanism,
we conducted experiments based on two representative scenarios: (A) a conventional
communication-reliability error and (B) a malicious cybersecurity attack.

To demonstrate that the extended error mechanism does not interfere with legacy CAN
reliability handling, a CRC-field manipulation was performed to induce an error during an
otherwise normal transmission. Specifically, Node #2 transmitted a legitimate data frame
but deliberately altered the CRC bits embedded in the frame, causing the receiving nodes
to observe a CRC mismatch. As a result, the receiving nodes detected a CRC error and
generated a conventional CAN error frame. This legacy error frame was observed across
the network, and the orange LED indicator was activated to represent the occurrence of a
traditional CAN error. This indicates that even when the proposed extended mechanism
coexists on certain nodes, communication-reliability errors remain properly detectable and
are processed in the standard manner.

Figure 5 illustrates the FPGA board configured with LED indicators for real-time monitor-
ing of the CAN communication state. The green LED indicates normal operating conditions,
confirming that messages are transmitted and received without anomalies. The orange LED is
activated when any of the five communication reliability errors—bit, stuff, CRC, form, or ACK
errors—defined in ISO 11898 are detected. In contrast, the red LED signals the occurrence of
cybersecurity errors, such as spoofing or replay attacks. This visual feedback system explicitly
notifies both the internal ECUs and vehicle passengers of an ongoing cybersecurity attack,
providing a clear distinction from traditional communication faults.

Figure 5. FPGA board with LED indicators.

A malicious cybersecurity attack was also executed to verify the differentiation capabil-
ity of the proposed mechanism. An attacker injected a forged CAN frame bearing the victim
ECU’s identifier (ID: 0x43F) during the arbitration phase. Due to the broadcast nature of the
CAN protocol, the victim ECU received this forged frame despite not having initiated the
transmission. By comparing the observed bus traffic with its local transmit state, the victim
ECU identified the inconsistency and classified the event as a spoofing attempt. Upon
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detection, the security logic immediately generated the proposed error frame to invalidate
the malicious transmission. As captured in the oscilloscope trace in Figure 6, although
the target identifier is 0x43F, the arbitration phase is physically manifested as 14 bits. This
includes the SOF bit and a dominant stuff bit inserted after the fifth consecutive recessive
bit of the identifier, complying with the ISO 11898 bit-stuffing rule. Immediately following
this, the proposed error frame is injected, featuring a unique two-bit cybersecurity flag
where the first bit is set to recessive.

Figure 6. Cybersecurity Error Frames in Spoofing Attacks.

In this experiment, the attack detection latency of the proposed mechanism is observed
to be 28 µs, which corresponds directly to the physical time required to receive the bits of the
arbitration phase. This duration aligns with the transmission time of the 14-bit arbitration
phase at a CAN communication speed of 500 kbps, given that a single bit requires 2 µs
to transmit. As shown in Figure 6, the oscilloscope trace visually substantiates this 28 µs
latency against a horizontal scale of 10 µs per division. Moreover, the trace reveals no
temporal gap between the end of the RTR bit and the injection of the proposed error frame.
This instantaneous response demonstrates that the mechanism introduces no additional
processing delay at the data link layer, neutralizing the malicious payload immediately.

Additionally, the broadcast characteristics of the CAN data link layer inherently pre-
vent false positives and false negatives within this detection logic. In CAN communication,
each transmitting node is designed so that a unique identifier is assigned to each transmit-
ted message. Because the proposed mechanism relies on identifying a clear contradiction
in CAN communication, specifically when a node detects its own unique identifier on the
bus while its internal transmission state remains inactive, it does not trigger false positives.
Likewise, the broadcast nature of the CAN protocol ensures that any unauthorized trans-
mission of an identifier is inevitably captured during the legitimate owner’s arbitration
monitoring. Thus, false negatives are structurally precluded within the evaluated scenarios.

The bottom portion of Figure 6 displays the synchronized Vector CANoe trace window,
which explicitly records the transmission of an error frame on the CAN bus. This confirms
that the proposed mechanism successfully invalidates the spoofed frame and that the
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error is recognized across the entire network. This event activated the red LED indicator,
providing an explicit alert to both internal ECUs and vehicle passengers of an ongoing
cybersecurity attack.

In the experimental scenarios, spoofing attacks were performed; however, the findings
are equally applicable to replay attacks due to the fundamental characteristics of the CAN
protocol. During the arbitration phase, the CAN protocol transmits data bit by bit, and
every node on the bus monitors each bit simultaneously. If an ECU detects its own unique
identifier on the bus, it represents a structural contradiction, regardless of whether the
frame was newly crafted or previously captured and replayed. Since the resulting bit
sequence during the arbitration process is identical for both spoofing and replay attacks,
the experimental validation of spoofing attacks serves as a comprehensive proof of concept
for both attack types.

5.3. Comparative Analysis

To clarify the technical contributions of our study, the proposed mechanism is compared
with existing CAN bus security solutions across five key metrics, as summarized in Table 3.

Table 3. Comparison of the proposed mechanism with existing CAN security solutions.

Existing CAN
Security Solutions

Attack Detection
Timing

Attack Detection
Entity Response Latency Real-Time Attack

Blocking
Protocol-Level

Integration

Longari et al. [9] After CAN data
frame reception

External IDS ECU
on CAN network Up to 678 µs No No

Serag et al. [12] Immediately after
arbitration phase

Software agent in
ECU Up to 512 µs Yes No

Ohira et al. [13] Before CAN data
frame transmission

Internal Linux
kernel module Up to 4 s Yes No

Proposed
mechanism

Immediately after
arbitration phase

ID-owning ECU
(self-monitoring) Up to 28 µs Yes Yes

There are differences between existing solutions and the proposed mechanism in terms
of attack detection timing and attack detection entity. First, Longari et al. [9] employ an
approach where an additional IDS ECU is installed on the CAN network to analyze threats
after the full reception of a data frame. This is characterized as a post-event approach,
as detection occurs only after the malicious message has already been transmitted and
processed on the network. In contrast, Serag et al. [12] and Ohira et al. [13] utilize a
separate software agent or kernel module, respectively, to identify threats and perform real-
time attack blocking before the malicious message is fully delivered. While the proposed
mechanism shares a similar detection timing—identifying attacks either immediately after
the arbitration phase or before data transmission—it exhibits a fundamental structural
departure from these methods. Specifically, the proposed mechanism enables the ID-
owning ECU to self-monitor its own identifier in real-time without the intervention of
external IDS devices, additional software, or kernel modules. This approach enables the
implementation of real-time defense by immediately detecting contradictions in CAN
communication before payload transmission begins, while simultaneously minimizing
additional resource consumption.

The proposed mechanism demonstrates a low response latency of up to 28 µs. This
value is lower compared to the response times reported in existing literature, such as 678 µs
by Longari et al. [9], 512 µs by Serag et al. [12], and up to 4 s by Ohira et al. [13] This
result stems from intercepting attacks directly at the data link layer and reduces the latency
typically associated with software-based security solutions.
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Furthermore, this research achieves protocol-level integration by adding a cybersecurity-
specific error type to the standard error types defined in the CAN protocol. Unlike existing
CAN security solutions that require external devices, additional applications, or kernel
modifications, the proposed mechanism incorporates cybersecurity errors into the protocol
by leveraging the error handling mechanism of the ISO 11898 standard. This approach
differentiates itself from existing CAN security solutions by implementing cybersecurity
capabilities that extend the standard error-handling mechanism.

6. Limitations
The proposed mechanism focuses on mitigating impersonation and replay attacks by

taking advantage of the inherent communication characteristics of the CAN protocol. By
monitoring its own unique identifier while in an inactive transmission state, a legitimate
ECU can identify these identity-based threats after a 28 µs detection latency and subse-
quently suppress them without an additional response delay. However, the mechanism
is unable to detect cases where an attacker manipulates part or all of the payload during
transmission via a Man-in-the-Middle (MitM) attack after the arbitration phase has been
completed. To address such malicious payload manipulation, incorporating message au-
thentication codes (MACs) for the payload or integrating the system with higher-layer
solutions like behavior-based intrusion detection systems could be beneficial.

The strategy of transitioning to a bus-off state upon detecting a cybersecurity error rep-
resents another consideration, as it could potentially be exploited by an attacker to facilitate
a denial-of-service (DoS) attack. While this approach aims to isolate a compromised ECU,
an attacker might intentionally spoof a valid ID to force a legitimate ECU into a bus-off
state, thereby disrupting the intended operation of the ECU. Nevertheless, the proposed
mechanism prioritizes passenger safety by providing visual alarms and transitioning the
vehicle into a limp-home mode, ensuring a secure environment even during a cyberattack.
Despite these safety-oriented measures, the structural risk of a DoS attack remains a limita-
tion that may not be fully covered by the current mechanism, suggesting the potential need
for concurrent use with behavior-based intrusion detection systems.

7. Conclusions
While the CAN protocol ensures high communication reliability under the ISO 11898

standard, its error-handling mechanisms are fundamentally limited to detecting com-
munication reliability issues caused by physical faults, leaving the network structurally
vulnerable to cybersecurity threats. To address this gap, this study proposes a sixth error
type as a potential extension to the existing standard to support real-time detection and
defense against cyberattacks in the evaluated attack scenario. This is significant in that it
demonstrates feasibility in a protocol-level defense system designed to identify security
threats at the data-link layer while inheriting the conventional error detection philosophy

The core of the proposed error type enables a receiving ECU to immediately classify the
detection of its own identifier, paired with a dominant Remote Transmission Request (RTR)
bit, as a cybersecurity error—even when it has not initiated a transmission. Upon detection,
the security logic injects an error frame at the bit immediately following the arbitration
field to invalidate the malicious transmission before the data payload is broadcast. For
this purpose, the proposed error frame incorporates a two-bit cybersecurity flag, where
the first bit distinguishes a cybersecurity-related error from a conventional communication
reliability error, and the fixed dominant second bit preserves compatibility with the CAN
protocol by allowing ECUs to correctly detect the bus-idle state.

The effectiveness of the proposed mechanism was demonstrated in an experimental
environment through experiments using an FPGA-based prototype and a Vector CANoe
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environment. Through oscilloscope waveform analysis, it was observed that during a spoofing
attack, the proposed error frame is injected immediately after the 14-bit arbitration phase—
which incorporates standard bit-stuffing rules—to block the attack in real time. The explicit
recording of an Error Frame in the CANoe trace was demonstrated. In conclusion, this
research showed that security requirements could be addressed for real-time threat detection
and user notification at the protocol level through modifications of the CAN standard.

Our future research will focus on advancing active control strategies and HMI no-
tification systems to ensure the practical safety of the vehicle in response to detected
cybersecurity errors. Specifically, we plan to design efficient transition mechanisms to
limp-home modes that guide the vehicle to a safe state upon error detection and develop
intuitive threat-alert functions integrated with actual In-Vehicle Infotainment (IVI) systems
or digital clusters.
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