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Abstract

Traditional VANET authentication schemes often face challenges such as centralization
bottlenecks and the updating of vehicle keys or pseudonyms. This paper proposes a layered
approach that divides VANET into regions, utilizing dual-blockchain to enable anonymous
message authentication between vehicles and RSUs, as well as between vehicles within the
VANET. Compared to traditional blockchain authentication methods, this paper introduces
an approach that enhances authentication efficiency and ensures information security by
establishing secure connections between private and consortium chains through a trusted
authority (TA). By leveraging third-party public parameter updates, the automatic updating
of private and public keys for VANET nodes is achieved without the need for certificate
issuance and updates. This approach facilitates long-term anonymous authentication and
communication between VANET nodes, reduces the frequency of authentication interac-
tions, simplifies authentication processes, and lowers computational and communication
costs. The proposed scheme is well-suited for practical VANET environments that require
low authentication latency and robust large-scale privacy protection.

Keywords: anonymous message authentication; blockchain; cross domain; VANET

1. Introduction

A VANET represents a typical intelligent transportation system, offering users conve-
nient, safe, and intelligent travel services. Its network architecture is an open, decentralized,
self-organizing mobile ad hoc network that supports multi-hop forwarding, accommodates
rapid node movement, and meets strict latency requirements. Due to their unique network
structures and wireless communication methods, VANETs are susceptible to various net-
work attacks in practical applications. To safeguard the security and privacy of VANET
communication entities, it is imperative to authenticate entities and messages while protect-
ing vehicle locations and trajectory information. Therefore, communication and message
authentication must incorporate privacy protection functions. In recent years, scholars
have proposed several authentication protocols for VANET, which can be categorized into
a few main types. In public key infrastructure (PKI)-based schemes, multiple certificates
are required to achieve authentication anonymity by obscuring the vehicle’s true identity.
However, the extensive use of anonymous certificates complicates certificate management
and revocation, necessitating the participation of a management center in authentication,
which can easily create a system bottleneck [1-3]. Identity-based password authentication
schemes in VANET such as those outlined in [4-9], often require the system key to be stored
in the vehicle’s tamper-proof device (TPD) to maintain authentication anonymity. In these
schemes, the system key and vehicle pseudonym are used to generate the authentication
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key, with the pseudonym verifying identity to achieve anonymity. However, TPDs require
high security [4,5,7]. Other schemes, including those in [8,10-16], do not require TPDs; how-
ever, to maintain anonymity during communication, vehicles frequently communicate with
authoritative institutions or TAs to update pseudonyms or vehicle private keys. Blockchain
technology offers a solution by enabling distributed data storage, peer-to-peer transmission,
consensus mechanisms, and encryption algorithms, making it suitable for decentralized
application environments with distributed consensus, especially in complex road traffic
settings where vehicles do not inherently trust each other. Currently, there are numerous
blockchain based authentication solutions for VANET, many of which address anonymous
authentication between vehicles and RSUs or infrastructure [17-19], but they are unable
to provide anonymous authentication between vehicles. Additionally, there are various
schemes, where the vehicle and RSU or infrastructure authentication require application of
the private key to a third-party authority, leading to excessive communication interactions,
authentication delays and other issues. This paper proposes a dual-chain and cross-region
anonymous authentication and communication scheme, that stratifies VANET and divides
multiple regions. It achieves cross-region anonymous authentication and communication
between vehicles and RSUs or infrastructures, as well as between vehicles themselves
through the joint work of dual blockchains such as private chain and alliance chain. The
vehicle can automatically update its authentication private key and public key based on the
public parameters released by the third-party authority, which shortens the authentication
delay and reduces the interaction times and complexity of authentication.

2. Related Work

Currently, numerous solutions utilize blockchain technology to address the decentral-
ization challenges in VANET authentication. In 2019, Yao et al. [20] proposed a cross-domain
anonymous authentication scheme for the Internet of Vehicles based on blockchain technol-
ogy; however, the pseudonyms used in vehicle communications are static, rendering the
scheme non-linkable. Wazid [21] employed fog computing to design a lightweight authen-
tication key agreement protocol suitable for the Internet of Vehicles environment; however,
this solution does not adequately address the security issues of lightweight authentica-
tion password protocols, such as desynchronization attacks. Shen et al. [22] introduced
a blockchain-assisted IoT declaration security authentication mechanism that effectively
reduces the overhead associated with cross-message authentication. Yang et al. [23] pro-
posed a blockchain-based multidomain authentication scheme for the Internet of Vehicles
that reduces the computational overhead associated with pseudonyms and key generation.
Liu et al. [24] developed a dual-layer sharded-blockchain cross-authentication scheme,
while Sabjeev et al. [25] proposed a blockchain-assisted authentication and secure commu-
nication scheme; both primarily address authentication between vehicles and RSUs. This
study proposes a blockchain-assisted vehicle networking authentication mechanism with
a hierarchical dual-chain public key system that can be updated automatically. It enables
anonymous message authentication and communication between vehicles and infrastruc-
ture, as well as between vehicles, and supports long-term anonymity in communication
and authentication.

3. Background of Research
3.1. Preparatory Knowledge

Let F; denote a finite field of order p, where p is a large prime number. An elliptic
curve is defined as E : y? = x> + ax + bmodp where a,b € F,. G denotes the set of points
of order q defined on the elliptic curve E, with the generator P. G includes an infinite point
O, and it possesses the following properties:
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Addition (+): Let P and Q be two points on G. If P # Q, then R = P+ Q, and R is the
intersection point of E and the line connecting P and Q. If P = Q,then R = P+ Q, and R
is the intersection point of E and the tangent to P(Q). If P= —Q,then R =P+ Q = O.

Scalar multiplication (.): Let P € G and m € Z;. Then the scalar multiplication on G is
defined as mP =P + P +.. .+ P (m times).

Definition 1. The elliptic curve discrete logarithmic problem (ECDLP). Let G be a finite cyclic
group on the elliptic curve E with order being a large prime number g, where P is the generator
of G and Q is a point of G. The goal of ECDLP is to calculate the solution x satisfying Q = xP,
where x € Z.

Definition 2. In the elliptic curve computational Diffie—Hellman problem (ECDHP), let G be
a finite cyclic group on the elliptic curve E with order being a large prime number g, where P is
the generator of G, and for any aP,bP € G, the Elliptic Curve Computational Diffie-Hellman
problem (ECDHP) is defined as the task of computing the point abP € G within polynomial time t,
where a,b € Z;.

If an algorithm cannot solve the ECDLP problem or the ECDHP problem on group G
within time f with a non-negligible probability ¢, then the ECDLP problem or the ECCDH
problem is said to be difficult in group G.

3.2. System Model

To address the issues of anonymous authentication and communication between
vehicles and between vehicles as well as infrastructure, this study employs a layered,
partitioned, and dual-chain blockchain structure. As illustrated in Figure 1, the core layer
primarily consists of highly secure trusted authorities (TAs) and high-performance servers
that handle the registration of vehicles and RSUs, maintain the real identity information of
vehicles and RSUs, store temporary public keys, and generate and store secret parameters
for negotiations between vehicles and RSUs. This layer utilizes a private blockchain as an
information platform to implement distributed storage and synchronization of informa-
tion among various TAs. The core layer maintains one primary chain, referred to as the
registration information chain, which manages the registration data, identity information,
and keys negotiated between vehicles and TAs, as well as between RSUs and TAs. The
management layer maintains one consortium chain, known as the global temporary public
key chain, which maintains temporary public keys of vehicles and RSUs, provides cross-
domain authentication services, and stores the public keys of vehicles and RSUs along
with their validity periods, region IDs, and the corresponding vehicle addresses in the
registration information chain. The management layer comprises TAs, RSUs, vehicles, and
edge nodes, which are divided into regions based on their locations. Each region utilizes a
consortium blockchain as its information platform, which stores temporary public keys
for vehicles and RSUs, and assigns a regional area identification (AID). The TA is part of
both the core and management layers and is responsible for maintaining information on
both private and consortium chains. Within the consortium chain, the TA functions as the
full node of the blockchain, storing temporary public keys and other relevant information
from multiple regional vehicles and RSUs. RSUs and edge nodes, serving as partial nodes,
primarily store temporary public keys and validity periods for vehicles and RSUs in their
respective regions. To enhance the maintenance efficiency of the consortium chain, data
management is handled by the TA and RSUs, while vehicles are restricted to data access
without participating in the consensus mechanism. RSUs and edge nodes also take part
in consensus within the consortium chain, whereas other network nodes are limited to
querying data. Due to the relatively small number of RSUs and edge nodes in each region,
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data are maintained by a limited set of nodes, resulting in high operational efficiency of
the consortium chain. Although network nodes can query public keys, they are unable to
determine the true identity of a vehicle from its public key, thus preserving the anonymity
of authentication.

' Core layer

V4 Private Chain: Registration Information Chain

~
~
N
N
Y
N
4
o " Management Layer
' obal ™
/ 1 y v Chain \
S |
. ‘
Management 4
Layer \
ST \ Z
EN -—~o | -
- TSR -5

Figure 1. VANET network structure.

The global temporary public key chain utilizes the Proof of Authority (POA) pre-
authorization algorithm inherent to consortium blockchains. All TA nodes generate blocks
for the global temporary public key chain in strict compliance with the pre-authorized
sequence. RSUs and certain edge nodes endowed with strong robust computational
capabilities employ smart contract algorithms to download blocks containing temporary
public key information pertaining to nodes within their designated regions. Vehicles
and other nodes accomplish authentication by querying the temporary public key blocks
specific to their regions or by accessing the temporary public key information embedded
within the blocks of the global temporary public key chain.

During the registration phase, the Trusted Authority (TA) employs a smart contract to
compute a series of secret parameters for both the vehicle and the Roadside Unit (RSU),
drawing upon the parameters furnished by them. The vehicle and the RSU each securely
retain their respective secret parameters, while the TA proceeds to upload the registra-
tion information along with these secret parameters onto the registration information
chain. Utilizing the secret parameters computed during the registration process, the TA
then calculates multiple temporary public keys for both the vehicle and the RSU, subse-
quently uploading these keys onto the global temporary public key chain. To guarantee
the anonymity and unlinkability of vehicles, each vehicle is allocated multiple temporary
public keys. When a vehicle engages in authenticated communication with other nodes
(encompassing vehicles and RSUs), it signs messages using its secret parameters. Other
nodes ascertain the authenticity and reliability of these messages by verifying the existence
of a corresponding temporary public key for the vehicle within the global temporary public
key chain. To uphold long-term anonymity in vehicle authentication, the TA periodically
disseminates secret update parameters via the smart contract and records these key up-
date parameters onto the registration information chain. Vehicles then update their secret
parameters and temporary public keys based on these secret update parameters. The TA
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updates the temporary public keys of vehicles in the global temporary public key chain
by utilizing the original secret parameters and secret update parameters sourced from the
registration information chain. The updating of vehicle temporary public keys does not
necessitate information exchange with the TA. Long-term anonymity and unlinkability
in vehicle authentication and communication can be attained through the utilization of
multiple temporary public keys and their regular updates.

4. Cross-Domain Message Authentication Scheme Based on VANET

The symbol definitions for this article are as Table 1:

Table 1. The Symbol Definitions.

Symbol Definition

(G,P,q} Cyclic addition group G, generator of cyclic addition
T group P, the order of addition group g

s System Private Key

Ppup System Public Key

Hy, Hy,Hy, Hs, Hy Secure hash function

P Key update parameters

Xt Shared key between vehicle and TA

Py Temporary public key for vehicles

Xyj Shared key between RSU and TA

Py RSU temporary public key

PIDy, Vehicle pseudonym

AID; Area ID

RID; Vehicle ID

RSUjy RSUID

r, Uj, O, Wiy, W) Random number

Texp ,, Texp Time stamp

4.1. System Initialization

Given the safety parameter k, the TA chooses a cyclic addition group {G, P, g} and gen-
erates the system key s. The public key P,,;, = sP is then calculated. The secure hash func-
tions used include Hy : {0,1}" — Z5, Hy: G — Z;, Hy: {0,1}" x G x G x {0,1}" — Z7,
H3:Gx{0,1}" — Z},and Hy: G x G x {0,1}" — Z; . The TA publishes the system pa-
rameter { G, P, Ppuh/ q,Ho, H1, Hy, H3, Hy ¢ to the registration information chain of the core
layer (CL) and broadcasts these parameters within the VANET system. To maintain security
and facilitate regular updates, the TA regularly selects a random number r for the region
and calculates the updated public key P, = rP using (r, Py, AID;, Texpr) as the key update
parameter, where Texp, r represents the start and end times of P, usage on the network. AID;
represents the region of P,. The TA uploads the key update parameter (r, P, AID;, Texp r) to
the registration information chain and broadcasts (P, AID;, Texp r) to the VANET system.

4.2. Vehicle Registration

The vehicle provides owner information, its real ID, license plate number, and the
AID to which it belongs, and submits a registration application to the TA through a secure
channel. The vehicle selects k random numbers v;(f = 1,2---k) for the vehicle and
calculates Py = v;P; it then sends P to the TA through a secure channel. The TA selects the
currently valid parameter (7, P,, AID;, Texp r) for the current region and calculates multiple
original shared keys x; = Hj(rP;) between the TA and the vehicle using the provided
values. The TA then calculates the temporary public key of the vehicle P,; = x;P. The
vehicle registration process is shown in Figure 2.
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Figure 2. The Process of Vehicle Registration.

The TA uploads the owner information, real ID, and original shared key x; of the
vehicle to a private registration information chain within the core layer. Additionally, the
TA uploads the temporary public key (Py, Texpr) of the vehicle to the global temporary
public key chain in the management layer, which mainly provides cross-domain validation
services for vehicles. Finally, the TA sends an acknowledgment (P, AID;, Texpr) to the
vehicle. Upon receiving the acknowledgment, the vehicle calculates the shared keys
x¢ = Hy(v:Pr) and its temporary public key P,y = x;P based on the information from the
TA, and securely stores them for future authentication and communication purposes.

4.3. RSU Registration

The RS U]- chooses a random number u jr calculates P, j=u jP, and sends its location
information, identity information ID, area ID AID;, and P,; to the TA through a secure
channel. After validating the submitted information, the TA selects the currently valid
system parameter (r, P, AID;, Texpr) for the current region and calculates the original
shared key x,; = Hy(rP,;) between the TA and RSU. The TA then calculates the temporary
public key Pyg,; = x,,;P for the RSU. The TA uploads the information of the RSU and the
original shared key x,,; to the registration information chain of the core layer. It also uploads
the temporary public key Pyg,; of the RSU to the global temporary public key chain in the
management layer. Finally, the TA sends (P,, AID;, Texp r) to the RSU. Upon receiving it, the
RSU calculates the original key x,,; = Hy(u;P;) and its temporary public key Pys,; = x,,jP
and securely stores them for future use in authentication and communication. The RSU
registration process is shown in Figure 3.
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Figure 3. The Process of RSU Registration.
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4.4. Cross-Domain Anonymous Message Authentication Between Vehicles and RSUs

When the vehicle V}; arrives at an area, it needs to send a message M. The vehicle selects
a random number wy, and calculates its pseudonym PID,, = RID,, © Hy (wy, Ppub)' Next, the
vehicle calculates the message signature § = x;Hy(PID,y,, Py, Pot, M, AID;, Texp) + wy,, where
xt (t=1,2,...,k)is one of the temporary keys selected by the vehicle and negotiated with
TAs, Py, = wy, P and Py is the temporary public key corresponding to the temporary shared
key x; of the vehicle. AID; is the area ID for vehicle registration and Texp, is the timestamp.
The vehicle then sends the message (8, PIDy,, Py, Pot, M, AID;, Texp) to nearby RSUs.

Upon receiving the message, the RSU checks if the timestamp is within its validity
period and verifies if Equation (1) holds.

0P = Ha(PID , Py, Py, M, AID;, Texp )P+ Py (1)

If Equation (1) does not hold, the message is discarded. However, if Equation (1)
holds and the AID,, and RSU’s region ID are not the same, the RSU sends query request
(H3(Pyt, RSUjg, xu, Texp ), RSUjg, Pot, Texp) to the TA in this region. Here, xu is the shared
key between TAs and RSU, and RSUj; is the identity of the RSU. The TA then queries Py
the global temporary public key chain in the management layer for the temporary public
key. If it is found, the TA returns the query results to the RSU through the secure channel
H;s(Pyy, true, xu, Texp), true. Upon receiving a confirmation message from the TA, the RSU
confirms that the message signature is valid. If Py is not found in the global temporary
public key chain, the TA will return an error message (Hz(Py, false, xu, Texp), false) to the
RSU, indicating that the signature is invalid. The vehicle and RSU authentication process is
shown in Figure 4.

vehicle RSU TA

PID, = RID, & H,(w,F,,)
8 =x,H,(PID,.P,,P,,M,AID,,T, )+w,
5, PID,,P,,P,,M,AID,,T.

mo> L wo Lo i Lexp

»
»

wo Lo i Lexp ¥

Hy (B, RSUy,xu, T ), B, AID;, RSU,, T,

»
»

H,(P,

vt 2

true, xu),true or

H,(P,, false, xu), false

-l
-

l |
| |
| |
| |
| |
| |
| |
| |
: | 5P=H,(PID,,P,, P, M, AID,,T,,)P, + P,
| |
| |
| |
| |
| |
| |
| |
| |

Figure 4. Cross-domain authentication process between vehicle and RSU.

4.5. Cross-Domain Anonymous Message Authentication Between Vehicles

When the vehicle V;, arrives in an area, it needs to send a message M,,;. The vehicle randomly
selects a random number w;, and calculates its pseudonym PID,, = RID,, ® H; (mepub). Vin
then calculates the message signature d,, = x;Hp(PIDy,, Py, Pot, My, AID;, Texp) + Wiy,
where x; is one of the temporary shared keys selected by the vehicle and negotiated with
TA, Py = wy, P and Py; is the temporary public key corresponding to the vehicle’s temporary
shared key xt, AID; is the area ID for vehicle registration, and Tep is the timestamp. The
vehicle V,, sends (0, PIDy, P, Pot, Min, AID;, Texp) to the other vehicles.

Upon receiving the message, the other vehicle V; checks if the timestamp is within the
validity period. If the timestamp has not expired, it verifies if Equation (2) holds.

dmP = Hy(PID_, Py, Py, Mm,AIDi,Texp)Pvt+Pw (2)
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If Equation (2) holds, the receiving vehicle determines whether the sending vehicle
and itself are in the same area. If they are, it queries the local consortium blockchain,
if Py is found, then the signature is valid. If the vehicle V; and the other vehicle V,
are not in the same area, the vehicle V; chooses a random number w; and calculates
PID; = RID; ® Hy(w;Py,;,) and P, = w;P. The vehicle V; then sends a query request
(Hy(Pyt, Py, PIDy, x), PID;, Pyt, Pp, Texp) to the TA in the current area. The TA calculates
RID; = PID; & H;(sP;) and obtains the original shared key x between the vehicle and
TA based on RID;. The TA then verifies whether Hy(Pyt, Pj, PIDj, Texp, X) is valid. If it is
established, the TA queries whether Py exists in the global temporary public key chain, if
it is found, the TA returns a confirmation message H3z(Pyt, true, PIDy, x, Texp ), true to the
vehicle V}, and adds Py to the local consortium chain. After the vehicle V; receives the
confirmation, it recognizes that the signature of the confirmation message is valid. If Py
is not found in the global temporary public key chain, the TA returns an error message
H3(Py, false, PIDy, x, Texp ), false to the vehicle V;, indicating that the signature is invalid.
The vehicle and vehicle authentication process is shown in Figure 5.

vehicle vehicle RSU/TA

PID, =RID, ® H,(w,P,,)
6, =xH,(PID,.P,,P,,M,AID,T, ) +w,

exp m

[
[
[
S,» PID,, P, B, M, AID,, T, :
[
[
[
[

»
»

m exp

PID, = RID, ® H,(w,P,,)

P

exp vtd Tl exp

tHZ,(PW,PI,P[D,,x,T ),PID,,P,,B,AID,,T, )

|

|
|
|
: H,(P,,true, PID,,x),true or
|

-

i

| H,(P

vt >

I I
| I
| I
| I
| I
| |
| I
I

| 8,P=H,(PID,,P,,P,,M,AID, T )P, +P, :
| I
| I
| I
| I
| I
| I
| I
| I
| |

false, PID,, x), flase
Figure 5. Vehicle and vehicle cross-domain authentication process.

4.6. Batch Authentication of Message

When the RSU receives n message signatures {8, PIDy, Pim, Pomt, Min, AIDj, Texp m };:l
from different vehicles simultaneously, the RSU calculates i, = Hp (PI D1, P, Pome, M,
AIDj, Texp m) and verifies if Equation (3) holds.

er;:l dmP :Zizl HmPymt + Z&:l Pywm ®3)

If Equation (3) holds, the public key Py, (m = 1,2,---n) is queried to determine
whether it exists in the blockchain. If it is found in the blockchain, the message signature is
considered valid. However, if the public key is not found, the batch authentication fails.

4.7. Update of Temporary Public Key for Vehicles

TA selects a new random number 7 for the region and calculates P/ = r'P,
0 = sH3(P/, AIDj, Texp+) + 1'. In VANET system, the TA broadcasts (¢, P;, AID;, Texpr) to
the region, where Texp r is the duration of use for P!, AID; is the area identifier for the current
region. Upon receiving this broadcast, the vehicle verifies whether Equation (4) holds.

oP = Hs (P;, AID;, Texpr )Py + P )

If Equation (4) is established, the vehicle uses the original shared keys x; (t = 1,2,...,k)
to calculate new temporary shared keys x; = Hz(x¢P/,x1,x;...x;) and new temporary
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public keys P/, = x;P; heret = 1,2,...,k, x1, x5 ... x; represents the sequence generated
using the original shared keys.

Simultaneously, the TA calculates the new temporary shared keys x; = H3(x:P/, x1,
X, - - Xx) based on the original shared keys x; of the vehicle stored in the registration
information chain of the private chain; here t = 1,2,...,k. The TA then calculates the
corresponding new temporary public keys P/, = x;P (t = 1,2,...,k). The TA uploads the
new temporary public keys (P}, Texpr) (t = 1,2,...,k) to the corresponding region of the
global temporary public key chain.

5. Security Analysis

Anonymity: In the proposed scheme, the vehicle sends message signatures using
its pseudonym PID; = RID; @& Hj(w;P,,;), where the real identity is hidden within a
pseudonym. For other vehicles or RSUs, the real identity remains hidden. Given Py, = sP
and P,; = w;P, the discrete logarithm problem on elliptic curves (ECDLP) makes it com-
putationally infeasible to determine w; and s. Without knowing the random numbers w;
and s, it is impossible to calculate w; Py, = w;sP according to ECDHP or recover the true
name RID; of the vehicle. Only the TA has the capability to restore the true identity of the
vehicle RID; = PID; & H;(sP,;) from a pseudonym.

Unlinkability: In the proposed scheme, the vehicle employs pseudonyms and tempo-
rary public keys for message signing. Each pseudonym used by the vehicle is unique for
every signature, and the vehicle has multiple temporary public keys at its disposal. For
each message, one signature is randomly selected, and the vehicle’s temporary public key is
regularly updated. This approach makes it challenging for attackers or other vehicles to link
the vehicle’s identity across different messages, as it is difficult to correlate pseudonyms
and temporary public keys from two separate message signatures.

Lemma 1. The signed message in the Cross-domain authentication process between vehicle and
RSU is unforgeable. Assuming that the ECDLP is a difficult problem, the message signature
proposed in the Cross-domain authentication process between vehicle and RSU can resist adaptive
chosen-message forgery attacks.

Proof. Assume there exists an attacker A who is capable of forging a signature message of
a vehicle within polynomial time with a non-negligible probability €. Given an instance
of the Elliptic Curve Diffie-Hellman (ECDLP) problem (P, Q = xP), where P,Q € G and
x € Z;, assume that there exists a challenger C acting as a solver of the ECDLP problem,
who can solve it in polynomial time. [

The security model is defined as a game between Attackers A and Challenger C.
Challenger C initializes the system and generates the system key s using the public key
Q = sP. The challenger C sets system parameters paras = {G, P, Q,q, Hy, Hy, Hy, H3, Hs }.
C randomly selects a vehicle m (with an identity tag RID,,) as the identity of the challenge.
The vehicle’s public key is Py¢. Then, A adaptively proceeds to query the oracle to C. After
querying the oracle, C responds to A’s query in the following:

(1) H(M;) oracle query: When A initiates a query with M;, C checks the maintained
list L; = (M, ;). If there is no information about M in the list, C selects a random
number h; € Z; and adds (M, hy) to the list L;, and return h; to A, otherwise return
h; from the list to A. Here, [ =0, 1,2, 3, 4.

(2) Query vehicle pseudonym: C maintains the list L,y = (RIDy, hy, PIDy). When A
initiates a query with RIDy, C checks the maintained list L4, If there is no information
about RIDy, C selects random number /1 € Z*, and makes PIDy = RID; & hq. Next
Cadds Ly = (RIDy, hy, PIDy) to the list L4, and returns PIDj to A.
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(3) Query vehicle message signature.

When A queries with PIDy, M, AID;, Texp, if PID; = PID;y, then C terminates the
game. Otherwise, C selects random number hy, 6§ € Z; , and makes P, = 6P — hy P, and
then C returns (6, hp, Py) to A. A receives it.

According to the bifurcation lemma [26], A selects different 1, and generates another
valid signature (&', 1, P,) in polynomial time ¢. At this stage, the two signatures meet
as follows:

8P =hyPy; + Py )

§'P = hiPy+Py (6)

From Equations (5) and (6), we have the following:
(6 —8")P = x,(h, —h})P 7)

According Equation (7), C can calculate x; = (6 — 6') (hy — h’z)_l, with x; as a solution
to the equation P,y = x;P. In the process of solving for x;, the probability of its solution can
be divided into two events:

E1: C terminates the game during the query on the signature message.

E2: C outputs a valid signature message.

Let ns denote the number of queries made to the signature message in the game.
According to the game rules, we have Pr(E;) > (1 —1/(ns —1))", Pr(Ey|E;) > ¢. The

probability of solving the ECDLP problem under the random oracle model is as follows:
Pr(E; AEy) = Pr(E;)Pr(E, |[E;) = (1 -1/ (ns—1))™e (8)

Obviously, Equation (8) represents a non-negligible probability, which conflicts with
the difficulty of the ECDLP problem. Therefore, it can be proven that the message signature
proposed in the Cross-domain authentication process between vehicle and RSU can resist
adaptive chosen-message forgery attacks.

Lemma 2. The signed message in the Cross-domain authentication process between vehicles
unforgeable. Assuming that the ECDLP is a difficult problem, the message signature proposed
in the Cross-domain authentication process between vehicles can resist adaptive chosen-message
forgery attacks.

By a similar argument as in Lemma 1, we obtain that the signed message in the
Cross-domain authentication process between vehicles is unforgeable.

Anti-forgery attack during the cross-domain query phase: If an attacker forges the
vehicle private key and public key (x;, P,y = x:P), successfully forges the signature
(0m, PIDy, Py, Pxt, My, AID;, Texp ), and makes Equation (1) hold, the RSU queries the
local consortium chain or global temporary public key chain to check if Py exists. When
querying Py, during cross-domain queries, the RSU sends H3 (Pyt, RSU,y, xu, Texp) to the TA,
and the TA replies with H3(Pyy, true, xu, Texp ), true or H3(Pyy, false, xu, Texp ), false. During
cross-domain queries, it is difficult for the attacker to control the consortium chain and
global temporary public key chain to forge P,;. Similarly, both the messages sent by the
RSU and the replies from the TA require the use of the shared key xu between the RSU and
TA. Without knowing xu, based on the strong collision property of the hash function, the
attacker cannot construct a hash value that meets the requirements. Therefore, the vehicle
and RSU cross-domain authentication scheme can resist forgery attacks.

Similarly, during cross-domain authentication between vehicles, if an attacker forges
the vehicle’s private key and public key (x;, Py = x:P) and successfully forges the sig-
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nature (0, PIDy, Py, Pot, My, AID;, Texp ), making Equation (2) hold, other vehicles need
to query the local consortium blockchain or global temporary public key blockchain to
verify whether the public key Py exists. During cross-domain authentication, the vehicle
sends a public key query message (Hy(Pyt, P, PID;, x), PIDy, Pyt, Py, Texp) to the TA, and
the TA replies with H3(Py, true, PID), x, Texp ), true or H3(Pyy, false, PID;, x, Texp ), false to
the vehicle. It is difficult for the attacker to control the consortium blockchain and global
temporary public key blockchain to forge Py;. Without knowing the shared key x between
the vehicle and the TA, the attacker cannot forge the message sent by the vehicle and the
message replied by the TA based on the collision resistance of the hash function. There-
fore, the blockchain-based cross-domain query scheme proposed in this paper can resist
forgery attacks.

Theorem 1. Lemmas 1 and 2 reveal that when the ECDLP problem is difficult, the opponent cannot
forge the authentication message. Based on the security analysis of cross-domain queries, if the hash
function has strong collision resistance, the proposed solution can resist forgery attacks. Thus, the
authentication scheme proposed can resist the adaptive selection message forgery attack.

Traceability: During vehicle authentication, if it is discovered that vehicle V;;, is sending
a malicious message, the signature (6, PID,,, Py, Pyt, M, AID;, Texp) of the message is sent
to the TA. The TA can recover the real ID of the vehicle using pseudonym and system
private keys. According to PID; = RID; ® Hl(wiPpub), the TA can recover the real ID
RID; = PID; & Hj(sP,;) through the system key s. The TA can then locate the address
corresponding to the temporary public key Py of the vehicle in the global registration
information chain through the global temporary public key chain. The TA can find the
original real ID of the vehicle by finding the address and identifying the real vehicle. Even if
PID; = RID; ® H; (wiPpub) and (3, PIDy, Py, Pot, M, AID;, Texp) have expired, the TA can
still calculate the vehicle’s public key at the time of the incident using the original shared key
and the updated key parameters stored in the information registration chain. This allows
the TA to retrieve the vehicle’s real ID and related information. The reference [27] offers
a time-aware LSTM model for detecting criminal activities in blockchain transactions on
monitoring changes. It provides a basis for detecting harmful behaviors through transaction
patterns. The blockchain transaction behavior discussed can be subjected to crime detection
using this method before starting the identity recovery process. Therefore, the proposed
scheme satisfies the traceability requirements.

Resist common attacks: The proposed scheme employs a private key to digitally
sign messages, providing resistance against message-tampering attacks. Because only the
vehicle possessing its private key can generate a valid message signature, the scheme effec-
tively resists impersonation attacks. Additionally, the messages, key update parameters,
and query requests used in this study are all timestamped, ensuring the freshness of the
messages and providing protection against replay attacks. Communications between the
vehicle and TA, as well as between the RSU and TA, utilize original shared keys, which
further bolster security by effectively resisting attacks such as forgery, impersonation,
and man-in-the-middle attacks. A security comparison of various schemes is presented
in Table 2.

Forward security analysis of cryptographic keys: To prevent the leakage of r from
compromising the security of the entire network for a certain period of time, we modify
the scheme so that each region maintains a separate r. This way, even if r is leaked, it
will only affect the security of one region for a certain period of time. To enhance the
security of vehicle keys, the scheme proposed in this paper utilizes k original shared keys
xp = Ha(x¢P),x1,%2,...x¢),i = 1,2,..., k. It employs these k shared keys and the region
update parameter P, to collectively update the vehicle’s individual key. The compromise of
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the vehicle’s individual key only affects the signature at a specific moment. Attackers are
unable to update the key based on the updated parameters, thus preventing them from
forging future signatures.

Table 2. Comparison of Scheme Security.

Resist Batch

Scheme Anonymity  Unlinkability Unforgeability Traceability Common Cross-Domain

Attacks Authentication
Bayat et al.’s [7] Yes Yes Yes Yes Yes Yes
Yang et al.’s [23] Yes Yes Yes Yes Yes No
Liu et al.”s [24] Yes Yes Yes Yes Yes Yes
Shen et al.’s [22] No No Yes Yes Yes No
This article’s proposal Yes Yes Yes Yes Yes

6. Performance Analysis and Evaluation
6.1. Calculate Overhead

Section 6.1 evaluates the performance of the proposed scheme in terms of message
signatures, message signature verification, and batch verification, comparing and ana-
lyzing it against other studies. All operations in the scheme are based on elliptic curve
calculations, utilizing cryptographic algorithms implemented with the MIRACL library.
In order to compare at the same security level, we construct two 80-bit security level
cryptographic operation schemes. Bilinear pair cryptographic schemes are set as follows:
e: Gy x G; — Gy, E : y? = x® + ax + bmodp is a hyper singular curve with degree 2, where
7 is a 512-bit prime. G is an additive group based on E with order g; P is the generator of
G with order §. The same security level of elliptic curve cryptography is set as follows:
E:y? = x>+ ax + b mod p is a non-super singular elliptic curve, where p and g are 160-bit
primes, a,b € Z;. G is an additive group on E. P is the generator of G with order 4. The
evaluations were conducted on a Windows 10 platform equipped with 8GB of memory and
a CPU running at a clock speed of 2.5 GHz. The primary calculation operation is executed
1000 times to derive the average value. The primary operations and their corresponding
computational times are detailed in Table 3. The computational costs of different schemes
are shown in Table 4.

Table 3. Execution Time of Encryption Operations.

Cryptographic Operation Computing Time (ms)
Bilinear pairing operation T, 6.3743
Bilinear dot multiplication operation T, 0.7741
Bilinear point addition operation Ty, 0.0346
Modular exponentiation Ty 3.2236
Elliptic curve multiplication operation T}, 0.7757
Elliptic curve addition operation T,;; 0.0073
Unidirectional hash function operation T, 0.0004

The pseudonyms PID,, = RID, & H; (mepub) used in this article are calculated
offline by the vehicles, with no partial key calculation involved. The vehicle keys are
derived using public key parameters published by TA. Specifically, the TA calculates
P/ = r'Pand ¢ = sH3(P/, AID;, Texp) + 1’ whether the vehicle’s verification equation holds,
ocP = H3(P;, AID;, Texp) Py
vehicle uses the original shared key x; to calculate a new temporary shared key
x; = Hz(x¢P/, x1,x3...x;) and a new temporary public key P, = x;P. The public key
for the vehicle is then updated based on the original shared key stored in the private chain.

u + P. If the verification equation is established, the
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The calculation of the public parameters published by TA was 1 T,,,,,; +1 T}, = 0.7761 ms,
and the TA performed once for all vehicles. Therefore, when handling a large number
of vehicles, the key generation for a single vehicle is computationally efficient, and the
computational complexity associated with the TA’s common parameters can be ignored.
As a result, the computational cost for generating vehicle pseudonyms and keys is approx-
imately 6 Ty;,,; + Tpgq + 3T), =~ 4.6627 ms. Compared to the schemes proposed by Yang
etal. [23], Liu et al. [24], and Shen et al. [22], the cost of generating pseudonyms and keys
in this study has been reduced by 14.3%, 14.4%, and 83.8%, respectively.

Table 4. Comparison of Calculation Costs.

Scheme

Bayat et al.’s [7]
Yang et al.’s [23]
Liu et al.’s [24]

Shen et al.’s [22]

This article’s
proposal

Pseudonym and Partial V2R Message V2R Signature V2V Message V2V Message

Key Generation (ms) Signature (ms) Verification (ms) Signature (ms) Verification (ms)
3Ty + Tom + Tontp =

2Tem + T, &~ 1.5486 Tom ~ 0.7741 22?57403 sm 7T Smip - -

7Tyt + Taga + 6T = N 3Tt + 4Taaa + 2Ty = . B

5.4396 Ty » 0.0004 23571

7Tyur + 2Taaq + 2Ty = ~ 3Tt + 2Taqq + 2T = _ _

5.4453 T+ T ~ 077615 3425

3Typ +4Tem + Tpa +2Tep  Top + Tem + Top 2Ty + 2Tem + Tpa + Tep i

+4T), ~ 28.7027 + T, =~ 10.3724 + 2T, ~ 17.5558

6Ty + Toga + 3Ty =~

4.6627

2Tmul + Tadd+ 5Th ~
1.5607

5Tmul + Tadd + 7Th ~

T}, ~ 0.0004 by

T}, ~ 0.0004

Cross-domain anonymous message authentication between vehicles and RSUs involves
calculating the message signature 6 = x;H,(PIDy,, Py, Pot, M, AID;, Texp) + wy, for the ve-
hicle and the RSU verifying the signature 6P = Hy(PIDyy, Py, Pot, M, AID;, Texp ) Pot + Pr.
If the vehicle is not in the same area as the RSU, the RSU needs to send a query re-
quest H3(Pyt, RSUjg, X, Texp ), RSUjg, Pot, Texp to the TA in this region. The TA verifies
the request, queries the temporary public key chain, and returns either a confirmation
Hj(Pyt, true, xu), true, or an error Hs(Py, false, xu), false. The RSU then receives and ver-
ifies the response. Therefore, the cost of cross-domain message signing for vehicles is
Ty, =~ 0.0004 ms. Compared to the schemes of Liu et al. [24] and Shen et al. [22], the cost
of generating pseudonyms and keys was reduced by 99.9% in both cases, whereas the
computational complexity of Yang et al.’s [23] scheme remained similar. The maximum
cost of verifying cross-domain signatures is 2T},,,,; + T 44 + 5T), ~ 1.5607 ms. In comparison
to the schemes developed by Yang et al. [23], Liu et al. [24], and Shen et al. [22], the cost of
generating pseudonyms and keys was reduced by 33.8%, 33.4%, and 91.1%, respectively.

When authenticating cross-domain messages between vehicles, the vehicle calculates
the 8, = x¢Hy(PIDy, Py, Pot, My, AID;, Texp) + wy. Upon receiving the message, the
other vehicle verifies the equation 6,,P = Hy(PIDy, Py, Pot, My, AID;, Texp) Pot + Py If
the equation holds and the two vehicles are not in the same area, the receiving vehicle
calculates PID; = RID; & Hl(wlppuh), Py = w;P, Hy(Pyt, P, PID), Texp, x), and sends a
query request to the TA in the current area. The TA then calculates RID; = PID; & H;(sP;),
verifies if Hy(Pyt, P, PID}, Texp, x) holds true, and returns H3(Py, true, PIDy, x), true or
Hj3(Pyy, false, PID), x), false. The receiving vehicle then verifies the returned message. The
cost of cross-domain message signing for vehicles is T, ~ 0.0004 ms, whereas the maxi-
mum cost of verifying cross-domain signatures is 5T},,,;; + T,4q + 7T}, ~ 3.8886 ms. This
scheme demonstrates significant advantages in computational complexity for generat-
ing pseudonyms and keys, as well as for message signing and signature verification. A
comparative analysis of computational costs is shown in Figure 6.
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Figure 6. Calculation costs of different stages of each scheme [7,22-24].

6.2. Communication Overhead

To assess the communication overhead associated with pseudonym use, key genera-
tion, and authentication, the experiment set the real identity, AID and timestamp used in
authentication to 4 bytes each, the hash length to 32 bytes, the element length in group G
to 64 bytes, the length of elements in a bilinear group to 128 bytes, the length of message
to Ly, and the length of other non-group elements to 32 bytes. A cost comparison of the
communication schemes is presented in Table 5. In this study, pseudonyms are generated
independently by the vehicle, resulting in no communication overhead for pseudonym
generation. For key generation, the TA must publish the public key update parameter
(o0,Pl, AID;, Texp). Therefore, the total communication length for the key generation update
is 32 + 64 + 4 = 100 bytes.

Table 5. Comparison of Communication Costs.

Pseudqnym V2R Message V2R Signature = V2V Message V2V Message Overa.11 C.0m- Overa.11 Cpm-
and Partial Key . e . e e munication munication
Scheme . Signature Verification Signature Verification
Generation (Byte) (Byte) (Bvte) (Byte) Overhead of Overhead of
(Byte) y y y y V2R (Byte) V2V (Byte)
Bayatetal’s 356 288 + Ly 0 - - Ly + 644 -
[7]
E{;;]‘g etal’s 144 236+ Ly, 204 - - Ly +584 -
{“Z‘J‘j] etal’s 416 168 + Ly, 0 ; ; Ly + 584 ;
[Szhze]“ etal’s 292 612+ Ly, 300 - - Loy + 1204 -
g‘;‘;z‘;gfle S 100 200 4 Ly, 144 200 236 Ly, +444 Ly +534

The signature sent by the vehicle in the vehicle-to-RSU (V2R) message signature is
denoted as (3, PIDy, Py, Pot, M, AID;, Texp ). The length was calculated as 32 + 32 + 64 + 64
+4+4+ Ly, =200+ L, bytes.

During the V2R signature verification phase, if the vehicle and RSU are not in the same re-
gion, the RSU sends a query request Hz(Pyt, RSUjg, Xtt, Texp ), RSUjg, Pot, AID;, Texp to the TA
in this region. The TA then replies with H3(Py, true, xu), true or Hs(Py, false, xu), false. The
length of this communication is calculated as 32 + 4 + 64 + 4 + 32 + 4 + 4 = 144 bytes. Thus,
the total cost of the V2R authentication was 100 + 200 + L, + 144 = 444 + L, bytes. The sig-
nature sent by the vehicle in the V2V (vehicle-to-vehicle) message signature is denoted as
(0m, PIDyy, Py, Pot, My, AID;, Texp). The length was calculated as 32 +32 + 64 + 64 +4 +4 + Ly,
=200 + Ly, bytes. When verifying V2V signatures, if the vehicles and are not in the same area,
the vehicle sends a query request (Hy(Pyt, P, PIDy, X, Texp ), PIDy, Py, Py, AID;, Texp ) to the TA
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in the current area. The TA replies with either H3( Py, true, xu), true or Hz(Py, false, xu), false,
with a length of 32 + 32 + 64 + 64 + 4 + 4 + 32 + 4 = 236 bytes.

This study demonstrates a significant advantage in reducing the total communication
overhead of V2R authentication. Specifically, it achieves a reduction in communication over-
head of approximately 23.9% compared to the schemes proposed by both Yang et al. [23]
and Liu et al. [24], and a substantial reduction of 63.1% compared to the scheme proposed
by Shen et al. [22].

To investigate other loads and overheads in communication, this paper also compares
the number of information exchanges required during the message authentication process
and the number of blockchain queries. Table 5 presents a comparison of the number of
exchanges and blockchain queries for each scheme during the message authentication
process. In this paper, when vehicles perform message authentication with RSU or between
vehicles, the vehicle signs the message and sends it to the RSU or other vehicles. The RSU
or other vehicles determine whether the sending vehicle is in the same area as themselves.
If it is, they query the local consortium blockchain; if not, they query the global tempo-
rary public key blockchain. The local consortium blockchain or global temporary public
key blockchain returns the query results to the RSU or receiving vehicle, requiring three
communication exchanges and one blockchain query. Table 6 shows that the number of
communication exchanges and blockchain queries in this paper’s message authentication
is the same as that in Yang and Shen’s scheme, and more than Liu’s scheme. However,
Liu’s scheme requires the blockchain for each generation of vehicle pseudonyms, while this
paper’s scheme does not. Therefore, the other communication overheads in this paper’s
message authentication are similar to mainstream schemes.

Table 6. Comparison of Other Communication Costs.

Number of Message Authentication =~ Number of Blockchain Queries During

Scheme Communication Interactions the Message Authentication Process
Bayat et al.’s [7] 2 -
Yang et al.’s [23] 3 1
Liu et al.’s [24] 1 1
Shen et al.’s [22] 3 1
This article’s proposal 3 1

6.3. Other Performance Analysis

To analyze the impact of high-speed mobility of vehicles in VANETs on the scheme pro-
posed in this paper, assuming the vehicle speed is 120 km/hour, approximately 0.33 km/s,
the time overhead for message authentication in this paper is 0.0004 + 1.5607 = 1.5611 ms.
During the authentication process, a blockchain query is required, which simply checks
whether the temporary public key of the vehicle exists. The global temporary public key
chain in this paper is stored by region, and the time consumed for a blockchain query based
on region is approximately in the millisecond range. Adding other delays, a single message
authentication will not exceed 1 s. The distance traveled by a vehicle within 1 s is 330 m.
Within this diameter distance range, the communication delay between the vehicle and
the RSU can be neglected. Therefore, the scheme proposed in this paper can be applied in
high-speed mobile VANETs networks.

7. Conclusions

This scheme eliminates the need for certificates, thereby reducing the costs associated
with certificate issuance and management. It ensures reliable authentication through the
use of temporary public keys, and by updating parameters via public key issuance, each
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node can independently update its temporary public key, making the implementation
straightforward. The scheme not only achieves security attributes such as anonymity
and unlinkability in authentication but also ensures high efficiency. It offers significant
advantages in both computational and communication costs, making it well-suited for
practical car-networking environments that require low authentication latency and robust
large-scale privacy protection. The scheme proposed in this article can be further optimized
for querying and updating public keys on the blockchain.
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