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Abstract

Distributed Energy Resource (DER)-integrated power grids are vulnerable to cascading
effects under concurrent cyber–physical attacks, where even minor disruptions in system
states accumulate and amplify over time, leading to significant system failures. Traditional
static risk assessment methods are insufficient for modeling these time-varying, dynamic
scenarios, particularly in the context of concurrent attacks. This paper presents a dynamic
risk assessment framework leveraging time-synchronized co-simulation, which integrates
power system and communication network simulations within a unified time framework.
Cyber-attack actions in the communication layer are mapped to corresponding physical
disturbances in the distribution network, including voltage, frequency, and power varia-
tions. Using the resulting system state evolution trajectories, a Markov Decision Process
(MDP)-based state transition tree captures the progression of system risk under concurrent
attacks. This framework accounts for cumulative risk across different attack paths and iden-
tifies critical nodes and high-risk propagation paths within the network. By incorporating
a concurrent event detector into the MDP model, the method quantifies evolving risk dy-
namics, overcoming the limitations of traditional static methods. Case studies on the IEEE
13-node test feeder and IEEE 14-bus system demonstrate that concurrent attacks result in a
security risk metric 2.3 times higher than single-point attacks, validating the effectiveness
of the proposed approach in identifying vulnerable nodes whose compromise could lead
to cascading failures, supporting the risk-aware prioritization of defensive resources.

Keywords: new-type power system; distributed resource network; co-simulation; attack
simulation; risk assessment

1. Introduction
The increasing penetration of Distributed Energy Resources (DERs) is reshaping

the operational structure of modern power grids, particularly at the distribution level.
Distributed photovoltaics, energy storage systems, controllable loads, and electric vehicle
charging infrastructures are being deployed at scale, introducing a large number of actively
controlled nodes into traditionally passive networks [1]. As a result, power grid operation
is no longer governed solely by physical power flow constraints but increasingly depends
on real-time coordination enabled by information and communication technologies [2].

In China, this transformation is closely associated with the development of DER-
integrated power grids within the broader framework of the new-type power system,
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which emphasizes high renewable penetration, extensive interconnection, and coordinated
operation across source, network, load, and storage [3,4]. Aggregation mechanisms such as
virtual power plants enable geographically dispersed DERs to participate in coordinated
control and market operation through communication and control infrastructures [5]. While
these mechanisms enhance flexibility and resource utilization, they also introduce strong
cyber–physical coupling, making system operation sensitive to disturbances originating in
either domain.

Early research on power grid security primarily addressed physical contingencies
caused by equipment failures or environmental disturbances. Risk assessment and pro-
tection strategies were therefore developed based on static fault analysis and redundancy
planning. With the increasing reliance on communication-based monitoring and control,
cybersecurity threats targeting measurement, communication, and control layers have be-
come an integral part of power system security analysis [6]. In many existing studies, cyber
incidents are treated as isolated events, and their impacts are evaluated independently of
the evolving physical system state.

Such separation becomes increasingly inadequate in DER-integrated power grids.
Cyber intrusions targeting communication channels, control logic, or measurement data
can directly influence DER control actions and distribution network operating conditions.
Previous studies have shown that carefully crafted cyber actions, such as false data injection,
are sufficient to manipulate system estimation and control outcomes even in the absence
of direct physical damage [7]. Due to the tight feedback loops between DER control and
network operation, cyber disturbances can propagate into the physical domain, leading to
voltage violations, power oscillations, and protection misoperations.

A critical challenge arises when multiple cyber–physical attack actions occur concur-
rently. In DER-integrated power grids, coordinated attacks targeting multiple components
can introduce small but temporally correlated disturbances across different system states.
These disturbances do not remain localized but accumulate along the system evolution
trajectory, progressively amplifying operational stress. Even minor deviations in voltage,
frequency, or power balance can trigger cascading effects when concurrent events inter-
act over time. This dynamic accumulation mechanism makes system risk fundamentally
time-dependent rather than event-specific.

Existing risk assessment approaches for cyber–physical power systems are predomi-
nantly static or quasi-static. Attack graph-based models and vulnerability scoring methods
have been widely used to enumerate potential attack paths and identify critical com-
ponents [8,9]. While effective in representing structural dependencies, these methods
abstract system behavior into discrete states and transitions, limiting their ability to capture
time-dependent interactions between cyber actions and physical responses. In particu-
lar, coordinated or concurrent attacks, often described as N–k events, introduce dynamic
coupling effects that static representations fail to characterize [10–12].

Recent efforts have attempted to incorporate dynamic factors into cyber–physical secu-
rity analysis of distribution networks with high DER penetration. A recent comprehensive
survey [13] underscores that while probabilistic models and vulnerability scoring have
evolved, most existing methodologies still represent system dynamics through abstract
state transitions. Dynamic Bayesian network models have been employed to describe
probabilistic propagation of cyber risks into physical system states [14]. While cutting-
edge research has begun to utilize Deep Reinforcement Learning (DRL) to identify critical
nodes and complex attack paths in cyber–physical power systems [15], these approaches
often treat the physical grid as a static reward provider. Coordinated attack scenarios
targeting multiple DER components have also been investigated to reflect increasingly
complex threat patterns [16]. Although these approaches introduce temporal awareness,
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system dynamics are still frequently represented through simplified or discrete transitions.
This limits the ability to capture the recursive feedback between the attacker’s knowledge
gain and the resulting contraction of physical security margins, especially the continuous,
fine-grained interactions between malicious cyber actions and circuit-level power behavior
under coordinated and concurrent attack conditions.

Simulation-based analysis provides an alternative pathway for capturing cyber–
physical interactions. Early co-simulation platforms integrating power system and commu-
nication network simulators demonstrated the feasibility of joint modeling [17]. Subsequent
work extended co-simulation toward cybersecurity analysis in smart grids [18]. However,
many existing platforms rely on loosely coupled architectures, where cyber events and
physical responses are exchanged at coarse time scales. Such configurations limit the ability
to reproduce fine-grained feedback and event-driven interactions under concurrent attack
conditions [19].

These limitations highlight the need for a dynamic risk assessment framework tailored
to DER-integrated power grids, in which cyber attack actions, physical system dynamics,
and their mutual interactions are explicitly represented within a unified temporal context.
Addressing this need requires a tightly coupled co-simulation environment capable of
mapping cyber actions in the communication layer to circuit-level physical disturbances,
together with a formal risk modeling approach that captures cumulative risk evolution
under concurrent events.

Based on this motivation, this paper develops a dynamic risk assessment framework
for concurrent cyber–physical attacks in DER-integrated power grids. The framework
integrates time-synchronized co-simulation of communication networks and power system
dynamics with a Markov Decision Process-based state evolution model. By constructing
system state trajectories under concurrent attack actions and expanding state transitions
through a concurrent event detection mechanism, the proposed approach quantifies risk
accumulation over time and identifies critical nodes and high-risk propagation paths under
dynamic operating conditions. The main contributions of this paper are as follows:

• A dynamic cyber–physical risk assessment framework is developed for DER-
integrated power grids, combining time-synchronized co-simulation of communica-
tion networks and power system dynamics to support risk analysis under event-driven
and concurrent attack conditions.

• A state evolution modeling approach based on a Markov Decision Process is intro-
duced to characterize cumulative risk progression under concurrent cyber–physical
attacks. By extending state transitions to account for simultaneous attack actions,
the model represents how interacting events propagate through coupled cyber and
physical system states over time.

• Case studies on the IEEE 13-node test feeder and IEEE 14-bus system provide quantita-
tive evidence of risk amplification under concurrent attacks. The results demonstrate
that concurrent attack scenarios lead to substantially higher security risk levels than
single-point attacks and reveal critical nodes and high-risk propagation paths associ-
ated with cascading failures.

2. Related Work
2.1. Cyber–Physical Simulation for DER-Integrated Power Grids

Simulation technologies play a critical role in analyzing cyber–physical interactions
in DER-integrated power grids, where direct experimentation on operational systems is
infeasible. Early real-time simulation platforms, such as the All-Digital Power System Real-
time Simulator (ADPSS), were developed to model large-scale power system dynamics
with high fidelity [20]. While effective for physical system analysis, these platforms are
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characterized by high cost and limited scalability, which restrict their applicability to large-
scale security studies involving distributed resources. Bouslimani et al. [21] provided a
comprehensive review of 100 survey papers, highlighting the surge in research regarding
cyber–physical security and the complexity of modern smart grid structures.

To address these limitations, co-simulation frameworks that integrate power system
simulators with communication network simulators have been proposed. The EPOCHS
platform developed by Hopkinson et al. [17] represents an early effort to jointly model elec-
tromechanical behavior and communication processes. Although EPOCHS demonstrated
the feasibility of coordinated simulation, it was primarily designed to study communica-
tion impacts on system performance and did not explicitly support cyber attack execution
or security analysis. Subsequent studies explored interdependent network modeling to
analyze cascading failures across power and communication infrastructures [22], providing
insight into system vulnerability from a network topology perspective.

Security-oriented simulation tools have since been developed to incorporate attack
modeling and defensive evaluation. NeSSi2 [23] and its successor HOLEG [24] focus
on network-level attack scenarios and resilience evaluation using agent-based and time-
discrete simulation techniques. ASTORIA [25] further extends this line of work by enabling
attack injection and consequence assessment in simulated power system infrastructures.
These platforms provide valuable capabilities for cybersecurity experimentation; however,
their primary focus remains on network behavior and sampled system responses. The
coupling between cyber events and physically consistent distribution network dynamics,
which is essential for DER-integrated grids, is typically abstracted or simplified.

Recent advances in cybersecurity simulation have attempted to combine engineering
safety simulation with cyber attack modeling through hardware-in-the-loop, numerical,
and semi-physical approaches [26]. To enhance modularity, Diao et al. [27] proposed
a modular probabilistic risk assessment framework that simulates interactions between
protection systems, operators, and attackers using the IEEE 14-bus system. Similarly,
Pasias et al. [28] leveraged Software Defined Networking (SDN) within a cyber-resilience
framework to accurately detect attacks and perform network path re-allocation to maintain
Quality of Service (QoS). Despite improved realism, existing platforms still face challenges
in scalability and coupling depth. In particular, support for event-driven and concurrent
attack execution remains limited, constraining the analysis of coordinated cyber–physical
attacks on DER-integrated power grids.

2.2. Dynamic Risk Assessment of Cyber–Physical Attacks in DER-Enriched Systems

Quantitative risk assessment has become the dominant approach for evaluating cyber-
security threats due to its ability to provide probabilistic and comparable metrics. A recent
survey by Arjmand et al. [29] analyzed dynamic security risk assessment (DRA) techniques
from 2016 to 2025, revealing a significant trend toward integrated methodologies that
combine AI/ML with mathematical modeling to maintain real-time assessment capabilities.
In general cybersecurity research, attack graph-based models have been widely adopted to
represent possible attack paths and quantify system exposure. Probabilistic attack graphs
and related extensions combine vulnerability information with transition probabilities to
estimate attack likelihoods [8,30]. Hierarchical models such as HARM further integrate
attack graphs and attack trees to improve scalability and computational efficiency [31].
Hybrid approaches combining attack trees and graphs have also been proposed to visualize
attacker behavior and goal progression [32].

These methods have been extended to power system security analysis to account
for cyber–physical interactions. Bayesian Attack Graphs have been used to assess attack
success probabilities in power grid environments by incorporating vulnerability scores and
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system topology [33]. More recent studies focus on distribution networks and monitoring
systems, modeling cyber–physical dependencies to identify critical components and attack
paths [34]. Dynamic Bayesian Networks have been employed to describe probabilistic risk
propagation from the cyber layer to physical system states in distribution networks [35].
Cheimonidis and Rantos [36] further extended this by integrating open-source intelligence
with Bayesian networks and Fuzzy Cognitive Maps to proactively estimate threat probabil-
ities and suggest mitigation strategies. Other approaches infer attack likelihoods through
correlation networks or continuous-time stochastic models to capture interdependencies
among system components [37,38].

Markov-based models provide a formal framework for representing sequential at-
tacker behavior under uncertainty. Markov Decision Processes have been applied to model
attacker actions and evaluate security risk in cyber–physical systems [39]. Furthermore,
Zhang and Ni [40] developed a security-oriented risk assessment method for cyber–physical
distribution systems (CPPDSs) using MDP to calculate a specific cyber–physical risk index
(CPRI), while considering finite defense resource allocation through an attack-defense
game. While these approaches introduce temporal structure into risk assessment, system
states are often defined at an abstract level, and the evolution of physical system dynamics
is not explicitly represented. In DER-integrated power grids, where coordinated attacks
on multiple distributed resources can trigger nonlinear and state-dependent responses,
such abstractions limit the ability to capture concurrent events and physically driven
risk amplification.

Existing risk assessment methods for DER-integrated power grids either rely on static
representations or employ dynamic models with limited coupling to physical system
behavior. This gap motivates the development of dynamic risk assessment approaches
that explicitly integrate cyber attack evolution with physically consistent power system
responses, particularly under event-driven and coordinated attack scenarios.

3. Methodology
3.1. Framework Design

The proposed framework characterizes the evolution of system risk in DER-integrated
power grids under concurrent cyber–physical attacks by explicitly modeling the interaction
between cyber events and physical system dynamics over time. The framework integrates
time-synchronized co-simulation with a state-based risk assessment mechanism, enabling
the analysis of how cyber-induced disturbances propagate through the power grid and
accumulate across multiple attack paths.

Figure 1 illustrates the time-synchronized co-simulation framework used to generate
system state trajectories under attack conditions. Power system dynamics and commu-
nication network behavior are executed on a unified time axis, allowing cyber events in
the communication layer to be directly associated with their physical consequences in the
distribution network. Attack actions are produced by an attacker behavior model and
mapped to physical disturbances, which are reflected as variations in observable system
states such as voltage profiles, frequency responses, and power flows. This synchronized
execution captures the temporal dependence between attack actions and system responses,
producing continuous state trajectories rather than isolated operating points.

The system state trajectories generated by the co-simulation framework constitute
the input to the risk assessment component shown in Figure 2. Instead of evaluating
security impacts at individual time steps, the framework organizes system evolution into a
structured representation that reflects feasible transitions between states under different
attack actions. This representation enables the analysis of how risk propagates across time
and across interconnected components of the network.

https://doi.org/10.3390/electronics15061168

https://doi.org/10.3390/electronics15061168


Electronics 2026, 15, 1168 6 of 26

Figure 1. Time-Synchronized Co-Simulation Framework for Cyber–Physical State Generation.

Figure 2. MDP State Tree-Based Dynamic Risk Assessment Framework for Distribution Networks

As illustrated in Figure 2, the risk assessment module constructs a state transition tree
based on a Markov Decision Process formulation. Tree nodes correspond to system states
derived from co-simulation outputs, while edges represent feasible transitions driven by
attack actions and system dynamics. Network connectivity and attack reachability jointly
constrain the expansion of the state tree, ensuring that only physically and logically attain-
able states are considered. This structure explicitly represents the temporal progression of
risk and the branching of attack-induced state evolution paths.

The framework incorporates a concurrent event detection mechanism to account for
the interaction of multiple attack events occurring within overlapping time intervals. When
concurrent events introduce state changes that cannot be captured through sequential tran-
sitions, additional states are incorporated into the transition tree to reflect their combined
impact. This extension allows the state-based representation to capture non-linear risk
amplification effects arising from concurrent cyber–physical interactions, which are not
adequately described by static or single-event models.

By integrating time-synchronized co-simulation with a state transition tree represen-
tation, the framework enables the systematic analysis of cumulative risk evolution under
concurrent attack conditions. The resulting structure supports the identification of crit-
ical system states and high-risk propagation paths, which are examined in detail in the
subsequent methodological sections.

3.2. Time-Synchronized Co-Simulation

The dynamic interaction between cyber events and physical system responses re-
quires that power system simulation and communication network simulation evolve on
a consistent temporal basis. In DER-integrated distribution networks, cyber actions such
as command manipulation, data injection, or communication disruption do not instan-
taneously translate into physical consequences. Their impacts unfold over time through
control loops, protection mechanisms, and power flow dynamics. To capture this temporal
dependence, the proposed framework adopts a time-synchronized co-simulation approach
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in which power system dynamics and communication network behavior are executed
under a unified simulation clock.

Within the co-simulation environment, the power grid simulator and the commu-
nication network simulator advance in discrete time steps that are aligned through a
synchronization interface. Cyber events are generated in the communication domain
as time-stamped actions and are injected into the power system simulator at the corre-
sponding simulation instants. This alignment preserves the temporal order between attack
execution, control signal propagation, and physical response, allowing cyber-induced
disturbances to affect the physical system state in a causally consistent manner. The simu-
lation therefore captures delayed and cumulative system responses rather than isolated
event-triggered changes.

The co-simulation framework supports bidirectional information exchange between
the cyber and physical domains. Measurements from the power system, such as node
voltages, frequencies, power injections, and line flows, are periodically reported to the
communication layer and may influence subsequent cyber actions. Conversely, cyber-layer
events modify control inputs or data availability in the power system simulator, leading
to observable changes in physical states. This bidirectional coupling represents feedback
mechanisms that are essential for modeling attack escalation and cross-domain propagation
under dynamic conditions.

A primary output of the time-synchronized co-simulation is a sequence of system
states describing the evolution of the distribution network under attack. Each state corre-
sponds to a specific simulation time step and reflects both intrinsic system dynamics and
externally induced cyber disturbances. This representation preserves temporal continuity
and provides a structured description of how localized perturbations propagate through
interconnected components of the network over time.

The resulting state trajectories constitute the data basis for constructing state-based
representations of system evolution under attack conditions. Their temporal consistency
and causal alignment enable subsequent analysis of state transitions and risk propagation
without relying on static assumptions or single-event abstractions.

3.3. Cyber-to-Physical Action Mapping

Cyber-to-physical action mapping describes how attack actions generated in the
communication domain are translated into disturbances acting on the physical distribution
network. In the proposed framework, cyber attacks are not treated as predefined fault
events with fixed consequences. Instead, each attack action is interpreted through its effect
on control signals, data availability, or device behavior, and its physical impact is reflected
through the dynamic evolution of power system states over time.

Attack actions are generated by an attacker behavior model that formalizes the inter-
action between the attacker and the communication network. The information network
is represented by a set of nodes and exploitable vulnerabilities, and a single attack action
is defined as a triplet a = (s, t, e), where s denotes the source node initiating the action,
t denotes the target node, and e denotes the vulnerability exploited on the target. An
attack scenario is represented as a sequence of such actions {ak} executed over time. This
formulation provides a structured description of feasible attack actions at a given system
state without attempting to enumerate all possible attack strategies.

Within the attacker behavior model, the selection of attack actions follows a staged
decision process aligned with the concept of a network kill chain. At each simulation step
tk, the attacker evaluates its current intent Ik and accumulated network knowledge Ωk to
determine the active kill chain stage Kk, which can be expressed as

Kk = F (Ik, Ωk), (1)
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whereF (·) denotes a fuzzy inference mapping. The selected stage constrains the admissible
set of attack actions available at that time step, ensuring that action selection reflects
situational context rather than random choice. The overall decision flow for kill chain stage
selection is illustrated in Figure 3.

Figure 3. Decision Flow for Kill Chain Stage Selection in the Attacker Behavior Model.

The physical impact of a cyber attack action is determined by how compromised
communication behavior alters power system operation. This relationship is represented
through a mapping operator that converts a cyber action into a physical disturbance applied
to the system state. For an attack action ak executed at time tk, the induced disturbance can
be written as

∆x(tk) =M
(
ak, x(t−k )

)
, (2)

where x(t−k ) denotes the system state immediately before the attack, andM(·) captures
the cyber-to-physical mapping mechanism.

Load-related disturbances constitute one of the most direct mappings from cyber
actions to physical effects. When control over smart loads or switching devices is compro-
mised, coordinated load connection or disconnection leads to variations in nodal power
injections. For node i, the active power under attack is expressed as

Pi(tk) = P0
i (tk) + ∆Pi(tk), (3)

where P0
i (tk) denotes the nominal load and ∆Pi(tk) represents the attack-induced load

deviation. These deviations propagate through the network and modify line power flows
and nodal voltage profiles over subsequent simulation steps.

Cyber actions targeting measurement data or control signals affect the physical system
through delayed, incorrect, or absent control responses. In such cases, the power system
evolves under altered control inputs, and the resulting state transition is governed by the
system dynamics

x(tk+1) = f(x(tk), ∆u(tk)), (4)

where ∆u(tk) represents the control deviation induced by cyber interference.
All cyber-induced disturbances are injected into the time-synchronized co-simulation

at discrete simulation instants. The power system simulator computes the resulting system
states according to its dynamic model, producing a sequence of time-indexed states that
capture voltage levels, power injections, and line flows under attack conditions. These state
trajectories preserve both the temporal ordering and magnitude of disturbances, providing
a consistent description of how cyber actions translate into physical system evolution.

By representing cyber attacks through their induced physical disturbances and embed-
ding these disturbances into continuous state trajectories, the mapping process establishes
a direct connection between communication-layer actions and observable power system
behavior. This representation enables subsequent state-based analysis of risk propagation
under concurrent cyber–physical attack conditions without relying on predefined impact
categories or static contingency assumptions.

3.4. MDP-Based State Transition Tree for Dynamic Risk Propagation

The evolution of system risk under cyber–physical attacks is represented through a
state transition structure that captures how attack-induced disturbances propagate across
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system components and over time. This structure is formulated using a Markov Decision
Process (MDP), in which system states encode the cumulative impact of attack actions
and transitions represent feasible attack-driven state evolutions constrained by network
connectivity and system dynamics. Rather than focusing on policy optimization, the MDP
formulation is used to organize reachable system states into a state transition tree that
supports quantitative risk aggregation along different attack paths.

Let S denote the finite set of system states. Each state s ∈ S corresponds to a specific
configuration of compromised cyber components together with the associated physical
operating condition of the distribution network derived from co-simulation. The initial state
s0 represents normal operation with no compromised components. As attack actions are
executed, the system transitions to states that reflect both newly compromised components
and the resulting physical disturbances captured in the state trajectory.

For each state s, a finite set of admissible actions A(s) is defined. An action represents
the exploitation of a vulnerability that is reachable under the current connectivity and
access conditions. Feasible state transitions are determined jointly by the communication
network connectivity and the attack action definition introduced in Section 3.3. A transition
from state s to state s′ under action a ∈ A(s) is denoted by the conditional probability
Pa(s, s′), which reflects the likelihood that the exploitation succeeds and leads to the corre-
sponding system configuration. In this work, transition probabilities are parameterized
using normalized vulnerability severity scores, such that

Pa(s, s′) =
CVSS(a)

10
, (5)

where CVSS(a) ∈ [0, 10] denotes the severity score associated with the exploited vulnera-
bility.

The transition probability Pa(s, s′) is constrained by the attacker’s capability Kk; an
action is only executable when Kk satisfies the stage requirements of the specific attack path,
thus capturing the adaptive feedback loop.

The reachability between components is encoded in a connectivity matrix C ∈
{0, 1}n×n, where n is the number of cyber-accessible components. An entry Cij = 1
indicates that a compromised service on component i enables access to component j, while
Cij = 0 indicates no direct access path. This matrix constrains the expansion of the state
transition tree by restricting admissible actions to those consistent with the underlying
communication topology and access control relationships.

Based on the state definition, action set, and connectivity constraints, the state tran-
sition tree is constructed by enumerating all reachable states starting from s0. Each node
in the tree corresponds to a system state, and each directed edge represents a feasible
transition under a specific attack action. The construction process iteratively expands
newly discovered states until no additional reachable states exist. The resulting structure
explicitly represents all attack propagation paths permitted by the system topology and
vulnerability configuration.

To quantify the security impact associated with each state, a risk-based reward function
is defined based on the physical operating condition of the power system. Let L denote the
set of distribution lines, and let fs(l) and fmax(l) denote the power flow and thermal limit
of line l under state s, respectively. The physical impact of state s is measured as

F(s) = ∑
l∈L

[
max

(
fs(l)

fmax(l)
− 1, 0

)]2

, (6)
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which penalizes line overload conditions while assigning zero contribution to normal
operating states. The immediate reward associated with a transition from s to s′ under
action a is defined as

Ra(s, s′) = F(s′)− F(s), (7)

reflecting the marginal increase in physical stress induced by the attack action. While
system security involves multiple dimensions, we utilize line overloads as the primary
indicator because they serve as a critical proxy for system-wide risk in DER-integrated
networks. Branch overloads are the immediate physical consequence of coordinated attacks
and the fundamental triggers for cascading failures; exceeding thermal limits lead to relay
tripping, which reconfigures the topology and further stresses the remaining branches.
Thus, the penalty on line flows effectively captures the non-linear transition from localized
stress to systemic vulnerability.

Risk propagation along attack paths is evaluated using a Bellman-type value iteration
over the state transition tree. The risk value I(s) associated with state s satisfies

Ik+1(s) = max
a∈A(s)

∑
s′∈S

Pa(s, s′)
[
Ra(s, s′) + γIk(s′)

]
, (8)

where γ ∈ (0, 1) is a discount factor that controls the relative influence of future states.
This formulation aggregates cumulative risk along feasible attack paths and assigns higher
values to states that are both reachable with high probability and associated with severe
physical impact.

The resulting state transition tree, together with the corresponding risk values, pro-
vides a structured representation of dynamic risk propagation under cyber–physical attacks.
By tracing high-value paths and states within the tree, critical components and attack se-
quences that contribute disproportionately to overall system risk can be identified.

The evaluation of risk propagation is performed directly on the state transition tree
generated from the MDP formulation. Let T = (ST , ET ) denote the state transition tree,
where ST ⊆ S represents the set of reachable states starting from the initial state s0, and
ET represents directed edges corresponding to feasible transitions (s, a, s′). The tree is
constructed by iteratively expanding reachable states under the connectivity constraints
and action set A(s) until no new states can be discovered.

Risk propagation is evaluated by assigning an initial risk value I0(s) to each state
in ST , where I0(s) = 0 for all non-terminal states and I0(s) = F(s) for terminal states.
Terminal states are defined as states for which no further admissible actions exist under
the connectivity and vulnerability constraints. The risk value of non-terminal states is then
updated through backward iteration along the tree structure.

At iteration k + 1, the risk value of each state s ∈ ST is updated according to

Ik+1(s) = max
a∈A(s)

∑
s′∈Succ(s,a)

Pa(s, s′)
[
Ra(s, s′) + γIk(s′)

]
, (9)

where Succ(s, a) denotes the set of successor states of s under action a in the state transition
tree. This update propagates risk information from downstream states toward upstream
states, reflecting the accumulation of physical impact along feasible attack paths.

The iteration proceeds until convergence, defined by maxs∈ST |Ik+1(s)− Ik(s)| < ϵ

for a predefined tolerance ϵ. The converged value I(s) represents the cumulative risk
associated with state s, accounting for both immediate physical impact and expected future
risk along all reachable attack paths. By construction, states closer to the root capture
upstream risk exposure, while states deeper in the tree reflect localized but potentially
severe physical consequences.
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The complete procedure for constructing the state transition tree and evaluating
risk propagation is summarized in Algorithm 1. The resulting risk values enable the
identification of critical states and high-risk propagation paths, which form the basis for
subsequent analysis of concurrent attack effects.

Algorithm 1 State Transition Tree Construction and Risk Propagation Evaluation

Require: Connectivity matrix C, initial state s0, admissible action generator A(·), transition
model Pa(s, s′), reward increment Ra(s, s′), discount factor γ ∈ (0, 1), tolerance ϵ

Ensure: Reachable state set ST , transition edge set ET , converged risk value I(s) for all
s ∈ ST

1: Initialize ST ← {s0}, ET ← ∅
2: Initialize queue Q ← [s0]
3: while Q is not empty do
4: Pop s from Q
5: for all a ∈ A(s) do
6: Determine successor candidates Succ(s, a) using connectivity constraint C
7: for all s′ ∈ Succ(s, a) do
8: Add edge (s, a, s′) to ET
9: if s′ /∈ ST then

10: Add s′ to ST and push s′ into Q
11: end if
12: end for
13: end for
14: end while
15: Initialize I(0)(s)← 0 for all s ∈ ST
16: repeat
17: I(k+1) ← I(k)

18: for all s ∈ ST do
19: I(k+1)(s)← max

a∈A(s)
∑

s′∈Succ(s,a)
Pa(s, s′)

[
Ra(s, s′) + γI(k)(s′)

]
20: end for
21: ∆← max

s∈ST

∣∣∣I(k+1)(s)− I(k)(s)
∣∣∣

22: k← k + 1
23: until ∆ < ϵ
24: return ST , ET , I(s)= I(k)(s)

3.5. State Transition Extension Under Concurrent Attack Events

In distribution networks with high penetration of distributed energy resources, system
risk cannot be fully characterized by isolated component failures. Due to the topological
interdependence of power delivery paths and the temporal overlap of cyber attack actions,
multiple components may be compromised within the same simulation interval, giving
rise to system states that do not appear in single-action state transition models. To address
this limitation, the proposed framework extends the MDP state transition structure by
incorporating states induced by concurrent attack events.

The extension procedure is motivated by the fact that the physical impact of multiple
simultaneous component failures can be super-additive due to nonlinear power-flow
redistribution, constraint activation, and protection-induced topology changes. Let T
denote a set of power system components, such as transmission lines or their associated
protective relays, and let P represent the current grid topology. We quantify the system
impact of a failure set T under topology P by a trajectory-level reward function RF(T, P),
defined as the cumulative line-overload penalty over a finite simulation horizon:

RF(T, P) =
H

∑
k=1

∑
ℓ∈L

[
max

(
0, f (T,P)

ℓ (k)− f max
ℓ

)]2
. (10)
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Here, L is the set of monitored lines, H is the number of discrete simulation steps
in the evaluation horizon, and f (T,P)

ℓ (k) is the active power flow on line ℓ at step k after
applying the simultaneous failure set T under topology P. The parameter f max

ℓ represents
the predefined thermal limit of line ℓ, serving as a physical design constraint. Since
the simulation is conducted on the IEEE 14-bus test system, these thresholds are strictly
adopted from the standard technical specifications of the IEEE 14-bus benchmark dataset.
If the power flow exceeds this predefined limit ( fℓ > f max

ℓ ), it indicates a severe physical
impact—meaning the line cannot operate normally due to thermal stress—which may
trigger protection mechanisms and lead to power outages. The squared penalty in the
formula emphasizes that larger overloads are disproportionately more harmful and reflects
the nonlinear risk escalation inherent in concurrent cyber–physical failures.

A subset of components {ti, tj} ⊂ T is identified as a concurrent event set if

RF({ti}, P) + RF({tj}, P) < RF({ti, tj}, P), (11)

which indicates that the joint failure produces a physical consequence that cannot be
explained as a simple superposition of two isolated failures. In practice, this condition
captures cases where the simultaneous outage activates different binding constraints or
triggers additional protective actions, leading to a qualitatively different system evolution
within the horizon H.

Based on this criterion, the power network is analyzed to identify small clusters
of components whose concurrent compromise leads to amplified service disruption. In
practical implementation, the detector enumerates candidate component pairs or small
subsets and evaluates the corresponding reward function values under the current topology.
Higher-order combinations are not exhaustively explored, as empirical analysis shows that
simultaneous failures of a limited number of critical components are sufficient to isolate
load areas or trigger cascading effects.

Figure 4 illustrates a representative example. In the shown network, individual failures
of relays controlling lines L1 or L2 do not interrupt power delivery to Load Area A. However,
when both relays are compromised within the same time interval, all supply paths to that
area are disconnected, resulting in a large-scale outage. This system state cannot be inferred
from single-failure transitions and therefore must be introduced explicitly.

Figure 4. Example of concurrent event state identification in a multi-link distribution network.
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The concurrent event sets identified above are used to extend the original MDP state
transition tree. Let S and A denote the state set and action set generated from single-
action attack paths. For each concurrent event set, all state paths in the original tree
that correspond to the individual component failures are extracted. These paths are then
aggregated to form composite transition sequences terminating at newly introduced states
that represent simultaneous failures.

The resulting extended state set is given by

S ′ = S ∪ Sconcurrent (12)

where Sconcurrent contains only states induced by concurrent events satisfying (11). Transi-
tion probabilities associated with concurrent transitions are computed under the assump-
tion that attack actions on distinct components are conditionally independent within a
simulation step. Accordingly, the probability of a concurrent transition is obtained by
multiplying the probabilities of the corresponding individual transitions.

The state extension process is summarized in Algorithm 2, which takes the original
MDP state tree and the detected concurrent event sets as inputs and augments the tree by
introducing only those composite states that meet the concurrency condition. This selective
extension avoids uncontrolled state space growth while preserving the ability to represent
non-additive system impacts.

Algorithm 2 MDP State Transition Extension under Concurrent Events

Require: Concurrent event sets, original MDP state tree
Ensure: Extended state set and transition set

1: for each concurrent event set do
2: extract single-failure paths from the original state tree
3: aggregate paths into composite transition sequences
4: introduce concurrent states into the state set
5: assign transition probabilities via multiplicative composition
6: end for

Figure 5 shows an example of the extended state transition tree generated for a general
distribution network topology. Compared with the original structure, the extended tree
explicitly includes branches corresponding to concurrent attack-induced states, enabling
the representation of cascading effects that arise only under simultaneous failures.

Figure 5. (a) General topology of the distribution network. (b) Extended MDP state transition tree
incorporating concurrent events.

By embedding concurrent attack-induced states into the MDP framework through a
reproducible detection-and-extension procedure, the resulting state transition tree captures
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system behaviors that remain hidden under single-event assumptions. This extended struc-
ture provides the basis for quantifying cumulative risk under concurrent cyber–physical
attacks in subsequent analysis.

4. Experiments Evaluation
4.1. Experimental Setup

The experimental setup is designed to validate the proposed dynamic risk assessment
framework under concurrent cyber–physical attack conditions, with particular emphasis
on time-dependent state evolution and cross-domain interactions. To this end, a time-
synchronized co-simulation environment is constructed to integrate power system dy-
namics and communication network behavior within a unified temporal framework. This
configuration enables cyber-layer attack actions to be consistently mapped to physical-layer
disturbances and allows system risk to be evaluated along evolving state trajectories rather
than at isolated operating points.

All experiments are conducted using open-source simulation tools on commodity
computing platforms to ensure reproducibility. The hardware environment consists of
two computing systems operating under Windows 10 and Ubuntu 22.04.2, respectively.
The Windows platform is equipped with an Intel Core i5-12500H processor running at
3.10 GHz and 16 GB LPDDR4 memory at 2666 MHz, while the Linux platform uses a 64-bit
Ubuntu 22.04.2 operating system with Linux kernel version 5.19.0-35-generic and 32 GB
DDR4 memory at 2400 MHz. A summary of the hardware configuration is provided in
Table 1. All simulations are executed in non-real-time mode without hardware-in-the-loop
acceleration.

Table 1. Experimental Hardware Environment Configuration.

Operating System CPU/Kernel Memory

Windows 10 Intel Core i5-12500H 3.10 GHz 16 GB LPDDR4 2666 MHz
Ubuntu 22.04.2 Linux Kernel 5.19.0-35-generic 32 GB DDR4 2400 MHz

The software environment is built entirely on open-source components. Power system
behavior is modeled using GridLAB-D, while communication network dynamics are
simulated using NS-3. Cross-domain coordination is achieved through the Framework for
Network Co-Simulation (FNCS), which provides centralized time management and event
synchronization. Simulation control logic and attack configuration are implemented in
Python 3.7, and all experiments are executed under a 64-bit Linux runtime environment to
ensure compatibility with FNCS and NS-3. The software configuration is summarized in
Table 2.

Table 2. Experimental Software Environment Configuration.

Component Configuration Information

Programming Language Python 3.7
Power System Simulator GridLAB-D

Communication Simulator NS-3

Co-simulation Framework FNCS (https://github.com/FNCS/fncs,
accessed 10 March 2026)

Runtime Environment Linux 64-bit

The co-simulation mechanism relies on FNCS to enforce strict temporal consistency
between simulators. Each simulator registers with the FNCS broker and advances simula-
tion time only after receiving global synchronization permission. Cyber events generated
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in the communication network are transmitted to the power system simulator through
a publish–subscribe mechanism, where they are interpreted as control or load distur-
bances. This design ensures that cyber-induced effects are applied to the physical system
at precisely aligned simulation time steps, allowing the resulting voltage, frequency, and
power responses to be attributed to specific attack actions. The overall time-synchronized
co-simulation workflow is illustrated in Figure 6.

Figure 6. Time-synchronized cyber–physical co-simulation architecture based on FNCS.

Distribution-level physical experiments are conducted using the IEEE 13-node test
feeder, which represents a medium-voltage distribution network operating at 10 kV. The
feeder configuration is selected to examine how cyber-layer attacks targeting user-side de-
vices propagate through the distribution network and accumulate into observable physical
disturbances. Based on standard distribution capacity constraints, the feeder is populated
with 800 residential loads, each corresponding to a single household device with a nominal
power demand of 4 kW. The resulting baseline operating power of the feeder is 3200 kW,
remaining within the thermal and current limits of a typical 10 kV distribution line.

Each residential load in the power system model is explicitly mapped to a corre-
sponding communication node in the cyber domain, establishing a one-to-one relationship
between physical consumption behavior and smart meter communication activity. The
user-side communication network is divided into four Home Area Network groups to
reflect realistic access network coverage. Each group contains approximately 200 nodes
and employs carrier-sense multiple-access mechanisms to simulate shared-medium com-
munication behavior. Point-to-point and local area network links are configured with a
data rate of 4 Mbps and a fixed transmission delay of 3 ms. The integrated cyber–physical
attack scenario constructed on the IEEE 13-node feeder is shown in Figure 7.

Figure 7. Cyber–physical attack scenario based on the IEEE 13-node test feeder.
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To support dynamic risk assessment based on state transition modeling, additional
experiments are conducted using the IEEE 14-bus test system. This system provides a stan-
dardized transmission-level topology suitable for representing system states, attack paths,
and concurrent event interactions within a manageable state space. Substations, relays,
regional gateways, and the control center are modeled as interconnected cyber–physical
components. Each transmission line is protected by relays located at substations, where
compromising a single relay is sufficient to interrupt line operation. Communication flows
between user devices, gateways, and the control center create multiple potential intrusion
paths, forming the structural basis for concurrent attack scenarios. The corresponding
attack topology is illustrated in Figure 8.

Figure 8. Attack scenario construction based on the IEEE 14-bus test system.

Across all experiments, attack behaviors are abstracted as cyber events that degrade
communication quality, alter control commands, or modify load states, rather than as
specific exploit implementations. This abstraction allows the experimental setup to em-
phasize system-level state evolution and risk accumulation mechanisms. State transition
probabilities required by the MDP-based risk assessment model are derived from represen-
tative vulnerability severity information associated with relays, substations, gateways, and
control center components, and are applied consistently across single-event and concurrent
attack scenarios to enable comparative analysis of dynamic risk behavior.

4.2. System State Evolution Under Cyber–Physical Attacks

Figure 9 shows the evolution of total feeder load over a 24 h period under normal
operation and under sustained channel interference. During low-demand periods, the
difference between the two operating conditions remains limited, indicating that moderate
communication latency does not immediately affect system regulation when sufficient
control margins are available. As system demand increases toward daytime peak hours,
the divergence between normal and attacked load trajectories becomes progressively
more pronounced.

Between 12:00 and 16:00, the feeder load under channel interference exhibits a delayed
response to rising demand. This delay reflects the impact of increased communication
latency on the propagation of control signals and on the execution of load regulation actions.
After 16:00, delayed control responses accumulate, leading to a pronounced load overshoot.
During the late afternoon and evening period, the total feeder load under attack exceeds
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the corresponding normal operating level. Even after demand begins to decline after 21:00,
the load under attack remains elevated, indicating that the system continues compen-
sating for previously unaddressed demand. The resulting trajectory demonstrates that
communication-layer disruptions can induce persistent deviations in physical operating
states through temporal accumulation rather than through instantaneous disturbances.

Figure 9. Total feeder load evolution under channel interference attack.

The spatial distribution of voltage deviations induced by channel interference is
illustrated in Figure 10, which presents nodal voltage levels at 18:00, corresponding to the
period of maximum load divergence. Under normal operation, voltages follow a gradual
decline along the feeder and remain within acceptable operating limits. Under attack
conditions, voltage levels increase at all nodes, with several nodes exceeding standard
regulation bounds. The voltage at Node 7 increases from 0.912 p.u. to 0.956 p.u., surpassing
the allowable deviation range and indicating degraded power quality. The non-uniform
voltage response across nodes suggests that communication-induced control delays amplify
local sensitivities associated with network topology and load distribution.

Figure 10. Nodal voltage distribution under channel interference at peak impact time.

Figure 11 presents the total feeder load trajectory under malicious code injection
attacks, where load values reported to or controlled by the system are directly manipulated.
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At 08:00, a load connection attack induces an instantaneous power increase of 1617 kW,
causing the total feeder load to surge to 6874 kW and exceed the predefined operating
threshold. This abrupt deviation triggers protective responses and illustrates how cyber
manipulation of edge devices can generate sharp physical transients.

A load disconnection attack executed at the same time produces an abrupt reduction
in feeder load to approximately 4900 kW. Although the direction of change differs, both
cases demonstrate that data integrity attacks can drive the system into abnormal operating
regions by creating false representations of demand or supply. Compared with channel
interference, these attacks produce immediate state jumps rather than delayed accumu-
lation, yet both mechanisms reduce operational margins and increase the likelihood of
cascading effects.

Figure 11. Total feeder load evolution under malicious code injection attacks.

The observed load and voltage trajectories indicate that cyber–physical attacks affect
power system behavior through distinct dynamic pathways. Communication disruptions
primarily introduce delayed responses and accumulated deviations, while data integrity at-
tacks induce instantaneous state transitions. In both cases, deviations persist over extended
time horizons and alter subsequent system responses, forming state trajectories that differ
fundamentally from normal operation. These evolving trajectories constitute the basis for
state transition modeling and dynamic risk quantification in the following analysis.

4.3. Dynamic Risk Assessment Based on MDP State Transitions

The state transition structure of the IEEE 14-bus system is first examined under the
assumption that no attack has yet occurred. Starting from the initial secure system state
ϕ, all reachable system states and their transition relationships are enumerated based on
component connectivity and feasible attack actions. The resulting Markov Decision Process
state transition tree is shown in Figure 12, where gateways (W), substations (S), and relays
(R) are represented as discrete cyber–physical states. This baseline state tree characterizes
the complete set of potential attack progressions under single-event conditions.

Under single-event assumptions, the system complies with the (N − 1) security crite-
rion, where the failure or compromise of any single component does not induce structural
changes in the remaining state space. This property is reflected in the security metric
results reported in Table 3. For substations S2 and S4, identical security metric values
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are obtained across all discount factor settings, indicating that both substations exhibit
equivalent security importance when considered in isolation.

Figure 12. State transition tree for the IEEE 14-bus system under single-event conditions.

The discount factor γ plays a critical role in the dynamic risk assessment, reflecting the
decision-maker’s preference trade-off between near-term and forward risks. Specifically, a
low value like γ = 0.1 represents a “short-sighted” perspective, focusing on the immediate
physical impact of an attack. A moderate value of γ = 0.5 balances current damage with
potential future consequences. In contrast, γ = 0.9 represents a forward-looking perspec-
tive, where the assessment accounts for long-term cascading effects and the accumulation
of risks over time. While variations in γ affect the absolute magnitude of the security metric,
they do not alter the relative ranking of nodes under single-event conditions.

Table 3. Security metric results under single-event conditions (dimensionless).

Attack Intention γ = 0.1 γ = 0.5 γ = 0.9

Substation S2 2.11 4.70 5.67
Substation S4 2.11 4.70 5.67

Once an initial attack event is introduced, the system state no longer remains static.
The occurrence of a compromised relay alters circuit operating conditions and enables
additional attack opportunities along the same electrical path. To capture the nonlinear
interaction between near-simultaneous events, a concurrent event detector is incorporated
into the MDP formulation. This detector defines the temporal resolution of “concurrency”
based on the primary protection clearing time (typically 100 ms to 500 ms in the IEEE
14-bus system). If multiple attacks occur within this window—before the grid can reach
a new steady-state equilibrium—they are aggregated into a single simultaneous failure
set T. This allows new system states to be generated when multiple attack events coexist,
reflecting the physical reality that near-simultaneous disturbances collectively drive power
flow redistribution. The resulting state transition extension is illustrated in Figure 13,
where newly introduced states are highlighted. With concurrent events considered, the
total number of reachable system states increases from 48 to 117, substantially expanding
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the set of feasible attack paths and capturing the synergistic risk escalation that single-event
models overlook. Sensitivity tests on the window size (ranging from 50 ms to 1 s) indicate
that while the state space size varies, the identified critical attack paths remain consistent,
demonstrating the robustness of the detector against minor variations in protection settings
or communication jitters.

Figure 13. State transition tree extension under concurrent security events.

The expansion of the state space directly affects the distribution of security risk across
system components. As shown in Table 4, the security metric values under concurrent-
event conditions differ markedly from those obtained under single-event assumptions.
After substation S2 is compromised, the security importance of substation S4 increases
across all discount factor settings. For γ = 0.9, the security metric associated with S4 rises to
13.3, compared with 6.23 for S2, indicating a pronounced shift in system risk concentration.

Table 4. Security metric results under concurrent-event conditions (dimensionless).

Attack Intention γ = 0.1 γ = 0.5 γ = 0.9

Substation S2 3.41 5.81 6.23
Substation S4 6.20 11.20 13.30

This change in relative security importance does not arise from additional attacks on
S4 itself, but from the altered system state induced by prior events. The results indicate that
concurrent attack conditions modify the structure of the state transition tree and redistribute
risk toward components that are not initially critical under single-event analysis. These
observations motivate the identification of high-risk propagation paths and critical nodes
based on cumulative risk, which is examined in the subsequent analysis.

The proposed security metric I serves as a dynamic risk indicator by integrating the
stochastic cyber-attack transition probability (Pa) with the deterministic physical impact
(Ra) through the recursive Bellman equation. As summarized in Table 5, under the repre-
sentative setting of γ = 0.9, the security metric for substation S4 escalates from 5.67 in the
single-event scenario to 13.30 in the conditional concurrent scenario (S4|S2). This represents
a risk enhancement of approximately 2.35 times, a result that is statistically significant as
confirmed by the 95% confidence intervals [12.63, 13.97]. It is essential to clarify that this
2.3-fold risk escalation is rooted in nonlinear cyber–physical coupling rather than a simple
temporal accumulation of independent events. In the IEEE 14-bus system, the initial failure
at S2 reconfigures the network topology, causing power flow to deviate toward neighboring
corridors and narrowing the security margins of the remaining branches. When S4 is subse-
quently attacked, the system is already in a “pre-stressed” state. This causal interaction
is captured by the Bellman-based metric, where the synergistic impact of S2 and S4 on
line flows, combined with the attacker’s knowledge gain, leads to a disproportionate and
non-linear increase in the overall risk index.
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Table 5. Comparative Analysis of Security Metrics: Single vs. Conditional Events.

Attack Scenario Coupling γ Mean I 95% CI SD Escalation Ratio

Single (S2) 0.1 2.11 [1.96, 2.26] 0.08 1.00×
0.5 4.70 [4.42, 4.98] 0.14 1.00×
0.9 5.67 [5.33, 6.01] 0.17 1.00×

Concurrent (S2|S4) 0.1 3.41 [3.17, 3.65] 0.12 1.62×
0.5 5.81 [5.46, 6.16] 0.18 1.24×
0.9 6.23 [5.92, 6.54] 0.16 1.10×

Concurrent (S4|S2) 0.1 6.20 [5.83, 6.57] 0.19 2.94×
0.5 11.20 [10.53, 11.87] 0.34 2.38×
0.9 13.30 [12.63, 13.97] 0.34 2.35×

Note: Si |Sj denotes the security metric of Si under the condition that Sj has already been attacked.

4.4. Identification of Critical Nodes and High-Risk Propagation Paths

The expanded state transition tree obtained under concurrent-event conditions enables
explicit identification of attack propagation paths and their associated risks. Each path
represents a feasible sequence of state transitions from an initial cyber–physical access point
to a target relay or substation. To quantify the likelihood of successful attack progression
along a given path, the success probability of an attack path r is defined as the product of
state transition probabilities associated with all transitions along that path,

Pr = ∏ Pa(si, sj), (13)

where Pa(si, sj) denotes the transition probability from state si to state sj. This formula-
tion captures the cumulative effect of multiple vulnerabilities exploited along a single
attack route.

Based on the IEEE 14-bus system topology and the state transition probabilities derived
from component vulnerabilities, a complete set of feasible attack paths is generated from
the state transition tree. Table 6 summarizes representative attack paths, their lengths,
and corresponding success probabilities. The results indicate that attack paths with fewer
transition steps tend to exhibit higher success probabilities, reflecting reduced exposure to
defensive interruption. Among the enumerated paths, the path W → S2 → R2 achieves
the highest success probability of 0.528 with only three attack steps, identifying it as a
dominant high-risk propagation path.

Table 6. Attack path information derived from the state transition tree.

Path ID Attack Path Number of Steps Success Probability

Path 1 W → S1 → R1 3 0.499
Path 2 W → S2 → S1 → R1 → R2 5 0.412
Path 3 W → S2 → R2 3 0.528
Path 4 CC →W → R1 → R2 4 0.264
Path 5 CC →W → R1 3 0.275
Path 6 CC →W → R2 3 0.264
Path 7 CC → R1 2 0.430
Path 8 CC → R1 → R2 3 0.413
Path 9 CC → R2 2 0.413

Although several attack paths exhibit comparable success probabilities, their structural
characteristics differ substantially. For instance, Paths 8 and 9 achieve identical success
probabilities while involving different numbers of intermediate states. Longer paths
introduce additional components whose compromise may alter subsequent system states,
increasing uncertainty in downstream risk propagation. This observation indicates that
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attack path length alone is insufficient to characterize system risk, and that the interaction
between intermediate states and concurrent events must be considered.

Critical nodes are identified by examining how attack paths intersect and how their
compromise alters the distribution of risk across the state transition tree. Nodes such as
substations S2 and S4 appear in multiple high-probability paths and act as convergence
points for attack propagation. Under concurrent-event conditions, compromise of these
nodes not only enables additional attack routes but also modifies the system operating state,
thereby increasing the vulnerability of other components that are not directly targeted. This
mechanism explains the observed shift in security importance reported in the dynamic risk
assessment results.

The identification of high-risk propagation paths and critical nodes provides a struc-
tural basis for risk-aware defense prioritization. Components that lie on short, high-
probability attack paths or serve as convergence points for multiple paths contribute
disproportionately to cumulative system risk. Protecting these components can reduce
both the likelihood of successful attack progression and the extent of risk amplification
under concurrent cyber–physical events.

4.5. Computational Efficiency and Convergence Analysis

To address the practical applicability of the proposed framework, we evaluate its com-
putational burden and convergence behavior. The security metric I is obtained through a
value iteration process. Figure 14 illustrates the convergence characteristics under different
scenarios and discount factors (γ = 0.1, 0.5, 0.9).

Figure 14. Convergence behavior of the security metric I (Bellman residual) for single and concurrent
attack scenarios across varying γ.

As shown in the figure, the Bellman residual—representing the maximum change in
the metric I between successive iterations—demonstrates consistent exponential decay.
For γ = 0.9, the process converges within approximately 170 iterations to a tolerance of
10−6. While the concurrent attack scenario (solid lines) involves a more complex state
space (117 states) compared to the single event (48 states), the convergence rate remains
robust. In terms of execution time, the computation for the IEEE 14-bus system completes
in approximately 3.2 s on a standard i7 CPU, confirming that the framework can support
near-real-time risk monitoring in practical power grids.
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5. Conclusions
A dynamic risk assessment framework for DER-integrated power grids under con-

current cyber–physical attacks is presented. Time-synchronized co-simulation couples
power system dynamics with communication network behavior, enabling cyber-layer at-
tack actions to be consistently mapped to physical-layer state disturbances. Based on these
trajectories, an MDP-based state transition tree models the evolution of system risk under
both single-event and concurrent attack conditions. Experimental results show that the
cumulative risk under concurrent conditions is approximately 2.3 times that of single-event
scenarios, highlighting the synergistic escalation of multi-node compromises.

Beyond theoretical assessment, this framework provides a quantitative foundation for
real-world grid resilience. By identifying high-risk propagation paths and state-dependent
critical nodes, the model enables operators to prioritize defense resources (e.g., firewall
hardening and intrusion detection) on nodes that exhibit the highest risk-escalation poten-
tial rather than just static vulnerability. Furthermore, the recursive nature of the proposed
metric allows for proactive operational decision-making, such as triggering pre-emptive
DER re-dispatch or load shedding before localized disturbances cascade into systemic
failures under evolving concurrent threats.

6. Discussion
In this section, we discuss the technical extensibility and the inherent limitations of

the proposed dynamic risk assessment framework, specifically focusing on FDI attacks,
communication interruptions, and the refinement of vulnerability modeling.

6.1. Generalization to FDI Attacks

FDI attacks typically aim to compromise the integrity of state estimation or control
commands by injecting malicious data into the feedback loop. While our current case
studies focus on direct physical disruptions, the mathematical backbone of our MDP-based
framework is inherently compatible with FDI scenarios. In our model, an FDI attack can
be characterized as a malicious perturbation ∆u(tk) to the control input or a bias in the
observed state s. Since our security metric I(s) is derived from the physical deviation of the
grid, any FDI-induced instability will be quantitatively captured as an elevated risk value.

6.2. Impact of Communication Interruptions

Communication interruptions, such as packet loss or latency, affect data availability
and can severely degrade the performance of event-triggered control systems. Within our
framework, such interruptions can be modeled by adjusting the state transition probability
Pa(s, s′). Specifically, a communication failure increases the uncertainty of the system
transitions, potentially leading the system into a “vulnerable” state where the controller’s
visibility is diminished. By incorporating an availability-aware factor into the MDP reward
function, our framework can evaluate the risk of cascading failures triggered by the loss of
critical control signals during concurrent attack events.

6.3. Limitations and Refinement of Vulnerability Modeling

It is essential to acknowledge that while our framework utilizes CVSS-based scores
to determine the exploitation probability Pe, this approach primarily reflects the inherent
severity of vulnerabilities rather than the actual likelihood in a defended environment. In
practical grid operations, compensating controls—such as industrial firewalls between the
Wide Area Network (W) and Substation (S2)—can effectively reduce the actual exploitation
probability below the theoretical CVSS base score. Although our current analysis provides
a conservative risk upper bound, future work will focus on incorporating a dynamic
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“defense correction factor” to quantify the effectiveness of specific security perimeters. This
refinement will allow the framework to distinguish between theoretical vulnerability and
the residual risk present under multi-layered defense-in-depth strategies.

It also should be noted that the current transition probability Pa(s, s′) is modeled
based on vulnerability severity and an assumption of conditional independence between
certain attack steps. While this provides a tractable mathematical framework, it may not
fully capture the strategic interplay between a sophisticated attacker and proactive defense
mechanisms (e.g., moving target defense or automated isolation). In reality, coordinated
attackers may exhibit strategic dependencies that deviate from direct proportionality to
static vulnerability scores. However, our inclusion of the Knowledge Gain coefficient Kk

serves as a first step to relax this independence by dynamically adjusting success rates.
Future work will incorporate game-theoretic models to better characterize the adversarial
interactions and strategic interdependencies in cyber–physical attack–defense games.

6.4. Comparative Analysis with Existing Methods

To further demonstrate the superiority of the proposed framework, we compare its
methodological logic with established studies. Specifically, [41] adopted a static attack
tree transformation model that primarily focuses on the stochastic propagation time of
attack steps within cyber space. However, it neglects the dynamic bi-directional feedback
between the attack process and physical power grid states. Similarly, [39] utilized Markov
Decision Processes (MDPs) to simulate the non-deterministic behavior of attackers, but their
evaluation logic is largely confined to discrete cyber-component attack processes, failing to
account for the continuous evolution of system physics and the adaptive knowledge gain
of attackers.

In contrast, our framework bridges these gaps by integrating a fuzzy-logic-based
capability factor and a physics-aware security index. This multi-dimensional coupling
allows our model to capture the “synergistic effect” inherent in concurrent scenarios—a
phenomenon where physical constraints and cyber actions reinforce each other. Unlike tra-
ditional cyber-only or static models that treat risk as a linear summation of isolated events,
our approach identifies the non-linear risk escalation triggered by physical security mar-
gin contractions. This comparison highlights the necessity of considering cyber–physical
interdependencies to prevent the significant underestimation of cascading risks in DER-
integrated grids.
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