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Abstract

Directed grey-box fuzzing (DGF) is central to vulnerability reproduction, patch testing,
static analysis, and information-flow detection. However, most existing DGF tools rely
on largely random mutation strategies and thus produce many ineffective inputs. To ad-
dress this, we present SpeedDGF, a directed grey-box fuzzer that employs a lightweight
per-byte mutation strategy. At runtime, SpeedDGF dynamically identifies path-sensitive
bytes—those most influential for reaching target code regions—and assigns them higher
byte-energy, increasing their likelihood of selection during mutation. The effectiveness of
SpeedDGF was systematically evaluated across 26 real-world vulnerabilities. The experi-
mental results demonstrate that SpeedDGF is 4.63× faster in reaching the target locations
and 5.78× more effective in reproducing target vulnerabilities compared with existing
fuzzing tools. This approach significantly enhances the capability of the fuzzing tool to
reach specified target locations and efficiently reproduce vulnerabilities.

Keywords: directed grey-box fuzzing; software security; byte energy scheduling

1. Introduction
Directed grey-box fuzzing (DGF) is a widely adopted technique for automated vul-

nerability discovery and verification. By targeting and exercising specific regions of a
program, DGF can more effectively expose potential security flaws, thereby improving
both the accuracy and efficiency of vulnerability detection. Compared with traditional
fuzzing approaches, DGF enables developers to focus on particular program behaviors,
making it possible to uncover vulnerabilities that might otherwise be overlooked. It plays
an important role in several critical security applications, including patch testing [1], bug re-
production [2], validation of static analysis results [3], and information-flow monitoring [4].

The key to reproducing specific vulnerabilities is to generate inputs that reach the
target region as quickly as possible. This requires mutation algorithms capable of selectively
guiding test cases toward those locations. In recent years, considerable effort has been
devoted to improving the efficiency of directed grey-box fuzzing (DGF). Most existing
techniques leverage structural distances in a program’s control-flow or data-flow graph to
evaluate and prioritize seed inputs [5,6]. Yet, despite these advances, they often continue to
rely on Havoc—a fully random byte-level mutation strategy. Such reliance on unguided
mutation significantly constrains the performance and resource efficiency of DGF.

Electronics 2026, 15, 913 https://doi.org/10.3390/electronics15050913

https://crossmark.crossref.org/dialog?doi=10.3390/electronics15050913&domain=pdf&date_stamp=2026-02-24
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0009-0007-7383-5278
https://orcid.org/0009-0002-7331-8821
https://orcid.org/0000-0003-1009-6627
https://orcid.org/0009-0007-2765-6092
https://orcid.org/0000-0001-8641-2660
https://doi.org/10.3390/electronics15050913


Electronics 2026, 15, 913 2 of 15

Recent advances in coverage-guided fuzzing have underscored the importance of
critical input bytes and introduced techniques to prioritize them for improved fuzzing
efficiency. Most existing approaches rely on symbolic-based solutions [7,8] or taint-based
mutation methods [9,10] to address complex path constraints that mutation alone cannot
easily satisfy. However, both strategies depend on sophisticated symbolic analysis and
taint-tracking, which incur substantial runtime overhead. In addition, they require extra
instrumentation and program analysis, limiting their practicality and scalability in large
real-world scenarios.

To address these limitations, we propose SpeedDGF, a novel directed grey-box fuzzer
that introduces a lightweight per-byte mutation strategy. This approach dynamically
identifies path-sensitive bytes, which are critical to reaching target code regions, and assigns
them a higher “byte-energy,” thereby increasing their probability of being selected during
mutation. SpeedDGF was empirically evaluated against 26 real-world vulnerabilities that
had been previously investigated in the literature. The results demonstrate that SpeedDGF
outperforms state-of-the-art fuzzers, including AFL, AFLGo, Windranger, and DAFL,
achieving a 4.63× improvement in reaching target locations and a 5.78× improvement in
reproducing known vulnerabilities.

The main contributions of this paper can be summarized as follows:

• We propose a lightweight per-byte mutation method with byte-energy analysis and
scheduling, which effectively identifies bytes sensitive to paths and target data flows,
and prioritizes them in the mutation process.

• We present empirical evaluation results demonstrating that SpeedDGF outperforms
state-of-the-art in both reaching target locations and reproducing known vulnerabilities.

2. Motivation Example
To quantitatively verify the inefficiency of unguided mutation, we employed a running

example to illustrate our motivation.
Figure 1 presents a seed input of libjpeg-turbo. The content of this seed is displayed

in hexadecimal format, with the field types (e.g., Magic Number, File Size, Width, Height,
Image Data) labeled above the corresponding byte sequences. Among the total 62 bytes of
the seed, 24 bytes (highlighted with a black background) are identified as path-sensitive
bytes that directly contribute to guiding the fuzzer toward the target code locations. We
conducted 24-h fuzzing experiments targeting the CVE-2018-14498 vulnerability in libjpeg-
turbo using state-of-the-art directed grey-box fuzzers, including AFLGo [5], Windranger [6],
DAFL [11], and Beacon [12]. Among these, DAFL was able to reach the target locations
in approximately 3 h. We further analyzed the test cases generated by DAFL and found
that over 60% of the mutations during the early stages of fuzzing are ineffective in pro-
gressing toward the target code. Furthermore, as the number of image data bytes increases,
the proportion of ineffective mutations is likely to grow, further diminishing fuzzing effi-
ciency. Building upon DAFL, we manually increased the mutation frequency of the critical
(highlighted) bytes and observed that the target locations were reached in just 20 min,
representing a performance improvement of up to 900%. This result strongly suggests
that precisely mutating path-sensitive bytes can significantly improve the efficiency of
directed fuzzing.

Our motivating experiment confirms that prioritizing path-sensitive bytes boosts
fuzzing efficiency. However, two key challenges remain unresolved. ① How can path-
sensitive bytes within an input be identified automatically and dynamically during the
mutation phase? ② How can limited mutation energy be efficiently prioritized and allocated
to these path-sensitive bytes during the mutation process?
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Figure 1. Sample libjpeg-turbo seed.

3. Design
The architecture of SpeedDGF is presented in Figure 2. To address the challenges

raised in the motivation, SpeedDGF determines the sensitivity of seed bytes to paths
and target data flows through a lightweight per-byte mutation process. Based on these
sensitivity metrics, it performs a byte-energy analysis to assign higher byte energy to the
most sensitive bytes, thereby increasing the probability of their selection by subsequent
byte-energy mutation algorithms. This approach enhances the capability to reach target
locations and reproduce target vulnerabilities.

Figure 2. Overview of SpeedDGF.

3.1. Per-Byte Mutation

In fuzzing, each byte of the input seed may influence the program execution flow
or variables. When a new seed is fuzzed for the first time, SpeedDGF employs the byte-
wise mutations method to analyze the impact of individual bytes on program execution.
Initially, it performs four lightweight operations per byte: full flip, LSB flip, +10 increment,
and −10 decrement.

For each byte position i in the input seed S, SpeedDGF performs lightweight quadruple
mutation operations M = m1, m2, m3, m4. Each mutation generates a new input S

mj
i and

collects its runtime characteristics:

• Execution path hash H
(

S
mj
i

)
: A hash value identifying the execution path of the

mutated seed;
• Data flow relevance score D

(
S

mj
i

)
: Quantifies the ability to cover critical data flow

nodes of the target line of code. We adopt the semantic score from prior work
DAFL [11] to define this value, where a higher score indicates coverage of more
or more critical data flow nodes.

Based on the collected runtime characteristics H
(

S
mj
i

)
, D

(
S

mj
i

)
, we need to perform

variable transformation. These transformed variables should be able to accurately reflect
the importance of bytes:

https://doi.org/10.3390/electronics15050913

https://doi.org/10.3390/electronics15050913


Electronics 2026, 15, 913 4 of 15

• We verify whether the four mutations maintain identical execution paths. Given the

execution path hash H
(

S
mj
i

)
, the path consistency flag Ai is:

Ai =

1 if H(Sm1
i ) = H(Sm2

i ) = H(Sm3
i ) = H(Sm4

i )

0 otherwise

• We record the number of mutations causing execution path deviations from the original

one. Given the execution path hash H
(

S
mj
i

)
, the path perturbation count Ci is:

Ci =
4
∑

j=1

[
H
(
S

mj
i
)
̸= H(S)

]
• We record the number of occurrences where the data flow relevance score shows im-

provement. Given the data flow relevance score D
(

S
mj
i

)
, the data flow gain count Ii is:

Ii =
4
∑

j=1

[
D
(
S

mj
i
)
> D(S)

]
When the seed file is excessively large, even lightweight byte-wise mutations reduce

fuzzing efficiency. In the subsequent evaluation section, DAFL showed strong performance,
but SpeedDGF suffered from high mutation overhead due to the oversized seed. To address
this, we restrict analysis to the top-m highest-energy bytes (selected once via a quickselect
algorithm with O(m) complexity), thereby limiting subsequent analyses to O(m) time.
Since m ≪ n, this alleviates performance overhead.

Although per-byte probing introduces an upfront cost proportional to the seed size,
this cost is incurred infrequently and only when a seed is first analyzed. In Section 4, we
quantify the runtime overhead of this phase and show that it accounts for a small fraction
of the total fuzzing time. We further evaluate a top-m configuration to demonstrate that
the probing cost can be effectively bounded without significantly affecting effectiveness.

3.2. Byte-Energy Analysis

After obtaining the information from the per-byte mutation phase, it needs to be
analyzed to derive byte-energy for subsequent use in byte-energy mutation during the
fuzzing stage. During the pre-byte mutation phase, SpeedDGF collects two categories of
critical information: the first consists of metrics reflecting a byte’s ability to discover new
paths, including the Path Consistency Flag Ai and Path Perturbation Count Ci; the second
comprises metrics evaluating a byte’s capacity to cover more critical data flow nodes,
specifically the Data Flow Gain Count Ii. Based on sensitivity metrics from the per-byte
mutation phase (Ai, Ci, Ii), we decompose the byte energy into two orthogonal dimensions.

• We evaluate a byte’s ability to influence the execution path, focusing on its behavior
after multiple mutations. If the byte’s execution path hash remains entirely consistent
after four mutations, and all these mutations deviate from the original path (i.e.,
Ai = 1, Ci = 4), this indicates that the byte may resemble variables such as magic
bytes, whose values must adhere to a strict range. If such bytes are modified arbitrarily,
the seed may deviate from the original execution path, thereby failing to pass rigorous
checks in the early stages of program execution. Therefore, we assign a lower energy
value to such bytes. In other cases, the greater the number of mutations that deviate
from the original path (i.e., the higher the value of Ci), the more sensitive the byte
appears to be to the execution path. Given the path perturbation count Ci, we define
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the path sensitivity energy Ep(i) as follows, where α and β are coefficients, and in this
paper we set α = 10, β = 20.

Ep(i) =

α if Ai = 1 ∧ Ci = 4

β ∗ Ci otherwise

• We evaluate the potential of a byte to cover the target data flow by examining its
behavior after multiple mutations. If the byte undergoes four mutations and the
number of times it covers increasingly important data flow increases (i.e., the higher
the value of Ii), our intuition suggests that this byte is more sensitive to the target
data flow. Given the data flow gain count Ii, the data flow sensitivity energy Ed(i) is
defined as follows, where γ is a coefficient, and in this paper we set γ = 20.

Ed(i) = γ ∗ Ii

• We perform a linear weighted fusion of Ep(i) and Ed(i) to achieve collaborative
optimization between path exploration and data flow coverage. Given Ep(i) and Ed(i),
the final byte energy E(i) is defined as follows, where λ is the weight, and λ = 0.5.

E(i) = λ · Ep(i) + (1 − λ) · Ed(i)

3.3. Byte-Energy Scheduling

SpeedDGF prioritizes the selection of mutated bytes that are more likely to explore
new code areas and can cover a greater number (or more critical subsets) of target data
flow nodes, rather than selecting all bytes with equal probability. SpeedDGF adopts an
energy-driven probability selection mechanism to guide mutation, in order to improve the
efficiency of generating inputs. Given the byte energy E(i) of the i-th byte, the mutation
probability P(i) for each byte i is defined as follows, where L is the byte length of the seed.

P(i) = E(i)
∑L

k=1 E(k)

It is worth noting that the alias method is employed to optimize the selection of
mutation byte positions, reducing the time complexity to O(1).

3.4. Implementation

We implement a prototype SpeedDGF based on DAFL [11], which integrates a data
flow graph-based selective instrumentation mode and AFL’s built-in random mutation
algorithm. We mainly added a lightweight per-byte mutation, byte-energy analysis, and a
byte-energy scheduling system in the fuzzing process.

4. Evaluation
4.1. Setup

All experiments were conducted on a workstation equipped with an 8-core 3.6 GHz
Intel Core i7-7700 CPU and 8GB of main memory, running the Ubuntu 22.04.5 LTS operat-
ing system.

SpeedDGF was compared with the five publicly available advanced fuzzing tools
shown in Table 1, which cover two categories of grey-box fuzzers: coverage-based fuzzers
(AFL and Angora) and directed grey-box fuzzers (AFLGo, Windranger, and DAFL).
Among them, Angora adopts taint-guided targeted mutation, while all the other four
tools leverage the classic Havoc mutation strategy. Unfortunately, since these fuzzing tools
are not publicly available, it is not possible to compare them with Hawkeye [13], CAFL [14],
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and Halo [15]. The authors of Halo were contacted, and they mentioned in an email that
the prototype will be released in the future.

Table 1. Comparison Tools.

Fuzzer Category Mutation Strategy Release Version

AFL Coverage Havoc mutation v2.57b
Angora Coverage Taint-guided targeted mutation commit 6b46c85
AFLGo Directed Havoc mutation commit b170fad
Windranger Directed Havoc mutation Docker SHA256 hash 8614ceb
DAFL Directed Havoc mutation commit a6fcc56

To evaluate the performance of SpeedDGF, its capabilities were assessed using various
security vulnerabilities in C language programs. A comprehensive dataset was constructed
for this purpose. Specifically, vulnerabilities from the CVE datasets included in recent fuzzing
tools [11,12,16] were utilized, along with test vulnerabilities from AFLGo [5]. The result-
ing dataset comprises a total of 26 different types of vulnerabilities, as detailed in Table 2.
The dataset does not cover all possible vulnerabilities, mainly due to two reasons: the diffi-
culty in building setups involving complex dependencies, and the lack of critical information
in some CVE records themselves. In the fuzzing process, all tasks were allocated 24 h of run-
time. Each experiment was repeated five times, and the median value was taken to minimize
the impact of fluctuations caused by randomness in fuzzing.

Table 2. Benchmark Composition.

Project Program Version CVE Type

Ming Swftophp

0.4.7

2016-9827 Buffer Overflow
2016-9829 Null Dereference
2016-9831 Buffer Overflow
2017-9988 Null Dereference
2017-11728 Null Dereference
2017-11729 Null Dereference
2017-7578 Buffer Overflow

0.4.8

2018-11095 Use-After-Free
2018-11225 Buffer Overflow
2018-20427 Null Dereference
2019-12982 Buffer Overflow

Lrzip lrzip 0.631 2018-11496 Use-After-Free

Bintuils

cxxfilt 2.6

2016-4487 Null Dereference
2016-4489 Use-After-Free
2016-4490 Integer Overflow
2016-4492 Integer Overflow

objcopy 2.8
2017-8393 Buffer Overflow
2017-8394 Null Dereference
2017-8395 Null Dereference

objdump 2.8
2017-8392 Null Dereference
2017-8397 Buffer Overflow
2017-8398 Buffer Overflow

strip 2.7 2017-7303 Null Dereference

Libxml2 xmllint 2.9.4
2017-5969 Null Dereference
2017-9048 Buffer Overflow

Libjpeg cjpeg 1.5.90 2018-14498 Buffer Overflow

Total 9 26 4
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Unless otherwise stated, SpeedDGF was evaluated without enabling the top-m restric-
tion, in order to present its upper-bound effectiveness. We additionally report the results of
a representative top-m configuration to assess scalability.

4.2. Research Questions and Results

We evaluated the effectiveness of SpeedDGF to address the following research ques-
tions (RQ).

RQ1: How effective is SpeedDGF in reaching the target line of code?
RQ2: How effective is SpeedDGF in reproducing the target vulnerability?
RQ3: What impact do path-sensitive byte energy and data-flow-sensitive byte energy

have on the performance of SpeedDGF?
RQ4: Is the per-byte mutation phase sufficient to accurately identify path-sensitive

bytes in real-world programs?

4.2.1. Results for RQ1

To answer RQ1, we employ Time-to-Target (TTT) to evaluate the performance of
SpeedDGF against the baseline fuzzers listed in Table 1.

The initial seeds for our tests were directly adopted from the seed set used by DAFL.
From this set, we selected 15 examples for which the initial seeds could not reach the
target locations, and present the results in Table 3. Cases where the initial seeds already
reached the target locations were excluded from our selection. If a fuzzer failed to reach the
target line in more than half of the runs within 24 h, we marked the result as T.O. because
the median was not available. The best-performing data points are highlighted in bold
in the table. For most examples (12 out of 15), SpeedDGF outperformed other fuzzers
and achieved the shortest TTT. For performance comparison, we focused on the examples
where all fuzzers successfully reached the target line within the 24-h window. On these
examples, SpeedDGF achieved a TTT that was 4.2×, 3.77×, 9.11×, and 1.45× faster than AFL,
AFLGo, Windranger, and DAFL, respectively. In fact, Angora performs even worse than
AFL. In the few vulnerabilities where neither our tool nor Angora timed out, our tool is
15.67× faster. The reason lies in its coverage-guided approach, which attempts to solve all
program constraints, leading to excessive overhead and thus low efficiency.

Table 3. Results of TTT. The data represents the seconds required to reach the target line of code.

Program CVE Line AFL Angora AFLGo WindRanger DAFL SpeedDGF

swftophp

2016-9827 outputscript.c:1687 79 1395 68 82 68 61
2016-9829 parser.c:1656 443 T.O. 354 5770 166 67
2017-9988 parser.c:2995 1532 T.O. 1525 1463 1342 656
2017-11728 decompile.c:1699 118 T.O. 104 113 30 25
2017-11729 decompile.c:1440 119 T.O. 99 72 42 26
2018-11095 decompile.c:1843 3538 4864 2298 808 518 422
2018-11225 decompile.c:2015 28,180 T.O. T.O. T.O. 12,815 12,450
2018-20427 decompile.c:425 233 T.O. 138 77 20 18
2019-12982 decompile.c:3120 15 T.O. 55 41 21 25

cxxfilt
2016-4487 cplus-dem.c:4319 15 T.O. 30 11 15 11
2016-4489 cplus-dem.c:3007 4 T.O. 10 6 5 5
2016-4490 cp-demangle.c:1596 25 T.O. 51 26 25 21

objcopy 2017-8394 stream.c:1747 841 1223 922 1064 300 102

objdump 2017-8397 reloc.c:885 37 T.O. 46 37 30 41

cjpeg 2018-14498 rdbmp.c:209 T.O. T.O. T.O. T.O. 10,307 2465

Best perf. 2 0 0 1 1 12
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The results indicate that SpeedDGF exhibits superior capability in reaching the desig-
nated target lines compared to the baseline fuzzers.

4.2.2. Results for RQ2

To answer RQ2, we use Time-to-Exposure (TTE) to compare the performance of
SpeedDGF against all fuzzers shown in Table 1.

The experimental results on all 26 examples are illustrated in Table 4, where T.O.
represents a timeout if a fuzzer failed to reproduce the target vulnerability in more than half
of the runs within 24 h. The best-performing data points are highlighted in bold in the table.
For most examples (20 out of 26), SpeedDGF outperformed other fuzzers and achieved
the shortest TTE. For performance comparison, we focused on the examples where all
fuzzers successfully reproduced the target vulnerability within the 24-h window. For these
examples, SpeedDGF achieved TTEs that were 5.33×, 5.55×, 10.03×, and 2.21× faster than
those of AFL, AFLGo, Windranger, and DAFL, respectively. In fact, Angora performs worse
than AFL, while our tool is 29.45× faster. The reason lies in its coverage-guided approach,
which attempts to solve all program constraints, leading to excessive overhead and thus
low efficiency.

Table 4. TTE on programs from benchmark vulnerabilities. The data represents the seconds required
to trigger the vulnerability.

Program CVE AFL Angora AFLGo Windranger DAFL SpeedDGF

Swftophp

2016-9827 79 1395 68 82 68 61
2016-9829 443 T.O. 354 5770 166 67
2016-9831 709 10,793 599 T.O. 249 201
2017-9988 1532 T.O. 1525 1463 1342 656
2017-11728 2024 T.O. 1531 2513 328 177
2017-11729 966 T.O. 573 1371 215 71
2017-7578 227 T.O. 266 T.O. 103 161
2018-11095 3538 4864 2298 808 518 422
2018-11225 28,180 T.O. T.O. T.O. 12,815 12,450
2018-20427 2999 T.O. 3287 5692 6760 3320
2019-12982 T.O. T.O. 57,966 T.O. 6923 3466

lrzip 2018-11496 10 2 12 10 14 8

cxxfilt

2016-4487 477 T.O. 464 435 235 141
2016-4489 1099 T.O. 1200 310 886 491
2016-4490 288 T.O. 228 166 59 38
2016-4492 1505 T.O. 5292 3074 735 271

objcopy
2017-8393 2581 3906 2146 2049 838 733
2017-8394 841 1223 922 1064 300 102
2017-8395 141 997 126 108 16 39

objdump
2017-8392 357 1617 469 T.O. 54 31
2017-8397 56,503 T.O. 67,694 T.O. 47,369 38,419
2017-8398 1634 10,110 2095 823 1248 126

strip 2017-7303 146 15 161 3204 330 554

xmllint
2017-5969 326 T.O. 375 557 178 118
2017-9048 T.O. T.O. T.O. T.O. 3051 2072

cjpeg 2018-14498 T.O. T.O. T.O. T.O. 10,313 2467

CV 0.84 NA 0.91 0.77 0.93 0.83
Best perf. 1 2 0 1 2 20
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To evaluate the stability of multiple experimental results, we adopt the Coefficient of
Variation (CV) to measure the relative dispersion of data, which reflects the fluctuation
of multiple runs relative to the mean value. For each fuzzer, we compute the CV only on
CVE vulnerabilities that do not time out in all tests across all fuzzers, and use its mean
CV to represent the overall stability across repeated experiments. Since Angora has an
excessive number of timeouts, we exclude it from comparison. The results demonstrate
that SpeedDGF is only slightly weaker than Windranger in terms of stability. However,
SpeedDGF significantly outperforms Windranger in the most critical metric: vulnerability
detection efficiency.

We further evaluated two variants of SpeedDGF, SpeedDGF-top1000 (with the top-m
byte limit enabled, m = 1000) and SpeedDGF-NoBE (byte energy optimization disabled
while retaining byte-by-byte probing capability)—on three cases with large-scale input
seeds (CVE-2017-8393, CVE-2017-8397, CVE-2018-14498). Experimental results are shown
in Table 5. For SpeedDGF-top1000, only minor changes in TTE (Time-To-Exposure) were
observed, and the overall trend remains largely consistent with that of full byte-by-byte
analysis. SpeedDGF-NoBE preserves the byte-by-byte probing approach for all bytes;
compared to ordinary DAFL, it merely adds a per-seed byte-by-byte probing step before
mutation, and its performance overhead remains within an acceptable range.

Table 5. Impact of Byte Limitation (Top-m) and Energy Optimization Strategies on SpeedDGF
Performance.

Program CVE
SpeedDGF-top1000 SpeedDGF-NoBE

TTE
Speedup

TTE
Speedup

(SpeedDGF) (DAFL)

objcopy 2017-8393 679 1.08× 1009 0.83×
objdump 2017-8397 36,223 1.06× 53,248 0.89×

cjpeg 2018-14498 2590 0.95× 10,796 0.96×

Experimental results demonstrate that SpeedDGF is more effective than the baseline
fuzzers when reproducing target vulnerabilities.

4.2.3. Results for RQ3

To answer RQ3, we investigate how path-sensitive byte energy and data-flow-sensitive
byte energy affect the performance of SpeedDGF. To this end, we instantiate two variants
of SpeedDGF: (1) SpeedDGF-PathSen, which sets the fusion weight to λ = 1 and relies
exclusively on path-sensitive energy to guide byte mutation; and (2) SpeedDGF-DataSen,
which sets the fusion weight to λ = 0 and uses only data-flow-sensitive energy to guide
byte mutation. We evaluate and compare the performance of SpeedDGF, its variants,
and DAFL across all 26 vulnerabilities, as shown in Table 2.

Figure 3 presents the results. Overall, using each type of byte energy in isolation pro-
vides clear guidance benefits over DAFL, and their combination consistently yields better
results than using either one alone. In terms of vulnerability reproduction, SpeedDGF-
PathSen and SpeedDGF-DataSen are, respectively, 1.48× and 1.27× faster than DAFL.
Notably, even in cases where an individual type of byte energy fails to improve the per-
formance of DAFL (e.g., SpeedDGF-PathSen and SpeedDGF-DataSen on CVE-2017-8397),
the simultaneous use of both byte energies still enables SpeedDGF to outperform DAFL
overall. These results demonstrate the synergistic effect between the two types of byte
energy: when combined, SpeedDGF reproduces vulnerabilities on average 2.05× faster
than DAFL.
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Figure 3. Impact of Path-Sensitive and Data-Flow-Sensitive Byte Energy on the Performance of
SpeedDGF (TTE).

4.2.4. Results for RQ4

The design of SpeedDGF relies on a lightweight per-byte probing strategy, which esti-
mates the sensitivity of individual input bytes to program execution paths and target-related
data flows by performing four byte-level mutations per byte. The primary motivation
behind this design is to reduce analysis overhead and improve overall fuzzing efficiency.
Nevertheless, it remains necessary to evaluate to what extent such a lightweight probing
approach can accurately characterize the true sensitivity of input bytes. Based on this
consideration, we design a set of dedicated experiments to assess the accuracy of the pro-
posed “four-mutation” byte probing strategy. Specifically, we first manually inspect how
the application processes individual input bytes to distinguish path-sensitive bytes and
construct a reference ground truth. We then compare the path-sensitive bytes identified by
SpeedDGF against this ground truth, thereby measuring SpeedDGF’s false positive rate
and false negative rate.

Table 6 presents the detailed experimental results. As shown, the proposed probing
strategy achieves relatively low false positive and false negative rates in detecting path-
sensitive bytes, with average values of 8.65% and 8.32%, respectively. Combined with
the ablation results in RQ3, these findings indicate that even when a small number of
misclassifications occur during the per-byte probing phase, the synergistic effect of the
lightweight per-byte probing strategy in the subsequent mutation guidance process can
effectively mitigate their impact, thereby improving the overall efficiency of SpeedDGF’s
directed exploration.

Table 6. Accuracy Evaluation of SpeedDGF’s Per-Byte Mutation Strategy in Identifying Path-
Sensitive Bytes.

Program Actual Inferred Wrong (FP *) Missed (FN **)

cjpeg 24 26 2 (7.69%) 0 (0%)
libtiff 52 49 3 (6.12%) 6 (11.54%)
lrzip 21 22 2 (9.09%) 1 (4.76%)

mupdf 70 74 11 (14.86%) 7 (10%)
xmllint 85 77 5 (5.49%) 13 (15.29%)

* FP = #Wrong/#Inferred ** FN = #Missed/#Actual.

Overall, the experimental results demonstrate that the four-mutation per-byte probing
strategy is capable of effectively distinguishing path-sensitive bytes in real-world programs
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with low overhead, providing a reliable foundation for subsequent byte-energy assignment
and directed mutation.

5. Related Works
5.1. Coverage-Guided Grey-Box Fuzzing

Coverage-guided greybox fuzzing (CGF) aims to maximize code coverage in order
to discover hidden bugs. Here, the widely used tool AFL [17] is taken as a representative
example to illustrate the principles of CGF. AFL employs lightweight instrumentation
techniques at compile time to capture basic block transitions and obtains coverage infor-
mation at runtime. It then selects a seed from the seed queue and mutates this seed to
generate test cases. If a test case executes a new path, it is added to the queue as a new
seed. AFL prefers seeds that trigger new paths and assigns them higher priority than
non-preferred seeds. Compared with other instrumentation-based fuzzers, AFL incurs a
moderate performance overhead.

Since 2013, research on coverage-guided greybox fuzzing has increased steadily,
and the application domains of CGF have continuously expanded. For example, it has been
applied to JavaScript engines [18,19], binary testing [20,21], blockchain smart contracts [22],
operating system kernels [23,24], and more. In addition to AFL, many easy-to-use and effi-
cient fuzzing tools have emerged, such as libFuzzer [25], Honggfuzz [26], and Syzkaller [27].
Among them, ProFuzzer [28] adopts specialized mutation strategies for different types of
fields, thereby reducing the search space; MemFuzz [29] performs coverage testing using
simple memory read/write instructions, such as load and store; and TortoiseFuzz [30]
focuses on error-prone code regions, such as system call functions and loop structures.
Some tools are designed to provide feedback information for fine-grained exploration of
program states. For instance, PathAFL [31] introduces the hpath to explore new program
execution paths, while Angora [10] incorporates n-gram-based code control-flow context in-
formation. In addition, Memlock [32] monitors peak memory consumption and is limited to
discovering potential memory-consumption-related vulnerabilities, such as recursion bugs.

5.2. Directed White-Box Fuzzing

Directed whitebox fuzzing tools are mainly integrated into symbolic execution engines,
such as KLEE [33], KATCH [34], and BugRedux [2]. Directed Symbolic Execution (DSE)
leverages program analysis and constraint solving to generate inputs that can systematically
and effectively explore the state space of feasible paths [35]. Once a target path is identified,
test cases are generated to explore potential solutions to the path constraints. Since most
paths are actually infeasible, the search usually proceeds iteratively by finding feasible paths
to intermediate targets. Unlike directed fuzzing, which treats the reachability problem
as an optimization problem that minimizes the distance between generated seeds and
their targets [5], DSE treats reachability as an iterative constraint satisfaction problem.
DSE is effective in a variety of scenarios, such as reaching error-prone program locations
(e.g., critical system calls [36]), testing code patches [37,38], executing corner-case paths to
increase coverage [36], and reproducing failures internally [39,40].

However, the effectiveness of DSE comes at the cost of efficiency. The heavyweight
program analysis and constraint solving used by DSE are time-consuming. In each iteration,
DSE employs program analysis techniques to identify branches that can be negated to
get closer to the target. It then constructs the corresponding path conditions based on
the instruction sequences along these paths. Finally, it uses a constraint solver to check
the satisfiability of these conditions. Compared with DSE, directed fuzzing can generate
far more inputs within a given time budget. Böhme et al. demonstrated experimentally
that directed fuzzing outperforms DSE in both effectiveness and efficiency. For example,
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AFLGo was able to expose the Heartbleed vulnerability within 20 min, whereas the DSE
tool KATCH failed to do so even after 24 h [5].

5.3. Directed Grey-Box Fuzzing

Existing directed grey-box fuzzing approaches primarily focus on optimization from
two perspectives: first, optimizing seed selection strategies; second, optimizing directed
grey-box fuzzing by avoiding irrelevant executions.

Currently, most research efforts are dedicated to improving seed selection strategies.
AFLGo [5] is one of the earliest tools to implement the concept of directed grey-box fuzzing.
Its technical principle is as follows: it first calculates the average weighted distance between
execution paths and target basic blocks on the control-flow graph (CFG). Based on this, it
assigns higher mutation priorities to seeds with shorter weighted distances. Consequently,
the tool can more effectively guide the testing process toward target code regions. Sub-
sequently, several research teams have proposed further optimizations based on AFLGo.
For example, Hawkeye [13] and WindRanger [6] enhance the accuracy of target distance cal-
culations by introducing more informative feedback mechanisms. FuzzGuard [16] employs
deep learning models to filter out irrelevant test cases, thereby improving the guidance
efficiency of AFLGo. TargetFuzz [41] approaches the problem from the perspective of seed
corpus construction, enhancing testing effectiveness by building target-oriented seed sets.
ParmeSan [42] not only retains distance feedback but also incorporates sanitizer-guided
vulnerability coverage analysis, expanding the dimensions of guidance information. In con-
trast to the above methods, DAFL [11] introduces a data-flow semantics-aware distance
evaluation method to address the inaccuracies in distance calculation that often occur in
traditional control flow-based fuzzing during indirect calls.

Some directed grey-box fuzzing tools have made significant contributions to avoid-
ing irrelevant executions. For instance, DAFL [11] introduces selective instrumentation
technology, focusing on analyzing code regions related to target locations. Beacon [12] and
SieveFuzz [43] modify the program under test to prune irrelevant paths during runtime.
FuzzGuard [16] also utilizes deep learning to filter out irrelevant test cases, effectively
enhancing AFLGo.

5.4. LLM-Assisted Program Analysis and Vulnerability Detection

As software systems grow increasingly complex, traditional program analysis tech-
niques have shown limitations in scalability and semantic modeling. Recently, large lan-
guage models (LLMs) have attracted growing attention in program analysis and software
security due to their strong capabilities in code understanding and contextual reasoning.

Recent surveys systematically review LLM-assisted program analysis and classify
existing approaches into static, dynamic, and hybrid analysis, covering tasks such as
vulnerability detection, program comprehension, symbolic execution assistance, and test
generation [44]. These studies highlight the potential of LLMs while also pointing out
persistent challenges in analysis precision, interpretability, and accurately modeling real
program execution.

In vulnerability detection, recent empirical studies evaluate advanced LLMs primarily
on Java programs, with additional experiments on C/C++ to assess cross-language gener-
alization [45]. Results show that although some models achieve strong performance under
specific configurations, detection effectiveness varies significantly across models, program-
ming languages, and learning paradigms, and can be comparable to random guessing in
certain settings. Expanding the context window generally improves performance, whereas
other factors have more limited impact.
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Overall, existing research indicates that while LLMs show promise for automated
vulnerability detection and program analysis, their effectiveness is highly scenario- and
configuration-dependent, with notable limitations in robustness and execution-aware rea-
soning. Consequently, LLMs are typically viewed as complementary to traditional program
analysis and testing techniques rather than standalone solutions. In contrast, fuzzing
explores program behaviors through concrete execution and coverage feedback, retain-
ing advantages in discovering execution-dependent vulnerabilities. How to effectively
integrate LLMs with coverage-guided fuzzing remains an open research direction.

6. Conclusions
This paper proposes a directed grey-box fuzzing tool called SpeedDGF, which employs

a lightweight per-byte mutation to perform byte-wise mutations and identify path-sensitive
bytes. These critical bytes are assigned higher byte-energy, increasing their likelihood of
being selected by subsequent mutation algorithms. The experimental results demonstrate
that, in reaching target locations, SpeedDGF is 4.63× faster than state-of-the-art fuzzing
tools; in reproducing existing vulnerabilities, it is 5.78× faster than state-of-the-art fuzzing
tools. This approach enhances the ability of the directed grey-box fuzzing tool to reach
target locations and reproduce vulnerabilities efficiently.
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