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Abstract

In the current situation of the Internet of Things (IoT) with its billions of interconnected
devices, security in this low-resource environment is paramount. A Physical Unclonable
Function (PUF) is a very useful cryptographic primitive which allows us to extract unique
information from a particular device in a non-reproducible way. This allows us to use a
PUF in cryptography for authentication or secret-key generation. Ring Oscillators (ROs)
and Transient Effect Ring Oscillators (TEROs) are oscillating structures used in both FPGAs
and ASICs to build PUFs. In this paper we present an FPGA implementation of a PUF
based on what we call the “TERORO” cell (TERO + RO), which is a hybrid structure that
allows us to use the different functionalities of both RO and TERO in a single building
block. We assess all the possible methods of extracting bits of information from the PUF
based on TERORO cells. Finally, we tested the circuit and presented experimental results
in terms of its uniqueness, uniformity, and reliability. In RO-counter mode, we obtain
49.74% uniqueness, 54.66% uniformity, and 97.81% reliability across devices, while TERO-
based XOR mixing achieves 52.83% uniformity, 45.79% uniqueness, and 93.15% reliability.
The FPGA footprint is 142 LUTs, 36 registers, and 82 slices.

Keywords: physical unclonable function; transient effect ring oscillator; ring oscillator;
hardware security; FPGA

1. Introduction

A great number of devices are connected on the Internet of Things (IoT) in the modern
world, with projections estimating that 75% of devices will be integrated in the IoT by
2030 [1]. Cryptography is paramount to achieving privacy, secure communications, and
robust implementations against malicious attacks. In this context, the large amount of
devices and the limited resources require some solution to achieve a secure and low-
resource way to achieve identification, authentication, and secret-key generation. According
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to [2], many of the IoT devices are made of cheap embedded devices that do not include
hardware security features, which poses a threat that must be addressed.

Physical Unclonable Functions (PUFs) have recently gained attention as a key block
for these purposes again [3,4], although they were introduced earlier, in the beginning of
the twenty first century [5]. There are several types of PUFs that vary depending on the
physical substrate on which they are implemented, but in the context of integrated circuits,
silicon PUFs use their manufacturing variations to extract information about a particular
instance of a circuit, which are random and unpredictable.

This work targets low-resource IoT devices where secure non-volatile memory is
unavailable or undesirable. In such memoryless scenarios, PUFs enable device-specific
secrets to be derived on demand, supporting primitives such as authentication and key
establishment without storing long-term keys. Recent works [6] also highlight combining
PUFs and True Random Number Generators (TRNGs) to cover the full set of security
primitives in memoryless IoT systems. While TRNG design and validation are outside
the scope of this paper, we note that RO/TERO-based inverter-chain structures are often
leveraged as entropy sources with limited additional hardware overhead.

The way a PUF works is by applying a challenge, a certain input bit-string, and retriev-
ing a unique response, another output bit-string, by evaluating the PUF. A set of a challenge
and its pertaining response is commonly known in the literature as a Challenge-Response
Pair (CRP). A PUF is commonly referred to as strong when the number of CRPs supported
by the construction scales exponentially with the PUF size, whereas weak PUFs typically
exhibit linear or polynomial CRP scaling with size [7].

According to [8] the main use of weak PUFs is to generate a device-unique identifier or
fingerprint that will be the input to some cryptographic function, since the number of CRPs
is low. Strong PUFs can be used in authentication mechanisms without extra hardware
dedicated to this purpose. In both cases, the response must be reliable and unique to
each device, so that duplicating the circuit in another instance reports to the attacker no
information at all.

One drawback of strong PUFs is that they are especially vulnerable to machine learning
(ML) attacks because the large amount of CRPs gives the attacker an opportunity to train a
model that will predict the response of the PUF for a given unknown challenge. In [9] the
concept of controlled PUFs is explained as the addition of some control logic to a strong
PUF so that challenges cannot be freely applied to it. This hinders the direct reading of the
PUF response and can be useful in frustrating ML attacks.

It is common to find in the scientific literature PUF designs based on Ring Oscillators
(ROs). These structures consist of a concatenated loop of logical inverters (see Figure 1)
which produce a certain frequency oscillation depending on the total sum of the delays
of each gate in the loop. The variation in the delays of the inverters, specific for each
implementation, gives a different frequency oscillation for each PUF. They are a solid option
for a PUF since they are easily implemented in digital designs and they occupy a small area,
but their oscillation frequencies can be measured because of the electromagnetic radiation
they emit, and this can be used to perform a side-channel attack [10]. Another drawback is
the high sensibility to environmental variations in temperature and voltage [11].

There have been several proposals presented recently on PUF based on Transient
Effect Ring Oscillator (TERO) [12,13]. These oscillators are similar to ROs, but they have
an even number of inverting stages, so the oscillation cannot last indefinitely. In the case
of a RO, the system cannot reach a stable state once the enable signal has been set, but in
the case of the TERO (see Figure 2), the enable signal sets a “race” between the upper and
the lower branch that will produce an oscillating state until the signal collapses to a stable
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state. There are two possible states for the collapsed signal, either a logic “1” in the upper
branch and a ‘0’ in the lower branch, or vice versa.

enable
—_— out

Figure 1. Schematic of a RO with an enable signal. The number of inverters must be odd in order to
have an oscillation.

L)
Upper Branch
Lower Branch

L)

out2

Figure 2. Schematic of a TERO with an enable signal. The number of inverters in each branch must

outl

enable

be odd in order to have an unstable state which will be solved when the enable signal is activated.

Notice that, in order to have a TERO, we must have an odd number of inverters in
both the upper and the lower branch (which, in total, gives an even number); otherwise,
the structure would have a state that it is already “resolved” and there will be no oscillation.
For illustrating this, consider the case of a TERO with two inverters per branch (see Figure 3).
When the enable signal is set to ‘0’, the input of the first inverter will be a ‘0", the input for
the second inverter will be a “1’, and the output of the second inverter, which is the input
of the AND gate of the opposite branch, will be a ‘0" again. In this case, setting the enable
signal to ‘1’ does nothing, since the input of the first inverter is already ‘0’ and the circuit
will not oscillate. But for an odd number of inverters per branch, the output of the last
inverter (input of the AND gates) will be a ‘1’ when the enable signal is ‘0’. So when the
enable signal is set to ‘1’, the input of the first inverter will change from ‘0" to ‘1" and an
oscillation will start until the circuit is stabilised. Then, when setting the enable signal to
‘0" again, the prior unstable state will be set and the oscillation can be initialised again by
changing the enable signal again.

enable

0 1 0

Figure 3. Impossible TERO structure with an even number of inverters per branch. Notice that
changing the enable signal does nothing, since the state is already stable.

Both the number of oscillations of the TERO and the value of the output after the
oscillation has collapsed can be used for extracting a response for a PUF. This type of
PUF is more resistant to electromagnetic side-channel attacks because the short duration
of the oscillation makes it more difficult to measure. Nevertheless, in some cases, it is
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possible to measure the number of oscillations in a TERO [14,15]. The collapse value cannot
be known for the attacker, unless this value is stored temporally in a memory unit and
then this memory is reset, something similar to the behaviour observed in [16]. Beyond
passive electromagnetic observation, RO/TERO-like inverter-chain structures may also be
susceptible to intentional electromagnetic injection/fault attacks, which we do not evaluate
here and leave as future work.

In this paper, we implement a new PUF architecture based on a combination of a
TERO and RO, called “TERORO-PUF”, described in Section 2, with the aim of taking
advantage of both RO and TERO proposals. An assessment of the different parameters for
the performance evaluation of PUFs is shown in Section 3. The different modes of operation
of the TERORO-PUF are explained in Section 4. A physical implementation in FPGA of
the TERORO-PUF is presented in Section 5 and its different evaluation methods are tested.
In Section 6 we present the variation of the PUF response with temperature. We compare
the results of this PUF with other similar implementations in Section 7. In Section 8 the
conclusions of the paper are drawn.

In practical terms, the proposed TERORO-PUF can support (i) device authentication/
anti-counterfeiting in low-cost IoT nodes, (ii) on-demand key derivation for secure channel
bootstrapping without storing long-term secrets, (iii) secure provisioning/pairing during
manufacturing or enrolment, and (iv) an entropy component alongside lightweight TRNG
designs (not evaluated here). The same configurable cell also enables evaluating multiple
extraction modes under a unified FPGA footprint, which is attractive when area and power
are constrained.

2. Proposed Design: TERORO-PUF

The configurable RO-PUF weas firstly introduced in [17] as a way of improving the
reliability of the RO-PUEF. There are recent proposals on configurable PUFs in the literature,
like the RO-PUFs presented in [18-20], or the TERO-PUFs in [21-24]. This is convenient
since the same structure can be used several times by applying multiple challenges to
the same cell, thus yielding more response bits without extra area overhead. Also, if the
configurability is large enough (the length of the challenge bit-string), the RO-PUF or TERO-
PUF can be used as a strong PUF. Regarding timing considerations, the loop is intentionally
asynchronous and timing closure is applied to the synchronous readout path (we isolate the
oscillator core and sample via counters). Evaluation latency is dominated by the counter
fill time in RO mode or the wait-for-collapse window in TERO mode. Because of this,
increasing the number of stages does not create long synchronous critical paths in the
readout interface.

Our goal is to use a TERO-like configurable structure as both TERO and RO in different
modes of operation, all with the same basic cell, thus adding configurability and complexity
to the PUF without extra hardware. This idea was first presented in our prior work [25] as a
theoretical design and now in this paper we aim to test it in a real FPGA implementation to
assess the performance metrics and the hardware overhead. In a classical TERO-PUF there
are TEROs, selectors, and counters. The same structure can be used to implement a RO-PUF,
we just need to configure the TERO configurable cell with an odd number of inverting
stages, having then an unending oscillation, which is a RO in practice. Combining the
names of TERO and RO, we have called this the TERORO-PUEF, for it has both functionalities
in the same pack.

In [26] the authors show an interesting configurable structure that can also be used as
both RO and TERO depending on the number of inverting stages. Nevertheless, they only
use one type of evaluation method per configuration (one for the RO mode and another for
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the TERO mode), but in this paper, we aim to use all of the possible methods of evaluation
that can be exploited in the same cell. These will be explored in Section 4.

In order to achieve a structure that can behave as both TERO and RO, we need to
be able to select the number of inverting stages. In Figure 4 we see an example of a
configurable TERO structure that can be used both as a TERO and as a RO, and it is similar
to the configurable RO shown in [27]. The configuration input will determine the behaviour
of the structure. For example, in a TERORO of 3 stages, configuration { CONF1,CONF2}
=‘101001" will set the upper branch to an inverter-buffer-inverter (“101’) array, while the
lower branch will be set to a buffer—buffer—inverter (‘001") array, making a RO structure
because the total of inverting stages is odd. If the configuration is, for example, “100100’
this will set both the upper and lower branches to an inverter-buffer-buffer array, making a
TERO structure because the number of inverting stages is even.

CONF1[0] CONF1[1] CONF1[2]

Oy [ (>

enable

_{>071 1 1

By

CONF2[0] CONF2[1] CONF2[2]

Figure 4. Configurable TERO cell with multiplexers and inverters. Each stage can be configured as
an inverter stage or not.

The length of the stages in the TERORO cell determines all possible combinations of
configurations. For short TERORO cells, that is, few stages, a weak PUF will be imple-
mented because there will be a small number of possible CRPs. For long TERORO cells,
that is, many stages, a strong PUF can be implemented for the CRP space and it will be
large enough to have sufficient configurations so that they cannot be evaluated in a finite
amount of time (the amount of CRPs increases exponentially with the number of stages).

In Figure 5 there is another example on how this configurable structure can be built
using XOR gates. Comparing Figures 4 and 5, the behaviour in both is approximately the
same. In the multiplexer case an additional delay is introduced when inverting, since two
gates are added to the path, the inverter and the multiplexer, compared with the alternative
configuration of bypassing the signal through the multiplexer only. This makes the fre-
quency of the oscillator depend on the number of inverting stages, unless a buffer is added
in the non-inverting path. By using XOR gates with one of its inputs as a configuration
input, we have the possibility to choose whether the XOR will be inverting the signal on
the other input or not. We could say that we can choose whether the XOR gate will behave
as an inverter or as a buffer. In this case there is always one gate per stage, so the frequency
will be practically independent from the number of inverting stages.

Because the XOR structure uses less LUTs in a FPGA implementation and there is no
frequency dependence with the configuration bit-string, we prefer this one over the MUX
structure to implement the TERORO cell.

In [23] the authors show a proposal for a strong configurable TERO cell using double
XOR gates instead of the typically used inverter. It is similar to the architecture in Figure 5,
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but the difference is that XOR gates are grouped in pairs and share the same configuration
input, ensuring that all configurations always form a TERO. By doing this, they achieve
a way of configuring the stages of the TERO so that it is no longer a weak PUF but a
strong one, since now several challenges can be applied to the same cell and its number
will escalate exponentially with the number of stages. Our proposal is to use a similar
architecture, but instead of using double XORs, we will use single separate XORs, so that
the structure can behave as a configurable TERO but also as a configurable RO.

CONF1[0] CONF1[1] CONF1[2]

outl

enable

out2

CONF2[0] CONF2[1] CONF2[2]

Figure 5. Configurable TERO cell with XOR gates. Each stage can be configured as an inverter stage
or not, since XOR gates act as a buffer or inverter for one of its inputs depending on the value of the
other input.

To summarise, in the literature, there are already proposals of configurable TEROs and
ROs, weak and strong, and our prior work in [25] was a proposal to use the configurable
TERO structure to merge both TERO and RO functionalities in the same cell. The novelty
of this paper is to implement this hybrid design in FPGA to test its viability in a real
application and to present quantifiable PUF quality metrics and resource utilisation.

3. Characterisation of PUF

There are several important metrics that characterise the quality of a PUF. In [28], four
different parameters that evaluate the security and viability of a PUF are presented. We
add a fifth parameter which we have called stability. Note that all metrics in (1)—(5) are
defined in the [0, 1] range and are reported as percentages (x100) in the tables and figures
and in the rest of the paper.

3.1. Uniqueness

The uniqueness of a PUF is related to the ability to differentiate its response from the
same PUF in another device with the same configuration. This is vital for the unclonability
purposes of a PUF. If several PUF responses are too similar in different devices, the se-
curity of the PUF decreases because it will be predictable. To evaluate the uniqueness,
the Hamming Distance (HD) between the responses of several PUFs is used. For d different
devices that produce an n-bit response R;, the average uniqueness is computed with the
following expression:

2 -1 d HD(RZ,R]>
U=-——- SR 1
a@—1) ;JZZH n M

The ideal value for average uniqueness is 50%.

3.2. Reliability

The reliability of a PUF represents the repeatability of the response of a PUF when
evaluated several times on the same device with the same configuration on different
environmental conditions (temperature, voltage, etc.). If a PUF response is not reliable, this
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may affect the usability of the PUF. In reality there are no 100% reliable PUFs, since there is
always some component of noise or instability of any type. This is why error-correction
codes are widely used as a method for improving the reliability of a PUF [29], but the cost
is that the length of the output bit-string must be reduced. Thus, high reliability will reduce
the cost of the PUF implementation, and low reliability will increase it, even to the point
that it is not useable in realistic conditions. Reliability is computed using the intra-HD,
that is, the HD between several evaluations of the PUF response in the same device under
several conditions. For a reference response n-bit long of a certain device, R;, at normal
operating conditions, and s samples of responses in different operating conditions R},
the reliability of a PUF in a certain device is computed by the following expression:
1 & HD(R;, R}))

Xi=1—HDjyypa =1—=) ————= ()
=1 n

©n

Ideally, this parameter should be 100%.

3.3. Uniformity

The uniformity of a PUF states how equal is the proportion of ‘1" s and ‘0’ s in the bits
of the response. The PUF response should be totally random and the bits of the response
should not be biased towards ‘0" or “1". With r;; being the bit in position k of the n-bit
PUF response in device i, uniformity is computed by calculating the Hamming weight of
the response as follows:

1 n
F=_ Y Tik 3)

k=1

The ideal value of the uniformity of a PUF response is 50%.

3.4. Bit-Aliasing

Bit-aliasing is the propensity of the bits in concrete positions of the PUF response to be
biased toward a certain value, "1’ or '0’, among several devices for the same configuration.
It is the average value of the bit in position k of the n-bit PUF response, r; s, along d devices.
We compute it by the following expression:

1 d
A== rix (4)
d i=1
Ideally, bit-aliasing should be 50%.

3.5. Stability

This parameter does not appear in [28], but we have defined it in this paper to gain
a deeper understanding on the behaviour of the responses. It is closely related with the
reliability, and it shows the amount of bits in a response that have a reliability higher than a
certain arbitrary threshold. With r; being the reference value of the bit in position k of the
n-bit PUF response, 1 , is the value of the same bit in a different condition f across s total
samples, Y is the threshold of stability we want to apply, and considering the output of the

‘>’ operator as ‘0’ if false and as “1” if true, we mathematically define stability as follows:

[= Y (1—HD(r, 1)) > Y} (5)

1
” =1

HI‘ 2
» | =

Ideally, stability should be 100%.
In this paper we compute stability with a Y = 99% threshold, which shows the
percentage of bits in a certain response that have a reliability higher than or equal to
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99%. This parameter is useful because error-correction mechanisms [29] sometimes use a
selection algorithm whereby the least reliable bits are discarded, so we can have an idea of
the proportion of the bits that would be discarded.

4. Modes of Operation of the TERORO-PUF

In this section we explore the possible modes of operation of the TERORO-PUF,
considering that there are at least two binary counters and a selection mechanism to
compare two TERORO cells. An example architecture for the full TERORO-PUF with all
the possibilities for evaluation methods is shown in Figure 6. Two banks of TERORO cells
are used in this example, each with its own counter, although more of them could be used
to increase parallelisation. It is not shown in the figures, but a buffer should be added to
both of the outputs of each TERORO cell to uncouple the feedback wire of the TERORO
cell from the rest of the circuit. By doing this we ensure that no extra capacitance is added
to any of the branches of the cell. We present the possible methods, but is up to the user to
use either one, several, or all of them at the same time.

We are going to define a metric called the “extraction efficiency” as follows:

(number of extracted response bits)

= (6)

(number of evaluated cell-pairs)

TERORO BANK A

B—P—] TERO A

e ——— ™ READ

TO
enagte| LB B—B | fcounter
P—DP—] —>TERO COUNTER A
oo READ FULL STOP

B—DP—]

Nop e

SELECT I /},# OF ISELECT
FERORO-A XORs TERORO-A
CONFIG-A

TERORO BANK B
PP TERO B

die==3h READ

TO
enaglel  L22B-B-B5 | | counter FULL STOP
PP _bTERO COUNTERB
LX) READ

B—P—]

Nopp v

SELECT [ /I,# OF ISELECT
TERORO-B XORs TERORO-B
CONFIG-B

Figure 6. Proposal of the TERORO-PUF with the possibility of using all methods of evaluation. Note
that the output buffers are missing for legibility purposes. The configuration inputs “CONFIG-A"
and “CONFIG-B" have as many bits as the number of XOR gates in each PUF.
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4.1. RO Count and Compare

In this mode of operation, the TERORO cell is configured with an odd number of
inverting stages, thus having an unending oscillation as long as the enable signal is active.
The goal in this method of evaluation is to count the number of oscillations of two ROs
in parallel and to see which one is faster. This is known by observing which RO fills the
binary counter first. From the competition, one bit is extracted, typically called the sign-bit,
depending on which RO won the “race”.

In the proposed architecture of Figure 6, the TERORO cells are configured as ROs of
the desired inverting stages. Then, the oscillation is enabled for a certain chosen pair of cells,
and when one of the counters is full, the challenge is over, the other counter stops counting,
and the sign bit is read (which counter triggered the “FULL” flag). To avoid bias in the
responses, it is recommendable to always compare a pair with the same configuration.

In this mode of operation, one bit is extracted per pair of cells (y = 1), which is
half a bit per cell, considering that each cell is used only in one competition, which is
recommended to achieve better security against electromagnetic side-channel attacks [10].

4.2. RO Count and Extract from Loser

In [30] the authors designed an evaluation method for RO-PUFs that allows the
possibility of extracting more bits per RO pair. Instead of counting oscillations to determine
which RO is faster and extracting a sign bit, this method is concerned with the value of
the counter of the slower RO. When the faster RO has filled its whole binary counter,
the other counter is stopped and some bits are extracted to be used for the PUF response.
The idea is to choose the most stable bits (far from the least significant bit) but not too
stable that is always the same in all devices (it should have a good uniqueness metric).
In [30], the authors found that bits 7 and 8 of a 16-bit binary counter, counting from the
Most Significant Bit (MSB), have good reliability and uniqueness. By “good reliability and
uniqueness” we refer to uniqueness approaching 50% and reliability along the lines of a
mid-to-high 90% range (or higher), depending on whether helper data and error correction
are employed.

In the design of Figure 6, the TERORO cells are also configured as RO, but this time,
when the challenge is over, the bits are extracted from the counter of the slower RO (the
one which did not trigger the “FULL” flag). The selected bits depend on their reliability
and uniqueness, which should be calculated for each concrete design.

In this method of operation, two bits are extracted from each pair of cells ( = 2), that
is, one bit per cell, although it could be more (or less) depending on the uniqueness and
reliability metrics of the response of a concrete system. This can be used in parallel with
the “RO Count and Compare” method, so that more bits can be extracted in the same run,
thus achieving a greater extraction efficiency (7 = 3) combining both methods.

4.3. TERO Collapse Value

When selecting an even number of inverting stages in the TERORO cell, a TERO will
be formed and it will oscillate during a certain time and then collapse to either a ‘0" or
a ‘l". It is required that there is an odd number of inverter stages per branch to achieve
an unstable state before activating the enable signal. Also, it is recommended that the
branches are configured symmetrically (the inverting stages are in the same position in
both branches) so as to not bias the collapse to one of the two branches in particular. In [21],
the authors show that symmetrical configurations are more stable and report better results.
This final value can be used to extract a bit for the PUF response.

In our proposed architecture, the TERORO cells are configured as a TERO with a
certain configuration and then they are enabled and allowed to oscillate for a certain
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time period until the oscillation is over. Since we do not know when the oscillations are
over, after a large enough time is given to let the TERO oscillation collapse, the output
“TERO_READ” can be read and stored in a memory component as the final collapsed value
of each TERORO cell. In this case, two evaluations can be carried out in parallel, one for
each bank of TERORO:s.

In this mode of operation, there is one bit extracted per cell ( = 2).

4.4. TERO Count and Subtract (or Extract from Loser)

In [13], the TERO-PUF presented uses this mode of operation. They select one pair
of TERO and count the total oscillations in each one, then they subtract the values of each
counter and extract from one to three stable bits for the PUF response; (in [31], the authors
use two to four possible stable bits). In [21], the authors compare the counter mode of
operation versus the collapse one. They see that the counter evaluation method has a lower
bit-aliasing than the collapse method.

There is also the possibility of choosing some bits of one of the counters of the TERO.
In our case we found better results when choosing the bits of the “loser” TERO than when
choosing bits from the subtraction result. Although the subtract method is more reliable
when temperature variations are present, since the number of oscillations of the TERO
would change, the difference between them could give us a more stable response.

For this method, the TERORO cells are also configured as the TERO of chosen stages,
but these time bits are extracted from the value of the counter of the “loser” TERO after
the oscillation of the selected TERO pair is finished. As in method “RO Count and Extract
from Loser”, the selected bits depend on their reliability and uniqueness. This method can
be evaluated in parallel with the “TERO Collapse Value” method. Note that the counters
are sufficiently large so that they will never be filled by the temporal oscillations of TERO,
they will only be filled when the cells are configured as RO.

In this mode of operation, there are from 1 to 4 bits extracted per pair of cells, that
is, from 0.5 to 2 bits per cell. This will depend on the reliability and uniqueness of the
counter bits. In our case, to ensure an acceptable reliability, we chose 1 bit per pair of cells,
son = 1.

4.5. TERO Count and Compare

We realised that by comparing the counters of a pair of TERORO cells configured as
TERO and seeing which one of them has a higher value, that is, which cell had a longer
oscillation, we can extract another bit of information for the PUF. It is similar to the “RO
count and compare” method, but in this case, it is not the “fastest” oscillator the one who
determines the output bit, but the most “enduring” one. We can also call this the sign-bit.
This method can also be evaluated in parallel with the other two TERO methods.

Like in method “RO Count and Compare”, half a bit per cell is extracted (y = 1), also
considering that the cells are used only once per competition.

To summarise, in Figure 7 we can see the comparison between all the TERORO modes
of operation and their extraction efficiency.

4.6. Alternative Evaluation—Hybrid Mode

There is a possible alternative hybrid configuration that can be used to achieve greater
security against ML attacks if the TERORO-PUF is implemented as a strong PUF, or against
side-channel in any case. The idea is to first evaluate all the TERORO cells as a TERO of a
certain configuration, depending on the input challenge, and use the collapse value as an
extra internal configuration parameter.
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))) )j) ) Count & Compare Which RO is faster? n=1
)D )D ) Count & Extract Select bits from loser |n=2
Odd configuration
(RO mode)

) ) ) Collapse | See collapse value of both TEROs |n=2
): ): Count & Subtract Subtract both co.unters and -1
)D )D ) select bits

Count & Compare | Which TERO endured more?|n=1

Even configuration
(TERO mode)

Figure 7. Comparison of all the possible TERORO modes of operation.

For example, suppose that a strong TERORO-PUF of 8 TERORO cells per bank (see
Figure 8) is implemented. When the challenge is sent, all 16 TERORO cells are evaluated
as TERO and the collapsed value of one of the branches is used (if the input challenge is
odd, that is, it configures a RO, it should be processed to adjust to a TERO configuration).
Suppose that, for reliability purposes, an error correction is performed [29] and the 16-bit
raw unstable output is reduced to an 8-bit stable output. This intermediate response,
which should be different for each device, can be used to mask the input challenge for
the subsequent TERORO configuration, either TERO or RO. Basically, we are using the
same PUF to generate an intermediate response that will be used to break the dependence
between the challenge and the response. This is up to the designer and will depend on the
reliability of the TERO evaluation (maybe the error correction needs to be more aggressive,
reporting a smaller intermediate configuration bit-string).

BANK-A
(8TEROROS) —_—) | 10011011

TERO Collapse

response
BANK-A

(8 TEROROS) | |—> | 01010010

After ECC

10101100

Input Challenge @ XOoR

——> [1] ... Jooo11001

22222421

1| ... |10110101

Masked
Challenge

Figure 8. Example of the Hybrid Method for masking an input challenge.
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It is important to reserve a ‘parity bit’, for example, the first one, to ensure that the
resulting challenge after the masking operation has the same parity as the original input
challenge. For RO configurations the parity is odd, and for TERO configurations the parity
is even. In the TERO case the parity check must be carried out in both branches because,
as we have stated earlier, each branch must have an odd number of inverting stages to
ensure an unstable state before setting the enable signal. Same with the masking operation,
it should be carried out in both branches so that they remain symmetrical.

Note that in this example we have used the “TERO Collapse Value” method for
generating the intermediate response, but any method could be used, or even several or all
of them combined, if we want more layers of masking.

Note, also, that the masking operation could be carried out in the PUF output as well,
masking the response instead of the challenge. The intermediate response could even
be used to select the mode of operation that will be used to generate the PUF response.
In these cases no parity bit would be necessary.

We see that having the extra configurability of TERO and RO gives us a wide range
of possibilities, both in the options of the intermediate response and in the target of the
masking operation.

5. Results in FPGA Test Implementation

In order to test the behaviour of the proposed TERORO cells, we are going to carry out
an implementation on an Artix-7 FPGA. This will be a strong PUF with few TERORO cells
(only one per bank) with many gates per cell, thus yielding many combinations of CRPs.

The circuit consists of two 32-stage TERORO cells, each one connected to a 16-bit
binary counter with the proper auxiliary circuitry to control the whole system and to
receive and transmit data. With that many stages, the total number of configurations is
231 for the TERO mode (considering symmetrical configurations and odd parity in each
branch) and 2% for the RO mode (considering asymmetrical configurations and odd parity).
With that many configurations, as few as two TERORO cells can be used to generate a long
enough output. In Figure 9 we can see a simplified schematic of the implemented circuit.
Since there is only one TERORO per bank, no selectors are needed and the output of each
cell is connected directly to each corresponding counter. The configuration for cell A is the
same for cell B.

Upper Branch Configuration (32 bits)
AR

CELLA
ouT
—> [COUNTER A (16 bit)
FULL STOP
TERORO CELL A (32 stages)
T T
ENABLE Lower Branch Configuration (32 bits)

Upper Branch Configuration (32 bits)
AR NN

CELLB FULL STOP
out

— | COUNTER B (16 bit)

TERORO CELL B (32 stages)

Lower Branch Configuration (32 bits)

Figure 9. Schematic of FPGA implementation of the strong TERORO-PUF.
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The evaluation test is performed as follows:

1. Send the configuration bit-string for TERO and RO. The number of configurations is
213 = 8192 (a random subset of all challenges), and each one is evaluated 10 times.

2. Receive the contents of both counters and the collapse value of the signal, in the case
of the TERO configuration, and the sign bit.

3.  Store the data on MATLAB R2022b and perform the necessary operations to charac-
terise the PUF according to the metrics shown in Section 3.

4. Repeat the operation across the 16 test devices (Artix-7 FPGAs) for inter-device
comparison, and repeat on single devices for intra-device comparison.

Figure 10 illustrates the experimental workflow as follows: configuration is sent from
the host to the FPGA, the selected mode is evaluated, raw signals (counters/collapse/sign)
are read back, and metrics are computed offline.

l_ RETRIEVE AND STORE ALL
- RESPONSES AND
COMPUTE METRICS OFFLINE

MATLAB

'::: = :‘.“‘.‘.\\

SEND CHALLENGE
(RO/TERO)

00 0]

DEVICE d

(Artix-7 FPGA)

it

Figure 10. Experimental workflow of the evaluation test.

RESPONSE FROM ALL
RO/TERO METHODS
]

00 10

dutt

5.1. RO Results: Counter Bits and Sign Bit

We now present the results of the experimental evaluation of the implemented
TERORO-PUEF. Note that bit-aliasing is not shown because, in this case, since we are
calculating the average of the parameters, the average bit-aliasing across all configurations
is the same as the average uniformity across all devices. In the case of reliability and
stability, we show the result for a particular device across 300 samples for each of the
8192 configurations for time-saving reasons. Uniformity is represented as F, uniqueness as
U, reliability as X, and stability above 99% as S.

In Table 1, we can see the average uniformity of the bits on the 16-bit counter of the
slowest RO. The most significant counter bits can appear saturated due to the stopping
criterion (one counter reaching FULL), making those bits nearly constant across configura-
tions; this can yield extreme values (e.g., uniformity near 100% while providing negligible
uniqueness), and therefore, these MSBs are not suitable candidates for response extraction.
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By selecting the most uniform, unique and reliable bits, bits 9 and 10, the
8192 x 2 = 16,384-bit output response of the PUF is shown in Figure 11 for one par-
ticular device. Black pixels represent a stable ‘0" and white ones a stable ‘1’. The pixels with
colour represent unstable bits, and the colour depends on their “closeness” to a stable ‘1’
(yellow) or ‘0" (dark red). The uniformity (considering only the stable bits) is 58.6% and the
percentage of bits with a reliability higher than 99% is 79.8%.

Table 1. Average uniformity, uniqueness, and reliability of the bits of the loser counter for the RO
configuration. The bits are counted from the MSB.

Bit 1 2 3 4 5 6 7 8
F (%) 100 100 100 100 100 0.5 92.5 354
U (%) 0.0 0.0 0.0 0.0 0.0 1.1 14.1 45.2
X (%) 100 100 100 100 100 100 100 98.4
S (%) 100 100 100 100 100 100 100 90.3

Bit 9 10 11 12 13 14 15 16

F (%) 54.7 50.2 50.2 50.2 50.0 50.0 50.1 49.8
U (%) 49.7 49.9 50.0 49.9 50.1 50.0 50.0 49.9
X (%) 97.8 95.5 90.9 81.8 64.3 52.3 52.3 52.3
S (%) 87.0 73.6 46.9 0.2 0.0 0.0 0.0 0.0

RO LOSER COUNTER BITS 9 & 10

UNIFORMITY = 58.3% - STABILITY(>99%) = 80.3%
= "Wﬂ:‘ e O - F o i
by = LLE losg
20
10.8
40 10.7
10.6
60 &
0.5
80 0.4
0.3
100 0.2
0.1
120
0

20 40 60 80 100 120

Figure 11. Example of the response of the RO loser counter selected bits (9 and 10) for device #1.

In Figure 12 there is a histogram of the uniformity and uniqueness for the output
generated by bits 9 and 10 for the RO configuration across all the 16 test devices. We can see
that bit 10 is more centred around the mean (~50%) distribution while bit 9 has a broader
distribution. This gives a slight disadvantage to the quality of the characteristics of bit 9,
but it is compensated by a better reliability (97.8% vs. 95.5%, see Table 1).
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In the case of the sign bit, for the RO configuration, the second cell was faster in all
evaluations. This shows that the frequency of the TERORO cell in RO mode depends little
on the configuration.

0 RO Counters - Uniformity 0 RO Counters - Uniqueness
EF-BITO [u-BIT9
g CJF-BIT 10 o [Ju - BIT 10
W W
@ @
Q Q
> 6 > 6 —
D D
gl gl
© 4 © 4
o o
b b
2 —’_‘ 2

0
30 40 50 60 70 (%) 45 475 50 525 55 (%)

Figure 12. Distribution of the uniformity and uniqueness across all 16 devices for bits 9 and 10 of the

counters for RO configuration.

5.2. TERO Results: Counter Bits, Collapse Value, and Sign Bit

Table 2 shows the average uniformity of the bits of the counter of the TERO that had a
shorter oscillation (the “loser” one).

Bit 10 could be used to generate an output. The result is shown in Figure 13 for one
particular device. The uniformity is 62.3% and the percentage of stable bits with a reliability
of 99% or more is 59.7%. As we see, comparing with the response of the RO configuration,
this response is less stable. Nevertheless, with an algorithm of selection and error correction
we could select only those configurations that produce a stable output and discard the
unstable ones. This would reduce the bit-length of the output (or the usable CRPs), but it
will produce a stable and usable response.

Table 2. Average uniformity and reliability of the bits of the loser counter for TERO configuration.
The bits are counted from the MSB.

Bit 1 2 3 4 5 6 7 8
F (%) 0.1 0.1 0.0 0.1 0.1 0.2 1.6 9.5
U (%) 0.1 0.1 0.1 0.1 0.2 0.4 3.1 15.8

X (%) 99.8 99.8 99.9 99.8 99.7 99.4 98.8 97.2
S (%) 99.1 98.9 98.8 98.6 98.4 97.8 94.2 86.4
Bit 9 10 11 12 13 14 15 16
F (%) 36.3 61.9 47.2 50.4 50.0 50.4 50.3 514
U (%) 37.7 43.8 48.7 49.7 49.9 49.9 50.1 49.9
X (%) 94.5 90.7 84.5 76.3 66.6 58.3 53.6 524
S (%) 73.7 59.7 39.6 19.4 5.6 0.4 0.0 0.0

In Figure 14 there is a histogram of the uniformity and uniqueness across all the test
devices for the output generated by bits 9 and 10 for the TERO configuration. We see that
bit 9 has a worse quality in terms of uniformity and uniqueness, although it has a better
reliability and stability, so it could be considered as a candidate for the response in the
TERO count and extract from loser mode. In Table 2 we see that bit 11 has good uniformity
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and uniqueness metrics, but reliability and stability are lower (less than half of the bits are
stable in this case), so the decision of using it as part of the response must be pondered
depending on whether we want a more reliable PUF or a more uniform and unique one.
In Section 6 we see that bit 11 also has a higher instability for extreme temperatures (in the
—10 °C to 80 °C range) than bits 9 and 10.

TERO LOSER COUNTER BIT 10
UNIFORMITY 62.3% - STABILITY(>99%) 59 7%

20 40 60 80 100 120
Figure 13. Example of the response of the TERO loser counter selected bit (9) for device #1.

15TERO Counters - Uniformity 1(')I'ER0 Counters - Uniqueness

| [
OF-BIT9 o i [u-BIT9
EF-BIT 10 8 U -BIT 10
3 8
g0 8
g 5 ©
=] ©
G B 4
o 5 o
z pd
2
0 0
20 30 40 50 60 70(%) 35 40 45 50 (%)

Figure 14. Distribution of the uniformity and uniqueness across all 16 devices for bits 9 and 10 of the
counters for the TERO configuration.

Table 3 shows the uniformity and reliability of the sign bit, the value of the collapsed
signal of the TEROROs, the XOR operation of the collapse value of both cells, and the XOR
operation of both the collapse value and the sign bit together, respectively. This last metric
can be seen as strange, but the reason we have computed it is because the results are not
that good in terms of uniqueness on the other metrics independently, but when XORed,
they give a much better result in terms of uniformity and uniqueness. The reliability is
lower (93.2% reliability, and 72.8% of 99% stability), but it is still a viable result.

By looking at the uniformity of the “XOR collapse” value, which is the XOR operation
of the collapse signal of cell A and cell B, we can infer that the collapse value of cell A
is often the same as the one of cell B. Also, the uniqueness of the collapse signal is low,
showing us that there is a bias in the structure that favours one particular state over the
other. This is probably because of an asymmetric routing in the FPGA, where a bias is
introduced in some gates so that some configurations give us a very similar response in all
devices. We did not see this behaviour in the counter or sign modes, because there only
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the number of oscillations matters, and whether the oscillation collapses to a ‘0" or a ‘1" is
irrelevant and is not affected by this bias.

Table 3. Average uniformity, uniqueness, and reliability of the bits of several values for the

TERO configuration.
Value Sign Collapse XOR Coll. XOR (Sign, XOR Coll.)
F (%) 53.5 41.3 28.0 52.8
U (%) 39.9 22.7 32.1 45.8
X (%) 98.2 97.3 94.7 93.2
S (%) 89.5 90.7 82.1 72.8

6. Thermal Characterisation

In this Section, we assess the stability of the response when changing the temperature
of the FPGA from —10 °C to 80 °C in device #1, the same one we used to compute the
reliability and stability for nominal operating conditions, which we have called the “model
response”. We will compute the difference between the response in a certain temperature
and the model response considering only those configurations that are already stable at
nominal temperature. The difference is computed using the HD expressed in percentage.
We will divide the analysis in two categories as follows: the “counter responses”, which
are those that use the bits of the loser counter, for either RO mode or TERO mode, and the
response for the collapse bit of each cell, the sign bit, and the XOR of all.

From Figures 15 and 16 we can infer that the nominal temperature is between 20 °C
and 40 °C, although, interestingly enough, in the RO counter response, the bits are more
stable in the 40 °C and 50 °C range.

RO COUNTERS - TEMPERATURE VARIATION

——Bit 8
—¥—Bit 9 i
=»—=Bit 10 <

oo
[

(=]
[

20

Difference from
Model Response (%)
o
[}

-10 0 10 20 30 40 50 60 70 80
Temperature (°C)

TERO COUNTERS - TEMPERATURE VARIATION
—¥—Bit9 7

—3—Bit 10
—¥—Bit11| X

—-
[
T

Ry s

Difference from
Model Response (%)
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Figure 15. Difference from the model response in device #1 of the counter response (RO & TERO)
across the selected temperature range [—10 °C, 80 °C] in 10 °C steps.
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Concerning the counter response, in Figure 15, we see that bits 8, 9, and 10 of the RO
mode have a higher instability for extreme temperatures compared to bits 9, 10, and 11
of the TERO response. For bit 10 there is as high as a 70% difference from the model
response at —10 °C, which means that more than half of the stable bits of the response were
“flipped”. Although in Section 5 we used bit 10 to generate a response, we see that it is more
unreliable than bits 8 and 9. Nevertheless, we see that between 40 °C and 50 °C the response
has a low difference for all three bits, so the selection for the response will depend on the
environmental conditions. In the case of the TERO mode, the difference is lower, having
a high stability plateau at the [20 °C, 40 °C] range and a higher variation at the extreme
temperatures, particularly the cold ones, but it is not as high as the RO mode response.

TERO COLLAPSE & SIGN - TEMPERATURE VARIATION
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Figure 16. Difference from the model response in device #1 of the collapse bit of each cell, sign bit,
and the XOR operation of all across the selected temperature range [—10 °C, 80 °C] in 10 °C steps.

In Figure 16 we see that the collapse bits of both cells are the most stable response
across all temperatures, with not even a 1% difference from the model response. The sign bit
is slightly more unstable in the extremes and the XOR of all values is the one with a greater
difference from the model response. Nevertheless, all of them have a lower variation that
the ones of the counter response.

This behaviour was expected, particularly for the RO mode, because the frequency
of oscillation of ROs is very dependent on temperature. In the case of the TERO counter
mode, the instability is lower than in the RO mode because the important metric here is not
the “speed” of the oscillator, that is, the frequency, but the “endurance”, that is, the number
of oscillations until collapse. Both branches of the TERO can be considered as two ROs
connected to each other, so the number of oscillations depends more on the difference of the
delays of both branches (the difference of the frequencies of both ROs). Then, if temperature
changes, both ROs will be affected and this change will be cancelled when coupled together
in the TERO.

7. Comparison of the Results

In this section we compare the results of the characterisation metrics of the TERORO-
PUF with other TERO-PUFs and RO-PUFs in the scientific literature. To put RO/TERO-like
designs in context, Table 4 provides a high-level qualitative comparison of representative
strong PUF families (e.g., Arbiter-based, XOR Arbiter, Feed-Forward, SRAM-based, Bistable
Ring, and RO/TERO-based designs). The goal is not to rank schemes by a single metric,
but to summarise the main advantages and drawbacks of each type of PUF.

In Table 5 there is a comparison of the uniformity, uniqueness, and reliability of the
different methods of evaluation compared with other similar PUFs. In the case of the
methods that involve the bits of the counters, we used bit 9 for RO mode and bit 10 for
TERO mode.
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Cross-paper comparisons should be interpreted with care, as reported metrics de-
pend on the FPGA family, the number of devices, environmental conditions (tempera-
ture/voltage), CRP selection methodology, and whether auxiliary circuitry is included in
the reported area (for results in Table 6).

Table 4. Qualitative comparison between types of strong PUFs.

PUF Family

Advantages Drawbacks

Arbiter PUF (APUF) [32]

XOR Arbiter PUF [33]

Feed-Forward Arbiter PUF [34]

Easy to implement, lightweight, large  Easy to break with ML attacks, needs
CRP space [32] careful symmetrical routing [32]

Still vulnerable to

reliability-based /chosen challenge
attacks [33], reduced reliability due
to using several plain APUFs [32]
Higher non-linearity, stronger against Degraded reliability [32], still

ML attacks [35] vulnerable to some ML attacks [35]
Strong version of the traditional

More robust than plain APUF [33]

CRP SRAM PUF (strong) [36,37] SRAM PUF, compact area and high ~ Susceptible to aging effects [38]

Bistable Ring (BR) PUF [39]

Configurable Ring Oscillator (RO)

PUF [18,19]

power efficiency [36]

Strong inherent non-linearities and
long read-out times, hence stronger
against ML attacks [39]

Strong version of the traditional
RO-PUEF, high amount of CRPs, more
compact [19]

Noticeably sensible to temperature
variations [39]

Can suffer from temperature
variations, vulnerable to ML attacks

Configurable Transient Effect Ring More resilient to ML attacks than Requires careful matching between

Oscillator (TERO) PUF [21]

Configurable RO-PUFs [21] branches [21]

In RO mode, the TERORO-PUF achieves 49.74% uniqueness, which is close to the val-
ues reported by several RO-based strong PUFs. Uniformity (54.66%) and reliability (97.81%)
are within the range of prior studies, although some designs report uniformity closer to
the ideal 50% and slightly higher reliability. Overall, these results indicate competitive RO
mode behaviour while prioritising configurability and compact FPGA cost.

In the case of the TERO counter mode, we have a uniformity of 61.92%, a uniqueness
of 43.76%, and a reliability of 90.73%. These results are improvable and worse than the
other TERO PUFs in the table, but we have better results for the XOR operation of the
collapse value and the sign bit (which we have called “TERO XOR” in Table 5 and placed
it in the last row). In this case, we have a uniformity of 52.83%, which is better than most
of the other sign and collapse results of the other TERO-PUFs. The uniqueness is 45.79%,
improvable but close to the other PUFs, and the reliability is 93.15%, which in this case is
the weakest point.

Performance can be further improved by (a) bit-position selection based on joint
reliability /uniqueness screening, (b) challenge screening to discard unstable configurations,
and (c) lightweight post-processing/ECC when stable key material is required. In addition,
enforcing a tighter placement/routing symmetry may reduce the structural bias observed
in collapse-based metrics, while mixed outputs (e.g., XOR combinations) can mitigate bias
at the response level (as observed).

In Table 6 there is a comparison in terms of the occupied resources of FPGA. The most
important metrics are the last two, which state the amount of LUTs per bit of the challenge
input. This shows how much does LUT utilisation escalates in proportion to the length
of the challenge bit-string. The lower it is, the more compact the PUF will be for a certain
amount of maximum CRPs. We must say that this metric should only be applied to strong
PUFs, because weak PUFs have a low amount of CRPs by construction.
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Table 5. Comparison of the characteristics of the TERORO-PUF with other ROs and TERO PUFs.

Thi
(%) Wolri (18] [191 [401 [20] [30]1 [41] [26] [31] [13] [21] [22] [24] [23]
F - 4998 4974 46.78 - - - 47.71 - - - - - -
RO Sign 8] - 49.76 4479 48.64 4876 - - 47.38 - - - - - -
X - 98.63 98.01 ~99 97.72 - - 98.78 - - - - - -
F 54.66 - - - - 50.08 54.23 - - - - - - -
RO U 49.74 - - - - 49.15 48.32 - - - - - - -
Counter X 97.81 - - - - 9795 97.70 - - - - - - -
F 61.92 - - - - - - - 54.2 - 50.31 - - -
TERO U 4376 - - - - - - - 48.07 4699 49.38 - - -
Counter X 90.73 - - - - - - - 9827 9421 96.52 - - -
F 53.53 - - - - - - - - - - - - 49.26
TERO U 3986 - - - - - - - - 48.93 - - - 53.65
Sign X 98.22 - - - - - - - - 97.56 - - - 98.27
F 41.25 - - - - - - 56.23 - - 4582 4829 50.02 -
TERO U 2269 - - - - - - 53.79 - - 3139 49.08 49.78 -
Collapse X 97.29 - - - - - - 98.66 - - 98.68 99.99 99.99 -
F 5283 - - - - - - - - - - - - -
TERO U 4579 - - - - - - - - - - - - -
XOR X 9315 - - - - - - - - - - - - -
Table 6. Comparison of the resources used and total CRPs of the TERORO-PUF with other PUFs.
This
[18] [19] [40] [30] [41] [26] [13] [21] [22] [24] [23]
Work
LUTs 142 72% 820 362 1500 * 1862 110 4608 * 17* 535 3584 * 130 *
Registers 36 - 420 217 - 365 94 - - 0 - -
Slices 82 - - - - - 53 512* - 256 - -
CRPs  95.10 18.10° 43.10¥ 65536 22,500 1920 65,536
(RO) e O [ 'y 7 'y - - - - -
CRPs .10° - - - . _ 1010 * 109
(TERO) 2.1-10 65,536 16,384 1.7-10 8 128 43-10
LUT/bit * *
(RO) 2.25 1.13 6.56 22.63 14.46 169.2 6.88 - - - - -
LUT/bit * * * *
(TERO) 4.58 - - - - - 6.88 329.1 0.5 66.9 28 2.03

An asterisk (*) denotes that the authors did not include auxiliary circuitry in the measure (only oscillator core).

By looking at the implementation costs, we see that the TERORO-PUF is quite compact
compared to other implementations. With only 142 LUTs and 36 registers in 82 slices, we
can implement a strong PUF with almost 10" CRPs for RO mode and 2 x 10° CRPs for
TERO mode. This gives us 2.25 LUTs per bit of the configuration input for the RO mode
and 4.58 LUTs per bit for the TERO mode. The important comparisons should be carried
out with the same type of strong PUFs of several stages, like the configurable RO-PUFs
in [18,19] or the configurable TERO-PUFs in [21,23]. The design presented in [26] which
also has the RO and TERO modes in the same structure is an important comparison.

The RO-PUF in [18] is the only one that surpasses the TERORO-PUF with 1.13 LUTs/bit,
although this is without considering the extra circuitry like counters, only the ROs (in this
design they use one reference RO and another target RO). Even so, for long challenges like
in this case, the contribution in terms of the hardware utilisation of the other circuitry is
not that significant. This design uses four configuration bits and two LUTs per inverting
stage, while we use one configuration bit and one LUT per inverting stage, half the amount
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of configuration bits per LUT. That is why the TERORO has an almost double amount of
LUTs per configuration bit. The RO-PUF in [19] uses 6.56 LUTs/bit.

The TERO-PUF in [21] achieves an even better result with only 0.5 LUTs per configu-
ration bit, because it uses five configuration bits and only 1 LUT per stage. Nevertheless,
in this paper, the authors did not show any results regarding hardware utilisation, al-
though we inferred from their design how many LUTs they would require to achieve a
TERO-PUF with a similar amount of CRPs. Also, the TERO PUF in [23] uses approximately
half of the LUTs/bits of configuration (2.03) that we use because it only uses one TERO and
we use two for this TERORO implementation.

The PUF in [26] is the only one we found that has both TERO and RO capabilities
(although they only use the collapse value for the TERO configuration) in the same PUF,
and it uses a total of 110 LUTs to implement a PUF with 16-bit challenges for both RO
and TERO mode. Nevertheless, this design uses a feedback obfuscation mechanism for
the challenges; considering only the oscillator core, they use the same LUTs as bits of
configuration plus one, which would give a result of almost 1 LUT /bit.

The results, although improvable, show that they can be used in a real-world ap-
plication with some error correction and post-processing algorithms. The better results
we obtained were from the RO mode, although the TERO modes are also usable. In this
particular implementation the RO sign-bit is not used, but it could be interesting to compare
the values of the counters of one single TERORO cell in RO mode across two different
configurations with another reference clock signal (system clock or another reference RO).
The area used is quite compact, similar to other strong PUFs in the literature, and it could
be improved by using all the inputs in the LUTs as configuration bits as stated earlier
to achieve a greater amount of CRPs per LUT. The main advantage of this design is its
flexibility and multiple mode of operation that allows obfuscation using an intermediate
result (see Section 4) or just as a way of having extra responses per challenge.

8. Conclusions

We have presented in this paper a full assessment of an FPGA implementation of
a PUF that implements the RO and TERO functionalities in the same cell, the so-called
TERORO cell. The main strength of the TERORO-PUF is that it is quite compact in terms of
area and resource utilisation and it has the capability of retrieving several responses from
two different functionalities, RO and TERO.

The proposed TERORO-PUF provides near-ideal uniqueness in RO-counter extrac-
tion (49.74%) with 97.81% reliability. In TERO configuration, XOR-based mixing im-
proves the balance of uniformity/uniqueness (52.83%/45.79%) at the cost of reduced
reliability (93.15%), motivating response-bit screening and lightweight post-processing
in future work. In terms of resource utilisation, it maintains a compact implementation
(142 LUTs/ 36 registers /82 slices).

The sign bit of the RO configuration retrieved always the same response, so it could
not be used, but a different implementation with more TERORO cells, or comparisons with
the same cell but different challenges plus a reference clock or RO, could be interesting as
future work to be able to exploit the sign-bit of the RO mode.
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