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Abstract

To address the characteristics of persistent attack propagation, heterogeneous associations,
and temporal evolution of attack behaviors in dynamic networks, this paper proposes
AC-ODE, a dynamic network attack prediction model based on attack-context graph neural
ordinary differential equations, which jointly predicts host node risk and attack propagation
along links. Specifically, a relation-aware historical state encoding module is first designed
to extract multidimensional and comprehensive cybersecurity context from multi-frame
temporal graph snapshots. An attack-context-conditioned continuous propagation mod-
ule is then constructed to model the continuous evolution of latent states on discretely
observed graphs, while using attack context to modulate propagation intensity. Finally,
a historical-future state gated fusion mechanism is introduced to enable joint node-edge
prediction. Compared with existing methods based on discrete snapshot modeling, AC-
ODE more accurately characterizes risk variation trends as network attacks transition from
activation to attenuation. Experimental results on three public datasets—LANL, the DARPA
Operationally Transparent Cyber (OpTC) dataset, and CICIDS2017—show that AC-ODE
outperforms multiple baseline methods in terms of both AP and Hits@10, achieving an
edge-level AP of 0.974 on OpTC, which corresponds to a 73.8% relative improvement over
the second-best method. Ablation studies and temporal evolution analyses further demon-
strate that the core modules play an important role in improving prediction accuracy and
capturing the temporal evolution patterns of network attacks.

Keywords: attack behavior prediction; dynamic networks; graph neural networks; neural
ordinary differential equations; continuous-time modeling

1. Introduction

With the rapid development of enterprise networks, the Internet of Things (IoT),
W) Check for updates

and cloud-edge collaborative infrastructures, cyberattacks have evolved from isolated
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highly time-varying and uncertain [3,4]. Existing studies have shown that the key to
APT prediction lies in predicting subsequent behaviors based on the current attack stage.
However, owing to the strategic adaptivity with which attackers dynamically adjust
penetration paths, conventional prediction models struggle to identify previously unseen
APTs, and accurate prediction of cyberattacks remains a major challenge [5]. Traditional
passive detection methods largely rely on post hoc alerts and attack tracing, making
it difficult to capture potential risks at an early stage. Meanwhile, static attack graphs
and discrete-state modeling methods are inadequate for characterizing the continuously
time-varying evolution patterns and link-level propagation processes of cyberattacks.
Therefore, conducting attack situation awareness and threat evolution prediction in
dynamic network environments, so as to predict attack progression and subsequent risks
in advance and establish proactive defense mechanisms, is of considerable theoretical
and practical significance.

Graph neural networks (GNNs) provide a more suitable structural modeling paradigm
for this problem. Existing studies have shown that graph representation learning methods
can explicitly model topological relationships among network entities and exhibit stronger
expressive power for complex structural patterns in tasks such as intrusion detection and
anomalous traffic identification [6]. For example, Anomal-E improves network intrusion
anomaly detection through a self-supervised graph representation learning framework [7],
while TS-IDS introduces a traffic-aware self-supervised learning mechanism to enhance
model adaptability in IoT scenarios [8]. Nevertheless, most existing graph-based methods
are still built on static network graphs or short-term discrete snapshots and focus primarily
on anomaly identification at the current time step, while failing to characterize how network
risks progressively propagate from historical states to future time points.

Compared with discrete temporal iterative schemes, neural ordinary differential equa-
tions model the continuous evolution of latent states, enabling better handling of irregularly
observed data and a smoother characterization of state transitions. Neural ODE [9] estab-
lished a general paradigm for the continuous evolution of latent states. Xhonneux et al. [10]
proposed continuous graph neural networks, extending the continuous dynamic model-
ing capability of neural ordinary differential equations to graph representation learning
and enabling continuous temporal evolution modeling of graph nodes. Huang et al. [11]
further proposed a continuous spatiotemporal graph neural differential equation model
for dynamic graph link prediction. These studies have laid the foundation for continuous
dynamic graph modeling; however, they remain insufficient in exploiting attack context
and risk propagation semantics in cybersecurity scenarios.

From the perspective of cyber offense-defense mechanisms, network threats manifest
along two dimensions: anomalous node states and anomalous propagation relationships.
Accordingly, dynamic network threat detection requires the simultaneous modeling of
node-level risk prediction and edge-level attack propagation prediction.

The main contributions of this paper are summarized as follows:

e  We develop a joint prediction model for dynamic network attack prediction that si-
multaneously performs node-level risk evolution prediction and edge-level attack
propagation prediction, covering both inter-host attack propagation links and intra-
host behavior relations. The proposed model effectively addresses the limitation of
conventional methods in coupling network topology with the evolution of attack prop-
agation paths, and provides a standardized modeling framework for joint APT analysis
in dynamic network environments.

e  We design a relation-aware historical state encoding module that extracts historically
informed feature representations with security semantics from multi-frame temporal
graph snapshots, thereby effectively compensating for the insufficient characterization
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of temporal risk evolution patterns in existing static-graph and short-term discrete-
snapshot methods.

e  We construct an attack-context-conditioned continuous propagation module to model
continuous threat evolution patterns under historical states, thereby addressing the
limitation of existing continuous-time graph models in insufficiently exploiting attack
context and risk propagation semantics.

2. Related Work
2.1. Dynamic Graph-Based Network Attack Prediction

Contemporary cyberattacks have evolved from isolated intrusions into multi-stage
lateral penetration behaviors, and security prediction has accordingly shifted from static
anomaly detection toward dynamic temporal prediction [12]. Early temporal prediction
models did not incorporate network topology into the modeling of attack propagation pat-
terns and were therefore inadequate for characterizing cross-node risk diffusion processes.
Graph neural networks (GNNs) enable efficient modeling of network topological structures,
and their representational advantages in capturing entity interaction patterns have been
validated in intrusion detection tasks [6]. Static graph encoders such as GraphSAGE [13],
GCN [14], and GAT [15], when combined with recurrent units such as GRU [16], iteratively
update node representations through temporal modules and constitute one of the main-
stream baselines for modeling discrete dynamic graphs in network intrusion detection [6].
EvolveGCN [17] iteratively updates the graph convolutional weight parameters of each
layer through recurrent units such as GRU and LSTM, thereby modeling graph structural
evolution through parameter dynamics. Jiang et al. [18] proposed TFLAG, a bias-aware
temporal provenance graph joint learning architecture, which improves detection accuracy
in APT scenarios characterized by covert and subtle temporal perturbations. Guan et al.
investigated topology-based node-level membership inference attacks, designing feature
processing and attack training strategies that integrate information from target nodes and
their neighborhoods. Their study focuses on the privacy of training data in graph models,
complementing the present work on host risk and attack-related relation prediction for
future time windows [19]. However, these dynamic graph-based network attack prediction
methods still rely on fixed-window discrete snapshot modeling and suffer from two major
limitations. First, the continuously evolving attack propagation process is discretized into
independent time steps, making it difficult to accurately characterize the transition dy-
namics of lateral attack penetration; consequently, prediction in progressive stealthy attack
scenarios, such as port scanning and slow penetration, exhibits evident lag and performance
fluctuation. Second, these methods mainly focus on node-level anomaly detection and
provide insufficient modeling of the edge-level evolution patterns of attack links, thereby
failing to meet the requirements of attack path prediction.

2.2. Graph Neural Differential Equations and Continuous Dynamic Graph Modeling

Unlike iterative modeling based on discrete snapshots, continuous-time modeling
provides a smoother characterization of gradual state evolution and is therefore highly
consistent with the physical nature of lateral attack diffusion in networks. Neural ODE [9]
established a general modeling paradigm for the continuous evolution of latent states,
laying the foundation for continuous dynamic system modeling. CGNN [10] developed
an ODE-driven continuous graph modeling approach, extending discrete graph neural
networks into continuous dynamic systems and theoretically alleviating the oversmooth-
ing issue of discrete GNNs. CTGNDE [11], a continuous-time graph neural differential
equation model, and demonstrated on real-world network link prediction tasks the
performance advantage of continuous temporal modeling over discrete dynamic graph
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methods. Overall, existing graph ODE methods predominantly adopt homogeneous
propagation dynamics and do not incorporate the semantics of cyberattack scenarios. As
a result, they are unable to distinguish propagation differences across heterogeneous
communication links and struggle to accurately characterize the continuous evolution
patterns of attack propagation.

2.3. Joint Node—Edge Temporal Graph Representation Learning

The dynamic evolution of cyberattacks simultaneously manifests as anomalous node
states and malicious propagation behaviors over communication links; this process can
therefore be modeled as a coupled node—edge evolution system [6]. TGAT [20] and
DyRep [21] achieve node representation learning or link prediction based on continuous-
time dynamic graphs. However, both adopt independent single-task modeling during
training and do not establish a collaborative optimization mechanism for node-level risk
prediction and link propagation prediction, making them insufficient for supporting
dynamic representation and evolutionary prediction of attack behaviors over network
links. Studies in graph learning have shown that multitask joint modeling of node classi-
fication and link prediction can mutually improve the performance of both tasks [22].
Nevertheless, most existing methods are still developed within static or discrete-snapshot
temporal frameworks and lack a dual-task collaborative optimization mechanism for con-
tinuously evolving temporal graphs, making them unable to realize dynamic prediction
of full attack-chain evolution.

In summary, the existing literature suffers from three core limitations. First, discrete
snapshot-based modeling paradigms are inadequate for accurately characterizing the con-
tinuous diffusion process of lateral attack penetration, resulting in significant prediction lag
in progressive stealthy attack scenarios. Second, existing graph neural differential equation
models employ homogeneous propagation dynamics and lack attack-scenario semantics,
leading to insufficient capability to distinguish the propagation behaviors of heterogeneous
communication links. Third, there is a lack of node-edge collaborative optimization mecha-
nisms under continuous temporal frameworks, which prevents dynamic prediction of full
attack-chain evolution. To address these limitations, we propose AC-ODE.

3. Method
3.1. Problem Definition

Let the dynamic graph of a network attack scenario be represented as a sequence of
graph snapshots segmented by time windows:

Gir ={G',G%...,G"},

1
G'=(V,E', X",R", A M

The node set is defined as
V=VyuVg,

where V; denotes the set of internal host nodes and V5 denotes the set of service nodes. E!
is the directed edge set at time t, X € RIV*4x and A? € RE'*4 denote the feature matrices
of nodes and edges, and R’ denotes the edge-type set.

Let the historical observation window of length L be defined as

Ht — {Gt—L+1, Gt—L+2, ., Gt}/ (2)

This paper considers two prediction tasks for network attacks at time f + 1:
Node-level risk prediction: determine whether each node v; € V; is a high-risk node
attimet + 1;
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Edge-level attack propagation prediction: determine whether each candidate edge
(v;,v;) at time t + 1 corresponds to an attack propagation link.
The model learns the mapping

FiH, o (}A,t+1,2t+1), 3)

where §1t+1 S [0,1]“/”‘ denotes the predicted risk probabilities of host nodes, and

2" € 10,11 denotes the predicted probabilities of attack propagation over the candidate
edge set €.

The dynamic evolution of cyberattack risk states is further formulated as a continuous-
time derivative process, whose evolution law is described by an ordinary differential equation:

dZ(T) B
dr

fG(Z(T)/ Gt/ T)/ (4)

where Z(7) denotes the continuous-time latent state trajectory of nodes over T € [0, 1],
with 7 = 0 corresponding to the historical endpoint ¢, and T = 1 corresponding to the
prediction time ¢ + 1, f, denotes the attack-context propagation function parameterized.
which serves as the core ODE module of the proposed AC-ODE model.

The model is trained by minimizing the joint classification loss for node-level risk
prediction and edge-level attack propagation prediction. The overall optimization objective
is formulated as

mingL = A, Lyoge + AeLedger (5)

where L, and L,;,, denote the binary cross-entropy losses for node-level risk prediction

dge
and edge-level attack propagation prediction, respectively; A,,,A, > 0 are task-balancing
coefficients; and 6 represents the set of all trainable model parameters. Their detailed

definitions will be provided in the subsequent sections.

3.2. Overall Framework

As illustrated in Figure 1, AC-ODE consists of four components: a relation-aware
historical state encoding module, an attack-context-conditioned continuous propagation
module, a historical-future state gated fusion module, and a joint node—edge prediction
module. These modules sequentially perform historical information extraction, continuous
evolution modeling, feature fusion representation, and joint prediction output. The core
functions of each module are summarized as follows:

e Relation-aware historical state encoding module: This module integrates edge at-
tributes and edge-type semantics to perform relation-aware graph encoding over
multiple snapshots within the historical window. It further aggregates historical infor-
mation through causal temporal attention, temporal decay, and a dual-gated selective
forgetting mechanism, thereby producing the current historical security state.

e  Attack-context-conditioned continuous propagation module: Taking the historical
security state as the initial condition, this module performs ODE-based evolution of
latent states on discretely observed graphs, using edge-level attack context to modulate
risk propagation intensity and message content

e  Historical-future state gated fusion module: This module adaptively fuses the historical
security state with the propagation trends reflected in future latent states, and outputs
the final node representations.

e Joint node—edge prediction module: Based on the final predictive states, this module
simultaneously performs node-level risk prediction and edge-level attack propaga-
tion prediction.
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Figure 1. Overall framework of AC-ODE. The model consists of four components: the relation-aware
historical state encoding module, the attack-context-conditioned continuous propagation module, the
historical-future state gated fusion module, and the joint node—edge prediction module.

The overall framework pipeline can be formulated as follows:

H"*!* = HistEnc(J,),
Z'*!' = AC-ODE(H"*"!,G!),
A GatedFusion(H"*", Z!*1y,
'z = PredHead(zHl, &)

(6)

where H"*"* denotes the historical security state, Z'*! denotes the future latent state,

——
andZ ~ denotes the final predictive state after fusion. &, denotes the set of prediction-
head parameters.

3.3. Relation-Aware Historical State Encoding Module
3.3.1. Relation-Aware Graph Encoding for a Single Snapshot

For each historical snapshot at time s € {t — L + 1, ...,t} given the node feature matrix
X%, a linear projection is first applied to map the node features into the hidden space:

H = X°W,,, (7)

where W;, € R%*% is a trainable parameter matrix, and d;, denotes the hidden dimension.
By incorporating edge attributes and edge-type embeddings, a relation-aware message
is constructed for each edge (i,j) € E*:

= ([0 125 173, ®)

where ¢,,(-) denotes the message MLP implemented in the model, h{'and h]s«’l are the source-
node and target-node features at layer /, aj; denotes the edge attribute, and rj; denotes the
edge-type embedding.
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An attention mechanism is then used to weight the importance of neighboring nodes:

eXP(% ( [h?’lllhf"||a§j||r§].] ))
> exp( ¢ (Thy 10 a1 ) )

keN-()

s, _
i—»j =

(9)

where N~ (j) denotes the set of source nodes pointing to node j. Accordingly, the node state
at the next layer is updated as:

h]S"H—l — DrOpOut(ReLU(LN(wselfh;’l + Z “f’—{]mf,—{]) ) ) . (10)
ieN~(j)

where W, denotes the self-linear transformation matrix, and LN(-) denotes
layer normalization.

Compared with GCN or graph attention mechanisms that aggregate only neighbor-
ing node features, the proposed method encodes node attributes, edge attributes, and
relation types into node representations in a unified manner, making it more suitable
for cybersecurity scenarios in which different communication relations carry distinct
risk semantics.

3.3.2. Causal Temporal Attention and Temporal Decay

After obtaining the historical node representation sequence {Ht_“l, HIL2, Ht},
causal temporal attention is employed to aggregate them.

For each node 7, with its node representation at the current window endpoint ¢, hf,
serving as the reference, we construct

where Wy, Wy, Wy, are trainable parameter matrices. Here, q, denotes the query vector
used to retrieve historical information semantically relevant to the current state; k; denotes
the key vector at historical time s, serving as the index for semantic matching; and v denotes
the value vector.

A learnable temporal decay term is further introduced so that more recent information
receives larger weights:

—5 <ql" kf>

a; = ——— — softplus(y)(t —s), (11)
v,

where @; denotes the raw attention score of the historical state at time s, and - is a learnable
decay coefficient. After the softplus transformation, it remains positive and controls the
attenuation rate of historical information. This design is inspired by the decay attention
mechanism in time-series modeling [23] while being adapted to cybersecurity scenarios:
recent behaviors are more critical for the current node risk state, whereas distant historical
information is retained as background context.

The historical value vectors are then aggregated to obtain the historical contextual
feature of node i:

t =
¢, = Z teXP(lxl) vi. (12)
s=t—L+1 Z exp(ﬁ?)
u=t—L+1
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A dual-gated selective forgetting mechanism is designed to filter irrelevant histori-
cal noise:
r, = o(W,[c; I 1R/ ] +b,),u; = o (W,[c; I | h/™7'] +b,),

~ A : i 13
B, = tanh(W.[c; 1 b Il (r; o /™" ] +b,), /™ =u, 0 h; + (1 —u,) O h}. (13)

where h?iSt’t_l denotes the node security state at time t — 1; the reset gate r; controls the
retention of historical information, while the update gate u; adaptively balances the fused
candidate state and the original feature at the current time step. Here, ©® denotes element-
wise multiplication. The final output is the historical security state matrix H"*'.

3.4. Attack-Context-Conditioned Continuous Propagation Module

As illustrated in Figure 2, attack context modulates propagation weights and message
content, and the model evolves the historical security state into a future latent state through
multiple update steps. The curves below schematically illustrate changes in a latent-state
coordinate of different nodes across update steps.

(a) Attack-context-conditioned graph ODE

Attack context modulates propagation weights and message content.

Zm) Z(l) Z(Z) Z(J) Z(4J

_— _— _— _—a
o @) o @) (@)
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28D = LN@EZ® + At - fyZ¥, G 51))
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Figure 2. Mechanism of attack-context-conditioned latent-state evolution. (a) Context-conditioned
state updates based on a discretely observed graph. (b) Schematic changes in a latent-state coordinate
of different nodes across update steps.

3.4.1. Continuous Propagation Dynamics Modeling
Let Z(0) = H"®* denote the initial historical security state. The latent-state evolution
process for risk prediction is modeled as follows:

dZ(T)
dt

=f9(Z(T)/ Gt/ T)/
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where Z(7) denotes the latent node-state trajectory over continuous time 7 € [0, 1] with
T = 0 corresponding to the historical endpoint and 7 = 1 corresponding to the target
time t + 1.

To incorporate edge-level attack context, for each edge (i,j) € E', a context representa-
tion with multi-source information fusion is constructed as:

[z;(T) 1 2;(T) Il (z;(T) — 2;(7)) ) (14)

(T = ¢C( I (2(7) @ (1)) Il 3 [l 13 1| §(T)]

where g(7) denotes the continuous-time embedding, and ¢..(-) is the context mapping MLP.
This context representation jointly encodes node states, edge attributes, interaction features,
state differences, relation types, and temporal evolution stages.

Based on the attack context, a time-varying propagation weight is then obtained as

wi(T) = 7 (¢ ([e5 (D) 1 2,(T) 11 2i(D)])). (15)

This weight dynamically reflects the propagation capability of different edges at differ-
ent time points and adaptively modulates the propagation intensity.

The derivative of the node state is determined by the node’s own state and the aggre-
gated messages:

dz;(T)
[’iT :(pu([zj(r) I Z wij(T)'¢m([Zi(T) Ilay Ci]-(T)])D- (16)

ieEN- )

where ¢,,(-) denotes the message generation function, and ¢, (-) denotes the state up-
date function.

3.4.2. Numerical Integration for Solving the Future Latent State

The above ODE is approximately solved using fixed-step Euler-style updates. Let K
denote the number of propagation steps, At the integration step size,and k = 0,..., K — 1
the iteration index. The default settings are K = 4, At = 0.25.

The normalized time input at each iteration is defined as follows:

0, K=1,
Sk = { k (17)

£, K>l

Here, s, is used to construct the time embedding and indicates the evolution stage of
the current propagation step. It differs from the integration step size AT which scales the
state increment. When K =1, 55 = 0, thereby avoiding division by zero.

Taking the historical security state as the initial condition, the state update is formulated
as follows:

Z5Y = LN(ZW + At - £o(29, G 51)). (18)

The graph structure and edge attributes remain fixed during propagation, and no
information from the target window is introduced. The dynamics network parameters are
shared across all steps. Layer normalization is applied after each state update to regulate
the numerical scale of the latent states.

After completing all iterations, the future latent state at the target time is obtained as

Zt+1 — 7 (K) (19)
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3.5. Historical-Future State Gated Fusion

When prediction is performed solely based on the future latent states obtained through
continuous evolution, the persistent attack features extracted by historical encoding may
be gradually diluted due to smoothing effects. To simultaneously capture attack evolution
trends and preserve the historical security state, an adaptive gated fusion mechanism
is designed:

g = (@ [M™ 120 1 @ —h™) 1 (T o b)), (20)
where ¢, (-) denotes a learnable gate projection network, and g, is a dimension-wise gating
vector that enables differentiated historical-future fusion strategies across different semantic
feature dimensions.

The final predictive state after gated weighted fusion is given by
-t+1

z; =g o0z +(1-g)oh™" (21)

When g takes larger values, the model places greater emphasis on the future latent
state obtained via continuous evolution; when g takes smaller values, the model tends to
preserve more of the historical security state.

3.6. Joint Node—Edge Prediction and Optimization
3.6.1. Joint Prediction Heads

.
Based on the fused final state Z separate prediction heads are constructed for nodes
and edges.
For the node prediction head,

g = a<¢n<it+l)>, = (22)

where ¢,,(-) denotes the node prediction network, and V't denotes the set of valid nodes in
graph G' at time ¢.

For the edge prediction head:

for each candidate edge (1,v) € £, the input feature is constructed by concatenat-
ing the source-node representation, the target-node representation, their difference, their
element-wise interaction feature, and the edge-type embedding:

i = ooz 12 1@ -2 ) 1@ 0z ) in)). (23)

where z/}! denotes the predicted probability that edge £™ denotes the set of valid candidate
edges at time .

3.6.2. Joint Optimization Objective

The binary cross-entropy losses for the node task and the edge task are respectively

defined as:
node = Z [ i+ 1Og}?t+1 + (1 _yf+1) log(l - AHl)]/
ievt (24)
Logge == X [z log2it! + (1 —zfth log(1 — 2151 ].
(u,0)ecm

where y!*! denotes the ground-truth label of node, z!}{! denotes the ground-truth label of
candidate edge, and A,,, A, > 0 are task-balancing coeff1c1ents.
The joint objective loss function is formulated as:

min@"C = /\nf’C'node + /\eéeedgel (25)

This design enables the node task to learn node risk states, while the edge task learns
propagation relationships. By sharing the historical encoding and continuous propagation
representations, the two tasks achieve collaborative optimization.
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4. Experiments
4.1. Experimental Setup

Experiments are conducted on three public datasets—LANL, OpTC, and CICIDS-
2017—which cover three types of dynamic graph scenarios: inter-host authentication rela-
tions in a real enterprise internal network, intra-host behavior relations, and traffic-level
communication relations.

4.1.1. Datasets and Graph Construction

LANL [24] is a real enterprise internal-network security event dataset released by
Los Alamos National Laboratory, offering strong applicability to real-world scenarios. We
use data containing 17,666 host nodes and more than one billion inter-host authentication
events, of which 749 are real red-team attack events. In terms of graph modeling, a single
computer host is treated as a node, and one authentication interaction directed from a source
host to a destination host constitutes an edge; a fixed 1800 s splitting window is adopted
to generate a sequence of dynamic graph snapshots, where each snapshot characterizes
the authentication interaction states among all hosts within that window. On the LANL
dataset, the node-level task is to predict the hosts that may be attacked in the next window,
and the edge-level task is to predict the risk propagation links in the next window.

OpTC is the Operationally Transparent Cyber dataset released by DARPA. We select
the audit logs from 23 to 25 September 2019, which contain 99 host nodes and approximately
420 million audit events, of which 114,880 events are precisely matched with red-team labels.
A two-level graph is adopted for OpTC: the global graph takes hosts as nodes and host-to-
host communication interactions as edges, representing the overall network communication
topology; the local behavior graph takes the 31 behavior types (object:action) of each host as
nodes and consecutive intra-host behavior transitions as edges, characterizing the evolution
trajectory of intra-host behaviors. A fixed 900 s splitting window is adopted to generate
a sequence of dynamic graph snapshots. Since the vast majority of events in this dataset
are intra-host behaviors, the experiments on this dataset focus on the edge-level task, i.e.,
predicting whether attack behaviors occur within the target window and identifying their
specific types.

CICIDS2017 [25] is a public traffic-level benchmark dataset for intrusion detection.
We use the traffic data of two days, Wednesday and Friday-PortScan, which contain host
nodes and 14 types of service nodes, and comprise 692,703 and 286,467 network flows,
respectively. In the constructed graph, two types of edges are defined, namely host-to-host
communication relations and host-to-service access behaviors; a fixed 300 s splitting window
is adopted to generate a sequence of dynamic graph snapshots. This dataset is used to
validate the effectiveness of our method in generic traffic-level scenarios and serves as the
second dataset for the ablation study.

4.1.2. Attack Labels and Feature Generation

Attack label construction. Attack labels for LANL are generated by matching and
mapping official red-team records to authentication log events. OpTC uses matching
rules based on event identifier consistency and timestamps, whereas CICIDS2017 uses
the original network flow annotations. A host or interaction relation is labeled as positive
if a corresponding attack event occurs within the target window; otherwise, it is labeled
as negative.

Input feature construction. Raw events are aggregated by time window, host, and
relation to form node and edge attributes. LANL features include authentication counts,
historical red-team match counts, successful and failed authentication counts, numbers
of interacting hosts and users, inbound and outbound authentication counts, and edge-
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level attack ratios. CICIDS2017 features include flow counts, historical attack and benign
flow counts, packet counts, byte counts, durations, numbers of interaction counterparts,
and inbound and outbound flow statistics. OpTC features include host activity, behavior
and communication statistics, together with local behavior transition graphs within each
window. Within each dataset, all methods use consistent input information, while the
specific encoding scheme is determined by the model architecture.

Each prediction sample uses only historical features preceding the target window.
Target-window labels are not used to construct the inputs.

4.1.3. Sampling, Data Splitting Strategies, and Evaluation Metrics

The sampling and data splitting strategies follow common practice in existing studies.
Negative relations are defined as candidate relations that are not labeled as attack-related in
the target window. During training, all positive relations are retained, and negative relations
are randomly sampled from the non-positive candidate set to construct the training samples.
The positive-to-negative sampling ratios are 1:10 for LANL and 1:5 for CICIDS2017. For
windows without positive relations, at most 1024 negative relations are sampled. During
validation and testing, LANL uses predefined candidate sets comprising positive relations,
historically observed relations, and other negative candidates. CICIDS2017 uses all directed
relations between hosts and all host—service combinations within each scenario. OpTC does
not perform relation-level negative sampling; instead, all 3069 host-behavior combinations
formed by 99 hosts and 31 behavior types are used for training and evaluation. Within each
dataset, all models use identical evaluation candidate sets.

All three datasets are split into training, validation, and test sets in chronological order.
Because attack samples are extremely sparse in LANL, windows containing attack events are
selected for testing to focus on attack periods and ensure meaningful evaluation of positive
and negative samples. The training set covers a longer continuous time interval to learn
normal behavior patterns and capture the limited attack patterns. The resulting training,
validation, and test sets contain 752, 55, and 66 samples, respectively. For CICIDS2017,
the split boundaries are determined using approximately 60%/20%/20% of the total time
windows within each scenario. The training, validation, and test sets contain 18, 6, and
6 samples for Friday-PortScan and 80, 29, and 29 samples for Wednesday, respectively.
OpTC uses approximately 70%/15%/15% of the total time windows, yielding 128, 29, and
29 samples, respectively. These ratios apply to time windows, while the final numbers of
prediction samples also depend on the history length. Each sample uses the preceding
six windows to predict the next window, and the target-time intervals of the training,
validation, and test sets do not overlap.

AP, AUC, and Hits@10 are adopted as evaluation metrics. AP better reflects the detec-
tion quality of sparse attack events under severe class imbalance; AUC reflects the overall
discriminative capability of a model for positive and negative samples; Hits@10 is defined
as the proportion of samples whose top-10 candidates, ranked by predicted probability
within the candidate set, contain at least one true attack sample. Since the candidate-set
construction rules differ across datasets, we compare the differences among methods only
within the same dataset.

4.1.4. Baseline Methods

The comparison baselines were selected from representative dynamic graph methods,
covering discrete temporal graph neural networks, dynamic graph parameter evolution
models, dynamic graph self-attention methods, and graph neural differential equation-
based approaches.
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GraphSAGE-GRU, GCN-GRU, and GAT-GRU are discrete temporal baselines composed
of static graph encoders and recurrent temporal units, and are used to model the recursive
evolution of network topology and node features.

EvolveGCN models the temporal evolution of dynamic graphs through iterative up-
dates of graph convolution parameters.

DySAT [23] jointly learns dynamic graph representations by integrating structural
attention and temporal attention.

Graph ODE serves as the standard graph ODE baseline. It defines continuous-time
dynamics through graph message passing and employs numerical integration to solve the
temporal evolution of node states.

The evaluation metrics include the area under the ROC curve (AUC) and average
precision (AP). AUC reflects the overall detection capability of a model, but may over-
estimate performance under class-imbalanced conditions. In contrast, AP places greater
emphasis on the recognition precision of positive attack samples, making it more suitable
for scenarios where attack samples are relatively sparse and class imbalance is pronounced.
All experimental results are reported in the form of mean =+ standard deviation.

4.1.5. Implementation Details

All models are implemented in PyTorch 2.8.0 and trained with the AdamW optimizer,
using a learning rate of 1 x 1073, a weight decay of 1 x 10~°, a hidden dimension of 64, and
a dropout rate of 0.2, with a maximum of 100 training epochs. Each configuration is
independently run with 10 random seeds, and the average results are reported. The history
length is set to six windows for LANL, OpTC, and CICIDS2017. The number of ODE
integration steps is fixed at four, with an integration step size of 0.25; the effects of different
settings of these two parameters are analyzed in the subsequent experiments. The data
are split strictly in chronological order, and the optimal epoch is selected according to the
AP-based composite score on the validation set.

4.2. Experimental Results and Analysis
4.2.1. Node-Level Task Results

As shown in Table 1, AC-ODE achieves the best results in terms of both AP and
Hits@10 on the two datasets. On the LANL dataset, AC-ODE attains an AP of 0.288, consid-
erably higher than that of the second-best method, Graph ODE, together with a Hits@10 of
0.643; its AUC reaches 0.899, exceeding the second-best method by 8.4 percentage points.
On the Friday-PortScan and Wednesday scenarios of CICIDS2017, AC-ODE achieves AP
values of 0.784 and 0.883 and Hits@10 values of 0.768 and 0.896, respectively, outperforming
the baseline models. In contrast, the node-level AP of GAT-GRU and EvolveGCN degrades
markedly on CICIDS2017, indicating that methods relying solely on attention-based feature
aggregation or on parameter-iterative updating struggle to effectively characterize the accu-
mulation and decay of node risk along the continuous time dimension. TGAT performs
relatively well on the Wednesday scenario but achieves an AP of only 0.506 on Friday-
PortScan, exhibiting considerable cross-scenario fluctuation. AC-ODE remains optimal
across the two markedly different scenarios, indicating that the synergy of the relation-
aware historical state encoding, the attack-context-conditioned continuous propagation,
and the historical-future state gated fusion modules can continuously and stably extract
risk evolution features.
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4.2.2. Edge-Level Task Results

Table 2 reports the experimental results of edge-level attack behavior prediction. AC-
ODE achieves the best AP on all three datasets and outperforms the other baselines in
terms of Hits@10, except in one scenario where it ties with GAT-GRU. On the OpTC dataset,
AC-ODE attains AP, AUC, and Hits@10 of 0.974, 0.998, and 0.932, respectively, all of which
are the best among all methods, with the AP exceeding that of the second-best method by
73.8%. The task on this dataset is edge-level attack identification, which aims to determine
whether attack behaviors occur within the target time window and to precisely distinguish
their attack types. All models use consistent input information, candidate sets, and training
and evaluation settings, as detailed in Section 4.1. Notably, GAT-GRU achieves an AP of
0.0022 and an AUC of 0.489, indicating limited ability to distinguish attack behaviors under
the current settings. The superior performance of AC-ODE on this task indicates that the
attack-context-conditioned continuous propagation mechanism can accurately characterize
attack evolution at the intra-host behavior level. On the LANL dataset, where the samples
are extremely imbalanced, the absolute AP values of all methods are generally small; AC-
ODE attains an AP of 0.039, the best among all methods, and a Hits@10 of 0.571, 33.1%
higher than that of the second-best method. On the Wednesday scenario of CICIDS2017,
AC-ODE achieves an AP of 0.789 and an AUC of 0.998, both the best among all methods,
and its Hits@10 reaches 0.847, tying with GAT-GRU; however, the AP of GAT-GRU in the
same scenario is only 0.069, indicating that its hits are not supported by ranking quality.
On the Friday-PortScan scenario, the AP of AC-ODE reaches 0.438, comparable to the best
baseline (0.437), while its Hits@10 reaches 0.720, outperforming the other methods. These
results indicate that in scenarios where port-scan traffic closely resembles normal service
traffic, the advantage of AC-ODE is mainly reflected in top-K alert hits, which matches
the practical requirement of reviewing only a limited number of high-priority alerts in
security operations.

4.2.3. Analysis of Experimental Results

We further analyze the experimental results to explain the observed performance
differences across models.

AC-ODE achieves strong performance across multiple network attack scenarios, demon-
strating favorable scenario adaptability and generalization capability. In network scenarios
characterized by sparse attack samples and imbalanced type distributions, AC-ODE yields
clear improvements in AP over the baseline methods, indicating that it can more accurately
capture positive attack samples and true propagation links. Prior studies have shown that,
compared with AUC, which emphasizes the global ranking capability of a model, AP more
faithfully reflects the practical detection level of a small number of critical attack events in
network attack detection tasks with class imbalance [26]. Therefore, the advantage of the
proposed method in terms of AP demonstrates that it is better suited to real-world network
attack prediction tasks.
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Table 1. Performance comparison of different methods on node-level risk prediction, reporting AP, AUC, and Hits@10 for LANL and the two CICIDS2017 scenarios.

CICIDS2017
Methods LANL
Friday Portscan Wednesday
ap auc hits@10 ap auc hits@10 ap auc hits@10
GCN-GRU 0.115 £ 0.018 0.815 £ 0.002 0.548 £+ 0.083 0.762 £ 0.056 0.953 £ 0.006 0.723 £ 0.132 0.840 £ 0.077 0.996 £+ 0.001 0.821 £ 0.102
Graph ODE 0.129 £ 0.006 0.783 + 0.026 0.536 £ 0.152 0.613 £ 0.059 0.963 £ 0.003 0.680 £ 0.142 0.845 + 0.069 0.991 £ 0.005 0.812 £ 0.030
GraphSAGE-GRU  0.087 £ 0.021 0.770 £ 0.016 0.524 + 0.041 0.735 £ 0.100 0.972 £ 0.011 0.685 £+ 0.105 0.630 + 0.187 0.963 + 0.057 0.708 + 0.148
TGAT 0.100 £ 0.037 0.795 £+ 0.011 0.548 + 0.041 0.506 £+ 0.031 0.905 + 0.013 0.664 £+ 0.023 0.869 + 0.182 0.956 + 0.026 0.884 + 0.012
DySAT 0.113 £ 0.013 0.769 £+ 0.014 0.500 £+ 0.143 0.677 £ 0.128 0.929 + 0.053 0.625 £ 0.133 0.412 £ 0.031 0.938 + 0.027 0.700 £ 0.003
EvolveGCN 0.090 £ 0.002 0.747 £ 0.010 0.428 £+ 0.000 0.502 £ 0.154 0.690 £ 0.145 0.733 £ 0.177 0.238 £ 0.141 0.866 £ 0.060 0.635 £ 0.003
GAT-GRU 0.102 £ 0.028 0.789 £ 0.018 0.619 £ 0.041 0.713 £ 0.125 0.949 £ 0.030 0.466 £ 0.091 0.264 £+ 0.072 0.926 £ 0.013 0.710 £ 0.007
ours 0.288 + 0.007 0.899 £ 0.006 0.643 £+ 0.025 0.784 £+ 0.041 0.969 + 0.005 0.768 £ 0.054 0.883 + 0.053 0.993 + 0.005 0.896 £ 0.099
Table 2. Performance comparison of different methods on edge-level attack behavior prediction. Edges in LANL, OpTC, and CICIDS2017 represent host authentication
relations, host-behavior relations, and host communication and host—service relations, respectively. Each dataset uses its own candidate sets, and results are
compared within the same dataset.
CICIDS2017
Methods LANL OPTC
Friday Portscan Wednesday
ap auc hits@10 ap auc hits@10 ap auc hits@10 ap auc hits@10
GCN-GRU 0.030 £ 0.008 0945 +£0.007 0.428 +£0.071 0560 £0.165 0.987 £0.002 0.877 £0.040 0.437 £0.066 0946 £0.058 0.375+0.320 0.768 £0.034 0.989 £ 0.000 0.749 £ 0.098
Graph ODE 0.032 £ 0.004 0.797 £0.085 0.393+0.051 0517 £0.0560 0.986 +0.002 0.868 £0.000 0.378 +£0.084 0.937 £0.019 0.520 £0.018 0.723 £0.063 0.997 £ 0.001  0.775 £ 0.025
GraphSAGE-GRU  0.033 £0.027  0.931 £0.020 0.357 £0.071 0.373 £0.164 0990 £0.006 0.724 £0.216 0.375%+0.034 0.925+0.018 0493 +0.041 0.311+£0250 0.974+0.022 0.462+0.178
TGAT 0.025 +0.008 0.933 £0.016 0.428 £0.000 0.368 +£0.262 0.983 £0.024 0908 £0.143 0.213+£0.019 0.838 £0.036 0.564 +£0.021 0.701 £0.062 0.965 £ 0.020 0.552 £ 0.157
DySAT 0.019 £0.003 0938 £0.031 0.262+0.083 0.116 £0.030 0.972+0.001 0.816 £0.143 0.305 +0.110 0.863 £0.057 0.633 £0.189 0.121 £0.137 0.871 £0.003 0.288 £ 0.193
EvolveGCN 0.027 £0.004 0.705 £0.056 0.262 +£0.041 0.078 £0.021 0.990 £ 0.004 0.747 £0.040 0.205+0.180 0.732 £0.062 0.416 £0.082 0.125+0.004 0.607 £0.134 0.185 £ 0.231
GAT-GRU 0.028 £ 0.006  0.887 £0.042 0.429 £0.071 0.002 £ 0.001 0.489 £0.206 0.112+£0.000 0.345+0.102 0.881 £0.033 0.324 +£0.102 0.069 £ 0.019 0.975 £0.002 0.137 £ 0.032
ours 0.039 £0.002 0921 £0.029 0.571 £0.023 0974 £0.011 0.998 £ 0.002 0.932 £0.030 0.438 £0.042 0968 £0.011 0.720 £0.038 0.789 £0.091 0.998 £ 0.002 0.847 £ 0.073
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Node-level risk prediction relies more heavily on the joint extraction of cumulative
historical behaviors and recent contextual risk features [18,27]. For stealthy attacks such
as port scanning, the structural difference between malicious behaviors and normal traffic
within a single snapshot is not pronounced, making it difficult to accurately determine risk
states using only current-time features [28]. Therefore, in the node-level risk prediction
task, the relation-aware historical state encoding module plays a more important role. In
real network attack scenarios, risk diffusion does not occur strictly at fixed discrete time
points; instead, it evolves continuously with changes in host interactions, service requests,
and network connection states [29,30]. Studies on continuous-time dynamic graphs and
neural differential equations have shown that continuous dynamical models possess natural
advantages for irregular event streams, asynchronous interactions, and progressive state
evolution. Edge-level tasks require not only the identification of high-risk nodes but also the
further characterization of the complete process by which risk propagates along network
links, which places higher demands on the dynamic temporal interactions among source
nodes, target nodes, and edge semantics [31], indicating that the attack-context-conditioned
continuous propagation module plays an important role in edge-level tasks. Moreover,
jointly optimizing node—edge risk prediction in a unified representation space can strengthen
the model’s ability to characterize the evolution patterns of complex attack chains.

4.3. Ablation Study

To validate the contribution of each component of AC-ODE to the model performance,
we conduct ablation experiments on two datasets, LANL and CICIDS2017. All variants use
the same data splits, candidate sets, and evaluation metrics, with all other configurations
remaining unchanged except for the corresponding ablation setting. Results are reported
for both node-level risk prediction and edge-level attack propagation prediction.

4.3.1. Ablation Variants

The following seven ablation variants are constructed:

w/o History Encoder: The relation-aware historical state encoding module is removed.
The history window is truncated to the last time window, so that multi-frame temporal
modeling over the historical snapshots is no longer performed and the current historical
security state is generated only from the snapshot of the last window. The attack-context-
conditioned continuous propagation module and the historical-future state gated fusion
module are retained.

w/o ODE: The multi-step numerical integration in the attack-context-conditioned
continuous propagation module is simplified to single-step message passing. The relation-
aware historical state encoding module and the historical-future state gated fusion module
are retained. After a single-step update, the historical security state is still processed through
gated fusion and the joint prediction heads to generate predictions.

w/o Fusion Gate: The historical-future state gated fusion module is removed, while
the above two modules are retained. Instead of adaptively fusing the historical accumulated
state and the future latent state through a gate vector, the two are fused with equal weights
(0.5 each) and then fed into the prediction heads.

w /o0 Attack Context: The context construction network in the attack-context-conditioned
continuous propagation module is removed, and the context vector is set to zero. All other
modules and input features are retained.

Discrete GNN: A GNN baseline using discrete residual message passing is constructed,
with the same hidden dimension, number of trainable parameters, and number of propaga-
tion steps as the full model. Parameters are shared across steps, the time input is fixed at
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zero, and the state increment is not scaled by the integration step size. Layer normalization
is applied at each step, while all other modules remain unchanged.

Node-only: The complete AC-ODE architecture is retained, but training uses only the
node prediction loss, without computing the edge prediction loss. The node loss coefficient
remains the same as in joint training. This variant is evaluated only on node prediction.

Edge-only: The complete AC-ODE architecture is retained, but training uses only the
edge prediction loss, without computing the node prediction loss. The edge loss coefficient
remains the same as in joint training. This variant is evaluated only on edge prediction.

Ours: The complete AC-ODE model is used.

4.3.2. Ablation Results

As shown in Tables 3 and 4, removing any one of the three modules leads to a noticeable
decline in predictive performance. This indicates that the three core modules provide strong
complementary gains in network attack prediction and each plays an indispensable role in
the overall model.

Table 3. Ablation and controlled comparison results on LANL, reporting AP, AUC, and Hits@10 for
the node and edge tasks. Discrete GNN matches the full model in parameter count and number of

propagation steps; “—” indicates that the corresponding task is not evaluated for a single-task variant.
Method LANL
eHno node_ap node_auc node_hits@10 edge_ap edge_auc edge_hits@10
w/o hist 0.114 £ 0.016 0.740 £ 0.007 0.547 £ 0.083 0.025 £ 0.003 0.907 £+ 0.007 0.357 £ 0.000
w/o tiode 0.124 + 0.027 0.768 £ 0.009 0.571 £ 0.071 0.036 £+ 0.021 0.915 £+ 0.005 0.310 £+ 0.041
w/o gate 0.125 £+ 0.045 0.765 £ 0.008 0.476 £+ 0.041 0.035 £ 0.019 0.903 £+ 0.013 0.357 £ 0.071
w/o cont 0.121 £+ 0.009 0.757 £ 0.018 0.538 £+ 0.036 0.024 + 0.002 0.738 £+ 0.003 0.338 £+ 0.036
edge_only — — — 0.032 £+ 0.001 0.906 + 0.019 0.471 £ 0.010
node_only 0.188 £ 0.009 0.793 £ 0.023 0.548 £+ 0.083 — — —
discrete GNN  0.134 + 0.006 0.810 £+ 0.003 0.562 + 0.058 0.030 £ 0.006 0.908 £+ 0.016 0.562 + 0.017
ours 0.288 + 0.007 0.899 + 0.006 0.643 + 0.025 0.039 £ 0.002 0.921 + 0.029 0.571 £ 0.023
Table 4. Ablation and controlled comparison results on CICIDS2017. Node AP and edge AP are
reported separately for Friday-PortScan and Wednesday. Discrete GNN is a discrete baseline matched
in parameter count and number of propagation steps; “—” indicates that the corresponding task is
not evaluated.
Method CICIDS2017
erho Friday-PortScan Wednesday
node_ap edge_ap node_ap edge_ap
w/o hist 0.568 £ 0.010 0.338 £ 0.003 0.756 £ 0.016 0.743 £ 0.013
w/o tiode 0.721 £ 0.027 0.405 £+ 0.021 0.776 £ 0.018 0.739 £ 0.019
w/o gate 0.603 £+ 0.045 0.399 + 0.019 0.794 £+ 0.045 0.750 + 0.013
w/o cont 0.555 £ 0.048 0.324 £+ 0.044 0.703 £ 0.125 0.609 £ 0.285
edge_only 0.307 £ 0.048 0.282 £ 0.142
node_only 0.585 + 0.084 0.710 £ 0.078
discrete GNN 0.570 £ 0.119 0.345 + 0.067 0.659 £+ 0.137 0.376 £ 0.162
ours 0.784 £+ 0.041 0.438 £+ 0.042 0.883 £+ 0.053 0.789 £+ 0.091

Effect of w/o History Encoder

When the history window is truncated to the last time window and only the snapshot
of that window is used to generate the current historical security state, the performance
metrics of the model decrease on both datasets. This indicates that this variant loses the
cumulative characteristics of attack behaviors accumulated within the history window
and is therefore less capable of capturing stealthy attack behaviors. In contrast, the
relation-aware historical state encoding together with the dual-gated selective forgetting
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mechanism can integrate more stable historical attack context, effectively mine the char-
acteristic patterns of network attacks, and provide high-quality initial representations
for subsequent evolution modeling.

Effect of w/o ODE

After the multi-step integration in the attack-context-conditioned continuous propaga-
tion module is reduced to single-step message passing, the most pronounced degradation
occurs on the edge-level risk prediction task of the LANL dataset, where the edge-level
Hits@10 drops sharply by 45.7% relative to the full model. On the Wednesday scenario
of the CICIDS2017 dataset, the node-level and edge-level AP decrease by 12.1% and 6.3%,
respectively, both being the largest drops in this scenario. This indicates that, in the edge-
level risk prediction task, multi-step latent-state evolution helps extract risk representations
for next-window prediction compared with a single-step update. The reason is that nodes
interact and change continuously during attack propagation; once the propagation degen-
erates into a single discrete step, the model can only rely on historical representations at
discrete time steps and is therefore unable to anticipate cross-node penetration paths or
characterize the dynamic trajectory of gradual attack diffusion, resulting in a substantial
drop in prediction precision.

Effect of the w/o Fusion Gate

When the gated fusion is replaced by equal-weight fusion of the historical state and
the future latent state, the metrics of both the node-level and edge-level prediction tasks
decrease to varying degrees on the two datasets. Because cyberattacks exhibit long-term
cumulative characteristics, equal-weight fusion cannot adaptively retain the persistent at-
tack behaviors accumulated within the history window and instead dilutes them with the
future latent state, thereby weakening the ability to identify long-term high-risk nodes
and propagation links. In contrast, the gated fusion mechanism adaptively balances his-
torical risk cues and future propagation trends, thereby further improving the stability of
risk prediction.

Effect of w/o Attack Context

After the context vector is set to zero while all other modules and input features re-
main unchanged, node AP and edge AP decrease to 0.121 and 0.024 on LANL, 0.555 and
0.324 on Friday-PortScan, and 0.703 and 0.609 on Wednesday, respectively. This variant
still uses the same historical attack information. The results indicate that context con-
struction and its modulation of propagation weights and message content further improve
model performance.

Effect of Discrete GNN

Under the same hidden dimension, number of trainable parameters, and number of
propagation steps, the discrete GNN achieves node AP and edge AP of 0.134 and 0.030 on
LANL, 0.570 and 0.345 on Friday-PortScan, and 0.659 and 0.376 on Wednesday, respectively,
all lower than those of the full model. This indicates that, under the same parameter count
and number of propagation steps, the context-conditioned ODE-style updates in AC-ODE
achieve better predictive performance.

Effect of Node-Only

When training uses only the node prediction loss, node AP reaches 0.188, 0.585, and
0.710 on LANL, Friday-PortScan, and Wednesday, respectively, all lower than the correspond-
ing joint-training results of 0.288, 0.784, and 0.883. This indicates that edge-task supervision
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provides complementary constraints for node prediction through shared representations,
improving host risk identification.

Effect of Edge-Only

When training uses only the edge prediction loss, edge AP reaches 0.032, 0.307, and
0.282 on LANL, Friday-PortScan, and Wednesday, respectively, all lower than the corre-
sponding joint-training results of 0.039, 0.438, and 0.789. These results demonstrate the
contribution of node-task supervision to improving edge-level prediction performance.

Overall, the ablation experiments on two representative datasets validate the necessity
and effectiveness of the core modules of AC-ODE: the absence of any single module leads to
a significant degradation in dynamic network threat prediction capability. The interaction
among the relation-aware historical state encoding, the attack-context-conditioned contin-
uous propagation, and the historical-future state gated fusion modules enables AC-ODE
to achieve superior performance in the joint prediction of node risk evolution and attack
propagation paths.

4.4. Analysis of Temporal Characteristics

We further analyze the ability of different models to characterize the attack evolution
process. On the LANL test set, a continuous attack time window is selected, and the average
predicted probabilities of host-level risk prediction and edge-level attack propagation
prediction are computed. The predictions of AC-ODE, Graph ODE, and GAT-GRU are then
visually compared with the ground-truth temporal sequence of attack events, as shown
in Figure 3.

As can be observed from the host risk prediction results in Figure 3a, the ground-
truth attack risk remains relatively stable during the earlier windows and then rapidly
declines to nearly zero after the ninth target test window. AC-ODE accurately tracks this
risk variation trend: its prediction curve decreases sharply in synchronization with the
attack dissipation stage and remains within the same low-risk interval as the ground-
truth curve in subsequent windows, indicating that the model can precisely capture the
dynamic risk transition from an active state to a quiescent state. Graph ODE exhibits an
overall downward trend; however, it oscillates severely around the risk turning point,
and its predicted probabilities in subsequent windows are noticeably higher than the
ground-truth values, indicating that its characterization of the risk transition process
is insufficiently smooth. The prediction curve of GAT-GRU remains consistently above
the ground-truth attack curve and fails to respond promptly to changes in the attack
state, indicating that relying solely on discrete-time modeling retains outdated historical
attack states, resulting in evident lag and a substantial reduction in the sensitivity of
risk prediction.

From the attack-edge prediction results in Figure 3b, the performance differences
among the models are even more pronounced. The ground-truth attack curve remains
stable in the earlier windows and then quickly drops to nearly zero after the ninth target
test window. In this process, AC-ODE achieves rapid prediction convergence and closely
aligns with the ground-truth curve shortly after the attack subsides, while maintaining
low fluctuation in subsequent windows. Graph ODE again shows an overall downward
trend, but pronounced oscillations appear in the risk transition interval, indicating that
although graph ODEs are capable of continuous evolution modeling, they cannot clearly
distinguish the heterogeneous risk intensities of different links during attack propagation.
The edge-level prediction curve of GAT-GRU deviates considerably from the ground-truth
curve and fails to characterize the subsiding process of propagation links, indicating that,
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Mean Host Probability

compared with node-level risk prediction, edge-level attack propagation prediction relies
more heavily on continuous temporal modeling and edge semantic modulation.
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Figure 3. Comparison of the prediction probability evolution of different models over consecutive
target windows. (a) Host risk prediction; (b) Attack Edge prediction.

The above observations indicate that AC-ODE not only outperforms all baselines in
terms of the evaluation metrics but also more accurately reflects trends in attack-state
changes. Its performance advantages mainly stem from three aspects. First, the relation-
aware historical state encoding module extracts stable attack context from historical windows
and reduces temporal noise. Second, the attack-context-conditioned continuous propagation
module models the temporal dynamics of network risk and smoothly describes changes
in attack propagation intensity. Third, the historical-future state gated fusion mechanism
jointly accounts for persistent historical features and future propagation trend information,
thereby maintaining both the stability and accuracy of the model.

4.5. Hyperparameter Sensitivity Analysis

The history window length L controls the range of historical context available to the
model, while the number of ODE propagation steps K determines the accuracy of the
discrete approximation to the feature propagation process. The specific time input and step-
size settings are described in Section 3.4.2. These two parameters correspond to the historical
state encoding module and the attack-context-conditioned continuous propagation module,
respectively. We conduct parameter sensitivity experiments on the Friday-PortScan and
Wednesday scenarios of CICIDS2017, using the mean AP over the two scenarios as the
evaluation criterion. With K = 4 fixed, L € (3,6,9,12); with L = 6, K € (1,2,4,8). The
integration step size is set to AT = 1/K, ensuring that the normalized integration interval
has a length of 1 across all settings. All other settings are kept at their default values. The
results on the node-level and edge-level tasks are shown in Figure 3.

As shown in Figure 4, the prediction performance generally increases first and then
decreases with the history window length. When L = 3, the node-level and edge-level
AP are only 0.700 and 0.527, respectively, indicating that the available historical temporal
information is insufficient to form a complete attack context. When L increases to 6, the
performance improves markedly, with the node-level AP reaching 0.830 and the edge-level
AP reaching 0.613, indicating that an appropriate history window length provides effective
information support for risk evolution modeling. When L = 12, the AP of both tasks
decreases noticeably, to 0.698 and 0.465, respectively. This phenomenon indicates that an
excessively long history window introduces a large amount of remote behavioral information
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unrelated to the current attack stage, dilutes the effective attack signal, and weakens the
correlation between the historical state and the attack behavior in the target window; the
causal temporal attention and learnable temporal decay mechanisms introduced in this
paper effectively filter out such remote and irrelevant information.

(a) Effect of the History Window Length (b) Effect of the Number of ODE Integration Steps

0.9 1 —8— Node —W— Edge —0— Node —W— Edge
0.85

0.8 1 0.80 4 ’\/\‘
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0.70 4

0:61 0.65

0. 60
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3 6 9 12 1 2 4 8
L (History Window Length) K (ODE Steps)

Figure 4. Effect of the history window length and the number of ODE steps on AP. (a) History
window length L; (b) the number of ODE integration steps K.

As shown in Figure 4, the influence of the number of ODE integration steps on predic-
tion performance is even more pronounced. When K = 1, the attack-context-conditioned
continuous propagation degenerates into single-step discrete propagation, and the node-
level and edge-level AP are 0.782 and 0.563, respectively, which are the lowest results in
this group of experiments. When K = 2, the edge-level AP increases markedly to 0.611, in-
dicating that single-step propagation is insufficient to characterize the evolution of risk
over continuous time. When K = 4, the AP of both tasks reaches the optimum. When
K = 8, the performance slightly decreases to 0.798 and 0.592. This indicates that, under
the current settings, further increasing the number of integration steps does not improve
performance. These results demonstrate that the attack-context-conditioned continuous
propagation module makes a clear contribution to the prediction performance, and that the
improvement is not obtained by stacking network depth or increasing the number of param-
eters. Combining the two groups of results, the default setting of L = 6 and K = 4 achieves
a favorable balance between prediction accuracy and computational cost.

4.6. Generalization Performance Analysis

To evaluate the generalization capability of the model, we conduct cross-host gener-
alization experiments on LANL and cross-attack-scenario generalization experiments on
CICIDS2017. The compared methods include AC-ODE, w/o Attack Context, GCN-GRU,
and Graph ODE.

4.6.1. Cross-Host Performance Analysis

The original chronological splits and graph construction rules are retained, and host
masking is used to construct an unseen-host evaluation setting. The features of a randomly
selected 20% of hosts are set to zero, and their associated historical interaction edges are
removed. Training uses only the remaining hosts and their mutual relations. Hosts masked
during training are referred to as unseen hosts. During testing, the complete set of candidate
hosts and their interaction edges is restored, and performance is evaluated only on unseen
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hosts and candidate edges with at least one unseen-host endpoint. The host selection rule
remains consistent across all compared models and random seeds.

As shown in Figure 5, AC-ODE achieves average node AP and edge AP of 0.149 and
0.037, respectively, obtaining the highest values among the four methods on both metrics.
Compared with w/o Attack Context, the two AP values improve by 33.4% and 73.5%,
respectively, demonstrating that the attack context mechanism still provides effective risk
discrimination under unseen-host conditions.
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Figure 5. Cross-host experimental results under host masking on LANL. (a) Node AP; (b) Node
AUG; (c) Node Hits@10; (d) Edge AP; (e) Edge AUC; and (f) Edge Hits@10. Markers indicate mean
values, and error bars represent +1 standard deviation.

4.6.2. Cross-Scenario Performance Analysis

Wednesday in CICIDS2017 is selected as the source scenario and Friday-PortScan
as the target scenario to construct a cross-attack-scenario generalization task. Following
chronological order, the first 80% of the source scenario is used for training and the remaining
20% for validation, while the available prediction samples from the target scenario are used
for final testing.

As shown in Figure 6, AC-ODE achieves average node AP and edge AP of 0.216 and
0.114, respectively. Both average AP values exceed those of GCN-GRU and represent relative
improvements of 14.6% and 31.9%, respectively, over the variant without attack context,
yielding the best performance among all compared methods. These results indicate that
AC-ODE retains predictive performance gains under cross-scenario conditions.
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Figure 6. Cross-scenario experimental results on CICIDS2017. (a) Node AP; (b) Node AUC; (c) Node
Hits@10; (d) Edge AP; (e) Edge AUC; and (f) Edge Hits@10. Markers indicate mean values, and
error bars represent t1 standard deviation.

4.6.3. Applicability Boundaries and Expected Failure Modes

The cross-host and cross-scenario generalization experiments delineate the applicability
boundaries of the model. Although AC-ODE outperforms the compared baselines in both
experimental settings, its overall performance remains below that observed in the main
experiments. Specifically, node AP decreases more noticeably under cross-host conditions,
while both node AP and edge AP decrease substantially under cross-scenario conditions.
These results indicate that the model still depends on host behavior patterns and scenario-
specific statistical characteristics learned during training.

When previously unseen attacks or host behaviors deviate from the training distribu-
tion, the risk propagation weights generated by the context mechanism may not align with
attack risk in the target window. Substantial changes in graph topology may also introduce
noisy information into historical message aggregation. Furthermore, the retention of histor-
ical states through gated fusion may delay responses to changes in risk. These mechanisms
provide possible explanations for the observed performance degradation. Future work will
further investigate the specific factors affecting model performance.

4.7. Computational Efficiency Analysis

To evaluate the computational overhead of AC-ODE, we measure training time, in-
ference latency, GPU memory usage, and model parameter count on LANL, OpTC, and
the Wednesday scenario of CICIDS2017. All measurements are conducted on an RTX
3080 Ti GPU with a batch size of 1 and FP32 precision. Training time is averaged over three
complete epochs after model warm-up, covering batch preparation, data transfer, forward
computation, backpropagation, and parameter updates, while excluding validation and
model saving. Inference latency is measured after loading the best model and performing
warm-up, counting only the model forward pass with the inputs already loaded onto the
GPU. GPU memory usage is reported as the peak allocated memory during training and
inference, and parameter counts are expressed in K.

https://doi.org/10.3390/electronics15215132


https://doi.org/10.3390/electronics15215132

Electronics 2026, 15, 5132

24 of 27

GCN-GRU

Graph ODE
GraphSAGE-GRU
GAT-GRU
EvolveGCN
DySAT

TGAT

AC-ODE

04341

As shown in Figure 7, AC-ODE has approximately 101.92 K, 151.21 K, and 101.54 K
parameters on LANL, OpTC, and Wednesday, respectively. Its average inference latencies
are 22.14 ms, 9.63 ms, and 8.48 ms, respectively, all lower than those of Graph ODE. In terms
of training efficiency, AC-ODE requires 45.92 s and 15.51 s per epoch on LANL and OpTC,
respectively, substantially lower than the corresponding 72.40 s and 26.19 s of Graph ODE.
On Wednesday, its training time is 1.78 s per epoch, close to the 1.59 s of Graph ODE.
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Figure 7. Training time, inference latency, and parameter count of different models. The three columns
correspond to LANL, OpTC, and CICIDS2017-Wednesday, respectively, while the three rows report
training time per epoch, inference latency per sample, and model parameter count.

As shown in Figure 8, the peak training GPU memory usage of AC-ODE is 2411.4 MB,
812.4 MB, and 25.7 MB on LANL, OpTC, and Wednesday, respectively, while its peak in-
ference GPU memory usage is 259.2 MB, 21.33 MB, and 11.04 MB. Compared with the
baselines, AC-ODE uses less inference memory than GCN-GRU, GraphSAGE-GRU, and
GAT-GRU on LANL, and less training memory than Graph ODE on OpTC. On Wednes-
day, its training and inference memory usage is comparable to that of several baselines.
Together with the main experimental results, these findings indicate that AC-ODE achieves
better average predictive performance while maintaining millisecond-level model inference
latency per sample, providing a favorable balance between predictive performance and
computational overhead.

https://doi.org/10.3390/electronics15215132


https://doi.org/10.3390/electronics15215132

Electronics 2026, 15, 5132

25 of 27

LANL OpTC CICIDS2017-Wednesday
GCN-GRU ® 1380.6 @ 1074 027.84
Graph ODE ©2074.6 ®13924 023.16
GraphSAGE-GRU ©2247.1 ©233.2 ©30.22
GAT-GRU 021569 02309 ©29.99
EvolveGCN @ 169.1 ©34.60 ©20.96
DySAT ®3194.0 02327 025.01
TGAT ©953.0 ®153.5 ©22.80
AC-ODE 024114 ®812.4 ©25.70
(’) 1 5‘00 30‘00 (I) 5(‘)0 10'()() 1 5‘00 (’) I‘S 3‘0
(a) Training GPU memory (MB) (b) Training GPU memory (MB) (c) Training GPU memory (MB)
GCN-GRU ©606.6 ©20.22 ®17.49
Graph ODE ©146.8 el14.11 ®1043
GraphSAGE-GRU ©606.8 ©20.45 ®17.69
GAT-GRU ®606.4 020.24 ®17.49
EvolveGCN ©606.51 ®13.91 ©10.50
DySAT ®317.8 @ 14.55 ©10.79
TGAT ©201.8 ®14.20 ®10.42
AC-ODE ©259.2 ®21.33 e11.04
0 250 500 750 0 8 16 o 0 6 2 18

(d) Inference GPU memory (MB)

(e) Inference GPU memory (MB) (f) Inference GPU memory (MB)

Figure 8. Training and inference GPU memory usage of different models. The three columns corre-

spond to LANL, OpTC, and CICIDS2017-Wednesday, respectively. The upper and lower rows report

peak allocated GPU memory during training and inference, respectively.

5. Conclusions

To address dynamic network threat prediction, this paper proposes AC-ODE, an
attack-context-conditioned ordinary differential equation model that provides a unified
framework for node-level risk prediction and edge-level attack propagation prediction.
By extracting historical temporal security context through relation-aware historical state
encoding, modeling the continuous evolution of latent states on discretely observed
graphs using attack-context-conditioned neural ordinary differential equations to
characterize changes in attack risk, and introducing a historical-future state gated
fusion mechanism, the proposed model improves the stability of prediction under
temporal variations in attack behaviors.

Experimental results on three public datasets—LANL, the DARPA Operationally Trans-
parent Cyber (OpTC) dataset, and CICIDS2017—demonstrate that AC-ODE outper-
forms multiple baseline methods on both node-level risk prediction and edge-level
attack behavior prediction, achieving an edge-level AP of 0.974 on OpTC, a 73.8%
improvement over the second-best method; moreover, it exhibits more stable trend
fitting during the attack transition and attenuation stages.

The proposed method provides an effective continuous-time modeling paradigm
for threat prediction in dynamic networks. Future work will further improve the
modeling of multi-class heterogeneous relations, enhance the model’s cross-scenario
generalization capability, and optimize prediction efficiency in large-scale internal
network environments, thereby promoting the application of AC-ODE in real-time
cybersecurity early-warning systems.
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