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Abstract

With the continued development of new-type power systems and intelligent metering in-
frastructures, field devices such as smart meters, power information acquisition terminals,
and fusion terminals have become essential components for energy metering, state sensing,
and data interaction. SRAM-based physical unclonable functions (SRAM-PUFs) exploit
intrinsic device variations in on-chip SRAM to generate device-specific responses and pro-
vide a lightweight hardware basis for terminal identification and key generation. However,
variations in operating conditions can cause SRAM response instability and reduce key
reconstruction reliability. To address this issue, this paper proposes a SRAM-PUF response
recovery and key reconstruction method for intelligent metering terminals. A Bidirectional
Temperature-Task Continual Learning (BTCL) mechanism is developed to continuously
learn response evolution patterns under different operating conditions. Local consistency
constraints and SRAM-cell reliability priors are further incorporated to recover disturbed
responses, while spatial interleaving and concatenated error correction are employed to
improve key reconstruction stability. Experimental results show that the proposed method
reduces the mean pre-ECC bit error rate (BER) to 2.14%, corresponding to reductions of
35.93% and 26.33% compared with the raw SRAM-PUF and B-Spline Continual Learn-
ing, respectively. After spatial interleaving and concatenated error correction, the mean
post-ECC BER is further reduced to 8.45 × 10−4%, while the mean key error rate (KER)
decreases to 2.70 × 10−2%. These results demonstrate that the proposed method effectively
improves SRAM-PUF response consistency and key reconstruction reliability under vary-
ing operating conditions, providing a reliable hardware-response and key-reconstruction
basis for subsequent terminal authentication applications.

Keywords: intelligent metering; SRAM-PUF; continual learning; response recovery;
key reconstruction

1. Introduction
With the continued development of new-type power systems and the Energy Internet

of Things (EIoT) [1], a growing number of field devices, including smart meters, power
information acquisition terminals, fusion terminals, and distributed renewable-energy me-
tering terminals, are being connected to the power grid, forming an increasingly extensive
intelligent metering infrastructure across the user, distribution, and distributed-energy
sides. These terminals undertake essential functions such as energy metering, operating-
state sensing, electricity-consumption data acquisition, and data transmission, and the
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collected information has become an important basis for electricity billing, line-loss anal-
ysis, load management, and power-grid operation and decision-making [2]. With the
increasing number of connected terminals and the growing demand for real-time and
online metering services, trusted terminal access and secure data interaction have become
increasingly important for the reliable operation of intelligent metering systems. How-
ever, field metering terminals are geographically distributed, large in number, and often
deployed in unattended and complex operating environments. Conventional security
mechanisms relying on software-based authentication or statically stored keys are therefore
exposed to risks such as key leakage, terminal impersonation, and unauthorized device
access [3]. From a broader cyber–physical power-system perspective, malicious attacks
may interact with renewable-energy uncertainty and further affect system operation and
decision-making. Recent studies have therefore investigated adaptive robust planning and
operation strategies against multistage uncertain malicious attacks in power systems with
volatile renewable generation [4]. These system-level security and resilience studies further
highlight the importance of trustworthy field information and legitimate terminal identities
as the foundation of reliable sensing, communication, and operational decision-making.
Once terminal trustworthiness is compromised, not only the authenticity of metering-data
sources but also the security and reliability of subsequent data acquisition, transmission,
and processing may be affected. Therefore, establishing a low-cost, embedded, and reli-
able authentication mechanism for large-scale intelligent metering terminals is essential
for ensuring secure metering-data transmission and reliable data-acquisition services in
new-type power systems [5].

Physical unclonable functions (PUFs) exploit random process variations introduced
during integrated-circuit fabrication to generate device-specific responses [6]. They en-
able device authentication and key generation without requiring long-term storage of
fixed secret keys [7]. Compared with conventional approaches that permanently store
cryptographic keys in nonvolatile memory, PUFs derive security parameters from in-
trinsic physical characteristics of the device, providing a lightweight security solution for
resource-constrained terminals. These characteristics are well suited to smart meters, power
information acquisition terminals, and distribution sensing nodes, which are typically de-
ployed on a large scale, geographically distributed, resource-constrained, and operated
for long periods without direct supervision [8]. Among different PUF implementations,
static random-access memory physical unclonable functions (SRAM-PUFs) can directly
exploit the power-up states of on-chip SRAM in microcontrollers to generate device-specific
responses without requiring dedicated security chips or additional PUF circuitry, offering
advantages in cost, resource consumption, and system integration [9]. Previous studies
have demonstrated that SRAM-PUF reliability can be substantially affected by varying
operating conditions and long-term device degradation [10]. Environmental variations
may cause unstable SRAM cells to change their power-up states, thereby reducing response
consistency across different operating conditions. Since SRAM-PUF responses serve as
the physical source for device-specific authentication credentials, response instability di-
rectly affects whether a legitimate terminal can reproduce its enrolled hardware identity
and reconstruct the associated cryptographic key. Excessive response errors may lead to
key-reconstruction failure and consequently interrupt subsequent authentication or secure
communication, whereas reliable response recovery improves the availability and con-
sistency of the hardware-derived credential. Therefore, enhancing SRAM-PUF reliability
under complex operating conditions is a prerequisite for maintaining stable trusted access
and reliable key establishment in intelligent metering terminals.

Existing studies on SRAM-PUF reliability under complex operating conditions have
mainly focused on reliable-response selection, error recovery, and circuit-level optimization.
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Bit-selection approaches based on repeated power-up measurements can eliminate unsta-
ble SRAM cells and improve the reliability of responses used for authentication and key
generation [11], although such approaches generally require a trade-off between response
capacity and reliability. The feasibility of constructing device-specific PUF characteristics
across different SRAM implementations and computing platforms has also been investi-
gated [12,13]. Spatial relationships among neighboring SRAM cells have been exploited to
improve stable-response extraction [14], while long-term response drift caused by device
aging has been incorporated into reliability analysis [15].

For authentication-key recovery, helper-data schemes [16], fuzzy extractors [17], and
error-correcting codes such as Reed–Solomon (RS) and Bose–Chaudhuri–Hocquenghem
(BCH) codes [18] can improve the recovery of noisy PUF responses through redundancy and
error correction. Studies on authentication for field power terminals have further demon-
strated the importance of reliable identity information for trusted terminal access [19].
Secure and robust error-correction mechanisms for PUFs have also been investigated to
balance response reconstruction capability and implementation overhead [20]. In addition,
circuit-level PUF optimization [21], SRAM spatial-characteristic-based reliability enhance-
ment [22], and dedicated subthreshold SRAM-PUF architectures [23] can improve response
stability at the device or circuit level. In recent years, data-driven approaches have provided
a new direction for improving SRAM-PUF authentication reliability in secure intelligent
metering applications. By learning the relationship between environmental conditions and
response errors, disturbed SRAM responses can be predicted and corrected without modi-
fying the underlying hardware structure. Pratihar et al. established a machine-learning
mapping between operating conditions and local window errors and incorporated cell
reliability information for response recalibration [24]; however, the preservation of pre-
viously learned knowledge under continuously varying operating conditions and the
conversion from window-level prediction to reliable response recovery were not fully ad-
dressed. Suragani et al. employed machine-learning techniques to identify disturbed PUF
responses [25], but their approach mainly focused on specific disturbance conditions and
lacked an explicit mechanism for continual adaptation to environmental changes. Najafi
et al. used deep convolutional networks for memory-based PUF response classification and
authentication [26], while limited attention was paid to knowledge preservation and stable
response recovery under continuously changing operating conditions. Overall, existing
data-driven SRAM-PUF reliability enhancement methods are predominantly designed for
offline modeling or calibration under predefined operating conditions. Although sequen-
tially observed samples can be incorporated into model updating, temperature variation
is generally treated as a single environmental progression, without explicitly accounting
for the asymmetric evolution of SRAM response errors on the two sides of the enrollment
condition. In practical intelligent metering applications, however, terminals operate con-
tinuously over wide temperature ranges, and the response-error distribution may evolve
differently during cooling and heating. A continual reliability-enhancement model should
therefore not only adapt to newly encountered temperature conditions while retaining
previously acquired knowledge, but also capture the direction-dependent characteristics of
temperature-induced response drift. Furthermore, window-level error prediction alone
does not directly provide the bit-level response required for hardware authentication and
subsequent key reconstruction. These characteristics motivate a unified framework that
couples direction-aware continual learning with reliable bit-level response recovery and
error-tolerant key reconstruction.

To address these challenges, this paper proposes an SRAM-PUF response recovery and
key reconstruction framework for intelligent metering terminals under varying operating
conditions. The primary methodological innovation is a Bidirectional Temperature-Task
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Continual Learning (BTCL) mechanism that models temperature-induced SRAM-PUF
response evolution as two ordered continual-learning processes centered on the enrollment
temperature. The cooling and heating branches are initialized from the same enrollment
model while maintaining independent model parameters and optimizer states, allowing
the two response-drift directions to evolve along separate update trajectories. For each
newly encountered temperature task, a strict predict-before-update protocol is adopted: the
current window-level response errors are first predicted without using the ground-truth
information of the target temperature, and the corresponding sample is incorporated into
the historical set only after prediction and evaluation. Historical replay and temperature-
aware weighting are further integrated to preserve previously acquired response-error
knowledge and strengthen adaptation to operating conditions farther from the enrollment
temperature. On this basis, a reliability-prior-guided response recovery mechanism con-
verts continuous window-level predictions into bit-level correction decisions by jointly
exploiting overlapping-window consistency and SRAM-cell reliability information. Finally,
deterministic fixed-stride spatial interleaving and Rep(3,1)-RM(2,5) concatenated error
correction are employed to disperse locally correlated residual errors and improve the
reliability of authentication-key reconstruction.

The main contributions of this work are summarized as follows:
1. A Bidirectional Temperature-Task Continual Learning (BTCL) mechanism is pro-

posed as the core learning strategy for SRAM-PUF response-error prediction under con-
tinuously varying temperature conditions. Different from a conventional single-sequence
continual-learning formulation, BTCL explicitly organizes cooling and heating conditions
into two ordered task streams centered on the enrollment temperature. The two branches
inherit a common enrollment model while maintaining independent parameter-update
trajectories. A predict-before-update protocol, historical replay, and temperature-aware
weighting are jointly employed to enable continual adaptation while preventing the current
target-temperature response errors from participating in their own prediction and reducing
the forgetting of previously learned temperature-response knowledge.

2. A reliability-prior-guided soft bit-pattern response recovery mechanism is devel-
oped to bridge window-level prediction and bit-level SRAM-PUF reconstruction. Contin-
uous error predictions from overlapping windows and SRAM-cell reliability priors are
jointly incorporated into local candidate-pattern evaluation, enabling potential bit-flip
locations to be inferred without directly replacing the current response with the enrolled
reference response.

3. A reliable authentication-key reconstruction scheme is established by combining
deterministic fixed-stride spatial interleaving with Rep(3,1)-RM(2,5) concatenated error
correction. The interleaving operation increases the physical separation among replicated
bits and redistributes locally correlated residual errors across different coding positions,
providing more favorable error patterns for subsequent decoding and improving the
stability of key reconstruction.

2. Methods
2.1. Overall Framework of the Proposed Method

To address SRAM-PUF response instability and degraded key reconstruction reliability
in smart meters, power information acquisition terminals, and fusion terminals under
varying operating conditions, this paper proposes an SRAM-PUF response recovery and
key reconstruction method for intelligent metering terminals. The overall procedure is
illustrated in Figure 1.
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Figure 1. Overall framework of SRAM-PUF response recovery and key reconstruction.

The method takes the SRAM response obtained under the terminal enrollment condi-
tion as the authentication reference. First, overlapping sliding windows are employed to
characterize local response variations under different temperature conditions. Then, or-
dered cooling and heating task sequences are constructed with the enrollment temperature
as the center, and Bidirectional Temperature-Task Continual Learning (BTCL) is used to
continuously learn the evolution of SRAM-PUF response errors under varying operating
conditions, thereby improving the model’s adaptability to complex environmental changes.

During authentication-information recovery, continuous window-level predictions,
local consistency constraints, and SRAM-cell reliability priors are jointly incorporated
to recover disturbed responses and improve the consistency of terminal authentication
information. On this basis, highly reliable response cells are selected, and fixed-stride
spatial interleaving together with Rep(3,1)-RM(2,5) concatenated error correction is applied
to further suppress residual errors and achieve stable reconstruction of authentication keys.
In the considered application scenario, the enrollment platform and protected reference
information are assumed to be trustworthy, while an adversary may attempt to impersonate
a legitimate terminal or replay previously transmitted authentication information. The
reconstructed device key serves as a hardware-derived credential for subsequent standard
challenge–response authentication and session-key establishment.

2.2. SRAM Response Bit-Flip Error Representation

Conventional SRAM-PUF modeling typically relies on single-bit stability analysis, in
which individual memory cells are treated as independent random variables. However, in
practical implementations, neighboring SRAM cells may exhibit local correlations arising
from manufacturing processes, layout structures, and local noise conditions. As a result,
independent single-bit modeling may fail to fully characterize such spatial dependencies.
To address this issue, a window-level error representation is constructed in this study,
transforming the original SRAM power-up responses from bit-level representations into
window-level error representations containing local spatial information.

Let the power-up response of the b-th SRAM device at temperature t be denoted by
Rb(t), and let the SRAM response Rb(t0) at the enrollment temperature t0 = 24 ◦C serve
as the enrolled reference response. To characterize the local error distribution induced
by temperature variations, the window size should balance the use of neighborhood
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information against the complexity of bit-flip localization. A 1 × 1 window cannot exploit
spatial relationships among neighboring cells, whereas a larger window substantially
expands the candidate error-pattern space and increases the ambiguity in mapping window-
level error counts to specific bit-flip locations. In contrast, a 2 × 2 window preserves basic
local neighborhood information while allowing each interior bit to be jointly constrained
by four overlapping windows. Therefore, a 2 × 2 overlapping sliding window with a stride
of 1 is adopted in this study.

For a local window whose upper-left corner is located at position (i, j), the correspond-
ing window-level error is defined as:

e(i,j)b (t) =
1

∑
u=0

1

∑
v=0

[︂
r(i+u,j+v)

b (t)⊕ r(i+u,j+v)
b (t0)

]︂
(1)

where ⊕ denotes the XOR operation; denotes the power-up response bit at the correspond-
ing location of the b-th SRAM device at temperature t; t0 denotes the reference temperature;
(u, v) denotes the relative coordinates within the window; and e(i,j)b (t) denotes the number
of flipped bits in the window with respect to the enrolled reference response, taking values
from 0 to 4.

After the entire SRAM response array is scanned using overlapping windows, the local
window errors are arranged in a fixed spatial order to form the window-level error vector:

eb(t) =
[︂
e(1,1)

b (t), e(1,2)
b (t), . . . , e(H−1,W−1)

b (t)
]︂T

(2)

where H and W denote the number of rows and columns of the SRAM response array, re-
spectively, and the total number of overlapping windows is given by NW = (H − 1)(W − 1).
For the 128 × 64 SRAM response array used in this study, a total of 127 × 63 = 8001
overlapping windows can be generated. Through this transformation, the original bit-level
SRAM response is converted into a window-level error representation that incorporates
local spatial structural information. Compared with conventional independent single-bit
modeling, the proposed representation not only characterizes the degree of response degra-
dation within each local region, but also exploits the overlap among neighboring windows
to introduce spatial constraints. These constraints provide useful structural information for
subsequent temperature-task learning and for inferring specific bit-flip locations from pre-
dicted window-level error counts. The window-level error modeling process is illustrated
in Figure 2.

Figure 2. Illustration of SRAM response bit-flip error representation.

https://doi.org/10.3390/electronics15204793

https://doi.org/10.3390/electronics15204793


Electronics 2026, 15, 4793 7 of 22

2.3. Continual Deep Learning Error Prediction Framework

Based on the window-level error representation, this paper constructs a Bidirectional
Temperature-Task Continual Learning (BTCL) framework for window-level error predic-
tion. Errors under different temperature conditions are modeled as correlated ordered
tasks, and the model is continuously updated along the cooling and heating directions
with the enrollment temperature as the reference point, enabling continual learning of
window-error evolution patterns under changing environmental conditions. The overall
architecture is illustrated in Figure 3.

Figure 3. Bidirectional temperature-task continual learning framework for window-level error
prediction.

The enrollment temperature t0 = 24 ◦C is selected as the initial task. Considering
that SRAM-PUF response errors exhibit different evolution trends on the two sides of
the enrollment temperature, the cooling and heating task sequences are constructed in
descending and ascending temperature order, respectively:

T − =
{︁

t−1 , t−2 , . . . , t−K−
}︁

, t0 > t−1 > t−2 > · · · > t−K−

T + =
{︁

t+1 , t+2 , . . . , t+K+

}︁
, t0 < t+1 < t+2 < · · · < t+K+

(3)

Both directions are initialized using the model trained at the enrollment tempera-
ture. Independent model parameters and optimizer states are then maintained for the
cooling and heating branches, and updated sequentially along their respective temperature-
task sequences. BTCL is instantiated independently for each enrolled SRAM device. For
the b-th device, a device-specific base model is first established using its response data
at the enrollment temperature, from which the cooling and heating branches are initial-
ized and subsequently updated using only the temperature-task samples acquired from
the same device. Model parameters and historical replay samples are not shared across
different devices.

It should be emphasized that the ordered cooling and heating sequences are used to
organize the continual-learning process rather than to assume a strictly monotonic tem-
perature trajectory during practical operation. During field inference, branch selection
is determined by the current operating temperature relative to the enrollment temper-
ature t0. When t < t0, the cooling branch is used; when t > t0, the heating branch is
used; and when the operating temperature returns to t0, the enrollment model is adopted.
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Therefore, temperature reversals do not require model reinitialization. The corresponding
branch retains its previously learned parameters and historical temperature-task infor-
mation and can be reactivated when the operating condition returns to that side of the
enrollment temperature.

For the k-th target temperature, the model first inherits the parameters from the
previous task and performs prediction without using the ground-truth window errors
at the current temperature. After prediction and performance evaluation, the current
temperature sample is added to the historical set and jointly used with previously observed
temperature samples for model updating. This process can be expressed as:

êb(tk) = fθb,k−1

(︁˜︁tk
)︁

(4)

θb,k = argminθ ∑
ti∈Hk

LTA
(︁

fθ

(︁˜︁ti
)︁
, eb(ti)

)︁
(5)

where êb(tk) denotes the window-level error vector predicted at the target temperature,
Hk denotes the set of historical temperature samples observed up to the current task,
and LTA denotes the temperature-aware weighted loss function. The “predict-before-
update” learning protocol prevents the ground-truth error information at the current target
temperature from being used for its own prediction. Parameter inheritance and historical-
sample replay are employed to preserve previously acquired temperature knowledge and
alleviate forgetting during continual task learning. The continual model-update procedure
described above is conducted within a trusted enrollment or recalibration environment,
where the enrolled reference response is available for constructing the window-level error
targets required for model updating. During field deployment, the terminal performs only
SRAM response acquisition, branch selection, and inference using the established model;
no ground-truth bit-flip labels or plaintext enrollment reference response are required for
local model optimization.

Considering that SRAM-PUF response errors generally increase as the operating
temperature deviates from the enrollment condition, a temperature-aware weighting mech-
anism is further introduced. The contribution of each temperature task to model updating is
adjusted according to its deviation from the enrollment temperature. The weight assigned
to a temperature sample tt is defined as:

w(t) = 1 + α

(︃
|t − t0|
∆tmax

)︃γ

(6)

where ∆tmax denotes the maximum temperature deviation from the enrollment temperature
within the experimental temperature range, while α and γ control the weighting magnitude
and growth rate, respectively. As the operating temperature moves farther away from the
enrollment condition, w(t) gradually increases, causing the model to place greater emphasis
on temperature tasks associated with larger response variations during historical replay.

On this basis, the temperature-aware weighted loss is defined as:

LTA =
w(t)
NW

NW

∑
n=1

[êb,n(t)− eb,n(t)]
2 (7)

where NW denotes the total number of windows, and êb,n(t) and eb,n(t) denote the predicted
and ground-truth errors of the n-th window, respectively. By assigning larger weights to
samples farther from the enrollment temperature, the proposed loss improves the stability
of window-level error prediction under complex operating conditions. Combined with
bidirectional task partitioning and historical replay, BTCL can preserve previously learned
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knowledge while continually adapting to new temperature tasks, thereby providing reliable
window-level error estimates for subsequent SRAM-PUF response recovery.

2.4. Reliability-Prior-Guided Response Recovery Mechanism

If a fixed threshold is directly used for response correction, the continuous error
information contained in the model predictions may be ignored, and originally stable
SRAM cells may be over-corrected. Therefore, based on the window-level bit-flip error
predictions, this paper incorporates SRAM-cell reliability priors and constructs a bit-level
response recovery mechanism to achieve refined correction of hardware identity responses
under wide-temperature conditions.

Let the model output a continuous window-level error prediction matrix at tempera-
ture t. For any center-bit position, a 3 × 3 local neighborhood is extracted, and all possible
bit-flip patterns within this neighborhood are enumerated as:

z(p) =
[︂
z(p)

1 , z(p)
2 , . . . , z(p)

9

]︂T
, p = 1, 2, . . . , 512 (8)

where z(p)
1 = 1 indicates that the l-th bit is identified as a potential flipped bit, where

z(p)
1 = 0 indicates that the bit remains stable. Since the local neighborhood contains nine

bits, there are 29 = 512 possible candidate bit patterns. Each candidate bit pattern can be
mapped to the number of flipped bits in the four overlapping 2 × 2 windows, denoted as:

c(p) =
[︂
c(p)

1 , c(p)
2 , c(p)

3 , c(p)
4

]︂T
(9)

where c(p)
m denotes the number of flipped bits in the m-th local window under the p-th

candidate bit pattern, with m = 1, 2, 3, 4. Meanwhile, the corresponding prior probability
of bit flipping is constructed according to the reliability of each SRAM cell:

ql = 1 − ρl (10)

where ρl denotes the reliability of the l-th SRAM cell under the reference condition, and
ql represents the prior probability that a bit flip occurs at the corresponding location. A
lower cell reliability corresponds to a higher prior probability of that bit being identified as
a potential flipped bit.

On this basis, the local response recovery problem is formulated as the following soft
bit-pattern reliability energy minimization problem:

E
(︂

z(p)
)︂
= λd

4

∑
m=1

(︂
c(p)

m − êm

)︂2
− λr

9

∑
l=1

[︂
z(p)

l ln ql +
(︂

1 − z(p)
l

)︂
ln(1 − ql)

]︂
(11)

z∗ = argmin
z(p)

E
(︂

z(p)
)︂

(12)

where êm denotes the continuous error prediction for the m-th local window output by the
model, and c(p)

m denotes the number of flipped bits in the m-th window corresponding to
the p-th candidate bit pattern. λd and λr are weighting coefficients for the window-error
consistency term and the reliability-prior term, respectively. The first term constrains the
window-level flip counts implied by the candidate bit pattern to remain consistent with
the model predictions, whereas the second term incorporates SRAM-cell reliability priors,
making low-reliability bits more likely to be identified as potential flipped bits.

From a probabilistic perspective, the above energy formulation can be interpreted as
a maximum-a-posteriori (MAP) estimation of the local bit-flip pattern. Specifically, the
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window-error consistency term reflects the likelihood that a candidate pattern produces
the continuous window-level predictions, whereas the reliability term represents the prior
probability of the corresponding bit-flip configuration derived from the enrolled SRAM-
cell reliability. Consequently, minimizing the energy in (11) is equivalent to selecting the
candidate pattern that achieves the best joint agreement with the model prediction and
the cell-reliability prior. For the true local pattern p*, correct identification is achieved
when E(p∗) < E(p), ∀p ̸= p∗. The ratio between λd and λr controls the relative confidence
assigned to the model prediction and the reliability prior. A small λr makes the decision
primarily dependent on the predicted window-error structure, whereas an excessively large
λr may cause the prior information to dominate the candidate-pattern selection. Therefore,
a moderate reliability-prior weight provides a balance between current response evidence
and the enrolled cell-reliability information.

To avoid unnecessary bit-pattern searches when the predicted window errors are close
to zero, a prediction gating threshold g is introduced. When the predictions of the four

local windows satisfy
4
∑

m=1
êm ≥ g, the energy values of all 512 candidate bit patterns are

evaluated; otherwise, the current central bit is considered stable and no response correction
is performed. After the optimal bit pattern is determined, the SRAM response at the current
temperature is recovered according to the state of the central bit in the optimal pattern
as follows: ˜︁Rb(i, j, t) = Rb(i, j, t)⊕ z∗c (13)

where Rb(i, j, t) denotes the original SRAM response at the current temperature, and z∗c
denotes the flip state of the central bit in the optimal bit pattern. When z∗c = 1, the current
response bit is flipped; when z∗c = 0, the original response bit is retained. Notably, this
procedure does not directly replace the predicted position with the enrolled reference
response. Instead, the error-correction decision is determined entirely by the window-level
error predictions and the SRAM-cell reliability prior.

For boundary bits that cannot form a complete 3 × 3 neighborhood, the original
response is retained without modification. Each interior bit is evaluated only once as the
center of a local neighborhood, thereby avoiding repeated correction of the same bit. In this
way, the proposed method further converts window-level error predictions into bit-level
response recovery decisions, reducing the information loss and overcorrection associated
with simple threshold-based replacement. The overall framework is illustrated in Figure 4.

Figure 4. Illustration of reliability-prior-guided response recovery.
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2.5. Fixed-Stride Spatial Interleaving and Concatenated Error Correction

After soft bit-pattern recalibration, the number of erroneous bits in the response is
reduced; however, a small number of residual errors may still exhibit local spatial clustering.
If multiple replicas used in repetition coding are selected from physically adjacent SRAM
cells, local temperature disturbances may simultaneously affect several replicas, thereby
weakening the error-correction capability of majority voting. To address this issue, a
fixed-stride spatial interleaving scheme is introduced between reliable-bit selection and
concatenated error correction. This scheme remaps adjacent reliable bits to different coding
positions, thereby reducing the spatial correlation of residual errors.

Let the response of the b-th device at temperature t after soft bit-pattern recalibration
be denoted by ˜︁Rb(t), and let the reliability of the SRAM cells be denoted by ρb(i, j). Based
on a reliability threshold τ, the reliable-bit set is constructed as follows:

Mb = {(i, j) | ρb(i, j) > τ} (14)

The response bits in set Mb are extracted according to a fixed spatial order to obtain
the reliable-bit sequence rb(t). To ensure a consistent block length for subsequent coding,
the sequence length is truncated to an integer multiple of 768:

Nb = 768
⌊︃
|Mb|
768

⌋︃
(15)

where Nb denotes the actual number of reliable bits from the b-th device participating in
key recovery. Based on this sequence, a fixed-stride interleaving mapping is constructed.
Let the interleaving stride be the smallest integer that is no less than Nb/3 the specified
stride threshold and is coprime with Nb:

sb = min
{︃

s ≥
⌊︃

Nb
3

⌋︃
| gcd(s, Nb) = 1

}︃
(16)

The corresponding interleaved position mapping is defined as:

πb(n) = (ob + nsb) mod Nb, n = 0, 1, . . . , Nb − 1 (17)

where ob denotes the fixed starting offset corresponding to the b-th device. Since sb and
Nb are coprime, the mapping πb(·) constitutes a one-to-one permutation, ensuring that no
reliable bits are lost or duplicated. The interleaved response sequence is expressed as:

rb(n, t) = rb(πb(n), t) (18)

The same interleaving mapping is employed during both the enrollment and key recon-
struction stages. The interleaving operation does not change the total number of erroneous
bits in the response; instead, it redistributes the error locations across coding blocks and
replicated codeword positions. In this manner, the three replicas in the Rep(3,1) code are
selected, as far as possible, from SRAM cells that are physically separated, thereby reducing
the probability that locally correlated errors simultaneously corrupt multiple replicas.

After interleaving, the response sequence is partitioned into coding blocks of length
768. For each 128-bit key block, the key is divided into eight 16-bit message groups. Each
group is first encoded using an RM(2,5) code to generate a 32-bit codeword, and each bit
of the resulting codeword is then repeated three times using Rep(3,1), producing a 96-bit
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concatenated codeword. The eight encoded groups are subsequently concatenated to form
a complete 768-bit codeword:

cb,q = Rep3

[︂
RM(2,5)

(︂
kb,q

)︂]︂
∈ {0, 1}768 (19)

where kb,q denotes the q-th enrolled key block of the b-th device, and cb,q denotes the
corresponding concatenated coding result.

During enrollment, the interleaved response block rb,q(t0) obtained at the enrollment
temperature is XORed with the concatenated codeword to generate the helper data. During
key reconstruction at temperature t, the current interleaved response block is XORed with
the corresponding helper data:

hb,q = rb,q(t0)⊕ cb,q (20)

yb,q(t) = rb,q(t)⊕ hb,q (21)

Subsequently, soft information is constructed using the cell reliability obtained during
enrollment. The three repeated replicas are combined through reliability-weighted fusion,
and the resulting soft decisions are then fed into the RM(2,5) decoder to recover the key:

k̂b,q(t) = DecRM

[︂
DecRep

(︂
yb,q(t)

)︂]︂
(22)

3. Results
3.1. Experimental Platform and Data Acquisition

To verify the effectiveness of the proposed method in achieving stable recovery of
authentication information and reliable key reconstruction for intelligent metering ter-
minals under complex temperature conditions, Arduino UNO boards were selected as
the experimental platform to collect SRAM power-up responses from multiple devices at
different temperatures. Ten boards of the same model were used, and 1024 bytes of on-chip
SRAM on each board were selected as the PUF response region, corresponding to 8192 bits
arranged as a 128 × 64 two-dimensional array. The collected data include SRAM power-up
responses under different temperature conditions, cell reliability information under the
enrollment condition, and window-level error statistics, which are used for BTCL error
prediction, response recovery, and authentication-key reconstruction experiments.

A total of 38 discrete temperature points were configured over the range of −23.5 to
69 ◦C, with 24 ◦C selected as the enrollment temperature. SRAM responses at all other
temperatures were compared with the enrollment reference response. A 2 × 2 overlapping
sliding window with a stride of 1 was used to calculate local response errors, producing 8001
window-level error values for each temperature sample as the prediction targets of the BTCL
model. To analyze authentication-response stability across different operating temperature
regions, the experimental temperature range was divided into a low-temperature region
(below 0 ◦C), a medium-temperature region (0 to 45 ◦C), and a high-temperature region
(above 45 ◦C). The enrollment-temperature point was excluded from the calculation of the
full-range mean BER, standard deviation, and worst-case BER.

3.2. Experimental Setting and Evaluation Metrics

The experiments were implemented in Python 3.11 using PyCharm 2023 as the inte-
grated development environment. The model was trained using the Adam optimizer with
an initial learning rate of 1 × 10−3, taking temperature as the input and window-level errors
as the output. The model was first trained for 100 epochs using the enrollment-temperature
samples. Continual learning was then performed separately along the cooling and heating
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directions, with historical replay conducted for 20 epochs after each new temperature
task. This training protocol ensures that the ground-truth response information at the
target temperature is not used for its own prediction, while enabling the model to retain
the error-distribution characteristics learned from previously observed temperature tasks
during adaptation to new temperature conditions. Key reconstruction was performed
using fixed-stride spatial interleaving and Rep(3,1)-RM(2,5) concatenated error correction.

The proposed method was evaluated from multiple perspectives, including window-
level error prediction, erroneous-bit localization, response recalibration, historical knowl-
edge retention, and key reconstruction. The main evaluation metrics include window-level
prediction accuracy, bit-level Precision, Recall, and F1-score, the Bit Error Rate (BER) before
error correction, average forgetting, BER after error correction, and empirical key error rate.

3.3. Experimental Results and Performance Analysis

To evaluate the capability of the proposed method to stably reconstruct SRAM-
based hardware identities for field metering and data acquisition terminals under wide-
temperature operating conditions, experiments were conducted from the perspectives of
response bit errors, window-level error prediction, erroneous-bit localization, continual-
learning stability, and key reconstruction. For a fair comparison, the Raw PUF base-
line is evaluated using the same reliability-based bit-selection rule adopted in the key-
reconstruction stage, where SRAM cells are retained according to the enrollment reliability
threshold, but no learned response-recovery mechanism is applied. Therefore, the Raw
PUF baseline represents the conventional reliability-screening strategy.

Figure 5 compares the pre-error-correction BERs of different methods over the tem-
perature range from −23.5 ◦C to 69 ◦C. As the operating temperature deviates from the
enrollment temperature of 24 ◦C, the BER of the original SRAM-PUF gradually increases,
with a more pronounced degradation in the low-temperature region. Owing to device-to-
device variations introduced by manufacturing processes, B-spline transfer learning has
difficulty transferring error patterns across different devices. Although B-spline continual
learning reduces the BER to some extent, relatively large residual errors remain under
extreme-temperature conditions.

Figure 5. Pre-ECC bit error rates of different methods at different temperatures.

In comparison, the proposed method achieves lower BERs at most non-enrollment
temperature points, demonstrating that the combination of BTCL and soft bit-pattern
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recalibration can effectively improve response stability over a wide temperature range.
From the perspective of field operation, the reduction in pre-error-correction BER indicates
higher consistency between SRAM-based hardware identity responses obtained under
different temperature conditions and the enrolled reference response, while also reducing
the input error level that must be handled during subsequent key reconstruction.

Table 1 summarizes the mean BER and standard deviation of different methods across
individual temperature regions and over the entire temperature range. The overall mean
BER reflects the response consistency of each method across the full test range, the inter-
temperature standard deviation characterizes the variation in recalibration performance
with operating temperature, and the worst-case BER reflects the response recovery capa-
bility under adverse temperature conditions. The results show that the proposed BTCL
method achieves the lowest BER in the low-, medium-, and high-temperature regions,
with values of 5.13%, 0.65%, and 1.69%, respectively. Over the full temperature range, the
mean BER is reduced from 3.35% for the original SRAM-PUF to 2.14%, outperforming both
the transfer-learning and continual-learning methods. In addition, the inter-temperature
standard deviation is reduced to 2.19%, representing a 33.45% decrease compared with
the original SRAM-PUF. These results indicate that the proposed method can effectively
suppress response errors under wide-temperature conditions and reduce the input er-
ror level for subsequent error correction and key reconstruction. Taken together, the
three metrics demonstrate that the proposed method not only lowers the average error
level but also improves response stability throughout wide-temperature operation.

Table 1. Comparison of Pre-ECC BERs (%) of Different Methods Across Temperature Ranges.

Method Low-Temperature
Region

Mid-Temperature
Region

High-Temperature
Region

Full-Range
Mean

Standard
Deviation

Raw PUF 7.81 0.88 3.07 3.35 3.29
Transfer Learning 9.05 0.91 3.18 3.72 3.87

Continual
Learning 6.58 0.83 2.75 2.91 2.74

BTCL 5.13 0.65 1.69 2.14 2.19

To further assess the robustness of the performance comparison across different phys-
ical devices, the full-range mean pre-ECC BER was calculated independently for each
of the ten SRAM-PUF boards, and the device-level statistical results are summarized in
Table 2. The proposed method achieved a device-level mean BER of 2.14% with a standard
deviation of 0.44% and a 95% confidence interval of 1.82–2.45%, compared with 3.33%
[2.92%, 3.75%] for the Raw PUF, 3.71% [3.30%, 4.12%] for B-Spline Transfer Learning, and
2.90% [2.55%, 3.25%] for B-Spline Continual Learning. These results indicate that the
performance advantage of the proposed method is consistently observed across the ten
independently evaluated SRAM-PUF devices.

Table 2. Device-level statistical analysis of pre-ECC BER across ten SRAM-PUF devices.

Method Mean Pre-ECC BER (%) Device-Level SD (%) 95% CI (%)

Raw PUF 3.33 0.58 [2.92, 3.75]
B-Spline TL 3.71 0.58 [3.30, 4.12]
B-Spline CL 2.90 0.48 [2.55, 3.25]
BTCL + SBP 2.14 0.44 [1.82, 2.45]

To further investigate the capability of different methods to model local error distribu-
tions under temperature disturbances, Figure 6 compares the window-level error prediction
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accuracy of B-spline transfer learning, B-spline continual learning, and the proposed BTCL
method at different temperature points.

Figure 6. Exact window-error prediction accuracy.

Affected by cross-device differences in error distributions, the prediction accuracy of
B-spline transfer learning decreases markedly as the operating temperature deviates from
the enrollment temperature of 24 ◦C, with an average accuracy of only 75.62% over the full
temperature range. By incorporating historical temperature samples from the target device,
B-spline continual learning improves the average prediction accuracy to 91.76%, although
certain fluctuations remain in the low-temperature region.

In comparison, the proposed BTCL method achieves higher prediction accuracy at
most non-enrollment temperature points, with an average accuracy of 94.07% over the
full temperature range. This represents improvements of 18.45 and 2.31 percentage points
over B-spline transfer learning and B-spline continual learning, respectively. The proposed
method also exhibits better stability under extreme-temperature conditions. These im-
provements are primarily attributed to bidirectional temperature-task modeling, historical
sample replay, and the temperature-aware weighted loss, which enable the model to more
accurately capture the evolution patterns of window-level errors.

To further evaluate the effectiveness of converting window-level predictions into
bit-level recalibration decisions, Precision, Recall, and F1-score are employed to assess
erroneous-bit localization performance, as summarized in Table 3. Since the original
SRAM-PUF does not provide erroneous-bit prediction capability, it is not included in this
comparison. B-spline continual learning achieves a Precision of 74.86%, but its Recall
is only 19.60%, indicating a relatively conservative prediction strategy. Although it can
accurately identify a subset of erroneous bits, a large number of actual bit-flip locations
remain undetected. In comparison, the proposed method achieves a Precision, Recall, and
F1-score of 79.57%, 65.23%, and 71.69%, respectively, corresponding to improvements of
4.71, 45.63, and 40.62 percentage points over B-spline continual learning.
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Table 3. Comparison of erroneous-bit localization performance among different methods.

Method Precision (%) Recall (%) F1 (%)

B-Spline Transfer Learning 10.90 0.93 1.71
B-Spline Continual Learning 74.86 19.60 31.07

BTCL 79.57 65.23 71.69

To further evaluate the capability of BTCL to retain previously acquired knowledge
during sequential temperature-task learning, Figure 7 presents the forgetting values of
historical temperature tasks along both the cooling and heating task sequences. Task
forgetting is defined as the degradation in the final window-level prediction performance of
a historical task, measured after completion of all temperature-task updates, relative to the
best performance achieved for that task during the learning process. A smaller forgetting
value indicates stronger retention of the knowledge associated with that temperature task.

Figure 7. Task forgetting under bidirectional temperature-task sequences. The horizontal dashed
lines indicate the mean forgetting values of the corresponding task sequences.

As shown in Figure 7, the task-level forgetting of BTCL remains consistently low in
both temperature directions and does not exhibit a cumulative increase as the number of
tasks grows. The average forgetting values for the cooling and heating task sequences
are 1.09 and 0.48 percentage points, respectively. These results indicate that parameter
inheritance and historical sample replay enable the model to adapt to new temperature tasks
while effectively preserving the learned characteristics of window-level error distributions
from previous tasks. Compared with the heating direction, the cooling sequence exhibits
slightly higher average forgetting, suggesting that window-level error distributions are
more complex under low-temperature conditions and that the differences between adjacent
tasks are more pronounced.

These results demonstrate that BTCL does not simply perform sequential fitting to
the current temperature samples. Instead, through bidirectional task partitioning and
historical sample replay, it continuously learns new temperature tasks while retaining
knowledge acquired from previously observed temperatures. This mechanism provides
effective support for maintaining stable window-level prediction performance over a wide
temperature range.
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To verify whether the improvement in response recalibration can be further trans-
lated into reliable key reconstruction, the mean pre-error-correction BER, mean post-error-
correction BER, and empirical key error rate of different methods are compared under the
same configuration of reliable-bit selection, fixed-stride spatial interleaving, and Rep(3,1)-
RM(2,5) concatenated error correction, as shown in Figure 8. Because the post-error-
correction BER and empirical key error rate differ substantially in magnitude, logarithmic
scales are used for the vertical axes in Figure 8b,c.

Figure 8. Comparison of average error-correction and key-reconstruction performance of
different methods.

Figure 8 compares the performance of different methods from three perspectives: re-
sponse recovery, error-correction decoding, and key reconstruction. As shown in Figure 8a,
the proposed method achieves a mean pre-ECC BER of 2.14%, corresponding to reductions
of 35.93% and 26.33% compared with the raw SRAM-PUF and B-Spline Continual Learning,
respectively. This result indicates that BTCL can effectively learn the evolution of response
errors under different temperature conditions, while the soft bit-pattern reliability recal-
ibration further improves the recovery of disturbed responses. After fixed-stride spatial
interleaving and concatenated error correction, the mean post-ECC BER is further reduced
to 8.45 × 10−4%, as shown in Figure 8b, representing reductions of 96.29% and 74.99%
relative to the raw SRAM-PUF and B-Spline Continual Learning, respectively. This demon-
strates that effective suppression of response errors at the preceding stage can provide
more reliable inputs for subsequent error-correction decoding. As shown in Figure 8c, the
proposed method further reduces the mean key error rate to 2.70 × 10−2%, corresponding
to decreases of approximately 95.65% and 75.00% compared with the above two methods,
respectively, further verifying its effectiveness in stable authentication-key reconstruction.
In contrast, B-Spline Transfer Learning does not achieve improvement in any of the three
metrics, indicating that environmental response characteristics vary significantly across
devices and that relying solely on cross-device transfer cannot ensure stable authentication
and key recovery performance.

Overall, the proposed method enables the improvement in SRAM-PUF response relia-
bility under complex operating conditions to be further propagated to the authentication-
key reconstruction stage. The lower pre-ECC BER reduces the input error level of the
concatenated error-correction process, while residual errors are further suppressed after
spatial interleaving and decoding. Therefore, the proposed method can effectively improve
SRAM-PUF response consistency and key reconstruction reliability for intelligent metering
terminals, providing a reliable hardware-response basis for subsequent authentication and
key-establishment procedures.
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4. Discussions
To verify the necessity of modeling the heating and cooling processes using indepen-

dent task sequences, the average BER of the original SRAM-PUF is calculated at different
temperature deviations |∆T| with the enrollment temperature of 24 ◦C as the reference, as
shown in Figure 9. As the temperature gradually deviates from the enrollment temperature,
the BERs in both the heating and cooling directions exhibit an overall increasing trend;
however, their rates of increase differ markedly. Within a small temperature-deviation
range, the BERs in both directions remain relatively low. As |∆T| increases, the BER in the
cooling direction rises more rapidly and gradually diverges from that in the heating direc-
tion. When the temperature deviation approaches 45 ◦C, the BER in the cooling direction is
close to 12.00%, whereas that in the heating direction is approximately 5.00%, indicating
that response degradation is substantially more pronounced on the low-temperature side
under the same temperature deviation.

Figure 9. Error evolution trends of raw SRAM-PUF responses on both sides of the enrollment
temperature.

These results demonstrate that SRAM-PUF errors are not determined solely by the
absolute distance from the enrollment temperature, but also exhibit distinctly different
evolution characteristics on the two sides of the enrollment point. If the heating and cooling
tasks were incorporated into a single continual-learning sequence, the model would need
to fit two different error-evolution patterns simultaneously, potentially increasing task
interference during parameter updates. Therefore, with the enrollment temperature as
the central reference, the heating and cooling processes are divided into two independent
ordered temperature-task sequences and learned separately, providing empirical support
for the proposed bidirectional temperature-task modeling strategy.

The soft bit-pattern energy function consists of a window-error consistency term and a
reliability-prior term, whose relative contributions are controlled by λd and λr, respectively.
Since the candidate bit pattern is determined by minimizing the energy function, dividing
the entire objective by λd does not change the optimal solution when λd > 0. Therefore, the
actual decision of the model is primarily governed by the ratio between the two weighting
coefficients. Based on this observation, λd is fixed at 1 as the normalization reference, and
only the sensitivity to the reliability-prior weight λr is analyzed in this study.
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As shown in Table 4, when λr = 0.25, the average BER over the full temperature
range and the worst-case BER are reduced to 2.14% and 8.52%, respectively, outperforming
both the setting without the reliability prior and those with larger prior weights. This
indicates that appropriately incorporating SRAM-cell reliability information can improve
the discrimination of candidate bit patterns. As λr is further increased, an excessively
strong prior constraint makes the bit-flip decision more conservative, causing some ac-
tual errors to remain uncorrected. Therefore, λd = 1 and λr = 0.25 are adopted in the
subsequent experiments.

Table 4. Sensitivity analysis of the reliability-prior weight λr.

λr Mean BER (%) Standard Deviation (%) Worst-Case BER (%)

0 2.38 2.32 8.67
0.10 2.21 2.25 8.56
0.25 2.14 2.19 8.52
0.50 2.62 2.55 9.19
1.00 2.97 3.03 10.90

This behavior is also consistent with the MAP interpretation of the recovery objective:
when the reliability prior becomes overly dominant, mismatch between the enrolled reli-
ability information and the current response condition can bias the candidate-pattern
decision, whereas a moderate prior weight preserves the contribution of the current
window-level prediction.

As shown in Table 5, the calibration performance over the full temperature range im-
proves progressively as the individual functional modules are introduced. Taking B-spline
continual learning as the baseline, with an average BER of 2.91% and a worst-case BER of
10.20%, bidirectional temperature-task partitioning enables the low- and high-temperature
directions to be learned separately, thereby reducing parameter interference between differ-
ent drift directions. Historical task replay alleviates catastrophic forgetting across sequential
temperature tasks, while temperature-aware weighting assigns larger weights to more dif-
ficult tasks farther from the enrollment temperature, enhancing erroneous-bit localization
under extreme-temperature conditions. After introducing SBP recalibration, the complete
model achieves an average BER, inter-temperature standard deviation, and worst-case
BER of 2.14%, 2.19%, and 8.52%, respectively. These results demonstrate that local bit-
pattern constraints can effectively transform window-level error predictions into bit-level
response corrections.

Table 5. Ablation results of different components.

Model Bidirectional
Task Split

Historical
Replay

Temperature-Aware
Weighting

SBP
Recalibration Mean BER (%) Standard

Deviation (%)
Worst-Case

BER (%)

CL × × × × 2.91 2.74 10.20
Model A

√
× × × 2.73 2.61 9.82

Model B
√ √

× × 2.51 2.43 9.27
Model C

√ √ √
× 2.32 2.29 8.91

BTCL
√ √ √ √

2.14 2.19 8.52

To further evaluate the contribution of the key-reconstruction stage, the effects of
spatial interleaving and Rep(3,1)-RM(2,5) concatenated error correction are analyzed in
Table 6. Without error correction, BTCL + SBP achieves a pre-ECC BER of 2.14%. Applying
Rep(3,1)-RM(2,5) reduces the BER to 2.19 × 10−2%, demonstrating the effectiveness of
the concatenated ECC in suppressing residual response errors. When fixed-stride spatial
interleaving is further introduced, the post-ECC BER decreases to 8.45 × 10−4%. This

https://doi.org/10.3390/electronics15204793

https://doi.org/10.3390/electronics15204793


Electronics 2026, 15, 4793 20 of 22

improvement indicates that dispersing locally correlated errors across different coding
positions can enhance the decoding capability of the subsequent ECC stage.

Table 6. Ablation results of spatial interleaving and Rep(3,1)-RM(2,5) concatenated error correction.

Configuration Interleaving Rep(3,1)-RM(2,5) Pre-ECC BER (%) Post-ECC BER (%)

BTCL + SBP × × 2.14 –
BTCL + SBP + ECC ×

√
2.14 2.19 × 10−2

BTCL + SBP + Interleaving + ECC
√ √

2.14 8.45 × 10−4

To evaluate the computational and storage overhead of the proposed framework, the
complexity of its main components is summarized in Table 7. The dual-branch BTCL predic-
tor contains 2,081,154 parameters and requires approximately 7.94 MB of FP32 parameter
storage. Since only the branch corresponding to the current temperature direction is used
for prediction, a single inference requires approximately 1.03 M MACs. Historical replay
retains only the window-error vectors of previously observed temperature tasks, resulting
in approximately 1.16 MB of replay data under the current experimental configuration,
with the storage requirement increasing linearly with the number of observed tasks. The
Soft BitPattern recovery module introduces no trainable parameters and requires only ap-
proximately 26.5 KB to store the 512 predefined candidate patterns. In addition, fixed-stride
spatial interleaving performs only a linear permutation over the selected response bits,
while Rep(3,1)-RM(2,5) concatenated error correction is implemented through determinis-
tic encoding and decoding. Therefore, the main computational and storage overhead of
the proposed framework is concentrated in the BTCL predictor, whereas the subsequent
response-recovery, interleaving, and error-correction stages introduce relatively limited
additional overhead.

Table 7. Computational complexity and storage overhead of the proposed framework.

Component Parameters Storage Overhead Computational Cost

Dual-branch BTCL predictor 2,081,154 7.94 MB (FP32) ≈1.03 M MACs per prediction

Historical replay 0 ≈1.16 MB for the complete
temperature-task sequence

Increases linearly with the
number of historical tasks

Soft BitPattern response
recovery 0 ≈26.5 KB Up to 512 candidate-pattern

evaluations per local position

Fixed-stride spatial
interleaving 0 Negligible O(N)

Rep(3,1)-RM(2,5)
concatenated ECC 0 Negligible Deterministic encoding

and decoding

The present experiments were conducted on ten Arduino UNO boards of the same
model; therefore, further validation across different hardware platforms, manufactur-
ing batches, and larger device populations is still required to assess cross-platform and
cross-device generalization. The present experimental evaluation focuses on temperature-
induced response variation. Future validation will further extend the analysis to supply-
voltage fluctuation, device aging, long-term response drift, and cross-batch variability to
assess the robustness of the proposed method under a broader range of field operating
conditions. Since the proposed learning and response-recovery procedures are driven
by the measured SRAM error distributions and cell-reliability information, extension to
different microcontroller/SRAM architectures can be achieved through platform-specific
enrollment and adaptation.
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5. Conclusions
This paper proposes an SRAM-PUF response recovery and key reconstruction method

for intelligent metering terminals. The proposed method integrates overlapping-window
modeling, historical replay, temperature-aware weighting, and SRAM-cell reliability pri-
ors to enable continual learning and reliable recovery of response errors under complex
operating conditions. Spatial interleaving and concatenated error correction are further
incorporated to improve the stability of key reconstruction. Experimental results show
that the proposed method can effectively suppress SRAM-PUF response drift and improve
response consistency and key reconstruction reliability under varying operating conditions,
providing a reliable hardware-response and key-reconstruction basis for subsequent termi-
nal authentication applications. Future work will focus on broader hardware validation
using different device platforms and practical smart meters, power information acquisition
terminals, and fusion terminals. The proposed method will also be further evaluated
in practical intelligent metering systems in terms of authentication reliability, resource
overhead, and engineering applicability through integration with terminal enrollment,
authentication, key updating, and data interaction processes.
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