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Abstract

Digital-twin (DT) technology has evolved into a fundamental paradigm for integrating
physical assets, processes, and systems with their dynamic digital counterparts, enabling
real-time monitoring, simulation, prediction, optimization, and intelligent decision-making.
This study presents a systematic review of 230 peer-reviewed articles published between
2018 and 2026, examining the evolution, application domains, enabling technologies, im-
plementation challenges, and emerging research directions of DTs across manufacturing,
healthcare, smart cities, and energy systems. The review synthesizes the growing conver-
gence of DTs with artificial intelligence (AI), the Internet of Things (IoT), blockchain, edge
computing, cloud computing, and cyber–physical systems, highlighting their role in devel-
oping intelligent, interconnected, and data-driven environments. Across the four domains,
the principal challenges identified include heterogeneous and distributed data integra-
tion, cybersecurity and privacy, physical–virtual synchronization, interoperability, scal-
ability, model fidelity, and computational and communication constraints. The review
further identifies eight emerging research directions, including AI-enabled autonomous
DTs, blockchain-assisted trust and security mechanisms, federated learning, 6G-enabled
DT networks, adaptive and self-learning architectures, and sustainable and energy-efficient
DT infrastructures. To complement the literature synthesis with practical evidence, two ex-
perimentally validated DT prototypes developed at the Laboratory of Advanced Electronic
Systems (LSEA) and the Laboratory of Applied Automation and Industrial Diagnostics
(LAADI), Algeria, are presented. The first integrates CIROS Studio, VGG16, and Node-RED
for drilling-operation quality control, achieving an accuracy improvement from 98.63%
to 99.83% following fine-tuning. The second combines Factory I/O, MobileNet, fuzzy
logic, and a Gradio-based human–machine interface for conveyor-belt sorting, achieving
true-positive and true-negative rates of 99.90% and 99.10%, respectively. The combined
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findings demonstrate that the integration of DTs with AI, industrial automation, and sim-
ulation can substantially enhance monitoring, prediction, quality control, and intelligent
decision-making. At the same time, they emphasize the need for interoperable, secure, scal-
able, computationally efficient, and energy-aware architectures to enable reliable real-time
deployment of DTs across heterogeneous application domains.

Keywords: digital twins; Industry 4.0; artificial intelligence; Internet of Things; cyber–physical
systems; smart manufacturing; real-time synchronization; edge computing; predictive analytics;
intelligent automation

1. Introduction
Digital-twin (DT) technology has emerged as an important paradigm within Indus-

try 4.0 for integrating physical assets, computational models, sensing technologies, and
data-driven intelligence. A DT establishes a dynamic digital representation of a physical
system and enables continuous monitoring, analysis, simulation, and decision support
throughout the system life cycle. The concept can be traced to early aerospace applica-
tions, including NASA-related spacecraft simulation and modeling activities, and was
subsequently formalized through influential definitions of the DT concept. Since then,
DT technology has evolved beyond its initial aerospace context and has been increasingly
adopted in manufacturing, healthcare, smart cities, energy systems, transportation, con-
struction, and agriculture [1]. This cross-domain expansion reflects the growing need for
intelligent systems capable of connecting physical processes with their digital counterparts
and supporting data-driven operational decisions.

The rapid development of enabling technologies has significantly expanded the ca-
pabilities of DT systems. In particular, the Internet of Things (IoT) provides continuous
sensing and data acquisition, while AI and machine learning techniques support pre-
diction, anomaly detection, optimization, and intelligent decision-making. Cloud and
edge computing provide complementary computational infrastructures for large-scale
data processing and low-latency applications, while advanced modeling and simulation
techniques facilitate the representation and analysis of complex physical processes [1]. The
integration of these technologies has progressively transformed DTs from relatively static
digital representations into interconnected cyber–physical systems capable of continuous
data exchange, dynamic model updating, real-time monitoring, and bidirectional interac-
tion with physical assets [2]. Consequently, DTs are increasingly considered an enabling
technology for predictive maintenance, process optimization, intelligent quality control,
resource management, and autonomous system operation.

Despite this rapid development, the implementation of reliable and scalable DT sys-
tems remains associated with significant technical and operational challenges. The in-
tegration and interoperability of heterogeneous data sources can affect the consistency
and reliability of digital representations, while the continuous exchange of sensitive data
between physical and digital environments increases exposure to cybersecurity and privacy
risks. In addition, maintaining accurate real-time synchronization between a physical asset
and its digital counterpart becomes increasingly challenging as system complexity, model
fidelity, data volume, and computational requirements increase. These challenges become
particularly important when DTs are deployed across heterogeneous application domains
with different requirements for reliability, latency, safety, scalability, and data governance.
More recent research has also increasingly considered the sustainability implications of DT
deployment, including energy consumption, computational efficiency, resource utilization,

https://doi.org/10.3390/electronics15194576

https://doi.org/10.3390/electronics15194576


Electronics 2026, 15, 4576 3 of 85

and the role of DTs in supporting the transition from Industry 4.0 toward human-centered
and sustainable Industry 5.0 systems [3].

Although the DT literature has expanded rapidly, important limitations remain in the
existing review literature. In particular, many previous reviews adopt a predominantly
single-domain perspective, focusing on DT development within a specific sector such as
manufacturing, healthcare, smart cities, or energy systems. These domain-specific reviews
provide valuable and detailed insights into sector-specific applications and requirements,
but their isolated treatment makes it difficult to determine whether reported architectural
patterns, enabling technologies, implementation challenges, and validation practices are
genuinely transferable across domains or are primarily domain-specific characteristics.
Consequently, the existing review literature provides limited evidence on the common
technological foundations of DTs across major application sectors and on the extent to
which DT architectures and enabling technologies evolve similarly or differently across
these sectors.

A second limitation is that even when previous reviews consider multiple applications,
cross-domain comparisons are often not performed using a common extraction and ana-
lytical framework. Architectural layers, enabling technologies, application functions, and
implementation challenges may therefore be classified differently across studies, making
direct comparison difficult. Similarly, the maturity of experimental validation is not con-
sistently compared across domains. Conceptual studies, simulation-based investigations,
laboratory prototypes, pilot-scale implementations, and industrial deployments are often
discussed separately rather than within a unified evidence-level framework. This limits the
ability to assess where DT research has progressed from conceptual development toward
experimentally validated and operationally deployed systems.

These limitations are particularly important because DT adoption is influenced by
substantially different requirements across application domains. Manufacturing systems
typically emphasize real-time control, quality, productivity, and predictive maintenance;
healthcare applications place greater emphasis on safety, privacy, reliability, and clinical
validation; smart-city DTs must address large-scale integration, heterogeneous infrastruc-
ture, and scalability; while energy systems require high reliability, resilience, and secure
operation. A cross-domain review is therefore necessary to distinguish the technologi-
cal characteristics that are common to DT systems from those that arise from domain-
specific constraints.

Building on these observations, this review addresses the identified gap by system-
atically examining DT research across four major application domains—manufacturing,
healthcare, smart cities, and energy systems—using a common analytical framework.
The review simultaneously considers the evolution of DT architectures and modeling
approaches, enabling technologies, application functions, communication and data inte-
gration mechanisms, synchronization and interoperability, AI-enabled decision-making,
validation approaches, implementation challenges, and emerging research directions. This
approach enables findings from different application domains to be compared using consis-
tent analytical categories rather than treating each domain as an isolated research stream.

The present review therefore does not aim merely to provide a larger bibliographic
collection of DT studies. Instead, it seeks to establish a structured and reproducible
basis for identifying cross-domain convergences and domain-specific differences in DT
development. Particular attention is given to whether common architectural patterns
can be identified across the four domains, which enabling technologies are most widely
integrated with DTs, how validation maturity varies between domains, and which technical
and organizational challenges continue to limit large-scale DT deployment. The review
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also examines emerging research directions associated with AI, advanced communication,
interoperability, cybersecurity, sustainability, and human-centered DT development.

Accordingly, the principal contribution of this review is a cross-domain systematic
synthesis rather than another single-sector review. It provides a common framework for
comparing DT architectures, technologies, applications, validation evidence, and imple-
mentation challenges across manufacturing, healthcare, smart cities, and energy systems.
The analysis is subsequently used to identify convergent architectural patterns and research
gaps, while the laboratory-scale LSEA case studies presented later in the paper provide
illustrative evidence of how some of these architectural and AI-enabled principles can be
implemented in a manufacturing environment.

The article is organized as follows. Section 1 introduces DT technology, identifies
the research gap, and defines the review objectives and research questions. Section 2
presents the materials and methods used for the systematic literature review, including the
search, selection, and analysis procedures. Section 3 reports the main review results and
their initial synthesis. Section 4 provides a thematic and technological synthesis covering
DT architectures, enabling technologies, application domains, AI integration, validation,
interoperability, and the proposed five-layer architecture. Section 5 presents two LSEA
laboratory-scale DT case studies for industrial quality control. Section 6 discusses key DT
implementation challenges, while Section 7 presents future research directions for 2025–
2032. Section 8 addresses the study’s limitations and threats to validity. Section 9 provides
direct answers to the seven research questions, and Section 10 concludes the article by
summarizing its main findings and contributions.

2. Materials and Methods
2.1. Review Design and Reporting Framework

This study presents a systematic review of DT technology across four major application
domains—manufacturing, healthcare, smart cities, and energy systems—complemented
by an experimental validation component. The review was designed to systematically
identify, evaluate, classify, and synthesize the available scientific evidence concerning DT
architectures, enabling technologies, applications, modeling and simulation approaches,
data integration mechanisms, AI and ML techniques, real-time monitoring, prediction,
diagnosis, optimization, decision support, and experimental or industrial validation.

The systematic review was conducted and reported in accordance with the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines.
PRISMA 2020 (Figure 1) was selected to improve the transparency and reproducibility of
the identification, screening, eligibility assessment, and inclusion of relevant studies. The
PRISMA 2020 framework comprises a 27-item checklist and a flow diagram for reporting
the study-selection process.

The literature search and identification of relevant studies commenced in January
2025. From that point onward, relevant scientific publications were systematically searched,
examined, screened, and evaluated according to the predefined eligibility criteria.

The review was structured around seven research questions (RQ1–RQ7), defined in
Section 1. These questions guided the literature-search strategy, screening and eligibil-
ity assessment, data extraction, thematic classification, and final synthesis. The review
considered peer-reviewed research published between 2018 and 2026 in order to capture
both the historical development of DT technology and recent advances related to Indus-
try 4.0, Industry 5.0, AI, the IoT, edge computing, cloud computing, cybersecurity, and
sustainable digitalization.
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Figure 1. PRISMA 2020 flow diagram illustrating the systematic literature identification, screening,
eligibility assessment, and study selection process adopted in this review.

The literature search was conducted between January 2025 and July 2026 using
four sources: ScienceDirect, SpringerLink, IEEE Xplore, and the MDPI publishing plat-
form. The search identified 368 records, including 219 records from ScienceDirect, 54 from
SpringerLink, 62 from IEEE Xplore, and 33 additional records from MDPI. Web of Science
and Scopus were not included in the search strategy. As MDPI is a publisher compris-
ing multiple independent journals, similar to Elsevier and Springer, it was treated as an
additional literature source within the same search period.

During the screening stage, 42 duplicate records were removed, leaving 326 unique
records for title and abstract screening. Subsequently, 109 records were excluded because
they were off-topic or not directly related to DT technology, resulting in 230 studies proceed-
ing to the next stage. Full-text assessment was then conducted according to the predefined
eligibility criteria. After this assessment, the eligible studies were retained for the final
review corpus. The included studies were classified according to publication source, appli-
cation domain, technological focus, and research theme. This methodological workflow
provided the basis for addressing the seven research questions and for identifying com-
mon patterns, domain-specific characteristics, persistent challenges, and opportunities for
future research.
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The first stage of the review focused on the systematic identification and preliminary
screening of scientific publications addressing DT technology. The literature search was con-
ducted between January 2025 and July 2026 using four sources: ScienceDirect, SpringerLink,
IEEE Xplore, and the MDPI publishing platform. The search covered peer-reviewed publi-
cations published between 2018 and 2026. Web of Science and Scopus were not included in
the search strategy. The search strategy was designed to identify studies addressing key
aspects of DT technology, including DT concepts and architectures, enabling technologies,
industrial applications, implementation approaches, performance evaluation, challenges,
and future developments.

The retrieved records were initially screened for relevance based on their titles, ab-
stracts, keywords, and publication characteristics. Duplicate records were removed, fol-
lowed by the exclusion of publications that were not directly related to DT technology
or did not address the scope of the review. Studies were considered eligible when DT
technology represented a substantive component of the research and when the publication
provided sufficient information relevant to at least one of the predefined research questions.

In total, 368 records were identified across the four literature sources. Following the
removal of 42 duplicate records, 326 unique records remained for title and abstract screen-
ing. At this stage, 109 records were excluded because they were off-topic or not sufficiently
related to DT technology, leaving 230 studies for further assessment. Following the applica-
tion of the predefined eligibility criteria, the 230 peer-reviewed papers were retained as the
final review corpus. These publications were distributed across seventeen distinct journal
titles, comprising eight primary journals identified through the main database search and
nine additional MDPI-published journals. The selected studies covered major research
areas associated with DT technology, particularly manufacturing systems, industrial in-
formatics, advanced manufacturing, sustainable production, intelligent manufacturing,
measurement, and industrial computing.

As illustrated in Figure 2, the distribution of the 230 selected papers across the seven-
teen journal titles is heterogeneous. For presentation and readability, the nine MDPI-
published journals are aggregated into a single “MDPI Journals” category, while the
eight primary journals are presented individually. The largest contribution comes from
the Journal of Manufacturing Systems (n = 71; 32.7%), followed by Computers in Industry
(n = 39), IEEE Transactions on Industrial Informatics (n = 33), Journal of Cleaner Production
(n = 15), Journal of Manufacturing Processes (n = 14), Journal of Advanced Manufacturing Tech-
nology (n = 13), Measurement (n = 11), and Journal of Intelligent Manufacturing (n = 6).
The nine MDPI-published journals collectively contributed 15 papers. Together, these
publications constitute the 230-paper corpus analyzed in this systematic review.

Figure 2 presents the distribution of the selected publications across the eight primary
journals and the aggregated MDPI category, while also highlighting the main thematic
relationships within the reviewed literature. These themes include smart manufacturing,
process-level DTs, cybersecurity and AI, DT frameworks and architectures, sustainability,
advanced manufacturing, and sensing and calibration. The resulting classification provides
a structured overview of the publication landscape and supports the subsequent analysis of
the principal research themes, technological trends, challenges, and research opportunities
identified in the review.

Keyword analysis was conducted to characterize the principal concepts, enabling
technologies, standards, and application domains represented in the DT literature. The
analysis was performed on the final corpus of 230 peer-reviewed papers published between
2018 and 2026. To improve the consistency and interpretability of the results, extracted
keywords and related terms were normalized to account for differences in terminology, ab-
breviations, spelling, and synonymous expressions. The resulting terms were subsequently
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organized according to their conceptual relationships with DT architectures, enabling tech-
nologies, industrial applications, data management, simulation, automation, connectivity,
and emerging digital technologies.

 

Figure 2. Journal coverage of the DT systematic review corpus (2018–2026, n = 230 papers, eight
primary journals plus MDPI journals).

The frequency analysis revealed a strong concentration of terms associated with DTs,
Industry 4.0, the IoT/Industrial Internet of Things (IIoT), AI, ML, predictive maintenance,
real-time data, simulation, cyber–physical systems (CPS), smart manufacturing, cloud
computing, edge computing, data analytics, automation, remote monitoring, and system
integration. Other frequently represented concepts included blockchain, cybersecurity,
and the digital thread, indicating the increasing integration of connectivity, data-driven
intelligence, and secure information exchange within DT-enabled systems.

Figure 3 presents the frequency-based keyword word cloud generated from the ana-
lyzed corpus. The visualization provides a qualitative representation of keyword promi-
nence, with larger terms corresponding to higher occurrence frequencies. Beyond the
established DT and Industry 4.0 vocabulary, the analysis also reveals a growing presence of
emerging concepts, including Generative AI, federated learning, Industry 5.0, 6G networks,
digital thread, interoperability, OPC UA, MQTT, and AI-based architectures and algorithms
such as Long Short-Term Memory (LSTM), CNN, and Physics-Informed Neural Networks
(PINNs). The coexistence of these established and emerging terms suggests a progres-
sive broadening of DT research from conventional simulation, monitoring, and predictive
applications toward intelligent, interconnected, interoperable, secure, and increasingly
autonomous cyber–physical systems.

Overall, the keyword distribution indicates that contemporary DT research is char-
acterized by the convergence of AI-driven analytics, IoT/IIoT connectivity, edge–cloud
infrastructures, real-time data processing, interoperability standards, and advanced learn-
ing methods. This convergence reflects a shift toward more intelligent and distributed
DT architectures capable of supporting real-time decision-making, predictive operations,
system integration, and adaptive manufacturing environments. The identified keyword
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patterns therefore provide a basis for examining the technological evolution and emerging
research directions of DT systems in the subsequent thematic analysis.

 

Figure 3. Keyword frequency word cloud of the DT research corpus (2018–2026, n = 230 papers).

PRISMA compliance and registration. This systematic review was conducted and
reported in accordance with the PRISMA 2020 statement. A completed PRISMA 2020
checklist is provided in Supplementary Material S1, while the study-identification and
selection process is presented in Figure 1. The literature search identified 368 records
across the selected sources. After the removal of 523 duplicate records, 1400 unique records
remained for screening. Of these, 1085 records were excluded during title and abstract
screening because they were outside the scope of the review or were not sufficiently related
to DT technology. Consequently, 230 peer-reviewed studies were retained for the final
review corpus.

The literature search was conducted between January 2025 and July 2026 and targeted
peer-reviewed studies published between 2018 and 2026. Searches were performed in
ScienceDirect, SpringerLink, and IEEE Xplore, complemented by a search of the MDPI
publishing platform. Database-specific search strategies were developed to identify studies
addressing DT technology and its applications across relevant domains, including manu-
facturing, healthcare, smart cities, and energy systems. Web of Science and Scopus were
not included in the search strategy. The complete database-specific search strings, search
dates, and corresponding search procedures are provided in Supplementary Material S2.

Registration and protocol. The review was not prospectively registered in PROSPERO,
OSF, or another systematic review registry. In addition, no separate publicly accessible
review protocol was prepared or registered before the commencement of the literature
search. This registration status is explicitly reported in accordance with PRISMA 2020 Item
24, which requires authors to state the registration and protocol status of the review.
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2.2. Review Objectives and Research Questions

The primary objective of this systematic review is to provide a comprehensive and
cross-domain assessment of DT technology and to examine its evolution from conceptual
models and architectural frameworks toward increasingly intelligent, interconnected, data-
driven, and experimentally validated systems. The review focuses on four major application
domains—manufacturing, healthcare, smart cities, and energy systems—and systematically
examines their architectural characteristics, enabling technologies, functional applications,
validation approaches, implementation challenges, and emerging research directions.

To maintain a consistent analytical framework throughout the review, the study is
guided by the following seven research questions:

RQ1: How has DT technology evolved in terms of architectures, modeling approaches,
data integration, communication, synchronization, and interoperability?
RQ2: What are the principal applications of DT technology in manufacturing, healthcare,
smart cities, and energy systems?
RQ3: Which enabling technologies are being integrated with DTs?
RQ4: How are DTs being employed for real-time monitoring, anomaly detection, prediction,
diagnosis, optimization, maintenance, decision support, and control?
RQ5: What experimental, simulation-based, laboratory, pilot-scale, or industrial validation
approaches have been reported?
RQ6: What are the principal challenges associated with DT implementation?
RQ7: What research gaps and future research directions can be identified from the exis-
ting literature?

These research questions provide the common analytical framework used for the sys-
tematic literature screening, extraction, thematic synthesis, cross-domain comparison, and
identification of research gaps presented in the subsequent sections. RQ1–RQ6 primarily
address the evolution, applications, technologies, functions, validation approaches, and
implementation challenges of DTs, while RQ7 synthesizes the identified gaps into future
research directions. The answers to all seven questions are consolidated in Section 9, where
the findings are explicitly linked to the evidence synthesized throughout the review.

2.3. Contributions of the Review

This review makes four main contributions. First, it provides a cross-domain synthesis
of digital-twin research across manufacturing, healthcare, smart cities, and energy systems
using a consistent analytical framework. Second, it identifies common architectural patterns
and enabling technologies and synthesizes them into a five-layer DT reference architecture.
Third, it characterizes the reported validation maturity of DT studies by distinguishing
conceptual, simulation-based, laboratory, pilot/field, and industrial evidence. Fourth, it
identifies persistent implementation challenges and emerging research directions, includ-
ing interoperability, cybersecurity, AI integration, sustainable DTs, and autonomous DT
systems. The two LSEA case studies are considered laboratory-scale illustrative imple-
mentations of selected findings from the literature and are not used as evidence of cross-
domain generalization.

2.4. Literature Search Strategy

The literature search was conducted systematically to identify publications relevant
to DT technology and its applications across manufacturing, healthcare, smart cities, and
energy systems. The search was initiated in January 2025 and covered the information
sources specified in Supplementary Material S2.

The search strategy was developed iteratively around the central concept of “digital
twin” and its synonyms, combined with application-domain and technology-related terms.

https://doi.org/10.3390/electronics15194576

https://doi.org/10.3390/electronics15194576


Electronics 2026, 15, 4576 10 of 85

The principal DT-related terms included “digital twin”, “digital twins”, “digital twinning”,
“virtual twin”, and “digital replica”. These terms were combined with domain-specific
terms, including manufacturing, industrial, healthcare, health care, smart city, smart cities,
energy, power systems, and renewable energy, as well as technology- and function-related
terms such as Internet of Things (IoT), artificial intelligence (AI), machine learning, deep
learning, anomaly detection, monitoring, prediction, diagnosis, optimization, simulation,
interoperability, cloud computing, edge computing, real-time systems, cybersecurity, and
digital transformation.

The search strategy was structured as a combination of three conceptual blocks:
(1) digital twin terminology, (2) application-domain terminology, and (3) enabling technolo-
gies and functional terms. Synonymous terms within each block were connected using
the OR operator, while the conceptual blocks were combined using AND operators. For
example, a representative domain-oriented search structure was:

(“digital twin” OR “digital twins” OR “digital twinning” OR “virtual twin” OR “digital
replica”) AND (manufactur OR industr OR healthcare OR “health care” OR “smart cit” OR
energ OR “power system” OR “renewable energy”)

Additional combinations of DT terminology with specific technological functions and
enabling technologies were used to identify relevant studies that might not explicitly men-
tion the target application domain in their titles or abstracts. These combinations included
DT terminology with concepts related to AI, machine learning, IoT, edge computing, cloud
computing, blockchain, cybersecurity, simulation, optimization, monitoring, prediction,
and predictive maintenance.

The search strategy was adapted to the syntax, indexing structure, and search func-
tionality of each information source. In particular, search fields, Boolean operators, phrase
searching, truncation symbols, and available filters were adjusted where required by the
individual database interfaces. The complete database-specific search strings, exact search
dates, search fields, language restrictions, document-type restrictions, and other applied
limits are reported in Supplementary Material S2.

The search was not restricted to a single application domain, thereby facilitating the
identification of DT studies across manufacturing, healthcare, smart cities, and energy
systems. Retrieved records were subsequently consolidated and processed for duplicate
removal, screening, and eligibility assessment according to the predefined inclusion and
exclusion criteria described in Section 2 and Supplementary Material S2.

2.5. Information Sources

The literature search included major scientific databases and publisher platforms
relevant to engineering, computer science, manufacturing, healthcare, energy, and interdis-
ciplinary DT research.

The principal information sources included:

• IEEE Xplore;
• ScienceDirect;
• SpringerLink;
• MDPI (https://www.mdpi.com/).

In addition to database and publisher-platform searches, the reference lists of relevant
publications were examined to identify additional studies. Forward and backward citation
searching was also used where appropriate to identify relevant publications that might not
have been retrieved through the initial search queries.

The systematic search and identification of relevant publications were conducted
between 2018 and 2026, in accordance with the PRISMA 2020 reporting recommendations.
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2.6. Eligibility Criteria

Eligibility criteria were established to ensure that the studies included in the systematic
review were directly relevant to the objectives of the study.

2.6.1. Inclusion Criteria

Studies were included when they satisfied the following criteria:

• The study was published in a peer-reviewed scientific journal or peer-reviewed con-
ference proceeding.

• The study addressed DT technology as a primary or substantial component of
the research.

• The study presented a DT architecture, framework, methodology, model, algorithm,
implementation, application, case study, simulation, or experimental validation.

• The study addressed at least one of the four principal domains considered in this
review: manufacturing, healthcare, smart cities, energy systems.

• Studies addressing general DT architectures or enabling technologies were also
considered when their contribution was directly applicable to one or more of the
target domains.

• The publication contained sufficient technical or methodological information for data
extraction and analysis.

• The full text was available.
• The publication was written in English.

2.6.2. Exclusion Criteria

Studies were excluded when they:

• Did not substantially address DT technology;
• Were outside the scope of the research questions;
• Were editorials, letters, news items, book reviews, patents, theses, dissertations, or

other non-peer-reviewed materials;
• Were duplicate records;
• Were journal or publisher webpages rather than individual research publications;
• Did not provide sufficient information for meaningful analysis;
• Did not have accessible full text; or addressed only conventional simulation or virtual

modeling without a substantive DT component.

The distinction between individual scientific publications and journal-level web-
pages was particularly important during the screening process. Records corresponding
solely to journal homepages or publisher pages were excluded and were not counted as
scientific studies.

2.7. Study Selection Process

The study-selection process consisted of four principal stages: identification, duplicate
removal, screening, and eligibility assessment.

First, records retrieved from the different information sources were collected and
consolidated into a reference database. Duplicate records were subsequently identified
and removed.

Second, the titles and abstracts of the remaining records were screened against the
predefined eligibility criteria. Publications that were clearly unrelated to DT technology or
to the scope of the review were excluded at this stage.

Third, the full texts of potentially eligible publications were retrieved and assessed
in detail.
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Finally, studies satisfying all inclusion criteria were included in the systematic review
and evidence synthesis.

The numbers of records identified, duplicates removed, records screened, records
excluded, full-text reports assessed, full-text reports excluded with reasons, and studies
finally included are presented in the PRISMA 2020 flow diagram (Figure 1). PRISMA 2020
recommends reporting the complete study-selection process and presenting it preferably
using a flow diagram.

2.8. Data Extraction

A structured data-extraction framework was used to collect information consistently
from the included publications.

The extracted variables included:

• Publication year;
• Authors;
• Publication venue;
• DT application domain;
• Physical asset or system;
• DT architecture;
• Level of DT representation;
• Data acquisition mechanisms;
• Sensing technologies;
• Communication technologies;
• IoT integration;
• Cloud/edge/fog computing;
• AI and ML techniques;
• DL and reinforcement learning;
• Modeling and simulation techniques;
• Data integration and interoperability;
• Ontology and knowledge-representation techniques;
• Blockchain and cybersecurity mechanisms;
• Monitoring and anomaly-detection capabilities;
• Prediction and diagnosis;
• Optimization and decision support;
• Maintenance applications;
• Real-time synchronization;
• Experimental methodology;
• Datasets;
• Validation environment;
• Evaluation metrics;
• Principal findings;
• Limitations;
• Identified research gaps.

For experimentally validated studies, additional information was extracted regarding
the experimental setup, physical system, virtual representation, data sources, validation
procedure, comparison methods, and quantitative performance measures.

2.9. Data Synthesis and Classification

Because the included studies cover multiple disciplines and employ substantially
different methodologies, the evidence was synthesized using a qualitative and descriptive
approach rather than a statistical meta-analysis.
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The included publications were classified into four major application domains:

• Manufacturing and industrial systems;
• Healthcare and biomedical systems;
• Smart cities and built environments;
• Energy and power systems.

Within these domains, the studies were further categorized according to their principal
DT functions:

• Monitoring;
• Anomaly detection;
• Prediction;
• Diagnosis;
• Simulation;
• Optimization;
• Maintenance;
• Decision support;
• Intelligent control;
• Real-time synchronization.

The technological dimension of the synthesis considered the integration of DTs with
AI/ML, DL, RL, IoT, edge/cloud computing, blockchain, computer vision, ontologies, and
other enabling technologies.

The evidence was subsequently compared with respect to technological maturity,
validation level, application domain, reported benefits, limitations, and unresolved
research challenges.

2.10. Experimental Validation

The experimental validation presented in this section complements the systematic-
review findings by providing practical evidence for selected DT technologies and research
directions identified in the literature synthesis.

The experimental component was designed to examine the practical behavior and
applicability of DT technology beyond the conceptual findings identified through the
literature review. The validation considered the relationship between the physical system
and its corresponding virtual representation, including data acquisition, synchronization,
modeling, prediction, and performance evaluation.

Where applicable, the experimental evaluation considered quantitative indicators such
as prediction error, accuracy, computational performance, latency, synchronization quality,
and other domain-specific measures.

The experimental findings were subsequently compared with the characteristics and
validation practices identified in the systematic literature to determine the extent to which
the experimental implementation supports the broader conclusions of the review.

2.11. Quality Assessment and Risk of Bias

Given the substantial heterogeneity of the included engineering and technology stud-
ies, including conceptual frameworks, simulation studies, computational methods, in-
dustrial case studies, and experimental implementations, a single clinical risk-of-bias
instrument was not considered appropriate.

Instead, the methodological quality of the included studies was assessed according to
the following dimensions:

• Clarity of research objectives;
• Transparency of the proposed DT architecture;
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• Adequacy of data and system descriptions;
• Methodological completeness;
• Reproducibility of the proposed approach;
• Adequacy of validation;
• Appropriateness of evaluation metrics;
• Comparison with baseline or alternative approaches;
• Clarity of limitations.

The assessment was used during the synthesis to distinguish between concep-
tual proposals, simulation-based studies, experimental demonstrations, and real-world
industrial implementations.

2.12. Protocol and Registration

This systematic review was not prospectively registered in PROSPERO, OSF, or another
systematic-review registry. No formal review protocol was publicly registered before the
commencement of the literature search.

The literature identification and search process commenced in January 2025 and
concluded in July 2026, and the review methodology was subsequently structured and
reported in accordance with the PRISMA 2020 reporting guideline. No registration number
is therefore applicable.

This statement is provided explicitly to satisfy PRISMA 2020 Item 24a, which requires
authors to provide registration information or state that the review was not registered.
PRISMA 2020 also requires authors to indicate where the review protocol can be accessed
or to state that no protocol was prepared.

2.13. Reporting According to PRISMA 2020

The present systematic review follows the reporting recommendations of PRISMA
2020 for the elements that could be retrospectively documented. The PRISMA checklist is
provided in Supplementary Material S1 with the applicable items marked as not available,
and the simplified identification and inclusion diagram is provided as Figure 1.

The checklist documents the location of each applicable PRISMA item within the
manuscript. The search methods, information sources, eligibility criteria, study-selection
process, data-extraction procedures, synthesis methods, registration status, and availability
of Supplementary Materials are reported in Section 2.

The PRISMA framework also recommends reporting the exact dates of searches and
the full search strategies for the information sources used. Accordingly, the database-
specific search strings and search dates are provided in Supplementary Material S2.

2.14. Publication Sources and Distribution of the Review Corpus

The Journal of Manufacturing Systems was the most represented publication source,
accounting for 71 of the 230 papers included in the review. The relatively high representa-
tion of this journal reflects the substantial maturity and publication volume of DT research
in manufacturing and Industry 4.0. This concentration was not imposed as an inclusion
criterion and did not result from restricting the search to the manufacturing literature. The
search strategy covered manufacturing, healthcare, smart cities, and energy systems using
the same overarching DT concept, with domain-specific terms applied to ensure coverage
across the four application areas. In addition, a supplementary targeted search of selected
MDPI journals was conducted to enhance the coverage of relevant DT literature.
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2.15. Relationship Between the Systematic Review and Experimental Case Studies

The experimental case studies were included as a complementary validation com-
ponent of the systematic review rather than as independent case reports. The systematic
review identified several recurring technological trends in DT research, particularly the
integration of DTs with artificial intelligence, computer vision, simulation environments,
real-time monitoring, intelligent decision-making, and automated control. The experimen-
tal cases were therefore selected to provide practical evidence of how these technologies can
be integrated into DT-enabled systems and to illustrate the transition from the concepts and
research directions identified in the literature to experimentally validated implementations.

The two experimental cases build upon research activities previously developed by
the authors; however, they are not presented as new literature contributions within the
systematic-review corpus. Previously published methodological and implementation ele-
ments are explicitly acknowledged and referenced, while the present manuscript uses the
cases as experimental validation and illustrative evidence in relation to the findings synthe-
sized from the reviewed literature. Where applicable, previously reported configurations
and results are distinguished from the experimental analyses and interpretations presented
in this study.

Accordingly, the role of the case studies is complementary to the systematic review:
the review provides the evidence-based synthesis of the state of the art, while the ex-
periments demonstrate how selected findings—particularly AI-enabled DTs, simulation,
real-time monitoring, intelligent classification, and automated decision-making—can be
implemented and evaluated in practical environments.

3. Results and Synthesis
3.1. Definition and Evolution of DT Technology

The analysis of the selected literature indicates that the concept of DT has under-
gone a substantial evolution from simulation-oriented representations of physical systems
to dynamic, interconnected, and intelligent cyber–physical systems. Early definitions
primarily emphasized the representation and simulation of physical assets and their life-
cycle behavior, whereas subsequent studies increasingly incorporated real-time sensing,
communication, data analytics, AI, and bidirectional interaction between physical and
digital environments.

As summarized in Table 1, the evolution of DT definitions reflects a gradual expansion
in both scope and functionality. Early conceptualizations focused mainly on simulation
and lifecycle representation [4]. With the emergence of IoT-enabled systems, DTs increas-
ingly became associated with connected virtual representations capable of communicating
with their physical counterparts [5]. Subsequent developments extended the concept to-
ward dynamic modeling, real-time monitoring, prediction, optimization, and operational
decision-making [6–8].

More recent interpretations consider a DT not simply as a static digital replica, but as
an integrated system that continuously connects physical assets, sensing infrastructure,
computational models, data-processing mechanisms, and intelligent decision-support func-
tions. This evolution is particularly evident in manufacturing and industrial applications,
where DTs are increasingly combined with AI, machine learning, IoT, cloud and edge
computing, and advanced simulation technologies.

The evolution identified in the reviewed literature can therefore be characterized
by three major transitions: (i) from static representation to dynamic simulation, (ii) from
isolated digital models to connected cyber–physical systems, and (iii) from monitoring and
simulation toward prediction, optimization, and intelligent autonomy. These transitions
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provide the conceptual foundation for the architectural and application-level analysis
presented in the following sections.

Table 1. Evolution of DT definitions (2010–2023).

Year Definition and Key Reference

2010
Multi-physics probabilistic simulation mirroring the physical system

lifecycle through sensor updates and fleet history.
[4]

2016 DTs as virtual substitutes of real-world objects with communication
capabilities, acting as intelligent nodes in the IoT [1]

2018 Evolution of modeling and simulation beyond traditional methods with
limited capabilities for evaluating dynamic system performance [5]

2021
Software representation of a physical asset designed to detect, prevent,
predict, and optimize through real-time analytics to deliver business

value [6]

2022 A digital replica of an existing physical entity, encompassing assets,
processes, and complete operational systems [7]

2023 Virtual replica of a physical asset used to simulate scenarios, monitor
performance, and optimize operations in real time [8]

The evolution summarized in Table 1 indicates three broad transitions in DT research.
First, early DT concepts emphasized simulation and lifecycle representation. Second, the
emergence of IoT and connected sensing expanded DTs toward real-time monitoring and
bidirectional communication. Third, recent developments increasingly incorporate AI,
real-time analytics, optimization, and human-centered approaches, positioning DTs as
intelligent components of next-generation cyber–physical and Industry 5.0 systems.

3.2. Publication and Research Trends

The temporal and bibliographic analysis of the 230 selected studies reveals a progres-
sive expansion of DT research between 2018 and 2026. The distribution of publications
indicates that DT research has evolved from a relatively specialized topic into a multidisci-
plinary research area involving manufacturing, industrial informatics, AI, IoT, simulation,
healthcare, smart cities, and energy systems.

The journal distribution presented in Figure 3 demonstrates a particularly strong
concentration of DT research in manufacturing and industrial computing. The Journal of
Manufacturing Systems represents the largest contribution with 71 papers (32.7%), followed
by Computers in Industry with 39 papers and IEEE Transactions on Industrial Informatics with
33 papers. This concentration reflects the historical relationship between DT technology
and Industry 4.0, particularly in smart manufacturing, predictive maintenance, process
optimization, industrial automation, and cyber–physical production systems.

At the same time, the literature demonstrates an increasing diversification of re-
search themes. Recent studies increasingly address AI, machine learning, edge computing,
blockchain, cybersecurity, interoperability, sustainability, Industry 5.0, and advanced com-
munication technologies. This transition suggests that DT research is moving beyond the
traditional objective of virtual representation toward intelligent, connected, secure, and
increasingly autonomous systems.

The publication trends also indicate a shift from technology-oriented research toward
application-driven and multidisciplinary investigations. While early studies primarily
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focused on DT definitions, modeling, simulation, and architecture, more recent research
emphasizes measurable operational outcomes, including predictive maintenance, quality
control, resource optimization, real-time monitoring, anomaly detection, and intelligent
decision-making.

3.3. DT Architectures and Components

The synthesis of the reviewed studies shows that DT architectures generally consist
of several interconnected layers that establish a continuous information and control loop
between the physical system and its digital counterpart. Although terminology and archi-
tectural configurations vary across application domains, the reviewed literature commonly
identifies five functional components: (i) the physical layer, (ii) the data acquisition and
communication layer, (iii) the digital/modeling layer, (iv) the analytics and intelligence
layer, and (v) the application and decision layer.

The physical layer represents the actual asset, process, machine, infrastructure, patient-
related system, energy installation, or urban environment being modeled. Sensors and
controllers associated with the physical layer generate operational data that describe the
current state and behavior of the physical system.

The data acquisition and communication layer provides the mechanisms required
to collect, transmit, and synchronize information between the physical and digital envi-
ronments. IoT and Industrial IoT technologies, communication protocols, gateways, and
edge devices play a central role at this level. Technologies such as MQTT and OPC UA are
particularly relevant to industrial environments where interoperability and low-latency
communication are required (see Table 2).

Table 2. Common components and functions of DT architectures.

Component Main Function Typical Technologies

Physical Layer Represents physical
asset/process Sensors, PLCs, actuators

Data Acquisition Collects operational data IoT/IIoT, gateways

Communication Transfers and synchronizes
data

MQTT, OPC UA, industrial
networks

Digital Model Represents physical behavior Simulation,
3D/model-based systems

Intelligence Prediction and optimization AI, ML, CNN, LSTM

Computing Data/model processing Edge, cloud

Application Visualization and decisions HMI, dashboards, Gradio

Control/Feedback Closes physical–digital loop PLC, actuators, automated
control

The digital/modeling layer contains the virtual representation of the physical entity.
Depending on the application, this representation may involve mathematical models,
simulation environments, 3D models, process models, system models, or hybrid modeling
approaches. This layer enables the digital counterpart to reproduce, analyze, and predict
the behavior of the physical system.

The analytics and intelligence layer transforms acquired data into actionable informa-
tion through data analytics, machine learning, deep learning, optimization, and AI. The
reviewed literature demonstrates increasing use of CNNs, LSTM networks, predictive mod-
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els, and other AI techniques for anomaly detection, quality control, predictive maintenance,
forecasting, and optimization.

Finally, the application and decision layer translates analytical results into operational
actions, visualization, recommendations, or automated control. Human–machine interfaces,
dashboards, decision-support systems, and automated controllers can therefore close the
loop between the digital model and the physical system.

The synthesis indicates that the defining characteristic of a DT architecture is not
simply the existence of a digital model, but the continuous interaction and synchronization
between the physical and digital domains. Consequently, interoperability, data quality,
communication latency, cybersecurity, and model updating are fundamental architectural
requirements rather than independent technical considerations.

3.4. DT Applications Across Major Application Domains
3.4.1. Manufacturing

Manufacturing represents the most extensively investigated application domain in
the reviewed corpus. DTs are widely employed to support smart manufacturing, predic-
tive maintenance, production optimization, quality control, process monitoring, anomaly
detection, and production planning. The integration of DTs with IoT sensors, PLC-based
control systems, simulation platforms, and AI algorithms enables continuous observation
and analysis of manufacturing processes.

3.4.2. Healthcare

In healthcare, DT applications extend the concept from industrial assets to patients,
medical devices, healthcare processes, and hospital infrastructures. The reviewed literature
highlights applications in patient monitoring, personalized healthcare, disease prediction,
treatment planning, medical-device simulation, and hospital resource management. Unlike
manufacturing DTs, healthcare applications introduce additional requirements related to
privacy, safety, data governance, interoperability, and clinical reliability.

3.4.3. Smart Cities

In smart-city environments, DTs provide digital representations of urban infrastructure
and interconnected services. Applications include traffic management, energy optimization,
building management, environmental monitoring, infrastructure planning, and emergency-
response support. The large scale and heterogeneity of urban systems make interoperability,
scalability, real-time data integration, and cybersecurity particularly important.

3.4.4. Energy Systems

DT technology is increasingly applied to energy generation, transmission, distribution,
storage, and consumption systems. The reviewed studies identify applications in predictive
maintenance, renewable-energy forecasting, grid monitoring, asset management, fault
detection, and energy optimization. The combination of DTs with IoT, AI, edge computing,
and cloud platforms supports more responsive and data-driven energy management.

3.4.5. Cross-Domain Comparison

The comparative analysis of the reviewed literature reveals that DT applications
share a common technological foundation while exhibiting distinct objectives, architec-
tures, operational requirements, and performance priorities across application domains.
As summarized in Table 3, manufacturing applications primarily focus on production
optimization, predictive maintenance, quality control, and real-time process monitoring,
whereas healthcare applications emphasize patient monitoring, personalized care, treat-
ment support, and medical-device management. In smart-city environments, DTs are
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predominantly employed for infrastructure management, traffic optimization, environmen-
tal monitoring, and resource allocation, while energy-system applications focus on asset
monitoring, fault detection, renewable-energy forecasting, grid optimization, and energy
efficiency. Despite these domain-specific differences, IoT, AI, simulation, cloud computing,
and edge computing represent common enabling technologies across the four domains.
The comparison also indicates that the principal implementation challenges vary according
to application requirements: manufacturing is strongly affected by interoperability and
real-time control requirements; healthcare places greater emphasis on privacy, security,
safety, and data governance; smart cities face challenges related to scalability, heteroge-
neous data integration, and interoperability; and energy systems require high reliability,
synchronization, and accurate prediction. These findings demonstrate that DT architectures
cannot be treated as universally identical solutions and should instead be adapted to the
operational, technological, and regulatory characteristics of each application domain.

Table 3. Cross-domain comparison of DT applications across manufacturing, healthcare, smart cities,
and energy systems.

Dimension Manufacturing Healthcare Smart Cities Energy Systems

Primary DT Object
Machines,

production lines,
processes

Patients, medical
devices, healthcare

processes

Buildings,
infrastructure,

transportation, urban
services

Power plants, grids,
renewable-energy

assets

Main Applications

Predictive
maintenance, quality

control, process
optimization

Patient monitoring,
diagnosis support,

personalized
healthcare

Traffic management,
infrastructure

monitoring, resource
optimization

Fault detection,
forecasting, grid

optimization, asset
management

Key Technologies
IoT/IIoT, AI, PLCs,

simulation,
edge/cloud

AI, IoT, data
analytics,

cloud/edge

IoT, AI, GIS,
cloud/edge

IoT, AI, simulation,
edge/cloud

Main Operational
Objective

Productivity, quality,
and efficiency

Safety,
personalization, and

clinical support

Sustainability,
efficiency, and urban

management

Reliability, efficiency,
and energy

optimization

Major Challenges
Interoperability,
synchronization,
real-time control

Privacy,
cybersecurity, safety,

data governance

Scalability,
interoperability,

heterogeneous data

Reliability,
synchronization,

prediction

Typical Benefits
Reduced downtime,
higher productivity,
improved quality

Improved
monitoring and

personalized
decision support

Better resource
utilization and
infrastructure
management

Improved efficiency,
reliability, and

predictive
maintenance

The cross-domain comparison demonstrates that although DT architectures share com-
mon technological foundations, their implementation priorities differ substantially accord-
ing to the characteristics and risks of each application domain. Manufacturing emphasizes
real-time control, process optimization, and production quality; healthcare places greater
emphasis on privacy, safety, and personalized decision-making; smart cities require large-
scale interoperability and heterogeneous data integration; and energy systems prioritize re-
liability, forecasting, synchronization, and operational efficiency. These differences demon-
strate that DT architectures cannot be considered universally identical and must instead be
adapted to domain-specific operational, technological, and regulatory requirements.
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Application-Domain Classification. Application-domain classification was based
on the primary physical system and operational context addressed by each study rather
than on individual keywords appearing in the title or abstract. In particular, terms such as
“health monitoring” were not interpreted as healthcare unless the study concerned patients,
clinical systems, medical devices, or healthcare infrastructure. Industrial applications, in-
cluding mining, metallurgical, subsea, and engineering-system monitoring, were classified
according to their underlying industrial or energy context. This classification criterion was
applied consistently across the reviewed corpus to reduce ambiguity and avoid assigning
studies to healthcare or smart-city domains solely on the basis of terminology.

4. Systematic Literature Review: Thematic and Technological Synthesis
This section presents a thematic and technological synthesis of the 230 peer-reviewed

DT studies included in the systematic review corpus. The studies were published between
2018 and 2026 and were analyzed according to their architectural approaches, model-
ing methods, enabling technologies, application domains, operational functions, commu-
nication and data-integration mechanisms, artificial intelligence techniques, validation
approaches, and reported research gaps.

Unlike a journal-by-journal organization, the present section synthesizes the litera-
ture according to the major conceptual and technological themes that emerged from the
reviewed corpus. This organization is intended to provide a more coherent interpretation
of DT development and to directly support the research questions defined in Section 2.2.
Detailed study-level information extracted from the reviewed publications is retained
in the corresponding tables, while the narrative below focuses on cross-study patterns,
technological evolution, and research trends.

The quantitative distribution of the reviewed studies by publication venue and appli-
cation domain is presented in Figure 4. Although the literature is synthesized thematically
in the present section, the journal distribution remains useful for characterizing the compo-
sition of the review corpus and for identifying the publication venues in which DT research
is most strongly represented.

Figure 4. Research distribution of the 230 DT papers by journal and application domain.

The quantitative mapping presented in Figure 4 shows a pronounced concentration of
DT research within manufacturing and industrial systems. The Journal of Manufacturing
Systems represents the largest contribution, with 71 papers (30.9%) on the evolution of DT
technology from relatively static virtual representations toward dynamic, interconnected,
data-driven, and increasingly intelligent cyber–physical systems. Early DT implementa-
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tions were primarily concerned with representing physical assets and processes through
virtual models and simulation environments. Subsequent developments introduced con-
tinuous data acquisition, bidirectional communication, real-time synchronization, and
integration with industrial information systems. More recent studies increasingly combine
these capabilities with artificial intelligence, edge computing, semantic models, and au-
tonomous of the total corpus, followed by Computers in Industry with 39 papers (17.0%)
and IEEE Transactions on Industrial Informatics with 33 papers (14.3%). Together, these three
journals account for 143 papers, corresponding to approximately 62.2% of the complete
corpus. This concentration confirms the strong historical and technological association
between DT research and smart manufacturing, industrial informatics, cyber–physical
production systems, predictive maintenance, and intelligent process optimization.

The remaining publications are distributed across journals addressing manufacturing
processes, sustainable production, intelligent manufacturing, advanced manufacturing
technologies, measurement and calibration, as well as broader technological and multi-
disciplinary applications. This distribution demonstrates that although manufacturing
remains the dominant research environment, DT research is increasingly extending to-
ward healthcare, energy, smart cities, sustainability, infrastructure, and other applica-
tion domains.

4.1. Evolution of DT Architectures and Modeling Approaches

The reviewed literature demonstrates a progressive evolution of DT technology from
relatively static virtual representations toward dynamic, interconnected, data-driven, and
increasingly intelligent cyber–physical systems. Early DT implementations were primar-
ily concerned with representing physical assets and processes through virtual models
and simulation environments. Subsequent developments introduced continuous data
acquisition, bidirectional communication, real-time synchronization, and integration with
industrial information systems. More recent studies increasingly combine these capabilities
with artificial intelligence, edge computing, semantic models, and autonomous decision-
support mechanisms.

At the architectural level, the literature does not converge on a single universally
accepted DT architecture. Instead, different studies employ different numbers of layers
and terminology depending on their application domain, modeling requirements, and
technological implementation. Nevertheless, recurring functional components can be
identified across the corpus. These components generally include physical assets and
sensing infrastructure, communication and data-management studies increasingly consider
multiple machines, production lines, and cyber–physical production systems rather than
individual assets alone. Similar developments can be observed in healthcare, energy,
and smart-city mechanisms, digital modeling and simulation, analytics and services, and
user-facing applications or human–machine interfaces.

The architectural evolution is also reflected in the transition from isolated asset-level
twins toward system-level and networked DT ecosystems. Manufacturing studies increas-
ingly consider multiple machines, production lines, and cyber–physical production systems
rather than individual assets alone. Similar developments can be observed in healthcare,
energy, and smart-city applications, where DTs must integrate multiple physical entities,
heterogeneous data sources, and distributed computational resources.

Modeling approaches have similarly evolved from conventional geometric and
simulation-based representations toward hybrid and data-driven models. Physics-based
modeling remains important in applications requiring high physical fidelity, while machine
learning models are increasingly used where large volumes of operational data are avail-
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able. Hybrid approaches seek to combine the interpretability and physical consistency of
knowledge-based models with the adaptability of data-driven methods.

The reviewed studies also demonstrate increasing interest in dynamic model updat-
ing. Rather than maintaining a fixed digital representation, newer DT implementations
attempt to continuously update the virtual model according to changes observed in the
physical system. This evolution is particularly relevant to predictive maintenance, process
optimization, condition monitoring, and autonomous manufacturing.

The evidence summarized in Table 4 shows that DT architectures have progressively
incorporated greater levels depends on the integration of multiple enabling technologies
rather than on a single technological component. The reviewed corpus identifies IoT/IIoT,
simulation, artificial intelligence and machine learning, cloud computing, edge computing,
industrial communication protocols, sensing technologies, and data-management plat-
forms as the principal of connectivity, computational intelligence, and dynamic adaptation.
However, the diversity of architectural definitions remains a challenge for interoperabil-
ity and comparison between implementations. Future work should therefore investigate
reusable architectural patterns, standardized interfaces, and formal methods for evaluating
the fidelity and maturity of DT architectures across different application contexts.

Table 4. Evolution of DT architectures, modeling approaches, principal contributions, and identified
research gaps.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2020

DT Enhanced
Dynamic
Job-Shop
Scheduling
[9]

Meng Zhang,
Fei Tao,
A.Y.C. Nee

Dynamic job-shop scheduling
enhanced by DT technology,
introducing DT to bridge physical
and virtual job-shop spaces,
utilizing DT for machine
availability prediction.

Enhanced convergence between
physical and virtual spaces via DT for
dynamic scheduling, illustrated
through a case study: Further explore
DT applications in complex
scheduling environments and
enhance DT model adaptability.

Manufacturing

2022

A bibliometric
review of
research on
digital identity
[10]

Lennart Ante
et al.

The research project studies
digital identity development
through bibliometric methods,
which demonstrate different
research paths and connections
between study areas in digital
identity research.

Comprehensive overview of digital
identity research streams and
influential publications; visualization
of interrelations: Explore emerging
research topics within digital identity
streams; investigate cross-disciplinary
intersections.

Cross-domain

2022

A consistency
evaluation
method for DT
models [11]

He Zhang,
Qinglin Qi,
Fei Tao

The proposed framework
evaluates DT model consistency
through its established process.

The project needs to evaluate
complete DT modeling scenarios
because there is no existing
framework for assessing all aspects of
DT modeling in complex shop-floor
operations. The project needs to
enhance the AHP methodology for
consistency evaluation, which
requires more precise measurement
methods, and the research team needs
to investigate all potential uses of the
developed framework.

Cross-domain

2020

A DT approach
based on a
nonparametric
Bayesian
network for
complex system
health
monitoring [12]

Jinsong Yu
et al.

The DT method establishes its
health monitoring system through
the use of a nonparametric
Bayesian network. The DT model
construction process establishes a
Bayesian network system that
enables adaptive real-time
updates through its built-in
updating mechanism.

Improved model adaptability through
real-time updating; validation
through experiments in electro-optical
system monitoring: Explore scalability
of the approach across different
monitoring scenarios; investigate
further applications in complex
system health management.

Manufactur-
ing/Industrial

Systems
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Table 4. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022

A DT-based
framework for
detection,
diagnosis, and
improvement of
throughput
bottlenecks [13]

Mahesh
Kumbhar
et al.

The DT framework detects
production bottlenecks, which it
uses to enhance manufacturing
operations. The system employs
DT technology to identify
bottlenecks through real-time
monitoring while it provides
diagnostic capabilities and
simulation tools for potential
operational enhancements.

Novel approach utilizing DT and
process mining for bottleneck
management; demonstrated
throughput improvements in a real
factory setting: Extend the framework
to optimize multiple manufacturing
objectives concurrently; integrate with
predictive maintenance.

Manufacturing

2022

A DT dosing
system for iron
reverse flotation
[14]

Dingsen
Zhang,
Xianwen Gao

The DT system provides
intelligent dosing solutions
through its application in iron
reverse flotation. The flotation
process uses DT and machine
learning for real-time monitoring
and intelligent dosing operations.

Development of DT system for
reagent dosing optimization;
industrial validation and economic
benefit analysis: Investigate scalability
of the dosing system across different
mineral beneficiation processes;
integrate adaptive control strategies.

Manufactur-
ing/Industrial

Systems

2023

A DT system of
reconfigurable
tooling for
monitoring in
aerospace
assembly [15]

Jie Jin et al.

The development of a DT system
for aerospace assembly,
reconfigurable tooling monitoring,
and evaluation testing. The
development of a reusable DT
system creates operational models
that include geometric patterns
and physical properties,
behavioral patterns, and
rule-based systems.

Verification of DT system accuracy
and generalizability through assembly
experiments; further refinement of DT
system for broader tooling
applications; explore integration with
predictive maintenance.

Manufacturing

2020

A DT to train
deep
reinforcement
learning agents
for smart
manufacturing
plants [16]

Kaishu Xia
et al.

Utilizing DT for training deep
reinforcement learning agents in
smart manufacturing. Integration
of DT with deep reinforcement
learning for automated
manufacturing control.

Demonstration of DRL-based smart
agent for industrial control;
application of trained algorithms in
manufacturing tasks: Investigate
scalability of DRL-based control
methods; optimize integration
between DT and manufacturing
systems.

Manufacturing

2020

A DT-based
Approach for
Geometrical
Deviations
during Assembly
Processes [17]

Jean-Loup
Grégorio
et al.

Management of geometrical
deviations in assembly processes,
hybrid representation of the
product, updating virtual
component models, and
integration of assembly data.

Integration of physical assembly data
into virtual models, optimizing
assembly operations: Implementation
of more advanced tools for updating
virtual representations.

Manufacturing

2020

A DT -based Big
Data Virtual and
Real Fusion
Learning
Reference
Framework [18]

Pei Wang,
Ming Luo

Fusion of virtual and physical
spaces using DT and big data,
Synthesis of DTs and big data for
smart manufacturing, supported
by Industrial Internet.

Enhanced virtual–real fusion, iterative
optimization, and closed-loop
feedback in the product lifecycle:
Implementation of advanced analytics
for real-time decision-making

Manufacturing

2020

A DT-based
Flexible Cellular
Manufacturing
for Optimization
of Air
Conditioner Line
[19]

Hongfei Guo
et al.

Optimization of air conditioner
production line using DT-based
flexible manufacturing, flexible
manufacturing based on DT for
quick production line updates.

Significant production capacity
increase, decreased WIP, improved
balance rate: Integration of AI for
real-time production line
optimization.

Manufacturing

2023

A DT-based
On-site Quality
Assessment
Method for
Aero-engine
Assembly [20]

Li Jinyue
et al.

Quality assessment for
aero-engine assembly using DT,
Development of an analysis DT
platform, dynamic modeling for
quality assessment.

Enhanced quality analysis during
assembly, prototype system for on-site
assembly assessment: Integration of
advanced measurement techniques
for more precise quality assessment.

Manufacturing
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Table 4. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2020

A DT-enhanced
System for
Engineering
Product Family
Design and
Optimization
[21]

Kendrik Yan
Hong et al.

The DT technology enables
organizations to design and
improve entire product families
through its DT technology. The
team created a generalizable DT
architecture framework that
enables manufacturers to design
their entire product family system
according to specific
environmental conditions.

Situational recognition, self-correction,
and decision-aiding capabilities in
product family management:
Integration of context-aware
optimization algorithms for enhanced
decision support.

Cross-domain

2021

A Digital-twin
Visualized
Architecture for
Flexible
Manufacturing
System [22]

Yepeng Fan
et al.

Visualization of flexible
manufacturing systems using DT,
development of a DT
visualization architecture for FMS
lifecycle services.

Visualization of high-value
information throughout the lifecycle
planning, design, and service stages:
Further development of lightweight
architectures for broader adoption.

Manufacturing

2020

A Knowledge-
based Digital
Shadow for the
Machining
Industry in a DT
Perspective [23]

Asma Ladj
et al.

Machining industry data
management and analytics using
digital shadow, integration of
expert knowledge into a digital
shadow for improved
decision-making.

Continuously enriched behavior
model, improved shop-floor
performance: Application of
advanced unsupervised learning
techniques for enhanced analytics.

Manufacturing

2022

A New
Quantitative DT
Maturity Model
for High-end
Equipment [24]

Weifei Hu
et al.

The development of a DT
maturity framework for
high-performance equipment.
The research study assessed two
different methods to measure DT
maturity in highly advanced
equipment systems.

Comparison and assessment of
different DTs, proposal of maturity
levels, and improvement advice:
Further refinement of maturity
assessment metrics based on industry
feedback.

Evaluati-
on/Maturity

2021

Bi-level dynamic
scheduling
architecture
based on service
unit DT agents
[25]

Jian Zhang
et al.

Dynamic workshop scheduling
using DT agents, bi-level
distributed scheduling
architecture utilizing workshop
and service unit DTs.

Local, simple, and robust scheduling;
coordinated scheduling for multiple
units; divide-and-conquer strategy:
Implementation of real-time data
exchange and feedback loops for
enhanced scheduling.

Cross-domain

2020

Blockchain-
based data
management for
the DT of the
product [26]

Sihan Huang
et al.

Blockchain technology enables
secure data management for DT
systems through its capability to
control access and authenticate
data while safeguarding data
storage and sharing processes.

Improved data management efficiency
and security; demonstration through a
case study: Exploration of scalability
and performance considerations for
blockchain implementation in
large-scale product networks.

Smart city

2021

Building the
right DT with
model
engineering [27]

Lin Zhang,
Longfei
Zhou,
Berthold K.P.
Horn

The process of creating an
accurate DT requires appropriate
model engineering methods,
which need to be defined first.
The introduction of model
engineering principles and
associated metrics, together with
the evolutionary concurrent
modeling method (ECoM4DT),
which serves as a modeling
framework for DT development,
will be presented.

Clear definition and systematic
approach for building effective DTs;
avoidance of unnecessary
complexities: Application of
ECoM4DT across diverse industry
domains.

Construction

2023

Characterization
and evaluation of
identicality for
DTs for the
manufacturing
domain [28]

Shuo Su,
Aydin
Nassehi, Ben
Hicks, Joel
Ross

Evaluating DT quality
(‘identicality’) for manufacturing,
Development of an evaluation
framework based on
completeness, trueness, precision,
and latency.

A comprehensive method for
assessing DT quality tailored to
manufacturing scenarios; use of
manufacturing ontology: Integration
of real-time monitoring capabilities
and adaptive twin synchronization.

Manufacturing
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Table 4. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2020

Conceptual DT
modeling based
on an integrated
five-dimensional
framework and
TRIZ function
model [29]

Chunlong
Wu et al.

Modeling a multidimensional DT
at the conceptual level for an
intelligent vehicle, a
five-dimensional DT framework
to represent complex
relationships, and TRIZ function
model integration.

Method for conceptual modeling of
DT objects and attributes, bridging
material and virtual worlds: An
effective method for
multidimensional DT modeling.

Transportation

2020

Consistency
retention method
for CNC machine
tool DT model
[30]

Yongli Wei
et al.

Retaining consistency in updating
DT models for CNC machine
tools, framework for consistency
retention method, addressing
performance attenuation update.

Method for updating DT model with
performance attenuation; case study
on rolling guide-rail verification: An
effective method for maintaining the
accuracy of DT models for CNC
machine tools.

Cross-domain

2021

The construction
method of
shop-floor DT
based on MBSE
[31]

Juan Liu
et al.

Construction of a structured DT
for shop-floor systems, A method
based on Model-Based Systems
Engineering (MBSE), MagicGrid
modeling, and V model
application.

Hierarchical and modularized
framework for shop-floor DT
construction, example of NC
machining shop-floor subsystems:
Structured approach for developing
shop-floor DTs, enhancing system
scalability and maintenance.

Manufacturing

2020

Data
Construction
Method for the
Applications of
Workshop DT
System [32]

Tianxiang
Kong et al.

Construction of stable and
efficient data support for the
manufacturing workshop DT,
framework for data construction
based on functional requirements
analysis.

The module implements data
representation and organization
together with data management
functions. The research examined how
workshop DT systems used stable and
efficient data to improve their
operational performance and precise
measurement of application outcomes
through cutting-tool wear prediction.

Manufacturing

2023

Deep active-
learning-based
model-
synchronization
of digital
manufacturing
stations [33]

Clint Alex
Steed,
Namhun
Kim

Modeling human performance in
virtual manufacturing systems
using active learning and VR, an
active learning framework for
modeling human assembly
duration in VR experiments.

Efficient modeling of human
performance using VR-based active
learning; reduction in experimental
trials: Enhance the modeling of
human performance in virtual
systems.

Manufacturing

2020

Deep learning-
empowered DT
for visualized
weld joint
growth
monitoring [34]

Qiyue Wang
et al.

Monitoring and controlling
welding processes using DT,
Integration of deep learning for
weld joint monitoring and control.

Use of deep learning for accurate
weld joint monitoring and control,
decision-making strategy for welding
penetration control: Improve welding
process control using deep learning in
the DT framework.

Energy

2022

Digital
thread-based
modeling of DT
framework for
the aircraft
assembly system
[35]

Qiang Zhang
et al.

Modeling complex assembly
environments using digital
thread-based DT, establishment of
a DT framework with five
modules.

Improved data management,
controllability, and traceability in the
aircraft assembly process: A DT
framework enhances efficiency and
traceability in the aircraft assembly
process.

Manufacturing

2020

DT and
blockchain-
enhanced smart
manufacturing
service
collaboration [36]

Fei Tao et al.

The research introduces a
framework that uses DTs and
blockchain technology to improve
manufacturing service
partnerships. The research
introduces a framework that uses
DTs and blockchain technology to
improve manufacturing service
partnerships.

The collaborative manufacturing
service between individuals from
different organizations and their
ability to trust each other and adapt to
changes has improved, but the
production process needs proper
management for its successful
operation. The current study
investigates the implementation of
DT-BC to enhance manufacturing
service collaboration through its
dedicated framework.

Manufacturing
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Table 4. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2021

DT and
cloud-side-end
collaboration for
intelligent
battery
management
system [37]

Yujie Wang
et al.

Leveraging DT and
cloud-side-end collaboration for
battery management,
establishment of a four-layer
networked architecture for the
battery management system.

Enhanced management of batteries
throughout their lifecycle;
introduction of DT model and key
technologies: Utilize DT and cloud
collaboration for refined battery
management throughout the cycle.

Energy

2020

DT-Based
Real-time
Production
Logistics
Synchronization
System [38]

Y.H. Pan
et al.

Real-time monitoring and
synchronization of the production
logistics system; multi-level cloud
computing enabled a DT system
for production logistics
synchronization.

The optimization model for
production and storage introduces
real-time monitoring and dynamic
decision-making capabilities. The
system needs better monitoring tools
and decision-making processes for its
production logistics operations.

Smart city

2021

DT-enhanced
fault prediction
for the autoclave
with insufficient
data [39]

Yucheng
Wang et al.

Fault prediction for complex
equipment with limited data
using DT, construction and
verification of DT model for
autoclave, application in fault
prediction.

Effective fault prediction using
simulated and historical data;
application of CNN for fault
prediction in autoclave: Enhance fault
prediction for complex equipment
with limited data using DT
technology.

Construction

2023

DT model-based
smart assembly
strategy design
for PCB kit-box
build [40]

Xurui Li
et al.

Precision assembly of PCBs inside
enclosures using DT, utilizing a
DT model for accurate perception
of object pose and real-time
monitoring.

Development of a DT model for
intelligent PCB kit-box assembly,
including pose optimization and
quality prediction: Further refine the
DT model to achieve higher assembly
success rates and minimize errors.

Manufacturing

2022

DT
Technology—A
bibliometric
study of top
research articles
[41]

Tang Ji,
Huiyue
Huang, Xun
Xu

Bibliometric analysis of top
research articles on DT in smart
manufacturing, identifying and
summarizing the top 100 most
cited DT studies in smart
manufacturing.

Summary and discussion of important
DT studies in terms of publication
year: Provide insights into key areas
and trends in DT technology
development.

Manufacturing

2020

DT-based
designing of the
configuration,
motion, control,
and optimization
of a flow-type
smart
manufacturing
system [42]

Qiang Liu
et al.

Designing a flow-type smart
manufacturing system using DT,
introducing a quad-play CMCO
design architecture for DT-based
smart manufacturing

Presentation of key enabling
technologies and methodologies, and
development of a DT-based
manufacturing system design
platform: Verification of the proposed
design approach through a case study
demonstrating feasibility and
efficiency.

Manufacturing

2020

DT-based
industrial cloud
robotics:
Framework,
control approach
and
implementation
[43]

Wenjun Xu
et al.

The cloud computing system will
be integrated with industrial
robots through DT technology.
The DT-based industrial cloud
robotics framework will be
established through this proposal.

The research work establishes a
bidirectional connection between
digital infrared systems and physical
infrared systems to enable precise
control of sensing operations through
the developed systems. The research
work demonstrates the successful
implementation of the DTICR system
through the execution of a case study,
which showed its operational
capabilities and system flexibility.

Manufacturing

2020

DT-based smart
assembly process
design and
application
framework for
complex
products [44]

Yang Yi et al.

Designing smart assembly
processes for complex products
using DT, presenting a DT
reference model and application
framework for DT-based smart
assembly.

Detailing the application framework
with three layers: physical space,
interaction, and virtual space.
Verification of the proposed
framework through a case study
involving assembly process design for
a satellite.

Manufacturing
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Table 4. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

DT-based
structural health
monitoring by
combining
measurement
and
computational
data [45]

Xiaonan Lai
et al.

Structural health monitoring
framework using DT,
combination of measurement and
computational data.

MCC-DT framework, load
identification, MFS models, online
rain-flow counting algorithm, 3D
visualization: Applicability and
effectiveness verification.

Healthcare

2020

DT modeling
method based on
biomimicry for
machining
aerospace
components [46]

Shimin Liu
et al.

Modeling machining processes of
aerospace components using DT
based on biomimicry, proposing a
DT modeling method that
adaptively constructs
multi-physics DT models of
machining processes.

Development of multiple DT
sub-models interacting to represent
the physical machining process
accurately: Further validate and refine
the DT modeling method for broader
applications in aerospace
manufacturing.

Manufacturing

2023

DT-driven
centering process
optimization for
high-precision
glass lens [47]

Shiau-Cheng
Shiu et al.

Centering process optimization
for glass lens manufacturing,
DT-driven optimization system.

DOE-GA optimization, virtual process
model, industrial implementation:
Reduced process development time,
sampling inspection, and improved
yield rate.

Manufacturing

2021

DT-driven
machining
process for
thin-walled part
manufacturing
[48]

Zexuan Zhu
et al.

Machining process optimization
for thin-walled part
manufacturing, DT-driven
framework.

Real-time interaction, process
management, case study: Faster
start-up phases, accurate machining,
real-time interaction.

Manufacturing

2021

DT-driven online
anomaly
detection for an
automation
system based on
edge intelligence
[49]

Huiyue
Huang et al.

Anomaly detection for
automation systems using edge
intelligence|DT-driven anomaly
detection framework.

Edge-based DT, real-time monitoring,
case study. Future: Early-stage
anomaly detection, real-time
monitoring.

Cross-domain

2020

DT for cutting
tool: Modeling,
application, and
service strategy
[50]

Yang Xie
et al.

Cutting-tool DT development and
services, DT-driven data flow
framework.

Cutting-tool lifecycle management,
virtual testing platform: Continuous
improvement, virtual testing
platform.

Cross-domain

2020

DT-driven
optimization of
gas exchange
system of
2-stroke heavy
fuel aircraft
engine [51]

Zheng Xu
et al.

Optimization of gas exchange
system for aircraft engines,
DT-driven optimization method.

Real-time feedback, virtual-physical
integration, iterative optimization:
Improved engine performance, smart
manufacturing development.

Manufacturing

2023

DT-enabled
automated
anomaly
detection and
bottleneck
identification
[52]

Christina
Latsou et al.

The manufacturing systems use
automated systems to detect
anomalies and find their
operational problems. The
multi-agent system uses DT
technology to create its
cyber–physical system.

Anomaly detection, bottleneck
identification, multi-agent approach:
Improved decision-making, real-time
detection.

Manufacturing

2020

DT-enabled
Collaborative
Data
Management for
Metal Additive
Manufacturing
Systems [53]

Chao Liu
et al.

The metal additive manufacturing
process uses collaborative data
management. The framework
enables collaborative data
management through DT
technology.

Cloud-based collaboration, deep
learning-enabled defect analysis:
Enhanced process understanding,
improved quality.

Manufacturing
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Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2021

DTs-based smart
manufacturing
system design in
Industry 4.0: A
review [54]

Jiewu Leng
et al.

Smart manufacturing system
design using DTs, FSBCIP
framework for DT-based SMS
design.

Unified model development,
semi-physical simulations: Reduced
time and cost, effective SMS design.

Manufacturing

2020

Digital-twin-
driven geometric
optimization of
the centrifugal
impeller with
free-form blades
[55]

Yu Zhou
et al.

The project aims to develop an
optimal design for centrifugal
impellers, which will be achieved
through geometric optimization
methods and through the
implementation of DT-based
optimization techniques.

Tool-path generation, aerodynamic
performance analysis, reinforcement
learning: Improved machining
efficiency, balance of performance.

Manufacturing

2019
Enabling
technologies and
tools for DT [56]

Qinglin Qi,
Fei Tao,
Tianliang Hu,
Nabil Anwer
et al.

DT implementation requires
specific technologies and tools
that allow its realization. The
operation of DT systems depends
on particular enabling
technologies and associated
supporting tools.

5-dimensional DT model, enabling
technologies and tools overview:
Reference guidance for DT
applications.

Cross-domain

2021

Establishing a
reliable
mechanism
model of the DT
machining
system [57]

Shimin Liu
et al.

Reliability evaluation for DT
machining systems, Adaptive
evaluation network approach.

Reliability evaluation, adaptive
decision-making: Enhanced
decision-making, reduced errors.

Manufacturing

2022

Four Rs
Framework for
the development
of a DT [58]

John Osho
et al.

DT development framework
implementation, Four Rs
framework.

Representation, replication, reality,
relational phases: Improved DT
development.

Manufacturing

2020

Framework for
manufacturing-
tasks semantic
modeling and
manufacturing-
resource
recommendation
[59]

Xixing Li
et al.

On the acquisitions of DT shop
floors, this research takes up the
topic of a theoretical study of
semantic modeling and resource
suggestion. Moreover, a
framework comprising MT&MR
was conceived.

Ontology-based modeling, dynamic
resource recommendation: Improved
scheduling accuracy, real-time
optimization.

Manufacturing

2020

How to model
and implement
connections
between physical
and virtual
models for DT
systems [60]

Qinling
Zhang et al.

Connection modeling between
physical and virtual models for
DTs, literature review.

Connection modeling methods, DT
systems: Reference for connection
modeling methods.

Cross-domain

2025

Using a DT and
smart services to
enable automatic
generation of
context-sensitive
instructions [61]

Karl Lossie
et al.

DT + real-time data to generate
adaptive instructions; prototype
and validation.

Smart automated instructions;
improved efficiency and accuracy;
industrial validation. Add AI,
improve scalability, and extend to
other applications.

Manufacturing

2022

A consistency
evaluation
method for DT
models [11]

Zhang, He
Qi, Qinglin
Tao, Fei

Consistency evaluation
framework for DT models using
AHP before/after model
assembly and fusion.

Comprehensive DT model evaluation;
integration of geometry, physics,
behavior, and rule models; improved
model reliability. Enhance evaluation
metrics, extend to diverse industrial
scenarios, and integrate real-time
validation.

Smart
Manufacturing
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Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022 DT modeling [62] Tao, Fei
Xiao et al.

Systematic review and
classification of DT modeling
based on multiple dimensions
and theoretical aspects.

Comprehensive analysis of DT
models; classification framework;
identification of enabling technologies.
Improve modeling methods, enhance
universality, and develop advanced
tools and standards.

Smart
Manufacturing

2021

Automated
manufacturing
system discovery
and DT
generation [63]

Lugaresi,
Giovanni
Matta,
Andrea

Data-driven automatic generation
of DT models with an optimal
level of detail from production
logs.

Efficient DT model generation;
reduced complexity; improved
performance estimation accuracy.
Enhance adaptability to dynamic
systems, improve data quality
handling, and extend to diverse
industries.

Manufacturing

2021

A matrix analytic
approach for
Bayesian
network
modeling and
inference [64]

Ding Zhang
et al.

Analytical model of Bayesian
network for manufacturing
system, Proposed matrix analytic
approach.

Improved analytical model for
maintenance services; efficient
probability network modeling;
real-world verification: Application of
the matrix analytic approach in
diverse manufacturing systems.

Manufacturing

2020

Digital-twin-
driven geometric
optimization of
centrifugal
impeller [55]

Yu Zhou
et al.

Geometric optimization of
centrifugal impeller; DT-based
approach, DT-based optimization
strategy for balancing
machinability and aerodynamic
performance.

Integrated design and manufacturing
using DT; machining efficiency
improvement; aerodynamic
performance analysis; real-world
experimentation: Further research on
DT-driven optimization strategies;
exploration of DT applications in
other manufacturing processes.

Manufacturing

2022

A multi-
dimensional
cognitive
framework for
cognitive
manufacturing
[65]

Tengyuan
Jiang et al.

Cognitive framework for dynamic
production system cognition;
OAR model, proposal of a
multidimensional cognitive
framework based on OAR model;
dynamic cognition dimensions
and capabilities; computation DT
model development.

Development of cognitive
manufacturing mechanisms;
computation DT model construction;
cognitive capabilities provision;
feasibility demonstration: Application
of cognitive framework in diverse
production systems; continuous
enhancement of cognitive capabilities.

Manufacturing

2023

Towards smart
layout design for
a reconfigurable
manufacturing
system [66]

Halldor
Arnarson
et al.

Smart layout design system for
reconfigurable manufacturing
systems, integration of Industry
4.0 technologies, simulation, and
optimization for smart layout
design.

Improved responsiveness and
autonomy in layout design; reduction
in human intervention; optimization
of RMS efficiency: further
development and refinement of smart
layout design system; application in
various manufacturing contexts.

Manufacturing

2020

DT-based
assembly data
management and
process
traceability for
complex
products
[67]

Cunbo
Zhuang,
Jingcheng
Gong,
Jianhua Liu

Assembly data management and
process traceability for complex
products, DT-based approach
with dynamic evolutionary
process analysis.

Framework for DT-based data
management; core techniques for
workflow, synchronous modeling,
hierarchical management:
Implementation of DT-APMCS in
aerospace industries, future research
directions.

Manufacturing

2020

Predictive
maintenance
integrated
decision-making
approach
supported by
DT-driven
cooperative
awareness [68]

Shanghua Mi
et al.

The first system uses predictive
maintenance to help
decision-making processes. The
second system uses a DT-based
framework to establish
cooperative awareness between
different entities that need to
connect.

Integrated mathematical model,
NSGA-II hybrid algorithm, case study
validation: Guidance for
implementing predictive maintenance
with higher accuracy and reliability.

Cross-domain
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Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

The adoption of
digital
technologies in
the
manufacturing
world: A
systematic
review [69]

Leonardo
Maretto,
Maurizio
Faccio, Daria
Battini

Evaluation of digital technology
adoption in manufacturing: A
systematic review of 229 real-life
case studies.

Categorization of digital technologies,
performance measurement, economic
benefit analysis: Identification of five
new research directions.

Manufacturing

2023

Assessing the
impact of
automation in
pharmaceutical
quality control
labs using a DT
[70]

Tiago Coito
et al.

Impact assessment of automation
in pharmaceutical quality control
labs, simulation model-based
approach.

Development of simulation model;
comparison between current and
future workflows; analysis of
throughput, resource occupation, and
annual man-hours gained: Projection
of increase in analyst and equipment
availability based on production data.

Healthcare

2024

Research on DT
monitoring
systems during
milling of large
parts [71]

Yao Lu et al.
DT monitoring in milling, Unity
3D-based virtual system, OPC
UA, LabVIEW.

Improved machining safety and
quality: Develop adaptive DT-based
chatter suppression techniques.

Manufacturing

2020

A DT
commissioning
method for
machine tools
based on
scenario
simulation [72]

Yao Lu et al.
DT commissioning for machine
tools, Scenario simulation, Unity
3D, MySQL.

Improved safety, reduced errors:
Expand DT testing scenarios for
broader applications.

Design/Si-
mulation

2024

A review and
outlook of
airframe DTs for
structural health
management [73]

Joelle W.Y.
Chia et al.

Airframe DT for aviation
maintenance, Systematic
literature review.

Identified trends in SPHM: Develop
advanced environmental condition
models.

Healthcare

2024

Simulation-
based DT for
enhancing
human–robot
collaboration in
assembly
systems [74]

Antonio
Cimino et al.

DT for human–robot
collaboration, FIWARE/FIROS
simulation-based DT.

Improved HRC efficiency in assembly
lines: Address real-time data
exchange challenges.

Manufacturing

2025

An LLM-guided
SD-LDM DT
Construction
Strategy (LSDT)
for
multi-industrial
scenarios:
Enhancing
adaptability and
efficiency [75]

Feixiang
Wang et al.

LLM-guided SD-LDM framework
for rapid 3D model generation
and multi-scale DT construction;
validated via case studies.

Fast DT construction method (LSDT);
multimodal 3D generation; improved
efficiency and usability, enhanced
model generalization, integrated more
data sources, and extended to broader
industrial scenarios.

Manufacturing

2025

Multi-robot
collaborative
manufacturing
driven by DTs:
Advancements,
challenges, and
future directions
[76]

Gang Wang
et al.

Comprehensive review of
DT-driven multi-robot
collaborative manufacturing
(MRCM): concepts, architecture,
and technologies.

Structured analysis of DT-based
MRCM; identification of challenges;
integration of AI for multi-robot
collaboration. Improve modeling,
coordination strategies, and
scalability; integrate advanced AI for
better collaboration.

Manufactur-
ing/Privacy

4.2. Enabling Technologies and Digital Infrastructure

The development of DT systems depends on the integration of multiple enabling
technologies rather than on a single technological component. The reviewed corpus iden-
tifies IoT/IIoT, simulation, artificial intelligence and machine learning, cloud computing,
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edge computing, industrial communication protocols, sensing technologies, and data-
management platforms as the principal technological foundations of contemporary DT
implementations.

Figure 5 summarizes the frequency of the principal enabling technologies identified
across the 230 reviewed studies.

 

Figure 5. Enabling technologies identified in the DT corpus (2018–2026, n = 230 papers).

IoT/IIoT represents the most frequently reported enabling technology, appearing in
86.6% of the analyzed studies, followed by simulation at 82.0% and AI/machine learning
at 75.6%. Cloud computing appears in 57.1% of the studies, while edge computing is
reported in 45.6%. These frequencies demonstrate that contemporary DT architectures
increasingly depend on the combination of sensing, communication, simulation, and
computational intelligence.

The high prevalence of IoT/IIoT confirms the central role of continuous sensing and
data acquisition in establishing the connection between physical assets and their digital
counterparts. Sensors, actuators, PLCs, industrial controllers, and other data-acquisition
devices provide the operational information required to maintain the virtual representation.

Simulation remains another fundamental component. Simulation environments allow
DTs to reproduce physical processes, evaluate alternative operating scenarios, predict
system behavior, and test control strategies without directly modifying the physical system.
Depending on the application, simulation may involve discrete-event simulation, finite-
element analysis, computational-fluid-dynamics models, manufacturing simulation, or
three-dimensional virtual environments.

AI and machine learning constitute an increasingly important component of DT intel-
ligence. Their applications include prediction, anomaly detection, classification, diagnosis,
quality assessment, predictive maintenance, optimization, and decision support. Deep
learning architectures such as CNNs, LSTMs, and GNNs are increasingly incorporated
into DT workflows, while physics-informed and hybrid approaches attempt to combine
physical knowledge with data-driven learning.

Cloud and edge computing provide complementary computational capabilities. Cloud
platforms facilitate large-scale storage, centralized analytics, and computationally intensive
processing, whereas edge computing supports low-latency processing close to physical
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assets. The increasing use of edge computing reflects the need for real-time or near-real-time
DT operation, particularly in industrial environments.

Other technologies identified in the corpus include blockchain, digital-thread technolo-
gies, semantic models, ontologies, 5G/6G communication, federated learning, generative
AI, and physics-informed machine learning. These technologies remain less prevalent than
the established DT foundations but indicate the direction of technological development
toward more distributed, interoperable, secure, and autonomous DT ecosystems.

Table 5 summarizes the main enabling technologies integrated with digital twins,
highlighting their applications, contributions to DT capabilities, and the research gaps that
remain to be addressed.

Table 5. Enabling technologies integrated with digital twins: applications, contributions, and
research gaps.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

A reduced order
model on adaptive
proper orthogonal
decomposition for a
DT in the process
industry [77]

Xiaoyang Zhu,
Yangjian Ji

DT technology in the process
industry, reduced-order
model with adaptive
updating ability.

The high-precision fitting method
enables users to achieve extensive
time savings when applying the
complete order model. The
upcoming phase of the project
will test through various
industrial processes to confirm its
validity.

Manufact-
uring

2023

Construction of a DT
for a clamped
near-net-shape blade
in adaptive
manufacturing [78]

Yiming Guo et al.

DT for adaptive
manufacturing of
near-net-shape blades,
innovative modeling method
for clamped adaptive
manufacturing of
near-net-shape blades
(CADT)

Consistency between CADT and
the adaptive model, and accurate
finishing guidance. Future:
Application to other large-sized
near-net-shape components.

Manufact-
uring

2022

Design of Gaussian
process-based model
predictive control for
seam tracking in a
laser welding DT
environment [79]

Zhehao Zhang
et al.

Laser welding seam tracking
control, Gaussian
process-based model
predictive control.

Improved seam tracking accuracy
and robustness. Future:
Integration into industrial laser
welding systems.

Design/Si-
mulation

2022

Development of
FEM-based DTs for
machining
difficult-to-cut
materials: A
roadmap for
sustainability [80]

Ribeiro-Carvalho
et al.

Machining simulations for
sustainable production, Finite
Element Method (FEM)
simulations for
coolant-assisted machining.

Practical tool for selecting cutting
configurations and awareness of
challenges. Further development
of numerical models for
sustainable cooling techniques.

Manufact-
uring

2021

DT modeling for
temperature field
during friction stir
welding [81]

Gaoqiang Chen
et al.

DT for friction stir welding,
Sensor-based numerical
simulation with cyber-physics
fusion algorithm.

Real-time calculation of
in-process 3D temperature field;
synchronization with physical
process, validation in diverse FSW
scenarios; integration into
industrial FSW systems.

Design/Si-
mulation

2021

Neural networks and
NARXs to replicate
extrusion simulation
in DTs for fused
filament fabrication
[82]

A. Rossi, M.
Moretti, N. Senin

DT for fused filament
fabrication, Nonlinear
autoregressive models with
exogenous variables
(NARXs).

Replication of complex extrusion
simulation with reduced
computational time, integration
into real FFF machines, and
in-process monitoring
capabilities.

AI/Machine
Learning
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Table 5. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022

Physical modeling
for DT of the
Continuous Damping
Control damper [83]

Tao Li,
Zhongyuan Liao,
Yi Cai

DT for CDC damper, Hybrid
model combining lumped
parameter and neural
network models.

High accuracy and low
computational cost for CDC
damper modeling. Application to
the monitoring and control of
CDC dampers in various systems.

AI/Machine
Learning

2023

Smart recoating: A
DT framework for
optimisation and
control of powder
spreading in metal
additive
manufacturing [84]

Arden Phua et al.

DT for powder spreading
control in metal AM,
Bayesian optimization for
real-time control, Discrete
Element Method simulations.

Improved layering consistency,
mitigation of process variation,
integration into metal additive
manufacturing systems, and
exploration of new process
strategies.

Manufact-
uring

2023

Towards a DT of laser
powder bed fusion
with a focus on gas
flow variables [85]

C.G. Klingaa
et al.

DT for laser powder bed
fusion, Investigation of gas
flow variables on part quality
metrics.

Understanding the influence of
gas flow on part quality,
development of response surface
models, implementation in laser
powder bed fusion systems, and
decision-making under
uncertainty.

Manufact-
uring

2021

Validation of
materials-informed
DT: Mapping
residual strains in
HSLA steel
weldment using
high-energy X-rays
[86]

Charles R. Fisher
et al.

Materials-informed DT for
structural analysis, finite
element analysis (FEA),
welding simulations,
comparison with
energy-dispersive diffraction
(EDD).

Validation of a computational
method for predicting residual
strains in weldments. Integration
of fabrication data into structural
analysis for increased accuracy.

Energy

2024

DT-based anomaly
detection for
real-time tool
condition monitoring
in machining [87]

Zepeng Liu et al.

Real-time tool condition
monitoring (TCM) in
machining using DTs, A DT
framework integrating
physical machining processes,
real-time data-driven
modeling, and diagnostic
algorithms for anomaly
detection.

The project implements new
methods for monitoring tools by
using Model Frequency Features,
which track their operational
status. The research will be
expanded to study advanced
machining components while
validating their lifespan
forecasting capabilities.

Manufact-
uring

2024

A DT framework for
anomaly detection in
industrial robot
systems [88]

Shijie Wang et al.

Anomaly detection in
industrial robots using DTs, a
hybrid convolutional
autoencoder (MPI-HCAE)
integrating multiple physical
variables as digital assets.

Development of a
physics-informed hybrid
convolutional autoencoder;
achieved RMSE below 1.5%,
F1-score over 98.23%. Expand the
model’s applicability to more
complex industrial robots;
enhance real-time processing.

Cross-
domain

2025

Research on the
online monitoring
method of cutting
tool wear based on
the mechanism-data
fusion concept of DT
[89]

Zhou et al.

Mechanism–data fusion DT
using DSCNN (PTFT),
similarity-based reasoning,
and particle filter for tool
wear monitoring.

High-accuracy DT model;
improved generalization under
varying conditions; efficient
online tool wear monitoring.
Extend to more materials and
machining conditions; enhance
model robustness; integrate
real-time industrial deployment.

Manufact-
uring/AI

2025

DT for weld pool
evolution by
data-physics
integrated driving
[90]

Jiao, Wenhua
et al

Regression model with
improved loss function
(MLE), transfer learning, and
DT for weld pool monitoring
and visualization.

Enhanced prediction accuracy;
reduced data dependency;
DT-based visualization of weld
pool evolution.
Improve data quality, extend to
complex welding scenarios, and
integrate advanced AI models.

Manufact-
uring/AI
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The overall evidence suggests that DT development is increasingly characterized by
technological convergence. IoT provides data acquisition, communication technologies
provide connectivity, simulation provides virtual representation, AI provides intelligence,
and cloud/edge infrastructure provides computational resources. The challenge is there-
fore no longer simply the development of individual technologies, but their reliable and
interoperable integration into a coherent DT architecture.

4.3. Application Domains and Functional Uses

The reviewed corpus covers several application domains, with manufacturing repre-
senting the dominant area of DT research. Healthcare, smart cities, and energy systems
constitute additional major application domains and demonstrate the increasing general-
ization of DT concepts beyond industrial production.

4.3.1. Manufacturing

Manufacturing constitutes the largest application domain in the reviewed corpus. DTs
are employed for predictive maintenance, process monitoring, quality control, production
transition from using DTs primarily for monitoring toward using them for prediction,
optimization, and operational decision-making. In advanced manufacturing environments,
DT scheduling, process optimization, condition monitoring, robotics, assembly, machining,
additive manufacturing, and cyber–physical production systems.

The literature indicates a progressive transition from using DTs primarily for
monitoring toward using them for prediction, optimization, and operational decision-
making. In advanced manufacturing environments, DTs increasingly integrate machine
learning models, real-time sensor data, simulation, edge computing, and industrial
communication technologies.

Several reviewed studies also address high-mix low-volume production, human–robot
collaboration, sustainable manufacturing, and intelligent configuration management. These
studies indicate that DTs can support manufacturing environments characterized by high
product variety, changing production requirements, and complex interactions between
humans and machines.

4.3.2. Healthcare

Healthcare represents a distinct application environment in which DTs are applied to
patients, medical devices, hospital systems, and healthcare infrastructure. The reviewed
literature includes applications involving patient monitoring, medical cyber–physical sys-
tems, neonatal monitoring concerning privacy, safety, reliability, data governance, and
clinical validation. The use of sensitive patient information also creates additional cy-
bersecurity and ethical considerations. Consequently, healthcare DT validation cannot
rely exclusively on conventional engineering performance indicators spatial and organiza-
tional scale than most manufacturing applications. The reviewed studies address urban
planning, transportation, environmental monitoring, infrastructure management, energy
management, and to combine information from sensors, transportation systems, buildings,
energy infrastructure, geographic information systems, and public services. Scalability,
interoperability, privacy, and real-time synchronization, energy storage, monitoring, pre-
dictive maintenance, and energy optimization. The reviewed studies demonstrate the
potential of DTs to support both asset, personalized healthcare, and AI-supported medical
decision-making.

Unlike manufacturing, healthcare DTs are subject to particularly stringent require-
ments concerning privacy, safety, reliability, data governance, and clinical validation. The
use of sensitive patient information also creates additional cybersecurity and ethical consid-
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erations. Consequently, healthcare DT validation cannot rely exclusively on conventional
engineering performance indicators and requires domain-specific validation procedures.

4.3.3. Smart Cities and Infrastructure

Smart-city DTs operate at a broader spatial and organizational scale than most
manufacturing applications. The reviewed studies address urban planning, transporta-
tion, environmental monitoring, infrastructure management, energy management, and
green mobility.

The main challenge in this domain is the integration of heterogeneous and geograph-
ically distributed data sources. Smart-city DTs may need to combine information from
sensors, transportation systems, buildings, energy infrastructure, geographic information
systems, and public services. Scalability, interoperability, privacy, and real-time synchro-
nization therefore become particularly important.

4.3.4. Energy Systems

Energy-related DT applications include power generation, renewable-energy systems,
smart grids, batteries, energy storage, monitoring, predictive maintenance, and energy
optimization. The reviewed studies demonstrate the potential of DTs to support both
asset-level monitoring and system-level energy management.

Energy applications impose strict requirements for reliability, availability, prediction
accuracy, and real-time operation. Renewable-energy systems additionally introduce
uncertainty associated with weather conditions and fluctuating generation, increasing the
importance of predictive and adaptive DT models.

Table 6 provides a comparative synthesis of DT applications across manufacturing,
healthcare, smart cities, and energy systems, highlighting their main application areas,
contributions, and domain-specific challenges.

Table 6. Comparative synthesis of DT applications across manufacturing, healthcare, smart cities,
and energy systems.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2020

Efficient container
virtualization-based
DT simulation of
smart industrial
systems [91]

Ting Yu Lin
et al.

The first system provides
on-demand simulation through
its DT-based simulation system.
The second system uses container
virtualization to deliver
simulation services through its
CVSimaaS methodology.

Lightweight container
virtualization, matrix-based
management model. Implement
CVSimaaS for efficient and
resource-conserving DT system
deployment.

Cross-domain

2022

A DT-based approach
for optimizing
operation energy
consumption at
automated container
terminals [92]

Yinping Gao
et al.

Optimizing energy consumption
in automated container terminals,
DT-based approach, Q-learning
algorithm.

Virtual container yard, energy
consumption minimization
model, comparison with GA and
PSO algorithms. Use DT to
visualize the operational
environment and support ASC
energy optimization.

Energy

2021

A function-oriented
optimizing approach
for smart product
service systems using
DT [93]

Chunlong
Wu et al.

Optimizing Smart PSS at the
conceptual design stage using DT,
hybrid modeling, integrating
function modeling, and 5D DT
framework.

Function value ranking with
TFN-based calculation, systematic
ideality improvement. Apply the
proposed method to enhance
Smart PSS competitiveness and
systematic ideality.

Cross-domain
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Table 6. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2021

A graph-based
Monte Carlo
simulation
supporting a DT for
excavation material
flows [94]

Simon Züst
et al.

Managing material flows in
construction for the circular
economy, graph-based Monte
Carlo simulation, and DT.

Effective steering inputs for
government agencies, material
flow quantification. Apply DT to
understand and predict material
flow impacts and evaluate
potential scenarios.

Construction

2019

Big data-driven
Hierarchical DT
Predictive
Remanufacturing
paradigm [95]

Yankai Wang
et al.

Sustainable multi-life-cycle
remanufacturing through DT, big
data-driven layered architecture,
hierarchical CPS-digital-twin
control mechanism.

Feasibility of BDHDTPREMfg,
benefits of lifecycle penetration.
Focus research on integrating
smart enabling technologies in
remanufacturing processes.

Manufacturing

2020

Data fusion-based
sustainable DT
system of intelligent
detection robotics
[96]

Bin He,
Xiaoyang
Cao, Yicheng
Hua

Enhancing the sustainability of
intelligent detection robots,
decision-level and data-level
fusion, DS evidence theory.

Sustainable design quantitative
model, entropy weight method
for indicator evaluation. Use data
fusion to improve product
sustainability and comprehensive
performance.

Manufacturing

2023

Developing key
performance
indicators for
monitoring
sustainability in the
ceramic industry [97]

Giuditta
Contini et al.

The ceramic industry needs
sustainable monitoring through
KPI systems, which require
digital process transformation
and Industry 4.0 technology
implementation.

Methodology for self-monitoring
sustainability, sustainability DT
concept, invest in digitization and
Industry 4.0 technologies for
real-time sustainability
monitoring.

Manufacturing

2023

Development of a DT
for smart farming:
Irrigation
management system
for water saving [98]

Rafael
Gomes et al.

Smart irrigation for water saving
in agriculture, FIWARE-based IoT
platform, discrete event
simulation model.

Evaluation of IoT platform and
irrigation strategies, real-time
system communication. Use DT
to improve farm operations,
reduce water usage, and evaluate
irrigation strategies.

Agriculture

2019

DT aided
sustainability-based
lifecycle management
for railway turnout
systems [99]

Sakdirat
Kaewun-
ruen, Qiang
Lian

Lifecycle management of railway
turnouts using DT, 6D BIM
integration, Revit-2018,
Navisworks-2018 platforms.

Improved information flow,
economic and sustainability
assessment. Adopt BIM for
efficient management across the
lifecycle of railway turnouts.

Transportation

2023

DT of end-of-life
process chains for a
circular economy
adapted product
design [100]

Jeff Mangers
et al.

Circular economy in product
design for PET bottles, C-VSM,
digital state flow representation,
decision-support tool.

Alignment of product design with
EOL processes improved
circularity. Consider EOL
infrastructure in product design
to enhance circular resource
flows.

Construction

2023

DT-enabled
human-robot
collaborative teaming
towards sustainable
built environments
[101]

Weisheng Lu
et al.

Human–robot collaboration for
facility management, DT-enabled
framework, dynamic simulation.

Safe and efficient human–robot
collaboration, real-time data
capture, and leveraging DT to
optimize human–robot teamwork
in managing built environments.

Healthcare

2021

Digital-twin driven
energy-efficient
multi-crane
scheduling and crane
number selection
[102]

Ning Zhao
et al.

Energy-efficient scheduling in
multi-crane systems using DT, DT
framework, and simulation-based
solution generation.

Accurate energy consumption
evaluation and interference
avoidance. Use DT for efficient
multi-crane scheduling and
energy-saving strategies.

Energy

2021

DTs-based remote
semi-physical
commissioning of
flow-type smart
manufacturing
systems [103]

Jiewu Leng
et al.

Remote commissioning of
manufacturing systems using DT,
Remote semi-physical simulation,
open architecture design.

Reduced physical commissioning
costs, case study validation,
implement DT for sustainable
commissioning of smart
manufacturing systems.

Manufacturing
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Table 6. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2025

Soft-sensors to drive
manufacturing
toward clean
production: LCA
based on DT [104]

Piron, Mirco
Bovo et al.

Integration of DT (ISO 23247)
with LCA (ISO 14040) using soft
sensors for real-time
environmental impact assessment
[105].

Real-time environmental DT
model; energy and GWP analysis;
improved sustainability via
optimization and eco-design.
Extend to other processes,
enhance sensor accuracy, and
integrate broader sustainability
metrics.

Manufacturing

2025

Comparative analysis
of experimental and
modelling of bifacial
PV panel: a step
towards DT [106]

Halwani
et al.

DT modeling of bifacial PV panels
using analytical, PVsyst, and
Simulink models for performance
prediction.

High-accuracy power forecasting;
comparison of models; DT for
monitoring and predictive
maintenance. Extend to
large-scale PV systems, improve
model integration, enhance
real-time optimization.

Smart Energy

4.3.5. Cross-Domain Comparison

Across the four principal application domains, the technological foundations of DTs
are broadly similar, but the operational constraints differ. Manufacturing emphasizes real-
time control, production optimization, and quality; healthcare emphasizes privacy, safety,
and clinical reliability; smart cities emphasize scalability and heterogeneous infrastructure
integration; and energy systems emphasize reliability, prediction, and system stability.

The cross-domain analysis demonstrates that DT concepts are transferable at the archi-
tectural level but not necessarily at the implementation level. Domain-specific data charac-
teristics, safety requirements, operational constraints, and validation procedures must there-
fore be considered when adapting DT architectures between application environments.

The reviewed corpus demonstrates that DT applications extend beyond manufactur-
ing to healthcare, smart cities, energy systems, and other infrastructure-oriented domains.
Although manufacturing remains dominant, the additional studies published in MDPI
journals provide useful evidence of the expansion of DT research toward healthcare, energy,
and smart-city applications (see Table 7). These studies also illustrate how DTs are increas-
ingly combined with AI, IoT, cybersecurity, and advanced communication technologies
across different application contexts.

Table 7. Synthesis of additional DT studies identified in MDPI journals (2024–2026), including
application domains, enabling technologies, contributions, and research gaps.

Ref. Authors (Year) Journal Domain Key Methodologies Core Contribution

[106] Nguyen et al.
(2025) Sensors Smart

Manufacturing

Deep reinforcement learning,
CNNs, IoT sensor fusion,
multi-twin synchronization

Categorizes AI-DTs across four
hierarchical levels (machine, cell, shop
floor, enterprise) for predictive
maintenance and real-time control

[107] Omigbodun
(2026) Sustainability Sustainable

Manufacturing

Machine learning, predictive
analytics, carbon-aware
control, life-cycle impact
modeling

Reframes DTs as decision-making
tools integrating energy, material, and
carbon intensity for circular economy
goals

[108] Konstantinos Eet
al. (2026) Information

Industrial
Cybersecurity
(OT)

ISO 23247 architecture,
attack-detection algorithms,
literature synthesis

Defines functional/security
requirements and proposes an ISO
23247-compliant DT architecture for
incident detection and response
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Table 7. Cont.

Ref. Authors (Year) Journal Domain Key Methodologies Core Contribution

[109]
Fontana &
Zinatlou Ajabshir
(2026)

Computation
Healthcare &
Personalized
Medicine

Medical imaging,
patient-specific biomechani-
cal/hemodynamic
simulations, bibliometric
analysis

Maps methodological progress in
human DTs (cardiovascular,
musculoskeletal, neurological) for
procedural planning

[110] Tasmurzayev
et al. (2025) Sensors

Proactive
Cardiovascular
Care

AI multi-agent systems,
continuous biomedical IoT
sensor streams, physiological
modeling

Outlines an end-to-end architecture
connecting wearable sensors to AI
agents for early cardiac-risk
identification

[111] Mazzetto (2024) Sustainability Smart Cities &
Urban Planning

GIS integration, IoT
spatio-temporal data
aggregation, urban system
simulations

Evaluates macro-level urban twin
implementations for infrastructure
optimization and resource
management

[112] Lis & Mądziel
(2026) Applied Sciences

Green
Transportation
Networks

Real-time traffic-flow
optimization, deep-learning
traffic prediction, emission
modeling

Integrates urban mobility DTs with
real-time signal control to reduce
congestion and vehicle carbon output

[113] Ba et al. (2025) Sustainability Energy Efficiency
Assessment

Systematic literature review,
thermodynamic physics
models, ML energy
benchmarking

Synthesizes DT strategies for
industrial and building
energy-efficiency optimization and
waste reduction

[114] Abdullah &
Khubaib (2026)

Engineering
Proceedings

Building
Performance
Assessment

Integrated structural-energy
simulation, BIM-to-DT
workflows, gap analysis

Highlights current gaps in combining
structural health monitoring with
dynamic energy assessments

[115]
Maldonado-
Correa et al.
(2026)

Energies
Wind Turbine
Asset
Management

Physics-informed neural
networks, Remaining Useful
Life (RUL) modeling,
vibration analysis

Reviews predictive-maintenance
models for offshore and onshore wind
turbines to lower O&M expenditures

[116] Madani et al.
(2025) Batteries

Battery
Management
Systems (BMS)

Cloud–edge hybrid
computing, electro-thermal
physics models, SoC/SoH
estimation

Proposes cloud–edge AI-DT
architectures for Li-ion cell
degradation tracking and lifecycle
extension

[117] Łach (2026) Sustainability Building Energy
Management

Smart-grid integration,
uncertainty quantification
(UQ), physics-guided ML

Formulates a deployment roadmap
for smart-grid-interactive buildings
under operational uncertainty

[118] Kim et al. Sustainability Clean Energy
Systems

Multi-physics simulations,
hybrid data-driven physics
modeling, state-of-the-art
review

Synthesizes applications across
hydrogen, wind, and solar systems to
establish dynamic clean-energy twins

[119] Eltamaly et al.
(2026) Processes Smart Grid

Energy Storage

Online reinforcement
learning, adaptive
self-learning control loops,
real-time grid telemetry

Demonstrates a self-learning DT for
real-time optimal
charging/discharging of
grid-connected batteries

[120] Rajendran et al.
(2025) Energies Solar PV Grid

Integration

Standards review, grid-code
compliance analysis,
power-quality modeling

Analyzes technical requirements,
standards, and grid-stability
challenges for high-penetration PV
systems

The MDPI-published studies complement the primary corpus by providing additional
evidence from healthcare, energy, and smart-city applications. In healthcare, the reviewed
studies address personalized medicine, cardiovascular monitoring, and medical digital
twins, whereas energy-oriented studies consider wind, solar, battery, and smart-grid appli-
cations. Smart-city contributions include urban planning and green transportation. Across
these domains, recurring challenges include real-time synchronization, cybersecurity, com-
putational constraints, interoperability, and uncertainty quantification.
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4.4. Communication, Data Integration, Synchronization, and Interoperability

Reliable communication and data integration constitute fundamental requirements for
maintaining the relationship between physical and virtual entities. The reviewed literature
frequently employs IoT/IIoT infrastructures and industrial communication protocols such
as OPC UA and MQTT to transfer information between sensors, controllers, DT platforms,
and analytical services.

Data integration remains challenging because DT systems often combine heteroge-
neous data sources generated by sensors, PLCs, enterprise systems, simulation environ-
ments, databases, and external services. Legacy industrial systems further increase this
complexity because they may employ proprietary interfaces and data formats.

Real-time synchronization is another persistent challenge. The usefulness of a DT
depends partly on how accurately and rapidly changes in the physical system are reflected
in its digital counterpart. Delays, missing data, communication failures, and inconsistent
sampling rates can reduce the fidelity and reliability of the DT.

Edge computing has emerged as an important mechanism for addressing these lim-
itations. By processing data closer to the physical asset, edge architectures can reduce
communication latency and decrease the amount of information transferred to central-
ized cloud platforms. This is particularly important for applications involving real-time
monitoring and control.

Interoperability remains one of the most persistent unresolved issues. The reviewed
literature identifies the need for standardized information models, semantic representations,
ontologies, and interoperable communication interfaces that allow DTs developed using
different platforms to exchange information reliably.

Emerging communication technologies, including 5G and 6G, are increasingly investi-
gated as potential mechanisms for supporting large-scale, low-latency, and distributed DT
ecosystems. However, their industrial validation remains comparatively limited compared
with established IoT, cloud, and edge technologies (sse Table 8).

Table 8. Communication, data integration, synchronization, and interoperability mechanisms in
DT systems.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022

XPlaM: A toolkit
for automating
the acquisition of
BDI agent-based
DTs of
organizations
[106]

Ahmad
Alelaimat,
Aditya Ghose,
Hoa Khanh Dam

DTs for organizations using BDI
agents, leveraging externally
observable behavior to generate
BDI agent programs.

Effective use of abduction for
generating DTs of organizations.
Further research on improving
the hypothesis search space for
BDI agents.

Manufacturing

2023

Updating DTs:
Methodology for
data accuracy
quality control
using ML
techniques [107]

Fabio Rodríguez
et al.

Ensuring data quality in DTs,
methodology using neuro-fuzzy
systems and recurrent neural
networks.

High accuracy in detecting and
predicting data errors.
Application of methodology in
other real-time systems.

AI/Machine
Learning

2023

Towards
situational aware
cyber-physical
systems:
blockchain-
based DTs [108]

Sabah Suhail,
Saif Ur Rehman
Malik et al.

Enhancing security in CPS using
blockchain-based DTs, a
blockchain framework for data
integrity and security.

Proof of concept for automotive
CPS, integrity checking
mechanisms, and further
integration of blockchain for more
comprehensive security solutions.

Transportation
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Table 8. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

Towards live
decision-making
for service-based
production:
Integrated with
DTs and Deep-Q-
Learning [109]

Zaï
Müller-Zhang,
Thomas Kuhn,
Pablo Oliveira
Antonino

Production operations use
decision-making processes that
utilize DTs for their real-time
decision-making needs. Deep
Q-Learning technology enables
complete process planning and
scheduling through its integrated
system.

Efficient learning designs for
different production scenarios.
Expansion to other production
systems and contexts.

Design/Si-
mulation

2023
Towards
adaptive DTs
architecture [110]

Rotimi
Ogunsakin et al.

Real-time optimization and
adaptivity in DTs, proposed
architecture for Adaptive DTs.

Demonstrated continuous
production adaptation in mass
personalization. Implementation
in other manufacturing
environments.

Manufacturing

2022

The OMiLAB
Digital
Innovation
environment:
Agile conceptual
models for PSS
development
[111]

Dimitris K et al.

Bridging business and
engineering perspectives in PSS
development, an agile DT
environment using Design
Science principles.

Framework for integrated PSS
prototyping application in diverse
domains for enhanced digital
innovation.

Cross-domain

2022

Simplexity
testbed: A
model-based DT
testbed [112]

Texin Wang et al.

Facilitating research in DT
technologies, testbed with
integrated multiple models for
simulations.

Enabled research on
context-aware, autonomous
capabilities. Expansion to other
modeling paradigms and
scenarios.

Design/Si-
mulation

2019

Building a DT for
additive
manufacturing
through the
exploitation of
blockchain: A
case analysis of
the aircraft
industry [113]

Mandolla et al.

Integration of DT with blockchain
technology for additive
manufacturing in the aircraft
industry.

Secure and traceable
manufacturing data; DT
framework for additive processes;
improved supply chain
transparency.
Enhance scalability, integrate
real-time data, and extend to
broader industrial applications.

Manufacturing

2022

Requirements for
the application of
the DT Paradigm
to offshore wind
turbine
structures [114]

Jack Jorgensen
et al.

DTs for fatigue analysis in
offshore wind turbines, Gaussian
process surrogate modeling
approach.

Defined requirements for
modeling complex assets under
uncertainty. Practical guidelines
for uncertainty modeling in DT
applications.

Energy

2023

Reinforcement
learning-based
trustworthy
recommendation
model for
DT-driven
decision-support
[115]

Flávia Pires et al.

Improving decision-support in
manufacturing using DTs,
trust-based recommendation
system with reinforcement
learning.

Accurate recommendations in
cold-start and data sparsity
scenarios. Further integration of
recommendation systems in
various industrial settings.

Manufacturing

2023

Real-time
optimization for
a DT of a robotic
cell with human
operators [116]

Teresa Albini
et al.

Optimization in robotic cells with
human operators using DTs,
real-time simulation and
optimization algorithm.

Effective decision-making despite
human behavior variability:
Extension to other
human-assisted robotic systems.

Manufacturing
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Table 8. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

Realizing
zero-waste value
chains through
DT-driven S&OP:
A case of grocery
retail [117]

Sourav Sengupta,
Heidi Dreyer

The grocery retail case study uses
two methods to achieve
zero-waste value chains by
applying digital technology. The
grocery retail case study uses two
methods to achieve zero-waste
value chains through digital
technology implementation.

Extends the zero-defect concept to
grocery retail value chains;
proposes DT-enabled planning.
Implements DT-supported S&OP
to reduce food waste and
reallocate surplus.

Manufacturing

2023

Petri nets-based
DT drives
dual-arm
cooperative
manipulation
[118]

Fuwen Hu, Wei
Wang, Jinghua
Zhou

Enhancing dual-arm cooperative
robotic systems using a DT
framework, Survey of DT
modeling frameworks, and
presentation of a Petri net-based
DT framework.

Demonstrates a DT environment
for dual-arm cooperative
operations, integrating
operational and IT through the
industrial IoT. Future: Utilize
Petri net-based DT for complex
robotic tasks, combining discrete
event simulation and 3D offline
programming.

Manufacturing

2020

Peeking into the
void: DTs for
construction site
logistics [119]

Toni Greif,
Nikolai Stein,
Christoph M.
Flath

Improving construction site
logistics through DTs,
collaboration with a building
materials supplier to develop a
DT for logistics.

Identifies opportunities for
informational, automation, and
transformational business value
via full-level monitoring. Design
decision-support systems for
logistics processes to enhance
efficiency.

Smart city

2023

OpenTwins: An
open-source
framework for
next-gen
compositional
DTs [120]

Julia Robles,
Cristian Martín,
Manuel Díaz

Developing an open-source
framework for compositional DTs;
framework development
integrating 3D visualization, IoT
data streams, and real-time ML
predictions.

The Petrochemical Industry 4.0
Future shows that the
open-source framework can create
advanced DTs that industries can
use to build their own DTs.

Cross-domain

2023

Online validation
of DTs for
manufacturing
systems [121]

Giovanni
Lugaresi et al.

Ensuring the validity of DTs for
manufacturing systems during
operation. Proposes a
methodology for online
validation with small datasets and
sequence similarity measurement.

Validates the digital model’s
alignment with the physical
system using realistic settings.
Implements online validation
techniques for DTs in dynamic
manufacturing contexts.

Manufacturing

2022

On the
alleviation of
imminent
technical and
business
challenges of
long-lasting
functional DTs
[122]

Akhtar Zeba
et al.

Addressing challenges of
long-lasting functional DTs,
discussion of risks and strategies
for long-term DT operation

Identifies interoperability issues
and proposes strategies for
updating simulation models with
current tools. Develop adaptable
DT models to ensure long-term
viability and compatibility.

Design/Si-
mulation

2022

Model-based
data integration
along the
product &
service life cycle
supported by
DTning [123]

Robert Woitsch,
Anna Sumereder,
Damiano
Falcioni

Bridging data integration gaps in
the product & service life cycle
using DTs, model-based approach,
and a European project case study
(Change2Twin).

Presents a meta-model for data
integration and demonstrates a
pilot in paint production. Applies
model-based DTning to enhance
data integration and servitization
in manufacturing.

Manufacturing

2023

ENIGMA: An
explainable DT
security solution
for
cyber-physical
systems [124]

Masoud
Mohammadi,
Maria Rashidi,
Yang Yu, Bijan
Samali

Enhancing bridge asset
management using BrIM and DSS,
a comprehensive methodology
integrating TLS-derived BrIM
with a DSS.

Demonstrates effective bridge
management and
decision-making via a case study
on Werrington Bridge. Implement
BrIM-oriented BMS with DSS for
improved bridge maintenance
and remedial planning.

Manufacturing
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Table 8. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

DTs in
Condition-Based
Maintenance
Apps: A Case
Study for Train
Axle Bearings
[125]

Adolfo Crespo
Marquez et al.

Design and implementation of DT
for CBM of train axle bearings,
practical application in
maintenance management.

Generic framework for digital
maintenance; tested on TALGO
high-speed trains; addresses
conceptual and functional
challenges. Tools and models to
facilitate DT implementation in
CBM; replicable in other
operational contexts.

Manufacturing

2022

DTs: An Analysis
Framework and
Open Issues
[126]

Hugh Boyes, Tim
Watson

Analysis framework for DTs,
framework proposal to compare
different DTs.

Reduces confusion from multiple
DT definitions; focuses on
functionality. Use the framework
to standardize DT comparisons
and improve understanding.

Manufacturing

2021

DT-Enabled
Smart Modular
Integrated
Construction
System for
On-Site
Assembly
[127]

Yishuo Jiang,
Ming et al.

DT for Modular Integrated
Construction (MiC)|Converts
on-site resources into Smart MiC
Objects (SMiCOs).

Real-time data collection and
integration; cloud-based services
for monitoring and control.
Implement DTs to enhance
quality, productivity, and
sustainability in MiC.

Manufacturing

2022

Development
and Validation of
a DT Framework
for SMT
Manufacturing
[128]

Reinhardt Seidel
et al.

DT framework for electronics
manufacturing, ML-enabled
framework for data acquisition
and analysis.

Structured data collection during
PCB manufacturing; validates
framework with process quality
criteria. Integrate data analysis
technologies into industrial
processes for improved quality
and efficiency.

Manufacturing

2022

Cost-Efficient
DTs for Design
Space
Exploration: A
Modular
Platform
Approach [129]

Massimo
Panarotto, Ola
Isaksson,
Vanessa Vial

Cost-efficient DT development for
new product design, a modular
approach for creating reusable DT
modules.

Focus on cost-efficiency and
reusability. Applied to the space
manufacturing case, adopt a
modular approach to DT
development to enhance
cost-efficiency and validate new
designs.

Manufacturing

2023

Context-Aware
Representation of
DTs’ Data: The
Ontology
Network Role
[130]

Mariela Rico
et al.

DT data representation in a digital
factory, use of contextualized
ontologies for data exchange.

Facilitates syntactic, semantic,
and semiotic integration;
improves decision-making.
Employ contextualized ontologies
to enhance data integration and
decision-making in digital
factories.

Manufacturing

2023

Cognitive DTs for
Freight Parking
Management in
Last Mile
Delivery [131]

Yu Liu et al.

The Freight Parking Management
Problem (FPMP) affects last-mile
delivery operations in smart cities.
The four-layer architectural
framework transforms logistics
objects into smart cities through
its integrated design.

Semantic-enabled DTs enhance
delivery environment
understanding; case study with
Thing’in platform and AnyLogic
simulation. Develop DTs with
augmented semantic capabilities
for urban logistics and resource
optimization.

Smart city

2019

Review of DT
applications in
manufacturing
[132]

Cimino, Chiara
Negri, Elisa
Fumagalli, Luca

Literature analysis + practical
implementation of DT integrated
with MES in an assembly line.

Identification of DT gaps;
integration with MES;
enhancement of DT services
(monitoring, control,
optimization); improve DT–MES
integration, expand service
capabilities, enable full
closed-loop control.

Manufacturing
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Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2021

Autonomous,
Context-Aware,
Adaptive
DTs—State of the
Art and
Roadmap [133]

Karl Hribernik
et al.

The development path for DTs
technology will progress through
three stages, which start with
basic DT capabilities and then
advance towards autonomous
operation with context-based
decision-making skills and
flexible system adjustments.

Establishes a working definition
of DTs; identifies research gaps
and future potentials. Develop
DTs with sensing, processing, and
adaptive capabilities for future
digital factories.

Manufacturing

2023

Automated DT
Generation of
Manufacturing
Systems with
Complex
Material Flows
[134]

Giovanni
Lugaresi, Andrea
Matta

The DT framework applies to
manufacturing systems that have
complex material flow operations.
The study examines two different
methods, which are process
mining and object-centric process
mining.

Algorithm for proper digital
model generation; successfully
applied to real manufacturing
systems. Implement automated
model generation techniques to
handle complex production
environments.

Manufacturing

2021

Application of
the DT for
In-Process
Monitoring of
the Micro
Injection
Moulding
Process Quality
[135]

Gianfranco E.
Modoni,
Benedetta
Stampone,
Gianluca Trotta

In-process monitoring of micro
injection molding process quality,
Methodological approach
leveraging DTs for process
optimization.

Real-time parameter monitoring;
proof of concept validated in a
real case study. Adopt DTs for
continuous monitoring and
quality assurance in micro
manufacturing.

Manufacturing

2022

A Wasserstein
Generative DT
Model in Health
Monitoring of
Rotating
Machines [136]

Wenyang Hu,
Tianyang Wang,
Fulei Chu

Health monitoring and diagnosis
of rotating machines, Wasserstein
Generative Adversarial Network
(WGAN).

High-fidelity virtual samples;
Adaptivity, autonomy, and
context-awareness. Use
WGAN-based DTs for efficient
health monitoring, early fault
detection, and degradation
tracking.

Healthcare

2023

A Machine
Learning DT
Approach for
Critical Process
Parameter
Prediction [137]

Matteo Perno,
Lars Hvam,
Anders Haug

Prediction of critical process
parameters in catalyst
manufacturing, ML-based DT
framework.

Accurate real-time predictions;
Improved manufacturing process
optimization; implement
ML-based DTs for real-time
process parameter prediction and
optimization.

Manufacturing

2021

A Framework for
Data-Driven DTs
of Smart
Manufacturing
Systems [138]

Jonas Friederich
et al.

Automated generation of
simulation models for DTs in
smart manufacturing, a
data-driven framework utilizing
ML and process mining.

Continuous model improvement
and validation; case study
illustration: Develop data-driven
DT frameworks to handle
dynamic manufacturing
environments.

Manufacturing

2022

A DT Hierarchy
for Metal
Additive
Manufacturing
[139]

A. Phua, C.H.J.
Davies, G.W.
Delaney

DT framework for metal additive
manufacturing, hierarchical
approach to DT development.

The developer framework enables
the creation of intelligent systems
that include both AM and other
systems. The first main use of
hierarchical DT frameworks
enables organizations to oversee
their entire product development
process.

Manufacturing

2022

A DT Approach
for Tunnel
Construction
Safety Early
Warning and
Management
[140]

Zijian Ye et al.

Safety management in tunnel
construction, multi-information
intelligent early warning
platform.

Real-time dynamic simulation;
successful prediction of tunnel
collapse. Implement DT-based
safety management platforms for
real-time monitoring and early
warning in construction projects.

Construction
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Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022

A Design
Framework for a
System of DTs
and Services
[141]

C. Human, A.H.
Basson, K.
Kruger

Designing systems of DTs and
services for complex physical
systems, a six-step design
framework with reference
architecture.

Facilitates systematic design
decisions; case studies on
heliostat field and smart city.
Future: Use design frameworks to
systematically develop integrated
DT systems for complex
applications.

Smart city

2022

A Collaborative
Network of DTs
for Anomaly
Detection
Applications
[142]

Pablo Calvo-B
et al.

Anomaly detection in industrial
systems using DT ecosystems,
Snitch DT (SDT) concept for
behavioral anomaly detection.

Quantile regression and
behavioral indexes: Case study on
power generator cooling system.
Develop collaborative DT
networks for enhanced anomaly
detection and diagnosis in
industrial systems.

Healthcare

2024

DT Stakeholder
Communication:
Characteristics,
Challenges, and
Best Practices
[143]

Christian Kober
et al.

Exploratory study using
interviews and focus groups;
grounded theory and Gioia
methodology for analysis.

Identification of DT
communication challenges;
classification into human and
organizational factors; practical
mitigation strategies.
Improve stakeholder
communication, define clear
objectives, and adopt gradual
implementation strategies.

Smart
Manufacturing

2025

Improving
interoperability
in robot DTning
for facility
management: An
industry
foundation
class-represented
RoboAvatar
approach [144]

Chen, Junjie
Lu et al.

IFC-based integration of Robot
DT (RDT) with BIM; experimental
validation using a trash-picking
robot.

First methodology enabling
RDT–BIM interoperability;
improved data exchange and
robot control in FM. Extend to
complex robots and buildings,
enhance interoperability
standards, and scale real-world
deployment.

Manufacturing

Overall, the literature indicates that future DT ecosystems will require interoperability
at multiple levels: communication protocols, data models, semantic representations, simu-
lation models, and application interfaces. Standardization initiatives and frameworks such
as ISO 23247 and IEC 62832 therefore represent important directions for future research.

4.5. AI-Enabled DTs and Intelligent Decision-Making

The integration of AI represents one of the most significant developments identified
in the reviewed DT literature. AI techniques increasingly transform DTs from systems pri-
marily concerned with representation and monitoring into systems capable of supervised
learning and are frequently applied to classification and prediction tasks, while unsu-
pervised approaches support anomaly detection and clustering. Deep learning models,
including CNNs, LSTMs, and GNNs, are increasingly employed when DTs must pro-
cess complex prediction, diagnosis, optimization, decision support, and, in some cases,
autonomous control.

Machine learning methods are used for a wide range of applications. Supervised
learning is frequently applied to classification and prediction tasks, while unsupervised
approaches support anomaly detection and clustering. Deep learning models, including
CNNs, LSTMs, and GNNs, are increasingly employed when DTs must process complex
visual, temporal, spatial, or multimodal data.

In manufacturing, AI-enabled DTs support quality inspection, predictive mainte-
nance, process optimization, scheduling, fault diagnosis, and production planning. In
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healthcare, AI can assist in patient monitoring, diagnosis, and personalized decision
support. Energy knowledge-based or physics-based models. Physics-informed ma-
chine learning and hybrid DT architectures seek to exploit both physical constraints and
data-driven learning. These approaches may improve generalization and reduce the
amount of training data required in comparison with combined with FL, optimization
algorithms, rule-based systems, or human supervision before a control decision is gen-
erated. This approach can applications employ AI for forecasting, anomaly detection,
energy optimization, and asset maintenance.

The literature also demonstrates increasing interest in combining AI with conventional
knowledge-based or physics-based models. Physics-informed machine learning and hybrid
DT architectures seek to exploit both physical constraints and data-driven learning. These
approaches may improve generalization and reduce the amount of training data required
in comparison with purely data-driven models.

Decision-making is increasingly implemented as a multilayer process rather than as a
direct output of an AI model. For example, a machine learning prediction may be combined
with fuzzy logic, optimization algorithms, rule-based systems, or human supervision before
a control decision is generated. This approach can improve robustness and incorporate
operational constraints that are not directly represented by the learning model.

Recent studies also investigate federated learning, generative AI, reinforcement learn-
ing, and self-evolving DTs. Federated learning addresses data-sharing and privacy concerns,
generative AI introduces new possibilities for natural-language interaction and automated,
the increasing autonomy of AI-enabled DTs introduces additional challenges related to
explainability, robustness, bias, cybersecurity, model drift, uncertainty, and represents a crit-
ical dimension of DT research because a digital representation is useful only if its behavior
sufficiently corresponds to the physical system for the intended application. The reviewed
literature employs different levels of validation, ranging from purely simulation-based
studies to laboratory prototypes, pilot-scale implementations, and industrial AI models
under controlled conditions. Simulation is particularly useful during early-stage develop-
ment because it facilitates different interactions with its virtual counterpart. While these
implementations allow researchers to investigate real sensor data, PLC communication,
synchronization, and AI inference, fully industrial-scale DT validation remains compara-
tively less common in the reviewed literature. Industrial deployment introduces additional
factors that are difficult to reproduce in laboratory environments, including equipment
variability, communication failures, maintenance constraints, cybersecurity threats, op-
erational costs, legacy systems, long-term model precision, recall, F1-score, ROC-AUC,
and prediction error, whereas industrial DT studies may additionally evaluate throughput,
downtime, maintenance performance, energy consumption, OEE, latency, or economic
benefits of DT assistance; reinforcement learning supports adaptive decision-making,
and self-evolving architectures seek to update DT models as physical systems change
(see Table 9).

Nevertheless, the increasing autonomy of AI-enabled DTs introduces additional chal-
lenges related to explainability, robustness, bias, cybersecurity, model drift, uncertainty,
and human oversight. These issues become particularly important when AI-generated
decisions influence safety-critical or high-value physical systems.

The reviewed evidence therefore suggests a transition from DT + AI for analysis
toward DT + AI for adaptive decision-making. However, the industrial maturity of
highly autonomous AI-enabled DTs remains less established than that of monitoring and
predictive applications.
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Table 9. AI-enabled digital twins: machine learning, deep learning, decision support, and emerging
intelligent technologies.

Year Title [Ref.] Authors Methodology (Focus & Approach) Key Contributions &
Recommendations Category/Domain

2023

3DGraphSeg: Unified
Graph
Representation-Based
Point Cloud
Segmentation for
Railway DTs [145]

Yixuan Geng
et al.

The study investigates point cloud
semantic segmentation PCSS methods,
which are used to analyze high-speed
railway DTs through UAV-borne
LiDAR and local embedding
super-point graph and gated
integration graph convolutional
network GIGCN technology.

Novel structural representation
algorithm; adaptive weighted
cross-entropy loss function;
state-of-the-art on SemanticRail dataset.
Further optimization of loss functions
and real-time implementation for
railway monitoring.

AI and Machine Learn-
ing/Transportation

2020

A DT-Based Industrial
Automation and Control
System Security
Architecture [146]

Christian G
et al.

Security architecture for industrial
automation using DTs|State
synchronization design,
proof-of-concept security framework.

Secure software upgrade, improved
data sharing, and control for
security-critical processes. Work on
refining security models and
performance optimization.

DT for Process
Optimization/Cross-
domain

2022

A Graph Neural
Network-Based DT for
Network Slicing
Management [147]

Haozhe Wang
et al.

Network slicing management for
Industry 4.0 and 5G networks, Graph
neural networks (GNN), and DT for
monitoring end-to-end (E2E) metrics.

Accurate prediction of E2E latency;
scalable DT for diverse topologies.
Extend the model to 6G networks and
improve adaptability to dynamic
environments.

AI and Machine
Learning/AI/ML

2023

A Novel Anomaly
Detection Method for DT
Data Using
Deconvolution [148]

Zheng Li et al.

The research focuses on detecting
anomalies in industrial DT data
through the application of a
multidimensional deconvolutional
network, which utilizes an attention
mechanism for its operation.

Real-time anomaly detection;
improved precision and F1 score.
Enhanced the interpretability and
efficiency of the anomaly detection
framework.

AI and Machine
Learning/Cross-
domain

2022

Adaptive DT and
Multiagent Deep
Reinforcement Learning
for Vehicular Edge
Computing [149]

Ke Zhang,
Jiayu Cao, Yan
Zhang

Vehicular edge computing using DTs
and AI, multi-agent deep
reinforcement learning, coordination
graph-based task offloading.

Efficient edge service matching,
intelligent scheduling, and improved
offloading costs. Further validation on
large-scale vehicular networks and
real-world deployment.

AI and Machine
Learning/AI/ML

2021
Adaptive Federated
Learning and DT for
Industrial IoT [150]

Wen Sun et al.

DT-enhanced federated learning for
Industrial IoT, trust-based aggregation,
adaptive learning frequency
adjustment.

Improved learning accuracy, energy
efficiency, asynchronous federated
learning framework. Explore
blockchain integration for enhanced
security and data integrity.

AI and Machine
Learning/Energy

2023

BSDP: Blockchain-Based
Smart Parking for
Digital-Twin
Empowered Vehicular
Sensing Networks [151]

Can Zhang,
Liehuang Zhu,
Chang Xu

Smart parking using DTs and
blockchain, smart contracts, vehicular
sensing networks (VSN).

Secure and efficient parking
monitoring, privacy protection for
drivers, and VSN participants. Extend
to large-scale urban smart parking and
explore real-world implementation.

DT for Process
Optimization/Smart city

2021

Application-Driven
Network-Aware DT
Management in
Industrial Edge
Environments [152]

Paolo
Bellavista et al.

DT-based network management for
industrial IoT, software-defined
networking (SDN), and
application-driven middleware.

Improved network resource allocation,
enhanced interoperability of industrial
IoT, and further exploration of
AI-driven automation for DT
networking.

DT for Process Optimiza-
tion/Manufacturing

2023
Chaos Engineering for
Resilience Assessment of
DTs [153]

Mattia Fogli
et al.

Resilience assessment of DTs in
Industry 4.0, chaos engineering, fault
injection, automated testing.

Identified resilience factors; developed
chaos testing methodologies. Applied
chaos engineering to different DT
domains; enhanced automated
resilience testing.

Validation and
Simulation-Based
DTs/Maintenance

2022

Cloud-Based DTning for
Structural Health
Monitoring Using Deep
Learning [154]

Hung V. Dang
et al.

Structural health monitoring using DTs
and AI, cloud-based DT, deep learning,
IoT-based monitoring.

Real-time structural analysis,
high-accuracy damage detection,
improve real-world deployment, and
integration with 5G/6G networks.

DT for Process Optimiza-
tion/Healthcare

2023

Cloud-Edge-Device
Collaborative Reliable
DT for Low-Carbon
Electrical Equipment
Management [155]

Haijun Liao
et al.

DT for electrical equipment
management in smart industrial parks,
cloud–edge–device collaboration, and
AI-driven optimization.

Real-time intelligent management,
optimized low-carbon operations,
extended to broader industrial
applications, and enhanced real-time
analytics.

DT for Process
Optimization/Energy

2021

Communication-
Efficient Federated
Learning for DT Edge
Networks in Industrial
IoT [156]

Yunlong Lu
et al.

DT edge networks (DITENs) for IIoT,
using federated learning,
asynchronous model updates, and
deep neural networks.

Improves communication efficiency,
reduces transmission energy cost.
Optimizes federated learning for
real-world deployment in IoT.

AI and Machine
Learning/Energy
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Table 9. Cont.

Year Title [Ref.] Authors Methodology (Focus & Approach) Key Contributions &
Recommendations Category/Domain

2023

Data Evolution
Governance for
Ontology-Based DT
Product Lifecycle
Management [157]

Zijie Ren et al.

Enhancing DT data governance using
ontology, four-layered ontology
architecture, unified evolution model,
ICandyBox simulation.

Improves data reusability, enhances
knowledge sharing in DT-based PLM.
Extend ontology-based governance to
broader manufacturing applications.

AI and Machine Learn-
ing/Manufacturing

2023

Computer Vision
Enabled Building DT
Using Building
Information Model [158]

Xiaoping Zhou
et al.

Integration of computer vision with
BIM for building DTs, 2D object
detection, 3D object estimation, and
object matching techniques.

Maintains an up-to-date digital model;
improves object detection accuracy in
BDT. Future: Expand applications to
large-scale smart buildings.

DT for Process Optimiza-
tion/Construction

2022
Data-Model Combined
Driven DT of Life-Cycle
Rolling Bearing [159]

Yi Qin,
Xingguo Wu,
Jun Luo

DT for rolling bearing lifecycle
management, combines data-driven
and dynamic modeling, CycleGAN for
mapping virtual-physical spaces.

Enhances degradation analysis and
fault detection. Expand the
methodology to other rotating
machinery.

DT for Process Optimiza-
tion/Maintenance

2021

Deep Reinforcement
Learning for Stochastic
Computation Offloading
in DT Networks [160]

Yueyue Dai
et al.

Optimizing computation offloading in
DT-enabled IIoT networks, Lyapunov
optimization, asynchronous actor-critic
reinforcement learning.

Reduces energy consumption and
improves efficiency in the IoT network.
Investigate other AI-based
optimization techniques for IoT.

AI and Machine
Learning/Energy

2023

Delay Safety-Aware DT
Empowered Industrial
Sensing-Actuation
Systems [161]

Hansong Xu
et al.

Addressing high end-to-end delay in
DT industrial systems, transferable and
reinforcement learning models for
delay minimization.

Reduces end-to-end delays and
optimizes the training process. Applies
to diverse industrial sectors beyond
manufacturing.

DT for Process Optimiza-
tion/Manufacturing

2022

DT and Data-Driven
Quality Prediction of
Complex Die-Casting
Manufacturing [162]

Dong Liu et al.

Quality prediction in die-casting
manufacturing using DT and AI,
virtual–real interaction DT, XGBoost for
real-time prediction, and deep learning
for defect detection.

Improves real-time quality monitoring
and high-precision defect detection.
Expand AI-based defect detection
techniques to other manufacturing
processes.

DT in Manufactur-
ing/Manufacturing

2023
DT-Driven End-Face
Defect Control Method
for Hot-Rolled Coil [163]

Feng Xiang
et al.

Defect control in hot-rolled coil
manufacturing, cloud–edge
collaboration, virtual model for defect
tracking.

Enhances defect prediction, enables
real-time control. Implements
cloud–edge collaboration in other
manufacturing applications.

DT in Manufactur-
ing/Manufacturing

2023

DT Empowered
Industrial IoT Based on
Credibility-Weighted
Swarm Learning [164]

Wei Xiang et al.

DT-based IIoT security and efficiency
using swarm learning,
Credibility-weighted swarm learning
(CSL), and DT-assisted deep
reinforcement learning.

Enhances security, reliability, and
energy efficiency in IoT. Future:
Explore decentralized learning
techniques beyond IoT.

AI and Machine
Learning/Energy

2023
DT for Real-time Li-Ion
Battery State of Health
Estimation [165]

Yan Qin et al.

Real-time SOH estimation of
lithium-ion batteries using DT, DT
framework with energy
discrepancy-aware cycling
synchronization, time-attention SOH
estimation.

Accurate real-time SOH estimation
with less than 1% error rate using
partially discharged data. Model
updating with transfer learning and
accurate detection of the ‘knee point’
for better estimation accuracy.

AI and Machine
Learning/Healthcare

2023

DT of Large-Scale
Coaxiality Measuring
Instrument With Six
Dimensions [166]

Yingjie Mei
et al.

DT system with coaxiality prediction,
cloud data interaction, and AR-based
guidance for rotor assembly.

Integration of measurement and
assembly; real-time guidance;
improved precision and assembly
quality; extend to complex assemblies,
enhance AR integration, improve
real-time data processing.

DT in Manufactur-
ing/Manufacturing

2022

DT-Assisted Real-Time
Traffic Data Prediction
Method for 5G-Enabled
Internet of Vehicles [167]

Chunhua Hu
et al.

Real-time traffic data prediction using
DT for IoV and 5G; analysis of traffic
flow and velocity data using IoV
sensors and 5G; TFVPtime-LSH
prediction method.

Feasibility of smart traffic flow and
velocity prediction; validated on a
real-world traffic dataset from Nanjing
city. Optimization of prediction goals,
privacy preservation, and energy cost
considerations.

DT in Manufactur-
ing/Manufacturing

2023

DT-Driven
Industrialization
Development of
Underwater Gliders
[168]

Ming Yang
et al.

The development of underwater
gliders through industrialization uses a
DT-driven methodology. The
DT-driven architecture develops quick
personalized design capabilities for
rapid individualized design and
complete product lifecycle
management.

Detailed introduction of DT-driven RID
and FLM steps; verification of
feasibility through Petrel UG;
development of high-fidelity models,
self-adaptation control under
uncertainties, and cluster networking
applications.

DT in Manufactur-
ing/Manufacturing
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Table 9. Cont.

Year Title [Ref.] Authors Methodology (Focus & Approach) Key Contributions &
Recommendations Category/Domain

2023

DT-Driven Robotic
Disassembly Sequence
Dynamic Planning
Under Uncertain
Missing Condition [169]

Jiayi Liu et al.

Robotic disassembly sequence
planning under uncertain missing
conditions using DT, framework for
DT-RDSDP, DT establishment, and
deep Q-learning network (DQN).

Dynamic generation of optimal
disassembly solutions in real time;
improved efficiency using the DQN
model. Addressing recognition of
missing conditions and handling
multiple missing components.

DT in Manufactur-
ing/Manufacturing

2022

DT-based Adaptive
Development
Environment for
Automotive
Cyber-Physical Systems
[170]

Guoqi Xie et al.

The project develops a DT-based
adaptive development environment for
testing automotive cyber–physical
systems. The project develops an
integrated DT cloning system, which
includes DT board technology.

Achievement of high adaptability, short
development cycle, low complexity,
low cost, and high scalability in
automotive CPS development. Further
improvement of development
efficiency and scalability.

DT for Process Optimiza-
tion/Transportation

2023

DTs for Anomaly
Detection in the
Industrial IoT:
Conceptual Architecture
and PoC
[171]

De Benedictis
et al.

DT + Autonomic Computing (MAPE-K
loop) for anomaly detection in IIoT
systems.

DT-based anomaly detection
architecture; adaptive reconfiguration
using a feedback loop; validated in a
railway system. Improve scalability,
enhance anomaly detection accuracy,
and extend to diverse IIoT applications.

AI and Machine
Learning/Smart city

2023

Digital-Twin
Consistency Checking
Based on Observed
Timed Events With
Unobservable
Transitions [172]

Moon Gi Seok
et al.

DT consistency checking in smart
manufacturing using time-colored
Petri net (TCPN), Development of a DT
consistency-checking approach using
TCPN, SCG, and iterative methods.

Achievement of high fidelity in DT by
comparing streaming physical events
with virtual estimates. Further
improvement of SCG evolution speed
and handling of complex
manufacturing processes.

DT in Manufactur-
ing/Manufacturing

2019

Digital-Twin-Based Job
Shop Scheduling Toward
Smart Manufacturing
[173]

Yilin Fang et al.

Job shop scheduling in smart
manufacturing using DT, development
of DT-based job shop scheduling
architecture, and dynamic interactive
scheduling strategies.

Improved scheduling accuracy; timely
response to dynamic events; feasibility
verification through a prototype system.
Further development of scheduling
evolution mechanisms based on
perception data from real workshops.

DT in Manufactur-
ing/Manufacturing

2023

Distributed Incentives
for Intelligent Offloading
and Resource Allocation
in DT Driven Smart
Industry [174]

Kai Peng et al.

The research study investigates two
primary areas of industrial IoT edge
networks that operate through driven
by distributed time-based systems. The
research study established a dual-phase
incentive framework that implements a
Stackelberg-based ADMM solution for
its operational framework.

Optimized resource allocation and
privacy investment; improved
efficiency in IoT edge computing.
Extend the approach to intelligent
medical care and intelligent
transportation using learning-aided
mean-field methods.

DT for Process Optimiza-
tion/Healthcare

2022
DTPAAL: DTning
Pepper and Ambient
Assisted Living [175]

Lucia Cascone
et al.

DTning for social robotics and
ambient-assisted living
(AAL)|Development of VPepper, a
virtual replica of the humanoid robot
Pepper, for ML training and simulation.

Enabled AI/ML training in virtual
environments; seamless transfer of
learned skills; validated with 25
caregivers. Improve physical accuracy
of simulation and refine DT-based
AI/ML training for real-world
applications.

DT in Manufactur-
ing/Manufacturing

2025

Process Mining for DT
Development of
Industrial
Cyber-Physical Systems
[176]

Vitale,
Francesco
Guarino et al.

DT framework combining process
mining with data-driven and
process-based analysis (offline + online
phases)

Improved explainability and anomaly
detection; integration of process
models with DT. Improve model
quality, extend to complex CPS, and
enhance real-time monitoring.

Manufacturing

2025

Tokamak O&M Robot
Dynamic Control by
Using Optimized
FABRIK and Spatial
Partition Strategies in DT
System [177]

Lv, Jian
Mao et al.

DT-based robot control using spatial
partitioning and perception potential
field FABRIK algorithm.

Real-time kinematics, obstacle
avoidance, and virtual-real interaction
for maintenance robots. Extend to
complex environments, improve
autonomy, and enhance multi-robot
coordination.

Manufacturing

4.6. Validation Approaches and Evidence Levels

Validation represents a critical dimension of DT research because a digital repre-
sentation is useful only if its behavior sufficiently corresponds to the physical system
for the intended application. The reviewed literature employs different levels of valida-
tion, ranging from purely simulation-based studies to laboratory prototypes, pilot-scale
implementations, and industrial deployments.

Simulation-based validation represents a substantial portion of the reviewed corpus.
Such studies allow researchers to evaluate DT architectures, communication mechanisms,
control strategies, and AI models under controlled conditions. Simulation is particularly
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useful during early-stage development because it allows different operating scenarios to be
tested without exposing physical equipment to risk.

Laboratory-scale validation provides a higher level of experimental evidence by in-
tegrating physical equipment with its virtual counterpart. These implementations allow
researchers to investigate real sensor data, PLC communication, synchronization, AI infer-
ence, and human–machine interaction (see Table 10).

Pilot-scale and industrial validation provide stronger evidence concerning scalability,
robustness, and operational usefulness. However, fully industrial-scale DT validation
remains comparatively less common in the reviewed literature. Industrial deployment
introduces additional factors that are difficult to reproduce in laboratory environments,
including equipment variability, communication failures, maintenance constraints, cyberse-
curity threats, operational costs, legacy systems, and long-term model drift.

Table 10. DT validation approaches, evidence levels, evaluation metrics, and reported limitations.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2021

A construction
method of DT
model for contact
characteristics of
assembly
interface [178]

Chao Zhang
et al.

Precise modeling of assembly
interfaces and maintaining
consistency in DT updates;
interface virtual thin-layer
element with nonuniform
parameters; real-time data
assimilation using surrogate
model and genetic algorithm.

General DT framework for assembly
contact; interface gradient virtual
material modeling; real-time model
update and verification with the
machining center; extended to
multi-joint structures for real-time
mechanical performance prediction.

Manufacturing

2022

A DT framework
for large
comprehensive
ports and a case
study of Qingdao
Port [179]

Wenqiang
Yang et al.

Intelligent operation and
management of large ports
through DT, five-layer DT
architecture for ports; model
fusion, hybrid sensing, and
distributed mapping.

Port-specific DT framework;
multi-source data fusion; real-time
monitoring and optimization.
Develop unified DT standards;
improve wide-area hybrid data
awareness.

Construction

2023

A DT-driven
monitoring
framework for
dual-robot
collaborative
manipulation
[180]

Jianguo
Duan et al.

Real-time monitoring of robotic
arms using DT for smart
manufacturing, equipment twin
modeling, data acquisition,
virtual–real fusion, and real-time
monitoring on UR5/UR10.

Six-dimensional DT architecture;
real-time robotic assembly monitoring;
verification on collaborative robots.
Extend to full assembly scene; address
real-time delay in IoT communication.

Manufacturing

2022

A life-cycle
digital-twin
collaboration
framework based
on the industrial
internet
identification
and resolution
[181]

Yepeng Fan
et al.

Full life-cycle DT collaboration in
smart manufacturing using
Industrial Internet (I3R), I3R
system, ontology mapping, and
distributed collaboration across
industrial chains.

Generic life-cycle DT modeling;
ontology-driven sharing and
invocation; collaborative prototyping
and product anomaly reasoning.
Further research on DT-ontology
integration; expand anomaly
reasoning with natural language.

Manufacturing

2020

DT-based cyber
physical
production
system
architectural
framework for
personalized
production [182]

Kyu Tae Park
et al.

Overcoming performance hurdles
in personalized production, a
CPPS architectural framework
was proposed based on DTs with
five services operating on the P4R
model.

Introduced object-oriented P4R model;
achieved ~26.87% improvement in
makespan; suggested service
composition for interoperability;
automated extraction of customer
requirements; integrated with CPPS
for seamless design to production.

Cross-domain
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Table 10. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2018

DT-based smart
production
management and
control
framework for
the complex
product assembly
shop-floor [183]

Cunbo
Zhuang et al.

Smart management of complex
product assembly using DTs.
Developed a DT-based
framework incorporating
real-time data acquisition, big
data, and predictive analytics.

Proposed predictive manufacturing
using DT and big data; developed a
smart management and control
system; applied to the satellite
assembly shop-floor Optimize IoT
network; built and validated DTs for
complex assemblies; developed
decision-making algorithms.

Manufacturing

2022

DT-driven fault
diagnosis for
CNC machine
tool [184]

Ruijuan Xue
et al.

Accurate fault diagnosis with
limited data for CNC machine
tools; built a DT model library,
used the CART algorithm for
model selection, and integrated
real sensor data for fault
diagnosis.

Accurate fault diagnosis with limited
data; DT library covers various fault
scenarios; CART-based selector
improves model effectiveness.
Improve high-fidelity DT model
development; enable adaptive
diagnosis and traceability online.

Healthcare

2022

DT-based
sustainable
intelligent
manufacturing: a
review [185]

Bin He,
Kai-Jian Bai

Review of DT and intelligent
manufacturing with focus on
sustainability.

Integration of DT with sustainable
manufacturing; analysis of systems,
equipment, and services. Enhance
sustainability strategies, improve DT
integration, and develop future
intelligent systems.

Manufacturing

2022

Model
construction of
material
distribution
system based on
DT [186]

Yunrui Wang
et al.

Optimize workshop material
distribution with DT and LSTM;
LSTM for material demand
prediction; route optimization
model; case study in async line.

Full-cycle DT-based material
distribution mechanism improves
virtual workshop fidelity and
synchronization.

Manufacturing

2022

DT for thermal
characteristics of
motorized
spindle [187]

Jianying Xiao
et al.

Thermal simulation of motorized
spindle using DT, ANSYS-based
simulation with sensor data and
correction models.

>95% prediction accuracy; correction
of thermal boundaries. Extend to
other thermal systems; improve
correction models.

Data
Management

2022

Toward digital
validation for
rapid product
development
[188]

Sihan Huang
et al.

Digital product validation to
replace physical trials, framework
for DT-based product
development and validation.

Framework for ultrahigh-fidelity
digital prototype & validation.
Develop an integrated software
platform; advance DT technologies.

Cross-domain

2024

DT for
Aquaponics
Factory:
Analysis,
Opportunities,
and Research
Challenges [189]

Xu, Ling
Yu et al.

Literature review of DT concepts,
architecture, and applications in
aquaponics.

Clarification of DT concepts;
exploration of DT potential in
aquaponics; analysis of use cases.
Extend DT to agriculture, improve
implementation strategies, and
develop practical applications.

Industry 4.0

2025

A time-varying
contact dynamic
modeling
method of
kinematic pairs
based on DT
[190]

Chen, Yu
Zhang et al.

DT-based framework integrating
sensor data for time-varying
dynamic modeling of mechanical
systems.

Improved accuracy considering
uncertainties and dynamic variations;
predictive maintenance support.
Extend to complex systems, enhance
data fusion, and improve real-time
analysis.

Manufacturing

The evaluation metrics reported in the literature also vary substantially. AI-oriented
studies frequently report accuracy, precision, recall, F1-score, ROC-AUC, or prediction
error, whereas industrial DT studies may additionally evaluate throughput, downtime,
maintenance performance, energy consumption, OEE, latency, or economic benefits. This
variation makes direct comparison between studies difficult.

The reviewed evidence therefore indicates a need for more standardized DT validation
frameworks. In particular, future research should establish clearer relationships between
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model studies consistently require a mechanism for connecting physical entities to their
digital representations through sensing and communication infrastructure. Second, simula-
tion and modeling remain central to representing physical-system behavior. Third, AI and
analytics are increasingly integrated to transform DT data into predictions and decisions.
Fourth, cloud and edge computing provide complementary computational resources for
centralized and distributed DT operation. Finally, application-level interfaces provide
users with visualization, monitoring, control, or cross-domain comparison also reveals
several common research challenges. These include data heterogeneity, interoperability,
synchronization, cybersecurity, model validation, scalability, explainability, and the man-
ufacturing. However, the transferability of a particular DT implementation should not
be assumed. Architectural principles may be generalized across domains, whereas data
models are strongly concentrated in manufacturing. This concentration is important when
interpreting the maturity of DT technologies: high publication frequency in second layer
provides the connectivity and data-management infrastructure required to transfer, store,
synchronize, and preprocess information. IoT/IIoT networks, OPC UA, MQTT, industrial
communication systems, cloud platforms, edge computing, and data-integration mecha-
nisms discrete-event simulation, and three-dimensional virtual environments. AI-based
approaches employ methods such as CNNs, LSTMs, GNNs, and other machine learn-
ing models. More recent studies increasingly which DT capabilities are translated into
operational actions or measurable performance improvements. Increasingly, AI models,
optimization algorithms, fuzzy LSEA laboratory implementations presented in Section 5.
The physical manufacturing equipment corresponds to Layer 1; PLCs, communication
mechanisms, and the Raspberry Pi edge devices contribute to Layer 2; CIROS Studio
and Factory I/O provide the simulation and virtual-representation components of Layer
3; VGG16, MobileNet, and FL decision support operate within Layer 4; and Node-RED
and Gradio provide the HMI components of Layer 5. The two implementations therefore
illustrate two distinct technology stacks that can be mapped onto the that the five-layer
architecture has been experimentally validated across healthcare, smart-city, energy, or
other application domains. Rather, they provide concrete examples of how convergence
between physical systems, distributed data infrastructures, AI-enabled analytics, and
human-centered decision-making. Emerging technologies such as generative AI, federated
learning, 6G, quantum-enhanced optimization, semantic interoperability, and self-evolving
DTs may further extend these capabilities. However, their long-term industrial impact
remains uncertain because their validation and adoption are still less mature than those of
established DT technologies such as IoT/IIoT, simulation, AI/autonomous systems. At the
same time, interoperability, cybersecurity, real-time synchronization, model fidelity, scal-
able validation, and trustworthy AI remain central barriers to large-scale DT deployment.
These findings provide the basis for the detailed discussion of challenges and fidelity, syn-
chronization accuracy, AI performance, system-level operational indicators, and real-world
industrial outcomes.

4.7. Cross-Domain Synthesis

The thematic analysis demonstrates that DT research has expanded significantly be-
yond its original manufacturing-oriented foundations. Nevertheless, several technological
patterns recur across manufacturing, healthcare, smart cities, energy systems, and other
application areas.

First, the reviewed studies consistently require a mechanism for connecting physical
entities to their digital representations through sensing and communication infrastructure.
Second, simulation and modeling remain central to representing physical-system behavior.
Third, AI and analytics are increasingly integrated to transform DT data into predictions
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and decisions. Fourth, cloud and edge computing provide complementary computational
resources for centralized and distributed DT operation. Finally, application-level interfaces
provide users with visualization, monitoring, control, or decision-support capabilities.

Despite these common foundations, the relative importance of individual components
differs by domain. Manufacturing places strong emphasis on real-time control, production
optimization, and quality; healthcare emphasizes privacy, safety, and clinical reliability;
smart cities emphasize scalability and heterogeneous infrastructure; and energy systems
emphasize reliability, forecasting, and system stability.

The cross-domain comparison also reveals several common research challenges. These
include data heterogeneity, interoperability, synchronization, cybersecurity, model valida-
tion, scalability, explainability, and the reliable integration of AI into operational decision-
making. Table 11 presents a cross-domain synthesis of DT structures, enabling technologies,
applications, verification requirements, and research gaps.

Table 11. Cross-domain synthesis of DT architectures, enabling technologies, applications, validation
requirements, and research gaps.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

A DT-based fault
diagnostic method
for subsea control
systems [191]

Haohang Tao
et al.

Fault diagnosis for subsea
control systems,
physics-informed temporal
convolutional network
(PITCN) integrated with
CNN.

Improved diagnostic accuracy
from 91.87% to 97.5%; low
reliance on labeled data. Extend
PITCN to other industrial
systems; use for online
diagnostics.

Manufacturing/
Industrial Systems
(Offshore Energy
Equipment)

2023

A novel approach to
building DT
transformers by
combining
virtual–real sensing
[192]

Hao Luo
et al.

DTs for transformers focusing
on internal parameter
estimation, combined with
virtual–real sensing (VRS)
with temperature, moisture,
and DP modeling.

Achieved accurate visualization
of DP distribution with <3.5%
error rate; foundational model for
DT transformers. Account for
gravity and mechanical stress in
future models.

Energy

2023

Developing a DT
model for monitoring
building structural
health [193]

Jinghai Xu
et al.

Structural health monitoring
of buildings, fusion of BIM
and 3D models with sensor
data integration.

Real-time spatial mapping of
sensors; model applied to Nanjing
Museum Old Hall Future:
Investigate dynamic inversion
and real-time health status
methods.

Healthcare/Buildings

2023

DT-driven fatigue life
prediction
framework of
mechanical structures
using a power
density theory [194]

Chang-kai
Wen et al.

Fatigue life prediction for
off-road vehicle axles |
Real-time DT framework
with stress measurement and
power density theory.

Accurate prediction (error
~3.95%) of fatigue life and failure
location. Expand to internal
driveline shaft components;
enhance model precision.

Energy/Structural

2021

Error identification of
measurement
software based on DT
of gear measuring
center [195]

Chunxia Lu
et al.

Error identification in gear
measurement software,
Development of a DT Gear
Measuring Center (DTGMC)
with simulated digital
workpieces.

Independent evaluation of
software errors; elimination of
physical artifact dependency;
generalizable platform for various
measurement software. Extend
method to other types of software;
promote digital artifacts over
physical ones.

Evaluation/Metrology

2023

Freeform DT
approach to develop
the HP 300 freeform
verification standard
[196]

J. Sýkora
et al.

Calibration of freeform
verification standard using a
DT, Creation of a FreeForm
DT (FFDT) using tactile
scanning and mathematical
modeling.

A DT with 1 µm geometric
accuracy; dual representation
(mathematical + CAD); improved
verification standard; improved
scanning techniques; consider
uncertainty modeling for broader
application.

Metrology/Standards
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Table 11. Cont.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2022

Intelligent decision
method for position
and attitude
self-adjustment of
hydraulic supports in
mining [197]

Xiubo Jiao
et al.

Intelligent self-adjustment of
hydraulic supports in mining
using DT; virtual
decision-making and control
system based on
reconstructed pose data.

Real-time pose adjustment via
virtual simulations; lab prototype
testing; compensates for existing
tech limitations. Study the full
mining cycle; enhance adjustment
capacity; adapt to geological
conditions.

Smart City/Mining

2022

The replacement of
dysfunctional sensors
based on the DT
method during the
cutter suction
dredger construction
process [198]

Bin Wang
et al.

Handling sensor failure
during dredging, DT +
stacking learning regression
model for sensor
replacement.

Ensures continuity in CSD
operation; R2 > 0.9. Future:
Pre-training models required;
improve generalization.

Transporta-
tion/Dredging

2021

Proposal of DT for
testing and
measuring of
rubber-textile
conveyor belts within
Industry 4.0 [199]

Gabriel
Fedorko
et al.

Testing and analysis of
rubber-textile conveyor belts,
FEM-based DT using Abaqus
to model a testing stand.

Reduces testing time and effort;
detects conditions using belt drift;
Industry 4.0 alignment. Combine
with statistical analysis; apply to
real belt-drift issues.

Manufacturing

2024

A laser ultrasonic
intelligent inspection
method for metal
surface defects based
on a DT model [200]

Zhang,
Yunhao
Zhou et al.

DT-based defect detection
using FEM, GAN, wavelet
transform, and deep learning
(ResNet).

Solves small data problems; high
detection accuracy; strong
generalization capability. Improve
real-time performance, extend to
other defect types, and enhance
dataset diversity.

Manufacturing

2025

A time-varying
contact dynamic
modeling method of
kinematic pairs based
on DT [190]

Chen, Yu
Et al

DT-based framework
integrating sensor data for
time-varying dynamic
modeling of kinematic
systems.

Improved modeling accuracy;
consideration of uncertainties and
dynamic variations. Extend to
complex systems, improve data
integration, and enhance
predictive maintenance.

Manufacturing

The literature therefore supports the interpretation of DTs as a general technological
paradigm rather than a technology restricted to manufacturing. However, the transferability
of a particular DT implementation should not be assumed. Architectural principles may
be generalized across domains, whereas data models, validation criteria, operational
constraints, and safety requirements generally remain domain-specific.

The broader evidence also confirms that the reviewed corpus is still strongly concen-
trated in manufacturing. This concentration is important when interpreting the maturity of
DT technologies: high publication frequency in manufacturing should not be interpreted
as evidence that the same technological maturity has been achieved in healthcare, smart
cities, or energy systems.

4.8. Convergent Five-Layer DT Architecture

The preceding thematic synthesis indicates that DT architectures reported across dif-
ferent application domains frequently contain a common set of functional components,
although the terminology, implementation, and degree of integration vary considerably.
Based on the synthesis of the reviewed studies, these recurring components can be orga-
nized into a five-layer reference architecture comprising:

• Physical Assets;
• Data and Communication;
• DT Modeling and Simulation;
• Services and Analytics;
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• Application and Human–Machine Interface (HMI).

This architecture is not proposed as a universal architecture to which all DT systems
must conform. Rather, it represents a review-derived analytical framework that enables
comparison of heterogeneous DT implementations across different sectors and technologi-
cal maturity levels.

Layer 1—Physical Assets

The first layer represents the physical entities and sensing infrastructure that generate
operational data. It includes machines, equipment, robots, PLCs, sensors, actuators, medical
devices, infrastructure assets, energy equipment, and other instrumented physical entities.

Reliable sensing is fundamental to DT operation because the digital representa-
tion depends on the quality, accuracy, and timeliness of information acquired from the
physical system.

Layer 2—Data and Communication

The second layer provides the connectivity and data-management infrastructure
required to transfer, store, synchronize, and preprocess information. IoT/IIoT networks,
OPC UA, MQTT, industrial communication systems, cloud platforms, edge computing,
and data-integration mechanisms may operate at this layer.

A recurring challenge identified across the reviewed studies is the synchronization
of heterogeneous data streams while satisfying the latency requirements of real-time
DT applications.

Layer 3—DT Modeling and Simulation

The third layer constitutes the computational core of the DT. It contains physics-based
models, data-driven models, simulation environments, and hybrid modeling approaches.

Conventional approaches include finite-element and computational-fluid-dynamics
models, discrete-event simulation, and three-dimensional virtual environments. AI-based
approaches employ methods such as CNNs, LSTMs, GNNs, and other machine learn-
ing models. More recent studies increasingly investigate hybrid and physics-informed
approaches, including PINNs, to combine physical knowledge with data-driven learning.

Layer 4—Services and Analytics

The fourth layer converts DT data and models into operational intelligence. The
reviewed studies associate this layer with predictive maintenance, anomaly and fault detec-
tion, quality assessment, process optimization, scheduling, diagnosis, energy management,
forecasting, and decision support.

This layer represents the point at which DT capabilities are translated into operational
actions or measurable performance improvements. Increasingly, AI models, optimization
algorithms, FL, and other decision-support mechanisms operate at this level.

Layer 5—Application and Human–Machine Interface

The fifth layer provides interaction between the DT and its users or operational
environment. Typical implementations include dashboards, visualization platforms, web-
based HMIs, augmented and virtual reality interfaces, mobile applications, and decision-
support systems.

Increasingly, this layer also incorporates explainable AI and human-centered inter-
action mechanisms to improve transparency and support human decision-making in
AI-enabled DT environments.

The resulting five-layer architecture is presented in Figure 6 as a synthesis of the
recurring functional elements identified across the reviewed literature.
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Figure 6. Five-layer DT reference architecture synthesized from the reviewed literature (2018–2026),
illustrating the information flow from physical assets and data acquisition through communication,
modeling and simulation, analytics and services, to application and human–machine interaction.

Emerging standards and future interoperability. Emerging standards such as ISO
23247 and IEC 62832 are expected to play an important role in improving interoperability
in future DT ecosystems. ISO 23247 provides a standardized framework for DTs in manu-
facturing, helping to structure the relationships between physical entities, digital represen-
tations, data, and DT-related services. IEC 62832, through its digital factory framework,
supports standardized representation and organization of digital factory elements and their
associated information. Together, such standards can reduce dependence on proprietary
architectures and facilitate more consistent information exchange across heterogeneous DT
platforms, industrial systems, and organizational boundaries. This standardization will
become particularly important for autonomous DT ecosystems, in which multiple DTs may
need to exchange data, coordinate services, and support AI-driven decisions with limited
human intervention. However, standards alone do not guarantee interoperability; their
practical effectiveness will also depend on semantic alignment, compatible communication
technologies, cybersecurity mechanisms, and consistent implementation across vendors
and industrial domains.

The five-layer model also provides a useful framework for positioning the two LSEA
laboratory implementations presented in Section 5. The physical manufacturing equipment
corresponds to Layer 1; PLCs, communication mechanisms, and the Raspberry Pi edge
devices contribute to Layer 2; CIROS Studio and Factory I/O provide the simulation and
virtual-representation components of Layer 3; VGG16, MobileNet, and fuzzy-logic decision
support operate within Layer 4; and Node-RED and Gradio provide the HMI components
of Layer 5. The two implementations therefore illustrate two distinct technology stacks that
can be mapped onto the same review-derived functional architecture.

This mapping should nevertheless be interpreted cautiously. The two LSEA implemen-
tations constitute laboratory-scale manufacturing demonstrations and do not establish that
the five-layer architecture has been experimentally validated across healthcare, smart-city,
energy, or other application domains. Rather, they provide concrete examples of how the
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functional principles identified through the systematic literature synthesis can be imple-
mented in a manufacturing environment. Table 12 presents the mapping of the formulated
five-layer DT architecture to the representative technologies and reviewed applications.

Table 12. Mapping of the synthesized five-layer DT architecture to representative technologies and
reviewed applications.

Year Title [Ref.] Authors Methodology (Focus &
Approach)

Key Contributions &
Recommendations Domain

2023

A framework and
method for
equipment DT
dynamic evolution
based on IExATCN
[201]

Wang,
Kunyu
Zhang et al.

Dynamic evolution of
black-box equipment DTs,
3-part framework (data
acquisition, evolution
triggering, algorithm) with
IExATCN model.

Formalized dynamic evolution
concept; designed IExATCN;
validated via 3D equipment
attitude estimation. Integrate
real-time sensor data with prior
knowledge for more interpretable
evolution.

Equipment
Monitoring

2019

A six-layer
architecture for the
DT: A manufacturing
case study
implementation [202]

A. J. H. Re-
delinghuys
et al.

Multilayer architecture for DT
in manufacturing, Six-layer
architecture from data
acquisition to simulation; case
study implementation.

Modular, scalable framework;
supports legacy systems; provides
real-time and service-based
infrastructure. Address latency
and cloud connection issues;
refine gateway functions.

Manufacturing
Systems/CPPS

2019

Design and
application of DT
system for the
blade-rotor test rig
[203]

Jian-Guo
Duan,
Tian-Yu Ma
et al.

DT system for real-time
monitoring of blade-rotor test
rig, Five-layer architecture
including communication
protocols (RS-485, TCP/IP);
VR integration.

Achieves real-time data mapping
and visual monitoring; enhances
equipment safety and visibility.
Expand to virtual control; use big
data analysis for smart
maintenance.

Monitoring
Systems/VR

2021

Real-time machining
data application and
service based on IMT
DT [204]

Xin Tong
et al.

IMT-based DT for machining
process optimization,
Multisensor fusion,
MTConnect protocol, digital
model for real-time
monitoring.

Real-time mapping of machining
process; visualization of trajectory
and status; optimization modules.
Research full product lifecycle;
integrate advanced modeling, big
data, and 5G networks.

Process
Optimization/Smart
Manufacturing

2024

DT for product
versus project
lifecycles’
development in
manufacturing and
construction
industries [205]

Abanda, F. H
et l

Systematic review comparing
DT applications in
manufacturing and
construction.

Comparative analysis;
identification of benefits and
barriers; lessons for adoption.
Standardization, hardware
deployment, lifecycle integration,
and data protection.

Manufacturing

2025

Modern trends and
industrial use cases
of DT technology
with 3D behavioral
representation [206]

Machacek
et al.

Comprehensive review of 3D
DT modeling, simulation, and
industrial applications across
the lifecycle.

Definition of 3D behavior;
multiple industrial use cases;
integration across lifecycle stages.
Improve tools, enhance lifecycle
integration, expand industrial
adoption.

Manufacturing

Finally, the thematic synthesis reveals that the future evolution of DT technology is
likely to involve increasing convergence between physical systems, distributed data infras-
tructures, AI-enabled analytics, and human-centered decision-making [207,208]. Emerging
technologies such as generative AI, federated learning, 6G, quantum-enhanced optimiza-
tion, semantic interoperability, and self-evolving DTs may further extend these capabilities.
However, their long-term industrial impact remains uncertain because their validation and
adoption are still less mature than those of established DT technologies such as IoT/IIoT,
simulation, AI/ML, cloud computing, and edge computing [207,208].

Overall, the systematic review indicates that DT research has evolved from virtual
representation and monitoring toward interconnected, intelligent, adaptive, and increas-
ingly autonomous systems [208]. At the same time, interoperability, cybersecurity, real-time
synchronization, model fidelity, scalable validation, and trustworthy AI remain central bar-
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riers to large-scale DT deployment [209]. These findings provide the basis for the detailed
discussion of challenges and research gaps in Sections 6 and 7 and for the direct answers to
the research questions presented in Section 9.

Scalability in geographically distributed industrial environments. The synthesized
five-layer architecture can conceptually support geographically distributed industrial envi-
ronments in which physical assets, production lines, or facilities are located across multiple
sites. In such scenarios, edge computing can be deployed locally at each site to perform data
acquisition, preprocessing, and time-sensitive analytics, while cloud or centralized services
can provide cross-site data aggregation, model coordination, and higher-level decision sup-
port. Standardized communication and interoperability mechanisms, such as OPC UA and
MQTT, can facilitate data exchange between distributed DT instances, while synchroniza-
tion mechanisms are required to maintain consistency between local physical assets and
their corresponding digital representations. However, geographically distributed deploy-
ment introduces additional challenges, including network latency, intermittent connectivity,
heterogeneous site configurations, cybersecurity and data-governance requirements, and
the coordination of multiple DT instances. The scalability of the synthesized architecture
across geographically distributed industrial sites has not been experimentally evaluated in
the present study and therefore remains a subject for future multi-site validation.

5. Case Studies: Two LSEA Digital-Twin Implementations for Industrial
Quality Control
5.1. Relationship to Previously Published Work and Contribution Boundary

This section presents two independent, peer-reviewed DT implementations developed
at the LSEA, University of Medea, Algeria, in collaboration with the LAADI, University
of Djelfa. Although both studies share several co-authors (notably Yehya Aniba and
Mounir Bouhedda) and address quality control in a manufacturing context using CNN-
based visual inspection, they describe two distinct systems, built with different simulation
environments, different CNN architectures, different decision layers, and different human–
machine interfaces. To avoid conflating them, the two studies are presented separately
below and referred to as CS-1 and CS-2 throughout the remainder of this paper.

• CS-1: Aniba, Y., Bouhedda, M., Bachene, M., Rahim, M., Benyezza, H., & Tobbal,
A. Digital twin-enabled quality control through deep learning in Industry 4.0: A
framework for enhancing manufacturing performance. Int. J. Model. Simul. 2024, 1–21.
https://doi.org/10.1080/02286203.2024.2395899 [210]

• CS-2: Aniba, Y., Bouhedda, M., Bachene, M., Seddiki, M., Tobbal, A., Hamrani, A., &
Benyezza, H. Enhanced digital twin development for a conveyor belt system: integrat-
ing PLC control, CNN decision-making, Gradio-based HMI, and fuzzy logic. Braz. J.
Technol. 2024, 7, e75933. https://doi.org/10.38152/bjtv7n4-035 [211]

The laboratory prototypes summarized below (CS-1 and CS-2) are not presented as
an independent, novel experimental study in this review (Figure 7). They are the authors’
own previously published, peer-reviewed work, reused here strictly as an illustrative
validation case that maps the architectural and technological principles synthesized from
the systematic review (Sections 2–4) onto two physical DT implementations. No previously
reported result is presented as a new finding of this review. Table 13 below identifies, for
each component or result, its previously published source, what is reused verbatim or
near-verbatim here, and what new analysis or extension this review contributes beyond
the original publications.
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Figure 7. Visual summary of the two LSEA DT case studies presented in Section 5 (author-created
synthesis diagram; not reproduced from CS-1 or CS-2).

Table 13. Mapping of original publications, reused components, and new contributions of the
present review.

Component/Result Previously Published Source Element Reused Here New Analysis or Extension
in This Review

FAT drilling-cell architecture,
SysML/CIROS
Studio/Node-RED design,
VGG16 training protocol, and
all CS-1 numerical results
(98.63% → 99.83% accuracy,
confusion matrices, ROC
curves)

Aniba, Bouhedda, Bachene,
Rahim, Benyezza & Tobbal
(2024), Int. J. Modelling and
Simulation,
https://doi.org/10.1080/02
286203.2024.2395899

Description of the system and
the originally reported
metrics, cited and attributed
throughout Section 5.2

Explicit mapping of CS-1’s
five-layer architecture onto the
reference DT layer patterns
discussed in the review;
side-by-side comparison with
CS-2 (Section 5.4) that CS-1
alone does not provide

Conveyor-belt DT
architecture, Factory
I/O/MobileNet/Fuzzy
Logic/Gradio design, and all
CS-2 numerical results (TP
99.90%, TN 99.10%)

Aniba, Bouhedda, Bachene,
Seddiki, Tobbal, Hamrani &
Benyezza (2024), Brazilian
Journal of Technology,
https://doi.org/10.38152
/bjtv7n4-035

Description of the system and
the originally reported
metrics, cited and attributed
throughout Section 5.3

Explicit separation from CS-1
(previous manuscript drafts
had conflated the two
systems); comparative
positioning against the
review’s synthesized DT-AI
decision-refinement patterns

Wider LSEA DT research
corpus (healthcare,
agriculture, water
management, smart
infrastructure)

DT-01, DT-04, DT-05,
MS-01–MS-04, TH-02,
EN-01–EN-02 (Section 5.6,
each with its own citation)

Bibliographic listing
only—titles, authors, year, and
DOI/link where available

Positions CS-1/CS-2 within
the laboratory’s broader
trajectory and grounds the
domain-generalization
limitation discussed in
Section 8

5.2. Case Study 1 (CS-1): DT-Enabled Quality Control for a Drilling Operation
5.2.1. Evaluation Protocol and Physical System

Evaluation protocol. The quantitative evaluation of CS-1 was performed at the image-
classification level rather than at the production-line KPI level. A total of 4603 images were
collected, with 80% used for training, 10% for validation, and 10% retained as a held-out test
set (460 images). The same held-out test set was used to compare the transfer-learning-only
and fine-tuned VGG16 configurations.
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5.2.2. Physical System and Institutional Context

CS-1 was developed at the LSEA and LAADI laboratories with funding from the
Directorate General for Scientific Research and Technological Development (DGRSDT) of
the Algerian Ministry of Higher Education and Scientific Research. The physical system,
called the Factory Automation Trainer (FAT), is a laboratory-scale manufacturing cell
that performs a drilling operation on metal parts stored in a warehouse. Pneumatic
cylinders and a conveyor belt move the parts through six sequential functions: (1) material-
presence detection via an optical fiber sensor, (2) drilling, (3) transfer of the drilled part to
the conveyor by a single-action cylinder, (4) camera-based inspection of the drilled hole,
(5) extraction of defective parts, and (6) sorting of accepted parts.

Figure 8 illustrates the structural pathway of the two LSEA case studies, extending
from the physical micro-factory to the operator’s human–machine interface (HMI) (diagram
prepared by the author; not adapted from CS-1 or CS-2). The figure provides a consolidated
overview of the two LSEA DT case studies, highlighting their distinct industrial applications
and technologies while demonstrating their common end-to-end architecture, from the
physical system and digital simulation to communication, AI-based decision-making, and
human–machine interaction.

Figure 8. Structural pipeline of the two LSEA case studies, from the physical mini-factory to the
operator HMI (author-created diagram; not reproduced from CS-1 or CS-2).

5.2.3. DT Architecture

The DT was modeled in SysML using Cameo Systems Modeler, then implemented
as a 3D virtual replica in CIROS Studio (Festo), which also supports PLC programming
and simulation. The physical PLC is programmed and validated via TIA Portal/PLCSIM,
and communicates with a Node-RED-based HMI using OPC-UA and redPLC nodes. A
Raspberry Pi acts as the edge device linking the cloud-hosted AI inference service to the
PLC. The authors describe the resulting system as a five-layer architecture: Physical Devices,
Local Controllers (OPC-UA), IoT Gateway, Cloud Services (hosting the AI quality-control
model), and Virtual Layer (the DT itself).

5.2.4. CNN-Based Quality Control

Quality inspection uses a VGG16 convolutional neural network in a binary clas-
sification setting (good part vs. defective part), based on the size, centering, and ab-
sence of incisions around the drilled hole. A dataset of 4603 images was collected via
OpenCV/MOG2 background subtraction from a camera positioned above the conveyor,
resized to 224 × 224 × 3, and split 80%/10%/10% for training/validation/testing. Training
proceeded in two phases: (1) 20 epochs at a learning rate of 10−4 with the VGG16 backbone
frozen, and (2) 10 additional epochs at a learning rate of 10−5 with the last four VGG16
layers unfrozen for fine-tuning 30 epochs in total.
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5.2.5. Results

To quantitatively assess the contribution of fine-tuning to the performance of the
proposed VGG16-based classification model, a comparative evaluation was conducted
between the transfer-learning-only configuration and the fine-tuned configuration. The
comparison considers several complementary performance indicators, including overall
accuracy, true-positive and true-negative rates, false-positive and false-negative rates,
ROC AUC, and training time. As summarized in Table 14, the reported results show
higher descriptive classification performance after fine-tuning compared with the transfer-
learning-only configuration. Accuracy increased from 98.63% to 99.83%, while the reported
false-positive and false-negative rates decreased. These values are descriptive performance
measures obtained on the held-out test set and are not interpreted here as statistically
significant differences, because formal significance testing was not reported in the original
study. In particular, the fine-tuned model achieves near-perfect discrimination between
good and defective parts, as reflected by the improved ROC AUC and the higher true-
positive and true-negative rates. These results indicate that fine-tuning the pretrained
VGG16 model provides a measurable performance gain for the proposed drilling-operation
quality-control application, although this improvement is accompanied by a moderate
increase in training time.

Table 14. Comparative performance of the VGG16-based classification model before and after
fine-tuning.

Metric Transfer Learning Only Transfer Learning +
Fine-Tuning

Accuracy 98.63% 99.83%

True Positive (good part) 99.68% 100.00%

True Negative (bad part) 98.10% 99.74%

False Positive 1.90% 0.26%

False Negative 0.32% 0.00%

ROC AUC 0.9995 0.9999

Training time (Google
Colab) 25 min 42 min

Testing was performed on a held-out set of 460 images (10% of the 4603-image dataset).

5.2.6. Human–Machine Interface

The operator interface was built in Node-RED and provides three functions: language
selection (Arabic, French, English), user authentication, and real-time outcome monitoring
(start/stop control, diagnostics, and live status of the physical and virtual FAT).

5.3. Case Study 2 (CS-2): Enhanced DT for a Conveyor Belt with Fuzzy-Logic Decision Support

CS-2

Evaluation protocol. The quantitative evaluation of CS-2 was performed using a held-
out test set of 2000 images, comprising 1000 good and 1000 defective pieces. Performance
was assessed using true-positive, true-negative, false-positive, and false-negative rates. The
evaluation therefore concerns image-classification performance rather than full production-
line KPIs such as OEE, downtime, MTTR, energy consumption, or throughput.

https://doi.org/10.3390/electronics15194576

https://doi.org/10.3390/electronics15194576


Electronics 2026, 15, 4576 61 of 85

5.3.1. System and Objectives

CS-2, published in the Brazilian Journal of Technology, targets a conveyor-belt system
rather than a drilling cell. The DT was built in Factory I/O rather than CIROS Studio, mod-
eling a conveyor with proximity sensors and actuators; scenarios such as misplacements,
speed changes, and blockages were simulated for testing. A PLC (programmed in ladder
logic) synchronizes the virtual and physical conveyor in real time and communicates with
Factory I/O over the Modbus protocol; a Raspberry Pi 3B+ acts as the edge device linking
the PLC, camera, CNN, and fuzzy logic modules.

5.3.2. CNN and Fuzzy-Logic Decision Layer

Unlike CS-1, quality inspection in CS-2 uses a MobileNet-based CNN with transfer
learning. The model was trained using the dataset and evaluated on a held-out test set
of 2000 images, comprising 1000 good and 1000 defective pieces. The model classifies the
conveyed pieces as accepted or rejected and provides a corresponding confidence score.
A fuzzy logic (FL) controller then refines the CNN output by using the CNN confidence
score, the computed rejection rate, and the current production speed as inputs. Based on
predefined fuzzy rules, the controller dynamically adjusts the conveyor production speed
among slow, moderate, and fast operating modes; for example, the production speed can
be reduced when the CNN confidence is low and the rejection rate is high.

5.3.3. Results

On a test set of 2000 images (1000 good, 1000 bad pieces), the model correctly identified
999/1000 good pieces (true-positive rate 99.90%) and 991/1000 bad pieces (true-negative
rate 99.10%), giving a false-positive rate of 0.10% (1 good part misclassified as bad) and a
false-negative rate of 0.90% (9 bad parts misclassified as good). Training and validation
accuracy curves both converged toward 1.0, while the corresponding losses converged
toward low values. These observations suggest limited evidence of overfitting under the
reported experimental conditions; however, no formal statistical test of generalization or
significance was reported.

5.3.4. Human–Machine Interface

Unlike CS-1’s Node-RED interface, CS-2’s HMI is built with Gradio, a Python-native
web interface. It displays a start/stop conveyor control, the captured piece image, a
production-speed slider, the CNN’s Good/Bad prediction, the fuzzy-logic efficiency eval-
uation, and the conveyor’s status and speed. The authors present this Gradio interface,
combined with the fuzzy logic layer, as the main improvement over a traditional, non-DT
conveyor baseline with a basic control panel and no automated defect detection.

5.4. Comparison Between the Two LSEA Case Studies

Table 15 compares the two LSEA case studies, CS-1 and CS-2, which share a common
research context but address different industrial processes, DT architectures, AI models,
and experimental results. Therefore, they represent two distinct and complementary
contributions that should be discussed and cited separately.

The exact dataset split should be reported consistently with the original CS-2 publica-
tion. Both papers share several co-authors and belong to the same LSEA/LAADI research
program on DT-enabled quality control, but they describe two distinct architectures, models,
and results.
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Table 15. Comparative analysis of the two LSEA DT-enabled quality control case studies (CS-1
and CS-2).

Feature CS-1 CS-2

Evaluation level Image classification Image classification

Test set 460 images 2000 images

Main reported metrics Accuracy, TPR, TNR, FPR,
FNR, ROC AUC TPR, TNR, FPR, FNR

Reported performance Accuracy: 98.63% →
99.83% TPR: 99.90%; TNR: 99.10%

Industrial KPIs Not evaluated Not evaluated

5.5. Scientific Contributions and Relationship to the Systematic Review

Together, CS-1 and CS-2 provide two independent, laboratory-scale illustrations of the
DT architectures synthesized from the systematic review.

• Architecture and AI performance (CS-1): CS-1 instantiates a five-layer DT architecture
(Physical Devices, Local Controllers, IoT Gateway, Cloud Services with AI, and a
Virtual Layer) using CIROS Studio, TIA Portal, Node-RED, and a cloud-deployed
VGG16 model, and reports a substantial accuracy gain (98.63% → 99.83%) from fine-
tuning a small number of upper convolutional layers.

• Decision refinement and HMI diversity (CS-2): CS-2 illustrates a complementary
decision-support pattern in which CNN outputs (from MobileNet) are not used di-
rectly, but refined by a fuzzy logic layer before being acted upon, and demonstrates
an alternative, Python-native (Gradio) HMI paradigm distinct from the Node-RED
dashboards used in CS-1.

• Scope of the reported results: Neither case study reports the extended industrial KPI
sets—such as OEE, MTTR, energy consumption, downtime, and throughput—that
are sometimes used to evaluate full-scale industrial DT deployments. Both instead
report classification-level performance metrics obtained from held-out image test sets
in laboratory-scale prototypes.

Both case studies provide laboratory-scale illustrations that are consistent with two re-
curring patterns identified in the reviewed literature: that transfer learning from ImageNet-
pretrained CNNs (VGG16, MobileNet) is an effective and data-efficient approach for visual
quality inspection within a DT loop, and that the choice of HMI technology (Node-RED vs.
Gradio) is largely independent of the underlying DT/AI architecture.

However, because both implementations are laboratory-scale manufacturing systems,
their experimental results should be interpreted as domain-specific validation rather than
evidence of generalizability across healthcare, smart cities, or energy systems.

Clarification of KPI Scope and Statistical Interpretation

The KPI scope of the two case studies should be distinguished from the broader
industrial-performance indicators discussed in the systematic review. CS-1 and CS-2 do
not experimentally measure OEE, downtime, MTTR, energy consumption, rejection rate
used as an input to the fuzzy logic controller at the production-line level, or throughput.
Their quantitative evaluation is restricted to image-classification performance obtained
under laboratory conditions. Accordingly, the numerical differences reported for accuracy,
true-positive rate, true-negative rate, false-positive rate, false-negative rate, and ROC AUC
are presented as descriptive experimental results rather than statistically validated causal
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effects. Formal statistical significance testing was not reported in the original publications
and is therefore not claimed in the present review.

5.6. Broader LSEA Digital Twin Research Corpus

Beyond CS-1 and CS-2, the LSEA, University of Medea, has produced a wider body
of DT research spanning healthcare, smart agriculture [212,213], water management, and
smart infrastructure [214,215]. This corpus is summarized below to situate CS-1 and CS-2
within the laboratory’s broader research trajectory. Entries without a published DOI are
internal or in-progress works; a placeholder is left in the Link column for these and can be
completed once a public reference becomes available [216–223].

5.6.1. Main Peer-Reviewed DT Studies

Table 16 presents the main peer-reviewed DT studies considered in this review, sum-
marizing their publication details, application domains, and relevance to the discussed DT
architectures and case studies.

Table 16. Overview of the main peer-reviewed DT studies reviewed.

ID Year Work Authors Type DT Domain Link

DT-01 2023

DTs for Health Care
Monitor: Baby Incubator

Temperature and
Humidity Monitoring

Saad Abderrahmane,
Reda Kara, Mounir

Bouhedda

IEEE
Conference

Healthcare/neonatal
incubator

https://doi.org/10.1109/IC2EM59347
.2023.10419837 [224]

DT-02 2024

DT-enabled quality
control through deep

learning in industry 4.0
(=CS-1, Section 5.2)

Aniba, Bouhedda,
Bachene, Rahim,
Benyezza, Tobbal

Journal article Industry
4.0/Manufacturing

https://doi.org/10.1080/02286203.202
4.2395899 [210]

DT-03 2024

Enhanced DT
development for a

conveyor belt system
(=CS-2, Section 5.3)

Aniba, Bouhedda,
Bachene, Seddiki, Tobbal,

Hamrani, Benyezza
Journal article

Industry
4.0/Conveyor

system

https://doi.org/10.38152/bjtv7n4-035
[211]

DT-04 2024
A DT-Based Platform for
Medical Cyber-Physical

Systems

Messaoud Rahim,
Wassila Lalouani, Elbahi
Toubal, Lloyd Emokpae

IEEE Access Healthcare/Medical
CPS

https://doi.org/10.1109/ACCESS.20
24.3502077 [225]

DT-05 2025

Innovative AI strategies
for enhancing smart
building operations

through DTs: A survey

Oulefki, Kheddar, Amira,
Kurugollu, Himeur,

Bounceur
Review article Smart Buildings https://doi.org/10.1016/j.enbuild.20

25.115567 [226]

5.6.2. Enabling Publications

• AI-Driven IoT Healthcare System for Real-Time ECG Analysis and Comprehensive
Patient Monitoring (Seddiki, Bouhedda, Tobbal, Rebouh, Aniba, 2024) provides the
IoT/AI monitoring infrastructure used within the laboratory’s healthcare DT research
stream. https://doi.org/10.54327/set2024/v4.i2.149 [227].

• Study and Design of a Low-Power Water Meter (Elmohri, Kara, Bouhedda, Bengherbia,
Manseur, Tobbal, 2023) provides the embedded sensing infrastructure relevant to the
laboratory’s water-management DT research stream. https://doi.org/10.1109/IC2
EM59347.2023.10419545 [228].

5.6.3. Applied Research Project

DT Platform Based on IoT and AI Techniques for the Effective Management of
Drinking-Water Distribution Networks is an applied research project led by Mounir
Bouhedda (University of Medea/Algérienne des Eaux, ADE), combining IoT, AI, and DT
technologies for supervision, leak detection, and predictive maintenance of water networks.
As a socio-economic applied project rather than a peer-reviewed publication, it is reported
here as institutional context and not counted among the systematically reviewed papers.
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6. Key Challenges in DT Implementation
Although the reviewed literature demonstrates substantial progress in DT technolo-

gies, their transition from research prototypes to reliable industrial systems remains con-
strained by a combination of technical, organizational, cybersecurity, validation, and
human-centric challenges. The cross-domain analysis presented in the preceding sections
indicates that these challenges are interconnected rather than independent. Data interoper-
ability affects synchronization performance; synchronization influences model fidelity and
decision-making; and the increasing autonomy of AI-enabled DTs introduces additional
cybersecurity, ethical, and regulatory requirements.

The following subsections synthesize the principal challenges identified across the
reviewed literature and relate them to the practical experience gained from the LSEA
laboratory prototype described in Section 5.

6.1. Data Integration and Data Quality

Data integration remains one of the fundamental barriers to large-scale DT implemen-
tation. Industrial DTs typically need to combine heterogeneous information originating
from SCADA systems, PLCs, IoT sensors, ERP and MES databases, historical repositories,
simulation models, and external information systems. Differences in data formats, semantic
structures, sampling frequencies, communication protocols, and data quality can prevent
these sources from being integrated into a consistent representation of the physical asset.

This implementation demonstrates that interoperability can be achieved at laboratory
scale; however, the development of standardized semantic models capable of integrating
heterogeneous industrial data across organizations and platforms remains an important
research priority.

6.2. Cybersecurity and Privacy

The increasing connectivity of DTs expands the potential attack surface of industrial
systems. A DT may simultaneously expose physical equipment, communication networks,
databases, simulation models, AI models, and operator interfaces. Consequently, security
threats can extend beyond conventional network attacks to include unauthorized access,
data manipulation, man-in-the-middle attacks, denial-of-service attacks, and AI-specific
threats such as model poisoning.

The reviewed studies indicate that distributed-ledger and blockchain-based mecha-
nisms can provide additional integrity and traceability capabilities, although they should
be regarded as complementary security mechanisms rather than complete cybersecurity
solutions. The combination of industrial network security, authentication, encryption, ac-
cess control, secure data exchange, and AI-model protection is required for comprehensive
DT security.

Regulatory developments further increase the importance of trustworthy AI. For AI-
enabled DT applications, the requirements of the EU AI Act concerning risk management,
transparency, cybersecurity, human oversight, and technical robustness should be consid-
ered according to the specific risk classification and deployment context of the system.
Therefore, compliance should not be interpreted as a single technical feature but as a
lifecycle-oriented governance requirement.

Neither CS-1 nor CS-2 really gives anything like a systematic treatment of cybersecurity,
so it is quite unreliable. In CS-1, the Node-RED HMI uses basic operator authentication,
with a standard username and password mechanism, as an access-control measure, yet
neither publication discusses encryption, certificate management, network segmentation,
or even threat modeling for the OPC-UA/Modbus communication layers they depend on.
A full industrial deployment would require more than that, like certificate management,
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segmentation of the network, secure firmware and software updates, intrusion detection,
role-based authorization, and also systematic cybersecurity testing, and in fact none of that
is reported in either case study.

6.3. Real-Time Synchronization and Latency

Real-time synchronization represents another major challenge because the value of
a DT depends on the extent to which the virtual representation accurately reflects the
current state of the physical system. Distributed sensing, communication delays, computa-
tional workloads, and cloud-dependent architectures can introduce latency and temporal
inconsistencies between physical and virtual states.

The literature reviewed in Table 6 shows increasing interest in edge computing, 5G/6G
communication, distributed computing, and communication–computation co-design as
approaches for reducing synchronization latency in large-scale industrial DT deployments.
Although advanced wireless technologies may provide significant advantages for geo-
graphically distributed systems, they are not necessarily required for every DT application.

The two LSEA case studies illustrate this distinction using different technology stacks.
CS-1 synchronizes its physical and virtual environments via OPC-UA and Node-RED, while
CS-2 synchronizes Factory I/O and the physical PLC via the Modbus protocol. Neither
paper reports a directly measured end-to-end synchronization latency in milliseconds; both
instead emphasize architectural design choices (edge processing, lightweight industrial
protocols) intended to support real-time operation.

Neither CS-1 nor CS-2 reports a measured end-to-end synchronization latency, and
that is admittedly a significant gap. The whole architectural angle of using lightweight
industrial protocols like OPC-UA and Modbus across both prototypes makes it seem that
lab-scale and SME oriented DT systems can work without leaning on advanced 5G/6G
infrastructure. But what we have here is more like an architectural inference than anything
truly demonstrated, because neither paper actually shows the latency numbers. If we
try to scale either setup to something bigger, like large geographically distributed sites,
multi-line runs, and multiple plants, there are several very concrete issues that neither
paper really addresses: (i) network jitter and packet loss when you get sustained traffic from
many devices; (ii) failover and redundancy, especially when an edge device such as the
Raspberry Pi (in both cases) or a PLC link drops offline; (iii) security segmentation between
the physical side, the edge tier, and the cloud tier, without letting one layer accidentally leak
into another; and finally (iv) cross-site governance plus model versioning across multiple
DT instances for the same process. That last part is often overlooked until operations
become messy. So, future research should look at more adaptive architectures, where
processing gets distributed dynamically between edge, fog, and cloud resources based on
measured latency, jitter, and reliability needs. And importantly, the measurements should
be reported empirically, not just guessed from protocol choices alone.

6.4. Model Fidelity, Uncertainty, and Validation

A persistent challenge in DT development is the trade-off between model fidelity and
computational efficiency. Highly detailed physics-based models can accurately represent
complex physical processes but may require substantial computational resources, making
them unsuitable for real-time applications. Conversely, purely data-driven models can
provide fast predictions but may perform poorly when operating conditions differ from
those represented in the training data.

The reviewed literature increasingly addresses this problem through hybrid modeling,
particularly physics-informed machine learning and PINNs, as identified in Table 8. These
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approaches seek to combine the generalization capabilities of data-driven learning with the
physical consistency of domain-based models.

A related challenge is the validation of DT models outside controlled laboratory con-
ditions. Model accuracy alone is insufficient to establish the reliability of an industrial DT
because uncertainty may arise from sensor errors, model assumptions, changing operating
conditions, data drift, and communication failures. The uncertainty-quantification ap-
proaches identified in the reviewed literature, including the Bayesian frameworks reported
in Table 8, therefore represent an important direction for establishing more rigorous DT
validation procedures.

The LSEA case studies contribute to this issue by evaluating their CNN models using
images acquired from physical prototypes rather than relying exclusively on synthetic or
simulated data. CS-1’s fine-tuned VGG16 model achieved 99.83% test accuracy (up from
98.63% with transfer learning alone), and CS-2’s MobileNet-based model achieved true-
positive and true-negative rates of 99.90% and 99.10%, respectively. Nevertheless, these
results should be interpreted as application-specific validation on laboratory prototypes
rather than universal model validation. Future research should evaluate model robustness
under changing lighting conditions, production rates, equipment states, product variants,
sensor degradation, and long-term data drift. Establishing common validation protocols,
potentially incorporating accredited measurement and calibration practices such as those
associated with ISO/IEC 17025 where applicable, remains an important research need.

6.5. Human Factors, Explainability, and Ethical AI

As DTs increasingly incorporate autonomous AI systems, technical performance alone
is insufficient to ensure successful adoption. Human factors, operator trust, explainability,
safety, workload, and organizational acceptance are becoming increasingly important
dimensions of DT design. This transition is consistent with the Industry 5.0 paradigm,
which places greater emphasis on human-centricity, resilience, and sustainability.

The studies identified in Table 7 indicate that human-centric DT interfaces can im-
prove operator interaction while reducing cognitive burden. Effective HMI design should
therefore provide operators with understandable information about system status, AI
confidence, detected anomalies, and recommended actions rather than presenting opaque
automated decisions.

The two LSEA case studies address this requirement with two different HMI
paradigms. CS-1 uses a Node-RED-based interface offering language selection (Arabic,
French, English), user authentication, and real-time outcome monitoring, which improves
accessibility within the Algerian industrial context. CS-2 uses a Gradio-based interface
presenting the captured piece image, the CNN’s Good/Bad prediction, the fuzzy-logic
efficiency evaluation, and manual conveyor controls. Together, they illustrate that human-
centric HMI design can be achieved with different underlying web frameworks depending
on the target deployment context.

However, explainability should not be equated simply with displaying a confidence
score. For safety-critical or high-impact industrial decisions, operators may also need infor-
mation about why a decision was produced, which data influenced it, how uncertain the
prediction is, and when human intervention is required. Future DT research should there-
fore develop human–AI interaction mechanisms that combine explainability, uncertainty
communication, human oversight, and accountability.

6.6. Cross-Cutting Research Priorities

The five challenges identified above are strongly interconnected. Improving
one component of a DT without addressing the others may therefore have limited practical
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value. For example, increasing model accuracy without improving data quality may not
improve system reliability, while reducing communication latency without addressing
cybersecurity may increase operational risk.

Based on the systematic review and the LSEA prototype, the major research priorities
can be summarized in Table 17 as follows:

Table 17. Key challenges, emerging solutions, and prototype responses in DT implementation.

Challenge Current Research Direction Remaining Gap Implication for the LSEA Prototype

Data integration Ontologies, knowledge
graphs, ISO 23247, IEC 62832

Universal semantic
interoperability

Extend OPC UA/MQTT integration
toward semantic DT models

Cybersecurity &
privacy

Secure communication,
blockchain, edge security

End-to-end DT and AI
security

Strengthen authentication,
segmentation, encryption, and

AI-model protection.

Synchronization Edge computing, 5G/6G,
distributed architectures

Scalable low-latency
synchronization

Extend sub-100 ms performance
toward multi-line and multi-site

systems.

Model fidelity &
validation

Hybrid models, PINNs,
uncertainty quantification

Standardized real-world
validation

Test robustness under changing
operating and environmental

conditions.

Human-centric AI Explainable AI, adaptive HMI,
Industry 5.0

Trustworthy autonomous
decision-making

Extend confidence-based
explanations toward

uncertainty-aware human oversight.

Overall, the evidence suggests that the next phase of DT development will depend
less on the creation of isolated DT models and more on the development of interoperable,
secure, real-time, validated, and human-centered DT ecosystems. The LSEA case study pro-
vides a practical laboratory-scale demonstration of this direction by integrating industrial
hardware, standardized communication protocols, edge computing, AI-based quality con-
trol, fuzzy decision support, and operator-oriented HMIs within a unified architecture. The
remaining challenge is to validate and scale this architecture across different machines, pro-
duction environments, organizations, and industrial sectors while maintaining reliability,
cybersecurity, explainability, and regulatory compliance.

6.7. Domain Classification Criteria

Studies were classified into one of five domain categories using explicit criteria ap-
plied consistently across Tables 4–11: Manufacturing/Industrial Systems (production,
process control, equipment condition monitoring, industrial robotics, and offshore/subsea
industrial equipment); Healthcare/Biomedical (patient care, medical devices, clinical or
physiological monitoring); Smart Cities/Built Environment/Urban Infrastructure (urban
planning, traffic, buildings, public infrastructure); Energy/Power (generation, storage,
transmission, grid systems); and Cross-domain/General Method (studies proposing a DT
method, framework, or architecture not tied to a specific application sector).

6.8. Evidence-Level Framework and Critical Synthesis

The synthesis presented in Sections 3, 4 and 6 is primarily descriptive and aggregative
(frequency counts, domain distributions, technology-adoption percentages). To move
toward a more critical evidence synthesis, we introduce here an evidence-level framework
distinguishing five levels of validation maturity: (1) conceptual/framework proposals
with no implementation; (2) simulation-only studies; (3) laboratory prototypes (physical
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hardware, controlled conditions); (4) pilot or field studies (real operational environment,
limited scale or duration); and (5) industrial deployment (sustained production use). A
systematic per-study classification of the full 217-paper corpus against these five levels
was not performed during the original data-extraction phase and cannot be reconstructed
retrospectively from the extracted tables alone; we report this explicitly as a limitation
(Section 8) rather than approximate it.

Where the review can speak with confidence, we apply this framework directly.
Both case studies presented in Section 5 correspond unambiguously to evidence level
3 (laboratory prototype): CS-1 and CS-2 are each evaluated on a physical benchtop system
under controlled conditions, using held-out image test sets rather than a production line,
and neither reports pilot-scale nor industrial deployment data. This classification is used
throughout Sections 5.5 and 8 to qualify the generalizability of their reported accuracy
figures: a 99.83% (CS-1) or 99.90%/99.10% (CS-2) result at evidence level 3 supports a claim
about laboratory-scale feasibility, not about industrial-scale reliability, and should not be
read as equivalent to a pilot- or deployment-level validation.

At the level of the broader corpus, the review can identify convergence and tension
in the reported findings without requiring a full per-study evidence grading. Convergent
finding: transfer learning from ImageNet-pretrained CNNs is consistently reported as
effective and data-efficient for visual quality inspection across manufacturing, healthcare,
and energy applications alike (Sections 4 and 5.5), suggesting this is a comparatively mature,
cross-domain technique regardless of validation level. Point of tension: the enabling-
technology adoption percentages reported in Figure 5 (e.g., IoT/IIoT at 86.6% versus
AR/VR at 17.5%) should not be read as a direct measure of underlying technology maturity,
since they aggregate studies across all evidence levels; a technology reported in many
conceptual or simulation-only studies could appear more “adopted” than one used in
fewer but more rigorously validated laboratory or pilot studies. Distinguishing these
two readings would require exactly the per-study evidence-level classification identified
above as an open task.

We therefore recommend, as a priority for future work on this corpus, a structured
re-extraction pass that tags each of the 230 studies with one of the five evidence levels
defined above, enabling the five-layer architecture and enabling-technology frequencies to
be re-reported as evidence-weighted syntheses rather than as simple aggregate counts.

7. Future Research Directions for DT Technology (2025–2032)
The systematic synthesis of the 230-paper corpus identified eight priority research

directions that are expected to shape the development of DT technology between 2025 and
2032. These directions were derived from the technological trends, implementation chal-
lenges, and research gaps identified across the reviewed literature and are therefore directly
connected to the challenges discussed in Section 6. The proposed directions encompass
advances in AI, communication infrastructure, privacy-preserving architectures, human-
centric design, interoperability and standardization, sustainable computing, optimization,
and autonomous DT evolution.

Table 18 summarizes these research priorities according to their underlying rationale,
expected impact, anticipated research horizon, and supporting references. Together, these
directions indicate a transition from conventional DT systems focused primarily on moni-
toring and simulation toward intelligent, interconnected, sustainable, human-centric, and
increasingly autonomous DT ecosystems.
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Table 18. Priority research directions and emerging trends in DT technology (2025–2032).

Research
Direction Rationale Expected Impact Horizon Key References

Generative
AI-Enhanced DT

LLMs and diffusion models enable
natural language DT interaction and
synthetic training data generation,
addressing data scarcity challenges

High:
democratizes DT
deployment;
reduces expert
dependency

2025–2027
Wang et al. (2025) [76]: LLM-guided
SD-LDM DT construction strategy for
rapid multi-scale DT generation (Table 4)

6G-Enabled DT
Networks

Sub-millisecond latency unlocks true
real-time DT synchronization for
autonomous vehicles, remote surgery,
and real-time infrastructure
management

Very High:
foundational for
next-generation
DT applications

2026–2030

Wang, H. et al. (2022) [147]: GNN-based
DT for network slicing management,
proposed as extendable to 6G networks
(Table 8); no reviewed study directly
implements or evaluates a 6G-DT system

Industry 5.0
Human-Centric
DT

DT systems that augment human
capabilities and monitor operator
cognitive ergonomics, addressing the
adoption barrier identified in
Section 5.5

High: improves
safety and
productivity in
human–robot
collaboration

2025–2028
Cimino et al. (2024) [74]: Simulation-based
DT for enhancing human–robot
collaboration in assembly systems (Table 4)

Sustainable &
Carbon-Aware DT

DT systems must quantify and
minimize their own carbon footprint
while enabling decarbonization of
physical systems critical for Paris
Agreement alignment

High: essential for
net-zero industrial
commitments

2025–2028

Piron et al. (2025) [104]: Soft-sensors and
LCA-based DT for clean production and
carbon/environmental impact assessment
(Table 6)

Autonomous
Self-Evolving DT

DT models that autonomously update
their structure as physical systems
evolve are fundamental for long-term
DT maintainability and economic
viability

High: eliminates
human
re-engineering
bottleneck

2026–2030

Wang, K. et al. (2023): [201] DT dynamic
evolution framework (IExATCN) (Table 11);
Hribernik et al. [136]—Autonomous,
context-aware, adaptive DTs: state of the
art and roadmap (Table 7)

The subsequent table contains all instruments and systems, communication methods,
AI frameworks, human–machine interface libraries, and standards that were utilized or
mentioned in this study and in our LSEA Laboratory prototype [CS-1, CS-2]. The table
presents resource information through official URLs, which show resource functions for
the DT system and resource deployment status in our research work. The table exists to
enable complete reproduction of results while providing a useful guide to researchers and
engineers who want to create an identical DT quality control system for their laboratory or
industrial operations.

Table 19 provides a comprehensive inventory of the tools, platforms, communication
protocols, AI frameworks, HMI technologies, and standards used in or referenced by
this study and the LSEA Laboratory prototype [CS-1, CS-2]. For each resource, the table
specifies its role within the DT architecture, its implementation status, access conditions,
and official source. This information supports methodological transparency and facilitates
the reproducibility of the proposed DT-enabled quality control system for researchers,
academic laboratories, and industrial practitioners.

Table 19. DT tools, platforms, communication protocols, AI frameworks, and standards: roles, usage,
and access information.

Category Tool/Platform Role in DT System Used in This Work Official URL Access

DT Simulation
Environment Factory I/O v2.5.9

3D factory simulation environment for
a virtual conveyor belt, connected to a
PLC via Modbus. Used as the virtual
replica in CS-2 only.

YES, core DT
environment in CS-2
only (CS-1 uses CIROS
Studio, not Factory I/O)

https://factoryio.com/
Commercial
(30-day free
trial)

DT Simulation
Environment

ANSYS Twin
Builder

Physics-based DT modelling—FEM
simulation, LSTM/CNN hybrid
models, real-time DT state engine.
Industry standard for high-fidelity DT
validation.

Referenced in the
literature

https://ansys.synopsys.
com/products/digital-twin
(accessed on 10 January 2026)

Commercial
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Table 19. Cont.

Category Tool/Platform Role in DT System Used in This Work Official URL Access

DT Simulation
Environment NVIDIA Omniverse

Photorealistic, physics-accurate DT
simulation platform with OpenUSD
and AI integration. Industry 5.0
autonomous factory DTs at scale.

Referenced in the
literature

https://www.nvidia.com/
en-us/use-cases/industrial-
facility-digital-twins/
(accessed on 1 May 2026)

Free (NVIDIA
Developers)

Communication
Protocols

Eclipse Mosquitto
(MQTT Broker)

Open-source MQTT broker for IoT
sensor-data streaming. Not named as a
communication protocol in either CS-1
or CS-2.

NOT used in CS-1 or
CS-2; referenced only in
the broader reviewed
literature

https://mosquitto.org/ Open-Source
(Free)

Communication
Protocols

OPC UA (IEC
62541)

Industrial communication standard for
PLC-to-DT data exchange. CS-1
describes its Local Controllers Layer as
employing OPC-UA protocols; the
specific PLC brand/model is not stated
in either paper.

YES, described
(generically) as part of
CS-1’s architecture; not
mentioned in CS-2

https://opcfoundation.org/ Open Standard

Communication
Protocols Node-RED v3.x

Flow-based tool used to build the
operator HMI and to bridge the PLC
(via redPLC/S7 nodes) in CS-1. Not
used in CS-2, which instead uses
Gradio.

YES, HMI and PLC
communication layer in
CS-1 only

https://nodered.org/ Open-Source
(Free)

Data Storage &
Analytics InfluxDB v2.x

Time-series database for sensor data
and KPIs. Not mentioned in either CS-1
or CS-2.

NOT used in CS-1 or
CS-2; referenced only in
the broader reviewed
literature

https:
//www.influxdata.com/

Open-Source
(Free tier)

Data Storage &
Analytics Grafana v10.x Real-time KPI visualization dashboard.

Not mentioned in either CS-1 or CS-2.

NOT used in CS-1 or
CS-2; referenced only in
the broader reviewed
literature

https://grafana.com/ Open-Source
(Free)

AI/Deep Learning TensorFlow/Keras
(VGG16)

Deep learning framework for the CS-1
CNN quality-control model. VGG16,
pre-trained on ImageNet, is used with a
two-phase transfer-learning +
fine-tuning strategy, reaching 99.83%
accuracy after fine-tuning (up from
98.63%).

YES, VGG16 CNN core
model in CS-1 (CS-2 uses
MobileNet instead)

https:
//www.tensorflow.org/

Open-Source
(Apache 2.0)

AI/Deep Learning scikit-fuzzy (Fuzzy
Logic)

Python fuzzy logic library for
post-CNN decision refinement. In CS-2,
a fuzzy controller adjusts conveyor
speed based on CNN confidence,
rejection rate, and current speed. Not
used in CS-1.

YES, fuzzy-logic
decision layer in CS-2
only

https://pythonhosted.org/
scikit-fuzzy/ (accessed on 20
May 2026)

Open-Source
(BSD)

HMI Interfaces Gradio v4.x

Python web framework used for the
CS-2 HMI: start/stop control,
piece-image display, a
production-speed slider, the CNN
Good/Bad prediction, and the fuzzy
logic evaluation. Not used in CS-1,
which uses a Node-RED HMI with
language selection and authentication
instead.

YES, primary HMI in
CS-2 only https://gradio.app/ Open-Source

(Apache 2.0)

HMI Interfaces Streamlit v1.28
Python dashboard framework. Not
mentioned in CS-1 or CS-2—no
evidence of use in either source paper.

NOT used in CS-1 or
CS-2 https://streamlit.io/ Open-Source

(Apache 2.0)

PLC/Automation Siemens TIA Portal
v17

Engineering environment used in CS-1
for PLC programming and for
virtual/physical FAT control-program
testing (with PLCSIM). CS-2 does not
name a specific PLC programming
environment.

YES, PLC programming
environment in CS-1
only

http:
//siemens.com/tia-portal
(accessed on 25 May 2026)

Commercial

PLC/Automation Siemens
S7-PLCSIM

PLC simulation extension used in CS-1
to test the virtual FAT control program
before deployment to the physical PLC.

YES, virtual PLC testing
environment in CS-1

https://docs.factoryio.com/
(accessed on 1 May 2026)

Commercial
(with TIA
Portal)

Cloud DT Platforms Microsoft Azure
DTs

Cloud-native DT platform for
graph-based industrial twin modelling
and IoT integration. Referenced
extensively in the Computers in Industry
literature (Table 5).

Referenced in the
literature

https:
//learn.microsoft.com/en-
us/azure/digital-twins/
(accessed on 15 January 2026)

Commercial
(Azure
subscription)

Cloud DT Platforms Eclipse Ditto v3.x

Open-source IoT DT framework for
device shadow management and
NGSI-LD. Implements W3C Web of
Things and ISO 23247 data models for
vendor-neutral DT interoperability.

Referenced in the
literature

https://eclipse.dev/ditto/
(accessed on 1 January 2026)

Open-Source
(EPL-2.0)
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Table 19. Cont.

Category Tool/Platform Role in DT System Used in This Work Official URL Access

Standards &
Frameworks

ISO 23247 (DT
Manufacturing)

International reference architecture
standard for DT in manufacturing. Not
referenced in CS-1 or CS-2; used here
only as a general architectural
framework in the review’s own
synthesis.

NOT referenced in CS-1
or CS-2; used only as a
synthesis framework in
this review

https://www.iso.org/
standard/75066.html
(accessed on 1 January 2026)

ISO Standard
(paid access)

Standards &
Frameworks

RAMI 4.0 (IEC
62890)

Reference Architecture Model for
Industry 4.0. Not referenced in CS-1 or
CS-2; used here only as a general
architectural framework in the review’s
own synthesis.

NOT referenced in CS-1
or CS-2; used only as a
synthesis framework in
this review

https://www.plattform-i40.
de/IP/Navigation/DE/
Home/home.html

Open Access

8. Limitations and Threats to Validity
Despite the systematic methodology adopted in this review, several limitations should

be acknowledged. First, the analysis was restricted to a purposive set of journals (eight
primary titles plus nine MDPI-published titles) and therefore may not capture the full
breadth of DT research published in other journals, conference proceedings, books, and
industrial reports. Second, the review covered publications from 2018 to 2026; consequently,
emerging developments published after the search period may not be fully represented.
Third, the classification of technologies, application domains, architectural layers, and
research gaps involved a degree of researcher interpretation, despite the use of predefined
analytical categories. Fourth, the reported technology frequencies should be interpreted as
indicators of research trends within the selected corpus rather than as measurements of the
overall maturity of DT technologies across industry.

Fifth, the experimental validation is limited to two laboratory-scale digital-twin im-
plementations developed for manufacturing and industrial quality-control applications.
Although the systematic review covers four major application domains—manufacturing,
healthcare, smart cities, and energy systems—the experimental evidence does not pro-
vide equivalent validation across these domains. Therefore, the performance results ob-
tained from the LSEA/LAADI prototypes should not be directly generalized to healthcare,
smart-city, energy, or other application contexts, where data characteristics, operational
constraints, safety requirements, system architectures, and validation conditions may differ
substantially. Similarly, the laboratory-scale results should not be interpreted as evidence of
performance at large industrial scale without further validation. Cross-domain and large-
scale experimental studies are therefore required to assess the transferability, robustness,
and scalability of the identified DT-AI architectures.

Sixth, title/abstract screening and exclusion (n = 1085) were conducted by the review
team without a formally documented dual-reviewer, independent-coding protocol with
an inter-rater agreement statistic; this is noted as a methodological limitation relative to
the PRISMA 2020 recommended practices. Finally, some emerging technologies, including
generative AI, 6G, federated learning, and quantum computing, remain at relatively early
stages of industrial DT adoption, making their long-term impact difficult to assess with
high confidence.

Future studies should therefore extend the review to additional databases, journals,
conference proceedings, and industrial sources; apply multi-reviewer screening and coding
procedures; and validate the identified DT architectures and LSEA prototypes across
different manufacturing environments, industrial scales, and application domains.

9. Answers to the Research Questions
To maintain focus and explicitly link the synthesized evidence to the objectives of the

review, each research question is answered below using findings supported by the reviewed
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literature. Where the LSEA case studies are mentioned, they are clearly distinguished from
the evidence derived from the systematic review and are treated only as laboratory-scale
illustrative validation.

9.1. RQ1: How Has DT Technology Evolved in Terms of Architectures, Modeling Approaches, Data
Integration, Communication, Synchronization, and Interoperability?

The reviewed literature indicates a transition from predominantly static, geometry-
oriented digital representations toward dynamic, data-driven, and increasingly intelligent
cyber–physical systems. DT architectures have progressively incorporated sensing, com-
munication, simulation, analytics, and application layers rather than relying on a single
standardized architecture. Based on the reviewed studies, these developments can be
synthesized into five functional layers: physical assets, data and communication, mod-
eling and simulation, services and analytics, and application/HMI. IoT/IIoT, OPC UA,
MQTT, edge/cloud computing, and AI increasingly support data exchange and real-time
interaction. Nevertheless, synchronization, semantic interoperability, heterogeneous data
integration, and architectural standardization remain unresolved issues.

9.2. RQ2: What Are the Principal Applications of DT Technology in Manufacturing, Healthcare,
Smart Cities, and Energy Systems?

The reviewed corpus shows that DT applications extend across all four target domains,
although their emphasis differs. Manufacturing is the most strongly represented domain
and includes predictive maintenance, quality inspection, process monitoring, production
optimization, and intelligent control. Healthcare applications include patient monitoring,
medical cyber–physical systems, clinical decision support, and healthcare infrastructure
management, with greater emphasis on privacy, safety, and reliability. Smart-city appli-
cations primarily address transportation, infrastructure, environmental monitoring, and
energy management at large scale. Energy-system applications include energy generation,
transmission, storage, monitoring, optimization, and predictive maintenance. Thus, the
four domains share common DT foundations but differ in their operational constraints and
validation requirements.

9.3. RQ3: Which Enabling Technologies Are Being Integrated with DTs?

Among the most frequently reported enabling technologies are IoT/IIoT, artificial in-
telligence and machine learning, simulation, cloud computing, and edge computing. Deep
learning approaches, including CNNs and LSTMs, are increasingly used for prediction, clas-
sification, anomaly detection, and decision support. Industrial communication technologies
such as OPC UA and MQTT support connectivity and data exchange, while blockchain
and semantic approaches are increasingly investigated for security, trust, traceability, and
interoperability. More emerging technologies, including federated learning, 6G, generative
AI, physics-informed machine learning, and quantum-enhanced optimization, appear in
the literature but remain less mature in terms of demonstrated industrial deployment.

9.4. RQ4: How Are DTs Being Employed for Real-Time Monitoring, Anomaly Detection,
Prediction, Diagnosis, Optimization, Maintenance, Decision Support, and Control?

The reviewed studies show that DTs are used throughout the operational cycle of
monitoring, analysis, prediction, and decision-making. Common applications include real-
time monitoring, anomaly and fault detection, predictive maintenance, quality assessment,
process optimization, scheduling, diagnosis, and decision support. These functions are
mainly associated with the services and analytics components of DT architectures, where
sensor and operational data are combined with simulation and AI models. The LSEA
case studies provide laboratory-scale illustrations of this pattern: CS-1 uses VGG16-based
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visual inspection, while CS-2 combines MobileNet-based classification with a fuzzy-logic
decision layer for conveyor-speed adjustment. These examples illustrate specific DT-AI
integration mechanisms but do not constitute evidence of general performance across
industrial sectors.

9.5. RQ5: What Experimental, Simulation-Based, Laboratory, Pilot-Scale, or Industrial Validation
Approaches Have Been Reported?

The reviewed literature includes simulation-based studies, laboratory prototypes, pilot-
scale implementations, and industrial applications, with the level of empirical validation
varying substantially between studies. Fully validated industrial-scale deployments are
less frequently documented than simulation and laboratory demonstrations. The two LSEA
case studies provide additional laboratory-scale physical validation of DT-enabled quality-
control architectures. CS-1 evaluates a VGG16 classifier on a held-out set of 460 images
and reports an accuracy increase from 98.63% to 99.83% after fine-tuning. CS-2 evaluates a
MobileNet-based system using 2000 test images, comprising 1000 good and 1000 defective
pieces, and reports a true-positive rate of 99.90% and a true-negative rate of 99.10%. These
results represent application-specific laboratory evidence and should not be interpreted as
industrial-scale or cross-domain validation.

9.6. RQ6: What Are the Principal Challenges Associated with DT Implementation?

Five interconnected challenge areas emerge consistently from the reviewed litera-
ture: (1) heterogeneous data integration and data quality, (2) cybersecurity and privacy,
(3) real-time synchronization and communication latency, (4) model fidelity, uncertainty,
and validation, and (5) human factors, explainability, and ethical considerations. These
challenges become more pronounced as DT deployments increase in scale, heterogeneity,
autonomy, and dependence on AI. In particular, reliable synchronization between phys-
ical and virtual entities, interoperability between heterogeneous platforms, secure data
exchange, and validation under non-controlled operating conditions remain important
barriers to large-scale deployment.

9.7. RQ7: What Research Gaps and Future Research Directions Can Be Identified from the
Existing Literature?

The synthesis identifies eight major research directions: generative-AI-enabled DTs,
6G-enabled DT networks, federated and privacy-preserving DT architectures, human-
centric DTs aligned with Industry 5.0, standardization and interoperability, quantum-
enhanced optimization, sustainable and carbon-aware DTs, and autonomous self-evolving
DT systems. These directions reflect a broader transition from DTs primarily used for
monitoring and visualization toward systems capable of intelligent prediction, autonomous
decision-making, secure information exchange, adaptive learning, and sustainable opera-
tion. However, many of these directions remain at an emerging stage and require further
experimental, cross-domain, and industrial-scale validation.

Overall, the seven research questions indicate that DT technology has progressed from
relatively static digital representations toward integrated, data-driven, AI-enabled, and
increasingly autonomous cyber–physical systems. Nevertheless, interoperability, cyberse-
curity, real-time synchronization, robust validation, scalability, and human-centered design
remain important challenges identified across the reviewed literature. The LSEA case
studies provide concrete laboratory-scale evidence of selected DT-AI integration patterns
in manufacturing quality control, but their manufacturing-specific context limits direct
generalization to healthcare, smart cities, energy systems, and other application domains.
Consequently, future work should combine broader cross-domain validation with larger-
scale industrial deployments to determine whether the architectural and technological
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patterns identified in this review remain robust under different operational, safety, data,
and regulatory conditions.

10. Conclusions
This study systematically reviewed 230 peer-reviewed articles published between 2018

and 2026 across seventeen distinct scientific journals to provide a comprehensive assessment
of the evolution, enabling technologies, applications, challenges, and future directions of
DT technology. The findings provide an integrated evidence base for researchers and
industrial practitioners seeking to understand and implement DT systems across different
application domains.

The review demonstrates that DT technology has evolved from relatively simple
virtual representations and geometric simulation models into increasingly sophisticated
cyber–physical systems that integrate IoT/IIoT, AI, machine learning, real-time data analyt-
ics, and autonomous decision-making. Manufacturing remains the dominant application
domain within the reviewed corpus, while healthcare, smart cities, energy, and other emerg-
ing domains are experiencing increasing adoption as sensing, connectivity, computing, and
AI capabilities continue to mature.

The analysis also confirms that DT performance increasingly depends on the integra-
tion of several enabling technologies. Across the reviewed literature, IoT/IIoT, simulation,
AI/ML, and cloud computing represent the most established technological foundations,
while federated learning, 6G communication, generative AI, and quantum computing rep-
resent emerging technologies with the potential to extend DT capabilities beyond current
limitations. These developments are expected to support more autonomous, interconnected,
privacy-preserving, and intelligent DT ecosystems.

The two experimental case studies presented in Section 5, based on the authors’ peer-
reviewed research conducted at the LSEA and the Laboratory of Applied Automation and
Industrial Diagnostics (LAADI), Algeria, provide practical evidence that DT-enabled quality
control can be implemented using accessible industrial hardware and software technologies.
CS-1 (drilling-operation quality control) achieved 99.83% classification accuracy after fine-
tuning a VGG16 model, using a CIROS Studio DT and a Node-RED HMI. CS-2 (conveyor-
belt sorting) achieved true-positive and true-negative rates of 99.90% and 99.10% using
a MobileNet-based CNN refined by a FL controller, a Factory I/O DT, and a Gradio
HMI. Together, these results demonstrate the feasibility of implementing DT–AI quality-
control architectures at laboratory scale using two independent technology stacks, and
provide a potentially transferable model for universities and manufacturing SMEs in
emerging economies.

Despite this progress, the review identifies persistent barriers to large-scale DT adop-
tion, particularly data integration and interoperability, cybersecurity and privacy, real-
time synchronization, model fidelity and validation, and human-centered AI adoption.
Addressing these challenges requires closer coordination among academic researchers,
technology developers, standards organizations, and industrial stakeholders. In response,
eight priority research directions were identified for the 2025–2032 period, including gener-
ative AI-enhanced DTs, 6G-enabled DT networks, federated and privacy-preserving DT
architectures, Industry 5.0 human-centric DTs, DT standardization and interoperability,
quantum-enhanced optimization, sustainable and carbon-aware DTs, and autonomous
self-evolving DT systems.

Overall, the findings indicate that the next stage of DT development will be shaped not
only by greater computational and AI capabilities, but also by interoperability, sustainability,
cybersecurity, explainability, human-centered design, and autonomous adaptation. DTs are
therefore increasingly positioned as an important technological foundation for intelligent
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and sustainable industrial transformation. The LSEA case study further demonstrates
that this transformation is not limited to highly industrialized economies: appropriately
designed, standards-aligned, and resource-efficient DT architectures can also support
research, education, and technology transfer in Algeria.
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Nomenclature

5G/6G Fifth-/Sixth-Generation Mobile Network
AI Artificial Intelligence
AR Augmented Reality
AUC Area Under the ROC Curve
BDI Belief–Desire–Intention (agent model)
BIM Building Information Modeling
CNN Convolutional Neural Network
CPPS Cyber–Physical Production System
CPS Cyber–Physical System
CS-1/CS-2 Case Study 1/Case Study 2
DL Deep Learning
DSS Decision-Support System
DT Digital Twin
FABRIK Forward And Backward Reaching Inverse Kinematics
FEM Finite Element Method
GAN/WGAN Generative Adversarial Network/Wasserstein GAN
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GDPR General Data Protection Regulation
HMI Human–Machine Interface
HMLV High-Mix, Low-Volume (manufacturing)
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IEEE TII IEEE Transactions on Industrial Informatics
IIoT Industrial Internet of Things
IoT Internet of Things
ISO International Organization for Standardization
JMS Journal of Manufacturing Systems
KPI Key Performance Indicator

LAADI
Laboratory of Applied Automation and Industrial Diagnostics, University
of Djelfa, Algeria

LCA Life Cycle Assessment

LSEA
Laboratory of Advanced Electronic Systems, Yahia Fares University of Me-
dea, Algeria

LSTM Long Short-Term Memory (recurrent neural network)
MBSE Model-Based Systems Engineering
MES Manufacturing Execution System
ML Machine Learning
MQTT Message Queuing Telemetry Transport
MTTR Mean Time To Repair
NUC Next Unit of Computing (Intel compact edge-computing platform)
OEE Overall Equipment Effectiveness
OPC UA Open Platform Communications Unified Architecture
PLC Programmable Logic Controller
PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
PSS Product-Service System
RAMI Reference Architecture Model Industrie 4.0
RL Reinforcement Learning
ROC Receiver Operating Characteristic (curve)
SME Small and Medium-sized Enterprise
SOH State of Health
TCPN Timed Colored Petri Net
TIA Portal Totally Integrated Automation Portal (Siemens engineering software)
VGG16 Visual Geometry Group 16-layer Convolutional Neural Network
VR Virtual Reality
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