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Abstract

Controlled numerical analyses examine the mathematical relationships among connection-
state probability, self-information, and entropy. The results demonstrate the theoretical
feasibility and interpretability of the proposed framework. In particular, self-information
provides a one-to-one mapping between a nonzero connection-state probability and its
information value, whereas different probability distributions may produce identical en-
tropy values. However, these proof-of-concept results do not constitute an operational IDS
benchmark or establish detection performance in terms of Accuracy, FPR, FNR, or detection
delay. Therefore, validation using labeled public datasets and real network environments
is required before the framework can be considered for operational deployment.

Keywords: denial of service (DoS); distributed DoS (DDoS); syn flooding; self-information;
hierarchical detection; three-way handshake

1. Introduction
TCP SYN (synchronization) flood attack [1,2] is one of the most common denial-of-

service (DoS) attacks. This attack exhausts the server’s resources by creating numerous
half-open TCP connections during the three-way handshake procedure. When launched
as a Distributed Denial of Service (DDoS) attack [3–5], where multiple compromised
hosts simultaneously generate malicious traffic, TCP SYN flooding can rapidly consume
the victim server’s connection backlog and computational resources, leading to service
interruption. Although various countermeasures have been incorporated into modern
operating systems and network devices, TCP SYN flooding remains one of the major Layer-
4 attack vectors due to its simplicity, scalability, and ability to evade conventional filtering
mechanisms. Recent surveys have also indicated that TCP SYN flood attacks continue
to be an important research topic in cloud computing, Software-Defined Networking
(SDN), fog computing, and Internet of Things (IoT) environments because of their real-time
characteristics and low attack cost [6,7].

Consequently, numerous defense mechanisms [8] and detection methods [9–12] have
been proposed during the past decade. Recent studies have mainly focused on three direc-
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tions: machine learning and deep learning approaches [13–17], entropy-based statistical
analysis [18], and hybrid detection frameworks integrating multiple traffic features [19–22].
Machine learning methods generally achieve high detection accuracy but require large
labeled datasets and considerable computational resources, making them unsuitable for
lightweight or real-time deployment. Hybrid detection frameworks further improve robust-
ness by combining entropy analysis with SDN controllers or multiple statistical metrics,
but their computational complexity and implementation cost are also increased [6,23,24].
Therefore, lightweight statistical detection methods remain attractive for practical TCP SYN
flood detection, especially for high-speed servers and resource-constrained environments.

In this study, lightweightrefers to a detection mechanism that requires no offline model
training, labeled dataset, packet-payload inspection, or high-dimensional feature extraction.
The proposed method maintains only the counts of completed, unfinished, and timeout
TCP connections within a fixed number of observation windows. Each connection event
requires only counter updates, probability calculation, and self-information evaluation.
Consequently, its processing cost increases linearly with the number of observed connec-
tions, while its storage requirement is determined by the fixed number of connection states
and observation windows rather than by the size of a training dataset.

Among these proposed methods, Chen et al. [25] proposed an entropy-based detection
method for identifying SYN flood attacks on email servers. Their approach analyzes the
TCP three-way handshake process and email message flow within each observation time
window. Since each detection is independently performed on a time window, the entropy of
the TCP connection states is directly employed instead of long-term accumulated statistics.
Consequently, the method does not require historical traffic records and can describe the
server status using linguistic values for every observation period.

However, it should be noted that practical entropy-based detection systems do not
rely solely on Shannon entropy. Instead, entropy is often combined with additional traf-
fic features, adaptive thresholds, sequential hypothesis testing, or SDN-assisted traffic
monitoring to improve detection robustness. Nevertheless, Shannon entropy remains the
primary statistical indicator in these approaches. Since entropy measures the expected
information of an entire probability distribution rather than the information associated with
an individual event, different traffic distributions may produce similar entropy values even
though their underlying packet behaviors are significantly different. This characteristic
may reduce the discriminative capability of entropy itself and motivates the investigation
of alternative statistical measures, such as self-information.

In contrast, self-information measures the information content associated with an indi-
vidual event rather than the expectation over an entire probability distribution. Therefore,
it provides a more direct representation of instantaneous network events during each
sampling interval. In this paper, we investigate whether self-information can serve as an
effective statistical indicator for TCP SYN flood detection. Based on this observation, we
calculate the self-information of TCP connection states and incorporate it into a time-based
hierarchical detection framework.

The objective of this study is to investigate whether self-information can provide
a more explicit statistical representation of TCP connection states than Shannon entropy.
Based on this property, we construct a lightweight hierarchical framework for interpreting
potentially abnormal connection behavior. The present study focuses on the theoreti-
cal formulation and proof-of-concept analysis rather than claiming complete detection
performance under real network traffic.

The advantages of the proposed method over other lightweight approaches are threefold.

1. We theoretically analyze the relationship between TCP connection-state probabilities,
self-information, and Shannon entropy.
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2. We propose a training-free hierarchical statistical framework that integrates connection-
state information with multiple observation windows.

3. We conduct controlled numerical analyses to illustrate the discriminative properties
of self-information. Comprehensive dataset-based detection evaluation is outside the
scope of the present proof-of-concept study.

The remainder of this paper is organized as follows. Section 2 reviews TCP
SYN flooding attacks, self-information theory, and representative lightweight detection
methods, including SYN/ACK-based, threshold-based, and entropy-based approaches.
Section 3 presents the proposed detection model and hierarchical algorithm. Section 4 ana-
lyzes the statistical behavior of the proposed method and compares it with representative
lightweight TCP SYN flooding detection approaches. Finally, Section 5 concludes the paper.

2. Related Work
This section briefly reviews TCP SYN flooding attacks, self-information, and represen-

tative lightweight and learning-based detection methods, focusing on the characteristics
and limitations relevant to the proposed framework.

TCP SYN flooding [1,2] is a Layer-4 DDoS attack that exploits the TCP three-way
handshake and continues to threaten cloud, SDN, edge, and IoT environments [15,16,24].
Existing countermeasures include lightweight statistical, entropy-based, machine learning,
and hybrid approaches [6,7,13,16,21,22]. This study employs self-information to reduce the
statistical ambiguity associated with entropy-based detection [25].

2.1. TCP SYN Flooding Attack

A TCP connection is established through a three-way handshake: the client sends
a SYN packet, the server replies with SYN-ACK, and the client completes the connection
with ACK [1,2]. If the final ACK is not received, the server retains the half-open connection
until timeout.

A TCP SYN flooding attack sends numerous SYN requests without completing the
handshake, thereby exhausting the server’s connection backlog and preventing legitimate
connections. Botnets, spoofed addresses, and SDN-aware strategies may further increase
the attack intensity and complicate detection [6,15,16]. Therefore, real-time monitoring of
abnormal half-open connections is essential for detecting TCP SYN flooding attacks.

2.2. Self-Information

Self-information measures the information conveyed by an individual event, whereas
entropy represents the expected information of an entire probability distribution [26].
For an event Xn with probability P(Xn), its self-information is defined as

I(Xn) = logb
1

P(Xn)
= − logb P(Xn), (1)

where b denotes the logarithmic base. If P(Xn) = 0, the event is not observed in the current
interval and its self-information is not evaluated.

According to (1), rare events have greater self-information than frequent events. More-
over, I(Xn) is strictly decreasing for 0 < P(Xn) ≤ 1; therefore, each nonzero probability
corresponds to a unique self- information value. In contrast, different probability distribu-
tions may produce the same or similar entropy values. This property motivates the use of
self-information to characterize TCP connection states.
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2.3. Lightweight TCP SYN Flooding Detection

Lightweight TCP SYN flooding detection methods use limited packet- or connection-
level statistics without requiring large labeled datasets, offline model training, or high-
dimensional feature extraction. Representative methods include rate and ratio monitor-
ing, connection-state counting, list-assisted filtering, entropy analysis, sequential testing,
and SDN-assisted detection.

Rate- and threshold-based methods monitor indicators such as the SYN arrival rate,
SYN-to-ACK ratio, or number of half-open connections. Although computationally effi-
cient, they are sensitive to threshold selection and may confuse legitimate traffic bursts
with attacks. Yang et al. [1] combined SYN/ACK analysis with black and white lists,
but this approach requires source- address maintenance and may be affected by spoofed or
frequently changing addresses.

Chen et al. [25] calculated entropy from completed and unfinished events within
each observation interval. Ali et al. [18] combined entropy with the Sequential Probability
Ratio Test to accumulate evidence across successive intervals, but this requires statistical
hypotheses and decision boundaries. SynFloWatch [7] integrates entropy analysis with
SDN traffic monitoring, although it requires SDN switches and controller-side processing.

Thus, existing lightweight methods involve different trade-offs: rate-based methods
are threshold-sensitive, list- assisted methods require address maintenance, sequential
methods require parameter calibration, and SDN-assisted methods depend on additional
infrastructure. Moreover, entropy may assign the same or similar values to different traffic
distributions. These limitations motivate a training-free framework that provides more
direct and interpretable representations of TCP connection states.

2.4. Machine Learning-Based TCP SYN Flooding Detection

Machine learning and deep learning methods formulate SYN flooding detection as
a traffic-classification or anomaly-detection problem [13,15,16,24]. Although these methods
can learn complex traffic patterns, they generally require representative datasets, feature
extraction, model training, and periodic updating. Their computational and deployment
requirements differ from the objective of this study, which is to develop a training-free
and interpretable statistical framework. Therefore, detailed reviews of individual learning
algorithms are beyond the scope of this paper.

2.5. Research Gap and Advantages of the Proposed Method

The preceding review reveals that existing TCP SYN flooding detection methods
exhibit several unresolved trade-offs. Machine learning and deep learning approaches can
learn complex attack patterns, but usually depend on representative training data, feature
engineering or feature learning, model optimization, and periodic updating. Conventional
lightweight approaches avoid these requirements, but many rely on a single traffic rate,
a fixed threshold, a source-address list, or an aggregate statistical value. Consequently,
they may provide limited information about the progression of individual TCP connection
states and the persistence of resource- consuming half-open connections.

A further limitation concerns the use of Shannon entropy as the primary statistical
indicator. Entropy represents the expected information of a probability distribution rather
than the information associated with an individual connection event. Therefore, different
distributions of completed and unfinished connections may yield the same or similar
entropy values. Adding adaptive thresholds, sequential hypothesis testing, or SDN-based
traffic collection may improve the overall detection framework, but these mechanisms do
not eliminate the many-to- one relationship inherent in the entropy measure itself. This
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motivates the use of self-information, which directly associates an observed event with its
occurrence probability.

The proposed method addresses these gaps by integrating self-information, multiple
observation windows, and hierarchical connection-state analysis into a unified lightweight
framework. In this study, lightweight means that the detection mechanism requires no
labeled dataset, offline model training, high-dimensional feature extraction, packet-payload
inspection, source-address list, or additional SDN infrastructure. The method maintains
only a fixed set of statistics for completed, unfinished, and timeout TCP connections over
predefined observation windows. For a fixed number of connection states and observa-
tion windows, processing n observed connection events requires O(n) time, while the
maintained state does not grow with the size of a training dataset.

Compared with other lightweight approaches, the proposed method has the follow-
ing advantages:

• Event-oriented statistical representation: Self-information directly measures the infor-
mation associated with each observed TCP connection state. Its one-to-one relationship
with a nonzero event probability avoids the statistical ambiguity that may arise when
different traffic distributions produce the same entropy value.

• Joint connection-state analysis: Rather than relying only on the SYN arrival rate,
SYN-to-ACK ratio, or a source-address list, the method jointly analyzes completed,
unfinished, and timeout connections. These states provide a more direct representation
of the TCP three-way handshake and the accumulation of half-open connections.

• Multiple observation windows: The method evaluates connection behavior over
different time intervals. Short windows support timely identification of abnormal
behavior, whereas longer windows reveal whether unfinished connections continue
to accumulate and potentially exhaust server resources.

• Hierarchical and interpretable decisions: The first detection layer evaluates the se-
curity state of the server, whereas the second layer estimates its resource-utilization
condition. The numerical detection results are translated into linguistic system states,
allowing administrators to interpret the detected condition without analyzing opaque
model outputs.

• Low deployment requirements: The proposed method does not require model training,
periodic model updating, black- or white-list maintenance, or an SDN controller. It
can, therefore, be implemented as an online monitoring component on a conventional
TCP server.

Recent studies have demonstrated that jointly analyzing complementary dimen-
sions can provide more comprehensive representations than relying on a single indicator.
Liang et al. [27] jointly optimized spatial position, beamforming, and power allocation for
secure IoT communications, whereas Zhang et al. [28] integrated scale, spectrum, and state
information for real-time detection. Although their application domains differ from TCP
SYN flooding detection, their multidimensional joint and collaborative designs support
the general principle of combining complementary information. Following this principle,
the proposed framework jointly considers connection-state information, multiple obser-
vation windows, and resource occupancy rather than relying on a single traffic count or
entropy value.

Accordingly, the main contribution of the proposed method is not merely a reduction
in computational overhead relative to machine learning and deep learning models. Its
distinctive advantage lies in jointly providing event-level statistical interpretation, temporal
connection analysis, security-state detection, and resource-utilization assessment within
a training-free framework. The proposed method is therefore intended as an interpretable
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lightweight alternative for environments in which computational resources, labeled data,
or additional network infrastructure are limited.

3. The Proposed Statistical Framework
The proposed method is designed to detect TCP SYN flooding attacks by employing

self-information to overcome the limitations of the entropy-based detection method pro-
posed by Chen et al. [25]. The fundamental idea is to monitor the number of completed and
unfinished TCP connections within each sampling interval and calculate their correspond-
ing self-information values. These measurements are then used to characterize the current
workload and security status of the server. Compared with entropy-based approaches,
the proposed method directly measures the information associated with individual TCP
connection events, thereby reducing the ambiguity caused by different traffic distributions
producing similar entropy values.

Before calculating the self-information, the proposed method checks whether the
corresponding connection state has occurred during the current observation interval. If the
number of a specific connection type is zero, its occurrence probability is treated as zero,
and the corresponding self-information is not calculated because the event does not appear
in the current sampling interval.

To further improve the detection capability, a time-based hierarchical detection algo-
rithm is introduced based on the TCP connection process. The proposed algorithm consists
of two hierarchical detection layers. The first layer employs self-information to evaluate
the security state of the server by identifying abnormal TCP connection behavior. The sec-
ond layer does not sum self-information values. Instead, it estimates connection-resource
utilization from the cumulative number of unfinished connections observed over the re-
source release interval. This separation is necessary because self-information measures the
statistical unexpectedness of a connection state, whereas the number and persistence of
unfinished connections are directly related to the occupation of the TCP connection backlog
and associated server resources.

Each layer employs an appropriate observation interval according to its detection
objective. Consequently, the proposed method enables continuous monitoring while
allowing the detection frequency to be adjusted according to different server workloads and
system requirements, thereby providing comprehensive and flexible real-time detection.

Since the proposed method is specifically designed for TCP SYN flooding attacks, its
architecture follows the standard TCP connection procedure. Figure 1 illustrates the TCP
connection process using a finite-state machine consisting of four phases: Connection Start,
TCP Connection, Transport Connection, and Close Connection. This state-machine model
serves as the theoretical foundation for the proposed detection approach.

In the proposed state machine, each phase is associated with one or more observation
time windows. The TCP Connection phase and the Transport Connection phase each consist
of two observation time windows, whereas the Connection Start phase and the Close Con-
nection phase each contain a single observation time window. Consequently, the minimum
execution time of a complete TCP connection process is six time units. The TCP Connection
phase corresponds to the TCP three-way handshake, while the Transport Connection phase
represents the data transmission process between the client and the server. If either the
connection establishment or the data transmission is not successfully completed, the pro-
cess returns to the previous state until the waiting time expires, after which the occupied
system resources are released. Based on the characteristics of the TCP connection process,
the proposed method consists of the following two components.
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Figure 1. State machine of TCP connection process.

1. Time-Based Detection Approach Using Self-Information
The proposed detection approach aims to identify TCP SYN flooding attacks by moni-
toring the number of TCP connection requests and completed TCP connections during
each sampling interval. The underlying assumption is that a TCP SYN flooding attack
introduces several observable changes in the server behavior. First, the number of
incoming TCP connection requests increases significantly, resulting in a corresponding
increase in server workload. Second, although the number of connection requests con-
tinues to increase, the number of successfully completed TCP connections decreases
because many connection requests remain unfinished. Consequently, the number
of half-open (static) TCP connections gradually accumulates. Finally, when these
half-open connections exceed the predefined waiting time, timeout events occur,
and the corresponding system resources are released. Based on these observations,
the proposed detection architecture is illustrated in Figure 2.

Figure 2. Detection approach architecture.

As shown in Figure 2, the proposed architecture consists of two detection modules:
Static Connection Detectionand TCP/Close Connection Detection. The former is
executed whenever the measuring time reaches the resource release interval, whereas
the latter is executed whenever the measuring time reaches the predefined detection
interval. Since server resource utilization changes more slowly than TCP connection
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states, the resource release interval is configured to be longer than the detection
interval. Both intervals can be adjusted by the system administrator according to the
server workload and operational requirements.
During the TCP/Close Connection Detection phase, the numbers of completed and
unfinished TCP connections are collected within each sampling interval, and their
corresponding self-information values are calculated to determine whether abnormal
TCP connection behaviors exist. Subsequently, the numbers of completed and timeout
close connections are also evaluated using self-information to determine whether
timeout events increase abnormally. According to these statistical results, the current
security state of the server is determined.
During the Static Connection Detection phase, the number of unfinished TCP con-
nections is sampled at each detection interval. These observations are accumulated
over the resource release interval to estimate the persistence of half-open connections.
The resulting cumulative unfinished-connection occupancy represents a discrete
approximation of the area under the half-open connection queue-length curve. There-
fore, it reflects both the number of unfinished connections and the duration for which
they occupy server connection resources. This count-based quantity, rather than
the sum of their self-information values, is used to determine the relative resource-
utilization state.

2. Hierarchical Detection Algorithm
The proposed algorithm evaluates the security status of TCP connections and provides
a statistical indication of connection resource utilization based on the observed TCP
connection states. For security assessment, the self-information values of completed
close connections, timeout connections, completed TCP connections, and unfinished
TCP connections are calculated to determine the current security state of the server.
Accordingly, three linguistic security states are defined: System Safe, System Normal,
and System Abnormal.
For security assessment, the first detection layer calculates the self-information val-
ues of completed, unfinished, active-close, and timeout connection states. These
values characterize whether the observed connection behavior is statistically normal
or abnormal.
For resource assessment, the second detection layer directly accumulates the observed
number of unfinished connections over the resource release interval. The cumula-
tive value measures unfinished-connection occupancy and is partitioned into four
linguistic resource states: Safe, Normal, Abnormal, and Overload. Accordingly,
self-information is used to characterize statistical abnormality, whereas cumulative
connection occupancy is used to characterize resource consumption. Before presenting
the proposed algorithm, the notations used throughout the algorithm are summarized
in Table 1.
Algorithm 1 summarizes the workflow of the proposed hierarchical TCP SYN flooding
detection framework. For each observed TCP connection event, the algorithm updates
the completed, unfinished, and timeout connection counters. At every detection
interval Td, it calculates the corresponding self- information values and determines the
server security state. At every resource release interval Tr, it evaluates the normalized
cumulative occupancy of unfinished connections and classifies the resource state as
Safe, Normal, Abnormal, or Overload.
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Table 1. Notation used in the proposed hierarchical detection algorithm.

Notation Definition
P The monitored TCP transport protocol.

Tm The current measurement time.
Td The security-detection interval.
Tr The resource release interval, where Tr > Td.

K The number of security-detection intervals contained in one resource
release interval, where K = Tr/Td.

∆t The duration of one security-detection interval.

nTm
The number of normally completed close connections observed dur-
ing Tm.

aTm The number of connections that terminate because of timeout during Tm.
uTm The number of unfinished TCP connections remaining active during Tm.

cTm
The number of TCP connections that successfully complete the three-way
handshake during Tm.

dTm
The number of TCP connections that fail to complete the three-way
handshake during Tm.

CP,Tm The total number of observed TCP connection-state events during Tm.

C(P, Tm, s) The number of observations belonging to connection state s during Tm,
where s ∈ {n, a, u, c, d}.

ps,Tm
The observed probability of connection state s during Tm, defined as
ps,Tm = C(P, Tm, s)/CP,Tm .

Is,Tm
The self-information of connection state s during Tm, defined as
Is,Tm = − log2 ps,Tm for ps,Tm > 0.

xP,Tm
The self-information of normally completed close connections during
Tm, i.e., xP,Tm = In,Tm .

yP,Tm
The self-information of timeout close connections during Tm,
i.e., yP,Tm = Ia,Tm .

zP,Tm

The self-information of unfinished TCP connections during Tm,
i.e., zP,Tm = Iu,Tm . This value is used for security-state analysis and
is not accumulated to estimate resource utilization.

cP,Tm
The self-information of TCP connections that successfully complete the
three-way handshake during Tm, i.e., cP,Tm = Ic,Tm .

dP,Tm
The self-information of TCP connections that fail to complete the three-
way handshake during Tm, i.e., dP,Tm = Id,Tm .

Ra
The decision threshold used to identify abnormal connection behavior
in the first-layer security assessment.

Rn
The decision threshold used to distinguish normal from safe connection
behavior in the first-layer security assessment.

B The configured capacity of the server’s TCP half-open connection backlog.

UTr

The cumulative unfinished-connection occupancy during Tr, defined as
UTr = ∑K

k=1 uk.

ATr

The unfinished-connection-time exposure during Tr, defined as
ATr = ∆t ∑K

k=1 uk.

ρTr

The normalized unfinished-connection occupancy during Tr, defined
as ρTr = (KB)−1 ∑K

k=1 uk. It represents the average fraction of the TCP
half-open connection backlog occupied during Tr.

θs The threshold between the Safe and Normal resource-utilization states.

θn
The threshold between the Normal and Abnormal resource-
utilization states.

θa
The threshold between the Abnormal and Overload resource-utilization
states, where 0 ≤ θs < θn < θa ≤ 1.
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Algorithm 1 Proposed Hierarchical TCP SYN Flooding Detection

Require: TCP connection events, Td, Tr, and decision thresholds
Ensure: Security state and resource-utilization state

Initialize all connection-state counters
for each TCP connection event do

Update the completed, unfinished, and timeout counters
if Tm mod Td = 0 then

Calculate the connection-state probabilities
Calculate the corresponding self-information values
Determine the security state as Safe, Normal, or Abnormal

end if
if Tm mod Tr = 0 then

Calculate the normalized unfinished-connection occupancy
Determine the resource state as Safe, Normal, Abnormal, or Overload
Reset the interval counters

end if
end for

3. Parameter Selection
Let uk denote the number of unfinished TCP connections observed at the kth detection
interval within a resource release interval Tr, and let K = Tr/Td. The cumulative
unfinished-connection occupancy is defined as

UTr =
K

∑
k=1

uk.

If the sampling interval has duration ∆t, the corresponding connection-time exposure is

ATr = ∆t
K

∑
k=1

uk.

Thus, ATr is a discrete approximation of the area under the half-open connection
queue-length curve. Its unit is connection-time, and a larger value indicates that more
unfinished connections remain active for longer periods.
To support comparisons among servers with different TCP backlog capacities, the nor-
malized unfinished- connection occupancy is defined as

ρTr =
1

KB

K

∑
k=1

uk,

where B is the configured TCP half-open connection backlog capacity. The value ρTr

represents the average fraction of the backlog occupied by unfinished connections
during Tr. When the observed number of unfinished connections does not exceed
B, 0 ≤ ρTr ≤ 1.
The proposed method employs three decision thresholds, Rn and Ra, together with
two time windows, Td and Tr. These parameters are implementation-dependent
rather than fixed theoretical constants.
In practice, Rn and Ra can be determined from the statistical characteristics of normal
network traffic collected during an initial training period. Specifically, the thresholds
are selected such that

Rn < Ra,

where larger values correspond to increasingly abnormal connection behaviors.
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The time windows Td and Tr should be selected according to the expected traffic
volume and the desired trade-off between detection responsiveness and statistical sta-
bility. A smaller time window provides faster attack detection but may increase traffic
fluctuations, whereas a larger time window provides smoother statistical estimation
at the expense of increased detection delay.
The parameters Td, Tr, Rn, and Ra affect the trade-off between detection responsive-
ness and stability. A smaller Td provides faster detection but may be more sensitive
to short-term traffic fluctuations, whereas a larger Td produces more stable estimates
at the cost of increased detection delay. Similarly, a smaller Tr enables faster re-
source assessment, while a larger Tr better captures the persistent accumulation of
unfinished connections.
In practice, the decision thresholds should be calibrated using benign traffic collected
from the protected server. During an initial benign-traffic training period, adminis-
trators may calculate the empirical distributions of the self-information differences
and select Ra as a lower-tail quantile corresponding to the acceptable false- alarm rate,
with Rn > Ra selected to distinguish normal from clearly safe behavior. Similarly, θs,
θn, and θa may be initialized using ordered upper quantiles of the benign backlog-
occupancy distribution and adjusted according to the TCP backlog capacity and the
server’s operational tolerance. These thresholds should be periodically recalibrated
when the workload or traffic profile changes substantially.
Lower thresholds increase detection sensitivity but may produce more false alarms,
whereas higher thresholds reduce false alarms but may delay or miss low-rate attacks.
Therefore, the time windows and thresholds should be selected according to the
server workload, TCP backlog capacity, and required response time. A quantitative
sensitivity analysis under dynamic traffic will be conducted in future work.

For resource-utilization assessment, the normalized unfinished-connection occupancy
ρTr is compared with three ordered thresholds:

0 ≤ θs < θn < θa ≤ 1,

where θs, θn, and θa delimit the Safe, Normal, Abnormal, and Overload states, respectively.
These thresholds should be selected according to the configured TCP backlog capacity,
the normal occupancy distribution, and the operational tolerance of the protected server.

In the proposed detection algorithm, the information unit is represented by the binary
logarithm (b = 2), since each TCP connection can be classified into two complementary
states, such as completed or unfinished, normal or abnormal, and online or timeout.

When Tm mod Td = 0, the algorithm performs the security assessment by evaluating
the self-information differences (xP,Tm − yP,Tm) and (cP,Tm − dP,Tm). If (xP,Tm − yP,Tm) ≤ Ra,
it indicates that a large number of timeout connections have occurred during the current
sampling interval. Similarly, if (cP,Tm − dP,Tm) ≤ Ra, it indicates that many TCP connec-
tions have failed to complete the three-way handshake. Either condition implies that the
server resources are being rapidly exhausted, and the server is, therefore, classified as
System Abnormal.

If
Ra < (xP,Tm − yP,Tm) ≤ Rn

and
Ra < (cP,Tm − dP,Tm) ≤ Rn,

the numbers of completed and unfinished TCP connections remain approximately balanced,
and the numbers of timeout and active connections are also comparable. This observation
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indicates that the current TCP connection behavior does not exhibit either a clearly normal
or a clearly abnormal pattern. Accordingly, the server is classified as System Normal.

When
(xP,Tm − yP,Tm) > Rn

and
(cP,Tm − dP,Tm) > Rn,

most TCP connections are successfully completed, indicating that the observed TCP con-
nection behavior is consistent with normal network operation. Accordingly, the server is
classified as System Safe. Since the variations of TCP connection states and closed connec-
tion states are generally proportional within the same sampling interval, their differences
are expected to remain consistent. Therefore, all remaining cases are also regarded as
System Normal.

When Tm mod Tr = 0, the second detection layer evaluates the connection-resource
utilization by calculating the normalized unfinished-connection occupancy ρTr . Unlike the
first detection layer, this assessment does not sum self-information values. The quantity
ρTr measures the average fraction of the TCP backlog occupied by unfinished connections
during the resource release interval.

The server resource state is determined as follows:

Stater =


Safe, 0 ≤ ρTr < θs,

Normal, θs ≤ ρTr < θn,

Abnormal, θn ≤ ρTr < θa,

Overload, θa ≤ ρTr .

(2)

A large value of ρTr indicates that a substantial proportion of the TCP half-open connec-
tion backlog remains occupied over successive detection intervals. Therefore, the resource-
utilization assessment captures both the number and persistence of unfinished connections.

Within each detection interval, every TCP connection is assigned to exactly one con-
nection state; therefore, no connection is counted simultaneously as completed, unfinished,
and timeout within the same interval. However, an unfinished connection that persists
across multiple intervals contributes once to the unfinished-connection count in each corre-
sponding interval. This repeated observation is intentional rather than duplicate counting
because it represents the duration for which the connection continues to occupy backlog
and connection- management resources. Once the connection is completed or times out, it
no longer contributes to the unfinished-connection occupancy in subsequent intervals.

4. Controlled Proof-of-Concept Analysis
The numerical experiments in this section are controlled proof-of-concept analyses.

They are designed to examine the mathematical relationship between connection-state
probability, self-information, and entropy under identical conditions. They are not in-
tended to estimate Accuracy, Precision, Recall, F1-score, FPR, FNR, or AUC, because the
generated values do not constitute labeled real network traces. Accordingly, the results
should not be interpreted as a complete performance evaluation of an operational intrusion
detection system.

This section first analyzes the differences between the proposed approach and repre-
sentative entropy-based detection methods, including the integrated entropy measurement
proposed by Chen et al. [25], the entropy-based sequential hypothesis testing approach
proposed by Ali et al. [18], and the Hybrid SDN-based entropy detection framework, Syn-
FloWatch, proposed by Sinha et al. [7]. Since Chen et al.’s method [25] is the most closely
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related work and serves as the foundation of our proposed approach, the simulation study
primarily compares the proposed self-information-based method with the entropy-based
method of [25] through curve distribution analysis. Furthermore, different numbers of
completed TCP connections are simulated to evaluate the detection behavior under TCP
SYN flooding attacks.

In addition to the simulation results, a qualitative comparison is conducted with
the representative entropy-based methods [7,18,25]. The comparison focuses on several
important characteristics, including the misjudgment rate, detection mechanism, real-time
monitoring capability, abnormal connection detection, half-open connection detection,
applicability, and computational complexity. These comparisons provide qualitative ob-
servations regarding the characteristics of the proposed approach and existing entropy-
based methods.

4.1. Simulation and Analysis

The experiments in this subsection are controlled proof-of-concept analyses designed
to examine the mathematical behavior of self-information and entropy under identical
connection-state conditions. They illustrate how the proposed framework represents com-
pleted and unfinished TCP connections but do not constitute a comprehensive evaluation
of operational intrusion detection performance.

Chen et al. [25] considered completed and unfinished request–response pairs in an
email-server environment, whereas the present study analyzes completed and unfinished
TCP handshakes. Therefore, the two methods are not compared at the application-protocol
or operational-performance level. Instead, the comparison adopts their common binary
statistical abstraction: each event within an observation interval is classified as completed
or unfinished, and both statistical measures are calculated from the same controlled con-
nection counts. Accordingly, Reference [25] is used only as an analytical baseline for
comparing the mathematical behavior of Shannon entropy and self-information under
identical probability inputs.

The controlled traffic patterns are intentionally simplified to clarify the statistical
differences between self- information and entropy rather than to reproduce real-world
network traffic. The thresholds used in the simulations are selected only to illustrate the
operation of the proposed hierarchical framework.

In each sampling interval, the numbers of completed and abnormal connections
vary complementarily from (1, 300) to (300, 1), resulting in a total of 301 connection-
state observations. Figure 3 presents the corresponding self-information values, while
Figure 4 presents the entropy values. The differences between the completed and abnormal
states are shown in Figures 5 and 6, respectively.

To demonstrate how the hierarchical algorithm processes the ambiguity illustrated in
Figure 6, two representative traffic conditions are examined. Case A contains 15 completed
and 286 abnormal connections, whereas Case B contains 121 completed and 180 abnormal
connections. Both cases contain 301 connection-state observations.

Let
pn =

n
n + a

, pa =
a

n + a
,

where n and a denote the numbers of completed and abnormal connections, respectively.
The entropy-component difference is defined as

E = |−pn log2 pn − (−pa log2 pa)|.
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Figure 3. Self-information values of the connection states.

Figure 4. Entropy values of the connection states.

Figure 5. Differences between the self-information values of completed and abnormal connections.
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Figure 6. Differences between the entropy components of completed and abnormal connections.

For the self-information-based method, the connection-state difference used in the
hierarchical decision is

D = In − Ia

= − log2 pn + log2 pa

= log2

(
pa

pn

)
= log2

( a
n

)
.

Thus, D represents the logarithm of the ratio of abnormal to completed connections.
A larger positive value indicates a greater dominance of abnormal connections within the
observation interval.

As shown in Table 2, the entropy-component differences are 0.1455 and 0.0849,
both of which appear as approximately 0.1 in Figure 6 when displayed to one decimal
place. In contrast, the corresponding self-information differences are clearly separated at
4.2530 and 0.5730.

Table 2. Hierarchical classification of two traffic conditions with similar entropy-component differences.

Case n a a/n E D = log2(a/n) Hierarchical State

A 15 286 19.067 0.1455 4.2530 Abnormal
B 121 180 1.488 0.0849 0.5730 Normal

For this illustrative decision, D ≥ 1 is classified as Abnormal, which is equivalent
to a/n ≥ 2; that is, the number of abnormal connections is at least twice the number
of completed connections. A value of 0 ≤ D < 1 is classified as Normal. Accordingly,
Case A is classified as Abnormal, whereas Case B is classified as Normal. This example
demonstrates that the self-information difference preserves the underlying connection-state
ratio when the entropy-component differences appear similar at the displayed precision.

Figures 4 and 6 also illustrate that the entropy component −p log2 p is non-monotonic.
For example, an entropy value of approximately 0.3 in Figure 4 corresponds to traffic
conditions containing approximately 25 and 230 completed connections. Similarly, the two
conditions containing approximately 15 and 121 completed connections produce entropy-
component differences close to 0.1 in Figure 6. Thus, different connection-state probabilities
may produce the same or similar entropy measurements.

In contrast, I(p) = − log2 p is strictly decreasing for 0 < p ≤ 1, so each nonzero event
probability corresponds to a unique self-information value. This property provides a more
explicit representation of the connection-state probability. The comparison demonstrates
a mathematical distinction between the two statistical measures but does not, by itself,
establish superior detection accuracy over other entropy-based frameworks.
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The following simulation randomly generates 100 TCP sessions within one sampling
interval. Although SMTP traffic is used to generate the sessions, only the SYN, SYN-ACK,
and ACK packets involved in TCP connection establishment are analyzed; subsequent
application-layer message exchanges are excluded. Therefore, the proposed framework
does not depend on the application-layer protocol.

Figure 7 presents the generated TCP connection states. A completed handshake is
represented by zero, whereas an unfinished handshake is represented by the number of
missing steps required to complete the TCP three-way handshake.

Figure 8 presents the corresponding self-information values. The unfinished connec-
tions are represented by distinct self-information values and subsequently processed by
the hierarchical decision rules. Because the entropy behavior has already been illustrated
in Figures 4 and 6, the additional entropy plot based on the formulation of Chen et al. [25]
has been removed to avoid redundancy.

Figure 7. Generated TCP connection states.

Figure 8. Self-information values of the generated TCP connection states.

The proposed framework does not rely solely on a difference between two connection-
state counts. Instead, its hierarchical decision process jointly evaluates the self-information
values of multiple TCP connection states over predefined observation intervals. The results
in Figures 3–8 are intended to illustrate these statistical properties rather than to quantify
detection accuracy, false-positive rate, or false-negative rate.

The controlled simulations do not reproduce the full variability of real network traffic,
including flash crowds, retransmissions, packet loss, asymmetric routing, mixed attacks,
and changing background traffic. Therefore, the present results establish the feasibility
and interpretability of the proposed statistical framework but do not provide Accuracy,
F1-score, FPR, or detection-delay measurements for real network environments.

4.2. Qualitative Comparison with Existing Approaches

This subsection qualitatively compares the proposed framework with representative
lightweight statistical approaches. The comparison focuses on their statistical indicators,
decision structures, connection-state analysis, infrastructure requirements, and theoretical
computational complexity. Because these methods have not been implemented and eval-
uated under identical traffic conditions, the comparison does not establish quantitative
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superiority in terms of Accuracy, Precision, Recall, F1-score, FPR, FNR, AUC, or detec-
tion delay.

Chen et al. [25] are retained as the foundational analytical baseline because the con-
trolled analysis applies their entropy formulation to the same connection-state probabilities
used by the proposed framework. To reflect recent developments, the comparison also
includes SynFloWatch [7], SYNTROPY [29], and SF-DaM [30]. These methods represent
Tsallis-entropy-based, Rényi-entropy-based, and multi-phase threshold- and behavior-
based TCP SYN flooding detection, respectively.

The proposed framework differs from the considered approaches in its statistical rep-
resentation and decision structure. Chen et al. [25] use Shannon entropy in a single-stage
statistical decision, whereas the proposed framework incorporates self-information into
a hierarchical structure comprising security-state and resource-utilization assessments.
Ali et al. [18] combine entropy with SPRT to accumulate evidence across successive observa-
tions, but their method requires predefined statistical hypotheses and decision boundaries.
SynFloWatch [7] integrates entropy analysis with traffic monitoring in a hybrid SDN envi-
ronment, whereas the proposed framework is designed to operate on a conventional TCP
server without requiring an SDN controller.

Compared with the SYN/ACK- and list-assisted approach of Yang et al. [1], the pro-
posed framework does not require black- or white-list maintenance. It jointly analyzes
completed, unfinished, and timeout connections and evaluates the persistence of unfinished
connections over multiple observation windows. It, therefore, provides both a security-state
assessment and a connection-resource utilization indicator.

For a fixed number of connection states and observation windows, the proposed frame-
work performs a constant number of counter updates, probability and self-information
calculations, and threshold comparisons for each connection event. Therefore, processing
n connection events has a theoretical upper-bound time complexity of O(n). This estimate
is derived analytically from the per-event online operations and should not be interpreted
as an experimentally measured execution-time advantage. Physical execution-time profil-
ing under high-throughput traffic will be conducted in future deployment studies. The
structural characteristics of the considered approaches are summarized in Table 3.

Table 3. Qualitative comparison of the structural characteristics of representative lightweight detec-
tion approaches.

Characteristic Proposed Chen et al. [25] SynFloWatch [7] SYNTROPY [29] SF-DaM [30]

Year 2026 2014 2024 2024 2026
Primary indicator Self-information Shannon entropy Tsallis entropy Rényi entropy Counters and behavior
Decision structure Hierarchical Single-stage Entropy-based Multi-stage Multi-phase
Connection-state analysis Yes Limited Yes Yes Yes
Source-spoofing analysis No No No No Yes
Additional network infrastructure No No Hybrid SDN SDN SDN
Offline model training No No No No No
Resource-state assessment Yes No No No No
Theoretical time complexity O(n) Not reported Not reported Not reported Not reported

The entries in Table 3 are based on the structural and operational characteristics
reported in the corresponding studies. They should not be interpreted as a quantitative
performance ranking because the methods were evaluated using different datasets, traffic
conditions, parameter settings, and deployment environments.

The comparison indicates that the proposed framework integrates self-information,
multiple observation windows, and hierarchical connection-state analysis without requir-
ing offline model training or additional SDN infrastructure. These are structural distinctions
rather than experimentally verified performance advantages. Direct benchmark experi-
ments under identical traffic conditions are required to establish quantitative superiority.
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The O(n) complexity reported for the proposed framework is a theoretical estimate
derived from its principal online operations. It should not be interpreted as an experi-
mentally measured execution-time advantage. For the other approaches, “Not reported”
indicates that their theoretical time complexities were not explicitly provided in the corre-
sponding studies.

4.3. Limitations

The present study has several limitations. First, the controlled numerical scenarios
are intentionally simplified and do not reproduce the background-traffic variability, packet
loss, retransmissions, asymmetric routing, flash crowds, or mixed attacks observed in
operational networks. Second, because the experiments do not contain independently
labeled benign and attack windows, standard classification metrics, including Accuracy,
Precision, Recall, F1-score, FPR, FNR, and ROC/AUC, cannot be reliably calculated. Third,
the selected thresholds have not been calibrated or evaluated across different network
environments. Therefore, the current results demonstrate only the mathematical feasibility
and interpretability of the proposed statistical framework.

Future work will validate the framework using raw packet traces containing both
benign and TCP SYN flooding traffic, such as CICDDoS2019, together with deployment-
based experiments. This validation is required before conclusions can be drawn regarding
practical detection effectiveness. Accordingly, the proposed framework should not yet be
regarded as a replacement for a fully evaluated operational intrusion detection system.

5. Conclusions
This paper has presented a lightweight hierarchical framework for analyzing TCP

SYN flooding behavior by integrating self-information, multiple observation windows,
and connection-state analysis. Unlike conventional entropy-based approaches, the pro-
posed framework uses self-information to characterize individual TCP connection states
and monitors their temporal evolution without requiring offline model training or addi-
tional SDN infrastructure.

The proposed framework evaluates two complementary aspects of the server. The first
layer uses the self- information of completed, unfinished, normally closed, and timeout
connections to determine the server security state. The second layer estimates connection-
resource utilization from the normalized cumulative occupancy of unfinished connections.
This count-based indicator approximates the average fraction of the TCP half-open con-
nection backlog occupied during the resource release interval. Thus, self-information
characterizes statistical abnormality, whereas cumulative occupancy represents persistent
resource occupation. The controlled analyses demonstrate the theoretical feasibility of the
proposed framework. In particular, self- information provides a unique value for each
nonzero event probability, whereas different connection-state probabilities may produce the
same or similar entropy measurements. Under the controlled conditions considered in this
study, self-information, therefore, provides a more explicit and interpretable representation
of TCP connection states. However, these results do not establish quantitative superiority
over the approaches of Chen et al. [25], Ali et al. [18], or Sinha et al. [7].

The present study is limited to the theoretical formulation and controlled proof-of-
concept analysis of the proposed framework. Accordingly, the reported results demonstrate
only its mathematical feasibility and interpretability and should not be interpreted as
operational IDS benchmarks. They do not establish detection performance in terms of
Accuracy, Precision, Recall, F1-score, FPR, FNR, ROC/AUC, or detection delay under
real network traffic. Future work will validate the framework using packet-level traces
from labeled public datasets, such as CICDDoS2019 and CAIDA, and deployment-based
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experiments in actual server environments. These evaluations will also examine the effects
of legitimate traffic bursts, packet loss, retransmissions, parameter settings, and different
server workloads.
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